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ARTICLE INFO ABSTRACT

Keywords: Coating objects with microscopic droplets of liquid crystals makes it possible to identify and authenticate
Authentication objects as if they had biometric-like features: this is extremely valuable as an anti-counterfeiting measure.
Secrecy How to extract features from images has been studied elsewhere, but exchanging data about features is not

Remote authentication protocol
Robust secure sketch

Robust fuzzy extractor
Fingerprint-like features

enough if we wish to build secure cryptographic authentication protocols. What we need are authentication
tokens (i.e., bitstrings), strategies to cope with noise, always present when processing images, and solutions to
protect the original features so that it is impossible to reproduce them from the tokens. Secure sketches and
fuzzy extractors are the cryptographic toolkits that offer these functionalities, but they must be instantiated to
work with the peculiar specific features extracted from images of liquid crystals. We show how this can work
and how we can obtain uniform, error-tolerant, and random strings, and how they are used to authenticate
liquid crystal coated objects. Our protocol reminds an existing biometric-based protocol, but only apparently.
Using the original protocol as-it-is would make the process vulnerable to an attack that exploits certain physical
peculiarities of our liquid crystal coatings. Instead, our protocol is robust against the attack. We prove all our
security claims formally, by modeling and verifying in Proverif, our protocol and its cryptographic schemes.
We implement and benchmark our solution, measuring both the performance and the quality of authentication.

1. Introduction patterns. Thus, one challenge is to extract identifying features from CSR
images. Arenas et al. (2021, 2022b) show that almost circular spots of

Microscopic spheres of cholesteric liquid crystals, the same liquid colors are always present in practically all CSR’s image (they call them
used in LCD screens, can be used today to give an object a unique
identity (Geng et al., 2016; Lenzini et al., 2017). An object selectively
coated with a layer of crystal can reflect light, generating patterns that
are not predictable before one observes them for the first time with a

“blobs”, see Fig. 2). Such elements are minutice, specific features that
contain enough information to discern one image from another. Arenas
et al. model blobs as arrays of colored circles (i.e., coordinate of the

microscope (see Fig. 1). An ensemble of spheres — called Cholesteric center, radius, and average color in RGB). In that multi-dimensional
Spherical Reflectors (CSRs)- is physically unclonable: it is not possible metric, using the information carried by the circles, they show that it is
to predict where the spheres are laying on a surface (their position possible to re-identify with high-reliability an image and to distinguish
depends on uncontrollable factors during the production phase), and it it from other CSR images.

is unfeasible to foresee, at least in full detail, how the colored pattern
will look like since it depends on how light is reflected across all the
spheres and the medium hosting them.

CSRs have great potential in security applications (Lenzini et al.,
2017; Schwartz et al., 2021). An obvious application is to use CSRs in

But if one wished to extract cryptographically secure bitstrings from
an image, the task is made hard by the presence of noise, which intro-
duces further challenges that recall those in biometrics authentication:

anti-counterfeiting. They have a wide applicability because they can be (i) the extracted features need to be transformed into fixed-length
used to coat several types of objects e.g., goods of any kind like jewelry, binary strings. Besides, the bitstrings have to be robust, ie.,
any sort of papers like packages and documents, edible items like tolerant to noise at bit-level, and non-invertible (Nandakumar and
drugs and food. CSRs could be a game-changer technology in remote Jain, 2015a) i.e., protecting the features from spoof and replay

authentication, but first we need to solve several non-trivial challenges.

attacks;
The way to interact with CSRs is to take a picture of their generated ’
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(a)

Fig. 1. CSR responses taken with a: (a) professional polarized microscope, (b) USB DinoLite microscope —CSRs engraved in a ring.

(ii) authentication needs to be achieved by cryptographically secure
protocols, because CSRs are mainly meant to authenticate ob-
jects from remote (e.g., to verify that a purchased diamond is
authentic).

The problem of developing secure object authentication protocols
from CSRs shares similarities with biometric authentication protocols.
Thus, a first idea could be to resort to solutions that are analogous to
those available for biometrics authentication.

For instance, we could simply take the “blobs” (i.e., the minutiee
extracted from images of CSR), encrypt them, register and store them
encrypted, and then use homomorphic encryption to check whether
the features of an object we wish to authenticate have been previously
registered. Homomorphic encryption is a powerful tool for performing
operations on sensitive data in the encrypted domain, hence ensur-
ing the privacy of sensitive information. In fact, this idea has been
proposed (Arenas et al., 2022a), but performing homomorphic encryp-
tion operations requires a substantial computational effort. We prefer
lightweight solutions that can be carried out by resource-constrained
devices, like mobile phones.

Thus, in this paper, we follow a different approach: we use secure
sketches and fuzzy extractors, originally introduced in Dodis et al. (2004)
and then use their output in an authentication protocol specifically
designed to work with CSR. Secure sketches are used for extracting
sequences of bits from noisy (“fuzzy”) sources; the bits are reproducible
despite intra-subject variations in the source. Fuzzy extractors (Boyen
et al., 2005; Shariati et al., 2012) are used to obtain non-reversible and
cryptographically secure bitstrings. Secure sketches and fuzzy extrac-
tors can offer an efficient solution for developing secure authentication
protocols from fuzzy inputs, since the operations they perform are usu-
ally simple operations on bitstrings (e.g., hash operations and integer
additions/subtractions). We assume to have access to extract features
from CSR images. This step has been proven elsewhere (Arenas et al.,
2022b).

Contribution. More concretely, this work proposes and implements so-
lutions for both challenges (i) and (ii) described above. 1. We proposed
a two-dimensional space (number grid) to obtain a fixed-length array
where the robust features are embedded, ensuring invariability in the
matrix size across different images of the same CSR (i.e., intra-subject
variations); 2. we have extended the authentication protocol proposed
in Li et al. (2017), tailored it to CSRs and proved that secrecy and se-
curity properties are achieved. We also proved that our enrollment and
authentication phases are secure against a Dolev—Yao adversary and cu-
rious servers; 3. we provided a proof-of-concept implementation of an
authentication protocol using the CSR technology in combination with
secure sketches and fuzzy extractors. We additionally benchmarked the
computational efficiency and quality of authentication.

2. Background and related work

Several sources of noise provide similar but not identical readings
at each read-out and from which one can potentially generate high
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entropy information uniformly distributed and not easily reproducible.
These sources include biometric systems — such as fingerprints, faces,
and irises — physical sources like Physical Unclonable Functions (PUFs),
and quantum devices. This work relates to the first two.

To extract information from these physical sources and to put
them in the context of cryptographic applications, Dodis et al. (2004)
proposed a secure sketch and fuzzy extractor model which can reliably
extract a randomness R from a biometric input @. Even if the input
changes, the same R can be generated in a certain fault tolerance
range. However, their proposed model is vulnerable to passive attacks.
Thus, Boyen et al. (2005) offered some improvements to the generic
robust sketch solution (Dodis et al., 2004), where error correction
techniques are applied to achieve the fuzzy extractor in the safety
sketches and strong random extraction. The problem of non-uniformity
of biometric information was addressed by using a hash function. The
use of a hash function provides also integrity assurances that transmit-
ted information has not been tampered with by an active adversary.
An alternative option is studied in Dodis et al. (2006), where the
hash function is replaced by a Message Authentication Code (MAC)
algorithm.

Generally speaking, a secure sketch scheme is a procedure that
reliably and securely reconstructs a binary string from data of the same
source despite the presence of noise (Dodis et al., 2004). Robustness, in
the presence of noise, can be achieved by producing helper data, which
are re-processed with any fresh input and help, as the name suggests,
to retrieve the original data, but only if new input is close enough to
the original (Tuyls et al., 2005). Helper data can be hashed if stored in
a public database and when the authentication is remote (Boyen et al.,
2005; Li et al., 2017; Dodis et al., 2012). A fuzzy extractor scheme
further extracts uniform and random binary strings (Dodis et al., 2004);
they are designed to be robustly re-usable, that is such that to detect
whether an adversary tries to manipulate helper data to get one of its
identifiers authenticated (Wen and Liu, 2018; Wen et al., 2019).

A plethora of secure sketch and fuzzy extractor models have
emerged, not only for biometric systems (Tuyls et al., 2005; Dodis et al.,
2012; Li et al., 2006; Liu et al., 2017; Nandakumar and Jain, 2015b) but
also for PUFs (Delvaux et al., 2016; Kang et al., 2014; Mesaritakis et al.,
2018). However, there are no once-and-for-all solutions; each source
of information has its own peculiarities that require ad hoc solutions.
However, certain proposals can inspire better than others designs that
fit a particular authentication system. CSRs are believed to be optical
PUFs (Lenzini et al., 2017), and their peculiarity is that their response
can be modeled as circles in a plane. Li et al. (2017) studied secure
sketch and fuzzy extractor for systems whose responses are points in
a line. We can extend to work for our particular responses, since it
requires extending the solution to work in two dimensions. Thus, for
our purpose, Li et al. (2017) is the most appropriate proposal we can
resort to, as we will prove our generalization will preserve the same
security guarantees offered during remote authentication.
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Previous work on CSRs analysis. Lenzini et al. (2017) have pioneered
extracting features from CSRs by comparing the histograms of im-
ages. Arenas et al. (2021, 2022b) proposed two metrics, one based
on CSRs image subtraction and the other one based on a comparison
of the extracted minutize. With varying degrees of confidence, these
contributions prove that it is feasible to recognize noisy images of the
same CSR and to distinguish them from different actual CSRs and fake
images. However, procedures that allow extracting robust information
from CSRs and stronger security guarantees (e.g., non-invertibility)
are still missing. In biometrics, such schemes are well-studied. Those
closely related to this work are Li et al. (2017), Tuyls et al. (2005),
Canetti et al. (2021). Among them, Tuyls et al. (2005) proposed to
cope with the variability of intra- and inter-subject fingerprint images
by using statistical analysis to robust minutie, an idea that this work
adapts to CSRs.

Like in the case of biometric systems, the primary use case of the
CSR technology is the design and development of secure authentication
protocols for verifying the authenticity of an object. The first such
application was presented by Arenas et al. in Arenas et al. (2022a). The
protocol applies a HE scheme to compare noisy inputs in the authen-
tication phase to reference data stored during the enrollment phase.
The comparison is performed in the encrypted domain, thus keeping
the data private to the entity performing the comparison. As explained
in the previous section, HE is a useful tool for designing privacy-
preserving protocols. However, its main drawback is performance, since
the homomorphic operations required for comparing encrypted data
are expensive in terms of computational cost, even though they are
usually outsourced. Therefore, alternative options for authenticating
objects are desirable and in this paper, we demonstrate such a solution
by deploying secure sketches and fuzzy extractor to construct an object
authentication protocol.

3. Secure extraction

Our process to address challenges (i)—(ii) (see Section 1) is exem-
plified in Fig. 2-a. We assume we can take pictures of a CSR pattern,
and extract from it identifying features producing arrays b = (b, ..., b,,)
of circles (blobs). Each b; is a triplet: coordinate of b,’s center and
radius.! How blobs are extracted is not important here, and we refer
to Arenas et al. (2021) for details. Instead, what matters is: 1. to identify
a fixed-length list of features (feature embedding) with high probability
invariant to intra-subjects noise at a level of presence/absence of
information (Section 3.1); 2. to extract from it reliable bits which are
also robust from intra-subjects noise; 3. to protect the bitstring from
an adversary that aims to retrieve b, or any data that links to it, from
public data (Sections 3.3 and 3.4).

3.1. Feature embedding

This step ensures that the output of processing images returns an
array of exactly n features. This does not happen when processing CSR
images: the number of blobs identified varies across images of the same
CSR and different CSRs. A fixed size data structure of n features is a
necessary condition to apply our secure sketch (see Section 3.2).

We use a mesh of n elements — for instance a rectangular grid of
n squares Q;, where i = 1,...,n — to quantize the arrays of features
b = (by,...,b,). The quantization returns an array ® = (@, ...,w,) of
exactly n features. Each w; is either a circle or undefined, which we
indicate as L. For all the n squares Q;, let J; C {1,...,m} be the set of

1 Here, we ignore the information coming from color: it adds three more
dimensions in the features spaces, increasing unnecessarily the complexity. Our
scheme can be easily extended to work with more dimensions in future work.
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indexes of the elements in b whose center is in Q;. Then, ® is built as
follows:

= Ujes, bj» i, #0 o)
1, otherwise

Here U is an associative and commutative operator: b U ' is the
smallest circle that contains both » and #'; its center is the barycenter
of b and b'.

Robust features. Taking pictures of the same CSR—Iet us denote a set of
z pictures by [CSR], ..., [CSR],— is a noisy process. This means that the
various o', ..., 0%, corresponding to the pictures [CSR],, ...,[CSR],, may
differ in the presence or absence of blobs in certain positions. When
this happens in a position, we say that the position is non-robust. We
are interested in identifying robust positions. There are different ways
to define a robust position, the most conservative is the following:

Definition 1. Let @', ..., ®* be the embedded features extr_acted f;om z
pictures [CSR]y, ..., [CSR], of the same CSR, where a)/ = (a){, ... a), for
j= 1_, ..., z. We say that a position i is z-robust if w{ =1,Vj=1,..,z
orw/ #L,Vj=1,..,z

3.2. Secure sketches

Our feature embedding process stabilizes the presence or absence
of information in a robust position in arrays of features @', ..., ®° for
a specific CSR. At the level of data, that is, about the coordinates and
radii of the various a){ € @' for all j =1,..., z, there may be still noise.
When taking pictures, the object carrying the CSR can be in a different
position, or the pattern can vary due to slight changes in the angle of
illumination or retro illumination from the microscope, etc. To ensure
that the same  is reconstructed when taking a picture of the same CSR,
we propose to use a secure sketch scheme.

A secure sketch scheme (Dodis et al., 2004, 2008) is a pair of
randomized functions (SS,Rec). When combined they implement an
error correction technique that works at the level of bits. The function
Rec is used to recover exactly the values of an array of features (of
reference) from any noisy version of it. This is possible thanks to
some auxiliary information created by SS to the features of reference.
The reconstruction works under the condition that the original and
the noisy values are “close enough”. Formally, SS function inputs a
vector ® and outputs a vector s, called sketch. The function Rec, given
®' —a noisy version of @— and the sketch s reconstructs @ if and
only if dist(w,®’) < , where dist is a distance over the domain of the
input values and ¢ a predefined threshold; it fails, i.e., it is undefined,
otherwise.

A key definition for this step and for the following secure sketch
scheme is that of number grid, that in turn depends on the notion of
‘number line’ proposed in Li et al. (2017):

Definition 2 (Number Line). Let k € {2,4,6,...} an even natural
number, and ¢ € N*. A Number Line L,, is an interval in R which
includes {...,—2ka, —ka,0, +ka, +2ka, ...}. These k-points identify on L,
intervals I, = (x — % X+ %"). The point x ranges over ka, which is also
the central point of the I.. Each interval has length ka.

Definition 3 (Number Grid). A number grid G, is defined as L, x L,,
where L, is a Number Line.

Therefore, G, is a set of open squares Q(, ,, = I, x I, for x and y
ranging over the k-points of L,. Definition 3 can be further generalized
to include additional dimensions. An example of a Number Grid is
illustrated in Fig. 2-(b). Qx,y) = (x, ) is the midpoint of square Ox )
Each square measures ka X ka pixels and the grid can be aligned to a
predefined reference point in the picture. Parameters k and « are chosen
so that each square is large enough to contain at least one blob, which
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Fig. 2. (a) After the acquisition, CSR images are processed and features extracted as an array of blobs. From there, we extract a fixed size array o of reliable features (quantization),
we use a secure sketch scheme to generate a bitstring from which, given a new image and the sketch, we can reconstruct the original @ despite intra-subject noise. Fuzzy extraction
is instead used to generate a uniformly random string R that we use in enrollment and authentication. R can be reconstructed using public data s, A, and r and a new set of

images. (b) A Number Grid.

in practice means that ka should be larger, in pixels, than the diameter
of an average blob. Our proposed secure sketch assumes a metric space
(G,, dist), (see Definition 3), with dist being the Chebyshev distance:

Definition 4 (Chebyshev Distance). Letw = (w,, ..., ®,), ® w’ )
be two vectors, with @; = (x,,.,,) € Z* and @] = (xwr, ywr) € Zz The
Chebyshey distance between w and @', is the funct10n dist : ZPnx 72" s

N such that:

dist(@, @) = iznllaxn{max“xm[ = x| Y, = y“’fl}}'
Our secure sketch scheme is defined by its Setup, and by its
functions (SS, Rec).

Setup. The Setup assumes a grid G, that has N x N squares so that
it contains all the features in the @s. Further, following the secure
sketch construction of Li et al. (2017), we set the maximum acceptance
Chebyshev threshold to t which is a value less than k—z”

Sketch construction. The function SS takes as input a robust template
® = (®,...,»,) of a CSR image and returns the sketch, a vector
s = (sy,...,s,). Each element of s is a pair of values s; = (x,,,y;) €
{0,1}* x {0,1}* (i.e., xg, and s, are numbers in finite representation
form) or the undefined symbol L. The sketch s is constructed as follows.
For each »; € ®\ {1}, 5; = (x,,, y,) is the offset to move ; to the closest
middle point of the square that contains the center of w;. Formally,
X5, = Yo, T %5 and Y5, = Yo, T Vs> where x| and |y, | are both < X
Instead, whenever w; = 1, then s; = L. If an w,’s center lays on the
external border of a square, we toss a coin to choose, as a reference,
the middle point of one of the neighbor squares. For instance, if the
center lay on the horizontal (resp. vertical) border of a square and the
coin is ‘head’ we chose the square above (resp. on the left); instead, if
the coin is ‘tail’ we chose the square below (resp. on the right). If the
center is one of the borders of the grid, we consider the grid folded on
itself on both dimensions, and we select the square accordingly.

Reconstruction. The function Rec takes as input a retake o' =
(w’]w; ) of a CSR image and a sketch s = SS(w), where s =
(s, ..., $,). It returns a vector z, which is equal to o, or fails.

For all a) € o'\ {1}, if 5; # L the function computes x, = x,s + x;
and y, = Yol Vs, If for one or both dimensions x and y of v is b1gger
(resp. smaller) than N X 5 (resp., —N k; ), which means the point falls
outside the boundary of G,, we subtract from (resp. add to) it the
value ka. For instance if x, > N % and Yy, < —N % then Xy ¥,) =
(xvi — ka, Vo ka).

For all such v;, assuming that Q is the square that contains the center
of v;, the function computes z; = (x,,y, ) or L as follows

(x5—x
(x,v2) = { 0
abort,

If, for any i, the reconstruction does not abort, i.e., if dist(w, ®') < ¢, then
Rec returns z = (zy, ..., z,,), and it will be exactly ®.? The correctness of
our secure sketch (SS, Rec) is described in the following Theorem.

yg = ¥s) if (Ixg =
otherwise

X, | <O A(yg =y, | <D

Theorem 1. Let w and @' be two arrays of features, t be the maximum
acceptable Chebyshev threshold, and s = SS(®) be a secure sketch. Then
Rec(@', s) = @ if and only if dist(®, ®’) < 1.

The proof is an extension into two dimensions of the proof given
by Li et al. (2017, Theorem 1, p. 5) (see Appendix).

3.3. Robust secure sketch

Boyen et al. (2005) noticed that when a normal secure sketch
scheme (SS, Rec) is deployed in a cryptographic application, it does not
provide any protection mechanism against the deliberate modification
of the sketch s = SS(w) by an active adversary. They remedy this
problem by introducing the notion of robust secure sketches, initially
introduced by Boyen et al. (2005).

A robust secure sketch scheme is a pair of functions (RobustSS,
RobustRec) (see Algorithms 1 and 2). The difference from a normal
secure sketch (SS, Rec) is that in addition to the sketch s, the function
RobustSS computes and outputs the digest of the vectors @ and s, using
a cryptographic hash function H : {0,1}* — {0, 1}/, where [ is the size
of the digest and depends on the chosen hash function. A party that
receives (s, h) can verify that the sketch has not been tampered with,
by reconstructing ® using the Rec function and recomputing the digest,
which is compared against the received h.

Algorithm 1: RobustSS.

Input: ® = (@, ..., ®,).
Output: s, h.
1 5s=(s,...,5,) < SS(w)
2 h< H,s)

3 return (s, h)

2 As we are interested only in the reliable positions, the reconstruction
aborts if it fails to reconstruct the template with a minimum number of reliable
positions.
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Algorithm 2: RobustRec.
Input: o' = (a)’],.
Output: z, or L.
z < Rec(@’, s)
if z =1 then
‘ return L
else
if h # H(z,s) then
‘ return L
else
‘ return z
end

s @), 8, he

© o N o U B w N =

10 end

3.4. Fuzzy extractors

Fuzzy extractors were proposed by Dodis et al. in Dodis et al. (2004,
2008) as a means for extracting a (uniformly) random string R from
a given input. Their crucial property is that they are error-tolerant,
meaning that the string R can be reconstructed from a noisy input
as long as it is relatively close to the original input. The extracted
string R can be used in cryptographic applications, for instance, as an
encryption key for symmetric algorithms or as a seed for generating
a pair of secret/public keys for asymmetric algorithms. We highlight
that the ability to reconstruct the string R eliminates the need for
secure storage and management of cryptographic keys, thus reducing
the complexity of the cryptographic application.

A fuzzy extractor operates on top of a secure sketch scheme. It
is composed of a Setup phase and a pair of randomized functions
(Gen, Rep), which are described in Algorithms 3-4. For the Setup phase,
we assume a robust secure sketch (RobustSS, RobustRec) over the metric
space (G, dist), and a strong randomness extractor (Nisan and Zuck-
erman, 1996) defined as Ext {0,1}* x {0,1}" — {0,1}}. Strong
randomness extractors are essentially families of hash functions, used to
convert high-entropy inputs into shorter uniformly distributed digests.

Algorithm 3: Gen.
Input: ® = (@, ..., ®,).
Output: (R, P).

$
re {0, 1)"
(s, h) < RobustSS(@)
R <« Ext(w,r)
P < (s,h,r)
return (R, P)

[ N

Algorithm 4: Rep.

Input: @' = (@), ..., @), P.
Output: R.
z < RobustRec(#’, s)
if z =1 then
‘ return 1
else
R « Ext(z,r)
return R

N o oo b ow b=

end

The function Gen takes as input a robust template ® of a CSR and
uses the function RobustSS to produce a sketch s and the digest A. It
proceeds by using the strong extractor Ext to create a secret string R,
on input the vector ® and a random value r € {0,1}". The output of
Gen is the string R and the triple P = (s, h,r). We refer to the latter as
the public helper data, since all of its components are public values used
to reconstruct the secret R. On input a retake @’ of the CSR and the
public helper data P = (s, h,r), the function Rep aims at reproducing
the secret value R. It executes the RobustRec algorithm which outputs
either a vector z which matches the original vector w, or it is L. If z is
indeed a vector, Rep proceeds in recomputing the secret R « Ext(z, r).
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4. Authentication protocols

The procedures described in Section 3.2 are building blocks to real-
ize two security protocols. The first, enrollment, describes how to regis-
ter a CSR-carrying object csrID to a remote server; the other, authen-
tication, defines how to verify whether an object, presumably csrID, is
the object csrID previously registered. We assume four entities:

Service Provider (SP): It takes pictures [CSR]; of the csrID for enroll-
ment and sends them to a device for image and data processing. The
SP is the entity having the right to enroll the CSR images.

User (U): It takes pictures [CSR']; of an object csrID and sends them
to the device for image and data processing. The User queries the
server to initiate the authentication process.

Authentication Device (AD): Trusted device that processes images
[CSR]; by applying the feature embedding, robust secure sketch, and
fuzzy extractor to produce the data for enrollment. It does similar
steps, plus other checks, for authentication. It communicates with the
authentication server initiating the enrollment or the authentication.
Authentication Server (AS): It responds to enrollment and authen-
tication requests. It maintains a database of csrIDs and public data
needed for authenticating a csrID.

4.1. Enrollment

The enrollment is carried out by the SP, the AD, and the AS (see
Fig. 3). It is initiated by the SP which submits to the AD a set of CSR
images [CSR]; along with a unique identifier csrID. Upon receiving
the information from the SP, the AD executes a series of actions.
The first is to extract the robust template ® from the given set of
CSR images [CSR];. This requires the steps described in Section 3.1,
namely the image processing, features embedding and robust features.
In Fig. 3, we combine all three steps in a single function and write
® < ImgProcess([CSR];).

Next, the AD executes the function Gen of the fuzzy extractor
scheme, on input the vector @. According to Algorithm 3, this function
returns a secret value R and the public helper data P = (s,h,r).
The secret value R is used to generate a pair of private/public sign-
ing keys (sskap,pskap) < SignKeyGen(R). The AD signs the message
m = (csrID, P, pskap) with its secret signing key ssk,p, transmits the
csrlD, P, pskap along with the signature o,p to the AS and discards
all processed information. The first action of the AS is to verify the
integrity of the transmitted data, by verifying the signature c,p. If the
verification is successful, the AS stores the triple (csrID, P, pskap).

4.2. Authentication

The parties involved in the authentication phase are the User, the
AD, and the AS (see Fig. 4). It is initiated by the User who submits to
the AD a set of fresh images [CSR']; along with the identifier csrID. The
AD forwards the csrID to the AS requesting the entry corresponding to
this identifier, which AS has stored. If an entry exists, the AS forwards
the public helper data P to the AD and a freshly generated nonce nyg.
Otherwise, the AS returns a message to the AD indicating that the
authentication has failed.

Upon receiving P and n,g, the AD extracts the robust template o’
from [CSR'];. Then, it executes the Rep function of the fuzzy extractor
scheme, with input @ and the public helper data P, to reproduce
the secret value R. Next, it generates a random nonce n,p and uses
the secret value R for recreating the private/public signing key pair
(sskap, pskap). The AD uses the sskpp to sign the two nonces and the
csrID and sends the signature o, along with n,p to the AS. The
AS verifies the signature on the message (n,pllnpg. csrID), using the
public signing key psk,p that was stored in the database during the
enrollment phase. Before sending this information to the AD, the AS
signs the answer (0/1) and the random values (n,p, ||nag) With its secret
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Auth. Device:

(sskap,pskap)

Service

Provider

1. csrID, [CSR];
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Auth. Server:
(sskas, pskas)

w < ImgProcess([CSR];)

(R, P) < Gen(w)

(sskap, pskap) < SignKeyGen(R)
oap < Sign(sskap, (cstID, P,pskan))

A 4

0/1 < Verify(pskap, m,oaD)
Store: (csrID, P,pskap)

Fig. 3. Message sequence chart of the enrollment phase.

Auth. Device:
(sskap, spkap)

1. csrID, [CSR];

Auth. Server:

(sskas, spkas)

2. Request csrID

R « Rep(w', P)

$
nap < Zxo

w' « ImgProcess([CSR'];)

4. (0AD,nAD)

Get (csrID, P, pskap)

$
nas < Z=o

(sskap,pskap) < SignKeyGen(R)

oap < Sign(sskap, (nap|[nas, csrID))

5. oas, reject (0)/accept (1)

0/1 « Verify(pskap, (nap||nas, csrID),oap)
oas < Sign(sskas, (0/1,nap|[nas))

Fig. 4. Message sequence chart of the authentication phase.

signing key (sskug). Thus, the AS transmits to the AD the signature o,g
and the answer (0/1). Before sending the answer to the User, the AD
verifies the data integrity with the psk,p, and if successful the answer
is transmitted. Otherwise, the process is aborted.

5. Security analysis

As we wanted to tailor Li et al.’s (Li et al., 2017) protocol to CSRs,
we analyzed its security assumptions and we formally confirmed that
their biometric identification protocol meets the secrecy requirements;
nevertheless, we detected flaws in its authentication properties. In this
section, we have first formally described the security analysis of our

authentication scheme, and then, we detail the analysis of Li et al.
scheme.

5.1. Security analysis of our scheme

We will show that the cryptographic primitives used in our scheme,
the secure sketch and the fuzzy extractor, are secure. Then, we use a
symbolic model checker to formally prove the security of our protocol,
described in Section 4.

5.1.1. Primitives security
In Li et al. (2017, Theorem 4, p. 9) is shown that the fuzzy extractor
is secure if the underlying secure sketch is secure. Thus, we only need
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to show that our secure sketch and the corresponding robust secure
sketch are secure. The security level of our secure sketch scheme can
be specified by evaluating the hardness of inverting the function s «
SS(w), hence recovering a robust template ® = (@,,...,w,), given
the corresponding sketch s = (sy,...,s,). We recall two definitions
from Dodis et al. (2004, 2008).

Definition 5 (Average Min Entropy). Let X be a random variable with
a probability distribution. The min-entropy of X is:

H, (X) = —log,(max{Pr(X = x)}).

If X, Y are two discrete random variables, the (conditional) average
min-entropy of X given Y is:

H (X|Y) = —log, <Ey4 [max{Pr(X =x|Y = y)}]) .
yeYy

Definition 6. A secure sketch scheme is (M, m,m,t)-secure, if for
any distribution X over the metric space M with min-entropy m, the
advantage of an adversary in recovering the value of X is at most 27,
where m < H (X|SS(X)).

Based on the above definitions, we conclude to the next theorem on
the security of our secure sketch scheme.

Theorem 2 (Security of Secure Sketch). The proposed (SS,Rec) scheme
is a (G,,2nlog,(kaN),2nlog, N,1)-secure sketch, where n = N X N is the
number of squares in the grid G,. The entropy loss is 2nlog,(ka) and the
storage is 2n(|log, ka| + 1). Both algorithms SS, Rec run in polynomial time
innk,a N.

The proof follows similar arguments as those reported in (Li et al.,
2017, Theorem 3, p. 8), which we extend to our scheme (see Appendix).
The security of the proposed secure sketch depends on the size n of the
robust template vector ® and the number of squares in the grid G,.
As pointed out in Li et al. (2017), the robust secure sketch (RobustSS,
RobustRec) is secure as long as the basic (SS, Rec) scheme is secure. The
two versions differ only because of the additional computation of the
digest h < H(w, s) in RobustSS function, and in the verification of this
digest in RobustRec. Hence, the security of (RobustSS, RobustRec) relies
on the security properties of the underlying hash function (one-wayness
and collision resistance).

Furthermore, in the context biometric authentication systems the
concept of relative entropy (Adler et al., 2009) is used as an appropriate
quantity and a more realistic way to evaluate the security of a biometric
system (see for example Zhu et al. (2023), Takahashi and Murakami
(2013), Youmaran and Adler (2012), Al-Assam et al. (2012)). The
relative entropy of the biometric information of a user measures the
amount of information (in bits) that distinguishes the user from a given
population. This is usually approximated using probabilistic models
that describe the similarity of user’s biometric information with the
biometric information in a given dataset and the larger the dataset, the
more accurate the approximation.

As the CSR technology resembles the biometric technology, such a
measurement of the entropy of CSRs would certainly fit in our security
analysis. However, the CSR technology is currently at a less matured
stage and our CSR dataset is rather small to conduct such an analysis
and extract useful conclusions. We leave such an in-depth analysis of
the relative entropy of CSRs for future work, where a richer dataset
is expected to be available, as the team plans to further invest in
this technology and its integration in the context of anti-counterfeiting
protocols. Nevertheless, in Section 6, we compare the entropy of our
proposed secure sketch with the proposal in Li et al. (2017), in terms
of the min-entropy, average min-entropy and entropy loss.
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Table 1
Equational theory for modeling our protocols.

Primitive Equational Theory

Signature getmess(sign(m, ssk)) = m

checksign(sign(m, ssk), pk(ssk)) = m

Reproduction rep(w, genP(w)) = genR(w)

5.1.2. Protocols security

We analyze the security of our protocols using ProVerif, a model-
checking software (Blanchet, 2001). Cryptographic primitives can be
modeled as functions in terms of equational theories. The equational
theories used in our protocol are listed in Table 1.

ProVerif follows a Dolev-Yao threat model (Dolev and Yao, 1983)
which considers the following assumptions: (i) all cryptographic prim-
itives are perfect and (ii) an attacker can eavesdrop, block, reply, or
manipulate data on public communication channels. Security require-
ments that we aim to satisfy in our protocol can be categorized into two
properties, secrecy and authentication. To prove secrecy properties in
the protocol, we use the reachability queries on sensitive parameters;
the CSR template [CSR];, the robust template ®, the fuzzy extractor
secret string R, and the secret singing key ssk. In ProVerif, authenti-
cation properties are modeled using correspondence assertions. First,
we define all events used to build the correspondence assertions. In the
applied z-calculus, an event is an internal message, which together with
its arbitrary arguments acts as a flag to capture the state of a process at
a precise location within a protocol trace. Events have no effect on the
protocol behavior and are only used to reason about the reachability of
a state. The events in our CSR authentication protocol and the situations
in which they are emitted are listed as follows:

enrolRequested(csrID,P,psk): when AD sends the enrollment
request (csrID,P,psk) to AS.

enrolVerified(csrID,P,psk): when AS verifies the enrollment re-
quest sent by an authentic AD for a CSR object with the identity of
csrID, public helper data of P and public signing key of psk.
authRequested(csrID,P,n,p,n,g): when AD sends the authenti-
cation request to AS with (n,p,n,g) as protocol nonces for a CSR
object with the identity of csrID and public helper data of P.
authVerified(csrID,P,n,p,n,g): when AS verifies the authentica-
tion request sent by an authentic AD with (n,p,n,g) as protocol
nonces for a CSR object with the identity of csrID and public helper
data of P.

resultSent(res ,n,p,n,g): when AS sends res as the result for the
protocol with (yp,n,5) nonces.

resultVerified(res,n,p,n,g): when AD verifies res as the result
sent by AS for the protocol with (npp,n,g) nonces.

We define three authentication properties for our CSR authentica-
tion protocol. These properties are defined in terms of correspondence
over the above events.

Definition 7 (Enrollment Authentication). The protocol ensures Enroll-
ment Authentication if for each occurrence of the event enrolVerified,
there is a distinct earlier occurrence of the event enrolRequested.®

This property assures that if the AS stores a record in the DB, then
this record must have been enrolled by an authentic AD.

inj-enrolVerified(csrID, P, psk) w inj-enrolRequested(csrID, P, psk)

3 This in Proverif is expressed as an injective correspondence relation,
which captures the one-to-one relationship. Injective events are prefixed with
inj.
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Definition 8 (AD Authentication). The protocol ensures AD Authentica-
tion if for each occurrence of the event authVerified there is a distinct
earlier occurrence of the event authRequested.

Holding AD Authentication means that if the AS successfully verifies
an authentication request, then the authentication request has been
made by an authentic AD.

inj-authVerified(csrID,P,npp, nag) > inj-authRequested(csrID, P, nap, nag)

Definition 9 (CSR Authenticity). The protocol ensures CSR Authenticity
if for each occurrence of the event authVerified there is a distinct
earlier occurrence of the event enrolRequested. In other words, CSR
Authenticity ensures that if the AS verifies a CSR object, the request for
enrollment of this object must have been submitted previously with the
same csrID and P.

inj-authVerified(csrID, P,npp,npg) ~ inj-enrolRequested(csrID, P, psk)

Definition 10 (Result Authenticity). The protocol ensures Result Au-
thenticity if for each occurrence of the event resultVerified there is
a distinct earlier occurrence of the event resultSent. Satisfying Re-
sult Authenticity implies that the result received by AD is originally
generated by AS.

inj-resultVerified(res, npp,npg) ~ inj-resultSent(res, nap, npg)

Threat model and security assumptions. In our CSR authentication pro-
tocol, we model the attacker as a standard Dolev-Yao adversary (Dolev
and Yao, 1983), with additional capabilities that we define below. The
following assumptions were made during our protocol analysis:

(i) The attacker has no knowledge of the communication channels
between the SP and the AD, or between the User and the AD.
These channels are private and accessible only to legitimate
parties. However, the communication channel between the AD
and the AS is public, allowing the attacker full control over it.

(ii) all entities in the protocol are assumed to be honest. However,
the attacker is permitted to participate as a user in the protocol
and make any number of arbitrary authentication requests.

Attacker goals. As we earlier described in Section 4, The primary
objective of our protocol is to enable legitimate service providers to
enroll an object with a trusted server and later allow users to verify the
object’s authenticity through an authentication protocol. Given these
objectives and the attacker’s capabilities described above, the attacker’s
potential goals can be listed as follows:

» Enrolling a fake object in the enrollment phase. In this case,
the attacker attempts to enroll an object different from the one
intended by the SP.

Compromising the secrecy of the CSR object. The attacker can
achieve this goal by obtaining any of the following: the CSR
template [CSR];, the robust template w, or the secret string R.
Authenticating a fake object during the authentication phase. In
this scenario, the attacker attempts to successfully authenticate
an object other than the one intended by the user.

Manipulating the authentication result. The attacker’s goal here
is to alter the authentication result sent from the AS to the AD.

5.1.3. Heuristic security analysis

Our proposed protocol is primarily designed for object authentica-
tion. As a result, the attack vectors are fundamentally different from
those of biometric authentication schemes intended for key agree-
ment (Wang et al., 2021; Jiang et al., 2020). Table 2 presents the results
of the ProVerif analysis performed under the threat model described in
Section 5.1.2. These results confirm that our authentication protocol
meets all the secrecy and authentication requirements. We further

4 Dataset and source code are available upon request to the authors.
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explain how our protocol mitigates the potential attacks described in
Section 5.1.2.

Security against fake object enrollment. During the enrollment phase,
the attacker may attempt to enroll a counterfeit object on the server.
However, since the request from an honest AD to the AS is signed
by the AD’s private key, the AS verifies not only the authenticity of
the sender, but also the integrity of the transmitted data by checking
the accompanying signature. This guarantees that enrolling a fake
object in the enrollment phase is impossible. ProVerif analysis confirms
that our protocol is resistant to this attack by proving that Enrollment
Authentication is maintained.

Secrecy of sensitive parameters. Since the AD device communicates with
users and service providers through a private channel, the CSR template
[CSR]; remains confidential from the attacker. Additionally, the robust
template w, calculated by a trusted AD, is unknown to the attacker.
As demonstrated in Section 5.1.1, it is impossible to recover the secret
string R using only the helper data P. Therefore, the attacker, given the
capabilities outlined in Section 5.1.2 does not gain knowledge of the
sensitive elements [CSR];, @, and R. Moreover, since the AD does not
store any information on the device, there is no risk of secret memory
leakage during or after protocol execution.

Security against fake object authentication. We assert that the authenti-
cation phase of our protocol ensures Mutual Authentication between the
AD and the AS, making it impossible for an attacker to authenticate
a counterfeit object. Since message 4, sent from the AD to the AS,
includes the AD’s signature, the AS verifies both the authenticity of the
sender and the integrity of the message. Conversely, the AD only ac-
cepts authentication results that are signed by the AS, ensuring that the
result is genuinely generated by the server and has not been tampered
with by an attacker. Consequently, the AD and the AS successfully
authenticate each other, and the protocol provides protection against
both Fake Object Authentication and Manipulated Result. These security
guarantees are also formally verified by ProVerif as AD Authentication,
CSR Authenticity, and Result Authenticity.

Security against replay attack. Both the enrollment and authentication
phases of our protocol use fresh nonces, ensuring that each session oc-
curs only once for the corresponding nonces. This mechanism prevents
an attacker from reusing messages from previous protocol executions.

5.2. Security analysis of Li et al.’s scheme

In this section, we formally analyze the identification protocol
proposed by Li et al. in Li et al. (2017). We show that they fulfill the
protocol secrecy properties; however, despite the authors’ claim, their
scheme cannot guarantee a must-have authentication requirement.

5.2.1. Protocol description

The protocol has the same structure and goal as our CSR authenti-
cation scheme (described in Section 4), except that we used CSRs and
Li et al. used biometric data. Two Enrollment and Authentication phases
are as follows:

Enrollment phase. User presents its identity I D and biometric Bio to
the AD via a private channel. Then, the AD runs the Gen function of
a secure fuzzy extractor on Bio input and generates (R, P) as a set of
outputs. The helper data P consists of a secure sketch element s and a
random string r. Moreover, the AD computes SignKeyGen(R) = (ssk, psk)
as a pair of signing keys for the biometric Bio and sends (I D, psk, P) to
the AS through a public channel. Upon receiving (I D, psk, P), the AS
stores them in its database.
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Authentication phase. User sends its biometric Bio to the AD via a
private channel. After receiving Bio, the AD executes the secure sketch
function secureSketch on Bio and obtains s’ as the output. Then, the
AD sends s’ to the AS through a public channel. When the AS receives
s', it searches a public helper data P in the database records such
that s ~ s’ where P = (s,r). Now the AS generates a nonce n,g and
sends (P, npg) to the AD. Upon receiving (P, nyg), the AD executes the
Rep function of the fuzzy extractor on (Bio, P) inputs to reproduce
the signing key string ssk. Afterwards, the AD chooses a nonce nyp,
and sends Sign(ssk, (npg,nap)) to the AS. The AS verifies the received
signature with the psk key which corresponds to P.

5.2.2. Protocol security

The equational theories defined to analyze the protocol in ProVerif
are the same as Section 5.1.2. It is worthwhile mentioning that in this
protocol, the input for the Rep function is a biometric Bio while in our
protocol it is a robust template . The security assumptions made by the
authors are: (i) the channel between the AD and the AS is public and
hence is fully controllable by an adversary. Meaning that an adversary
can modify, block, or delete any message transmitted on this channel;
(ii) an adversary is allowed to have access to public helper data, stored
in the database of the AS; (iii) all entities are honest.

The security requirements we are going to verify in this protocol are
three secrecy properties which are Bio, ssk and R secrecy, and three
authentication properties Enrollment Authentication, AD Authentication
and Biometric Authenticity. Bio Authenticity is the same as Definition 9
while instead of a CSR, we are reasoning about biometric data. Since
the events in these three correspondence assertions have different
inputs from those defined in Section 5.1.2, we express the assertions
with new modified events.

Enrollment Authentication holds if:

inj-enrolVerified(ID, psk, P) w inj-enrolRequested(ID, psk, P)

AD Authentication holds if:

inj-authVerified(ID, P,npg, nap) ~ inj-authRequested(P, npg, Nap)
Biometric Authenticity holds if:

inj-authVerified(ID, P,npg, nap) - inj-enrolRequested(ID, psk, P)

ProVerif analyses show that three secrecy requirements hold in the
protocol. However, the protocol satisfies no authentication property, as
shown in the last row of Table 2. In the original paper, the authors did
not formally prove the security of their protocol and informally claimed
that it is impossible for an attacker to be identified as a legitimate
user without knowing its biometrics. We hereby show an attack trace
to refute this claim that clarifies why Biometric Authenticity does not
hold. Let us assume that the AD sends an enrollment request for the
user with (I D, psk, P) parameters to the AS via a public channel. The
attacker blocks this message and sends to the AS the modified version
of it as (ID, psk 4, P4) where Gen(Bio,) = (R, P,), SignKeyGen(R,) =
(ssk 4, psk,) and Bio, is attacker’s biometric. Now the attacker makes
a regular authentication request with its biometric Bio,. The AD takes
Bio, and sends s/, = secureSketch(Bio,) to the AS. Upon receiving s',,
the AS retrieves the corresponding record in the database which is
(ID, psk 4, P,), and responds to the AD with (P, nsg). The AD executes
Rep(Bioy, P4) = ssk, and sends Sign(ssk,(npg,nap)) to the AS. The
AS verifies the received signature with psk,. This signature verifying
key corresponds to ssk, and hence, the signature verification checks
it as true. The whole process means that the attacker can send an
authentication request with its biometric Bio, to the AD and the AS
successfully verifies this session for the identity I D which belongs to
the victim user. Therefore, the attacker without the knowledge of Bio
has impersonated the user with the identity of ID.
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Table 2
ProVerif analysis results of our scheme and Li et al. scheme.
Secrecy Authentication
Our scheme [CSR] [ ssk R Enr. AD CSR Res
v v v 4 4 v v v
Bio - ssk R Enr. AD Bio -
Li et al. (201
petal QOID -, - v voox x X -

6. Proof-of-concept and experiments

We implemented in Python 3.9.7 the processes shown in Fig. 2-a
on a macOS Unix machine.*We used a MacBook Pro (chip Apple M1),
8-core CPU, and 16 GB RAM.

We implemented the scheme (RobustSS, RobustRec) described in
Section 3.3, and the fuzzy extractor (Gen, Rep) described in Section 3.4.
We additionally implemented the image processing functions described
in Arenas et al. (2021), and the authentication protocol presented in
Section 4. As we do not consider quantum-resistance aspects in our
analysis, we opt for a simple approach using the hash function SHA-
256° in the roust secure sketch functions and as the strong extractor
Ext in the fuzzy extractor scheme, following the configuration of Boyen
et al. (2005). As a digital signature scheme, we chose the ECDSA
scheme, instantiated with the elliptic curve NIST P-256.

6.1. Dataset

We analyzed 55 csrIDs and, from each one, we acquired a refer-
ence CSR image. 44 of them were taken with a professional polarized
microscope, with illumination perpendicular to the sample. The other
CSR images were taken using a USB Dino-Lite digital microscope
with flexible LED control and perpendicular illumination to the sample.
The images acquired with different microscopes clearly show different
CSR images. For instance, Fig. 1-a shows well-defined and colored CSRs
with almost no external noise. In contrast, Fig. 1-b exhibits the typical
CSRs features but with additional white circles around the CSRs’ cluster
due to the reflection of the LED on the sample surface. Therefore,
a reliable process must be implemented to extract the information
from images exposed to different lighting and environmental conditions
and/or acquired with different readout devices.

We generated a set of images by artificially injecting similarity and
Gaussian noise in each CSR reference image. The former simulates the
noise coming from external conditions, such as rotation, illumination
changes, lack of focus, etc. Deledalle et al. (2012). In contrast, Gaussian
noise simulates the intrinsic noise of the device due to some failure of
the sensors to capture details of the object. As for similarity noise, we
introduced the blurring effect (lack of focus), which changes the pixel
intensity. Larger pixel windows will blur the image more than smaller
ones (Gedraite and Hadad, 2011; Peng et al., 2016). We introduced
values ranging from (1 x 1) up to (3 x 3) pixel window. For Gaussian
noise, we introduced values with a standard deviation ranging from 0.0
to 0.3. These values have been chosen considering realistic conditions
by following the methodology described in Arenas et al. (2022b). We
implemented enrollment and authentication following two designs: we
assumed that enrollment is executed in one attempt, from which seven
noisy images were generated. And, for the authentication phase, 20 at-
tempts were considered at different time intervals, while seven images
were also acquired from each attempt. The generation of seven images
per attempt experimentally ensures that we succeed in extracting robust
information.

5 SHA-256 is currently considered acceptable for hash function applica-
tions (Barker and Roginsky, 2019).
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Table 3
Parameter selection and secure sketch initialization.
Scheme N k Num. of Min-entropy” Average® Entropy*© Storage
blobs min-entropy loss
Li et al. (2017) 5 000 4 - 88 048-bits 44 829-bits 43 219-bits 45 000-bits
Our min 15 8 5 3 108-bits 1 758-bits 1 350-bits 2 056-bits
work max 70 24 201 104 999-bits 60 066-bits 44 932-bits 49 256-bits

2 Min-entropy is computed as m = nlog,(kaN) for Li et al. (2017) and m = 2nlog,(kaN) in our case.
b Average min-entropy is computed as /i = nlog, N for Li et al. (2017) and /% = 2nlog, N for our scheme.

¢ The entropy loss is computed a m — m = nlog,(ka) for Li et al. (2017) and m — /i = 2nlog,(ka) in our scheme.

4 The storage requirement is n(|log, ka] + 1) +log, h for Li et al. (2017) and 2n(|log, ka] + 1) +log, A for our scheme.

6.2. Experimental set up and results

As previously mentioned, our dataset is composed of 55 CSR images,
each one containing a distinct blob density and different blob diame-
ters. Each image also had a variable size as they were captured with
two different read-out devices and also needed a particular magnifica-
tion setup. Since the images were different, we adjusted the grid G,
accordingly. More precisely, k was chosen depending on the average
diameter of the blobs contained in each image, and N in such a way
that G, was large enough to cover the image. We set a = 1 to maximize
the average min-entropy.

Table 3 (columns 2-4) reports the smallest and the largest parame-
ters in our dataset. In the first case, an image CSR containing 5 blobs
with average diameter k = 8 is embedded in a grid of 225 squares,
while in the second case, 201 blobs with average diameter k = 24
were embedded in a grid of 4900 squares. In columns 5-7, we present
the lower and upper bounds for the security parameters of the robust
secure sketch (RobustSS, RobustRec). Furthermore, we also compare the
entropy of our proposed secure sketch scheme, with Li et al.’s biometric
secure sketch, with respect to the min-entropy, average min-entropy
and entropy loss, as well as the storage requirements.

The min-entropy m for the CSR images varies from 3108-to 104999-
bits. The crucial security parameter in a secure sketch is the average
min-entropy /m, which measures the entropy of the robust template o,
when the sketch s is given. For our CSR images, 7 varies from 1758-to
60066-bits, resulting in an entropy loss (m — m) from 1350-to 44932-
bits. The last column refers to the maximum space needed for storing
the output of RobustSS, namely the sketch vector s = (sy, ..., s,) and the
digest h = H(w, s), where in our case the latter is 256-bits. The storage
requirement for the CSR images that we considered in our experiments
ranges from 2056-to 49256-bits.

6.2.1. Computation time

We measured the execution time for the three core operations in
the enrollment and authentication phases: image processing (composed
of the minutize extraction, feature embedding, and robust features);
secure sketch; and fuzzy extractor. The experimental results related
to the CSR image processing have been comprehensively detailed in
a separate publication (Arenas et al., 2021). Fig. 5 reports the time
required for each operation, including the total time for enrollment and
authentication. It also distinguishes between two cases, corresponding
to two different ways of considering what a robust feature is. Recall that
during enrollment, we took 7 pictures for the same CSR, in which case
we had @', ..., ®’, from which we identified 7 arrays of robust features.
Then we distinguished two cases for identifying the robust features:

Casel : robust features in those indexes where all “’,I ,wz are either
1 or not L;
Case2 : robust features in those indexes where the majority of o/, ..., w]

1
which are either L or not L.

The secure sketch and fuzzy extractor timings in enrollment refer to
the functions RobustSS and Gen respectively, while in the authentication
phase they refer to the functions RobustRec and Rep. In the secure sketch
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Fig. 5. Average performance (in seconds) of the core operations for both enrollment
and authentication phases.

ieconstruction, the maximum acceptable Chebyshev distance was set to
a

Fig. 5 suggests that the execution time for Casel and Case2 is
quite alike. It is evident that the minutiee detection is the most com-
putationally intensive part in the enrollment and authentication pro-
cesses. We implemented the algorithm described in Arenas et al. (2021,
2022b); however, we believe that the performance of this procedure
can be improved. We observed different performances depending on
the ‘blob_log’ parameters,® i.e., and the parameters that constrain
the detection of the minimum and maximum diameters of the blobs. We
manually tailored these parameters for each CSR image; however, they
can be further optimized. The execution time is largely affected by the
image’s size and the blob density. On average, the minutiee detection
per CSR image consumes 93% of the total execution time in both the
enrollment and authentication phases. In contrast, the secure sketch
operations take an average runtime of 16 ms and the fuzzy extractor
functions take approximately 0.86 ms.

Although our authentication system provides a high level of se-
curity, we observed that achieving high performance is challenging
because of the implementation overhead introduced mainly by two
factors: image processing and the error correction process responsible
for stabilizing a noisy response.

6.2.2. Accuracy and robustness

We compared each reference CSR image against twenty attempts
from the same CSR (intra-subject comparison); and further compared
eight randomly selected CSRs against 75 non-correlated CSR images
(inter-subjects comparison). In total, we made 4400 pairwise compar-
isons for both intra- and inter-subject experiments, also considering
Casel and Case2.

6 https://scikit-image.org/docs/stable/auto_examples/features_detection/
plot_blob.html
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Table 4
Confusion matrix for Casel and Case2.

True Clases

Accepted Rejected
Case 1 Case 2 Case 1 Case 2
& Accepted 1064 1086 0 0
= Rejected 36 14 1100 1100
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Fig. 6. Receiver operating characteristic ROC curve.

These intra- and inter-subjects comparisons allow us to calculate
the confusion matrix and the receiver operating characteristics (ROC)
graph. For the former, Table 4 shows an authentication rate of 96.73%
(1064/1100) for Casel compared to 98.72% (1086,/1100) for Case2.
Case2 performs slightly better than Casel. Regarding false negatives, we
noticed that Casel rejected 36 responses versus 14 responses for Case2.
All inter-subject comparisons were correctly classified as true-negatives.
This result demonstrates that the robust secure sketch scheme rejects
csriDs that differ from the enrolled data.

We compared the relative trade-off between true positives (robust-
ness) and false positives (security) for Casel and Case2 as a ROC curve;
see Fig. 6. We also computed the area under the ROC curve (AUC),
which has a single scalar value (between O and 1) that represents
the expected performance. We observed that the AUC for Casel and
Case2 behave similarly; 0.9836 for the first case against 0.9941 for
the latter. We also observed a step curve behavior in Fig. 6, due to
the binary nature of our system, i.e., 1 if the signature is validated, 0
otherwise. The results show that Case2 provides a slight performance
gain compared to the stricter assumptions on identifying the robust
positions in Casel.

7. Conclusions and future work

We have studied the applicability of microscopic droplets of
cholesteric liquid crystals as a source of identifying information and
their use in object authentication. Used as a coating for objects, they
reflect light and respond with colorful patterns whose features can be
extracted and represented as a matrix of colored circles. From it, we can
produce secure yet reproducible identification tokens. This work shows
how to securely merge these unique identifiers with cryptographic
primitives to design a remote authentication protocol for objects.

We propose a robust secure sketch scheme and a robust feature
extraction scheme to process CSRs, as well as to generate stable and
robust bitstrings in the presence of noise. We analytically prove their
security. In addition, based on these building blocks, we design a
remote and secure authentication protocol composed of two phases:
enrollment and authentication.
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We verify that the protocols satisfy secrecy and authenticity prop-
erties despite a Dolev-Yao adversary who can also manipulate physical
objects. We use ProVerif as a model-checker for the formal analysis.

Although, at least in theory, several other schemes could have been
used here, not all of them work with the particular optical responses
that CSRs return. The challenge that we faced was finding not only
a theoretical solution, but also a solution that has, so to speak, a
technological level such that it is working as a proof-of-concept. Thus,
in designing our scheme secure sketch and fuzzy extractor and the
authentication protocols, our aim was to be theoretically clear with a
high level of security and to comply with the physical requirements
resulting from the optical properties of CSRs and its behavior as a
physical unclonable function.

Our schemes are also efficient, as we prove in our proof-of-concept
application: analyzed for reliability, quality of authentication, time
complexity, and performance, our implementation’s computational bur-
den is due to the modules that implement image processing and feature
extraction. The time to compute secure sketch and fuzzy extraction is
negligible.

Limitations

Our solution to authenticate objects is quite promising, as we ad-
dressed the problem of end-to-end secure design, including the physical
object without abstraction from reality. In fact, we were able to im-
plement a proof-of-concept and test it. Still, the problem per se is not
solved once for all, and it would be naive to think otherwise. There are
open problems and challenges coming from handling a physical object
and the nature of the noise that exists when taking pictures of a CSR’s
response. The “objects” we used in our experimental setting have a flat
surface, and the pictures were taken using the same camera. In our
analysis, we considered a Gaussian type of noise, such as those due
to different cameras, but we never tested the solution in a real, out-of-
the-lab context. We speculate that our secure sketch and fuzzy extractor
schemes should be robust to work in general because, whatever setting,
even whatever different technology is used to produce CSRs, their
responses are circles in a plane, but we have not set up such an
experiment.

Theoretically, our scheme and our protocols have been proven
secure, and at least unless we change the adversarial model, that result
should be robust. Our code and proofs are available for the community
to verify and replicate our results (we may need to ship the material
for a full replication, but researchers are invited to contact us for that).
However, we assumed that our device is trusted, and that is a strong
assumption, especially if the device is a general-purpose phone used not
only to authenticate goods. A fully fledged secure authentication would
require a secure implementation and thus a change in abstraction from
protocol to software security.

Future work

There are several future steps to advance the research we presented
here. One is about the precondition for our secure sketch scheme, that
is our G,. Different instances of the grid, with different values for a
can influence the number of points in each of the grid’s squares and
lead to different authentication levels and performances. Another is to
remove the bottleneck due to feature extraction since, as pointed out
earlier, we believe that the image processing phase and the feature
extraction processes can be further optimized. We also believe that
it is worth extending the use of CSR in other application domains
beyond remote authentication, for instance, to create physical tokens
that allow the generation of cryptographic keys for different crypto-
graphic functionalities, e.g., for encryption purposes (either symmetric
or public-key). Finally, a comprehensive analysis of the entropy of
CSRs will be conducted once a larger dataset is available, as well as a
comparison with other authentication factors, such as PINs, passwords,
and biometric information, in terms of entropy.
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Appendix. Proof of Theorems

Theorem 1. Let = (»,,...,w,) be a robust template corresponding
to the original CSR image, where each w; = (x,,.¥,,) € 7? is point
in the number grid G,. Let & = (m’l, ...,o)) be a robust template
corresponding to a retake of the original CSR image, where o/ =
(X,/»Ye) € Z? is point in the number grid G,. We assume that s =
(s) ,A... ,‘s,,) is the output of the function SS, such that s; = (x5, ¥5,) € 72,
with lxg, 1. 1y, | < k—; And, let r < % be the maximum acceptable
Chebysev threshold. There are two cases to consider for dist(w, ®').

First, we assume that dist(w,®’) < t. By Definition 4, we have
%, — X r| < t and Yo, = wal < t, for all i = 1,...,n. For the x-
coordmates, the secure sketch' function SS 1mp11es that Xp, = X, X
where X3, is the x-coordinate of the center of the square Q The
function Rec on the other hand implies Xy = Xof F Xy, . Subtracting the
two equations we get:

ka k ka
|x6i—xvi|—|x —Xx /|<t<7=>xa -5 <X, <x61+7
and hence x, € (xé — k2 ’XE 7"). Similarly, for the y-coordinates we
i i

ka
get vy, € Ug, = 3 0g, +

function lies in the correct square and so the correct center Q; can be

5 ). Then, the point v; constructed in the Rec

identified. In other words, setting x, = x5 —x, and y, = y5 -,
i ; i i ; i

implies that z; = ;.
Now assuming that dist(w, ®’) > t for at least one i € {1,...,n}, by

Definition 4 we have %4,
loss of generality, we assume that %,

- X /| >torly,, — ywr| > t (or both). Wlthout
- X r| > 1. Using the equations

X5 = X, X, and x, = x, + Xy, we get that one of the following
1
holds:
Xo; = Xa! >t = X <Xy, —1= X, < x5, —t
Xo, = X! < —t—*/xw/ > Xg H1= X, >x5 +1

Then x,, & [x xg, * t], and the reconstruction fails. Consequently,
we obtam X, + x5, # X, which means that the correct w; and
hence @ cannot be derlved |:|

—X
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Theorem 2. We work on the setting described in Section 3.2, assuming
a grid G, consisting of n = N x N squares and that an adversary
possesses a sketch vector s = (sy,...,s,), where s; = (x5, ¥5,) € 72,
Recall that each s; in the sketch vector is the movement of a point
©; = (Xg,5 Yo,) € 7? in a robust template ® = (@, ..., ®,) towards the
closest center Q (xQ R %) of the square Q; in the grid. In order for
an adversary to obtain the secret point w;, it is sufficient to identify
the square Q; in which w; belongs to and compute x,, 5
Yo, =Yg, = Vs* Assuming that each w; is uniformly dlstr1buted in G,,
the best strategy for the adversary is to guess the square in which w;
lies.

Let X, Y ~ U[- =—1] be discrete uniform random variables
describing the coordmates of a point w;. The probability of choosing
the correct point cu at random is given by the joint probability Pr(X =
Xpps ¥ = V) = i N)z This suggests that the joint min-entropy of X,Y
is H(X,Y) = 2log,(kaN). Since there are n points in @, we conclude
that the min-entropy of the robust template w is m = 2nlog,(kaN).

For simplicity we consider the two joint events 4; = (X = x,,,Y =
Yo,) and B; = (S = x,,,T = y,). Because the adversary already knows
the sketch vector s, we need to calculate to probability of guessing the
point w; = (x,,,,,), given the corresponding sketch s; = (x,,, y,,). This
is the conditional probability:

= xg, ~ %y,

kaN kaN

P = Pr(4;|B;) = Pr(B;|A,)Pr(4A,)/ Z [Pr(B;|A,)Pr(A))]
j=1

where
ka
. |x, —x5| < = and
1, if {l w; Qil k2a
Yo, = Vo | < =
Pr(B;|A) = “Te T2
1 . |xa),- _xa.l = ) or
E, if ! Ka
Yo, =¥g,1= %

is the probability of guessing the movement s; of a point w;, when
w; is given. Therefore, we distinguish two cases when computing the
probability P, based on whether the given point w; lies in a square or
on its border. In particular, we can verify that:

LI |x,, — x5 | < "7 and |y,, — |< , then:
1
_ X ane (kaN 2 11
T “an N2
WZ/:| Pr(BilAj) n N
k k
2. 1 |x,, —x§’| = 7“ or |y,, _y@l = X then:
Lo L
_ (kaN)? 11
T “n N2
Tong Zii Pr(BilA) o N

Thus, in both cases, we get that Pr(4;|B;) 1/N?%. Then we can
compute the average min-entropy of X,Y, given .S, T as:

H(X,Y|S,T)=—log, <]E(Xsl,,y3’_)<—(S4,T) Lmayx_ {PT(A,'|B;)}]>

1
= —log, N =2log, N

Because the vector @ has n elements, the average min-entropy of @
given the sketch vector s is m = 2nlog, N. In addition, the entropy
loss is calculated via m — /i = 2nlog,(kaN) — 2nlog, N = 2nlog,(ka) and
the required storage for the sketch vector s is 2n(|log, ka| +1). O
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