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Abstract

Many real-time systems nowadays must not only tolerate acciden-
tal faults but also targeted attacks. Typically, techniques such as
replication and diversification are used to mask the malicious be-
havior of compromised nodes behind a healthy majority. This work
focuses on the replication of event-triggered real-time systems,
where prioritized tasks are scheduled non-preemptively on nodes.
In such systems, different execution times of replicated jobs on
different nodes may lead to their different execution order and dif-
ferent state transitions on nodes. Total order protocols can be used
to coordinate nodes to execute jobs in the same order. Previously
published total order approaches do not meet all the requirements
of real-time systems as a malicious node can inject priority inver-
sion on other nodes in such a way that healthy nodes can no longer
guarantee the timely completion of jobs. In this paper, we propose a
novel coordination algorithm to detect and tolerate such attacks. In
our approach, once jobs are inserted into the ready queues, nodes
can proceed with their execution within a bound without further
communication until the next release. This bound is updated over
time, allowing more jobs from the ready queue to be executed.
Upon task release, nodes use reliable communication to share their
progress, so they insert the released jobs in the same position in
their queues. Nodes evaluate each other’s progress before inserting
jobs to verify that scheduling bounds have been respected and to
detect any priority inversion injection attacks. We evaluate our
approach and show that it can guarantee the schedulability of more
task sets than other published total order protocols and exhibit low
average response times at reasonable run-time overheads.
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1 Introduction

Real-time systems in diverse application domains, including in-
dustrial automation [28, 30, 43], telecommunications [4], power
grid [13, 38], and cooperative driving [2, 12], increasingly face cy-
berattacks that threaten their safety. Replication, which is already
widely applied to ensure safety, can help to tolerate targeted at-
tacks [11, 14, 47], provided that common mode faults are avoided
through diversification [3, 51, 55].

In this paper, we focus on event-triggered real-systems and as-
sume all tasks on a node (including the RTOS) are replicated on
other nodes. In these systems, diversified versions of replicated
tasks may not always behave identically or finish simultaneously
on all nodes. This might lead to different execution orders on dif-
ferent nodes. Consider a system with two nodes and three tasks:
Ta, Tp, and 7y, (highest priority). Jobs for 7, and 7}, release at time
to, and 7y, releases at t; (> o). By t1, the first node has executed 7,
while the second node has executed both 7, and 7;,. The first node
will insert 73, after 7, and execute it before 73, whereas the second
node will execute 73, after both 7,; and 7.

Our proposal contributes to guaranteeing total execution order
in replicated systems. Many applications, such as ADAS automo-
tive systems, have data dependencies between tasks [19, 24, 32].
Consistent job execution order among nodes ensures comparable
outputs when tasks are replicated [15]. Additionally, checkpointing
and recovery are simpler when all nodes undergo the same state
transitions [42]. Rodrigues et al. [52] and Wang et al. [57] propose
different protocols to guarantee the total order of prioritized tasks.
In Rodrigues’ method [52], upon task release, nodes identify the
portion of the queue where jobs have been executed by at least one
node. The released jobs are then inserted, only after this portion,
into the remaining part of the queue according to their priorities. To
address the group priority inversion problem in Rodrigues’ method,
Wang et al. [57] ensure total order by selecting the insertion point of
each released job after the section of the queue where the majority
of nodes have already executed. This approach requires rolling back
the execution of any job that nodes executed beyond the insertion
point. Later, we illustrate how both methods fail to meet real-time
task deadlines on healthy nodes under priority inversion attacks,
even with a minority of nodes being compromised.

To tolerate priority inversion attacks, one might always force
all nodes to remain idle until the WCET of the job before starting
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the next job in the queue. However, this method (which we call the
Simple method) is inefficient as nodes often stay idle while there are
jobs in their ready queues, especially considering that the WCET
of jobs might be very pessimistic.

Our method, similar to Rodrigues’ and Wang’s methods, allows
nodes to execute jobs in their ready queues without coordination
before each execution. Coordination is only needed before nodes in-
sert jobs into their ready queues at job release to ensure total order.
In our method, the execution order of jobs is based on the progress
of the node that finishes jobs earlier than others (the front-runner).
Therefore, there is no need for rollbacks. Our approach uses a sched-
uling rule to limit how far nodes can advance without coordinating
with others. This rule ensures that jobs executed by a healthy node
can have their replicas executed by other nodes, including the back-
runner (the node that has advanced the least), in the same order,
without missing their deadlines. At the release of tasks, nodes com-
municate their progress and validate each other’s progress. Each
node identifies the nodes attempting to induce unbounded priority
inversion and finds the non-faulty (non-malicious) front-runner
that has adhered to the scheduling rules. All nodes insert the re-
leased tasks in the same position in their ready queue after all the
jobs executed by the healthy front-runner. Any priority inversion
caused by the non-faulty front-runner on the back-runner remains
within the slack of tasks. Our approach works equally well with any
priority scheme, including fixed or dynamic priority assignments.

In the rest of this paper, we discuss related work in Section 2 and
present our system model in Section 3. In Section 4, we introduce
priority inversion attacks. Our method is explained in Section 5,
and the algorithms are detailed in Section 6. Section 7 describes
the calculation of slacks under the Rate Monotonic (RM) and the
Earliest Deadline First (EDF) scheduling policies. The evaluation of
our method is presented in Section 8, and Section 9 provides the
conclusion and suggests directions for future research.

2 Related Work

Whereas early works focused primarily on tolerating permanent
[44] and transient accidental faults [1, 34, 46], securing real-time
systems against cyberattacks gained attention much more recently.
For example, Hasan et al. [26] investigate the allocation of security
tasks. Nasri et al. [45] analyze conditions for successful time-domain
attacks. Li et al. [39] extend the crash-fault tolerant coordination
service Zookeeper to include real-time recovery. Yoon et al. [61] and
Kriiger et al. [37] investigate schedule randomization in event- and
time-triggered systems, respectively. Zhang et al. [62] investigate
recovery from sensor attacks.

Coordinating the execution order of replicated tasks is essential
for cause-effect chains [24] and has been investigated in the context
of replicated state machines [54] as well as for primary/backup
systems [64]. Rodrigues et al. [52] and Wang et al. [57] extend
totally ordered execution to prioritized tasks. In the presence of
priority-inversion injection attacks, these methods fail to guarantee
timeliness, as we shall see in Section 4.

Gujarati et al. [23] explore replica coordination when using
switched Ethernet in the presence of non-malicious Byzantine er-
rors by subdividing processes to tasks and executing each task after
periodic execution of the interactive consistency protocol proposed
by Pease et al. [48]. Poledna et al. [50] guarantee consistency by
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ensuring that all replicas deliver the same messages in the same or-
der by introducing timed messages using which, the messages sent
from tasks are only delivered after their deadline or their worst-case
response time. Fara et al. [18] coordinates distributed voting on
nodes based on passive waiting and Logical Execution Time (LET).

Our work ensures the same total execution order of replicated
prioritized tasks on all nodes while guaranteeing their timeliness.
We assume that nodes communicate through a broadcast channel
or protocol that ensures real-time reliable broadcasts. Several works
have discussed bounding delays in reliable messaging schemes [31].
Kozhaya et al. investigate real-time reliable broadcast [35] and
atomic broadcast [36] for arbitrary networks, while Roth and Hae-
berlen [53] discuss optimizations for systems with broadcast chan-
nels such as buses, where these channels exhibit some of the re-
quired reliability properties. Zhang et al. [63], factor out ordering
from consensus and use the median of the timestamps assigned by
2f +1 out of 3f + 1 nodes for ordering.

We consider non-preemptive task models that have been investi-
gated in many works [10, 21, 27, 29, 59]. Yao et al.[60] and Bertogna
et al.[8] calculate the maximum blocking allowed before executing
a task to facilitate schedulability tests for various preemption mod-
els and to place preemption points in tasks. We utilize the findings
of these two studies, along with insights from Phan et al. [49], to
determine the available slack for tasks, taking into account the
release overhead. Slack of tasks is used by other state-of-the-art
to schedule aperiodic tasks, address self-suspension, or tolerate
overrun in mixed-criticality systems [25]. In this work, we use the
slack of the tasks to ensure total execution order.

3 System model

System and task model. This work contributes to the coordinated
execution of sporadic tasks in fault-tolerant event-triggered real-
time systems. We characterize sporadic tasks 7; € T of the task-set
T = {71, ..., 7n} through triples (C;, T;, D;), where C; is the worst
case execution time (WCET), T; is the minimal inter-release time
and D; < T; is the relative deadline of the task. We assume a
non-preemptive scheduling (like Rodrigues [52] and Wang [57]).
We consider replication over m nodes Py, ..., Pp, each executing
all tasks in T using the same scheduling algorithm. We assume
further that all instances of a task, despite being diversified, have
an execution time with an upper bound C; (see also Fellmuth et
al. [20]). Each task 7; emits a sequence of jobs 7, j, which are released
by a corresponding event at the release time r; ;. This defines the
job’s absolute deadline as d;; = r;; + D;. We omit job indices
and write 7; for 7; ; when the index of the job is not important in
the context. During run-time, the last release time of a task z; is
captured by rf) "¢Y At any time ¢, the next earliest release of 7; is
denoted by p;(t), which is calculated as p;(t) = max (rfrev +Tj, t).

We first introduce our approach for fixed-priority non-preemptive
scheduling, before extending it to dynamic-priority scheduling in
Section 7. We denote the set of higher and lower priority tasks than
7; by hp; and Ip;, respectively.

As usual, we define a schedule as feasible if all jobs 7; ; of all
tasks 7; receive C; time in the interval [r; j,r; j + D;]. The slack
of task 7; (slack;) represents the maximum allowable delay in the
execution of any job of 7; due to idleness or execution of lower
priority jobs without causing it to miss its deadline.
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Our goal is to ensure that the schedules remain feasible with
our approach using a given priority assignment if the tasks are
schedulable using a non-preemptive uniprocessor scheduling.

Execution and communication. It is assumed that each node
keeps a queue of jobs that have been released. A released queue gy of
node Py consists of jobs that have been completed and those ready
to be executed (the latter is also referred to as the ready queue). Each
node tracks its progress which is an index in the queue representing
the number of jobs that the node completed their execution. We
denote the progress of a node Py as progy. For simplicity, we assume
that jobs in the released queue are never removed. However, in real
implementations, nodes can remove jobs after execution by the
back-runner. In such cases, a node’s progress would be the number
of removed jobs plus the queue index of the last executed job.

Healthy nodes always insert the released tasks in the same posi-
tion in their queues, therefore maintaining identical released queues.
However, nodes might differ in their progress. When an event oc-
curs, its corresponding task will be generated on every node in a
buffer known as the Released Buffer(RBy), from which it will even-
tually be inserted into the ready queue. We assume that, at each
release, each node shares its progress along with other informa-
tion using a triple (progy, tock,rung). Here, tocy represents the time
when the node completed the last executed job, and runy. is a single-
bit variable where runy = 1 indicates that the node is executing the
job at position progy + 1 in the queue during communication.

We assume that nodes are connected via a network with a
bounded transmission time, where messages of a node are han-
dled by a component integrated into its CPU (such as an integrated
DMA-based Network Interface Controller [9] or a co-processor
[7]). Therefore, a node simply writes the data to its communication
interface buffer and then continues executing tasks while the com-
munication occurs in parallel. Communication takes place through
a reliable broadcast channel (such as a CAN Bus [53]) capable of
delivering messages unchanged within a bounded time to all cor-
rect nodes. Alternatively, when using communication channels
that do not provide such features (such as switched Ethernet or
unicast channels), a real-time reliable broadcast mechanism can be
employed [35]. In this case, we assume such broadcast mechanism
guarantees detection of equivocation using only | % | + 1 healthy
nodes [53, 56]. We assume that all nodes are aware of a timeout
value representing an upper bound on communication delays.

Synchronization assumption. In this paper, we assume that
clocks are synchronized using a clock synchronization protocol [16].
To account for potential clock deviations between nodes, we can
either assume that each event is timestamped by a central trusted
entity before distribution among nodes—explicitly incorporating
clock imprecision into the slack calculation and the estimation of
the next earliest release of tasks—or implement a sparse time base
as described by Kopetz et al. [33]. For simplicity, we do not explore
these options further in this paper and leave them for future work.

Threat model. In this paper, we assume that up to f out of the
m > 2f +1 nodes might be faulty, either failing silently or behaving
in a Byzantine manner. In the fail-silent case, a faulty node simply
stops providing any further output or progress information. We also
consider the node as a failed node if it loses communication with
other nodes. If a node fails in a Byzantine way, it acts arbitrarily.
Tasks on a Byzantine node might produce incorrect or no outputs,
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or exceed their WCETs and even miss their deadlines. A Byzantine
node might provide false or no progress updates to other nodes, or
execute tasks out of the order compared to other nodes.

A node’s Byzantine behavior might result from being under the
full control of an attacker, from accidental faults, or from faults
induced by the attacker. Additionally, an attacker might eavesdrop
on the network and send messages on behalf of a compromised
node.

We assume that the network is protected from overload by mali-
cious nodes through a traffic management policy, like traffic polic-
ing on the ingress ports of Ethernet switches or bus guardians
and active stars in the case of shared buses. Therefore, we consider
Byzantine nodes cannot disrupt the communication of other healthy
nodes over the shared channel beyond the specified timeout.

We assume that tasks on healthy nodes always generate cor-
rect outputs and require at most their WCETs to complete their
execution. A healthy node always executes scheduling and release
algorithms correctly and participates in the communication at each
task release.

The correct outputs from at least f+1 healthy nodes are required
to mask the faulty outputs from at most f faulty nodes. Nevertheless,
our protocol guarantees that any arbitrary behavior of faulty nodes
does not interfere with the timeliness of tasks on healthy nodes,
irrespective of the number of faulty nodes.

4 Priority-Inversion Injection

Priority inversion (PI) occurs when a node executes a lower-priority
job while higher-priority jobs are ready to execute. Priority inver-
sion naturally occurs in non-preemptive scheduling when sched-
ulers must finish the currently running job after a higher priority
job has been released. In addition, replicated systems for different
purposes such as providing total order [57] or scheduling random-
ization [61] may require schedulers to deviate from their regular
schedule. We say priority inversion is injected if it is a result of
the schedule of other nodes. In such systems, malicious nodes may
inject priority inversion and potentially cause the targeted healthy
nodes to miss the deadlines of their tasks. We call this a priority-
inversion injection attack.

In the following, using the example in Figure 1, we demonstrate
how priority-inversion injection attacks lead to deadline misses in
both Rodrigues’ [52] and Wang’s [57] total order protocols. This
example involves five tasks replicated across three nodes, where 7,
the highest-priority task, released a job at r4, while the jobs of the
other tasks were released earlier at to. In Figure 1a, the malicious
node P; pretends to have executed the released jobs 1, 7¢, 74, and
Te in order to attack Rodrigues’ method. Similarly, in Figure 1b, Py
pretends to have executed 7, 7¢, and 74 to attack Wang’s method.

Rodrigues’ priority-based totally ordered multicast. In Ro-
drigues’ method [52], when a job is released, nodes lock their ready
queues and send their peers the queue of jobs they have executed.
Each node inserts the jobs into its ready queue based on job priority
but after all the jobs in the received queues from other nodes.

In Rodrigues’ method, a single malicious node can perform a pri-
ority inversion attack by falsely claiming to have executed enough
of the released jobs to cause other nodes to fall behind and miss
their task deadlines as they attempt to catch up. As illustrated in
Figure 1a, a malicious node P; misused Rodrigues’ protocol to inject
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Figure 1: Priority inversion injection attack to Rodrigues’
[52] and Wang’s [57] approach.

priority inversion into P, and P3. To match P;’s execution order,
upon 7,’s release at rg, both P, and P3 insert 7,, after the jobs 73,
¢, T4, and 7. Therefore, P3 which executes jobs with their WCET,
requires up to Cp, + C. + C4 + C, to complete the jobs executed by
Py which leaves insufficient time to complete 7, before its deadline.

In conclusion, while Rodrigues’ method guarantees a total order
of execution, it is vulnerable to priority inversion injection attacks,
which can jeopardize the timeliness of tasks on healthy nodes. Note
that plausibility checks verifying whether all jobs in the reported
queues are executed for at least their BCET will not resolve the issue,
as an attacker can still cause the back-runner to miss the deadlines
of its jobs by pretending to execute jobs with their BCETs.

Wang’s global execution progress method. In Wang’s method
[57], a total order module provides each node’s scheduler with a
queue of jobs to execute until a new release requires reordering this
queue. Nodes insert the released jobs based on their priority and
after the Global Execution Progress (GEP). GEP is determined based
on the minimum progress of f+1 nodes that have progressed ahead
of other nodes. The nodes roll back the execution of any jobs that
they have executed beyond the insertion point. Wang’s approach is
vulnerable to priority-inversion injection attacks, where f compro-
mised nodes (out of 2f + 1) advance GEP by leveraging the progress
of a faster healthy node. In this case, a higher-priority released task
is inserted after the GEP, meaning lagging nodes must execute jobs
up to the GEP before they can execute this task. If a node falls far
enough behind, this can lead to missed deadlines. This attack is also
possible with fewer malicious nodes (f’ < f) if there is enough gap
between the progress of the slowest among the [m/2] — f” fastest
healthy nodes and the slowest node in the system.

The example in Figure 1b shows an attack to the Wang protocol.
The malicious node P; mimics the progress of the healthy node P,
to advance the GEP by 13, 7., and 7. Therefore, the lagging node
P3, which experiences execution times close to the jobs’ WCETs,
first needs to catch up before it can execute the recently released
job 7. Therefore, 7, missed its deadline.

Coordination at each scheduling event. An alternative ap-
proach involves coordinating before each job execution. Nodes wait
for f + 1 nodes to complete the current job before proceeding with
the next, where up to f nodes might be malicious. However, like in
Wang’s method, faulty nodes could exploit the progress of a fast
node, causing healthy nodes to lag behind and miss deadlines.

Nodes may idle after finishing a job until all nodes complete it.
However, this approach may significantly slow down progress, both

15

Naghavi et al.

in the presence and absence of malicious nodes, and it introduces
additional communication overhead before each job execution.

5 Mitigating PI-injection Attacks

Our approach coordinates the insertion point of jobs in the ready
queue at their release without requiring the rollback of job execu-
tions. This allows nodes to progress with job execution without
waiting for their replicas on other nodes, although nodes might
occasionally idle to bound priority inversion on other nodes. Addi-
tionally, the method protects against priority-inversion injection
attacks by requiring nodes to validate the progress they adopt from
others. This method consists of two components: the scheduling
component and the release component. After defining imminent
tasks and worst-case projection, we give an overview of these two
components and their roles. Then we illustrate how they prevent a
priority-inversion injection attack.

Imminent task: We say task 7; is imminent, if it does not have
any job waiting for execution in the ready queue.

Worst-Case Projection: Let progé’:ev denote the progress of the
healthy back-runner (i.e. the number of jobs the back-runner has
executed) known by all nodes after the insertion of the last released
job. Additionally, let toci:w denote the time at which the healthy

back-runner begins executing the job at the progress progifev +1
in the queue (which typically aligns with the time that it completes
the job at progi:ev).
A node Py can calculate the worst-case projection (WCP) of any
progress prog > progfj:ev in gy, as:
tw(prog) = toc‘z:ev + Z Ci (1)

ri€q[progl “+1,prog]

The worst-case projection of a progress index prog is the latest
point in time by which a back-runner must complete all the jobs in
gk up to prog, assuming it requires the WCET for completing each
job in gy from progi:ev +1 to prog. At run-time, t, (progy + runy)
specifies the latest time by which a healthy back-runner finishes
the jobs that Py completed or started their execution.
Scheduling component. Our scheduling component allows
node Py to progress independently through its ready queue, even
though this may cause priority inversion for tasks on lagging nodes.
Before executing each job, Py performs a slack check to ensure
that tasks on lagging nodes can still meet their deadlines. It checks
whether the slack of higher-priority imminent tasks can accommo-
date the priority inversion caused on other nodes by executing this
job. If the priority inversion doesn’t exceed the slacks, P proceeds
with the execution; otherwise, it idles, waiting for a task release or
for the lagging nodes to catch up. In order to make this decision,
since Py is unaware of the back-runner’s latest progress, it uses
the WCP of its progress and the WCET of the next job in the ready
queue to emulate the worst-case behavior of the back-runner.
Release component. Upon a job release, nodes communicate
and validate their peers’ progress to find the non-faulty front-
runner. They verify that the WCP of any progress that P has
undergone by executing jobs does not exceed the slack bound of
higher-priority imminent tasks. If it exceeds, they consider the node
as faulty since such a node did not adhere to the bounds enforced
by the scheduling component. Nodes then determine the insertion
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Figure 2: Interplay of scheduling and release algorithms to
prevent priority-inversion injection causing deadline misses.
P; upon running the scheduling algorithm at ¢; remains idle,
and at ; inserts the released task 7, in its ready queue.

point offset, which is the progress index of the last job that the non-
faulty front-runner has already executed or the job it is currently
executing. Therefore, every healthy node that correctly executes the
release algorithm inserts the released job after the insertion point
offset, considering the priority of the jobs in the ready queue after
this offset. Furthermore, nodes find the non-faulty back-runner and
update proggrw and toc‘Z:ev. A non-faulty back-runner is a node
that has not taken more than the WCET of jobs to finish them and
has not been idle while lagging behind other nodes.

Illustrative Example. Figure 2 shows how our scheduling and
release components interact by maintaining and validating each
node’s progress. It illustrates the function of these components on
the node P; in a system with 3 nodes, where node Pj3 tries to induce
priority inversion attack. We also illustrated the back-runner node
Py to show how the variables progi:eu and tocg:ev are assigned.

The left-hand side illustrates the scheduling decision on P; at
time t;, before which task 7; was released at ty. The variables
toci:ev and proggrw were set at fo based on the P’s progress
(progz) and the time P made that progress (tocz). At time t1, node
Py, has completed lower priority jobs 7, and 7. while the high
priority task 7, is imminent. Before starting the execution of 7,
node P, compares the earliest release plus slack of higher priority
imminent task z, with the t,, of its progress plus C;. t,,(progi) is
calculated by adding the WCET of all of the jobs that P, executed
after prog‘Z:ev to toci:eu. Since t,,(progi) + C4 is larger than the
slack of the higher priority imminent task 7,, P; remains idle at ;.

The right-hand side of Figure 2 shows the release of 7, at time t
when nodes coordinate by exchanging the progress they made. P3
claims to have completed 7; and jobs in the released queue before
that, while P, reports that it has completed 73, and is executing 7.
The node P; validates the progress of the front-runner by calculat-
ing the worst-case projection of each progress until progs + runs.
Since t,,(progs + runs) exceeds the slack of 7,4, P; considers P3 as
faulty and discards its progress. Hence, P; identifies itself as the
healthy front-runner as it already finished z.. Since P; is idle, it in-
serts the higher-priority job 7, after 7, but before the lower-priority
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job 74, in its ready queue. Py, like Py, detects the faulty node Ps,
identifies P; as the non-faulty front-runner, and inserts 7, after 7.
Finally, both nodes P; and P,, update prog‘Z:eu and toc‘Z:eZJ based on
the progress of the non-faulty back-runner P;. In the next section,
we detail each step of our release and scheduling algorithms.

6 Resilient Insertion Point Algorithm

In this section, we explain our release and scheduling algorithms
that guarantee the timeliness of replicated tasks and total order.

Release Algorithm. We present in Algorithms 1 and 2 our re-
lease algorithm which is resilient to priority inversion injection
attacks. Algorithm 1 is executed on each node P; when nodes re-
ceive an event. This algorithm might initiate the communication by
sending Py’s progress to other nodes. Algorithm 2 is executed upon
this communication timeout when nodes have already received the
progress updates from other nodes. Each of these algorithms runs
non-preemptively until completion or until it exits. The algorithms
running on a node Py use the state variables updated in the last ex-
ecution of the release algorithm, as well as the released buffer RBy.
One of these variables is the last insertion point offset (ipo"¢?).
ipoPT€? is calculated based on the progress of the non-faulty front-
runner from the previous execution of the release algorithm. The
execution order of jobs before ipoP"¢? cannot be changed, as it is
assumed that a non-faulty node has already executed them, and
released jobs are always inserted after this point. The other inputs
are progi:ev and toci:ev which have been assigned in the previous
release. By executing the release algorithm, nodes find the new in-
sertion point offset (ipo), the progress of the back-runner (progp,),
and the time that the back-runner starts its next execution (focp,.).

Release Algorithm (executing at release): First, when a job 7
releases, the Algorithm 1 on each node Py activates and adds the job
to the node’s released buffer RB;. (Line 1). If there are other jobs than
e in RBy. (Line 2), it means that nodes are already in the process
of communicating their progress to insert another released job in
their queues. Therefore, no more action is needed (Line 3), and after
the timeout of that communication, the node using Algorithm 2
inserts all released jobs in the RBy in its ready queue. timeout is
the upper bound for communication delay, assigned as a constant
value to all nodes at design time.

If using Algorithm 1, Py realizes that all nodes can complete all
the released jobs by re + timeout, it can immediately determine the
insertion point of the released job without initiating communication.
This check is done by every node independently using WCP. If the
t, of the last progress in the released queue (calculated based on
Equation 1) is less than re + timeout (Line 4), it implies that even
on a node where jobs require their WCET to complete, all released
jobs would be finished by r, + timeout; therefore, all healthy nodes
would complete these jobs. In this case, P, can consider the size
of the released queue (|q|) both as the new insertion point offset
and as the progress of the back-runner (Line 5). It also considers
the maximum of r, and t,, of the final progress in g (i.e. |gx|) as
the tocp, to be used to calculate t,, in the next execution of the
algorithm (Line 6). Then the node inserts the jobs in RBj into its
ready queue (Line 7). It also updates ipoP"¢?, proggrw, and toc‘Z:ev

based on the new values and update the last release time (r;.D "% of
each job (7;) in RBy to its latest release time (Line 8).
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Algorithm 1: Release algorithm (executing at release
event)

Event :on event e at re, releasing 7, on node Py
Variables :ipoP™¢?, proggrw, tocg:w, RBy, LockProg
RBy..append(ze)

[

N}

if |[RBy| > 1// if nodes are communicating to insert other jobs
exit()
if progy + rung = |qi| and t,,(Iqr|) < re + timeout// the

@

'S

// slowest back-runner finishes released jobs by r. + timeout
5 ipo = progpr = |qkl
6 tocy, =max(re, tw(lgkl))
7 insertByPriority(qy,RBg.ipo)
8 updatePrev(ipo, progy,, tocy,, RBy)
9 else
10 if ty(progy + rung) > re + timeout// enough dynamic slack
// for idling after current execution to finish communication
11 LockProg = progy
12 sendToAll(progy, tocy, runy.)
13 else // allowing executing next job after current execution
14 LockProg = progy + 1
15 Tnext; = 9k [progi +1]
16 sendToAll(progy + 1, tock + Cpext;, 1)
17 setTimer(re + timeout)

If nodes are unaware of each other’s progress until r, + timeout,
they communicate their progress to other nodes. Nodes lock their
progress by setting the LockProg, before communicating that to
other nodes to avoid the necessity of rollbacks. When a node locks
its progress, the progress of the node can never exceed the locked
index. A node Py that is already executing a job can continue with
the execution of the job during communication, and it only idles
during communication, after finishing the execution of its running

job when there is enough dynamic slack for the communication.

Dynamic slacks are available when jobs have been executed earlier
than their WCETs. If the t,, (prog+runy) is bigger than re+timeout,
it means that a hypothetical back-runner that executes jobs between
progirev +1 and progy + rung with WCET would finish them after
re +timeout (Line 10). Therefore, P executed jobs earlier than their
WCETs and there is dynamic slack until re +timeout. Thus, the node
Py locks its progress from progy. and sends its progress information
(Lines 11-12). If there is not enough dynamic slack available until
re + timeout, the node locks its progress from progy + 1 and sends
progy +1 as its progress (Lines 14-16). This allows a lagging node to

execute the next job without remaining idle during communication.

As the completion time of the next progress (progy. + 1) is unknown,
the node adds the WCET of the next job in its ready queue (tpext)
to tocg. It then broadcasts this, along with progy + 1 and runy =
1 to notify that it will start executing the job after rpex; before
the timeout. After sending its progress, node Py sets a timer for
re+timeout, by which time it expects to receive progress information
from all other nodes (Line 17). When the timer expires, the node
executes Algorithm 2, which we explain next.

Release Algorithm (executing at timeout): After receiving
all the information sent at r, by other nodes, the node stores this
data, along with its own progress, in a set called DATA. Algorithm 2,

Algorithm 2: Release algorithm (executing at timeout)

Event  :on timeout trigger at r, + timeout

Variables :ipof"¢?, progZ:eU, toc’Z:ev, RBy., DATA, LockProg
1 if isTrue(V(progj, tocj, runj) € DATA, prog; = |qi|):

// all nodes have finished all the released jobs
2 ipo = progp, = |qkl
3 tocp, = re + timeout

4 else
5 ipo = unknown; progp, = unknown
6 prog; = (progj)// front-runner

max
V(progj,toc;,run;) €DATA

7 run; = max (runj)
V(progj.toc;,run;) EDATA|prog;j=prog;

s if prog; +run; < l-poprev 1 // prevent ipo from decreasing
9 ipo = ipoPTe?

10 else

11 while ipo = unknown: // finding non-faulty front-runner
12 wpr =ty (progpy)

13 for 7, € qi[progy, + 1, prog; + run;|:

14 if isTrue(3ty, € hpg, wpr + Cq > pp(re) + slacky):

// priority inversion on a back-runner finishing jobs

// until prog;+run; may exceed slack of imminent tasks

15 DATA.remove(progi, _, run;)

16 prog; = invalid; break // front-runner is faulty
17 wpr =wpr +Cq

18 if prog; # invalid:// non-faulty front-runner is found
19 ipo = prog; + run;

1N}

o insertByPriority(qy,RBg,ipo) // insert jobs in RBj after ipo

5
-

while progy, = unknown:// finding non-faulty back-runner

22 rog; = min (progj)// back-runner
prog V(progj,tocj,run;)€DATA prog;

23 toc; = max (tocj)
V(progj,tocj,run;)€DATA|prog;=prog;

2% Tnext; = qx[progi +1]

25 if re < toci + Chext; < tw(progi) + Cnext;:// back-runner
// was not idle since last release and did not exceed WCETs

26 progy, = max (progi,progi:ev)// non-faulty back-runner

27 tocp, = max (toc;, toci:ev)

28 else

29 DATA.remove(progi,toc;,_)// back-runner is faulty

30 updatePrev(ipo, progp,, tocp,, RBi)// update state variables

31 LOCkPrOg = 09// unlock the progress

which is executed on Py, at re+timeout, uses DATA to determine ipo
and the insertion point of the released jobs based on the progress
of the healthy front-runner. It also assigns progp, and tocy, based
on the information it received from the healthy back-runner.

If DATA shows that all nodes completed all jobs in their released
queue, then the node Py can consider |q| as both insertion point
offset ipo and the progress of the back-runner progy, (Lines 1-2). In
this case, since no job is executing on any node, the node considers
re + timeout as tocp, (Line 3). This is because the back-runner
starts executing its next job at r +timeout immediately upon being
inserted in the ready queue. If DATA contains a node that has not
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completed all jobs in its ready queue by re, the algorithm sets both
ipo and progp, to unknown (Line 5) to be determined later.

To ensure that released tasks are inserted after any job executed
by any node, the ipo value must always increase. Therefore, if
the previous insertion point offset (ipo?”?) exceeds the progress
of the last job that the front-runner finished its execution or is
currently executing, the algorithm does not update the ipo (Lines
8-9). Otherwise, node Py determines ipo after identifying the non-
faulty front-runner (Line 11). First, the node checks whether t,,
of any intermediate progress that the front-runner has made (i.e.
until prog; + run;) would exceed the py (re) + slacky, of any higher
priority imminent task 7, (Lines 12-14). If it exceeds, the front-
runner will be considered faulty, as it has not complied with the
scheduling rule, and the next front-runner will be evaluated (Lines
15-16). Otherwise, the non-faulty front-runner has been found and
prog; + run; will be considered as the insertion point offset (Lines
18-19). Subsequently, the jobs in the RBj will be inserted in the
released queue gy based on their priority after ipo (Line 20).

The node Py, finds the progress of the non-faulty back-runner in
DATA, if progp, has not yet been assigned (Line 21). It first examines
the progress of the node that has achieved the minimum progress,
and latest among other nodes with the same progress (Lines 22-23).
The progress of a back-runner P; is not faulty if the t,,(prog;) plus
Crext> which is the WCET of the next job that P; is executing (Tpext)s
exceeds r, (Lines 24-25). Otherwise, it means that the node has spent
more than WCET of jobs to finish them or has been idle while it
was lagging behind other nodes. For the same reason, if adding
Crext to the completion time of prog; on node P; (i.e. toc;), it must
be bigger than r, (Line 25). We determine progp, as the maximum
between the back-runner’s current progress and progirw (Line 26).
Similarly, tocp, is set to the maximum between the time when
the back-runner finished its last job and tocirrev (Line 27). The
reason behind using these maximum values is that under normal
conditions, nodes always advance in progress (progress always
increases), and finish their next job at a later time than the previous
one. If a back-runner does not meet the conditions in Line 25, it will
be considered faulty, and the next back-runner will be evaluated
until the non-faulty back-runner is found (Line 29).

Finally, the algorithm updates ipo?"¢?, prog‘Z:eU and toc‘Z:ev and

adjust rlp "¢? for each 7; € RBy (Lines 30). It lifts the lock limit on
the progress of the node Py and finishes its execution (Line 31).
Scheduling Algorithm. Algorithm 3 illustrates our scheduling
algorithm. This algorithm executes when a job finishes its execu-
tion or when the node is idle and a newly released job is inserted in
the ready queue. If the progress is currently locked, the algorithm
cannot advance it (Line 1); therefore, the algorithm exits and will
restart when the lock limit is lifted (Line 2). Otherwise, if the algo-
rithm is called after finishing the execution of a job, the algorithm
increases the progress index and changes runy to zero, indicating
that no job is currently being executed (Lines 3-4). To execute the
next job 7, (Line 5), if Py is already lagging behind the last known
insertion point offset (Line 6), P executes 7, directly (Line 7), as the
execution order of jobs before ipoP"®? is already fixed. Otherwise,
the algorithm checks whether executing the next job in the ready
queue would potentially violate the slack of higher priority immi-
nent tasks on the back-runner. The algorithm constructs the set V'S,
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Algorithm 3: Scheduling algorithm

Event  :on scheduling event

Variables: ipopre”,progi:eu, tocZ:eU, LockProg
ifprogk > LOCkPVOg// progi is being communicated
2 exit()

-

©w

if rung =1
progy = progy + 1; rung =0

Ta = qr(progi +1)

if ipoP™¢? > progy// Py is not the front-runner
execute(ry); rung = 1

'

@

SN

else
9 VSa={ty € hpg | tw(progy) + Cq > pp(t) + slacky}

// set of imminent tasks that may face priority inversion

o

// exceeding their slacks if back-runner executes 7,
10 ifVS,#0
11 IdleUntil( max (t(progy) + Cq — slack;))
7 eVS,

12 else
13 execute(ry); rung = 1

(Line 9) including all imminent tasks whose earliest release plus
their slack is less than t,,(progy) + C4. VS, includes all tasks that
might miss their deadlines on the back-runner if they are executed
after 7. If VS, is not empty, the node remains idle until a job is re-
leased or the earliest release time of each imminent task 7; € VS, is
delayed enough such that t,,(progg) +C, < pi(t) +slack; (Line 11).
Otherwise, the algorithm executes 7, (Line 13).

Guaranteeing total order. All nodes consider the same release
time for each release event and insert the same corresponding tasks
into their ready queues. Given the same values of ipoP"¢?, prog‘er

.

and toc‘Z:ev across the nodes and the fact that they all receive the
same information via the reliable broadcast channel, they can run
the same protocol with the same data. Therefore, they are always
able to identify the same non-faulty front-runner and back-runner,
and insert the released tasks in the same position in their queues.
They also update ipoP"€?, progi:ev and toci:ev to the same values.
Even if a malicious node pretends to be a healthy front-runner or
back-runner to influence these values, all nodes will still receive
its progress information and determine the same values for these
variables, thus ensuring the total order.

Ensuring Deadlines. The induced priority inversion by our
method and the idle time due to locking the progress in the release
algorithm or enforced by the scheduling algorithm do not cause
deadline misses, provided the task set is schedulable by a non-
preemptive scheduling method and the timeout does not exceed
the WCET of the tasks (discussed in Section 7). Also, faulty nodes
cannot exploit our method to cause healthy nodes to miss deadlines.

The priority inversion caused by inserting a released task after
jobs executed by the non-faulty front-runner on lagging nodes is
always constrained by the slack of the tasks. A healthy front-runner
compares the t,, of its progress plus the WCET of each job that it
executes with the earliest release plus the slack of imminent tasks
to ensure that an imminent task, when released, will not experience
priority inversion exceeding its slack. Additionally, since no lower-
priority imminent task is inserted before an imminent task z; after
its release, 7; will never miss its deadline.
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During communication, a node only remains idle when there
is dynamic slack as large as timeout available due to executing
jobs earlier than their WCETs. When there is insufficient dynamic
slack, a node locks its progress at progy + 1 rather than progy,
allowing the next job to execute. The completion of communication
in parallel with task execution is guaranteed because the timeout
for communication is less than the WCET of the smallest job. This
ensures that the communication never causes a node to complete a
job in the queue later than the t,, of its corresponding progress.

The scheduling algorithm only forces a node to idle if it executes
jobs earlier than their WCETs. In the worst case, if Py requires the
WCET of jobs to execute them, it finishes each job at a time ()
which is equal to the WCP of its corresponding progress. At the
time ¢, for an imminent task z;, p;(¢) > t, and the schedulability
test requires the slack of each task to be larger than the WCET of
any lower priority task. Therefore, adding the WCET of the next job
in the ready queue (zg) to ty, (progy) never exceeds p;(t) + slack;
for each imminent task 7;. Thus, a lagging node never idles when
jobs are in the ready queue and dynamic slacks are insufficient.

Faulty nodes may try to influence the insertion point of tasks
on healthy nodes via Algorithm 2 by sending incorrect or missing
progress data. However, the algorithm includes countermeasures
to ensure task deadlines despite such attacks. A faulty node might
pose as a front-runner to manipulate ipo. Our method prevents
priority inversion attacks, ensuring that the priority inversion of the
progress of the node determining ipo never exceeds any task’s slack
(Line 14); thus, deadlines are met on all nodes. However, a malicious
node might behave as a healthy front-runner to determine ipo?"¢?,
and then withhold or send reduced progress data in the next release.
By doing so, it might try to make other nodes insert a lower-priority
task ahead of a higher-priority one. Nevertheless, the algorithm
ensures the insertion point offset continuously advances (Lines 8-9),
preventing such attacks. Similarly, a faulty node pretending to be a
back-runner may try to influence progp, or tocp, to cause deadline
misses. However, the release algorithm validates the back-runner’s
progress and completion time (toc) based on the WCET of tasks
(Line 25), and any progress data outside the defined bounds are
ignored, ensuring safe progy, and tocp,. Inconsistent data, such as
reporting smaller progress while progireu holds a larger value, is
also mitigated by the algorithm, by ensuring that progy, and tocy,
are always at least as large as progg:ev and tocg:ev (Lines 26-27).

7 Schedulability Requirements

Our approach works for both fixed or dynamic priority non-preem-
ptive scheduling algorithms. However, it uses the slack of tasks,
which is dependent on the scheduling algorithm. Therefore, in the
following, we recap the slack computations for NP-RM and NP-EDF
while taking into account the overhead of the release algorithm.
Rate Monotonic. We compute the slack of tasks for fixed-
priority scheduling algorithms using the method described by Yao
et al. [60], and include overhead using Phan et al.s method [49]. We
first calculate the request bound function of each task z; which, for
an interval of [, is the maximum cumulative execution time request
that jobs of 7; can generate in that interval. It is defined as [60]:

rbf(ri, 1) = {%}Cz‘ )
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To include the release overhead in the analysis, we calculate the
resources required by the algorithm to release jobs of 7; within
interval [ as follows [49]:

rbfISR(z,1) = F} Aret (3)

Ti

Where A’¢! is the maximum overhead to release a job. In this paper,
we account only for the computational overhead of our release
algorithm in A" ¢l We assume that other overheads, such as inter-
ruption and scheduling, are included in the task WCET, and that
message transmission occurs in parallel with task execution or uses
dynamic slack available from early task completion.

Considering the overhead, the supply bound function remained
for executing tasks is calculated as [49]:

sbf™M (1) = maxoep < (I = " rbfSR(z, 1))

;€T

©)

In a fixed priority scheduling, at the critical instant [40] where all
the tasks are released simultaneously, a job will be executed after all
higher prioritized jobs. In a non-preemptive setting, the execution of
jobs can also be blocked by the current non-preemptively executing
job, which may have a lower priority. Let slack; be the maximum
time that the jobs of a task r; can be blocked by lower-priority
jobs while still meeting their deadlines. Therefore, the slack; can
be calculated as [49, 60]:

szackizrlré%ic(sbf’em(l)- > rbf(z0)

7j€hep;

®)

Here, hep; represents tasks with higher or equal priority to 7;
(including 7;), and S; denotes the set of points where a discontinuity
occurs in the summation in Equation 5. S; is defined as [60]:

S; = {Vl € [C}, Di] |l:ij,k€NandVTj,Dj < D;} 6)

A task-set is schedulable by NP-RM if the non-preemptive execution
of tasks, which could be as large as their WCETs, does not exceed
the slack of higher prioritized tasks. That is:

Vr; € T, max (Cj) < slack;
j€lp;

@)

Earliest Deadline First. Our method evaluates job priorities
only at run-time. Once a job is released, its absolute deadline and
hence the priority for EDF is fixed. Similarly, for an imminent task z;,
we can at time ¢ compute its earliest possible absolute deadline based
on its earliest possible release time p;(t) plus its relative deadline D;.
We then derive its priority based on this earliest absolute deadline.

We leverage the results of Bertogna et al. [8] and Phan et al. [49]
to compute the slack of a task 7; based on its demand bound function
dbf;. The demand bound function of a task 7; denotes the maximum
amount of time that 7; requires in a given interval of length I to
finish all jobs that it might release during that interval [6]:

- D;
dbf(z,1) = ({ = L +1).G (8)
1
A task set is schedulable using preemptive EDF, if [6, 49]:
Ve X;: (sbfre™(l) - Z dbf (i, 1)) > 0 9)

;€T
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where the set X; contains all absolute deadlines before the hy-
perperiod HP (i.e., the least common multiple of all minimum inter-
release times T;) [6, 8]:

X;={l€[0,HP] || =kT;+Dj,k € Nandz; € T}  (10)

In preemptive EDF, a job can only be delayed by the jobs with ear-
lier absolute deadlines, which have higher priorities; therefore, a job
never experiences priority inversion. However, in non-preemptive
EDF, the execution of a job can also be blocked by non-preemptive
execution of lower priority jobs. A job of a task can be subject to
priority inversion only from tasks with larger relative deadlines.
Therefore, we calculate the slack of each task as the maximum time
that we can delay its jobs by non-preemptively executing jobs that
have larger relative deadlines. The task with the largest relative
deadline (Dyqx) cannot experience priority inversion. Considering
the overhead of the release algorithm, the slack of a task z;, where
D; # Dmax., is calculated as [8, 49]:

lack; = mi bfrem (1) - dbf(zj,1)).
slack; = min (sbf™" () = ) dbf(z;.1)

7; €T

(11)

where I = [D;, }(D 7)) is the interval that is bounded

{Tj¢filll)l;-l<Dj
from below by D; and from above by the smallest relative deadline
among all tasks that have larger relative deadlines than D;. A task
set T is schedulable by NP-EDF (and our method) if Equation 9 is
true for each time interval [ € X; [6] and if for each task 7; with
D; # Dimax, slack; is greater than (or equal to) the WCET C; of
other tasks 7; with larger or equal relative deadlines. That is [8]:

V1; € T|D; # Dmax, max (Cj) < slack; (12)

{r;€T,j#i|D;<D;}

Our method, at run-time, allows nodes to use the entire slack of
a high-priority imminent task to make independent progress, but
the priority inversion never exceeds the slack of the task.

Communication bound. It is important to ensure that the
timeout (and thus the maximum communication delay) does not
exceed the WCET of the smallest task. This is because, once a task
releases at r. and the node initiates communication, the node will
either remain idle until r, + timeout after finishing the ongoing task
or execute the next job in the queue. The former occurs when there
is enough dynamic slack available on the node until re + timeout.
The latter occurs when a node P}, finishes the execution of jobs
close to their WCETs. If the timeout is bounded by the WCET of
tasks, it guarantees that the time by which P, finishes a job at
progress progy, never exceeds t,,(prog,) (as explained in Section
6). Additionally, it ensures that any priority inversion caused by Py,
executing a lower-priority job until r, + timeout remains within
the slack bounds of the released task. This is because the slack of
tasks is always greater than the WCET of lower-priority tasks.

In real-world systems, communication timeout and the range
of the WCET of tasks depends on the system specifications. For
example, when using communication channels such as high-speed
variants of the CAN Bus, CAN FD or CAN XL, the communication
delay remains within the range of microseconds, while the WCETs
of application level tasks are typically much larger.

8 Evaluation

We implemented our algorithms in C++ and conducted a simulation-
based evaluation to assess the performance of our approach. We
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Figure 3: Fraction of task sets that remain schedulable under
Rodrigues, Wang, and our approach for RM and EDF.

compared our approach in terms of acceptance ratio and response
time against the algorithms proposed by Rodrigues et al.[52], Wang
et al.[57], and the Simple method. The Simple method is the non-
work-conserving algorithm presented in Section 1 which requires
nodes to idle until the WCET of a job, even if this job is completed
earlier. We also measured the run-time overhead of our algorithms
on a Raspberry Pi 4B, running at 1.5 GHz.

Experimental setup. We derive task sets from TACLeBench [17],
following the approach that is used in [41]. That is, we measured
the execution time of all TACLeBench tasks on the Raspberry Pi,
running Linux, and used the maximum observed execution time of
tasks (after eliminating outliers) as their WCETs. We set the best
case execution time (BCET) of tasks to 20% of their WCETs [5, 58]
and consider only implicit deadlines (i.e., D; = T;) for simplicity.
Note that, our approach works equally well for tasks with D; < T;.

We generate task sets composed of 100 tasks, by using the
Dirichlet-Rescale algorithm [22] to obtain 100 uniformly distributed
random utilizations (uy, ..., u100), which sum up to the targeted
utilization bound U. From these, we calculate the minimum inter-
release time of each task as T; = C;j/u; for a randomly selected task
out of the 15 tasks from TACLeBench that have a WCET between
1ms and 100ms. This selection criterion helps maintain uniformity
by avoiding a mix of tasks with significantly different WCETs.

In these experiments, we assume that the transmission time of
messages over the network is bounded by a timeout of 10yus.

Acceptance Ratio. Our approach requires the slack of tasks
to be at least as large as the WCET of all lower-prioritized tasks
for NP-RM and all tasks with larger relative deadlines for NP-EDF.
This requirement, which is the same criterion for a standard sin-
gle processor NP-RM and NP-EDF scheduling (hence, the Simple
method), limits the schedulable task sets. Figure 3 shows the schedu-
lable utilization for our approach as well as Rodrigues’ and Wang’s
approaches for different utilization bounds. For each bound, we
generated 1000 task sets and reported the schedulable fraction, in-
dicating the proportion of task sets where tasks can meet their
deadlines even if f out of 2f + 1 nodes are faulty. Since the WCET
of each task is the maximum of the WCET of its replicas, f can be
chosen arbitrarily without affecting the results.

Under Rodrigues’ protocol, one malicious node is enough to per-
form the priority inversion attack. In the worst case, this node can
report having executed one job of each lower-priority task when a
job of task 7; is released (similarly, one job of each task with a larger
relative deadline for NP-EDF). This assumes that job instances of a
task are released at least the minimal inter-release time apart. Task
sets with sufficient slack to accommodate the priority inversion
from such attacks can still meet their deadlines, which we show
as Rodrigues’ acceptance ratio for comparison. Given the slacks
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Figure 4: Impact of different methods on the response time of the tasks with total utilization of 0.9 normalized by their deadlines.
The figure shows results for all nodes in the normal scenario (left), the healthy front-runner node (middle), and the back-runner
node (right) in the extreme scenario. Response times for RM scheduling are presented at the top and EDF at the bottom.

calculated differently for RM and EDF based on Section 7, and con-
sidering implicit deadlines, the criteria to guarantee the deadlines
of tasks in Rodrigues is the same for both RM and EDF, which is
vt € T, Xyjet1,j#ilD; 2D, Cj < slack;.

A similar attack applies to Wang’s method if f malicious nodes
out of 2f + 1 nodes report early execution of jobs with their BCETs
and a healthy node executes jobs earlier than other nodes (e.g., with
their BCETs). Priority inversion is injected by requiring the other
nodes to catch up. Again this can be compensated by large enough
slacks. Considering implicit deadlines, a task set is schedulable by
Wang with RM and EDF (even when the non-faulty front-runner ex-
ecute jobs with their BCETs), if Vz; € T, Ck+ZTj eT—{re,r:}|D;2D; (Cj—
BCETj) < slack; where C = max; et j#i|p;>D;Cj-

As shown in Figure 3, our method demonstrates a considerably
higher acceptance ratio than Rodrigues and Wang methods. Even
with a total utilization of 0.9, for RM and EDF, 80% of the task sets
have been schedulable using our method. However, in every gen-
erated task set with a total utilization as low as 0.12 for Rodrigues
and 0.16 for Wang (for RM and EDF), these methods might miss
the deadline of tasks under priority inversion injection attacks.

We repeated the experiments with tasks having BCETs at 50% of
their WCETs. In this scenario, the acceptance ratios of our method
and Rodrigues remained unchanged. However, the Wang method,
which depends on the difference between WCET and BCET, showed
a slight improvement but still had an acceptance ratio of 0 for total
utilizations of 0.24 and above.

Response Time. Although real-time systems are primarily con-
cerned with the worst-case execution behavior of tasks, there are
several secondary concerns where the actual response time of jobs
plays a crucial role (e.g., power management, background load,
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mixed-criticality, etc.). In the following, we show the response time
distribution for a system with 5 nodes (i.e., f = 2) and 100 task sets,
with a utilization bound of 0.9 and 100 tasks each, generated as
described in the experimental setup. Each task set is schedulable
according to the criteria mentioned in Equations 7 and 12.

We evaluate the execution of 100,000 jobs in two scenarios. In the
first, normal scenario, actual execution times are randomly drawn
from the job’s [BCET, WCET] interval. In the second scenario, we
simulate an extreme case where f nodes are malicious, one healthy
node executes jobs with their BCETs, while another healthy node
requires jobs’ full WCETs to finish them. We assume the malicious
nodes falsely report job execution times as their BCETs. In these
experiments, the release times of sporadic tasks 7; are chosen ran-
domly, ensuring that the interval between consecutive releases are
bigger than T;, but smaller than 2T;, thereby, no additional jobs of
the same task can be added between two consecutive jobs.

Figure 4a shows histograms of normalized response times of jobs
on all nodes scheduled by NP-RM and NP-EDF in the normal sce-
nario. Figure 4b, and 4c respectively show the normalized response
times on the healthy front-runner and back-runner in the extreme
scenario (for NP-RM and NP-EDF). Normalized response times of
jobs are their actual response times relative to their release, divided
by their relative deadlines. We plot the fraction of jobs whose nor-
malized response time falls into the corresponding bin of size 0.05.
We also zoom into the (0, 0.05] bin and the range above 0.90.

As can be seen, there are jobs with normalized response times
bigger than 1 for Rodrigues’ and Wang’s methods. That is, jobs
exist that these methods complete only after their deadline. For
NP-RM in the normal scenario, 0.0084% of the jobs missed their
deadlines when using Rodrigues’ method and 0.0005% when using
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Wang’s method. In the extreme scenario and with NP-RM, on the
back-runner, the response time of 2.896% of the jobs exceeded
their deadlines for both Rodrigues and Wang. In this scenario, both
Rodrigues’ and Wang’s methods perform similarly, as the back-
runner node follows the execution order of a node executing jobs
with their BCETs. Our approach guarantees the completion of all
jobs before their deadlines in both scenarios.

Our method outperforms the Simple method in terms of aver-
age response time. For instance, under the normal scenario using
NP-RM, our method resulted in 65.177% of jobs having a normal-
ized response time of less than 0.02, whereas only 34.629% of jobs
achieved this with the Simple method. In the extreme scenario (Fig-
ures 4b and 4c), our method significantly improves job response
times on the front-runner compared to the Simple method but in-
creases response times on the back-runner. This occurs because the
back-runner inserts the released jobs after all jobs the healthy front-
runner executes. This blocks the execution of recently released jobs
on the back-runner by first executing multiple lower-priority jobs
to match the execution order of the front-runner.

We repeated these experiments considering BCET of 50% com-
pared to the WCET of tasks. In these measurements, the overall
trend (not shown) remained consistent with Figure 4, although
the response times of jobs scheduled using different methods were
slightly more similar to each other. In the normal scenario, our
method achieved a normalized response time under 0.02 for 48.46%
of jobs, compared to 29.79% for the Simple method. Rodrigues and
Wang had deadline miss rates of 0.0074% and 0.0003%, respectively,
in the normal scenario, and missed 2.435% of deadlines in the ex-
treme scenario. As expected, our method did not miss any deadlines.

Overhead. To evaluate the overhead of our method, we ran our
algorithms on a Linux-based quad-core Raspberry Pi 4B (8GB RAM,
1.5 GHz) and monitored their execution time. In these experiments,
we focus on the computational overhead of our implemented re-
lease and scheduling algorithms, which are optimized to check the
slack of each imminent task at most once. The overhead of the re-
lease algorithm includes calculating ipo, progy,, and tocy, at each
release, while the scheduling algorithm’s overhead involves decid-
ing whether to execute the next job or remain idle. The overhead of
task interruptions, context switching, and enqueuing tasks into the
ready queue, which is inherent to all methods, is not included in
these measurements and is assumed to be covered by the WCET of
the tasks. Additionally, communication overhead is not included, as-
suming it is managed by a dedicated component integrated into the
processor. We evaluate the overhead of our method for schedulable
task sets of 100 tasks, generated according to the experimental set-
tings, with a total utilization of 0.9. We conducted the experiments
for 500 task sets, executing 100,000 jobs per task set.

The runtime overhead of the computations in both the release
and scheduling algorithms primarily depends on the number of
imminent tasks that our algorithms examine their slacks. How-
ever, there are situations where the release algorithm efficiently
locates the insertion point and the scheduling algorithm can de-
cide about the execution of the next job without checking these
slacks. In these cases, which we consider low-overhead cases, the
overhead is typically less than 0.1 microseconds. Figure 5 illustrates
the frequency of low-overhead situations compared to situations
with higher overheads. It also presents the computational run-time
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Figure 5: Frequency and overhead of slack checking in release
and scheduling algorithms.

overhead of each algorithm based on the number of imminent tasks
they checked. The overhead values depicted in the graph represent
the 99th percentile of all algorithm executions for the specified
number of imminent tasks. This percentile is used instead of the
maximum to filter out measurement-related outliers.

For the release algorithm (Figure 5a), the overhead consistently
remains below or around 1.3 microseconds, and in 99.91% of cases,
it is less than 0.8 microseconds. In the release algorithm, the rela-
tionship between overhead and the number of imminent tasks is
not linear. This is because the algorithm also traverses the jobs in
the ready queue to identify the non-faulty front-runner. This aspect
correlates directly with the number of imminent tasks whose slacks
are checked which is detailed in a smaller graph within Figure 5a.
The overhead for checking the slack of imminent tasks in the sched-
uling algorithm (Figure 5b) is linear with the number of imminent
tasks and its observed maximum is 1us. In 99.94% of the times, our
scheduling algorithm finishes with an overhead of less than 0.4ys.

9 Conclusions

In this work, we have described a novel time-domain attack to
priority based total order protocols in real-time systems by which
faulty nodes can inject priority inversion into their peers, which
are following an agreed upon execution order. Analyzing two pro-
tocols by Rodrigues et al. and Wang et al., we found both to be
vulnerable to these attacks. We have designed, implemented and
evaluated a method that coordinates the replicated execution of
sporadic tasks in event-triggered real-time systems and that is ro-
bust against priority-inversion injection attacks. Using the slack of
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imminent tasks, our approach allows nodes to progress indepen-
dently, requires no roll-backs and improves the response time of
jobs compared to the Simple solution that always idles until the
worst-case execution time of jobs after finishing their execution.
Directions for future works include extending our work to less
tightly coupled nodes with coarsely synchronized clocks, and larger
communication delays. Using milestones in the tasks, we will also
extend our method to guarantee the same execution sequence of
replicated tasks among nodes in preemptive task models.
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