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Abstract—In Industry 5.0, man and machine work alongside
each other in production, but smart and autonomous vehicles
are examples that show this notion is now being extended to the
end consumers. In 2015, a Jeep was remotely hacked through
its head unit. This incident drew the public attention to vehicles
security and showed how entertainment/infotainment consumer
electronics can be used to intrude vehicles. In this paper, we
study a novel covert attack that can be launched by malwares
spreading through Intelligent Transportation Systems, e.g., via
consumer electronics. This malware infects a vehicle module, like
the Adaptive Cruise Controller (ACC), and manipulates its set-
ting in a way that is not noticeable to human observers, but gives
rise to accidents statistics. We show how this is done and ana-
lyze the effect mathematically. We also propose a new Intrusion
Detection System (IDS) whose architecture is non-disruptive and
can be readily adopted by car manufacturers. We evaluate our
proposal with real-world datasets. We demonstrate how a mal-
ware/attacker can engineer the crash statistics by manipulating
the safe distance value in cruise control scenarios. Then, we put
an anomaly-based IDS for ACC modules into test and show how
it can effectively detect such covert attacks.

Index Terms—Consumer electronics, industry 5.0, intelligent
transportation systems, adaptive cruise control, security, worm,
intrusion detection system.

I. INTRODUCTION

NDUSTRY 5.0 is a new paradigm in which man and
machine find ways to work alongside each other to enhance
the efficiency of production [1]. It is interesting that the
same concept is being practiced at the end user side, i.e.,
the consumers. When interconnected machines are employed,
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humans delegate some of their own tasks to them. Intelligent
transportation systems (ITS) are an instance. They provide
a range of transportation and traffic management models to
help users in being informed, safe, coordinated, and smart
to use transportation networks. In the ITS world, sensors are
widely employed to measure and collect data from real world
conditions [2]. These data are sent either to other vehicle
units via intra-vehicle communication channels or to the out-
side through a ubiquitous dynamic ad-hoc medium called the
vehicular ad-hoc network (VANET) [3].

Infrastructure components such as road side units (RSU)
installed along roads help smart and autonomous vehicles
transfer information to a broader area in VANETSs and even
exchange data with the Internet. Each vehicle controls its
dynamics by employing a control system that uses both the
data coming from the VANET and the local sensors. This
network communication opens a window to adversaries and
exposes vehicles vulnerabilities. Smart vehicles can connect
to consumer electronics, and some even embed such units for
information delivery or entertainment purposes. A malicious
code/worm can propagate via the network or consumer elec-
tronics and infect smart or autonomous vehicle modules [4].
The worse scenario is that it is embedded in a module or gad-
get as a trojan, either through firmware upgrades or by design
during the production [5]. Hackers have already shown that tar-
geting smart vehicles is possible. In 2010, Koscher et al. [6],
over a set of experiments, demonstrated how an adversary can
control many of automotive functions and ignore driver inputs.
This included disabling the brakes, selectively braking individ-
ual wheels, stopping the engine, etc. In 2015, after two security
experts demonstrated how almost every single module of a
Jeep Cherokee can be hacked and controlled remotely, Fiat
Chrysler recalled 1.4 million vehicles [7]. The hack was initi-
ated by gaining access to the multimedia system (UConnect)
of the vehicle’s head unit, and then followed by rewriting the
firmware of V850 controller to access the vehicle’s Controller
Area Network (CAN) bus.

Modern vehicles use some sort of local network or bus to
interconnect their components. CAN bus is widely employed
in these vehicles to allow devices to transmit messages to
each other. In this standard, vehicle modules connect to a sin-
gle bus in order to exchange messages with other modules.
Regardless of the vehicle network type, the fact that in smart
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and autonomous vehicles a route exists from the outside world
to the vehicle controlling units should be considered alarming
per se. This is apart from the channels like Over The Air
(OTA) software updates that can also be exploited by cyber
attackers upon detection of a vulnerability in a device [8].

Many of current worms spread by scanning reachable targets
via the victims’ communication interfaces and using appropri-
ate exploits upon detection of vulnerabilities. Due to the high
number of future smart and autonomous vehicles and their
inter-connectivity, it is quite predictable that similar malwares
are developed for ITS, and more specifically, for vehicles
software-dependent modules.

In this paper, we present a new covert cyber attack that
can be launched by spreading worms or malwares throughout
the transportation system, either through vehicular network
or via infecting consumer electronics which are connected
or have access to the vehicle internals. This attack is meant
to covertly manipulate the Adaptive Cruise Control (ACC)
module by changing its settings or rewriting its firmware so
that the accident rate is statistically increased in cruise con-
trol scenarios in a large infected population. We stochastically
model the attack effect and show how the probability of car
crashes increase with the change of safe distance. We use
real-world datasets to evaluate the outcome of such a mass
scale attack. To thwart cyber attacks, we propose a novel
Intrusion Detection System (IDS) architecture for smart and
autonomous vehicles. We develop a sample IDS for ACC
modules based on this architecture and put it to test in a
simulated scenario. The contributions of this paper are as
follows:

« Proposing a new covert attack for the ACC module in
ITS which is launched by worms and malwares that are
spread via vehicular networks or consumer devices.

« Stochastic analysis of the covert attack effect on accident
rates based on real-world data in Australia.

« Development of an IDS based on a novel non-disruptive
architecture to thwart vehicular cyber attacks.

The rest of this paper is organized as follows: In Section II,
related studies are reviewed. Preliminaries, including the ACC
model and the concept of stopping distance are given in
Section III. In Section IV, a new covert attack on the ACC
system is designed based on the vehicle brake information
and mathematically analyzed. Moreover, an IDS architecture
is proposed in this section to counter such attacks. Section V
evaluates the proposed attack effect and instantiates the ACC
IDS in a simulation setup. Section VI will wrap up the paper.

II. RELATED WORK

Connected smart vehicles are prone to cyber attacks.
Regarding this issue, a brief review of related work is
presented in this section. Cyber attacks in connected vehicles
can be categorized into three groups [9]. (1) DoS: The adver-
sary applies fake requests to keep the network or system busy.
Thus, the legitimate requests cannot be accepted because the
network/system is unavailable [10]. (2) False Data Injection:
The adversary injects false data and disturbs the integrity
of transmitted packets [11]. Equivalently, it can compromise

system integrity and issue false commands. (3) Replay Attack:
The adversary intercepts and retransmits data to disturb the
system operation [12].

References [13], [14] introduced several other types of
attacks which may maliciously affect the VANET operation.
According to this study, attacks may be launched by internal
malicious vehicles or external entities. The attacks are said to
be message spoofing, message replay, integrity/impersonation,
Denial of Service (DoS), and de-anonymization [15].

There exist several studies which address the threats and
security issues in smart vehicles. For example, reference [16]
presented four types of attacks which affect vehicle opera-
tions, namely, the warning light, airbag control system, the
window lift, and the central gateway of the Controller Area
Network. The authors of [17] introduced another set of attacks
that endanger vehicles and their drivers. In [18], a survey
on remote automotive attack surfaces is presented. A remote
attack surface can help one estimate how difficult the remote
compromise might be. The architecture of the internal network
of each vehicle has been evaluated in this study. Moreover,
the features each vehicle possesses that may help in taking
the physical control of it were identified. In [19], an attacker
model and evaluation framework were proposed to evaluate the
attack effect on the control system and to investigate the con-
troller robustness against DoS and message injection attacks.
In [20], spoofing attacks on anti-lock braking systems (ABS)
were studied. Electromagnetic actuators are used in anti-lock
braking systems. In this study, measured signals were compro-
mised by magnetic fields and malicious signals were injected.
Reference [21] proposed a robust monitoring algorithm based
on a waveform relaxation method for attack detection and
identification.

In [22], it was demonstrated how attackers intruded vehicles
and took control of the system in the platoon. Reference [23]
studied the effects of DoS attack on connected vehicles. A
resilient control scheme was then proposed for a platoon of
connected vehicles equipped with Cooperative-ACC in order
to mitigate the DoS attack effect. In [24], [25], stability of
connected vehicles was studied when the network experiences
normal delays. Reference [26] designed two types of covert
attacks on ACC modules by manipulating the ego car accel-
eration and the reference signal. The covert attacks presented
were claimed to increase in the risk of accident. In [27], a
covert adversarial learning attack was designed to disturb the
operation of smart/autonomous vehicles in lane keeping sce-
narios. In this attack, an adversary manipulates sensory data
such that high lateral deviations are experienced with low yet
non-zero probabilities. The attacker tunes its power by grad-
ually learning the vehicle response based on the actor-critic
learning method. In addition, in this research, detection and
compensation algorithms were developed in order to mitigate
the attack effect on connected vehicles.

Quick detection of intrusions is a vital requirement to
maintain the safety and performance in real-time systems. In
this regard, many detection mechanisms have been proposed
for connected vehicles. For example, [28] proposed a quick
way of verifying received VANET messages without rely-
ing on pre-trusted agents. The researchers also presented a
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Fig. 1. Adaptive cruise control scenarios: (a) when the relative distance is
larger than the safe distance, and (b) when the relative distance is less than the
safe distance. In the former case, the ego vehicle uses its cruise speed as the
control reference, and in the latter, it uses the safe distance as the reference.

central algorithm for detection of intruders in the network.
Reference [29] proposed an algorithm to detect replay attacks
based on the noisy control signal strategy. References [30]
and [31] used the kinematic model and data fusion methods
to develop an anomaly detection algorithm. Reference [32]
designed an sliding mode observer for attack estimation.
In [26], the intrusion detection algorithm was designed using
neural networks. The algorithm resembles what was proposed
for a DC motor as a linear Cyber Physical System (CPS)
in [33]. Reference [27] proposed an IDS which uses the GPS
data and offline maps for path reconstruction in lane keeping
scenarios. As said before, this work proposed a covert attack
to disturb safe lateral deviations in smart/autonomous vehicles.

Moreover, many defense and compensation algorithms have
been proposed to reduce the effect of cyber attacks in CPS
and ITS [26], [34], [35]. For example, [36] designed a robust
control system to increase the system resiliency to attacks.
Reference [37] proposed a compensation strategy to reduce
the effects of packet loss in connected vehicles. The algorithm
was designed based on observation methods. References [34],
[35], [38] proposed compensation mechanisms using intelli-
gent classic control methods in order to create more robustness
against faults and even possible attacks in the forward link.
The proposed compensation method was specifically applied
in a car cruise system which was prone to attack.

III. PRELIMINARIES
A. Adaptive Cruise Control

In this part, we explain the operation of ACC system and its
control objectives. A simple ACC model is shown in Fig. la
and Fig. Ib. We assume the vehicle that is behind (or the
so called ego) is equipped with an ACC module. The ego

1 2 3
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detected applied complete stop

Reaction Distance |

Braking Distance

|

|

}
Stopping Distance

|
Sy
7

Fig. 2. Vehicle stopping process is composed of two phases; a perception plus
reaction phase, and a braking phase. The durations of these two along with
the vehicle speed, weight, braking force, and the road condition determine
the braking distance.

vehicle measures its distance to the front vehicle by using a
radar/sensor. The front vehicle is normally referred to as the
lead. We may assume that the lead is moving in the same lane
as the ego. The goal of the ACC module is to make the ego
vehicle go at a speed set by the driver as long as a safe distance
is maintained with the lead. This target speed is denoted by
Veruise (Or in short, v.) hereafter.

According to situation, the ACC module controls the ego
vehicle in two different modes. First, once v, is set by the
driver (or the computer in charge of driving in an autonomous
vehicle), the control objective is to make the vehicle go at
that speed as long as a safe distance is maintained with the
front/lead vehicle. In the second mode, which is activated
when the two vehicles get close, the distance to the lead vehi-
cle is controlled (through acceleration or deceleration of the
ego vehicle) so as to the ego vehicle remains at a safe distance
from the lead. Based on real time distance measurements,
either of these two modes can be activated. The following
rules simplify the ACC module decisions:

1) Dye; = Dyqfe — Speed control mode (Track v.)

2) Dy < Dgqfe — Space control mode (Maintain Dgqf.)

In the above, D,,; stands for the relative distance of the ego
and the lead and Dy, is the safe distance. The safe distance
(between the lead and the ego) is composed of a fixed part
and a speed-dependent part [27], [39]:

Dsafe = Ddefautr + Tgapve (D

Here, Dgefauir is the standstill spacing and Ty, is a constant
representing the required time gap between the two vehicles.

B. Stopping Distance Breakdown

The distance a vehicle travels before it comes to a stop
is determined by two major factors; the reaction time of the
driver and the deceleration force. Fig. 2 shows the phases the
vehicle goes through before coming to an stop. It is obvi-
ous that the maximum deceleration value that can be applied
depends on the road surface condition, the tires and more
importantly, the vehicle brake power and its mechanism.

In a cruise control scenario, due to constant measurement of
the relative distance, the reaction time is almost zero, unless
hard braking is disabled by a malware in the ACC module.
In that case, the (potential) driver may take the control back
after the reaction time and brake.
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IV. COVERT INTRUSION SCENARIO

In this section, we mathematically model the stopping dis-
tances upon a sudden brake in a cruise control scenario. We
follow the attacker’s thinking in designing a possible covert
attack which disrupts the control operation and statistically
increases the rate of accidents. The intelligent attack manipu-
lates the ego car cruise control module so that when the lead
vehicle brakes, the chance of collision is increased.

A. Stopping Distance Analysis

We align the x axis of the coordinates system with the road
direction, and assume the position of the lead vehicle back and
the ego vehicle front at the time of sudden brake are x;(0) and
x.(0) along this axis, respectively. Apparently, we consider the
time origin/reference to be the braking time.

We further assume both vehicles are cruising at a speed
of v, and they are away from each other by a distance of
D,(t) = Ds(v.()), where D,(-) stands for the relative distance
of the two vehicles and D;(-) represents the safe distance that
is obtained from Eq. (1). At the time of brake, v;(t = 0) =
Ve(t = 0) = v, and D,(t = 0) = Ds(v.). The formulas for the
position and velocity of the ego vehicle are as below:

_ v07 t S Tr

ve(t) = {vc +a.t t>T, 2
_ Xe(0) + vet, t<T,

Te() = {xe(O) +v.Tr + %aet2 +vt t>T, 3)

where T is the reaction time. Assuming that the origin is set
to be the front of the ego vehicle at the braking time of the
lead vehicle, x,(0) = 0. The mathematical model defining the
position and velocity of the lead car is as follows.

1
x(t) = x1(0) + Ealt2 + Vet 4)
vi(t) = ve +agt (5)

where a; and a, are the deceleration values which are negative
and presumably vehicle-dependent. Here, x;(0) = Dg(v.). It
is worth mentioning that the air resistance impact on a, and
a; have been ignored by approximation. It is also assumed
that the (hard) braking decelerations remain constant till the
vehicles stop. The position at which the lead vehicle comes to
a complete stop can be calculated by the following equations.

[ V,
é@=—i 6)

(0)) v%
x(1i) = =55+ Do) ™

The ego vehicle has different dynamics and travels at a con-
stant speed before braking. Therefore, the position at which it
stops (regardless of any potential crashes with the lead vehicle)
is calculated as follows.

1%
Nop =Tr = — ®)
e
2
1%
Xe (ﬁgfg,,) =v Ty — j )]
e

B. The Covert Attack Scenario

In this section, we present a stealth attack and analyze its
effect on the road safety in ITS. As mentioned in the initial
sections, smart and autonomous vehicles use itra-vehicle com-
munications, usually via CAN bus, to do their jobs. Some of
the units sitting on the bus/local network are connected to the
outside world, via, e.g., vehicular networks or cellular ones.

A worm or virus can infect a vehicle unit (in this case the
ACC unit) by propagating through network link, both from one
vehicle to another and from the Internet to cellular-connected
vehicles. The designer of the covert worm does not make
any substantial changes to the ACC unit functions and merely
rewrites the formula by which it calculates the safe distance,
i.e., Eq. (1). If the attacker manages to reduce this value triv-
ially, it remains covert but certainly increases the statistics of
the accidents in cruise control scenarios when many vehicles
are infected. Theoretically speaking, in a sudden brake sce-
nario (apparently initiated by the lead car upon detection of
hazard), we can argue that a crash happens if the stopping
position of the ego vehicle is greater than that of the lead one.
This argument, however, might not always be accurate. In very
rare scenarios, this simplified model might not hold. But with
the real-world deceleration values of the 600-vehicle dataset,
assuming that reaction delays are under 2.9s, we did not come
across such cases. This implies that the above collision model
is accurate enough in practice. A detailed study on this is done
by [40]. To summarize, the collision model translates into the

following:
l
Xe <t§f3p> > xl(ét?)p) (10)
veTr — e > Dg(ve) — v
ctr zae S C Zal
which after some simplification becomes,
_ i _l +2(D,V(Vc)*VcTr) (11)
vZ
de aj c

a; and a, are vehicle-dependent. From a top view, the types of
lead and ego vehicles are not known beforehand, thus both of
these can be considered i.i.d random variables. This implies
that their inverses are also random variables. If we define X £
—1/a,, Y & —1/a;, and C = 2(Ds(v.) — v.T,)/v?, the above
inequality is simplified as,

X>Y+C (12)

Visually speaking, this is a region in a 2D space constructed
by these two new random variables. Figure 3 demonstrates the
region on which the above inequality holds.

The covert attacker/worm is interested in increasing the rate
of accidents in cruise control scenarios. When infected ego
vehicle is following the lead vehicle stably at the cruise speed
and at a distance of Dy > Dy,f., the chance of having a crash
if the lead suddenly brakes (e.g., as a result of seeing a hazard)
can be calculated as follows.

P.=P(X>Y+C)

= / / fxr (X, Y)dXdY (13)
=0 JX=Y+C
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Fig. 3. Visual presentation of the 2D area in which the two vehicles in the
cruise scenario will crash.
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Fig. 4. The proposed IDS architecture for smart and autonomous vehicles.
Each device sitting on the CAN bus can have a dedicated IDS with a potential
ability of intervention. A universal IDS can also be used with a tap on the
bus to monitor the exchanged messages for possible anomalies.

and since X and Y are independent, fyy(X,Y) = Fx(X)Fy(Y).
Equation (13) can now be easily calculated. We will do numer-
ical experiments in Section V to show how a worm can
manipulate the safe distance to statistically increase the rate
of accidents among the infected vehicles.

C. Intrusion Detection

Reaction time is critical in real-time systems such as vehi-
cles. Early detection increases the chances of compensation or
driver reaction. In this section, we propose an intrusion detec-
tion architecture for vehicular Cyber Physical Systems (CPS).
The Intrusion Detection Systems (IDS) developed on the basis
of this architecture have the ability to capture both cover and
non-covert attacks.

Figure 4 shows the proposed IDS architecture for smart and
autonomous vehicles. The demonstration is based on CAN bus,
however, any similar communication protocol can accommo-
date this architecture. The design is non-intrusive, meaning
that car manufacturers do not need to change their electronic
designs for car modules such as ACC, ABS, or Electronic
Control Unit (ECU). Each sensitive device sitting on the com-
munication medium/bus can have a dedicated IDS which is put
between the module and the bus. It monitors both the incom-
ing and outgoing messages. Since each IDS has access to the
bus, it can collect other necessary information for its operation
(e.g., the data sent by sensors over the bus).

In the proposed architecture, a dedicated IDS acts as a “Man
in the Middle”, thus can optionally intervene upon detection
of an intrusion, virtually detach the infected module and take
over to compensate for the attack too. Some compensation
strategies have already been developed for smart/autonomous
vehicle modules [26]. An instance for ACC dedicated IDS
module is provided in the evaluations section.

A universal IDS also exists in this architecture. This com-
ponent can make higher-level observations (e.g., to detect
if certain chain of commands issued by different modules
are normal or not) and also cross-correlate the reports sent
by dedicated IDS modules. This module actually works as
a miniature Security Operation Center (SOC) and makes
federated intrusion detection possible.

V. EXPERIMENTS & DISCUSSIONS

In this section, we conduct a set of experiments and discuss
the consequences of launching the introduced covert attack on
ACC. We additionally design a dedicated IDS for this module
to show how car manufacturers can deal with such threats.

A. Performance Evaluation of the ACC Covert Attack

We use the dataset provided by performancedrive.com.au in
our experiments [41]. This Australian source reviews vehicles
and measures a few performance indicators like the stopping
distance (at 100km/h and on a dry flat road) from which the
maximum deceleration can be estimated. The dataset includes
around 600 vehicles which are driven in Australia. We refer
to this dataset as PD henceforth.

We additionally use the information provided by the
Australian Bureau of Statistics on the makes of vehicles reg-
istered in Australia in 2021 [42]. Australian vehicle owners
must register their vehicles to be allowed to drive them on
roads. Registration is usually done on a yearly basis. This
bureau’s dataset details the top 29 makes (brands) with the
highest number of vehicles on roads. It collects all the others
under the 30th group. According to this dataset, there was a
total of 14,850,675 vehicles registered in Australia in 2021.

In the previous section, we explained that X and Y (or
—1/a, and —1/ay) are independent but identically distributed.
We derived the inverses of the maximum deceleration val-
ues from the PD dataset. Figure 5a shows the corresponding
pdf. However, to calculate the probability of having a crash in
the ACC hard brake scenarios, we need to calculate Eq. (13)
the 2D integration must be done over Fx(X)Fy(Y), however,
Fx(X) or Fy(Y) are not represented by Fig. 5a. The pdf in
Fig. 5a is unscaled. It shows the pdf of the inverses of maxi-
mum decelerations, but in its calculation, each vehicle has been
counted once. However, in reality, the probability of experienc-
ing a certain —1/a upon picking a vehicle randomly depends
on the population of each make and model. We created a scaled
pdf based on the data provided by the Australian Bureau of
Statistics. We populated the vehicles based on their makes. For
each make, we made an approximation and randomly picked
one model that has been reviewed in PD. Figure 5b shows
the scaled pdf of X and Y. Figure Sc shows the joint pdf (i.e.,
Jfxr (X, Y)) along with the area in which the two vehicles crash
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Fig. 5. (a) Presentation of the probability density function of —1/a for
an arbitrary car (derived based on PerformanceDrive dataset [41]. Each car
(make and model) is counted once in this pdf calculation). (b) The probability
density function of —1/a for an arbitrary car (derived based on perfor-
mancedrive.com.au dataset. The cars makes and models are populated/scaled
according to the statistics provided by the Australian Bureau of Statistics in
2021 [42]. (c) A 3D presentation of the joint pdf of X and Y along with the
area in which the two vehicles crash (at the right side of the red intersect-
ing plane). The two axes are random variables whose pdfs are found through
scaling and based on the inverses of vehicles braking decelerations.
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Fig. 6. The probability of having a car crash (collision) for different reac-
tion times versus Dy,f, Which is modified by the worm/attacker. Due to the
difference in scales, the curves are divided into two groups; (a) T = Os,
T, = 0.5s, and T, = 0.75s (b) T = 1s and T, = 1.25s. Non-zero T, values
imply that the worm/attacker has disabled hard braking of the ACC module
and the driver has reacted after T, seconds.

(at the right hand side of the red intersecting plane which is
for a sample modified Dyqf.). Now, calculating Eq. (13) should
be straight forward.

Figure 6 shows the probability of having a car crash
or collision versus Dgup, which is modified by the covert
worm/attacker. The cruise speed is assumed to be 96.6km/h.
A zero T, (in Fig. 6a) means that the worm/attacker has not
disabled the automatic hard braking of ACC. But all other

Drel/Dsafe

_x
3¢
_4“

%
.
-2

Ve / Vcruise

Fig. 7. Three features of the ACC intrusion detection system space
along with a few symbolic normal working points. The three features are
Dyet/Dsafes e/ Ve (OT Ve/Veruise) and a. The fourth one is T which could not
be demonstrated.

curves have non-zero 7, values which imply that the hard
braking has been disabled and the driver has responded after
a delay. The T, = O curve shows that if the worm or attacker
does not disable the hard braking of ACC, the effect of attack
will not be significant. However, if it does so, the crash prob-
ability will heavily depend on the reaction time of the driver
(if it is not a completely autonomous and driverless vehicle).
In all other curves of Fig. 6, we have assumed that the driver
reacts after some time (i.e., 7, > 0), meaning that he/she
takes the control back from the ACC module upon seeing the
front vehicle’s sudden brake. The curves are divided across
two plots to better show the wide scale of crash probabili-
ties. In this part, we design an evaluate a dedicated ACC
IDS based on the framework proposed in Section IV-C. There
are two approaches to design such an IDS module. One can
make a strict IDS which also monitors the expected behavior
of the specific ACC controller installed on the vehicle, or a
generic less strict one which checks the high-level behaviors
expected from the ACC module under different conditions. In
this section, we take the second approach.

Following machine learning principles, we define four fea-
tures, namely Dye;/Dgqfe, Ve/Ve, a (acceleration) and t, where
T is the duration of stay in undesired/unsafe zones. We will
explain this feature later. The ingredients of the first three fea-
tures have already been introduced. These three construct a
3D space as shown in Fig. 7. Note that the actual decision
space is four dimensional. However, since demonstration of a
4D space is not possible on paper, we have left the fourth one
out and will explain it later.

Normal operation of an ACC creates some points in the fea-
ture space. We argue that these features are discriminant and
anomalies can be separated from the normal working points
in this space. Figure 7 shows a few symbolic normal work-
ing points in the space. It is obvious that if Dy, < Dygpe
and v, < v, the vehicle should accelerate. However, if
Dye; < Dgge OF Ve > Ve, the vehicle should decelerate. Any
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other behavior is considered abnormal. We have drawn two
imaginary lines on the figure at Dyj = Dy4fe and v, = v which
divide the plane into four regions (and the 3D space into eight
regions of cubic shape with open ends at the acceleration and
deceleration directions). According to our discussion, four of
the cubic regions contain normal working points, thus the other
four should be deemed abnormal (ignoring the fourth dimen-
sion). Now that we have explained the first three features and
the space they make, we introduce the fourth one (i.e., 7). 7 is
the longest time the vehicle spends in the abnormal regions.
If the ACC controller is not compromised and is genuine, it
tries to bring the vehicle back to a safe working point in a rea-
sonable time. This fourth feature can cause a delay in decision
making (as we have to wait for the measurement to finish), but
significantly reduces the false positives (and indirectly false
negatives). If 7 is too small, the IDS might raise false alarms
as a result of controller overshoots. If it is too long, the IDS
can miss short-duration attacks. With these four features, we
have a 4D space in which the normal working area of a vehi-
cle ACC is well defined and separable from potential abnormal
ones. We design a decision-tree binary classifier based on the
features introduced. We set T = 0.3s which along with the 3D
regions introduced, defines the normal operation boundaries.
Any working point outside these boundaries in the 4D space
is considered anomaly and triggers the IDS flag.

To test this ACC IDS, we conduct a simulation. In a
specific scenario, we pick a 2019 BMW Z4 sDrive30i to
be the lead and a 2019 Suzuki Jimny to be the ego, thus
the maximum decelerations will be @; ~ —10.6m/s?, and
a, ~ —7.2m/s* (based on approximations on the PD data).
The other parameter values used in the experiment are as fol-
lows. The initial position of the lead vehicle and that of the
ego vehicle are x;(0) = 80m and x.(0) = Om. The initial
velocity of the lead vehicle and that of the ego vehicle are
vi(0) = 27.78m/s and v,(0) = 25m/s. We also assume that
T, = 1s, Tgap = 1.4s, Dyefgur = 10m, and v, = 32m/s.
We assume the worm/attacker has changed Dgefaur to O and
disabled automatic hard braking in ACC when it infected the
module and that this experiment happens after the infection.

B. Intelligent Intrusion Detection System

Figure 8 shows the simulation result. As it can be seen,
the lead car hard brakes at + = 40s and the ego car’s driver
reacts after 7, (since as we mentioned, the worm/attacker has
disabled automatic hard braking in the infected ACC module).
The crash happens at t = 43.5s. To show what would happen
if there was only one car in the scenario, we have continued
the simulation afterwards, as if the cars were in parallel lanes.
The red lines show the cars dynamics after the collision time.
Note that in reality when the ego is behind the lead, these
red curves change. For example, D, flattens at O and both
accelerations are zeroed after the crash.

Nevertheless, way before all these happen, the IDS that
works based on the original values of Dgefuui; and Tgqp, has
raised a flag (at + = 10.3s). In this simulation scenario,
we have not included any compensators in the IDS mod-
ule. Without compensation or driver intervention, this scenario
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Fig. 8. The cover attack scenario that is launched by changing Dg,f (from
49.2m to 39.2m). At t = 40 the lead vehicle hard brakes and the crash happens
at + = 43.5. The red lines are imaginary and show independent behaviors of
the cars after the crash time (as if they were in parallel lanes).

leads to an accident. However, if the early warning of IDS was
brought to the driver’s attention (in order to take the control
back from the ACC) or a compensator was embedded in the
dedicated IDS module, the accident would be avoided.

VI. CONCLUSION

In this paper, we devised a novel covert attack that can be
launched by malwares or worms spreading in intelligent trans-
portation systems via either vehicular networks or consumer
devices. The idea is to infect vehicle electronic modules and
covertly manipulate the module operation or settings so that
human observers are not alarmed but a rise in accident statis-
tics is experienced. As a case study, we analytically studied
the effect of such an attack on the Adaptive Cruise Controller
(ACC) module. We additionally proposed a new add-on-like
Intrusion Detection System (IDS) to defend against these
attacks. The architecture of our IDS is non-disruptive and does
not require any redesign of vehicle modules, thus can be eas-
ily adopted by car manufacturers. By conducting simulations,
we tested both the proposed attack and an instance of ACC
IDS with real-world datasets acquired from the Australian
sources. The results confirm our expectations about the power
of the attack as well as the effectiveness of the designed
IDS. As a future work, we will study other critical vehic-
ular modules and extract their behavioral features to build
dedicated IDSs.
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