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ABSTRACT

In the era of growing threats posed by the development of quantum
computers, ensuring the security of electronic services has become
fundamental. The ongoing standardization process led by the Na-
tional Institute of Standards and Technology (NIST) emphasizes the
necessity for quantum-resistant security measures. However, the
implementation of Post-Quantum Cryptographic (PQC) schemes,
including advanced schemes such as threshold signatures, faces
challenges due to their large key sizes and high computational com-
plexity, particularly on constrained devices. This paper introduces
two microcontroller-tailored optimization approaches, focusing on
enhancing the DS2 threshold signature scheme. These optimizations
aim to reduce memory consumption while maintaining security
strength, specifically enabling the implementation of DS2 on mi-
crocontrollers with only 192 KB of RAM. Experimental results and
security analysis demonstrate the efficacy and practicality of our
solution, facilitating the deployment of DS2 threshold signatures
on resource-constrained microcontrollers.
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1 INTRODUCTION

In a (n, t)-threshold signature scheme, n parties can jointly gen-
erate a single public key from their n private shares of the secret
key. This secret key can be used to securely sign messages if and
only if t parties collaborate in the signing process. Moreover, no
group of t — 1 colluding parties should be able to recover the se-
cret key. Though they have been studied for a long time [16, 23],
these signatures received renewed interest in recent years due to
their practical applicability to Blockchain technology and electronic
transactions, including cryptocurrencies such as Bitcoin [7]. For
instance, in blockchain networks, threshold signatures are used for
multi-signature wallets. Specifically, multiple parties have to col-
laborate to sign a transaction, enhancing security and reducing the
risk of single points of failure. Notably, in 2023, National Institute
of Standards and Technology (NIST) has published a draft for their
First Call for Multi-Party Threshold Schemes [10], which reflects
the growing interest in these schemes.

The emergence of quantum computing poses a growing threat
to cryptographic security, necessitating a shift towards Quantum-
Resistant (QR) signatures. This is also a call for long-term security,
as the development of a quantum computer could enable attackers
to retroactively compromise previous digital signatures. Therefore,
passing to QR schemes is needed not only to preserve the integrity
of future communications but also to protect the authenticity of past
digital signatures from potential attacks. Addressing this concern,
Damgaard, Orlandi, Takahashi, and Tibouchi [13] proposed a two-
round n-out-of-n signature scheme, namely DS2, with low round
complexity derived from the Fiat-Shamir with Aborts (FSwA) para-
digm [27]. DS2 signature is a distributed variant of the Dilithium-G
signature [19], with its security proof based on the hardness of
Module Short Integer Solution (MSIS) and Module Learning with
Errors (MLWE) problems. Notably, Dilithium is one of the signa-
tures selected for standardization by NIST in 2022', underscoring
its suitability for post-quantum security challenges.

However, QR schemes come at a price, i.e., keys/signatures are
significantly bigger and they can be computationally demanding.
This makes QR deployment on constrained devices prohibitive
without suitable cryptographic co-processors, secure outsourcing
computations or code optimization methods. Currently, several
techniques have already been suggested to overcome memory and

Lhttps://csre.nist.gov/Projects/post-quantum- cryptography/selected-algorithms-
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computation issues, such as key-reduction techniques in [19] (for
Dilithium) and hybrid implementation involving the constrained
device only for the secure computation [38] (for Classic McEliece).

The first practical implementation of the DS2 algorithm was
developed by Dobias et al. [18], where the algorithm was slightly
modified to rum with Dilithium scheme instead of Dkiluthium-G
signature. The scheme was executed on a Linux environment hosted
on a Raspberry Pi. For the benchmarking, the Dilithium-G weak
parameters [20] were used, that is setting the matrix dimension
to k = £ = 2. Note that this setting is not in line with the current
security recommendation according to the Federal Information Pro-
cessing Standards (FIPS) 204 [32]. Finally, the number of signers
were fixed to 10. Notably, this implementation necessitates a con-
stant allocation of at least 176,256 bytes of Static Random Access
Memory (SRAM) to store data related to parties and resultant signa-
tures. Furthermore, it requires a minimum of 445,744 bytes of both
heap and stack allocated memory for temporary parameters and
data buffers. Accordingly, a microcontroller with a minimum of 640
KB of SRAM is essential to execute this DS2 implementation effec-
tively. Moreover, this implementation relies on the transmission of
substantial data volume over the network, amounting to hundreds
of kilobytes. Such extensive data transfer could potentially intro-
duce bottlenecks, particularly when utilized in conjunction with
low-powered Wireless Personal Area Network (WPAN) standards
such as 802.15.4. It is worth noting that only a limited selection
of microcontrollers available on the market currently meet these
memory and networking requirements.

1.1 Contribution

Seeking to bridge the knowledge gaps, we focus on the develop-
ment, implementation, and practical deployment of a DS2 signature
scheme with minimum RAM memory requirements. It will allow us
to run DS2 even on memory-limited microcontrollers widely used
in industrial and Internet of Things (IoT) ecosystems. Specifically,
we seek to answer the following Research Questions (RQ):

(RQ1) How can threshold signature schemes be optimized for prac-
tical deployment on resource-constrained microcontrollers
while maintaining security and efficiency?

(RQ2) What are the most effective optimization methods for re-
ducing memory complexity and computational overhead in
threshold signature schemes?

The first implementation of DS2 scheme was introduced in [18].
However, a decrease of the key size, and therefore, of the security
strength was needed to let the signature run on ARM Cortex-M3
and ESP32. This paper seeks to build on the conclusions of previous
work by:

(1) Introducing an optimization method enabling the implemen-
tation of a DS2 scheme with (2,2)-threshold on the chip
STM32WB55RGV6 with 192 KB bytes of RAM.

(2) Introducing an optimization method based on secure out-
sourcing of computation outside the microcontroller to re-
duce memory complexity by 90%. This optimization allows
to extend the signature from 2 to an unbounded number of
signers.

(3) Providing several experimental results showing the efficiency
of our solution on off-the-shelf microcontrollers. Note that
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both optimizations are presented for parameters achieving
NIST signature security level 2, however, they do not depend
on the signature security level and can be easily generalized.

While Points (1) and (2) answer to (RQ1), Point (3) evaluates the
answer to (RQ2). It is important to mention that our implementation
is open-source and available on the public GitLab repository?.

The rest of this article is organized as follows. Section 2 exten-
sively reviews the state-of-the-art for QR schemes optimizations
on constrained devices. Section 3 presents the basic structure of
both proposed DS2 optimizations, and lists the selected parameters
and the implementation practical aspects. Section 4 provides the
security analysis of the scheme. Both Sections 3 and 4 reflect (RQ1).
Section 5 reports the experimental results and reflects (RQ2). Sec-
tion 6 sums up some open problems and potential extensions of the
DS2 signature. The final section contains the conclusions.

2 RELATED WORK

Memory-constrained implementations of post-quantum threshold sig-
natures. To the best of our knowledge, Dobias et al. [18] provide the
only memory-optimized implementation of post-quantum thresh-
old signatures. They implemented the DS2 [13] scheme with some
additional tweaks that further improve its performance. However,
in order to run DS2 on memory-constrained devices, such as the
ARM Cortex-M3, they had to use alternative parameters providing
inadequate security (< 128 bits).

Furthermore, there is only few implementations of other post-
quantum threshold signature schemes. For example, Alkadri et
al. [2] proposed a lattice-based (n, n)-threshold signature scheme
designed to be more efficient than DS2 [13] in the case where the
number of participants is small. They provide a proof-of-concept
implementation in C++ and evaluate their scheme on a MacBook
Air M1. Del Pino et al. [15] provided a lattice-based (n, t)-threshold
signature scheme called Raccoon that "supports a threshold size
as large as 1024 signers". The scheme relies on the same hardness
assumptions as Dilithium [19]. They developed a high-performance
implementation of the scheme and benchmarked it on a desktop
system with an Intel i7 CPU. Thus, their implementation does not
focus on memory-constrained devices. Laud et al. [26] proposed a
lattice-based (2, 2)-threshold signature scheme called DiLizium 2.0,
which can be seen as a version of DS2 [13] using Dilithium [19]
(as opposed to Dilithium-G [20] used in DS2). They implemented
the scheme in Java and provide some brief benchmark results on
a desktop system with an AMD Ryzen 5 CPU and 16 GB of RAM.
Their implementation can be seen as a proof-of-concept and does
not focus on memory optimizations. Note that the aforementioned
implementations [2, 15, 26] do not appear to be public as the papers
either do not provide links to repositories or, if they do, they are
expired.

Constrained implementations of post-quantum algorithms. From
the beginning of the NIST Post-Quantum Cryptography (PQC)
standardization process, NIST encouraged submitters to consider
the performance of their algorithms on resource-constrained de-
vices [30]. Consequently, there has been a lot of research evaluating
and implementing post-quantum KEMs and post-quantum signa-
tures on such devices. In particular, the pqm4 [24] library provides

Zhttps://gitlab.com/brno-axe/pqc/ds2ram
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implementations of post-quantum algorithms that are optimized
for the ARM Cortex-M4. Specifically, their optimizations involve
custom assembly code. Note that pqm4 does not contain implemen-
tations of all post-quantum algorithms in the NIST PQC standard-
ization process [30]. From KEMs, it supports BIKE [3] and Kyber [8]
and from signatures, it supports Dilithium [19] and Falcon [33].3
More importantly, it does not focus on advanced primitives such
as threshold signatures. Tasopoulos et al. [37] integrated the pqm4
library into WolfSSL, a TLS library, in order to evaluate the perfor-
mance of post-quantum TLS embedded systems.

In [9] Botros et al. provided a memory-efficient implementation
of a lattice-based KEM Kyber [8] for ARM Cortex-M4. Their im-
provements come from optimizing the number-theoretic transform
(NTT), which provides in-place polynomial multiplication resulting
in less stack space usage, and specific tweaks to Kyber’s subroutines.
Similarly, Sanal et al. [35] produced an speed-optimized implemen-
tation of Kyber for 64-bit ARM Cortex-A. Their improvements come
from using the SIMD (vector) instructions available on a 64-bit ARM
Cortex-A. Saber [14], an another lattice-based KEM, has also been
the scope of optimized implementations for resource-constrained
systems: an ARM implementation by Karmakar et al. [25] and an
implementation for ESP32 by Wang et al. [39].

Classic McEliece [28] is a code-based KEM with significantly
larger public keys compared to the rest post-quantum algorithms;
its smallest public key is 261,120 bytes whereas Kyber’s smallest
public key is 800 bytes. As a result, there have been a memory-
optimized implementations of Classic McEliece which employed
novel techniques to handle the large public keys. Urian et al. [38]
propose to offload the non-critial key generation steps on an un-
trusted device with larger memory. Alternatively, Roth et al. [34]
devise a method how to stream the public keys into RAM from
the larger flash memory which was further improved by Chen et
al. [12].

Gonzalez et al. [21] focused on implementations of post-quantum
signatures on resource-constrained devices. Specifically, they im-
plemented signature verification for Dilithium [19], Falcon [33],
SPHINCS+ [4], GeMSS [11] and Rainbow [17]* on ARM Cortex-M3
with 8 KB of memory. Niederhagen et al. [29] extend their work to
provide also key generation and signing for SPHINCS+.

In [22] Greconici et al. present implementations of Dilitithum
optimized for ARM Cortex-M3 and ARM Cortex-M4 in which they
propose several strategies how to balance between memory con-
sumption and speed during signing.

3 PROPOSED ARCHITECTURE

Building upon the implementation by Dobias et al. [18], the
DS2 signature scheme, taking into account the chosen parameters
k = ¢ = 2 and the number of parties n = 10, requires a constant
allocation of at least 176,256 bytes of SRAM to store data related to
parties and resultant signatures. Additionally, it necessitates a mini-
mum of 445,744 bytes of both heap and stack allocated memory for
temporary parameters and data buffers. Consequently, a microcon-
troller would require a minimum of 640 KB of SRAM to effectively

3pqm4 also contains implementations of a few PQ signatures, such as MAYO [6] or
PERK [1], from the additional PQ signature standardization process by NIST [31].
4GeMSS and Rainbow have since been broken [5, 36].
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Table 1: Choice of parameters for DS2 scheme.

n a o B M

2 22 298694 27034695 | 1.7272
5 55 746735 67586737 | 1.2440
10 | 110 | 1493470 | 135173474 | 1.1153

20 | 220 | 2986940 | 270346948 | 1.0561
50 | 550 | 7467350 | 675867370 | 1.0221

execute this DS2 implementation. Moreover, this implementation
relies on the transmission of substantial data volumes over the
network, amounting to hundreds of kilobytes. Such extensive data
transfer could potentially introduce bottlenecks, particularly when
utilized in conjunction with low-powered WPAN standards such
as 802.15.4. It is worth noting that only a limited selection of micro-
controllers available on the market currently meet these memory
and networking requirements.

In this article, we present two levels of optimizations. At first,
we explore memory and communication optimizations aimed at
enabling the implementation of the DS2 scheme to run on a mi-
crocontroller. Note that without these optimizations, the signature
would not be executable. However, this implementation restricts
the number of signers to 2. We refer to Section 3.2 for more de-
tails. Hence, we propose securely outsource calculations outside the
microcontroller to reduce memory complexity. This optimization
allows us to extend the signature from 2 to an unlimited number
of signers. We refer to Section 3.3 for more details. The security
requirement and the chosen parameters are specified in Section
3.1. Our implementation is open-source and available on the public
GitLab repository®.

3.1 Chosen parameters

The recommended parameters for the level 2 security strength
from the NIST specification! were used since Damgaard et al. [13]
does not provide the instantiation of the parameters. Specifically,
N = 256,q = 8380417, (k,£) = (4,4),5 = 5,k = 60,d = 12. Note
that the Dobias et al. implementation [18] selected parameters rec-
ommended for the security strength level 1. Additional parameters
specific to the DS2 scheme were chosen to satisfy the required
bounds specified in [13] and to reduce the complexity of communi-
cation and the size of the resulting signature. For different number
of parties n and targeting the expected total number of rejections
during the signing phase to be M = 3, the selected parameters
Shttps://gitlab.com/brno-axe/pqc/ds2ram

Lhttps://csre.nist.gov/Projects/post-quantum- cryptography/selected- algorithms-
2022

Algorithm 1Mult(n,m, h, (Geng,sa), (Genp, sg))
1: Fork € [0,n—1] do
2 For j € [0,h—1] do

3 B[k][j] = Geng(sp, j. k)

4 Forie [0,m—1] do

5 Ali][k] = Gena(sa, i, k)

6

7:

Res[i][j]+ = A[i][k] - B[k][J]
Return Res
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Algorithm 2 KeyGen (1¥)

Algorithm 4 Sign(pk, skp, 1 € M)

. pns Ps,, — {0,1}25¢ := SHAKE-256(1%)

: Send out pj,

: Receive p;;i € [n—1]

: p = SHAKE-256(p1, p2, .-s P1n)

-ty == Mult(L k, 1, (SHAKE-256, p), (SHAKE-256, ps, ) +8p; 8 i=
last k bits of SHAKE-256(ps,, )

¢ (tp,, tn,) := Power2Round(ty,, d)

- gn == SHAKE-256(tp,)

: Send out g,

: Receive gj;i € [n—1]

10: Send out ty,

11: Receive t;; and check g; = SHAKE-256(t;,);i € [n—1]

12: ty = Zie[n] ti,

13: tr € {0,1}°12 := SHAKE-256(p, t1)

14: return pk = (p, t1,tr), skn = (ps,. tn,)

R W N e

o 0 N

are presented in Table 1. In particular, M states for "the expected
number of restarts until a single party can proceed’, B for "the
maximum L2-norm of signature share z; for j = 1,...,n", o for
the "standard deviation of the Gaussian distribution", and « for a
"parameter defining o and M". Note that a new commitment needs
to be sent any time a rejection appears, therefore, for each rejection
the transmitted data increases by d¢om = 5888B for the standard
DS2 scheme. Moreover, the total transmitted data ds ig increases lin-
early with the number of rejections. Finally, the parameters for the
lattice-based commitment scheme (i.e., Algorithm 3) were chosen to
satisfy the specified bounds. Specifically, the following parameters
were chosen: § = 2059, s = 815, B = 48414, = 23, w = 23. We refer
to [13], Section 5.2 for more details.

3.2 Compression Optimization

This section introduces memory and communication optimizations
aimed at enabling the implementation of the DS2 scheme to run on
a microcontroller. It is noteworthy that without these optimizations,
the signature would not be executable. Specifically, we consider the
following optimizations:

O1 Dynamic Value Computation. If a value can be recon-
structed from the ones we already have access to, we com-
pute it only when needed and then discard it. This approach
helps save memory, as we do not store or transmit values
that can be reconstructed from known ones.

02 Matrix generation and multiplication. Matrices and vec-
tors are generated one block at a time, where each block is
represented by a single polynomial. Note that polynomials
are the entries of matrices and vectors, and any calculations
can be split to manage "only" two polynomials at once. There-
fore, we limit the system to generate the blocks needed at

Algorithm 3 Commit (wy, pr,,, Pck)
1: comy :=Mult(68, k, k, (SHAKE-256, p; ), (SHAKE-256, p.1))
2: comp+ = wp
3: return comy

T pere € {0,1}°12 .= SHAKE-256(p, tr) > SE/CE
2 Pros Py, — 10,1312 := SHAKE-256(1") > SE
3: Wy = Mult(L k, 1, (SHAKE-256, p), (SHAKE-256, py,,)) + ¥n:
¥n = last k bits of SHAKE-256p,,) > SE
4: comy = Commit(Wn, pr,, Pck); > SE
5. Send out comy, > SE
6: Receive com;;i € [n—1] > CE
7: COM 1= Yie[n] COM; > CE
8 pe € {0,1}°12 := SHAKE-256(com, 11, tr); > CE
9: Send out p, > CE
10: Receive p, > SE
11: ¢ := SHAKE-256(p,) > SE/CE
12: Zp = (;Z;) ‘= €Sy + Yn; sn = SHAKE-256(ps,) > SE

13: Rejection sampling on  (csp,zy), with  probability
min(1, DK (z,) /(M - DE** (25, 1)) continue, otherwise go

to Line 3 > SE
14: Zp, = Zp, — Cty, > SE
15: Send out (zp, pr,,) > SE
16: Receive (z;, pr;);i € [n—1] > CE
17: Fori € [n—1] do
18 w;= Az —ct;, - 2% > CE

19:  If ||zi||2 > B or Open(pck, com;, pr;, W;) # 1 then abort >
CE

20: Z:= Zie[n] zZj > CE

21: return X = (pc, Z, Pry, Prys - Pry)

Algorithm 5 Open(p,x, com;, pr,, W)

1 comy, = Mult(68,k, k, (SHAKE-256, py, ), (SHAKE-256, pcr))
2 comp+ = wp

3. If com; == com,, return 1

4: Else return 0

any given moment. Accordingly, the multiplication of a ma-
trix with a vector becomes a block-by-block product of two
polynomials at a time. However, this make the computa-
tion more time consuming since the same block need to be
generated multiple times. Let Aand Bbe m X nand n X h
matrices, respectively. Algorithm 1 shows the computation
of the product Res = A - B, where Geny and Geng are the
algorithms for generating each matrix with respective seeds
sq and sp,. Note that in case of a matrix-vector multiplication
h will be equal to 1 in Algorithm 1.

O3 Transfer through seed. Randomly generated matrices and
vectors can be sent through the seeds used to generate them.

The aforementioned optimizations are applied as follows:

e O2-Algorithm 2, Line 5 and Algorithm 4, Line 3: Both

tn and wp are computed multiplying matrix A « R’,;XHk
with a randomly generated secret vector, respectively s, =
[8nl5n] « Sff“k and y, = [§nlyn] — DK. Note that
A := [A]I], where A « R’,;X[ and I is the k X k identity
matrix. For instance for t,, Algorithm 1 generates both A
and the first ¢ elements of s, block-by-block and multiply
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Microcontroller

> OR PC
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Figure 1: Outsource optimization: Architecture.

them. This approach allows to represent A, s, and y, in
constant memory size of 3 KB (1 KB each), independent of k
and ¢.

e O2-Algorithm 4, Lines 1 and 2: The commitment key ck
and the random parameter r,, in the original DS2 scheme
occupy at least 138 KB each. Therefore, we represent these pa-
rameters by their respective seed values p;,, and p.x, which
are 64 bytes each. The p. is the short hash derived from the
message and the parameter tr.

e O2-Algorithm 3 and Algorithm 4, Line 4: The Commit-
ment key ck and the random parameter r, are generated
from the respective seeds one block at a time. The compu-
tation of the commitment is also done block by block. This
approach reduces the buffer sizes for both ck and r,, from
138 KB to 1 KB each. Note that ck is generated uniformly
and rp, is generated normally and, therefore, their generation
takes different amount of time.

e O2-Algorithm 4, Line 19 and Algorithm 5: The Open al-
gorithm uses the same optimization function as the Commit
and follows the same logic of block-by-block computation
from the given seeds.

Algorithm 6 Verify(pk, %, u € M)

¢ := SHAKE-256(p,)

: Forie[n-1]do

r/ := SHAKE-256(py,) < D(Sy, pr;)

"= Tien] T}

. ck = SHAKE-256(p, pk)

w = Az—cty - 29

. ¢’ := SHAKE-256(Commi t . (W', '), s1, SHAKE-256(p, t1))
: If ||z||2 < vVnB and ¢ = ¢’ return 1

: Else return 0

N B R S~ I R

e O2-Algorithm 4, Lines 8-11: The challenge polynomial
is generated from the seed p¢, which is 64 bytes long. The
seed is generated from the calculated commitment com in
the form of a matrix of polynomials. Instead of sending the
whole matrix to the SE node, the seed is sent in a single
packet. Accordingly, the SE node can regenerate the chal-
lenge polynomial ¢ from the seed.

e O3-Algorithm 4 - Lines 15-16: the algorithm sends the
seeds p;, instead of the whole matrix r;, which allows elim-
inating a bottle neck caused by the slow communication
speed (on average it takes 5 s to send 138 KB matrix at 250
Kbps).

e Ol-Algorithm 4, Lines 20 and 21: The signature contains
all received seeds py, and p., instead of the resulting pa-
rameter r. This allows for a reduction in the signature size
from 143 KB to 5 KB. Therefore, the following computation
is omitted 1 := Y[ p) Ti-

3.3 Outsource Optimization

In this section, we introduce another optimization technique aimed
to further reduce memory footprint and removing the limit of
maximal number of participating parties. Our system consists of
two parts: a security-critical part and a non-security-critical part.
The security-critical part, namely the Secure Element (SE), performs
operations requiring secret knowledge and must be executed on
the microcontroller itself. Conversely, the non-critical part, referred
to as the Central Element (CE), contains operations that do not
require secret knowledge and can be performed either on another
microcontroller or on a host computer connected to the CE.

The original DS2 scheme, proposed by Damgaard et al. [13] and
implemented by Dobias et al. [18], employs a full-mesh topology
for communication among parties. While robust, this architecture
mandates each party to store additional information about all other
parties and the random values generated by them. To mitigate this
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Microcontroller

SE

DS2-KeyGen (Alg. 2)

Public Key: pk = (p, t1,tr)

DS2-Sign (Alg. 4): Lines 1-4 l DS2-Sign (Alg. 4): Line 1 ]

Part of Commitment: com,,

[ps2-sign (Alg. 4): Lines 7-8, 11]

Commitment seed: p,

( ______________________

DS2-Sign (Alg. 4): Lines 11-14

Part of Signature: (z,, p;,)

[ ps2-sign (alg. 4): Lines 17-20 |

l Return the signature: ¥ ]

Figure 2: Outsource optimization: communication flow be-
tween SE and CE.

issue, the CE aggregates data from all parties and partially offloads
the nodes, relieving them of the burden to perform non-security-
critical complex calculations. Consequently, we effectively change
the network topology from "full-mesh" to "star" configuration.

Figure 1 depicts the system architecture with the addition of a
CE. Each secure element SE; computes part of the signature with
the help of the CE. Then CE generates the final signature ¥ from the
partial information. Note that the Verifier is not part of the signing
process and can be represented by either a PC or microcontroller.
Accordingly, the compression optimizations (see Section 3.2) are
only necessary in the latter case.

Figure 2 sketches the communication flow between a SE and the
CE. It is worth noting that Algorithm 2 for key generation remains
based on "full-mesh" communication. In fact, the introduction of
the CE would not release the SE of the memory-demanding com-
putations. Specifically, in Algorithm 2, Line 5 requires knowledge
of the secret value s,, , thereby requiring execution within the SE.
Moreover, the introduction of a CE and, consequently, a "star" net-
work, may introduce security concerns, as discussed in Section 4.
On the contrary, in Algorithm 4, the SE is relieved of matrix-matrix
multiplications, specifically Lines 3 and 19, that are outsourced to
the CE. Finally, Algorithm 6 is solely involved in the verification of
the signature.

4 SECURITY ANALYSIS

In this section, we prove that our optimized DS2 scheme is com-
plete and secure. To do so, we prove that the Verify algorithm is
sound and correct, and therefore, only valid signatures generated
by authorized parties will be always verified correctly, and invalid
signatures will always fail verification. Then, we prove that KeyGen
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and Sign algorithms are secure and do not leak any information
about the individual parties’ secret keys.

THEOREM 4.1 (VERIFICATION SOUNDNESS AND CORRECTNESS).
The verification process in Algorithm 6 (Verify) is correct and sound.

Proor. For the signature to be accepted, we need to show that
the newly computed ¢’ is equal to c, that is SHAKE-256(p.) =
SHAKE-256(com, p, tr) is equal to SHAKE-256 (Commit i (W', 17), y,
SHAKE-256(p, t1)). If this equality holds, it means that the signa-
tures z, were generated by the authorized parties knowing the
shares sp, of the common secret key. Since tr is equal to SHAKE-256
(p, t1)), this can be done by proving that com is equal to Commit g
(w’,1"). Note that

Y= Z r) = Z SHAKE-256(py,) = Z =t
i€[n] i€e[n] i€[n]

Therefore, the commitments equality can be proven as follows:

Commit e (W, 1) = Commitopr (Az — cty - 27, 1)

= Commit g ( Z Az; —ctjy ~2d, Z r;)
i€[n] i€[n]

Z Commit g (Az; — ctiy - 2%, 17)

i€[n]

Z Commit(wi, rj) = Z com; = com

i€[n] ie[n]

Note that it is straightforward that ||z||2 < v/nB since the signers
only output a signature shares that respect ||z;||2 < B. We refer to
[13], Lemma 2 for more details. ]

THEOREM 4.2 (KEY GENERATION SECURITY). The key generation
process in Algorithm 2 (KeyGen) is secure.

Proor. The Algorithm 2 does not leak any information about the
individual parties’ secret keys as we do not modify the communica-
tion model of the original DS2 scheme. In fact, we kept a "full mesh"
communication to avoid any possible misbehaving of malicious CE.
In the algorithm, p represents a committed random value agreed be-
tween involved parties. Therefore, outsourcing its computation to a
CE could cause a security risk. For example, a malicious CE would
be able to pilot the computation of matrix A by sending its own p’
instead of a fairly computed value p = SHAKE-256(p1, p2,- - , pn)
to each SE. O

THEOREM 4.3 (SIGNING SECURITY). The signing process in Algo-
rithm 4 (Sign) is secure.

Proor. It is worth noting that a malicious CE can break the cor-
rectness of the verification process in such a way that the signature
generated by authorized parties will fail verification. It can be done
easily by spoofing the transmitted data between signers. However,
the Algorithm 4 does not leak any information about the individual
parties’ secret keys to any misbehaving CE. In the algorithm, the
signer uses the secret key s, to compute Proof of Knowledge (PK):
Zn = (;"1) = ¢Sp + Yn, Where ¢ = SHAKE-256(p.), and p is the

n;
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challenge computed by CE. This PK does not reveal any informa-
tion about s, even if the CE would have complete control over the
challenge ¢, which it does not have since the output of the hash
function SHAKE-256(p.) is unpredictable by CE. O

5 IMPLEMENTATION RESULTS

To evaluate our implementation, we use the STM32WB55 microcon-
troller with an embedded low-power radio which is compliant with
IEEE 802.15.4-2011 standard. An important limitation point is that
the STM32WB55 has only 256 KB SRAM1 available. Furthermore,
the SRAM1 consists of 192 KB of actual RAM memory and 64 KB of
hardware memory parity check. It is also worth mentioning that the
STM32WB55 provides access to the NIST-compliant true random
number generator® that brings more security to the implementa-
tion. Besides constrained microcontrollers (MCU) deployed on the
signers’ devices in form of SEs, we use also a computationally more
powerful device in the form of a Personal Computer (PC) repre-
senting the CE. Table 2 shows more details about the hardware
specification of deployed devices.

Table 2: Hardware specification of deployed devices.

| Device | MCU/SE | PC/CE |
Chip Cortex-M4 | Core i5-11400H
Number of cores || 2 (M4 & M0+) 12
Frequency 64 MHz 2.7 - 4.5 GHz
RAM memory 192 KB 16 GB
Wireless standard 802.15.4 803.11 Wi-Fi

Below, we provide more details about our DS2 implementation.
Namely, Section 5.1 presents the implementation of our trans-
portation layer protocol to the 802.15.4 MAC frame payload to
ensure a smooth data exchange between SE nodes at the applica-
tion level. Section 5.2 presents the implementation of our memory-
optimisation techniques and their evaluation. Finally, Section 5.3
presents benchmark results of our implementation.

5.1 Communication protocol

For communication between nodes, a Medium Access Control
(MAC) layer of the 802.15.4 standard is used. Therefore, in order to
correctly identify data and its source in the network, we created
a simplified transportation layer protocol. The maximum 802.15.4
MAC frame payload length varies between 72 and 116 bytes, de-
pending on the length of the MAC frame header. We reserve 8 bytes
for the packet header and, from empirical experience, we limited
data length to 100 bytes. Each SE node is given its own ID from 0
to 253. Node IDs 254 and 255 are reserved for CE and broadcast,
respectively. The structure of the packet is shown in Figure 3.

5.2 Memory consumption analysis

The memory footprint of the original DS2 implementation [18]
consists of several parts: the static memory region (Mszq¢ic), which
stores data for the public key (M) of the party, secret key (My),

6STMICROELECTRONICS, 2022. Datasheet - STM32WB55xx STM32WB35xx. STMi-
croelectronics. Available at: https://www.st.com/en/microcontrollers-microprocessors/
stm32wb55rg.html
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Figure 3: Packet structure.

and the resulting signature (Msign), as well as the stack-allocated
memory (M;qcx) and heap-allocated memory (Mpeqp), Which are
used for the storage of temporary values during computation. Let
k, ¢, T; be the dimensions of the matrices, N the number of coeffi-
cients in each polynomial, and n the number of parties involved.
Therefore, the memory complexity for static parameters without
signature can be described by Equation 1, for the signature by Equa-
tion 2, for the stack by Equation 3, and for the heap by Equation
4.

Mtatic = 4AN(k(€ + (n+2)) + £+ (n + 2)k?) (1)
Msign = 4N (k + £+ kT;) +5 (2)
Mgpack = 4N((k+ DTp +50+ 7k +1) + 3N (2k + £ + k%)
)
Mpeap = (k+1)(3N - Tc) (4)

If we take into account that the parameters N = 256 and T;; = 69
are constants, the total memory footprint of the DS2 implementa-
tion developed by Dobias et al. [18] depends on the chosen security
level and the number of parties. Additionally, the largest portion
of the memory will be occupied by the commitment key ck, the
pseudo random matrix r (which is part of the resulting signature),
and additional memory buffers to store the shares of the matrix r,
generated by each party.

Application of our first optimization technique allows us to rep-
resent A, s1, sz, ck, and r by a single polynomial each, along with
random seeds p ps;, pck and py,, where i € [1---n]. Each seed has
a length of s bytes, thus eliminating the dependency of Equations 2,
3, and 4 on the parameter T;. This, in turn, permits us to completely
remove My, part and reduce the size of resulting signature Msign.

Anyway, each node must store n — 1 received commitments to be
able to check them at the final stage of signature generation and cal-
culate their sum. As stated before, we address this issue by changing
the topology of the local network through the introduction of the
central node, namely CE, which is represented by the PC. We split
our system into a security-critical part and a non-security-critical
part. The security-critical part must always be calculated by the
SE nodes, but SE no longer have to store commitments from other
nodes. The final note is that all coefficients in each polynomial are
taken modulus 8380417, which is a 23-bit number. To further reduce
memory consumption and network traffic, vectors and matrices,
which are meant to be sent wirelessly, namely t1, z1, z2, and the
com, can be "packed" to take only 3 bytes instead of 4 for each
coefficient. After applying both optimizations, we obtain Equations
5 and 6.

Mstatic = 4N (£ +2k) + 3N (2k + € + k%) + 45 ()
Mstack = 4N(k2 +4k + 20+ 6) (6)
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Table 3: Memory consumption of different DS2 variants.

Parameter set | Original DS2 | This Work | Mem. Reduction
k=4t=4 1039 KB 80 KB 92.4%
k=6¢=5 1542 KB 134 KB 91.4%
k=8+¢=7 2093 KB 206 KB 90.2%

Based on the equations above, we estimated the amount of mem-
ory required to run DS2: a) without our improvements, b) only with
vector multiplication optimization (i.e., Compression Optimization,
see Section 3.2), ¢) with multiplication optimization and outsourced
computations on the CE node (i.e., Outsource Optimization, see Sec-
tion 3.3). These estimations were calculated for the values N = 256,
Te = 69, s = 64 and for (k,£) dimensions, which correspond to
those stated in the ML-DSA standard, namely (4,4), (6,5), (8,7). The
introduction of compression optimization reduces memory con-
sumption by an average of 80%. Outsourcing optimization allows
for an additional 10% reduction from the original. The total memory
reduction after the application of all optimizations is, on average,
90%. The results of our calculations (considering applying both
optimisation methods) are shown in Table 3.

Additionally, we have to reserve on average 20 KB of static
memory space for the main application. Taking into account all of
the above, we can confidently say that with all our changes, we are
able to run DS2(4,4) and DS2(6,5) variants on the STM32WB55RGV6.

5.3 Time complexity analysis

First of all, we have to address two main limitations we encountered
during our experiments. First, due to the memory limitations of the
microcontroller, we could not conduct empirical experiments with
DS2(8,7) variant. Second, we chose the number of CPU cycles as the
metric for performance measurements in order to obtain frequency
independent values. However, the register-counter for the number
of CPU cycles in Cortex-M4 is limited to 32 bits. If k is chosen to
be larger than 4, this counter overflows multiple times during large
matrix multiplication. Thus, we should rely only on estimations.
The key difference between the original signature algorithm
and our modified version lies in the commitment function, see
Algorithm 4. The commitment is represented by the multiplication
of two large matrices, shown in Algorithm 1. We decided to analyze
its impact on the overall performance. For each measurement, we
do 10 experiments and find an average of the results. The average
total execution time of DS2(4,4) for all operations conducted by
the SE node is 4.4E+9 CPU cycles. At the same time, the average
execution time of the matrix multiplication in DS2(4,4) is 4.2E+9
CPU cycles, which is 95% of the total execution time. It follows
from this that the analysis of Algorithm 1 will provide us with good
approximation about the dependence of the execution time of the
entire DS2(k, £) implementation on the selected parameters (k, ¢).
To compare original version (the "Standard") and our optimized
version (the "memory-optimized") of the matrix multiplication, we
approximated their execution time as shown by Equations 7 and 8.

cfast(k) = O(Tck(ktmul +ick + tr)) (7)
Cslow(k) = O(TC(k(k(tck + tmul) + tr))) (8)
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Table 4: Comparison between theoretical execution time of
the slow and fast algorithms of matrix multiplication.

k Ctast | Crast [s] | Csiow | Csiow [s] Cslow/cfast
2 | 7.54E+8 11.79 1.12E+9 17.52 1.49
3 | 1.14E+9 17.81 2.24E+9 35.00 1.96
4 | 1.53E+9 23.93 3.73E+9 58.29 2.44
5 | 1.93E+9 30.13 5.59E+9 87.40 2.90
6 | 2.33E+9 36.41 7.83E+9 122.32 3.36

Table 5: Comparison between theoretical and real execution
time of the slow algorithm of matrix multiplication.

k| Creal Creat [s] Creor Creor [s] | Creat/Cteor
2 | 1.22E+9 19.13 1.12E+9 17.52 1.09

3 | 2.48E+9 38.74 2.24E+9 35.00 1.11

4 | 4.18E+9 65.28 3.73E+9 58.29 1.12

5 | 6.27E+9 98.01 5.59E+9 87.40 1.12

6 | 8.54E+9 | 133.41 | 7.83E+9 | 122.32 1.09
Where:

® Cfast: Cslow are functions returning the time needed to mul-
tiply two matrices with dimensions k X T; in CPU cycles.

e T. = 69 is a matrix dimension constant.

e k is a matrix dimension variable.

o t. is time needed to generate a single polynomial of the
commitment key ck from the seed in CPU cycles.

e t, is time needed to generate a single polynomial of the
random matrix r from the seed in CPU cycles.

® t,,,1 is time in CPU cycles needed to multiply two polyno-
mials with N coefficients.

Parameters ., t, and t,,,; are linearly dependent on the num-
ber of coefficients in the polynomial N. Through all test N = 256
remained constant. Therefore, ., t and t,,,; should also be con-
stants and after our measurements, we obtained on average . =
2.6E+6, t, = 2.7TE+6, ty,,,,; = 4E+4 CPU cycles. If we substitute those
values into Equations 7 and 8, we can plot those functions on the k
axis. As can be seen from the values in Table 4, the modified ma-
trix multiplication algorithm for the DS2(4,4) variant is 2.44 times
slower than the original and is 3.36 times slower for the DS2(6,5)
variant.

Finally, we compared our estimations from Table 4 with real
measurements, obtained from the actual SE device for the memory-
optimized version of multiplication. However, as was stated before,
we were able to run only the DS2(6,5) version at maximum. Thus,
we have no measurements for k greater than 6. The differences
between our estimations and real-time values are shown in Table
5 and Figure 4. It can be seen that the actual implementation is
1.1 times slower than its theoretical model, but this was expected
beforehand.

6 DISCUSSION

Several key points emerge regarding the performance of our op-
timized matrix multiplication on the Cortex-M4 microcontroller
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Figure 4: Comparison between theoretical and real execution
time of the algorithm of matrix multiplication.

compared to the original implementation. Firstly, we identify unop-
timized hash and floating-point calculations as the primary factors
contributing to the observed slowdown, resulting in our optimized
multiplication being four times slower. To address this performance
bottleneck, hardware support for hash functions or Advanced En-
cryption Standard (AES) encryption presents a promising solution.
For instance, utilizing Davies-Meyer hash with hardware AES accel-
eration could potentially achieve a significant speedup, estimated
to be at least five times faster than the current software imple-
mentation of SHAKE. However, modifications to the Davies-Meyer
scheme would be necessary to accommodate hashes of variable
length.

Moreover, optimizing floating-point calculations on microcon-
trollers emerges as another critical consideration. Notably, Dobias’
DS2 [18] implementation heavily relies on floating-point calcula-
tions to obtain normally and uniformly sampled values. Unfortu-
nately, floating-point operations exhibit significant slowness on
the Cortex-M4, even when supported by a hardware Floating Point
Unit (FPU) unit. As a result, the generation of a single polynomial
incurs a substantial performance overhead, being ten times slower
than the Number Theoretic Tranform (NTT) transformation and
point-wise multiplication of two polynomials combined.

7 CONCLUSIONS

In this article, we addressed the challenge of deploying the DS2
threshold signature scheme on memory-constrained microcon-
trollers. Our aim was to optimize the scheme for practical imple-
mentation while maintaining security and efficiency standards. We
introduced two optimization methods tailored for microcontrollers
with minimal RAM requirements. Firstly, we applied techniques
enabling the implementation of a DS2 scheme with a (2,2)-threshold
on the STM32WB55RGV6 chip, requiring only 192 KB bytes of RAM.
Additionally, we proposed a method based on secure outsourcing
of computations outside the microcontroller, effectively reducing
memory complexity by 90% and facilitating the extension of the
signature to an unlimited number of signers. Our optimization
methods highlight the importance of efficient memory utilization
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for the practical deployment of threshold signature schemes on
resource-constrained microcontrollers. Notably, both optimizations
were presented for a signature security strength of 2 but can be
readily generalized to accommodate other security levels.

In our future work, we intend to investigate the integration
of a hardware cryptographic accelerator to enhance hashing and
floating-point calculation performance. Additionally, we plan to
explore the application of secret sharing techniques to extend DS2
scheme from n-out-of-n to t-out-of-n threshold signature.
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