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Abstract

The Internet of Vehicles (IoV) promises to revolutionize transportation in smart cities, but its interconnectedness raises
critical security and privacy concerns. Limited computational power, diverse network technologies, and many sensors
and vehicles challenge data integrity and trust in data exchange. Existing solutions, often dependent on specific environ-
ments and protocols, struggle to address these issues across the entire oV ecosystem. This paper explores the potential of
blockchain technology to address these challenges. We argue that blockchain’s immutability and decentralization offer a
unique solution for trust management in various IoV environments. We review existing blockchain-based algorithms and
models proposed for IoV integration and propose a novel taxonomy to categorize these approaches. This taxonomy will
help us analyze effective parameters, implementation methods, and evaluation metrics in the reviewed literature. Accord-
ing to our research, the most critical evaluation parameter for blockchain-based methods is time, including system-level
service-related time parameters and solution implementation time, and 38% of existing papers simulated the approach
using Hyperledger. Additionally, we will identify key challenges from integrating blockchain into the IoV landscape. By
providing a comprehensive review and analysis of blockchain-based trust management solutions for IoV, this paper aims
to contribute to the ongoing development of secure and reliable intelligent transportation systems.

Keywords Blockchain - Internet of vehicles - Intelligent transportation systems - Internet of things - Security

1 Introduction

Numerous services and applications were developed based
on the growth of the Internet of Things (IoT). Intelligent
transportation systems (ITS) built on the IoV are issues that
have spread to the IoT. Connected vehicles collect data and
transmit it to higher layers in these networks to access vari-
ous services and applications. Data transfer poses unique
issues because of network heterogeneity, different resources,
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node mobility, processing capacity limits on nodes, and
multiple communication protocols. Trust management is an
important topic because it involves a range of characteris-
tics, such as security, privacy, and authentication. Various
IoV trust management methods were presented, leveraging
multiple technologies. Several studies focus specifically on
one aspect of trust management. Reference [1] examines
ITS security needs and dangers and classifies and evaluates
solutions according to the communication and network lev-
els. Many of the remedies are general detection and pre-
vention measures. Another set of solutions that considers
environmental characteristics and addresses the challenge
of managing trust across all layers of the IoV is presented.
Authors in [2] focused on security issues in IoV, discussing
different methods based on artificial intelligence and block-
chain in detail. They proposed architecture to support A.I
integration within IoV, but there are various challenges for
data management and load balancing parameters.

The authors of [3] examined available solutions based on
the environmental effect of data transmission. Blockchain
technology is one of the tools used to manage the trust. One
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of the methods used to maintain trust in blockchain technol-
ogy. Blockchain technology might provide a more straight-
forward solution to data transmission security problems.
Researchers found that blockchain technology has emergent
qualities, such as fault-tolerant computation and data shar-
ing [4], that may strengthen trust in the loV environment
without violating resource restrictions. It lacks a single point
of failure. Each block in the blockchain is equally authorita-
tive, contains identical information, and ensures the immu-
tability and trustworthiness of blockchain technology.

On the other hand, Trust management encompasses the
processes and procedures that result in a trustworthy sys-
tem. These techniques remove malicious nodes, defend
against attacks, and prevent data manipulation. Authentica-
tion, security, and privacy are only a few trust management
components. As a result of the oV characteristics, trust
management poses several complications. There are limited
resources accessible to nodes. Due to their diverse structure
and variety of security methods and protocols, trust man-
agement systems are susceptible to various attacks. Many
papers were presented to cover these security requirements
in different layers of IoV Communication [5]. Blockchain
allows tracking transactions and data transmissions and pro-
vides data and resource management at the system level [6].

IoV environments require multiple vehicles to commu-
nicate with one another, and because the data is sensitive,
strong security is needed. Blockchain technology offers
clear transaction histories, decentralized consensus pro-
cesses, and tamper-proof data storage, all of which can
improve security. An assessment of current security mea-
sures and the holes they can fill with blockchain integration
would be determined by a survey. IoV depends on trust-
worthy communication between entities. A survey would
investigate the methods by which trust management mod-
els based on blockchain technology can evaluate the reli-
ability of involved nodes. IoV devices communicate with
each other according to how reliable the information is. The
extent to which data in IoV systems can be trusted will be
investigated by survey, mainly when blockchain is included.

To the best of our knowledge, no review article covers all
of these steps, regardless of the various layers, services, and
applications. This issue will be addressed in this paper. The
contributions of this paper are:

e The steps for integrating blockchain and the IoV have
been determined, and the relevant articles have been
analyzed.

e The essential prerequisites and definitions of the block-
chains are compiled and presented based on the environ-
ment’s requirements and characteristics.

e Open challenges in the oV and blockchain integration
will be categorized and introduced.
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In this paper, Sect. 2 will evaluate earlier works, Sect. 3 will
examine the essential concepts, and the fourth section will
examine the research methodology and questions. Then, in
Sect. 5, we will analyze selected articles using the security,
privacy, and authentication parameters. We will categorize
and compare each parameter’s evaluation methods, criteria,
and parameters. We will classify the tools and algorithms
and discuss the associated difficulties in Sect. 6. The paper
concludes as described in Sect. 7.

1.1 Related work

This section discusses the resources and surveys related
to trust management and blockchain technology in simi-
lar environments. At first, we examine the integration of
blockchain and smart cities to understand the blockchain’s
characteristics better and adapt them to the requirements
and challenges of the IoV. Bhushan et al. studied smart city
security challenges and presented a blockchain-based solu-
tion [7]. The study examined the network and communica-
tion layers, the various protocols, and the classification of
publications on communication security. Another research
investigated the blockchain’s potential to manage security
challenges and its many applications in smart cities. oV is
referenced briefly in this article but is regarded pragmati-
cally, with security considerations and trust management
at several levels ignored. Numerous papers have examined
intelligent transportation systems, whose foundation is the
IoV [8]. The authors of [9] chose articles on blockchain
and smart city integration published from 2016 to 2020,
performed a bibliometric evaluation, and classified papers
using keywords and methodologies. They do not, however,
include the advantages or disadvantages. Furthermore, there
is no categorization for the Internet of Things or linked
automobiles.

In their paper [10], Srivastava et al. explored IoT dan-
gers and assaults. They categorize cyber assaults and ways
of detecting breaches and are concerned with security
challenges from architectural levels. Moreover, the study
evaluated blockchain technologies in terms of attack types.
However, this article does not mention the various IoT
applications or their unique characteristics.

Several researchers have focused on a particular domain
of IoT. Elghaish et al. introduce the blockchain IoT (BloT)
as a novel fundamental concept [11]. The authors address
the constraints and problems of this new paradigm and the
numerous options for blockchain-based applications and
services in the Internet of Things. They are particularly
interested in smart cities and have restricted their focus to
a specific target (building), where environmental aspects
are often disregarded. This article is an excellent place
to begin learning about the use of blockchain in the IoT.
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Still, the articles are organized by technology and method,
are sparsely reviewed, and do not include environmental
requirements. Similarly, Hemmati et al. [12] have addressed
the use of blockchain in the Internet of Vehicles. They have
reviewed various applications for the use of blockchain in
the IoV, and it is also necessary to add reviews in the field of
simulation, parameters, and tools to this survey.

Some articles have restrictions on the structure and envi-
ronment for review. Authors in [8] provided a comprehen-
sive survey on blockchain and IoV integration based on
environmental considerations and characteristics. However,
they have limited their paper to specific communication
and network protocols. Paper [13] deals with the Demand
Response Management (DRM) of Electronic Vehicles
(E.V.), in which some of the related challenges, privacy, and
security are discussed. However, it does not deal in depth
with the various solutions that cover them.

Authors of several papers concentrate on a particular
component or aspect of security focus on data dissemina-
tion techniques [4, 14]. Bodkhe et al. [4] proposed a detailed
review of traditional data dissemination methods. The
authors discuss various aspects of data. However, resource
limitations and different communication protocols are not
taken into account. Reference [15] incorporates the Inter-
net of Things with blockchain technology. They assert that
blockchain technology may be used for communication and
data management, hence combining IoT with blockchain
technology for fault management. The blockchain stores
IoT events and data logs for network and load balancing
management, focuses on loT applications, classifies attacks,
and focuses on papers based on Quality of Service (QoS)
requirements. The paper classifies attacks and manages pri-
vacy and security, emphasizing the communication and net-
work layers. Papers are primarily categorized from the point
of view of applications.

The blockchain is frequently used in distributed envi-
ronments to manage resources and control non-functional
requirements [16]. It was extensively used in the IoT,
including IOTA [17]; some authors combined different
technologies for solution design that they can benefit from
each of them [18]. The authors take this further in reference
[19] using blockchain to manage [oT security. They address
significant challenges and issues related to security and
compliance with regulatory requirements. The authors first
classified IoT attacks and risks and then extracted security
requirements. The first problem is that security gets greater
attention in terms of trust than other concerns. Then, block-
chain technology is reviewed, algorithms are examined,
and IoT and blockchain integration concerns are addressed.
Present approaches were categorized based on IoT appli-
cations and services, such as smart homes and healthcare.
In this area, the IoV receives less attention; there is no

statistical description, analysis, or review of current pro-
cedures. The writers do not try to discuss previous works’
merits and flaws.

In [20], Liu et al. focused on evaluation criteria. How-
ever, they have also considered various applications of the
Internet of Things and are not entirely focused on vehicles.
For this reason, some aspects of this issue may not have
been investigated because of the need for the Internet of
Vehicles. It is also necessary to examine and study in more
detail, other than the aspects related to quality parameters.

Kumar et al. [21] slightly improved the previous article
by addressing additional trust management parameters.
However, this research focuses on the IoT and does not
analyze the various applications and their characteristics.
Nonetheless, it examined the threats to the IoT from several
perspectives.

According to the indicated evaluations, we thoroughly
searched IoV, linked cars, and uncovered publications on
the subject. We begin by analyzing the IoV’s security dif-
ficulties and challenges, which are categorized according to
their degree of security [1]. Various ITS-related attacks are
first studied. Then, the multiple applications are assessed.
This application and services were created to satisfy dif-
ferent functional and non-functional needs and the security
concerns that come with them. When building solutions,
security needs and dangers are taken into account. They
are general and do not rely on any specific technology. The
security side of networking difficulties is discussed in this
article. Nevertheless, other critical aspects, such as data
sharing and transfer, have been overlooked, while privacy
and authentication have received scant attention. More-
over, the solutions are primarily classified based on security
threats with overlooked environmental characteristics.

Therefore, the paper [22] discusses attacks on connected
vehicles. This article summarizes all related attacks. These
attacks are classified based on the system’s general trust
management requirements. The solutions examined primar-
ily focus on predicting, detecting, and preventing attacks,
and traditional solutions were investigated. There is cur-
rently no comprehensive analysis of blockchain methods in
this field. Wang et al. [14] focused on security further by
integrating the blockchain and IoV. This article discusses
the various security solutions proposed for the IoV. Criti-
cal trust management factors are used to classify articles.
Selected articles are categorized based on their intended
use. The techniques’ advantages and disadvantages have
not been evaluated and classified, the problems with imple-
mentation and evaluation have not been investigated, and
the present application difficulties have not been identi-
fied. Varma et al. also focused on a limited domain based
on blockchain and SDN integration; they only reviewed
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security issues and attacks, which can be expanded in future
works.

Article [23] is presented in the IoV environment, but it
has addressed the various applications of blockchain in this
environment; it has mentioned security and trust manage-
ment, but it has yet to address them in detail and has yet to
cover its various aspects. Table 1 classifies papers accord-
ing to their central topic and publication year. It summarizes
these existing surveys and their differences from the pro-
posed survey article.

According to the papers reviewed, the following weak-
nesses in the present survey papers were identified as
follows:

e No paper covers all aspects of oV trust management
and comprehensively analyzes blockchain algorithms,
methods, and issues on their simulation and evaluation
parameters.

e No study covered all layers of the IoV, regardless of ar-
chitecture, or considered the critical parameters for es-
tablishing trust in evaluating existing papers.

In this review paper, we try to avoid these weaknesses and
cover the limitations of the research questions.

2 Background

This section proposes a taxonomy to review selected arti-
cles for using the blockchain for trust management in IoV,
according to which the concepts are described in more
detail. Finally, after reviewing the existing systems in this
field, the above classifications are checked in each system.

2.1 loV concept

The rapid advancements in science and technology have
brought about significant changes in travel patterns and
transportation systems through the Internet of Vehicles
(IoV). The IoV utilizes vehicle-to-vehicle (V2V) and vehi-
cle-to-infrastructure (V2I) communication to enable the
exchange of information among vehicles. This dynamic
data enhances safety, efficiency, and entertainment services,
improving the driving experience [24].

According to the reviewed articles, a layered architecture
can be thought of as follows in IoT and IoV: The first layer
is the most fundamental, consisting of hardware, sensors,
and nodes. Different types of vehicles and roadside units
are interconnected [25-27]. As we see in Fig. 1, the sensors
collect and transmit primary data to the higher layer. The
second layer contains network communications, communi-
cation, and protocols, which define how nodes and higher
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layers communicate. The middleware layer is where the
data source and management nodes are located. This layer
considers cloud nodes, fog, and edges based on various poli-
cies and applications for applications [28].

Additionally, due to the requirement to pre-process and
filter data for applications and services, this layer per-
forms pre-processing operations before sending the data
to the higher layer. This layer also manages data access
and node identity. At the application layer, various appli-
cations are available to improve service to users and driv-
ers. These programs are divided into programs that address
user needs, environmental management, and non-functional
environmental requirements. The business layer manages
the business and ensures drivers and passengers receive
the appropriate services. This layer collects data to man-
age business management challenges at a higher application
level. Certain services are defined in this section.

2.2 loV trust requirements and issues

Considering the various levels of trust in the system, the first
level is trust between nodes. When necessary, nodes share
data; thus, nodes must be trustworthy. This trust is typically
established at the node or network level and ensures data
integrity. This level prevents malicious nodes from interfer-
ing with communication and data transmission. Because
these nodes transmit personal information, users’ privacy
must also be protected. Trust management at the service
level requires data management critical performance and
time parameters. At this level, resource management and
security are also necessary. At the service level, data integ-
rity must also be considered. Additionally, data and resource
management must be ensured at all levels of the system
architecture, including the physical, middleware, and appli-
cations and services levels.

The IoV collects data from the bottom layer, including
multiple nodes, and transmits it to services and applications.
This data includes, but is not limited to, user information
such as location and health information, for which security
and privacy must be ensured. The various security require-
ments are listed below:

2.3 Confidentiality

Unauthorized access to data or access by attacked nodes
should be stopped so that the data access is controlled dur-
ing transmission and only authorized services and nodes
have access to this data.
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Table 1 Studies related to blockchain and IoV integration for trust management
Paper Main Topic Advantage Limitation Our Contribution Year

[11]  IoT and blockchain The paper provided a In many cases, it is not dis- We focused on essential parameters of 2021
integration general view of IoT and cussed in depth trust management in detail.

applications.

[71  blockchain-based archi- They examined all aspects ~ No attention was paid to eval- we have more details and classification 2020
tectures, applications of the blockchain concepts  uating tools and parameters.  about methods on IoV,
for smart cities Applications and services in ~ RQ1 and RQ2 for evaluation param-

the smart city were reviewed eters and tools.
but not categorized.

[10] IoT security chal- This paper provides a com-  Privacy concerns are not We added privacy concerns and identi- 2020
lenges, attacks, and plete preview of attacks. considered. fied a more general perspective on trust
requirements issues

[4] Security challenges and Security parameters and Network and architecture In paper analysis, there is not only a 2020
requirements in data challenges for data are management should be added data view, and all layers are considered
transmission on [oT considered. to the paper analysis.

[15] IoT and blockchain Not all aspects of the Only security issues are A broader scope was considered, and 2020
integration for fault network and architecture are addressed, and some envi- privacy and authentication were added
management in the considered. ronmental constraints are not  to the analysis of the articles.
communication layer considered.

[22] VANET attacks, They categorized all attacks. Focused on security chal- Different stages are considered both 2020
defenses, and solutions lenges based on attacks and ~ before the attack and after the attack.

the VANET environment Moreover, privacy and authentication
are added for analysis. Different archi-
tecture layers are considered.

[19] blockchain-based They focused on secu- IoV is briefly mentioned, and We added privacy and authentication to 2021
methods for security rity issues for different general parameters of the IoT  cover trust management.
management on [oT applications. environment are considered. =~ We updated parameters based on the
applications IoV environment.

[9] Review blockchain- All blockchain applications ~ There is no classification for ~ We added a question for methods and 2021
based methods on smart for smart cities have been challenges or concerns in solution classification on vehicles and
city applications and studied in terms of technol-  vehicles. focused on vehicles.
services. ogy and methodology.

[21] Review blockchain- Authors overview different  Tools and evaluation param-  RQ1 and RQ2 are added to classify 2021
based methods for perspectives of security. eters are not considered. parameters and tools.
security and trust man-
agement on loT

[14] applications based on The authors analyzed papers There is no classification for ~ We classified our methods into three 2021
blockchain and IoV based on environmental blockchain-based methods. different categories.

characteristics.

[23] applications based on ~ Papers are categorized Trust management concerns ~ We focused on trust management in 2020
blockchain and IoV based on their applications  are not considered in detail detail

in oV

[8] Blockchain and IoV Security and privacy issues No Method classification Trust management method classification 2022
integration for 6G are identified on the network No authentication handling No standard limitation
environment layer Limited to 6G Covers all layers of oV

[13] Review blockchain- It looks at the use of the No classification of the QoS. RQ1 and RQ?2 for evaluation param- 2022
based methods for blockchain in the IoV from  No identification of trust eters and tools.

Demand Response a new perspective management We added security, privacy, and authen-
management in loV tication for trust management handling.

[20] Review blockchain- They focused on security They must cover another All questions are designed based on oV 2023
based criteria on IoT and trust management aspect of trust management.  requirements

criteria in blockchain-based  Their focus area is on differ-
methods in detail ent applications of IoT

[12] Review on blockchain ~ They review various appli-  There is no question RQI and RQ2 for evaluation param- 2023
applications in IoV cations of blockchain in IoV  about evaluation tools or eters and tools for more detail in block-

measurements chain application for trust management
in loV
[16] Blockchain and SDN Attacks and security issues ~ They only focused on security Trust management method classification 2023

integration for security

are classified and considered

improvement in Vehicu- in detail.

lar network

improvement with SDN and
blockchain. Their domain is
limited

No standard limitation
Covers all layers of oV
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Fig. 1 IoV view with trust management [26, 27]
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2.4 Integrity

The integrity of the data should be ensured so that it is not
manipulated during the transfer, is correctly transmitted to
the destination, and is guaranteed to be accurate. In this
regard, it is necessary to manage network faults and even
defective nodes to transfer data packets correctly.

2.5 Availability

Services must be available at different layers, and avail-
ability is one of the requirements considered in distributed
systems.

2.6 Authenticity

The identity and authenticity of nodes and services must be
verified to access and use information, and data access must
have different levels based on their identity.

2.7 Non-repudiation

The sending node assumes responsibility for the data accu-
racy. The standards defined between sender and receiver are
used to achieve this accuracy.

2.8 Forgery

Fake messages and data should not be sent to services and
applications; it can reduce system-level faults and damages.

2.9 Data privacy
Much of the data is collected via sensors and provided to

higher-level services and applications. Much of this data,
such as users ‘locations, is used in real-time services, and
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if users’ privacy is not respected, users may refuse to send
information and may not trust the services. Furthermore,
some services are sensitive; for example, some services and
applications are used to prevent accidents or alert emer-
gency services, and if they do not have enough information,
the probability of error can increase. Given the preceding, if
we wish to classify the primary trust management require-
ments, Fig. 2 will be extracted:

2.10 loV trust management challenges

Connected vehicles are at risk of intrusion due to the het-
erogeneity of connectivity and the increasing complexity
of software, resource management, and computing [29].
Trust management encompasses the processes and proce-
dures that result in a trustworthy system. These techniques
remove malicious nodes, defend against attacks, and pre-
vent data manipulation. Trust management includes several
components, including authentication, security, and privacy.

Trust management presents numerous challenges as a
result of the IoV characteristics. Nodes have a finite amount
of resources. Trust management systems are susceptible to
attacks due to the diversity of security solutions and pro-
tocols and their heterogeneous structure. Several types of
attacks are detailed below [24]:

Confidentiality attacks Attacks on data confidentiality that
enable unauthorized individuals and services to gain access
to information that does not belong to them and for which
the level of access is undefined.

Integrity attacks Manipulation of messages, injection
of incorrect information, and transformation of data into
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Fig. 2 IoV trust management requirements

incorrect data all pose a risk to system errors and costs using
various techniques and at different layers.

Authentication and privacy attacks Fraudulent messages,
information, and identities enable malicious nodes to gain
unauthorized access to various levels or to exploit unauthor-
ized identities, resulting in system-level errors and costs and
interfering with service and user application processes.

Availability attacks Various attacks are launched against
nodes, services, and the system, disrupting service opera-
tions and causing the system to fail.

Denial of Service (DoS) These attacks flood the system with
requests, increasing its load, decreasing its response time,
causing the system to fail, and preventing requests from
being received and processed. If these attacks are distrib-
uted and utilize multiple IP addresses to attack the system
level, they become more challenging to control.

Black-hole attacks Target packets and messages are lost in
transit and never reach their destination. These attacks target
packets and messages in transit, causing them to become
lost and never reach their intended destination. One way to
manage data packets and prevent these attacks is to add a
sequential number to each packet at the destination.

Replay attacks These attacks repeatedly use valid data at
inopportune times.

Sybil attacks In these attacks, forgery occurs, and users’
identities are compromised, allowing unauthorized users to
access data using the identities of others.

Impersonation attacks Malicious nodes attempt to deceive
Roadside Units (RSUs) with false identities to gain access
to and exploit various levels of information in this type
of attack. This accomplishment can impact a variety of

Authentication

Identity management

Node level Interpretability

Privacy management

Access control

( Identity management
Trust Issues Service level
Resource access control

Integration

Communication and network
management

System level

Data management

attacks control

emergencies, vehicle congestion in a given area, and mes-
sage prioritization. Encryption, data clustering, and local-
ization can all be used to mitigate the effects of these attacks.

Malware attacks The resources to disseminate information
about the IoV environment must be credible and reliable.
Many services and applications fail to function correctly if
these resources are attacked. Only data or messages from
authenticated and validated sources will be accepted to miti-
gate these effects.

Timing attacks Because one of the characteristics of groups
of services and applications in the IoV is their ability to
respond in real-time, numerous attacks affect the time
parameter. Services and applications experience a delay in
receiving messages and data, resulting in their failure [30].

The attacks listed here are broad categories, each with a sub-
category and occurring on various systems. Detecting loV
attacks is a significant challenge due to their node mobility
and heterogeneity incorporated into new solutions [21].

Trust management presents numerous challenges as a
result of the IoV characteristics. Trust management systems
are susceptible to attacks in terms of the diversity of security
solutions and protocols and their heterogeneous structure.
Several types of attacks are detailed below:

Confidentiality attacks Attacks on data confidentiality
enable unauthorized individuals and services to access
information that does not belong to them and for which the
level of access is undefined.

Integrity attacks Manipulation of messages, injection
of incorrect information, and transformation of data into
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incorrect data all pose a risk to system errors and costs using
various techniques and at different layers.

Authentication and privacy attacks Thanks to fraudulent
messages, information, and identities, malicious nodes may
exploit unauthorized identities or obtain access to differ-
ent levels without authorization. This leads to system-level
faults, expenses, and disruptions in service and user applica-
tion operations.

Availability attacks Various attacks are launched against
nodes, services, and the system, disrupting service opera-
tions and causing the system to fail.

Localization attacks Malicious nodes attempt to deceive
Roadside Units (RSUs) with false identities to gain access
to and exploit various information levels in this attack. This
accomplishment can impact a variety of emergencies, vehi-
cle congestion in a given area, and message prioritization.
Encryption, data clustering, and localization can all be used
to mitigate the effects of these attacks.

2.11 Blockchain concept

Blockchain is the continuous chain of blocks that holds data
in a distributed method. In reference [9], layered architec-
ture is identified for blockchain; it consists of six layers.
The data layer is placed on the bottom layer. Collecting data
from multiple sources and data kinds and creating time-
stamps and metadata for data blocks are essential functions
of this layer. The chain structure and data encryption rules
will be specified at this layer. Next comes the network layer,
whose main job is disseminating blockchain distribution
rules across network-related nodes, services, and applica-
tions. This layer will define all communication mechanisms,
confirmation/rejection mechanisms, and network protocol
handling and will be critical for this environment due to
the distributed structure of the IoV. Blockchain has many
advantages for trust management in connected vehicles.
User and vehicle data can be encrypted and securely stored
on the blockchain, allowing authorized parties to access rel-
evant information while maintaining patient privacy. Block-
chain enhances data security and improves interoperability.

Moreover, it uses various techniques, including public
and private keys and asymmetric encryption. The incen-
tive layer is concerned with the mechanism for allocating
resources. This layer determines the distribution of opera-
tions among different nodes based on their degree of partici-
pation and the policies established for resource management
and cost management. The following are considered to be
blockchain’s primary characteristics [3, 8]:
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Decentralization Transactions are managed in a distributed
manner, which mitigates the risks associated with relying
on a single point regarding cost, performance, and fault
tolerance.

Non-repudiation All transactions are signed in the block-
chain with a private key, and the other party confirms them
with a public key.

Immutability The blockchain comprises interconnected
blocks containing the previous block’s hashed information.
If the system is attacked, the changes made can be tracked.

Transparency The parties, their rights, and their authorized
transactions are visible, simplifying the management of
users and their information.

Regarding the characteristics above, it is possible to con-
clude that blockchain enables secure data transmission and
communication among the nodes while ensuring privacy.
This management occurs without the use of intermediaries
or a centralized system. Reaching an agreement is one of the
most important steps when using the blockchain, which var-
ious algorithms cover. Each algorithm has a specific usage.
They are designed based on priority requirements.

2.12 loV and blockchain integration

According to the articles reviewed, [oV trust management
encompasses various parameters, including security, pri-
vacy, and authentication. The authors have worked on trust
management requirements in different articles [31]. Mul-
tiple solutions were proposed for each parameter based on
environmental characteristics. The authors [32] identified
eight Critical Success Factors (CSF) to integrate blockchain
and IoV in various domains, including functionality, perfor-
mance efficiency, compatibility, usability, reliability, secu-
rity and privacy, and maintainability and standardization.
The articles we have analyzed look at this issue from differ-
ent angles. In one aspect, these factors are considered as a
requirement, and a service or application is considered [33]:

Data protection management Regarding the characteristics
of blockchain, real-world data management requirements,
such as access control, integration, data source identifica-
tion, data compatibility, and data value optimization, are
addressed. In decentralized environments, blockchain
technology can facilitate data sharing and access control.
Various system components are typically controlled in data
management and sharing to prevent malicious nodes and
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components from stealing critical system data and sending
timely responses to services and applications [4].

Service management and coordination Various require-
ments are defined when designing applications and services
at the oV level. Several of these requirements are met by
blockchain features, including reliability, emergency ser-
vice availability, automated system management, and data
privacy and security [19].

Resource management and allocation The blockchain IoV
integration boosts system-level computation capacity and
uses various mechanisms to motivate static vehicles to pro-
cess data [8]. Some researchers work on performance evalu-
ation parameters in services and applications.

Using blockchain with IoV, it is necessary to identify issues
related to integration and their considerations. According
to the reviewed articles, IoV trust management includes

various parameters like security, privacy, and authentica-
tion. Different solutions were proposed for each of these
parameters based on environmental characteristics. Specific
difficulties and needs are offered for each of these criteria
and solutions, which we will go through in greater depth
in the following parts. After reading the articles [34], it is
possible to classify the implementation tools and choose the
implementation techniques. All the assessments agree that
the identified existing sources are utilized to direct research-
ers with new ideas in this setting. In Fig. 5, the consider-
ations related to the integration of the blockchain and the
IoV are categorized, and in the following article, we will
address each of them [35, 36]. The various branches of tax-
onomy will be completed via the different sections of the
paper.

In the reviewed articles, the initial steps to determine
the status of how to share data based on the definitions are
designed, as well as steps for registering and determining the
status of nodes, loading data, and generating keys to access
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data. Moreover, security and certifying access to shared data
are used when defining blockchains. The general steps in
Fig. 3 are determined based on the nodes defined at different
levels of architecture. This model will be more detailed in
the analysis of the papers.

3 Research methodology

This section will define the research parameters, methodol-
ogy, and paper selection. This method involves the formula-
tion of research questions, the selection of databases, the
definition of search terms, and the filtering of papers.
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Table 2 Research questions

Index  Research Reason
Question
RQ1 What tools have  There is no classification for evalua-
been used to tion tools on [8, 13, 14, 16] in the IoV
simulate and environment. The simulations are very
implement the scattered, and this statistical infor-
studied methods? mation can be the starting point for
choosing the best simulator according
to the conditions in future research.
RQ2 What parameters ~ Evaluation parameters are analyzed to
are used to evalu- determine which are more critical in
ate blockchain- trust management. There is no clas-
based methods in  sification for evaluation parameters on
the IoV? [13, 14, 16, 23] on all IoV architecture
layers. Categorizing these parameters
can help improve existing methods in
new proposals.
RQ3 What are the Open challenges will be presented for

challenges and
open issues of
integrating the

future work. Specific layers are con-
sidered for challenges on [8, 12—14],
and we cover all layers. This question

IoV and block- could be a starting point for future
chain for trust research.
management?

3.1 Research questions

This paper addresses the following research questions in
Table 2.

3.2 Terms and principles

The following search terms were used to find related papers:
(“IoV” OR “Internet of Vehicles”) AND (“blockchain”)

AND (“security” OR “privacy” OR “trust”).
The principles considered to include principles are:

Papers should be published in English.
Journal papers will be selected.

Papers were published from 2019 to 2024.
Papers should cover different layers of IoV architecture.

The principles of exclusion are:

e Evaluation and simulation methods are ambiguous.

e The proposed method is designed as a service or appli-
cation covering a specific IoV domain.

It should be noted that in different years, various articles
have been presented in the field of trust management in the
Internet of Things, which are not selected in this article due
to the more general framework of the Internet of vehicles, as
well as several conferences have been presented in this field
and the recent three years [12, 20] that were not included in

B Springer MIEEE M ScienceDirect

7 7
5 5
4 4
3 3 3
2 2 2
1 1 I 1
.l 1 T
2019 2020 2021 2022 2023 2024

Fig.4 Selected papers per database and years

the selected articles due to the topic dispersion and the lack
of use of conference articles.

3.3 Databases

Figure 4 represents selected publishers like IEEE, Science-
Direct, Wiley, and Springer, with paper numbers per data-
base and year

According to the graph, the number of articles differs in
different years. This number refers to the selected articles,
and in each of the years, more research has been conducted
that was not included in the selected articles due to the men-
tioned selection principles.

3.4 Research phases

We filtered our papers based on terms and criteria. Figure 5
details the steps to develop a search strategy and select
papers based on the PRISMA Flowchart. In detail, we have
followed the following steps to select the articles:

3.5 Data Collection and Selection

e We collected relevant papers from IEEE, Springer,
and ScienceDirect. Our initial dataset consisted of 210
papers.

e We then applied inclusion and exclusion criteria based
on Sect. 4.2 to narrow the selection to 50 papers that met
our research objectives.

3.6 Taxonomy Development

e To classify the selected papers, we developed a tax-
onomy based on key themes and research questions in
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Fig. 3. This taxonomy is created and categorized based
on the view of Fig. 1.

e The taxonomy included trust management threats and
attacks, trust management issues, trust management
evaluation issues, integration issues and challenges, and
trust management applications.

e We considered trust management threats and attacks,
integration management, and issues in the background
section. We classified selected papers based on trust
management applications, and we analyzed these papers
for evaluation parameters, tools, algorithms, and open
issues and challenges.

Apart from the standards outlined in the acceptance criteria,
we have read and classified the articles using taxonomy.

3.7 Data Analysis

Based on the definitions, those discussed based on system-
level resources, communication, network design, bandwidth
management, and information transfer during transmission
are grouped into one category according to the View tax-
onomy. The second category is dedicated to data manage-
ment due to the extent of attacks on data, the sensitivity of
data, and their different levels. And finally, there is the third
category, which covers the design for each situation with a
bigger view.

4 Research classification

According to the extracted taxonomy, three general cat-
egories were considered for the methods. The first deals
with methods that have provided trust management at the
network and communication level; The second group has
looked at data security and security and privacy at the data
processing on the node level, and the final group has con-
sidered both node-level data processing and network-level
security and methods. It is generally expressed at the sys-
tem level. The initial degree of trust in the system, when
looking at the many levels of trust, is trust between nodes.
Nodes exchange data as required; thus, they must be reli-
able. Data integrity is ensured by this trust, which is often
built at the node or network level. This level forbids hostile
nodes from interfering with data transmission and commu-
nication. Users’ privacy must be protected since these nodes
convey personal data. Trust management at the service level
requires data management, critical performance, and time
parameters. At this level, resource management and secu-
rity are crucial. At the service level, data integrity should be
considered. Moreover, data and resource management must
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be ensured at all levels of the system architecture, includ-
ing the physical, middleware, and applications and services
levels.

4.1 Communication management-based methods

This section will examine communication management-
based trust management methods for IoV based on block-
chain technology. The first step is the authentication of
two parties to establish trustable communication. Shi et al.
[37] discussed distributed user management. It integrates
blockchain and IoV. This article proposes a method that is
scalable, secure, and decentralized. In this approach, trust
management is delegated to edge and fog nodes. Communi-
cating with the blockchain via this layer minimizes resource
constraints on controlled sensor nodes, as is energy con-
sumption. While this method ensures fault management
and handling security, it is inefficient for real-time services
that require immediate and sensitive responses. The ledger
entities react to the Trusted Nodes’ (T.N.s) requests. A TN
wishes to connect with a to-be-trusted node (TBTN) with
trust values. Reference [38] provided an overview of the
blockchain. After registration, two-way authentication is
performed (for sender and receiver). Afterward, the keys
are updated, created, and exchanged, and data is transferred.
This method uses various encryption techniques to ensure
data transfer security, depending on the data sensitivity
level. In the second communication step, the security of data
transmission and the sending path must be considered.

In [39], a heterogencous environment encryption sys-
tem is proposed and implemented on the IoV. This system
ensures data sharing security. Data manipulation is pre-
vented using a blockchain, and data confidentiality is main-
tained. Considering the limited resources available in the
IoT, non-certified encryption at the node level was used to
avoid increasing network load and node computations. A
layer in the proposed system model comprises fold blocks
and intelligent nodes. The nodes’ private data are encrypted
on the cloud layer, and blockchain technology regulates
access to these levels. Before they may access the data,
both nodes and services must authenticate. This is how a
crucial generation center generates the system keys. Hence,
the nodes communicate with one another using public keys
while maintaining their anonymity. A node participates in
the data query process in this technique, which involves
storing and confirming the validity of the most recent block
data, which is used to decide when modifications should be
made. This may raise the chosen node’s operational com-
plexity and risk, demanding a solution to enhance it in future
work. This approach exceeds prior methods regarding cost,
energy usage, performance, and time factors. In [40], a
blockchain-based method for communication security at the
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system level is presented. This method uses batch authenti-
cation for the nodes. This method provides greater security
than batch authentication of messages, as security solutions
are implemented at system and data levels. The cluster
nodes are examined in the first case to authenticate nodes in
batches, and each node can verify its neighboring nodes at
the cluster level.

Paper [41] deploys blockchain technology on cloud serv-
ers. The blockchain manages each node’s cost information
and storage requirements. On the other hand, each node is
authenticated using the same method. The agreement key
is used to communicate messages among the nodes. The
nodes’ positions determine this key; consequently, the
nodes’ mobility is also covered. The cloud layer has several
trustworthy sources responsible for establishing and main-
taining blockchains. This method is evaluated using security
parameters and examines which attacks are covered, which
security issues were addressed, and how much improve-
ment was made. Singh et al. [42] proposed a blockchain-
based approach to ensuring trust and security in peer-to-peer
networks. Apart from the fact that this technology is sim-
ilar to ITS, intelligent vehicles were used to evaluate the
method. The proposed method uses a local dynamic block-
chain to ensure secure communication among the nodes, a
master blockchain to manage and track data, and a secure
encryption method designed for system nodes’ security
and reliability. In the paper [43], the authors proposed an
authentication scheme based on blockchain for empowering
security in intelligent 5G IoT. This scheme worked on the
four layers of cloud computing architectures. As evidenced
by the reviewed articles, most articles at this level deal with
nodes, the network’s physical and communication layers,
and the security of hardware and infrastructure. The fol-
lowing section will discuss data management security, trust,
and privacy. One step further, Vishwakarma et al. [44] used
a consensus algorithm suitable for the MPBFT consensus
scheme in a hybrid SDN-based architecture that prevents
insecure access and communication. They added authenti-
cation and cryptographic algorithms in message transmis-
sion for security improvement. It may cause scalability and
latency issues due to the large number of transactions in the
real network.

4.2 Data management-based methods

This section reviews data management-based loV methods
implemented based on blockchain and IoV integration.
Numerous papers use encryption to safeguard users’ data
privacy. Paper [37] proposed a blockchain-based data-shar-
ing protocol for vehicular social networks. They use cryptog-
raphy to conceal nodes and users’ identities and blockchain
technology to prevent data manipulation. Multimedia data

are of great relevance to them. The responsibilities of
trusted authorities, electronic vehicles, users, RSUs, and
blockchain are all investigated for system analysis. A sys-
tem model based on these responsibilities has been devel-
oped. Attacks and potential threats have been examined and
classified for each. However, it is necessary to ensure that
no one except the recipient, sender, and authorized users has
access to the data to prevent data access. This access con-
trol is implemented at the data loading, updating, and usage
stages.

Furthermore, traceability is added to the system to detect
malicious nodes. Records of messages received/sent and
data about the sender and receiver are kept under a pseud-
onym, which can be used to conceal users’ identities from
potential attackers. The block’s data keeps track of and
produces further information. The temporal parameters
employed in this work are those connected with several
phases of data management, such as the beginning stage,
data sharing, blockchain formation, and updating. However,
there is no requirement for real-time reaction at the system
level. It is necessary to compare security parameters to
determine the effectiveness of the proposed method to pro-
tect individuals’ privacy. Paper [45] uses blockchain tech-
nology and appropriate blind signatures. This system trusts
the message if the number of signatories does not fall below
a predefined threshold. Control mechanisms can determine
the sender’s identity if the message is malicious. One issue
with this method is that using a signature mechanism and
a certain threshold depends on the number of nodes and
the area covered. It means that if the number of nodes is
small or scattered, it affects time parameters, increasing and
making responding to services more difficult. The article’s
evaluation considers the cost parameter but is not a compre-
hensive evaluation method for security or privacy.

Several solutions cover data security by combining
solutions based on various technologies. Zhang et al. [46]
proposed a blockchain-based protocol to generate an asym-
metric group key protecting user privacy. The protocol’s
nodes are anonymous, and data is exchanged using a pub-
lic key. This strategy distributes and balances the computa-
tions across the nodes because of the characteristics of the
IoV and the limited resources present in the nodes. This
technique may be enhanced by solving the problem of ser-
vice responsiveness, ensuring service quality is constant
regardless of protocol complexity and length, and produc-
ing blockchains. To this end, various service parameters
must be considered. In paper [47]. The data is encrypted in
the blockchain and is accessible only to authorized users.
A system for data management was suggested by Wang et
al. [48]. Vehicles in this system collect environmental data
and subsequently upload reliable data to neighboring RSUs.
They created a deep learning-based verification model to
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determine the reliability of uploaded messages, determine
the credibility scores of vehicles based on the results, and
identify malicious vehicles per the findings to stop mali-
cious vehicles from uploading fraudulent messages. This
work combines deep learning and blockchain technologies
to create a trust management system for connected cars. The
proposed system will include vehicles and RSUs in the trust
management process and calculate the trust level of the data
that vehicles upload to assist in deciding the degree of trust
that vehicles have.

Karim et al. [49] studied various attacks and security
challenges in IoV. They suggested a blockchain-based data
exchange scheme that uses the Elliptic Curve Cryptography
algorithm. They also developed an authenticated key agree-
ment scheme that relies on blockchain. A block created is
sent to the leader node, chosen from the RSUs group. The
leader node verifies, validates, and adds the block to the
blockchain network, with the help of the blockchain cen-
ter, by using the Practical Byzantine Fault Tolerance con-
sensus algorithm. This method has low computation and
communication costs. However, it may have scalability and
latency problems due to the network’s many vehicles and
transactions. Tu et al. [50] proposed a vehicle-based secure
blockchain consensus approach. This method includes some
procedures for data and transaction validation on the block-
chain. The authors designed an authentication approach and
a key distributing and request process for vehicle authoriza-
tion for blockchain updates. Real-world scenarios must be
considered for time parameter evaluations.

Article [51] has also done similar work, with the differ-
ence that it has also worked on the issue of cost awareness
and scalability and has used lightweight techniques for
authentication for this purpose.

Devi et al. [52] suggested a blockchain-based vehicular
architecture that can provide a reliable, optimized, secure,
and trusted solution to address the security challenges of
vehicular networks. They designed a blockchain-based
trustworthy framework for vehicular networks that has three
main parts:

1. A trust evaluation model that uses the DPSO algorithm
to measure the trustworthiness of vehicles based on how
they behave and interact.

2. a trust update model that uses the M-ITA algorithm to
adjust the trustworthiness of vehicles based on the feed-
back from other vehicles and the blockchain.

3. a blockchain-based data storage system that uses the
PoT consensus protocol to store and verify the trustwor-
thiness of vehicles in the blockchain.

This framework can support real-time services but requires
high computation and communication resources because of
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blockchain and complex algorithms. For this problem, Yuan
et al. [53] proposed a blockchain-based trusted data-sharing
mechanism with congestion control in IoV. They designed
the Kademlia algorithm-based traffic data forwarding
method to control channel congestion state. Their approach
reduced communication and network overhead, but privacy
was not considered.

At the cloud layer, solutions are developed to verify that
data are accurate and originated from the correct source.
The data is encrypted in the blockchain and is accessible
only to authorized users. After encryption at the destination,
messages are sent to RSUs. These units are used to deter-
mine the legitimacy of the data sender node. The senders or
recipients of the message are not identified in this method.
The system stores their nicknames to prevent a third party
from identifying the nodes. This method uses mass message
confirmation to reduce communication costs, ensuring the
node’s legitimacy approves all sent messages. Costs are
cut, but a minor increase in security risk results. The data
transmitted by illegal nodes may be extensively validated
in the case of an assault since all roadside units, in particu-
lar, are regarded as insignificant. Security criteria are used
to evaluate this method and determine whether it meets its
objectives. These goals are based on the identified security
risks. Temporal parameters are used as quantitative param-
eters to compare this approach to others. Several studies
look at data management policies across the board. Khalid
et al. [54] described a blockchain-based data management
system. This strategy uses blockchains in roadside units
due to a lack of resources. Event-based validation is used
in this system. Based on events, the data is separated into
smaller packets. The appropriate modifications to the block-
chain are performed after checking their authenticity, and
the information connected with the occurrences is saved in
the blockchain.

Furthermore, data addresses are stored in blockchain-
based contracts, preventing data redundancy. The system’s
analysis is based on its resistance to attack. The certificate
is created with the node’s original identity, resulting in net-
work disruptions during system-level attacks. The source
announces the event and initializes its properties. Witnesses
sign the events, and the source acts as a witness to verify
their signatures.

Furthermore, the event information is sent to the roadside
units after verifying the witnesses’ authenticity and updat-
ing the blockchain. The paper does not specify a method
for selecting roadside units, limiting scalability. Singh et al.
[55] proposed a deep learning-based blockchain scheme for
security improvement in smart cities. They pay attention to
cost management as a challenge in the [oT environment and
optimize energy consumption in resource management.
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The primary purpose of data management and retention
was stated in the paper [56]. Even in the article’s evaluation,
the primary parameters include data retention parameters;
however, the certificate issuer stores the nodes’ aliases in
this method. It sends messages encrypted in the check-
box, which increases the system’s privacy, and this method
ensures that no virtual access to an individual’s identity
can be used to manipulate it due to the miner’s selectivity,
resulting in improved system security. However, the article
contains no criteria to maintain these parameters. Further-
more, scalability is not considered in this paper.

The authors of [57] proposed a blockchain-based scheme.
They are primarily concerned with data management. This
method begins by detecting malicious messages. Their prior-
ity for sending and receiving messages and creating, using,
and updating the blockchain falls as their sending nodes’
trust score rises. To prevent assaults, they are not allowed to
enter roadside installations. Even so, they have to be taken
into account for larger-scale applications. In the paper [58],
the authors covered scalability. They proposed a blockchain-
based architecture for the Internet of Things, which focuses
on managing information exchange in different layers and
ensures data security and privacy preservation. In the cloud
layer, the authors used the Hash Data Table. Reference [59]
proposed a framework based on blockchain technology that
focuses on message reliability during transmission. The
sender and receiver nodes are authenticated first in this pro-
tocol. The proposed system model incorporates direct reg-
istration of roadside units and connectivity to cloud servers.
A system node is clustered and registered with the nearest
roadside unit, and cloud servers confirm each node’s regis-
tration with the nearest roadside unit. Prioritized messages
are sent, and data blocks are created utilizing this informa-
tion to authenticate nodes. The system’s performance and
resilience to assaults are evaluated to test this technique,
and the findings show that transparency and confidence are
ensured in various security situations. However, the scal-
ability and temporal factors crucial to the [oV have not been
examined at the service level.

Another study introduced a consensus method called
driving proof and a technique to select miners based on
service-based filtering [60]. The first time a vehicle enters
the network, it is detected. Blocks are constructed using
this critical information. The authors of [61] develop a ref-
erence model for data management in IoV systems. They
incorporate blockchain technology into their Generated
Data Protection Regulations (GDPR). They primarily focus
on data security, risk analysis, and storage allocation man-
agement. The first layer, which contains tools and sensors,
is defined in this article as a three-layer architecture. The
infrastructure, communications, and protocol specifica-
tions are described in the next layer. This layer defines and

maintains blockchains. The following layer is services and
applications, defining encryption and decryption services.
One of the benefits of this design is a faster response time
to services due to the service layer’s definition of control
mechanisms.

Moreover, real data were used to simulate this method.
Testing the system’s scalability in subsequent works is pref-
erable to determine whether it maintains cost and perfor-
mance even at high volume. As evidenced by the reviewed
articles, one group of articles is designed around reliability
requirements, while another group manages data at various
architectural levels, if not the entire system. The issue is that
infrastructure and service response has failed to provide a
feasible solution on a large scale and in adverse environ-
mental conditions. Consequently, the following section
examines solutions that consider some of these parameters.

According to the reviewed articles, the primary concern
of blockchain-based solutions in data management is data
access and data updating by unauthorized people in the
system.

4.3 System management-based methods

This section will discuss system management approaches
that are based on blockchain. Several researchers develop
frameworks or schemes encompassing the entire system and
a subset of critical environmental parameters. A study [62]
proposed a framework based on the blockchain to ensure
the security of system-level transactions. Previous methods
relied on all RSU nodes to create and update blockchain
information. However, this framework uses the POAT algo-
rithm to avoid excessive energy and cost consumption due
to the environment’s limited resources. This framework
selects miners from the cloud and RSU nodes with a high
level of trust as miners. The level of trust is determined by
the legitimacy of the node’s transactions. This level of trust
is updated during transactions, and it can be used to detect
attacks even when an RSU is operating normally.

A redundancy technique accounts for the node’s mobil-
ity, one of the system’s primary characteristics, and ensures
the data’s accuracy. This method outperforms previous
methods in terms of performance and cost; however, due
to the larger scale and faster response time to real-time ser-
vice solutions, improved methods for controlling the trust
level and the number of messages transmitted in the system
should be added to the framework. The IoV’s network name
and blockchain architecture are combined in Paper [63].
Data naming networks have been employed in the IoT to
get around IP-based networks’ drawbacks. The architecture
of these networks makes them ideal for data-driven ser-
vices. One of the problems with these systems is that they
do not cover all services, which should be assessed in future
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research. The article suggests blockchain-based solutions
for these networks to guarantee security. In this architecture,
the blockchain comes after the infrastructure layer and com-
prises two main components: the data and header blocks.
The header block contains control information and meta-
data about the source data and is used to perform the neces-
sary controls. This article does not mention simulation, and
essential criteria, such as scalability and time parameters,
are omitted.

Paper [64] is similar to the paper outlined above. This
study discusses authentication for the sender and receiver
and anonymous message transmission. Unlike the previ-
ous article, this one considers various system models and
scenarios for simulation, and because resources are limited
on the IoT, time and processing parameters are evaluated.
Paper [65] discusses the IoV features required for a light-
weight Internet. This study presents a broad strategy and
methodology to solve this restriction. This work considers
the processing capability and constrained memory man-
agement of nodes. This design takes advantage of mutual
authentication. Paper [66] proposes a new architecture for
the IoT based on a hybrid of blockchain and quantum. The
architecture comprises three major components:

e (Quantum communications for information exchange
among nodes, servers, and roadside units;

e A blockchain for data management, control, and
analysis;

e The issuance of new results.

In some papers on system design, other considerations
besides trust have been considered. In an article [67], Rah-
man et al. have presented a new design of systems based
on 5G networks, which can be extended to the Internet of
Vehicles. This design uses a combined method based on
blockchain, machine learning, and SDN technology. In this
method, in addition to providing security through block-
chain, using machine learning algorithms, the bandwidth
used at different times is predicted at the system level, and
for this reason, resource management is also improved, but
the implementation of this Due to the use of different tech-
niques, the method has high complexity and cost, and time
parameters should be checked in its design.

Paper [68], the creation of an ID is used for authentica-
tion to protect privacy, and this ID is used to create a ses-
sion between vehicles. In this article, a blockchain-based
distributed smart contract system is designed to use RSUs
for certificate-based authentication. This method reduces
the overhead at the system level and during information
exchange. It is necessary to consider time parameters for
support in real-time systems.
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A study [69] proposed a blockchain-based framework
for securing intelligent vehicles. The proposal concerns
increasing vehicle attacks regarding process automation and
more intelligent vehicles and road equipment. It is intended
to prevent attacks that disrupt system performance due to
unauthorized access. Secure communication and access
control are the focal points of this approach. The essen-
tial advantage of this approach in the IoV context is that it
gives acceptable reaction time, which is crucial for real-time
applications.

As noted in most articles’ analyses, one of the signifi-
cant obstacles in installing IoV blocks is achieving the ser-
vices’ time and performance requirements. The paper [70]
provides a location-based data access control technique for
IoV to improve the performance of these methods; in this
strategy, the data originator encrypts and uploads its data to
the cloud server. Fog nodes are designed to provide authen-
tication options for managing data access. This includes
specific node-specific characteristics (attributes, location,
period for access). The user location monitoring method
is used to update information and issue keys. The nodes
should be deployed at their respective locations to receive
the key, verify it, and access the data. They are highly effec-
tive. However, time parameters are not considered. In [71],
the authors propose a solution based on reputation. There-
fore, this article discusses the service’s quality parameters
and the environment’s characteristics. This may include
the difficulty associated with responding to real-time ser-
vices. In [72], the authors proposed a deep learning and
blockchain-driven security framework for 5G-enabled IoT
environments to cover all layers in IoT environments. This
method has acceptable performance and reliability in the
simulation scenario. Cheng et al. [73] developed a condi-
tional privacy-preserving authentication scheme that uses
the identity-based signature (IBS) algorithm for vehicle
authentication in a 6G environment. They designed a pseud-
onym management scheme based on blockchain for security
improvement. This method allows the authority to trace the
real identities of the vehicles and the RSUs under certain
conditions. For future works, scalability must be considered.

The proposed method in [74] has four phases. The net-
work topology information is analyzed, and the enemies are
identified by determining the reliability parameters at the
network and system level and the cost and time parameters.
The initial model is designed.

The proposed model starts by calculating the trust val-
ues of the nodes. After calculating the trust values of the
nodes, the model selects a validation node using a selection
algorithm. Then, Byzantine fault tolerance selects a speaker
node, and the others act as representatives. The speaker then
verifies the claims, creates a hash, and then sends the pro-
posal to the delegates. Delegates also review and compare
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a speaker’s results with those of delegates. If the results
match, the block is created; otherwise, the request will be
dropped. After the block is generated, the model verifies all
transactions. In addition, the model uses the Batman routing
protocol to find the best next hop and forward depending on
the specific hop. Adapting blockchain to MANETSs involves
addressing the extreme computational complexity of block
validation. Balancing this complexity while preserving
blockchain characteristics is a challenge.

As mentioned in the discussed articles, a group of arti-
cles has improved reliability at the data, communication,
and system level using hybrid solutions and blockchain.
The reason for using other solutions is to cover other quality
parameters. Also, in most articles, the system’s performance
has been measured along with security and safety, and it is
necessary to create a compromise point.

Table 3 categorizes the methods and simulations used in
the papers, compares the parameters associated with block-
chain implementation at the IoV, and describes the attacks
covered.

5 Results and comparison

This section analyzes the present blockchain-based trust
management methods in the oV context. The analytical
reports are based on the following questions:

According to the papers reviewed, methods can be clas-
sified as data management-based, communication manage-
ment-based, or system architecture-based. The first category
includes techniques for transmitting, distributing, and man-
aging data that are more directly tied to the middleware
layer. Another group oversees communications and network
security, while another oversees all architectural levels.

As shown in Fig. 6, most papers are in the data man-
agement solutions category. This problem stems from two
issues. The first issue is data’s significance in addressing
security and privacy challenges. Data will significantly
increase system reliability if appropriately managed by pre-
venting attacks and unauthorized access to valuable data.
Furthermore, the transfer and exchange of information
among all layers of the IoV architecture raises system man-
agement risk and necessitates control strategies to counter-
attack attacks.

We classified the selected paper based on the corre-
sponding author country and continent in Figs. 7 and 8.
As expected, developing countries and developing regions
work more on these issues.

5.1 Simulation tools for blockchain and loV
integration

RQ1: What tools have been used to simulate and imple-
ment the studied methods?

According to Fig. 9, Hyperledger is used for 38% of
paper implementation. Furthermore, 13% of papers used the
Ethereum tool to assess and analyze existing case studies.
Some authors failed to specify a tool for evaluating their
methods.

5.2 Evaluation parameters for loV and blockchain
integration

5.2.1 RQ2: what parameters are used to evaluate
blockchain-based methods in the loV?

The meaning of cost in the diagram below is the subject
of resource management at different levels, including com-
munication, network, system, and computing costs. Energy
consumption management is also included in this group.
Moreover, the discussion of time is raised regarding spe-
cific time parameters for services, including response time
or time parameters related to blockchain, such as transaction
time. The parameters related to fault tolerance mean the suc-
cess rate in error and attack detection, and the performance
parameters refer to time parameters affecting the entire sys-
tem, real-time response, overhead control, and complex-
ity. Figure 10 is derived from the evaluation section of the
reviewed articles.

For future work, it is suggested that models based on trust
control, presented in different articles, be used in addition to
general criteria. The parameters are selected in these mod-
els based on the system’s primary needs. The dynamic trust
model addresses the specific challenges of the IoV. These
parameters are defined based on the environmental needs
and change based on the selected criteria. In the following
equations, equations based on trust are defined and designed
based on different requirements [76]:

Fuzzy Trust Model: The Fuzzy Inference System com-
bines linguistic rules with numerical data to make deci-
sions. A simple equation for fuzzy trust aggregation could

k
Trust (i) = ; > DS(j.t) — DS(i, ) (1)
be: J=t

DS (j, t) represents the trust value of every node (i) at the
time (t), and k is the total number of nodes in the system.

Bayesian Trust Model: Bayesian prob-
ability theory is often used for trust modeling. It
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Table 3 Blockchain-based trust management papers comparison

Ref Simulation tools Blockchain Attacks addressed Trust parameters Evaluation
approaches parameters

[37] Hyperledger Fabric Permissioned Fault in nodes Access control, integrity Scalability,
blockchain and con- cost, and error
sensus algorithms detection

[62] NS3 for nodes PoAT algorithms Sybil attacks, DDoS Access control, Privacy, Authentication Energy consump-

network generation, and private attacks tion, success rate
Hyperledger Iroha  blockchain
[31] Public chain public blockchain ~ Malicious attacks Access control Privacy Error detection
Ethereum Authentication
Integrity
[47] Not considered public blockchain  replay attacks Access control Privacy Cost man-
Authentication agement,
Integrity performance
[56] MATLAB public blockchain  Sybil attacks, dictionary Access control Privacy Time parameters
attack Authentication
Integrity
[41] AVISPA for security public blockchain ~ Eavesdropping attack, =~ Access control Cost
evaluation replay attack, Trust Authentication management
authority, impersonation Integrity
attack
[40] Hyperledger PBFT algo- Sybil attacks, double- Access control Attack detection,
Sawtooth rithm and public spending attacks, min-  Authentication performance
blockchain ing pool attacks
[54] Python, solidity PoW algorithm malicious attacks, replay Privacy performance
language, and Ethe- attacks Authentication
reum platform Integrity
[38] C++ & PBFT algo- DDoS attack, replay Access control Privacy Error detection
Crypto++library  rithm and public attack, identity theft Authentication
blockchain attack, traffic analysis
attack
[39] MICA2 Public blockchain ~ Not considered Access control Privacy Attack detection,
Authentication cost management
Integrity
[56] Ethereum platform  PoW & PoS Data tampering attack,  Access control Privacy Performance,
algorithms Algorithm tampering Authentication error detection
attack
[64] Not considered PoW algorithm DDoS attacks Access control Privacy Cost manage-
and permission Integrity ment, time
blockchain parameters
[66] Not considered BFT and NBFT replay/relay attacks, Access control Privacy performance
algorithms user impersonation Authentication
attack
[42] Not considered PBEFT algorithm DDoS attacks, Mali- Access control Privacy performance
and local dynamic  cious attacks Authentication
blockchain
[69] CORE public blockchain ~ Fake data, Code injec-  Access control Attack preven-
tion, Sybil attacks, Authentication tion, performance
Malicious attacks Integrity
[46] Cryptographic PBEFT algorithm Fake data and messages Access control Privacy Performance,
library MIRACL and sharing style Authentication time parameters
Ethereum blockchain
[60] JAVA SE PoD algorithm Fault attacks, Malicious Privacy Fault detection
and permission Authentication
blockchain Integrity
[61] Not considered Private blockchain ~ Misbehaving Vehicles ~ Access control Privacy Performance,
Authentication attack detection
[70] - private blockchain ~ malicious attack, cyber  Access control, privacy Error detection,
attacks Authentication performance
[72] Tensorflow, Private blockchain ~ Malicious attacks Privacy Performance,
Ethereum Access control time parameters

@ Springer
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Table 3 (continued)

Ref Simulation tools Blockchain Attacks addressed Trust parameters Evaluation
approaches parameters
[55] Not Considered consortium Malicious attacks Privacy Energy consump-
Blockchain Access control tion management
[58] SUMO, Private blockchain  integrity attacks Privacy Attack detection,
OMNeT++, Authentication performance
Ethereum Access control
integrity
[111]  Hyperledger Fabric consortium Sybil attacks., Collision Access control Performance,
blockchain attacks, Fault attacks Authentication time parameters
Integrity
[48] SUMO PoT Not considered Access control and valid information Performance
[66] MATLAB PoT DoS attacks, Sybil Privacy, Authentication Performance,
attacks attack detection
[44] JAVA MPBFT Consensus  impersonation, Sybil, Confidentiality, integrity, and authentication Performance,
Algorithm man-in-the-middle cost, and time
attacks parameters
[53] Python, Ethereum  Private blockchain ~ Collusion attack Authentication, integrity Time parameters,
Performance
[49] C,C++and consortium Different types of Authentication, Privacy, Access control Time param-
MIRACL blockchain attacks are considered. eter, Cost,
Performance
[68] NS2 PoT Different types of Authentication, integrity Cost, Perfor-
attacks are considered mance, Verifica-
tion loss rate
[73] Hyperledger consortium man-in-the-middle Authentication Time parameters,
blockchain attacks, replay attacks Cost
[75] OMNET++, PoS DoS attack Authentication, access control Attack detection,
SUMO performance
[74] NS3, C++ Consensus Not considered Access control Attack detection,
Mechanism performance
[67] Ethereum, PoW Malicious attacks Access control Success rate, per-

Wireshark

formance, cost

communication management based
14% System architecture
based

36%

Data management
based
50%

Fig. 6 Blockchain methods for IoV and blockchain integration

represents dependencies between trust factors.
The Bayesian updating equation for trust could
PriorT N Likeli .
UpdatedTrust (i) — riorTrust (z) tkelihood (i)
be: Evidence

2

Prior Trust (i) is the initial trust belief. Likelihood (i) repre-
sents the likelihood of new evidence supporting or contra-
dicting the trust, and evidence is the total evidence available
(Fig. 9 and 10).

Africa Europe
Oceania

Asia

Fig. 7 Selected papers based on continent

When determining trust models, the following consider-
ations should be identified:

e Dynamic Trust Update: Trust evolves due to chang-

ing interactions and behavior. Recursive equations
or dynamic models update trust values based on new
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Fig. 8 Selected papers based on the country classification

W Hyperledgar m Java MATLAB m CORE

M Python
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Fig. 9 Simulation tools for IoV and blockchain integration

Fault and attack handling
parameters 3\
18% Time
parameters
36%

Cost
22%

Performance
24%

Fig. 10 Evaluation parameters for IoV and blockchain integration

evidence. A function can identify that updates trust
based on the latest interaction:

o Threshold-based Trust Decision: Trust thresholds de-
termine when to trust or distrust a node. Decision rules
guide trust decisions.

@ Springer

When evaluating the performance of trust models, several
parameters and metrics are commonly used:

e Precision: It measures the proportion of correctly iden-
tified positive instances (true positives) out of all the
cases predicted as positive.

o Root Mean Squared Error (RMSE) quantifies the
average difference between predicted and actual trust
values. Lower RMSE indicates better accuracy.

e Average End-to-End Latency: It represents the time
data travels from source to destination.

o Packet Delivery Ratio (PDR) calculates the proportion
of successfully delivered packets. Higher PDR indicates
better reliability.

o Throughput: it is identified for measuring the data
transfer rate.

5.3 Openissues and challenges

5.3.1 RQ3: what are the challenges and open issues of
integrating the loV and blockchain for trust management?

The following points should be considered when merging
the blockchain and the IoV:

Delay-constraint application and services Security is built
into several IoV services and apps. Regarding the stated
tiered design, they need data to be received from the bottom
layer at a specific time. Responsibility for these services is
specified in real time [8]. Data and message transmission
may be delayed if defensive measures are deployed based
on the environment’s characteristics to protect security and
privacy. This problem must be considered a compromise in
the system to prevent service failures.

Scalability This is one of the issues not addressed in most
papers reviewed. Many methods discussed in the articles
impose a high cost on the system regarding time and com-
putation when implemented on a large scale. Given the lim-
ited computational resources available and the requirement
for real-time response in some services, this is one of the
issues that should be considered [75].

Complexity Miners should choose a solution and consider
the amount of trust and data security techniques like encryp-
tion since various consensus algorithms are utilized to build
and maintain blockchains. The suggested solutions are
coupled with increasing tool and computational complexity
due to environmental restrictions [8]. As a consequence, the
system’s performance suffers. Thus, depending on the type
of services and data, it is necessary to apply unique security
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solutions at sensitive data levels to balance our system’s
performance and trust.

Mobility Node movement complicates the application
of location-based methods. Furthermore, relocating and
communicating with new roadside units increases the risk
of attack and the presence of malicious nodes. Changing
the connection increases the need for control operations,
increasing the system’s cost [13, 77]. To this end, it is rec-
ommended that nodes’ identities be updated periodically
at the system level to reduce the risk of malicious nodes
and different communication levels, implement control
strategies appropriate for each level, and consider the cost
slightly reduced.

Heterogeneity Node heterogeneity should be considered
when developing security policies and mechanisms, just as
communication and networking protocols may need to be
considered when developing mechanisms and constraints.
There is no single protocol for the [oV environment [4, 78].

Resource management Authors in [79] presented a frame-
work based on SDN for intelligent networks to cover safety
and security. This method focused on energy consumption
management. Trust management can be a challenge in the
IoT environment. This issue should be considered when
adopting blockchain-based solutions in processing control
and load balancing at the network level. The network-pro-
cessed transactions in terms of time, processed data vol-
ume, data storage, and bandwidth consumption control in
consensus solutions are recognized as the factors that affect
resource management and computational consumption costs
when using the blockchain [2, 8, 80]. The volume of data
transmitted at the system and the network level is large and
diverse; this can be a source of an attack, and implementing
security mechanisms is costly. It should be noted that some
resources only address a specific layer of systems [81, 82].
Resources should be considered at all levels and all layers.

Blockchain standardization Blockchain standardization
has not yet been done. Standards, protocols, and rules are
unclear. Moreover, the heterogeneity of communication,
networks, and resources in the loV may make this challenge

more manifest. Sometimes, it may prevent its implementa-
tion or cause failure [83].

6 Conclusion

Regarding the system’s structure, limited resources, and
heterogeneity of network nodes, as well as the critical data
that circulates from users at the system level, the IoV pres-
ents various security and privacy challenges, including data
management, data sharing, management, node identity, and
access control. Numerous technologies are used to meet
these requirements, and several blockchain-based solutions
have been introduced in recent years.

This paper provided a comprehensive systematic survey
of the blockchain and IoV integration for trust management.
These methods can be reviewed from three general views:
architecture, data, and communication. The research stud-
ies’ strengths and weaknesses were discussed. According to
the literature review discussions, data management meth-
ods have the highest rate of trust management approaches
at 50%. The implementation tool used Hyperledger in 38%
of previous studies to mimic the technique. The cost, time,
performance, and fault management parameters must be
considered. According to our research, the most critical
evaluation parameter for blockchain-based methods is time,
including system-level service-related time parameters and
solution implementation time. The issues connected with
integrating blockchain in the IoV were recognized based
on the methodologies that have been investigated, and solu-
tions to solve these challenges should be addressed.

In the future, with opportunities for groundbreaking
research, particularly in developing more sophisticated
trust models that leverage blockchain technology. These
models should assess the trustworthiness of entities par-
ticipating in IoV networks. Researchers must consider
security and privacy for trust management solutions and
combine approaches like dynamic sharding and federated
learning with blockchain to address data security concerns
in IoV trust management and assign trust values to nodes
based on their interactions, limiting the impact of malicious
behaviors.
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