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Abstract

The increasing complexity of IT-related laws and regulations pushes IS research to better in-
tegrate compliance into IS design processes. One key issue is the presence of often multiple le-
gal provisions relevant to the same artifact. This generates tensions that can only be resolved
through legal reasoning. Building on design science research and interdisciplinary literature,
we explore features of a holistic design process based on legal reasoning to support legal com-
pliance. We focus on the early stages of the design process - i.e., problem identification and
definition of the objectives - and introduce two novel design activities: (1) analyzing the na-
ture of requirements and (2) identifying and defining design trade-offs. Thereby, we develop a
preliminary guideline to engage with legal experts. Our emerging method eases the transition
into the design phase by putting legal reasoning before the definition of design objectives.
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Introduction

Emerging digital technologies are increasingly ubiquitous, and pledge to deliver great benefits to society as a
whole. Yet, their deployment and applications bring about challenges and risks that often call for legal safe-
guards. This directly concerns the information systems (IS) community, which focuses on bridging the tech-
nical aspects of IT and its business and social dimensions (Baskerville et al., 2018). Hence, IS researchers
have been exploring how to integrate compliance with laws and regulations in their analyses and design of
IS (Dickhaut et al., 2023b), the capabilities required for such integration (Labadie & Legner, 2023), and on
how to leverage technology for legal purposes (Butler et al., 2023). This endeavor is of growing relevance
due to the regulatory intensification in the digital sphere, with impacts that can transcend jurisdictional
boundaries. An example is that of the EU General Data Protection Regulation (GDPR) (Weigl et al., 2023).

To establish design-based compliance and lower the associated costs, IS research has already explored how
interdisciplinary knowledge can be codified and conveyed through patterns (Dickhaut et al., 2023a). When
IT-related legal provisions become more complex and intertwined, however, their application becomes a
matter of legal interpretation (Sartor, 2005). Typically, this requires the ability to address conflicts between
requirements originating from different legal frameworks (Karasek-Wojciechowicz, 2021), but also among
legal and other organizational or technical requirements that need to be reflected in the design of an IS. Such
balancing exercise often results in trade-offs between applicable rules (Pocher & Veneris, 2022b).

Against this backdrop, compliancewith laws and regulations needs to be consideredholistically during IS de-
sign (Hoffmann et al., 2015). In this context, Design Science Research (DSR) provides a structured approach
to reconcile prescriptive knowledge from different disciplines (Baskerville et al., 2018; Gregor & Hevner,
2013; vom Brocke et al., 2020). In particular, DSR’s iterative approach of design and evaluation (Hevner et
al., 2004; March & Smith, 1995) may help factor legal compliance into the artifact design early-on and avoid
high costs of retrofitting it (Dickhaut et al., 2023b). Despite thorough research ondesigning (non-)functional
requirements, so far, little guidance exists on what additional steps IS researchers and practitioners need to
follow during the DSR process to holistically address compliance with laws and regulations in the design.
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To adequately consider these dimensions, IS research would benefit from incorporating concepts of legal
reasoning and a direct contact with legal experts into the design process. In this paper, we build on the
interdisciplinary backgrounds of our author team, who stem from IS as well as IT law, to investigate: How
should the DSR process be refined to support legal compliance by design?

To answer this research question, we build upon interdisciplinary research on design-based legal compliance
and DSR, borrowing from critical approaches (Myers & Klein, 2011), and develop a preliminary method for
holistic legal compliance – i.e., compliance with all relevant laws and regulations – by IS design. Our paper
explores how DSR can guide collaborations between IS researchers, practitioners, and legal experts. By
focusing on the early DSR phases, we consider an iterative four-step process for the validation of design
objectives and trade-offs that will serve as input for design and development. We illustrate each of the four
steps using the example of designing privacy-preserving central bank digital currency (CBDC) systems.

Theoretical Background

Design-based legal compliance in IS literature

In IS and related disciplines, literature has been exploring various manifestations of ‘designing’ compliance
with laws and regulations for more than two decades. Existing IS publications on legal compatibility tried
to integrate legal requirements through ‘compliance by design’. That is, they intended “to capture compli-
ance requirements through a generic requirements modeling framework” (Sadiq et al., 2007, p.150) in an
attempt to integrate legal requirements early on in the design. The goal of some related work is to achieve
cost-effective independence from legal experts by providing developers with support to integrate legal re-
quirements (Dickhaut et al., 2022). This can entail the codification of requirements into templates or ‘design
patterns’ (Dickhaut et al., 2023b; Hoffmann et al., 2015). While design patterns provide relevant design
knowledge, their application is often limited to a single legal field. In fact, accounting for multiple frame-
works typically requires legal reasoning, which can benefit from legal automation only partially (Pagallo &
Durante, 2016). In practice, legal reasoning can be difficult to abstract and codify into templates because of
normative conflicts, for instance, that have different foundations. They can originate from the dynamics of
the legal system, the co-existing protection of conflicting interests, or content uncertainties (Sartor, 1992).

Becker et al. (2014) make an initial attempt at a process-oriented approach to legal compliance in IS. Based
on DSR, they propose a structured method that guides developers through the relevant steps to assess how
legal requirements are reflected in the artifact and how changing laws and regulations will affect its com-
pliance (and vice versa). A comparison between the intended design and implementation helps identify po-
tential design-actualization-gaps. While this research provides an important milestone, Butler et al. (2023)
emphasize the need for more research on how to reconcile IS design and relevant legal frameworks. This is
because such reconciliation often requires risk assessments to resolve tensions among contending rules and
requirements, which commonly depend on intensive socio-technical and legal reasoning of the proposed
requirements, their actualization, and their implications.

To perform this reasoning, a nuanced understanding of the law is necessary. The reasoning already starts
with determining if relevant frameworks are principle-based and/or rule-based (Braithwaite, 2002; Butler et
al., 2023), which impacts the extent to which any balancing can be performed. All in all, little is known about
how this type of reasoning can be integrated into the IS design process. Indeed, despite the efforts selectively
outlined above, “the explicit consideration of legal compatibility in the development of applications is very
rare” (Hoffmann et al., 2015, p.104), and IT regulation remains a “largely neglected area of IS” (Butler et al.,
2023, p.86). Related research in the field of Law and Technology provides valuable perspectives on the need
for legal compliance by design and its integration into the IS design process.

Design-based legal compliance in Law and Technology

In the past years, the relevance of ‘designing’ IT compliance has grown considerably in the research field
termed Law & Technology, focused on regulating emerging technologies (Brożek et al., 2023). This was
primarily driven by an increasing sensitivity to privacy and data protection vis-à-vis intensifying IT risks
(Kanevskaia & Pałka, 2023). At the same time, decentralization technologies and complex AI-based models
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put to the test the capacity of traditional legal approaches to relate to, and constrain, these new ecosystems
(Finck, 2018). At the origins of ‘compliance by design’, the often criticized ‘code is law’ paradigm highlighted
the regulatory impact of code in the cyberspace (Lessig, 2006). It soon became clear that code does not
replace law, but rather exerts a normative influence on individual behaviors together withmarket dynamics,
law, and social norms (Filippi &Wright, 2018). Accordingly, code complements law in its regulatory action,
and it is crucial to make a conscious decision about which values to embed (Finck, 2018). Over time, a new
‘law is code’ paradigm suggested law can be codified (i.e., defined as code) (Hassan &De Filippi, 2017), while
smart contracts inspired governments to experiment with ‘rules as code’ (Casanovas et al., 2022).

Yet, the concept of reaching accountability (only) through code is commonly perceived in the Law & Tech-
nology field as an over-simplification with limited applicability. The regulatory action of code is useful only
for objectively verifiable rules that can be defined in the code itself (Filippi & Wright, 2018). This applies
to rules that are both unambiguous and easy to apply, which is not always the case. Above all, legal rules
require semantic interpretation of the underlyingmeaning, grounded in legal reasoning (Pagallo &Durante,
2016). That is, code can never fully reflect human intentions, and semantic concepts are often too complex
to be captured by binary computing logic. Bridging the two requires specific models (Athan et al., 2015).
However, since “poorly designed code can be as harmful as poorly designed law” (Werbach, 2018, p.233),
successful IT regulation requires a combined techno-legal focus (Pocher & Veneris, 2022b).

Parallel research streamshave investigated the nature of legal requirements as compared to (non-)functional
requirements in computer science and engineering (Casanovas et al., 2022). This question has been ad-
dressed also to support machine interpretation of and reasoning on legal content, and through various
methodologies that range from goal-oriented requirements engineering, defeasible logic modelling, natural
language processing, semantic annotation, legal ontology building, as well as legal compliance and valida-
tion processes (Palmirani et al., 2018; Soavi et al., 2002). Overall, the idea of streamlining compliance into
a design process gained prominence through ‘privacy by design’ (Cavoukian, 2009). In later works, ‘(legal)
compliance by/through design’ focused on embedding formalized rules but also legal interpretation into
an artifact (Casanovas et al., 2017). This allows to consider context variables and the interpretation of legal
rules, crucial to the design of legal compliance. It is also a flexible construct that accommodates the evolution
of law, and shows how design-based compliance does not only refer to compliance with a text: when there
are contending obligations, a compliance strategy also responds to a broader set of variables (Casanovas
et al., 2022) – e.g., how to deal with conflicting requirements and tensions between legal principles.

Towards a DSRMethod for Legal Compliance by Design

So far, little guidance exists on how DSR can accommodate for the evaluation of multiple legal principles
and provisions. In this paper, we suggest a refined methodology focusing on the early stages of the DSR
process, i.e., before the artifact is developed. Our starting point is the seminal work by Peffers et al. (2007)
and their DSR methodology structured into six design activities: 1) problem identification, 2) definition of
design objectives, 3) design and development, 4) demonstration, 5) evaluation, and 6) communication.
While this method serves as a basis to develop prescriptive design knowledge, a step-wise approachmay not
account for the interconnection of complex problem spaces, where tensions between multiple legal fields,
as well as technical and organizational requirements, encumber compliance (Rai, 2017).

In a development of this approach, Tuunanen et al. (2023) introduce design echelons, which constitute self-
contained and interrelated activities of design and validation. These echelons have the capability to account
for complex and interconnected contexts where “understanding the problem and formulating the research
objectives [...] often requires several non-linear DSR iterations” (Tuunanen et al., 2023, p.2). This is of great
relevance for legal compliance, where problem identification and definition of design objectives are often
mutually constitutive and interdependent processes. Moreover, legal assessments are recursive processes
that call for multiple iterations between the problem and solution spaces (Butler et al., 2023).

In particular, we note how legal reasoning often serves as a basis to identify if, how, and to which extent
a requirement must be reflected in an artifact (Sartor, 2005). This is in strong relation with the nature of
legal frameworks and provisions as principle-based and/or rule-based (Braithwaite, 2002). While in the
first case there is typically more room for balancing conflicts, rule-based scenarios can manifest in the form
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Figure 1. A DSRMethod for Legal Compliance by Design – based on Peffers et al. (2007).

of an all-or-nothing application of a specific requirement. The latter case originates conflicts that are harder
to balance by design. In hybrid cases composed of both principle-based and rule-based provisions (Butler
et al., 2023), multiple requirements can be assessed in a context-specific fashion to determine precedence
and resolution strategies as, for instance, data necessity and protection in the GDPR (Basin et al., 2018).

In our view, these characteristics call for two additional design activities focused on the analysis of the na-
ture of requirements and identification and definition of design trade-offs tomediate iterations between the
problem formulation and definition of design objectives. The resulting design trade-off expresses the reso-
lution capacity in the form of a design spectrum (or continuum; (Tuunanen et al., 2023)). The four design
activities combined can be viewed as one overarching design echelon that yields to validated design objec-
tives and design trade-offs. The prescriptive knowledge about trade-offs and the validated design objectives
serve as foundation for the subsequent design and development activity.

In the following, we describe this design echelon and each of its four design activities and their interplay,
and provide a visual depiction of our preliminary method (Figure 1). For each activity, we provide a short
example from CBDC systems, whose design is currently explored by more than 90% of central banks but so
far typically yields publications focused on the designed product rather than on the design process (Hevner
et al., 2004; Kosse & Mattei, 2023; Pocher & Veneris, 2022a).

Identify Problem and Motivate

In line with prior approaches, our preliminary DSRmethod starts with the fundamental activity of problem
identification and formulation (Peffers et al., 2007; Sein et al., 2011). It outlines the relevance and proper-
ties of the problem space and previous solution approaches (vom Brocke et al., 2020). Establishing a rich
problem formulation is crucial, as legal compliance often proves difficult and can only be achieved through
a context-specific reflection (Butler et al., 2023). Corresponding analyses should focus on the underlying
problem, relevant related theories, and help establish a rich understanding of the organizational context
and, in particular, the legal fields in which the problem and its solution are situated.

IS research may therefore also benefit from design-oriented approaches that deeply engage with the artifact
design in situ (Mullarkey &Hevner, 2019; Sein et al., 2011). Such broader reflection on the problem captures
the distinct requirements of the institutional context of the artifact (Hashmi et al., 2018; vom Brocke et al.,
2020). Interdisciplinary collaboration, especially the assistance of legal experts from different fields, can
help contextualize the problem comprehensively and identify guiding (legal) frameworks that will inform,
mandate, but also restrict, the features of a solution. In the case of a CBDC design that aims to address
privacy-related problems (Choi et al., 2023), this could consist of identifying legal fields to be considered also
beyond privacy and data protection – e.g., monetary law and the framework to prevent money laundering
and the financing of terrorism (AML/CFT) (Pocher & Veneris, 2022a).
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Define Objectives of a Solution

Informedby a first interdisciplinary formulation of the problem, IS research can transition to amore detailed
analysis of the general objectives and the context-specific requirements of a better solution (Peffers et al.,
2007; Tuunanen et al., 2023). This activity is not new to design-oriented research and valuablemethodolog-
ical guidance exists in various disciplines. IS research can therefore build upon existingmethods to establish
amore structured approach for this requirements analysis, such as requirements elicitation in requirements
engineering (Hoffmann et al., 2015; Soavi et al., 2002). To ensure legal compliance by design, IS research
can consult legal experts to analyze the requirements of each relevant legal field. In the case of CBDCs, this
step could encompass the definition of the design objectives, such as ‘privacy’ and ‘accountability’ to comply
with the AML/CFT regime. A more detailed requirements analysis would then focus on the identification of
the principles and rules enshrined by, for instance, data protection and AML/CFT.

While identifying and analyzing the organizational, technical, and legal requirements of an improved arti-
fact, IS research often uncovers conflicts between requirements and rules and/or tensions between princi-
ples. Such conflicts may develop from differences between dimensions (e.g., organizational, technical, and
legal) or are the result of conflicting needs within one specific dimension. Prior research acknowledges the
need for validating design objectives and requirements regarding their coherence, completeness, feasibility
and operationality (Tuunanen et al., 2023). We agreewith the importance of such evaluation. Yet, we believe
that coherence and avoidance of contradictions cannot always be (easily) achieved and requires additional
guidance. Interdependencies and emerging conflicts should not distract throughout the initial collection of
relevant legal rules. Instead, the focus should lie on gaining a holistic overview.

Analyze the Nature of Requirements

Either as part of the previous activity or as a subsequent step, IS researchers and practitioners should focus
on a detailed assessment of the nature of each of the identified requirements. This is because there can be
differences in the extent to which and how they can be designed into the emerging IS (Labadie & Legner,
2023). In other words, IS experts will have to identify which of the requirements can be addressed by design,
through surrounding organizational processes, or call for a different way of implementation. In the case
of CBDC design, the need for system ‘auditability’ can and must be considered during the design, but the
extent of it (e.g., who can audit) needs to be set at governance level and balances the principles of privacy
and transparency (see following step). Further, some requirements may need to be disregarded as they
cannot be met, and in case of emerging technologies can often be discussed with regulatory and supervisory
authorities to identify solutions (e.g., regulatory sandboxes, partial compliance (Casanovas et al., 2022)). In
CBDC design, for instance, monetary law will need to be adapted to allow for their issuance, and the design
activity cannot account for it per se (Pocher & Veneris, 2022a).

Concerning the nature of legal requirements, a detailed analysis should also investigate their origins. This
may includewhether they are rule and/or principle based and if these requirements are strict or can (in some
cases also need to) be balanced against others (Sartor, 1992). Related assessments inevitably call for strong
collaborations between legal experts and IS researchers and practitioners. While legal experts can provide
assessments on the ‘legal’ nature of requirements and related leeway in their implementation, technical and
organizational expertise is essential to identify if related technical implementations can be achieved and how
these requirements should be treated in the actual development of the IS.

Identify and Balance Trade-offs to Address Conflicts among Requirements

Once a holistic overview of the design objectives and requirements as well as their nature has been achieved,
IS researchers should turn to a more detailed analysis to identify and address emerging conflicts. The ob-
jective of this design activity is to identify and define trade-offs between different legal principles and rules
and to analyze how and to what extent tensions and conflicts can be resolved. Thus, this design activity con-
ceptually shifts the DSR process from the analysis of the problem space towards the concrete solution space
that leads to synthesizing possible design requirements. As a starting point, IS researchers may illustrate
design trade-offs by drawing spectra that enlist opposing requirements and principles at both ends. In the
case of CBDC design, a frequent example relates to tensions between the need to safeguard privacy and data
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protection, and mitigating the risk of illicit misuses. This typically manifests in the definition of a trade-off
between privacy and transparency that needs to be considered in the design (Pocher & Veneris, 2022b).

The role of identifying trade-offs between principles and values in IS design has emerged strongly in litera-
ture. The designing process was described as a “process of trading-off, in which the pursuit of some design
goals may directly counteract the achievement of others” (Wessel et al., 2024, p.2). We argue that the same
applies in the legal domain. For each of the identified trade-offs, IS researchers may conduct an in-depth
analysis of potentialmitigation strategies (Sartor, 1992). Investigating how similar problems and conflicting
requirements have been addressed in practice may provide valuable indications (vom Brocke et al., 2020).
However, it is important to critically reflect on the projectability of preceding solutions, as in most cases,
legal compliance cannot simply be copied or translated from one artifact to another. Related analysis will
require legal reasoning to develop appropriate strategies for conflict resolution. For trade-offs arising from
legal requirements, common approaches include a risk-based assessment to analyze the impact of meeting
and neglecting the requirement(s) or the principle of proportionality (Gellert, 2017). Exhaustive reasoning
will commonly require in-depth domain knowledge and the involvement of related experts (Sartor, 2005).

As such, this design activity will help IS researchers narrow down the design spectrum of the possible so-
lution space, and produce prescriptive knowledge on design trade-offs and a corresponding validated set
of design objectives and requirements. In many cases, the approach may not be the development of a uni-
tary solution, but rather the investigation of so-called ‘design tiers’ to accommodate various trade-offs. In
the design of CBDCs, one may address the privacy-transparency tension by integrating different trade-offs
within the same system that selectively combine different design features for privacy and auditability based
on a transaction’s risk. For example, privacy-enhancing technologies could be enabled for low-value trans-
actions, but restricted for higher-value transactions (Michalopoulos et al., 2024; Pocher & Veneris, 2022b).

An Iterative Approach to Validated Design Knowledge

The reasoning illustrated above requires IS researchers to regularly revisit their initial problem statement
and resulting definition of objectives, as of two reasons. First, many approaches to (legal) reasoning funda-
mentally build upon proportionality and impact assessment, which are naturally contingent on the under-
lying problem formulation. During this process, IS researchers may identify gaps in their problem formula-
tion that need to be filled. Second, suggested trade-offs may also lead to restrictions of the solvable problem
space– e.g., in the case of all-or-nothing requirements that cannot be balanced. IS researchersmay therefore
need to reconsider and gain a more detailed understanding of the problem. An updated problem formula-
tion inevitably impacts the resulting objectives of a possible solution. Thus, IS researchers will have to refine
identified objectives and requirements before proceeding to identify and define design trade-offs.

Such an iterative approach enables the gradual validation of the problem statement, objectives and require-
ments, as well as emerging design spectrum and trade-offs (Sonnenberg & vom Brocke, 2012). The vali-
dated knowledge will serve as input for the design and development and will be iteratively refined through
recursive building and evaluation (Hevner et al., 2004; vom Brocke et al., 2020). It also acts as a research
contribution itself (Baskerville et al., 2018; Tuunanen et al., 2023).

Expected contributions and future work

The plans for our future research comprise distinct but interrelated aspects. First, we plan to increase the
level of detail in the description of our model. In particular, we aim to follow a holistic critical research ap-
proach (Myers & Klein, 2011) to further identify gaps in current DSR approaches and refine our preliminary
method. By doing so, we particularly aim to focus on providing methodological guidance in the form of a
process to conduct the balancing between contending legal rules and agree on a trade-off for a specific IT ar-
tifact. To this end, we will analyze in depth the variability among principles and requirements from various
legal domains, as well as their interaction between other (non)functional requirements.

As a second stage of this research, we aim to expand our model to the subsequent steps of the DSR method,
i.e., beyond those that precede the actual development of the artifact (Peffers et al., 2007). Specifically, we
will tackle both the transition from validated design trade-offs to design and development (i.e., identification
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of ways to concretely balance the requirements) and methodologies for the evaluation phase. We further
aim to investigate how the design and development, demonstration and evaluation phases will feedback on
the validated design trade-offs and how IS research can make best use of this feedback during the design
iterations. This would allow us to derive design knowledge on where and how to approach interdisciplinary
collaboration with domain and legal experts throughout the DSR process.

Third, we plan to address the pending need to evaluate and validate our preliminary DSR model, also by
showing ways of concrete balancing between multiple legal principles and rules. To move in this direction,
we plan to apply our emerging model to concrete cases related to digital identity and digital finance. We see
prospects in the mentioned area of CBDCs, as the recent multi-stakeholder interest has generated a signifi-
cant focus on the various policy and legal trade-offs to be designed and on the importance of interdisciplinary
reasoning and cooperation (Kosse &Mattei, 2023). An example of a possible object of study is the spectrum
between privacy and transparency that includes the tension between privacy, data protection, and financial
integrity (Pocher & Veneris, 2022b). Various reports exist that provide central banks with frameworks to
take informed decisions regarding legal and policy trade-offs to be embedded into CBDC designs. To benefit
from such empirical insights, we also aim to conduct a structured literature review and a comparative analy-
sis of our method against academic and practitioner studies that report on the design of legally compliant IS
in different real-world applications. Additional future research that explores the feasibility of our suggested
DSR method in different contexts would also be important to assess and enhance its generalizability.

Lastly, while developing our preliminary DSR method for legal compliance through IS design, we experi-
enced tensions between the need for context-specific solutions to achieve legal compliance and the general-
izability of knowledge. Inmore detail, legal compliance typically approaches problems at the context-specific
instantiation level, yielding contributions in the form of “situated implementations” (Gregor & Hevner,
2013). In turn, DSR, also strives for producing theoretical design knowledge that is applicable within a
larger class of problems. Valuable future research could explore and evaluate whether and how our DSR
method can be applied to produce generalizable andmature knowledge, such as “design principles” or “well-
developed design theories” that are projectable to a class of problems (Gregor & Hevner, 2013).

Conclusions

In this paper, we introduced a preliminary DSR method for legal compliance by IS design. We focused
on the early stages of the design process (i.e., the phases before the actual development of the artifact), as
compliance with laws and regulations particularly hinges upon the problem and its context. We suggested
additional design activities focused on analyzing the nature of requirements and the identification and defi-
nition of design trade-offs, which mediate iterations between the problem formulation and the definition of
design objectives. Altogether, these four design activities can be viewed as one overarching design echelon
that yields to validated design objectives and trade-offs. We emphasized the importance of collaboration
with legal experts in the design process to analyze and weigh the requirements, before transposition into IS
design. In our view, accommodating for interdisciplinarity in the early design stages supports the creation
of artifacts with high technical feasibility and legal compliance.
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