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ABSTRACT
Health misinformation, defined as health-oriented information that
contradicts empirically supported scientific findings, has become
a significant concern on social media platforms. In response, plat-
forms have implemented diverse design solutions to block such
misinformation or alert users about its potential inaccuracies. How-
ever, there is limited knowledge about users’ perceptions of this
specific type of misinformation and the actions that are necessary
from both the platforms and the users themselves to mitigate its
proliferation. This paper explores social media users’ (n = 22) per-
ceptions of health misinformation. On the basis of our data, we
identify specific types of health misinformation and align themwith
user-suggested countermeasures. We point to the critical demands
for anti-misinformation solutions for health topics, emphasizing
the transparency of information sources, immediate presentation
of information, and clarity. Building on these findings, we propose
a series of design recommendations to aid the future development
of solutions aimed at counteracting misinformation.
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1 INTRODUCTION
Different types of social media have made it easier for people to
communicate and share information about different topics, includ-
ing health [88]. Social media users often discuss their experiences
with health issues, offer remedies, or provide tips for a healthier
lifestyle [28, 95]. However, such information is usually based on
personal opinions, is not backed by scientific evidence, and is some-
times influenced by commercial interests, such as the promotion of
health supplements through native advertising. Such practices can
lead to spreading health misinformation. Broadly speaking, health
misinformation is defined as any health information that is not
currently supported by scientific evidence, including health rumors,
misleading advertising, fake news, and conspiracy theories about
health [131]. Moreover, misinformation is spread without the inten-
tion to cause harm [102, 132] (see Section 2.2). Thus, the landscape
of health misinformation varies in its degree of inaccuracy and its
potential risks for individuals and society.

There is growing consensus among the scientific community and
social media platforms that the dissemination of health misinfor-
mation must be curtailed [30, 135], but it is not clear what criteria
would justify interventions in user communication. Whereas sev-
eral studies have analyzed the effects of such interventions on the
spread of misinformation, there is a gap in the understanding of
users’ perceptions of which actions social networks should take to
combat health misinformation. Gaining insight into users’ views
on these actions and the harms of health misinformation is crucial
for developing more effective and acceptable strategies.

In this qualitative study, we analyzed users’ perceptions of the
types and characteristics of health misinformation. We emphasize
that it is important for social media platforms and other stake-
holders (e.g., users, government agencies, medical societies, and
international health organizations) to intervene in order to protect
users from this misinformation. Our research offers insights into
general strategies that might be implemented (e.g., identifying the
factors that should prompt social media platforms to counteract
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specific misinformation) and delves into users’ opinions about the
design strategies that are currently in place across social media plat-
forms. Thus, our research will help others gauge the adequacy and
effectiveness of existing design solutions to prevent misinforma-
tion regarding health-related content. Furthermore, we focused on
investigating technology in context by applying a scenario-based
research approach to fully understand humans’ experiences with
technology. Our approach allowed us to identify user needs and
derive recommendations for the design of interactive technologies.

This paper makes four contributions:
(1) We examine users’ perceptions of what distinguishes health

information from health misinformation on social media;
(2) we outline the distinctions between health misinformation

and other types of misinformation, highlighting the unique
challenges individuals face when trying to verify and debunk
health-related claims;

(3) we explore users’ views on what actions they believe are
appropriate for networks to undertake and delve deeper into
the factors that may induce resistance to countermeasures
against misinformation on these platforms;

(4) we suggest potential practices that designers can engage in
to create tools for navigating health misinformation.

Our study primarily centers on health misinformation. However,
our findings also shed light on the broader discourse concerning
how users perceive the ways in which social media platforms ad-
dress misinformation in general. The results capture users’ nuanced
views on the balance between freedom of choice and expression
versus the wish to protect others from the immediate and long-term
impacts of misinformation.

2 RELATEDWORK
2.1 Health-related Information in Social Media
Many definitions of social media exist. A systematic literature re-
view found that, in earlier research (until around 2010), social media
centered around the idea of connecting people with common inter-
ests, whereas in later research, the defining aspect of social media
changed to the sharing of user-generated content [4]. Both of these
aspects are relevant for the present paper, as health-related infor-
mation is shared in both private (e.g., messaging among family
members) and public settings (e.g., publicly posting one’s health
experiences). Indeed, social media platforms, such as Facebook,
Twitter, 1 TikTok, and YouTube, are frequently utilized to dissemi-
nate health-related information. In a study by Marar et al., 85% of
hospital patients and their relatives reported seeking health infor-
mation on social media [83]. Similarly, Bryan et al. found that 68% of
parents in pediatric units reported using social media to find health-
related information. During the COVID-19 era, a large-scale survey
of the U.S. general population revealed that 76% of participants
depended on social media for at least “a little information.” Further-
more, 59.2% stated they accessed COVID-19-related information
on social media at least once a week[96]. Prior to the COVID-19
pandemic, up to 74% of online health information seekers utilized
social media [127]. Social media serves a different purpose than
1The network has recently been rebranded as X. However, during our interviews,
participants referred to it as “Twitter” based on their past experiences with the platform.
For the sake of consistency in this work, we’ll continue to use the name “Twitter.”

search engines. For instance, De Choudhury et al. demonstrated
that people often use social media to understand the effects of
health conditions on daily life and to gain a broader understanding
of medical procedures [36]. This corresponds to Chu et al.’s finding
that using search engines can create frustration because the infor-
mation on medical sites can be too difficult to understand, may offer
too much detail, and may lack enough criteria to evaluate it [31].
Personal stories and the opportunity to discuss issues in everyday
language can motivate people to use social media for health infor-
mation [112]. Moreover, social media allows users to seek social
and emotional support through peer interactions, especially from
those with similar health challenges [141, 143]. Other advantages
include more understandable and personalized information [90].
However, the prevalence of content created by non-professionals
raises concerns about the reliability of shared health information
[20, 32, 83, 90].

2.2 Characteristics of Health Misinformation
on Social Media

Many terms exist to describe the topic of the present paper, such as
misinformation, disinformation, malinformation, fake news, false
news, or clickbait [66, 145]. Zhou and Zafarani suggested three
dimensions to define these terms: authenticity (from true to false),
intention of sharing (from good to bad), and type of information
(news or not) [145]. Based on the framework of information disor-
der, three distinctions arise: false information deliberately created
and disseminated to cause harm (disinformation), genuine informa-
tion such as leaks spread intentionally to cause harm (malinforma-
tion), and false information spread without intention to cause harm
(misinformation) [102, 132] . In the current paper, we focus on the
dimension of authenticity without intending harm. Therefore, we
intentionally adopt the broad term “health misinformation” which
has been described as an umbrella term that includes alternative
terms and refers to all false health-related claims [130].

Several studies have identified dangerous outcomes from health
misinformation [49, 62, 75]. Health misinformation leads to an in-
crease in misleading or incorrect interpretations of evidence, has
a detrimental impact on mental health, results in a misallocation
of health resources, fosters vaccination hesitancy, and fuels con-
spiracy beliefs [37]. One example is that during the COVID-19
era, misinformation, disinformation, and conspiracy theories pro-
liferating on social media have eroded trust in government and
health systems[78]. The surge in health misinformation not only
delays care provision but also contributes to the proliferation of
hateful and divisive health rhetoric in public discourse [37]. How-
ever, only a few studies have compared health misinformation with
other types of misinformation (e.g., in politics). This scarcity of
research makes it difficult to protect users specifically from health
misinformation [128]. Such health misinformation is particularly
important to address, as it might have severe consequences (e.g.,
when a person is discouraged from seeing a doctor due to health
misinformation). Recent studies have indicated that, compared with
other types of misinformation, health misinformation tends to have
a longer life cycle, possibly because it is linked to ongoing personal
health issues rather than short-lived social events [92]. Moreover,
these studies have shown that, unlike in the political news domain
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where partisanship is more intense, appeals to scientific organiza-
tions and medical authorities can debunk erroneous beliefs in the
health domain [89, 118, 124].

Another characteristic of health-related information is that it
is often presented through personal health stories, motivated by
the need to find people with shared experiences and the desire for
social support or, to some extent, for self-presentation purposes
[97, 113, 122]. Consequently, health-related information in social
media often includes opinions and personal experiences [63]. These
are difficult to mark as “true” or “fake,” even when any treatments
that are mentioned contradict expert consensus. For example, if a
social media platform marks such content as “fake,” the individuals
who shared their experiences might perceive such labeling as a
personal attack. Another issue is that health information and misin-
formation sometimes include genuine medical terms and concepts,
thus making it challenging for non-experts to fully understand
and make appropriate opinions about the content [26]. In this con-
text, the knowledge gap stops users from understanding the false
claims in the text. Alternatively, when presented via social media
to nonprofessionals, even genuine medical information can gen-
erate claims about misinformation because nonprofessional users
cannot fully understand the concepts or the relationships behind
the information [73, 142]. These unique features of health misin-
formation and the severe consequences of incorrect statements
made us question whether general methods used by platforms to
address misinformation should also be used in the context of health
misinformation. Alternatively, are other design solutions needed?
In order to contribute to answering this question, we next describe
current design solutions before investigating users’ experiences
with health misinformation.

2.3 Design Solutions for Counteracting
Misinformation in Social Media

Several approaches are available for combating the spread of misin-
formation. Hartwig et al. developed a taxonomy of interventions
based on high-level concepts such as intervention design, user
interaction, and the timing of the intervention [58]. Aghajari et
al. outlined four primary strategies: debunking false information
through fact-checkers, signaling content credibility, directing an
individual’s attention toward content credibility, and reducing the
visibility of deceptive content [3]. On the other hand, Goldman
delineated five measures for addressing misinformation about indi-
vidual content: remove content, suspend content, relocate content,
edit/redact content with an interstitial warning, add a warning
legend, add counterspeech, or disable comments [51].

In this section, we primarily adopt Aghajari et al.’s taxonomy [3].
However, we consolidate different means of indicating credibility,
such as straightforward warnings and fact-checker warnings, under
the “credibility indicators” category. We also introduce “inducing-
reflection-before-sharing nudges” as a separate category.

2.3.1 Credibility Indicators. These strategies reduce false beliefs by
offering factual information and explaining why a particular piece
of misinformation is erroneous or misleading or by discrediting the
source of the misinformation [38, 137]. They are designed to help
users make informed decisions about media. These interventions
can take the form of labels, provenance indicators, and warnings.

Major social media platforms, such as Facebook, Twitter, and Tik-
Tok, collaborate with third-party fact-checkers to evaluate online
content, subsequently attaching warning labels to content that is
deemed false [14, 77, 105]. Similarly, YouTube introduced health
source information panels in videos to help viewers identify content
from reputable sources [52]. Human-computer interaction(HCI)
researchers have explored diverse approaches to identify the cred-
ibility of online content. For instance, Bunde et al. incorporated
a credibility rating scale and presented the source of credibility
[21]. Amin et al. proposed labels indicating credible fact-checking
sources and pop-up warning notifications [7]. Several works have
proposed that provenance warnings should alert users when the
source of information is unverified [44, 110].

2.3.2 Nudges and Frictions. In addition to addressing credibility,
researchers have explored design interventions to raise awareness
and promote critical news consumption behavior, with the goal of
reducing the spread of misinformation on social media [107]. Such
interventions can take the form of nudges and friction. Nudges
are designed to guide individuals in a specific direction without
restricting their freedom of choice [60]. For example, Jahanbakhsh
et al. developed behavioral nudges that provide users with assess-
ments and explanations of the accuracy of news, thereby reducing
the dissemination of false content [65]. Similarly, Twitter has im-
plemented friction to curtail the rapid sharing of post. When a
user attempts to retweet a link without first opening the linked
article, Twitter prompts them with a message asking if they would
like to open the article before retweeting it [48]. TikTok has also
implemented similar mechanisms, encouraging users to pause and
reconsider sharing flagged unverified content [59]. Additionally,
Andi and Akesson investigated using “social norm-based nudges” to
encourage individuals to share more responsibly [8]. These nudges
remind users that false news is prevalent online and that responsi-
ble individuals think twice before sharing information with friends
and followers. Chen et al. focused on nudging and boosting users
to resist misinformation by exposing them to the presence of filter
bubbles and presenting news beyond those bubbles [27]. Capraro
and Celadin examined three types of nudges and discovered that
endorsing accuracy reduced the sharing of misinformation while
increasing the sharing of genuine news [23].

2.3.3 Reducing Content Visibility. While the removal of content is
hotly debated and often viewed as a form of “censorship” [13, 50],
and people tend to reject authoritative retraction [125], platforms
have implemented various strategies to reduce the visibility of con-
tent deemed misleading, for example, by crowd ratings or deep
learning algorithms [40, 85, 129]. Instead of eradicating the content
entirely, the strategy revolves around excluding it from recom-
mendation systems, thereby reducing the likelihood of general
users coming across it. However, research has indicated that while
effective in general, this approach does not deter the sharing of
conspiracy-themed content within conspiracy-focused communi-
ties [22]. Moreover, this method can inadvertently fuel misconcep-
tions about the platform’s hidden intentions, heightening uncer-
tainty about the status of the content [50].



DIS ’24, July 01–05, 2024, IT University of Copenhagen, Denmark Tang et al.

2.4 Efficiency of the Correction Measures and
Reactance Theory

Whereas most studies have reported a positive effect of existing
interventions, such as warning labels, nudges, and reduced content
visibility can mitigate misinformation on social media [22, 70, 138],
the effectiveness of these measures varies. [98, 116]. Furthermore,
findings on the extents to which the interventions can cause backfir-
ing (which means reinforcing misinformation dissemination) have
been inconsistent [39, 103]. In the context of health misinformation,
certain interventions, such as fact-checking, have demonstrated
effectiveness [128]. However, fact-checking can be time-consuming
and might not cover all language barriers. As reported, a mere 16%
of health misinformation on Facebook came with warning labels
flagging false or misleading content [11]. Moreover, approximately
70% of misleading COVID-19-related content in Spanish and Ital-
ian did not feature warning labels on Facebook, in contrast to the
29% in English [12]. Studies have also shown that even though
fact-checking and real-time corrections may initially help correct
misinformation, the impact tends to fade with time. Because mis-
beliefs can be sticky, fact-checking corrections often fall short of
fully dispelling persistent misperceptions [25].

Reactance theory offers one way to understand these mixed
outcomes. The term reactance refers to the uncomfortable feeling
a person has when perceiving that their freedom is being threat-
ened. Reactance involves both cognitive and emotional responses,
prompting behaviors aimed at regaining one’s sense of autonomy
[19]. Previous studies have found that psychological reactance plays
a significant role in how people cope with attempts to correct health
misinformation on social media [74, 87, 115]. Specifically, it affects
the effectiveness of fact-checking corrections and misinformation
warning labels [99, 109, 140]. To address these reactance problems,
various sources have suggested using narrative-based approaches
[29, 33] and leveraging other social media users and health author-
ities as a means of rebuttal [115].

3 RESEARCH QUESTIONS
Previous research has found that health misinformation on social
media often becomes intertwined with genuine health information.
Such a mixture of information tends to happen when users want
to share their personal experiences, seek community support, or
find relatable first-person information about health. Furthermore,
health misinformation spans a spectrum, ranging from slightly
inaccurate statements to outright falsehoods. It is thus essential
to understand how users identify the factors that make them per-
ceive certain health information as “fake”. Additionally, to design
effective interventions that can address the negative impacts of
health misinformation, we must align users’ perceptions of the
harm that misinformation can cause with their views on suitable
solutions. Previous studies have often focused on how social media
platforms tackle misinformation in general and have not necessar-
ily zeroed in on health misinformation. As we have shown in the
Related Works section, poorly chosen solutions can cause users to
push back against interventions [69], making it highly important
to choose appropriate measures against specific kinds of misinfor-
mation. Our study has two research questions, one about users’
perceptions of health misinformation and one about the handling

of health misinformation. For reasons of clarity, we split the latter
into two subquestions:

• RQ1: What are users’ perceptions of health misinformation
on social media, and how do they describe its characteristics?

• RQ2.1: How do users view the responsibilities and actions
of social networks regarding health misinformation?

• RQ2.2: What are the drawbacks of current design solutions
for addressing health misinformation?

4 METHODOLOGY
We conducted a lab-based study with 22 participants (12 female,
10 male; demographics in the Appendix,Table 2). We recruited
participants via a university’s student forum and by distributing
posters in the local community. We had three eligibility criteria: (a)
age 18 or over, (b) personal experience with social media platforms
(e.g., Facebook, Twitter, Instagram, WhatsApp, TikTok, YouTube),
(c) proficiency in English. Considering the increasing tendency
for individuals to seek health-related information on social media,
particularly in the aftermath of the COVID-19 pandemic, we did
not restrict participation to those with a history of seeking health-
related information online. Instead, we hypothesized that using
multiple social media platforms would increase exposure to both
health information and misinformation, as confirmed in our pretest.
Therefore, we selected participants who were active on at least two
social media platforms. Our analysis showed that 17 participants
used more than four platforms, and three used three platforms
regularly. All participants were employees or students of a European
University but had diverse cultural backgrounds, including East,
South, and West Asia, Sub-Saharan Africa, Eastern and Western
Europe, and Latin America.

4.1 Research Ethics
The study followed the ethical guidelines of the authors’ institution
and received approval from its Ethical Review Panel. Before each
session, participants were briefed about the study’s objectives and
data collection. Given that the study pertained to the potentially
sensitive subject of health, we highlighted this fact in our recruit-
ment materials and in a prior informational meeting. Participants
were advised not to participate if they found discussions about hu-
man health too sensitive; also, we deliberately did not inquire about
participants’ health issues. All participants gave their informed
consent and were compensated with a 25-euro gift card.

4.2 Procedure
On the basis of previous qualitative studies of users’ perceptions
of misinformation [15, 16, 45], we designed and conducted semi-
structured interviews focusing on participants’ encounters with
health misinformation (see Figure 1).

Our study protocol (see the Supplementary material) included
questions about participants’ online experiences with health infor-
mation and misinformation and their strategies for distinguishing
between the two types of information. We delved into their efforts
to counter such misinformation in various social contexts, such as
in family group chats or comments on video-sharing platforms.

A second set of questions focused on the steps participants hoped
or expected social media platforms would take to combat health
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Figure 1: Overview the interview procedure

misinformation. To ensure that our interviews were issue-focused
and took into account instances where participants had minimal
exposure to the measures implemented by social media, we pre-
sented three fictional scenarios (see the Supplementary material).
Participants were asked to reflect on the actions of the characters
in the scenarios and the fictional social media platform.

Finally, drawing inspiration from themethodology used by Kirch-
ner and Reuter [69], we presented participants with a list of meth-
ods currently used by various social media platforms. Contrary
to Kirchner and Reuter’s approach, we opted to simultaneously
show participants a large selection of these solutions. We chose
this adapted approach to encourage participants to compare the
nuances between various (potentially similar) ideas. Participants
were then prompted to identify differences and similarities between
the solutions, rank them in terms of perceived efficacy and appro-
priateness, and pinpoint situations where these solutions might be
practically applied to counter health misinformation.

The interviews took from 1 to 2 hours, with a mean time of 1
hour 13 min (SD = 14.8 min). Both the first and the last authors
jointly conducted all interviews.

4.3 Scenario Development
Scenarios describe realistic interactions between humans and in-
teractive systems [133], and personas are realistic (but fictitious)
descriptions of people that allow us to immerse ourselves into the
minds of others [54]. The two methods are often combined and are
well-established in HCI. We used a scenario-based approach that
allowed participants to immerse themselves in different situations
without referring to their own personal health history. We created
three fictional scenarios in which a persona interacted with social
media to probe user reactions to potential ways to deal with mis-
information on social media. The scenarios described emotionally
challenging situations for the persona who faced potential contro-
versial corrective actions from the social media platform. We chose
this approach for two reasons: First, the fictional setting ensured
that participants would not be pressured into sharing sensitive in-
formation. Second, it encouraged them to engage with the issue
and draw parallels with their own experiences. This method is con-
sistently used in studies in which participants are asked to reflect

on potentially sensitive content [9, 24]. The three scenarios were
presented in a random order.

To craft stories and personas, we first researched typical settings
involving health misinformation on social media by investigating
previous research and conducting searches on social media. We
discussed our findings and decided to focus on three areas: patient
communities, private sharing within a family group, and following
an influencer. Second, we developed a prompt that outlined the
primary narrative and crucial story elements. Using the ChatGPT
language model, 2 we generated a series of narratives (N = 12). The
first and last authors reviewed and refined the resulting narratives to
better align themwith our research objectives and to protect against
biases potentially introduced by ChatGPT. Further corrections were
made after two pretests. In the following, we describe the scenarios
(see Supplementary material) in detail.

4.3.1 Scenario: Patient Community. Online health communities
or patient communities have been a phenomenon since the in-
ception of social media. The primary goal of such communities
is to connect people, allowing them to interact with others, seek
advice, and provide information and support for those in similar
situations. Medical professionals can also use these communities
to guide patient groups [18]. Several studies have demonstrated
the benefits of such online communities (e.g., [10, 46]). However,
studies have also highlighted a considerable level of health mis-
information [101, 111]. For instance, a study by Petukhova et al.
found that up to 87% of posts offering medical advice in a Facebook
skin cancer community contained claims that were not supported
by evidence-based medicine [101]. In our fictional scenario, we in-
troduced a character with a chronic illness who is part of a patient
community. This person tried a new alternative treatment, which
had not yet received clinical validation. After seeing improvement
in his condition, he shared his experience on a (fictional) social
network. However, the network removed his post, labeling it as
“misinformation.” Our story highlights the tension between “sharing
personal experiences” and potentially “spreading misinformation.”
We also prepared additional questions to explore instances in which

2ChatGPT is a conversational AI model developed by OpenAI based on the GPT-4
architecture. https://chat.openai.com

https://chat.openai.com
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Figure 2: Presentation of a Fictional Scenario to Participants

personal stories with unverified information might pose risks to a
broader audience.

4.3.2 Scenario: Sharing Information in a Family Group. Numerous
studies have shown that social messaging platforms, such as What-
sApp and Telegram, are significant contributors to the spread of
health misinformation (e.g., [6, 79, 86]). For example, a study by
Khaja et al. revealed that 59.1% of health claims on WhatsApp were
misleading, with 27.3% being entirely false [5]. One distinctive fea-
ture involves private groups, often including family members. This
can lead to situations where well-intentioned relatives share health
misinformation [41]. It can be difficult to challenge such informa-
tion, especially when it means contradicting respected and older
family members [41, 82, 108]. Thus, recent research has indicated
that the effectiveness of current attempts by messaging apps to
combat misinformation is limited [56]. The scenario centered on a
woman who shared a post from a health group with her personal
group. Later, she inadvertently realized that the post contained
misinformation, even though it had been forwarded multiple times.
This narrative examines the shared responsibility of fact-checking
between the original poster and social media platforms. We also
asked participants whether messaging apps should bear some of
the responsibility and discussed potential interventions.

4.3.3 Scenario: Following an Influencer. Social media platforms
focusing on photo and video sharing are prominent disseminators

of health misinformation [76, 104]. One notable feature of misinfor-
mation on these platforms is the influence of popular users, often
called “influencers.” These influencers can portray themselves as
authentic and relatable, fostering relationships built on trust and
intimacy with their audience [121]. This authenticity makes their
content appear more credible. However, it also complicates the
process of debunking false statements, especially when they are
framed as personal experiences. Health-related topics, especially
well-being and fitness, are highly prevalent on these media plat-
forms [42]. Tiller et al. noted that the health and wellness industry
often pushes exaggerated or unfounded claims, sometimes bor-
dering on pseudoscience [120]. These false claims are frequently
cloaked in the guise of scientific legitimacy, with dubious evidence
supporting their safety and effectiveness. For example, Topham et
al. delved into how misinformation finds its way into health and
diet videos [121] and showed pseudoscientific claims as one of the
presentation strategies. Marocolo et al. concluded that several influ-
ential Instagram influencers from Brazil spread mostly low-quality
information about exercise and health [84]. Our scenario centered
on a young woman who avidly followed a health and well-being
influencer. The advice given by the influencer greatly benefited her,
leading her to become a dedicated follower. However, controversy
arose when one of the influencer’s posts was labeled as “spread-
ing misinformation.” Through this narrative, we sought to explore
users’ perceptions of the balance between “useful information” and
“not scientifically supported information.” We also looked into the
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network’s role in curbing the spread of unverified health content
in influencers’ promotional and regular videos.

4.4 Analysis
We used a combined inductive-deductive approach to analyze tran-
scripts of the qualitative interviews [71]. Our main goal was to iden-
tify the factors that influence why people perceive health-related
claims as “misinformation” and understand the measures people
believe should be applied to tackle such misinformation. We also
analyzed how social media platforms can counteract health misin-
formation. The process began with inductive coding, in which we
identified themes. The first and last authors initiated this process by
openly coding a couple of interviews and discussing and refining
the codes. As the analysis progressed, we updated our initial coding
system when new codes emerged. Given the potential of reactance
theory in explaining users’ attitudes toward the proposed measures,
we applied a deductive approach to connect our initial codes with
reactance theory. Finally, the first author coded all the interviews.
The last two authors then reviewed this coding, discussing any
differences in interpretation until they reached a consensus.

5 RESULTS
5.1 RQ1: What are users’ perceptions of health

misinformation on social media, and how
do they describe its characteristics?

In the following, we first describe users’ perceptions of health
misinformation based on the interview data. Afterward, we report
topics and sources of health misinformation and finally describe
the characteristics of health misinformation identified by users.

5.1.1 Users’ Perceptions of Health Misinformation. Most of our par-
ticipants did not perceive health misinformation as entirely false or
fabricated. Instead, they defined it as content that lacked scientific
support or clear empirical evidence. However, many participants
emphasized that this absence of evidence does not necessarily ren-
der the health practices ineffective, nor does it mean the informa-
tion’s status cannot change based on new findings. Participants
considered it important to approach such information cautiously,
given its potential for long-term negative consequences. However,
identifying health misinformation can be tricky due to grey areas
and ambiguous content. For example, when discussing topics such
as “natural health remedies” or “traditional medicine,” some par-
ticipants argued that health-related information should always be
scientifically tested and verified, no matter how effective it appears
to be for individuals. By contrast, others believed that if the in-
formation was based on personal experience, it cannot be called
“misinformation,” even without official medical verification.

P22: It’s a grey area, I’d say. If the outcomes are posi-
tive [...], even if the treatment is unverified, and there
are no severe consequences, then I’d argue it would
be wrong to just call it misinformation.

Many participants mentioned that health misinformation often ap-
pears reasonable, logical, and easy to consume, sometimes even
accompanied by images, which enhance its comprehensibility. Addi-
tionally, the succinct format of social media content was identified
as a factor that contributes to the misinterpretation of authentic

health information. This problem arises because these short posts
typically lack comprehensive details.

Finally, our data provided evidence that religious beliefs might
impact users’ views of health misinformation because, in some
cases, religious figures or texts can be providers of misinformation.

P4: I’m from a country where people always consider
religious matters, and for this kind of health-related
issue, there are always statements from figures like
prophets. People always try to consider what they
say. Thus, because this health misinformation has
religious origins, people also consider it.

Addressing such misconceptions can be challenging as it can be
viewed as an attempt to criticize the faith.

5.1.2 Topics and Sources of HealthMisinformation. Prevalent health-
related topics on social media mentioned by participants included
fitness, food, a healthy lifestyle, mental and general health, and
treatments and vaccinations. Three main channels were mentioned:
advertising and influencers, dissemination of information within
family groups, and self-initiated searches.

Advertising and influencers: Sixteen participants mentioned
influencers as a primary source of health information on social me-
dia. They stated that they view shared health advice and knowledge
as beneficial preventive measures, especially when they are afraid
having related health issues and when the information is endorsed
by individuals who appear to be doctors. Nonetheless, concerns
about the authenticity of these self-proclaimed doctors were noted,
as some may be impostors who are just trying to sell products. Our
participants mentioned that the only indicator of such content is
the “promo” label introduced by social media platforms. For our par-
ticipants, this label makes such content look suspicious as though it
may be a potential source of misinformation. Additionally, repeated
exposure to this content will increase the familiarity bias:

P1: This advertisement has claims similar to true in-
formation, and it seems reasonable and logical. You
then think, “Oh yeah, I’ve seen this before, so it must
be true, and it said the same thing.”

Although some influencers have a medical background, which
makes them a good source of health information, some “influencer
doctors [. . . ] are famous or have a large number of followers” (P7),
which might make their followers accept their posts as factual.

Dissemination of information within family groups: Four-
teen participants mentioned that their family members shared
health-related information, sometimes accurately, but more often
not, driven by the motivation to protect their loved ones:

P7: She [my mother] wants me to be as healthy as
possible. So she shares that [type of advice].

Although older family members sometimes ask younger relatives
for assistance in understanding whether information is accurate
or false, our participants mostly reported problematic situations
in which they had to decide whether to address misinformation
shared by older and respected family members, which is in line
with findings by [41, 82, 108]. In contrast to [82], our participants
were more inclined to embrace direct strategies against misinforma-
tion, most likely because they anticipated more dire consequences
for their relatives’ health (compared with the “polite fighting” in
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political cases discussed in the study by Malhotra et al. [82]). For
instance, P1 blocked his sister’s access to a particular website and
IP. P4 stated, “I do this because I want to prevent them from sharing
information they should not trust. I sometimes try not to be polite, to
show them [family members] something.”

Self-initiated searches driven by personalmotivation: Most
of our participants stated that they look up general health infor-
mation or, more specifically, symptom information before visiting
a doctor. However, they use Google and medical websites rather
than social media. They believe that information on social media
is highly subjective and leans more toward “personal experiences”
rather than objective facts.

5.1.3 Identifying Characteristics of Health Misinformation. Partici-
pants identified four heuristics to quickly assess whether informa-
tion is likely to be false: content that conflicts with established com-
mon knowledge, a lack of credible sources, content that goes against
medical expertise, and advertising-in-disguise content. These re-
sults are consistent with past studies highlighting the importance of
checking the origins of posts to determine their trustworthiness and
using common sense to assess the accuracy of information [43, 47].
Eight participants explicitly stated that they are not likely to trust
content that is excessively unfamiliar, rare, or offers extreme advice.
Additionally, seven participants summarized their skepticism of
health misinformation as “If it is too good to be true.” Furthermore,
participants also noted that posts containing misinformation often
lack comprehensive details and emphasize only positive aspects.
Two participants noticed that the posts did not use proper scientific
words and that the claims did not match the reasons that were given.
These discrepancies made them look at the posts more carefully.

Five participants were cautious about ads and influencers. They
were worried about whether the influencers had researched or even
used the advertised products, whether the financial motivation
was affecting the truthfulness of the information, and whether the
ties between advertisers, influencers, and products had been made
clear. In their view, factors that might make people vulnerable to
misinformation include age (primarily children and older adults,
for which there is some supportive and contradictory evidence in
the literature [93, 94]) and level of education (also supported by
research [64, 94]). However, participants highlighted that being in
need of a cure (and potentially being desperate) reduces critical
thinking. This issue was perceived as particularly prevalent for
health misinformation as it might in some cases offer a vision of a
better life and could be seen as a tool to cope with life crises [136].

P15 Sometimes[...] [people who trust health misinfor-
mation] realize that this solution is misinformation;
it is not really reliable. But they’re so desperate that
they’re just like “OK, let’s try it.”

5.1.4 Strategies for Debunking Health Misinformation and the Chal-
lenges That Come with Them. Many of our participants were will-
ing to speak out against health misinformation in family groups
but were hesitant to do so in public spaces (just four participants
reported having done this). Participants provided the following
reasons:

• Information overload: Participants reported being overwhelmed
by the amount of health misinformation on social media and
felt that it is not worth addressing each case.

• Lack of confidence in the domain: Many participants doubted
their health expertise and thus worried that their comments
could influence others in unintended ways.

• Tough and time-consuming online debates: Participants found
persuading people online to be difficult. They reported that
online discussions often become heated, emotional debates,
with individuals sticking to their views.

• Algorithmic impact: Some participants were aware that any
interaction with content, even to debunk it, could raise the
likelihood of receiving similar content through algorithms,
which could amplify the misinformation.

These challenges did not stop our participants from taking action
in the family groups. However, they questioned the effectiveness
of debunking information within their family groups because the
group members could always make a counterargument based on
more health misinformation from outside media. Nevertheless, they
mentioned the following debunking strategies: providing a reliable
source, showing the advertising nature of the reposted information,
and using interpersonal relationships and knowledge about certain
people to find the most persuasive arguments. These findings are
similar to previous results in the area of combatting general [108]
and COVID-19-specific [126] misinformation, but in contrast to
previous studies [108], our participants did not perceive the family
members’ personality traits as a barrier, but rather as an opportunity
to create tailored interventions.

5.2 RQ2.1: How do users view the
responsibilities and actions of social
networks regarding health misinformation?

In the following, we first describe where our participants thought
the responsibility for preventing the spread of misinformation on
social media was located (user- or platform-initiated countermea-
sures). Afterward, we present several discussed individual solutions.

5.2.1 Responsibility for Preventing the Spread of Misinformation
on Social Media. Participants expressed diverse views about the
responsibility to curb the spread of health misinformation. Most
of our participants argued that the responsibility affects both plat-
forms and users (and sometimes also additional institutional actors,
such as governments, health organizations, news sources, and doc-
tors), but they acknowledged that the right balance between the
user autonomy and platform accountability is challenging.

When discussing lay users’ responsibilities for fact-checking in
the health domain, most participants mentioned that they were
skeptical about information. They relied on scientific sources and
comparingmultiple sources to distinguish between “fake” and “true”
information. However, participants acknowledged the limitations of
this strategy: It takes time, and genuine information can be harder
to understand than easily digestible misinformation.

P1: No one is going to read the research paper pub-
lished in, I don’t know, how many pages, and in a cer-
tain language form that is not understandable. So, of
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course, the easiest, simple-language-expressed [mis-
leading] advertisement will have much better expo-
sure than research done by some scientists published
in Elsevier or somewhere in some journal.

In contrast to assigning responsibility to the platform, a few par-
ticipants emphasized that a social media platform’s purpose is to
serve as a venue for interactions, not necessarily to function as a
curator of truth:

P12: The main objective of social media or social
networks is to connect people from all over the world.
This means offering a venue for sharing information.
But now, what do you think? While I can provide
information, I’m not responsible for what you believe
or what you do with the information. So, what should
social media do?

Some participants argued that platforms might even benefit from
misinformation, as it might spark intense social debates and in-
crease platform engagement:

P16: People voluntarily spread misinformation just
to get others to contribute their thoughts in the com-
ments.[...][Social media platforms] know that some
content isn’t really good, but it spreads, gets likes,
and keeps people on the app.[...] I would like them to
promote critical thinking and make an effort to en-
sure that everything is as clear and helpful as possible.
However, I also understand that from their business
perspective, it’s not [working].

Another viewpoint was that the financial relationship between
social media platforms and commercial actors might provide bene-
fits to both parties by allowing questionable health content, such
as biased or unscientific claims by influencers. In such scenarios,
it might be unrealistic to expect any corrective actions from the
platforms.

Still, most of our participants believed platforms should inter-
vene to halt the spread of misinformation, thus echoing findings
by Saltz et al. [106]. But in addition to these general findings, we
discovered that participants believe there should be distinct dif-
ferences between how political news is handled compared with
health news. Participants felt that health misinformation influences
not just beliefs but also everyday life decisions, making its impact
more immediate and pronounced than the impact of its political
counterpart.

P9: I think when discussing political topics, we might
be able to afford it [to overlook misinformation]. How-
ever, when it comes to health, we can’t afford it, be-
cause, in health, it is a matter of life or death. If some-
one is making health decisions or adopting new prac-
tices, then it’s crucial for them to have accurate infor-
mation.

This distinction frames healthmisinformation encounters notmerely
as misleading but as potential life-threatening events, suggesting
that the value of free expression might need to be weighed against
safety concerns. At the same time, five participants also mentioned

that the same strict regulative measures can be applied to politi-
cal content, discussing the cases of misinformation that have dire
consequences for society.

5.2.2 Attitudes Toward Platforms’ Deletion or Hiding of Health
Misinformation. While most of the users mentioned deletion of the
content as undesirable for combatting misinformation, many of our
participants were positive about blurring out misinformation or
algorithmically lowering it in the news feed. This discrepancymight
indicate that deleting information does not discredit it: People who
have already viewed the information might not become aware of
its deletion and might therefore remain unaffected. Thus, deletion
becomes the opposite of debunking, as it limits future opportunities
to show that the information is wrong. For example, P12 explained
that in their country, people often download content for later use
because they do not always have access to the internet and cannot
always check the content’s status when they reconnect again.

P12: Now, this social media has a section that tells
us if something is true or not. They can check and
recheck if they have a video on their phone or laptop.
[People] can verify when they have internet and say,
“OK, I want to know if it’s correct,” and they can check.
If information gets deleted without stating that it’s
been deleted, you can’t recheck and find out that it’s
not true.

This positive attitude toward (reversible) algorithmic downplay-
ing and blurring the content was also perceived as adequate for
the “grey” nature of health misinformation, where the status of
information can change in light of new scientific (or, for some par-
ticipants) personal evidence. Finally, participants mentioned the
implicit value of health misinformation as an opportunity to gain
the expertise needed to assess it (e.g., P19: “I don’t think that deleting
everything is a good idea because then you lose your critical reading”).

However, some participants questioned whether any health-
related content should be allowed on social media, whether true or
misleading. They felt that such information could confuse the gen-
eral public. Thus, they believed medical topics should be reserved
for dedicated alternative media platforms. Similarly, two partici-
pants felt that only verified specialists should post health-related
content as influencers.

5.2.3 Attitudes Toward Implementing Extra Measures for Vulner-
able Populations. Many of our participants did not believe that
protective measures should be taken specifically for vulnerable
groups such as the young, elderly, or less literate. Some believed
that increasing protection for everyone would be better than ex-
tra protection for children. Others suggested that media literacy
courses should be provided for both children and vulnerable adults.
Twelve participants expressed that, rather than limiting the content,
social media platforms should implement general age restrictions,
such as setting a minimum age for use and showing the specific
content to the users who meet these age requirements. Noteworthy,
these findings relate to which groups our users perceived to be
vulnerable rather than empirical evidence of whether these groups
are actually vulnerable.
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5.2.4 Attitudes Toward Using Manipulations to Nudge People Away
fromHealthMisinformation. A common strategy for combatingmis-
information online involves subtly nudging users toward choices
that social media platforms deem optimal, such as discouraging the
sharing of questionable information. These practices are aligned
with the idea of “good” nudges [119], but they can still be viewed
as manipulative because they take advantage of users’ inherent
“default” biases and employ “interface interference” techniques [53].
Many of our users recognized that these interface designs can be
manipulative but also found them acceptable for preventing health
misinformation. Some participants felt that these tactics were jus-
tifiable for health content but not for political information. Addi-
tionally, one participant viewed these design choices as entirely
manipulative and unacceptable in any context. In contrast to previ-
ous literature, we found minimal evidence that current interface
solutions provoke reactance or a backfiring effect when combat-
ing health misinformation. The only approach that was associated
with strong, negative user emotions was permanently deleting the
content. However, we should approach this finding with caution.
While our participants reported witnessing some cases of content
curation in networks (mostly deletion and labeling), they were not
personally subjected to such curation. Therefore, we anticipate
that individuals whose content was downgraded or blurred might
exhibit a bit more intense reaction to the measures.

5.3 RQ2.2: Drawbacks of Current Solutions for
Handling Health Misinformation

When discussing the current solutions, most participants expressed
positive feelings about warning labels and pop-ups. While it is
unclear whether this finding generalizes to other populations, our
participants appreciated measures that ensure credibility, such as
“the video is provided by WHO.” However, they pointed out several
issues with both strategies that need to be addressed for more
effective interventions.

5.3.1 Actionability of Solutions. Current credibility labels fall short
of effectively bridging the gap between detecting misinformation
and providing actionable coping strategies. In the context of health
information searches, individuals often seek information for practi-
cal purposes. Three of our participants noted that without fulfilling
these needs, users would continue seeking information from equally
questionable sources that may not yet be marked as unreliable. The
challenge extends beyond merely flagging misinformation; it in-
volves providing accessible, trustworthy alternatives. As a positive
example, some participants mentioned advice such as “Talk to your
doctor about that (symptoms or remedies),” but this approach cannot
be generalized across all the possible issues of health misinforma-
tion. Moreover, it might not apply to areas where it is difficult or
financially challenging to gain access to healthcare professionals,
such as the Global South [123].

5.3.2 The Verification Process is Lengthy and Lacks Transparency.
Additional challenges included a lack of transparency in under-
standing why something was labeled true or false and how to
explore the provisional sources of information. For example, most
of the participants felt that the “See Why” link provided under

the social media platforms’ evaluation should lead straight to rea-
sons that pertained directly to the specific piece of information,
but it often leads to general rules about judgments made about the
content on the platforms. Similarly, if a piece of information was
“checked by independent fact-checkers,” participants expected the
evidence from these fact-checks to appear on the very same page.
Several participants mentioned a multistep approach as potentially
diminishing the effect of the credibility indicator.

5.3.3 The Lack of Connection Between Scientific Knowledge and Its
Representation in Social Media Warnings and Credibility Indicators.
While all of our participants mentioned science as the main source
of credible health information and for personal fact-checking, they
found it difficult to navigate scientific information as nonprofes-
sionals in health. A recurring suggestion to improve this challenge
was to either provide direct links to the (limited) number of credible
health resources or to present the scientific findings along with
credibility indicators as a summary of explanations in common,
understandable language.

5.3.4 The Lack of a Global System for Source Verification. Specifi-
cally, in the context of health misinformation, several participants
acknowledged the absence of mechanisms for verifying the credi-
bility of sources (in contrast to the credibility of information) and
proposed various design ideas on how to verify a person’s credibility
in providing health-related information. In this context, credibility
was framed in terms of both expertise credibility (meaning that
individuals who post health-related information should provide doc-
uments confirming their professional competence) and experience
credibility (meaning that a patient who describes their symptoms
should provide proof of their specific health condition). Drawing
from these suggestions, we can infer that users perceive that current
solutions address only the information itself. However, they would
also appreciate more solutions that are targeted toward interacting
with the source of the information.

6 DISCUSSION
6.1 Changes in Information Status Over Time

and the “Grey” Nature of Health
Misinformation

Our findings are in line with previous research in the domain of
health misinformation in that they point to the usually “grey” na-
ture of such misinformation [117, 144]. In this context, the current
binary labeling system can oversimplify the issue and produce mea-
sures that can be perceived as too harsh or too weak. Additionally,
our participants mentioned that the current practice of labeling
information as true or false just once contradicts users’ percep-
tions of knowledge as something that evolves and thus impacts
their understanding of truth and falsehood over time. The issue
appears to stem from users sometimes being unable or unwilling
to revisit information that was previously marked (or not); thus,
they are unable to update their perceptions of facts on the basis
of new evidence. This issue is aligned with Horne et al.’s position,
as discussed in [61], where they argued that the changing nature
of evidence should be reflected in the behavior of automated fake-
news-detection models. Additionally, fact-checking is a manual,
labor-intensive task involving short-term engagement with each
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claim to determine its accuracy [67]. Given the limited time frame,
fact-checkers, once they have assigned a veracity label to a claim,
might not have the opportunity to reassess and update their judg-
ments in light of new evidence. However, even with timely updates,
such as the addition or removal of “fake news” warning labels on
content, users might still unintentionally overlook these changes.
This oversight can become even more prominent given the design
of social media news feeds, which do not incentivize users to revisit
information.

6.2 The Relationship Between Scientific
Knowledge and Common Sense in
Debunking Misinformation

Our results revealed the coexistence of two primary strategies
for debunking misinformation. The first strategy targeted users’
heuristics or “gut feelings” about the content (see Section 5.1.3),
with discussions about the “too good to be true” or “common sense”
approach to evaluating information. Conversely, a more deliberate
and thorough process of self-fact-checking was detailed, grounded
in a rigorous search for evidence and an exploration of scientific
knowledge. This latter approach was also associated with higher
personal cognitive costs, as participants recognized that it necessi-
tated medical scientific knowledge (as discussed in 5.3.3) and the
comparison of sources (see Section 5.3.4). These two approaches
can be interpreted through the lens of Kahneman’s System 1 and
System 2 theory, wherein System 1 involves fast, intuitive thinking,
and System 2 involves slower, more analytical reasoning [34]. Previ-
ous studies have demonstrated that social media interventions can
effectively employ a comparative approach, engaging both System
1 (intuitive and fast thinking) and System 2 (analytical and slow
thinking) processes [91]. Furthermore, interventions that integrate
the two approaches tend to have a more pronounced effect [91].
However, in the context of health-related information, designing
interventions that appeal to System 2 can be challenging, as they
often involve references to specialized domain knowledge. In this
context, individuals may more frequently rely on personal heuris-
tics when the complexity of the domain renders elaborate efforts
too challenging for most people to deal with everyday encounters
with misinformation. At the same time, relying on System 1 think-
ing is more often associated with susceptibility to misinformation
[124]. Therefore, it is important to find the right way to get users
to look for more information without unrealistically raising the
cognitive costs.

6.3 Interpreting Promotional Labeling as a
Proxy for Misinformation

In addition to warning labels, social networks have also imple-
mented promo labels as another labeling system that can provide
users with additional information about the content. Interestingly,
our participants associated these labels with misinformation. Fur-
thermore, attempts to make the promotional labeling less visually
salient were perceived very negatively (as “advertising-in-disguise”).
This finding emerged during a discussion of influencers’ behavior
on social networks. Therefore, our findings are connected to results
from [17] showing the audience’s negative response to receiving

“promoted”-labeled posts from influencers. Our users were also gen-
erally suspicious about celebrities who promoted health-related
information as one of the main sources of misinformation, dis-
cussing both native and open advertising schemes. Previous studies
have shown that celebrity promotions of health-related information
significantly contribute to the dissemination of misinformation in
this domain [139, 142]. However, they have also revealed that the
effect of influencer-propagated misinformation can depend on how
much the audience trusts the influencer and perceives them as ex-
perts in the field [68]. The generally negative attitude we found was
strongly connected to the issue of the credibility of the influencers’
background. Unlike other types of misinformation, expertise in the
health and medical domain is highly institutionalized beyond social
networks (in medical education and certification). Therefore, the
participants’ negative view of promo labels in health content can
be interpreted as a call to bring institutional standards into social
media practices.

6.4 Institutional Trust and Favorable Views on
Content Curation

Our findings showed differences in views about the role that plat-
forms should play to combat misinformation. A few participants
viewed platforms as venues for interaction that should focus on
enabling users to share information but are not responsible for
the truthfulness of this information. Some participants even men-
tioned that social networks might profit from health misinforma-
tion and, therefore, have little incentive to prevent its spread. For
most participants, however, platforms and users are both responsi-
ble for combatting misinformation. For them, the platforms have
the responsibility to limit the impact of health misinformation, es-
pecially because health misinformation might have more severe
consequences than political misinformation.

Our data also indicate that, at least for health-related content,
participants have a rather favorable view of the different kinds
of nudges, acknowledging that “manipulations for good” can be
acceptable in the health-related context. In the same vein, we did
not find solid evidence that users perceived the current warning
indicators as useless or as triggering much reactance per se. Our
findings are aligned with evidence that a backfiring effect is unlikely
to occur in some domains of health misinformation [39]. Moreover,
despite concerns that the constantly changing messages from pub-
lic officials about social distancing and face mask use during the
pandemic may have eroded trust in health authorities, our findings
support studies that found no negative impact on trust in interna-
tional health agencies due to COVID-19 management [80]. They
were still cited as the primary (and nearly the only) reliable source
of health information. When combined, these findings show that
the perception of health misinformation as a high-stakes threat
makes users delegate the responsibility of filtering and correcting
misinformation to trusted organizations, including social network
agents. This delegation is facilitated by the perception that these
entities are working for the public good, aiming to protect public
health and safety. The acceptance of manipulations—in this case,
nudging people toward healthier behavior or corrective informa-
tion—stems from a trust in their good intentions and capabilities.
In areas where the stakes are perceived as high and the potential
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for harm is significant, people are more inclined to accept and
even welcome interventions that might otherwise be viewed as
paternalistic or manipulative. However, this does not mean that
all forms of manipulation, even for beneficial purposes, should
be universally accepted. The ethical considerations surrounding
these practices require careful scrutiny. Transparency about the
nature and intentions behind such manipulations, ensuring they
are evidence-based, and allowing individuals the freedom to com-
pletely opt out of having manipulative elements in the interface
should be the main aspects to consider. Interestingly, our partici-
pants were more inclined to delegate the job of judging the veracity
of health information to trusted organizations than to their own
social networks. This finding might further underscore the idea
that users perceive health information as more serious than other
kinds of information, making them trust health professionals more
than their private contacts.

6.5 Strategies for Debunking Misinformation:
Public vs. Private Approaches

Our study reveals that the debunking of misinformation is much
more likely to occur in small, family-oriented communications in
messaging apps than in open communication (e.g., in the comments
under the content), where unfamiliar users can interact with the
content. There are two possible explanations for the findings; one of
them is that commenting on external platforms can provoke trolling
and harsh criticism from the person who posted the misinformation
as well as from other commenters sharing their views, creating a
situation that can be emotionally draining and generally unpleasant.
On the other hand, message-based private communication raises the
responsibility of individuals to take debunking into their own hands.
As mentioned both by our users and in other studies, messaging
apps do not provide any indications that the information could have
misleading content by default; the only indicator is the number of
shares [2], which can be interpreted in multiple ways [57]. In these
circumstances, users cannot rely on the platform’s moderators or on
some other unfamiliar user to debunk the misinformation. To some
extent, this environment fosters a sense of duty and empowerment
among users, as they feel personally responsible for the accuracy of
the debunking information they share within their private circles.
Furthermore, the intimate nature of message-based communication
encourages a more thoughtful and careful approach to debunking,
as individuals are more likely to consider the impact of their words
on their relationships.

However, this emphasis on individual responsibility in private
messaging contexts also presents challenges. The debunking of
misinformation within closed groups is particularly complex due to
cultural nuances. In certain cultures, correcting others, especially el-
ders, may be perceived as disrespectful, and may have the potential
to incite conflict rooted in family hierarchies [100, 108]. Therefore,
navigating the complexities of relationships and users’ motivation
to counter health misinformation in their intimate networks re-
quires a collaborative approach from platforms. Moreover, relying
on personal networks for fact-checking and debunking can lead to
echo chambers, where misinformation is either not challenged or
reinforced by similar opinions within the group [30]. This tendency
is particularly worrisome given the diverse quality of information

sources individuals may access and share. Additionally, the lack of
public accountability mechanisms in private messaging systems
means that there is no systematic way to correct misinformation
that spreads across these networks, unlike on open platforms where
public fact-checking and moderator systems can potentially reach
a wider audience [81]. While the personal touch of message-based
communication can enhance the effectiveness of debunking efforts
among close contacts, it may also limit the extent to which such
efforts can reach wider communities.

At the same time, if open social media platformswant to facilitate
user involvement in this process, individuals might bemore inclined
to act. For instance, Twitter’s introduction of the crowdsource fact-
checking platform, Community Notes, has been well-received [1].
This feature allows certain users to contribute additional context,
fostering informed decision-making. Although this approach might
not guarantee accuracy or rival the trustworthiness of professional
fact-checkers, it has proven useful in curbing the spread of low-risk
misinformation [134]. Furthermore, users often read comments for
more insight, corroborating findings by Guo et al. [55] and Geeng
et al. [47]. Hence, platforms could leverage the comments section
to address misinformation.

7 DESIGN RECOMMENDATIONS
In the following section, we outline design recommendations that
have the potential to balance strategies from the side of users with
those from the side of platforms, help to raise users’ agency and
promote active engagement in the debunking of misinformation.
These recommendations were identified in several ideation rounds
by the authors based on users’ suggestions, acting as foundation
for future work. A brief overview of key discussion topics and cor-
responding design solutions is presented in Table 1. As the work
was performed at the European university, we oriented our efforts
towards the current European regulatory frameworks related to the
liability of social media and the spread of misinformation (namely
the “Digital Services Act”3 and the “EU Code of Practice against
Disinformation” 4) when crafting the recommendations. For exam-
ple, our recommendations address issues such as transparency, the
expert status given to trusted users, and advertising content, which
are highlighted in the DSA and relevant in the context of misinfor-
mation [114]. However, our recommendations can be adapted to
other jurisdictions.

7.1 Tracking Changes in Information Status
Over Time Using the Health Information
Veracity Scout

In Section 6.1, we discussed users’ need for a way to track changes
in information status over time without overburdening them. A po-
tential solution might be a system that we call “health information
veracity scout,” based on a sports scout. In sports such as soccer,
a team identifies a position that is in need of reinforcements (e.g.,
a defender), and then they send their scouts to identify potential
candidates for this position. These scouts observe potential candi-
dates over a series of games and report their observations back to

3https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-
digital-age/digital-services-acten
4https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation
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Table 1: Overview of Key Discussion Topics and Corresponding Design Solutions

Topic for Discussion Key Discoveries Design Recommendations

Changes in Information Status Over
Time and the “Grey” Nature of health-
related information [6.1]

In light of new findings, the status of
the information can be changed from
true to false and vice versa [5.1]

Tracking Changes in Information Status
Over Time Using the Health Informa-
tion Veracity Scout [7.1]

The information can be judged not from
a true/false position but to reflect the
social component of the network [5.1]

Tailoring Solutions to Diverse Scenarios
[7.2]

The Relationship Between Scientific
Knowledge and Common Sense in De-
bunking Misinformation [6.2]

Users apply their set of heuristics to
determine the veracity of information;
these heuristics help them make fast de-
cision about information [5.1]

Employing User-Provided Heuristics to
Detect Misinformation [7.3]

Users also apply a reflective strategy to
the posts, but it usually takes more time
and cognitive effort [5.1],[5.2]

Improving Health Information Under-
standing [7.4]

Users Interpret Promotional Labeling as
a Proxy for Misinformation [6.3]

Highly negative attitudes toward the
promo labels in health-related content,
appeal to have better certification sys-
tem for both paid and native promoted
content in health domain [5.1],[5.2]

Enhancing Access and Trust in Profes-
sional Health Care Providers [7.5]

Institutional Trust and Favorable Views
on Content Curation [6.4]

Users still acknowledge health-care
providers as the ultimate source of
health-related information [5.2], [5.3]

Strategies for Debunking Misinforma-
tion: Public vs. Private Approaches [6.5]

Users apply different strategies for de-
bunking privately and publicly [5.1],
[5.3]

Increase User Agency [7.6]

the team’s managers. Similarly, we imagine a system that saves in-
teresting health information content, tracks changes in its veracity,
and reports updates back to the user. A user might be able to flag a
particular post as interesting, or the system might automatically
flag posts when a user interacts with them (e.g., by sharing). If the
post is connected to a system of detailed criteria (e.g., whether it
includes scientific evidence or personal stories, see Section 7.6), the
system could track changes in these criteria, similar to a changelog
or a Git history. It could then inform the user about changes in these
criteria, potentially encouraging critical thinking (“Do you want to
verify whether these changes impact your opinion?”) or debunking
(“Do you want to verify a change in the status of the veracity of the
post and reshare it?”). We also imagine that users would be able to
set preferences such as specific thresholds of changes (“only inform
me when the veracity of the information changed at least. . . ”) or
extend the scouting procedure beyond single posts, for example,
based on AI-based extraction of their underlying topic. In order to
fight the unintended promotion of filter bubbles, the “health infor-
mation veracity scout” could also inform users about related but
contradictory posts, for example, when these posts meet specified

criteria or surpass specific thresholds. Regarding the feasibility of
such a “health information veracity scout”, we imagine that a post
could be referenced by a unique identifier (e.g., a link) and stored
in a database, together with the aforementioned criteria. Future
work is required to investigate users’ reactions to such a “health
information veracity scout”, in particular regarding its use in a
realistic setting.

7.2 Tailoring Solutions to Diverse Scenarios
It is crucial to recognize that not all instances of health misinfor-
mation carry the same level of gravity and harm. Consequently,
there is a pressing need for collaborative efforts among platforms,
public health agencies, scholars in communication, and govern-
ment authorities to establish clear, transparent criteria (e.g., severity
of potential health consequences, sources of genuine information
about the topic according to the scientific consensus, expected
scale of dissemination, target audience vulnerability, etc.). These
criteria should be made readily accessible to the public, serving
as a guideline for distinguishing between the boundaries of free
speech and safeguarding individuals from health misinformation.
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To illustrate, such criteria can delineate the circumstances in which
platforms should exercise greater control over information-sharing
by diminishing the visibility of misinformation or restricting access
to posts. Simultaneously, they can specify situations that warrant
the inclusion of disclaimers or merely necessitate the deployment
of subtle warning icons. This multifaceted approach ensures that
the response to health misinformation is aligned with the specific
context, ultimately enhancing the effectiveness of interventions.

7.3 Employing User-Provided Heuristics to
Detect Misinformation

In our study, users mentioned a number of heuristics they use to
make a decision about information veracity (see Section 5.1.3). So-
cial networks can build on the users’ insights and utilize the users’
heuristics to assess the questionable content and to communicate
the results of the assessment to the users. One possibility might be
to build on the above-mentioned characteristics that make users
suspicious that a particular piece of content might contain health
misinformation. For example, when fact-checkers work on a spe-
cific piece of content, they could collect links to related content and
tag whether the linked content supports or contradicts the claims
made in the currently reviewed content. This information could be
made available to users to support their judgment process or as an
invitation to learn more about the specific topic. Although building
on these heuristics can empower users to verify health informa-
tion, designers and researchers should not limit themselves to such
approaches. Users might not be aware of all the cues that can be
used to identify health misinformation, and in addition, they might
not be able to apply their heuristics thoroughly if a specific post
with health misinformation intentionally mimics characteristics of
genuine health information.

7.4 Improving the Understanding of Health
Information

Health information often involves complex medical domain knowl-
edge, making it challenging for users to comprehend or conse-
quently debunk misinformation via scientific sources. Thus, we
recommend the use of tools that can automatically summarize and
simplify text while highlighting key concepts and explaining the
mainmessage using nonspecialized language. The results of summa-
rization can be present inside the warning popup or in the extended
warning label. Besides summarization, visualization (e.g., using in-
fographics and diagrams) might play an increasingly important role
in improving the understanding of health information. We imagine
that these services could be provided by specialised journalists on
dedicated platforms, financed by users directly or by platforms as
part of a premium subscription.

7.5 Enhancing Access and Trust in Professional
Health Care Providers

Our results indicate that users are willing to trust individual experts
(e.g., fact-checkers) or expert organizations (e.g., WHO), which is in
line with the results showing the positive effect of expert debunking
on lowering users’ reactance towards debunking message [115];

However we found that users need specific and instant factual in-
formation about these entities and their sources of expertise. For
example, regarding “fact-checkers,” users want to know who these
fact-checkers are, what their professional background is, and how
they decide whether something is true. This information should
be easily accessible (possibly right near the credibility claim). Also,
incorporating a warning pop-up or label with a link to the trusted
source will promote the verification of information, as it makes
the necessary information easy to access. We are also in favor of
platform-based expert certification in the health domain. If a person
claims to be a health expert, social media should encourage them
to share their qualifications. A potential solution might be a cen-
tral cross-platform repository of certifications, for example based
on Blockchain or credentials wallet technologies. Furthermore, re-
search is needed on how to comprehensively communicate health
expertise to users, for example, with digital badges, endorsements,
or gamified elements, as well as into potential differences of users
regarding their trust in health experts. The rigorous verification
process for health experts could also enhance the quality of promo-
tions and advertisements. Once health influencers receive platform
verification, they will likely maintain their positive social profile,
thereby choosing their endorsements more carefully. Moreover,
transparency is crucial in the promotion of health products. This
includes listing potential side effects and adding disclaimers for
products that may pose risks.

7.6 Increase User Agency
Most solutions that already exist in social networks passively pro-
vide users with final judgments about the integrity of information.
At the same time, our participants demonstrated that consumers can
also become better protected against misinformation by developing
their critical thinking. Previous research has indicated that user in-
volvement is crucial for combating online misinformation [72]. For
instance, a system that prompts users to question the characteristics
of information can enhance their defense against incorrect details
[35]. Possibilities to implement user-agency-increasing functionali-
ties range from small nudges to adapting content algorithms based
on user preferences. For example, integrating alerts about content
with prompts might allow users to better understand the value of
genuine information and promote their engagement. Users should
also have the option to ask questions about the specific details of
the information in a dialogue format, which can be integrated with
or linked to the warning. System design can also encourage crit-
ical thinking by inviting users to self-reflect. For example, when
sharing information, a system could allow users to specify their
level of trust in the information and ask which criteria they are
basing their evaluation on. Furthermore, considering the strong
role of small private groups in disseminating health information,
we hypothesized that users might be interested in delegating the
responsibility of fact-checking to trusted members of their social
circles. For example, a user might select that they trust a specific
friend to judge health information, and this friend could then add a
user-generated and verified badge to a post, indicating to their net-
work that they believe it contains genuine information. Therefore,
we suggest that future designs incorporate an interactive approach
that actively engages users in asking questions about different as-
pects of health-related information. Also, a fine-grained system of



Users’ Perceptions of Health Misinformation on Social Media DIS ’24, July 01–05, 2024, IT University of Copenhagen, Denmark

veracity indicators in health information might better align with
the differences we observed: Users who prefer empirically validated
health information might indicate this in their personal settings.
An automatic system could then de-emphasize health posts that
are based purely on personal evidence, for example, by adding an
additional layer of content blurring.

8 LIMITATIONS AND FUTUREWORK
In our study, we aimed to minimize the Global North bias by recruit-
ing participants from diverse cultures. However, the majority of
our participants were university students and staff, which impacts
the generalizability of our results. For example, trust in scientific
sources might be higher in a university sample than in the general
population. Additionally, our sample was not diverse in terms of
age, which offers a unique perspective but may not fully represent
age-related differences in opinions. In subsequent studies, there
should be a more in-depth analysis of the perspectives of individ-
uals without tertiary education and across a broader age range.
Such an expansion is crucial because our participants frequently
cited education level and age as factors that make certain groups
more susceptible to misinformation, particularly health misinfor-
mation. Thus, it is necessary to understand misinformation from
the viewpoints of these potentially vulnerable groups.

Given the vital role that context plays in HCI, we used a thor-
oughly validated study design that built on personas and scenarios
to collect our data. While this approach allowed our participants to
explore diverse design solutions to combat health misinformation
in context, this setting is not intended to replace the real personal
experience. Likewise, our design recommendations should be vali-
dated with users before they are implemented.

Our findings indicate that health misinformation is intricate and
has multiple layers. People’s reactions vary on the basis of immedi-
ate and long-term impacts as well as the nuances in the information
they encounter. We used specifically designed misinformation sce-
narios to understand diverse situations where individuals might
come across health misinformation. However, further research is
required to develop a comprehensive taxonomy of health misinfor-
mation issues prevalent in social media.

In addition, our study focused on users as recipients of health
misinformation, not on the perspective of a person who is sharing
misinformation. Future studies should complement the users’ per-
spective with research into the motives of the people who share
misinformation, both intentionally and unintentionally. Moreover,
it is worthwhile to compare experts’ views on health misinforma-
tion and our proposed design solutions with the users’ perspectives.

9 CONCLUSION
In our qualitative study, we explored user perceptions of health mis-
information and current social media countermeasures alongside
users’ expectations for appropriate interventions. We discovered
that health misinformation is characterized by its ambiguous na-
ture, an evolving status due to new evidence, and the often required
specialized knowledge for comprehension. We found that the cur-
rent binary true/false labeling strategies are overly simplistic and
fail to address the complexity of health information dissemination.
We identified four user-provided heuristics for discerning health

misinformation, recommending their incorporation by social media
platforms to enhance detection accuracy. Additionally, our research
underlines the critical need for greater transparency regarding fact-
checkers and influencers promoting health content, a step vital for
empowering users to make informed decisions. Our observations
of varied user behaviors in private versus public settings further
illuminate the challenges and limited effectiveness of existing social
platform measures. Our findings offer valuable insights for future
research aimed at understanding users’ reactions to health misinfor-
mation. Furthermore, our design recommendations pave the way
for next-generation digital tools. These tools should not merely
restrict users’ interactions with information but should equip users
with the means to critically assess and make informed decisions,
fostering the growth of critical thinking.
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A APPENDIX
The demographic details of participants and their social media experience are provided in Table 2.

Table 2: Demographic Details and Social Media Experience of Participants

ID Social Media platform usage Age Gender Professional Background Origin

P1 Facebook, Twitter, WhatsApp,
Youtube, Discord, Snapchat 27 M Software development Prefer not to say

P2 WhatsApp, Youtube, Tiktok 25 F Civil engineering Latin America&
Western Europe

P3 Whatsapp, Instagram, Signal,
Discord, Youtube, WeChat 22 M Physics Western Europe

P4 Facebook, WhatsApp, Youtube,
Instagram 39 M Doctoral researcher West Asia

P5 Facebook, Twitter, WhatsApp,
Instagram, Youtube, Tiktok, Snapchat 31 M Accounting and audit Sub-Saharan Africa

P6 WhatsApp, Youtube, Instagram 26 F Data science West Asia

P7 Facebook, WhatsApp, Instagram,
Youtube, 33 F Architecture South Asia

P8 Facebook, Twitter, WhatsApp,
Instagram, Youtube, 27 M European philosophy Sub-Saharan Africa

P9 Facebook, Twitter, WhatsApp,
Instagram,Youtube, Tiktok, 27 F Biomathematics South Asia

P10 Facebook, Twitter, WhatsApp,
Instagram, Youtube 29 M Finance and

economics East Asia

P11 Facebook, Twitter, WhatsApp,
Instagram, Youtube, Tiktok, 24 F Political science Latin America

P12 Facebook, WhatsApp, Instagram,
Youtube, 30 M Energy efficiency Sub-Saharan Africa

P13 WhatsApp, Instagram 29 F Doctoral researcher Central Europe

P14 Facebook, Twitter, WhatsApp,
Instagram, Youtube 29 F Computer science Eastern Europe

P15
Facebook, Twitter, WhatsApp,
Instagram, Youtube, Tiktok,
Snapchat, Pinterest, Discord

21 F Biology Western Europe

P16 Facebook, WhatsApp, Instagram,
Youtube, Tiktok 29 F Psychology Western Europe

P17 Facebook, Twitter, WhatsApp,
Instagram, Youtube, 30 M Wealth management South Asia

P18 Facebook, WhatsApp, Instagram,
Youtube, Reddit 24 M Economics West Asia

P19
Facebook, WhatsApp, Instagram,
Youtube, Snapchat, Signal,
Parfumo

23 F Medicine Western Europe

P20 Facebook, WhatsApp, Instagram,
Youtube, 35 M Engineering West Asia

P21 Facebook, WhatsApp, Youtube 28 F Computer science Eastern Europe

P22 WhatsApp, Instagram 31 F Learning and communication Latin America
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