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ABSTRACT
Runtime Verification (RV) is the process of taking a trace, repre-

senting an execution of some computational system, and checking

it for satisfaction of some specification, written in a specification

language. RV approaches are often aimed at being used as part of

software development processes. In this case, engineers might main-

tain a set of specifications that capture properties concerning their

source code’s behaviour at runtime. To be used in such a setting, an

RV approach must provide a specification language that is practical

for engineers to use regularly, along with an efficient monitoring

algorithm that enables program executions to be checked quickly.

This work develops an RV approach that has been adopted by

two industry partners. In particular, we take a source code frag-

ment of an existing specification language, Source Code and Signal
Logic, which enables properties of interest to our partners to be

captured easily, and develop 1) a new semantics for the fragment,

2) an instrumentation approach, and 3) a monitoring procedure

for it. We show that our monitoring procedure scales to program

execution traces containing up to one million events, and describe

initial applications of our prototype framework (that implements

our instrumentation and monitoring procedures) by the partners

themselves.

CCS CONCEPTS
• Software and its engineering→ Formal software verifica-
tion; • Theory of computation→ Modal and temporal logics.
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1 INTRODUCTION
Runtime Verification (RV) is the process of checking that a trace,

which represents an execution of some computational system, is

as described by some specification. RV approaches are often aimed

at being used alongside conventional testing approaches during

software development. In this case, engineers must be able to write

and maintain specifications as their code evolves, while being able

to determine whether executions of each new version of their code

satisfy their specifications. To support this pattern of use, the speci-

fication language must be practical to use for engineers, and it must

admit an efficient algorithm for checking satisfaction.

In this work, we aim to develop an RV approach that 1) can be

integrated within software development processes, and 2) enables

engineers to analyse the behaviour of program source code. The

software development processes in question are those of our two

industry partners, within the context of a large international re-

search project. In particular, our partners develop software whose

development places particular emphasis on properties concerning

how long I/O operations take, the order in which certain operations

occur, and the time taken to reach one operation from another.

An existing family of languages that focus on such properties

includes Control-Flow Temporal Logic (CFTL) [17], Inter-procedural
Control-Flow Temporal Logic (iCFTL) [13], and Source Code and Sig-
nal Logic (SCSL) [15]. CFTL and iCFTL focus solely on the source

code domain, both having efficient monitoring procedures that

have been shown to scale well when applied to real-world systems.

SCSL extends iCFTL by 1) introducing a more flexible syntax that

allows both universal and existential quantifiers, along with arbi-

trary nesting of quantifiers, and 2) providing syntax for describing

constraints over signal values. However, SCSL does not yet have a

monitoring procedure.

Both of our partners wanted to capture only source code-level

properties, meaning that CFTL or iCFTL would be an ideal candi-

date for a specification language. However, certain properties were

identified (of the form whenever one event occurs, eventually another
event should also occur) that could not be captured in either of these

languages. Since both CFTL and iCFTL require specifications to be

in prenex form, capturing such a property would require existen-

tial quantifiers. These are not provided by CFTL or iCFTL, but are

provided by SCSL. Hence, in this work, we consider a syntactic frag-

ment of SCSL designed for capturing source code-level properties;

this fragment is called Source Code Logic (SCSLc).
Using this syntactic fragment, our first contribution is a new

semantics. While SCSL already has a semantics, this is defined over
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traces to which additional information can be added (for exam-

ple, by a system’s continued execution). Our work with industry

partners showed that such a situation need not be addressed, since

the systems to which our work would be applied had short run-

ning times, so it would be safe to assume that traces would not

be updated with additional information. With this in mind, we

develop a semantics over such traces that has the truth domain

B2 = {true, false}.
Our second contribution is a monitoring procedure for SCSLc

that reflects the semantics that we develop. Specifically, this proce-

dure takes a trace, along with an SCSLc specification, and gives a

truth value in B2 that reflects the answer given by the semantics.

We evaluate this monitoring procedure by investigating how well

it scales (in terms of time taken and memory consumed) when

checking traces containing up to one million events, generated by

an open source Python-based project, for satisfaction of a repre-

sentative set of SCSLc specifications. Our evaluation demonstrates

that our monitoring procedure scales well, taking a maximum of

≈44.81 s and consuming a maximum of ≈1.39GB of memory.

Finally, we also describe the application of our prototype frame-

work in industry and discuss the lessons learned in this context.

We show that 1) the framework can be used to check properties of

interest to engineers in industry, on real systems; and 2) the frame-

work can be integrated into existing automated testing pipelines,

suggesting that it is practical to use. We arrive at these conclusions

based on initial results reported by partners: to check traces contain-

ing at most 727 events for satisfaction of SCSLc specifications, our

framework took a maximum of 0.558 s, and consumed a maximum

of 286.52 kB of memory.

To present these contributions, the paper is organised as follows.

We introduce SCSLc by recalling the notion of trace used by iCFTL,

and then giving the fragment’s syntax, in §2. We then develop a

semantics for the syntactic fragment in §3.We develop a monitoring

algorithm that uses information obtained during instrumentation in

§4. The scalability of our monitoring algorithm on traces containing

up to one million events is demonstrated in §5. After that, we report

on the applicability in industrial contexts of our approach in §6.

We then place our contribution in the literature in §7. Finally, we

conclude and describe our ongoing activities in §8.

2 PRELIMINARIES: A FRAGMENT OF SCSL
The use cases provided by our industry partners consisted solely

of source code, and the properties of interest concerned source

code-level behaviour. In this case, one might conclude that iCFTL

was an appropriate choice of specification language. However, one

property identified by a partner was that “if the program variable x
is set to 𝑛, then eventually a call of the function f should take less than
𝑚 seconds”, which would require an existential quantifier nested

inside an implication. Such a property could not be captured in

iCFTL because of its requirement that specifications be in prenex

form, meaning that existential quantifiers could not be constructed.

With this in mind, we instead considered SCSL.

SCSL does not require specifications to be in prenex form, en-

abling the construction of existential quantifiers. However, since

Program→ 𝑥 = expr | func | Program; Program |
if expr then (Program) else (Program) |
while expr do (Program) | for 𝑥 in iterator do (Program)

expr → 𝑥 | func | arithExpr | boolExpr
func → 𝑓 (expr

1
, . . . , expr𝑛 ) iterator → range(expr, expr )

(1)

Figure 1: A grammar for simple imperative programs.

that syntax also includes operators designed for capturing proper-

ties concerning signal-based behaviour, we now introduce a syn-

tactic fragment, and name the language Source Code Logic (SCSLc).
Considering a fragment allows us to develop a semantics, and mon-

itoring algorithm, specifically for the source code setting, without

considering signals (which would not be needed by our partners).

SCSLc specifications are defined over the same traces as iCFTL,

so we begin by recalling their definition in §2.1, before giving the

syntax of SCSLc in §2.2.

2.1 Traces
Systems of multiple procedures. The notion of trace used by SC-

SLc is the notion of a system of multiple procedures, 𝑆 , used by iCFTL.
We recall that a system of multiple procedures is a tuple ⟨𝑃, prog⟩,
where 𝑃 is a set of procedure names and prog is a map from proce-

dure names in 𝑃 to programs (generated by the program grammar

in Figure 1). We will often refer to a system of multiple procedures

as simply a system.

Program points. Given a system 𝑆 = ⟨𝑃, prog⟩, one can compute

the abstract syntax tree of prog(𝑝) for each 𝑝 ∈ 𝑃 using the gram-

mar in Figure 1. From there, one can then assign a unique identifier

to each node in the abstract syntax tree of each prog(𝑝) (by labelling
each node with an integer). Using this fact, given a statement stmt
in a program 𝑝 , we denote by pPoint(stmt) the program point of
stmt (i.e., its unique identifier in 𝑝). We highlight that program

points can be computed to be unique across all procedures in a

system by taking disjoint sets of integers for each procedure in 𝑃

when labelling the abstract syntax tree nodes.

Predicates. We now define predicates on program statements. To

begin with, we denote by isCallf a predicate that takes as input a
statement stmt and is true if the statement stmt contains a call of
the procedure f and false otherwise. We also denote by isChangex
the predicate that takes as input a statement stmt and is true if the

statement stmt assigns a value to the program variable x, and false

otherwise. Both of these predicates can be computed using a simple

static analysis of the source code.

Executions of systems. We now develop our definition of an exe-

cution of a system 𝑆 . We start by defining a state, often denoted by

𝑠 , which is a tuple ⟨𝑡, pp,𝑚⟩ where 𝑡 is a real-numbered timestamp,

pp is a program point and𝑚 is a map from program variables to

values that have been assigned to them during the execution of the

system 𝑆 . Intuitively, a state is an instantaneous checkpoint in the

execution of a program. For a state 𝑠 , we write 𝑠 (x) as shorthand
for 𝑚(x), for 𝑚 the map in 𝑠 . To talk about the time at which a

state was attained, we denote by time(𝑠) the time 𝑡 from the state

𝑠 = ⟨𝑡, pp,𝑚⟩.
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Specification
QF → Q : F Q → ∀Var ∈ Pred Var → tr | s
F → QF | true | F ∨ F | ¬F | Constr
Constraints
Cmp→< |> |= Constr → Val Cmp Val
Values
Val → ValTr | ValSt | Valmultiple | 𝑤 ValSt → St (x) | 𝑓 (ValSt )
ValTr → duration(Tr ) Valmultiple → TimeBetween(St, St )
Predicates
Pred → PredQT | PredQS PredQS → PredS | PredS .after(Var )
PredS → changes(x) .during(proc) PredQT → PredT | PredT .after(Var )
PredT → calls(proc

1
) .during(proc

2
)

States and Transitions
St → 𝑠 | s.next(PredS ) | tr .next(PredS ) | before(Tr ) | after(Tr )
Tr → tr | s.next(PredT ) | tr .next(PredT )

Figure 2: The syntax of the Source Code Logic.

Since a state 𝑠 contains a program point pp, we say that each

state corresponds to the result of executing some statement stmt
for which pPoint(stmt) = pp. Additionally, we denote by proc(
pPoint(stmt)) the name of the procedure inside which the state-

ment stmt is found that has program point pPoint(stmt).
We then say that an execution of a procedure 𝑝 ∈ 𝑃 , denoted by

𝐸, is a sequence of states 𝑠1, 𝑠2, . . . , 𝑠𝑛 with time(𝑠1) < time(𝑠2) <
· · · < time(𝑠𝑛). We denote by exec(𝑠) the execution 𝐸 that contains

the state 𝑠 . Further, a pair ⟨𝑠𝑖 , 𝑠 𝑗 ⟩ of consecutive states (i.e., from the

same execution) is called a transition. We usually denote a transition

by tr . Given a transition tr = ⟨𝑠1, 𝑠2⟩, we denote by duration(tr)
the duration of tr , defined as time(𝑠2) − time(𝑠1).

Collecting together multiple procedure executions, we say that a

trace Π over a system 𝑆 = ⟨𝑃, prog⟩ is a tuple ⟨𝑆, {𝐸1, 𝐸2, . . . 𝐸𝑛}, 𝐿⟩
where {𝐸1, 𝐸2, . . . 𝐸𝑛} is a set of procedure executions, and 𝐿 :

{𝐸1, 𝐸2, . . . 𝐸𝑛} → 𝑃 is a map that labels each procedure execu-

tion with the name of the relevant procedure. We assume that the

timestamps of states across all 𝐸𝑖 in a trace Π have a total order

(i.e., we do not consider concurrency).

2.2 Syntax
We now give a syntax for SCSLc in Figure 2. This syntax makes

use of a number of key terminal symbols, including: s, a variable
representing a state; tr , a variable representing a transition; x, a
program variable; proc, proc

1
, and proc

2
, names of procedures;𝑤 ,

a constant that is either a real number or a string; and 𝑓 , a function

symbol.

In addition, all non-terminal symbols are highlighted in blue,

while all remaining symbols not highlighted are terminal. Alongside

the restrictions on specifications that are encoded in the grammar,

we assume that SCSLc specifications contain no free variables.

Each SCSLc specification is aQF term. This ensures that the spec-

ification starts with a quantifier. The inner part of the specification

is then a Boolean combinations of subformulae, which may contain

other quantifiers (in which case we have QF terms), or constraints

(in which case we have Constr terms).

Each quantifier in a SCSLc specification consists of a Var term
and a Pred term. A Pred term is used to identify states or transitions

in a trace, which are then bound to the Var term (this mechanism

is formally defined in §3).

Π, 𝛽, ⟨𝑡, pPoint(stmt),𝑚⟩ ⊢ changes(x) .during(func) iff
isChangex (stmt) = true and proc(pPoint(stmt) ) = func

Π, 𝛽, ⟨𝑡, pPoint(stmt),𝑚⟩ ⊢ changes(x) .during(func) .after(Var ) iff
time(𝑞) > time(𝛽 (Var ) ) and Π, 𝛽, 𝑞 ⊢ changes(x) .during(func)

Π, 𝛽, ⟨⟨𝑡, pPoint(stmt),𝑚⟩, ⟨𝑡 ′, pPoint(stmt′ ),𝑚′ ⟩⟩ ⊢ calls(f) .during(func) iff
isCallf (stmt′ ) = true and proc(pPoint(stmt′ ) ) = func

Π, 𝛽, ⟨⟨𝑡, pPoint(stmt),𝑚⟩, ⟨𝑡 ′, pPoint(stmt′ ),𝑚′ ⟩⟩ ⊢
calls(f) .during(func) .after(Var ) iff

time(⟨⟨𝑡, pPoint(stmt),𝑚⟩, ⟨𝑡 ′, pPoint(stmt′ ),𝑚′ ⟩⟩) >
time(𝛽 (Var ) ) and Π, 𝛽, tr ⊢ calls(f) .during(func)

Figure 3: The binding relation for SCSLc.

evalEvent(Π, 𝛽, 𝑠 ) = 𝛽 (𝑠 ) if 𝑠 ∈ dom(𝛽 ) , null otherwise
evalEvent(Π, 𝛽, tr ) = 𝛽 (tr ) if tr ∈ dom(𝛽 ) , null otherwise
evalEvent(Π, 𝛽, before(Tr ) ) = 𝑠1 if evalEvent(Π, 𝛽, Tr ) ) = ⟨𝑠1, 𝑠2 ⟩, null otherw.
evalEvent(Π, 𝛽, after(Tr ) ) = 𝑠2 if evalEvent(Π, 𝛽, Tr ) ) = ⟨𝑠1, 𝑠2 ⟩, null otherw.
evalEvent(Π, 𝛽, 𝑠.next(calls(f) .during(p) ) ) = tr if there is a tr such that:©­­­«

time(tr ) > time(evalEvent(Π, 𝛽, 𝑠 ) ) and Π, tr ⊢ calls(f) .during(p)
and there is no tr′ such that:

time(evalEvent(Π, 𝛽, 𝑠 ) ) < time(tr′ ) < time(tr )
and Π, tr′ ⊢ calls(f) .during(p)

ª®®®¬
null otherwise

Figure 4: The evalEvent function for SCSLc.

Constr terms are used to express constraints on values extracted

from traces, which are described by Val terms.

2.2.1 Examples. One can capture the property that “every call

of the function commit by the procedure write should take less

than 1 second” by writing ∀tr ∈ calls(commit) .during(write) :
duration(tr) < 1. One can also capture the property that “when-

ever the program variable query is assigned during the procedure

write, then the procedure commit should eventually be called by

the procedure write” by writing ∀𝑠 ∈ changes(query) .during(
write) : ∃tr ∈ calls(commit).during(write) .after(𝑠) : true.

Finally, one can capture the property that “whenever the proce-

dure execute is called by the procedure write, then the procedure

commit should be called by the procedure write within 2 seconds”

by writing ∀tr ∈ calls(execute) .during(write) : TimeBetween(
after(tr), before(tr .next(calls(commit) .during(write)))) < 2.

3 SEMANTICS
We now present our first contribution: a semantics for SCSLc. This

semantics is distinguished from the existing semantics developed

for SCSL by the traces that it considers. In particular, while the

SCSL semantics considers traces to which additional states may be

added (and has a truth domain to reflect this), the semantics that

we develop here considers traces to which no additional states may

be added (hence, we consider the truth domain B2 = {true, false}).
This key distinction comes from requirements given by our indus-

try partners. Specifically, both of our partners’ use cases involved

systems whose running times were short, and would generate short

traces. Hence, there was no need for intermediate truth values to

be reached by a monitoring algorithm; it was possible to wait for

the entire trace to be generated.

The semantics that we develop takes a trace Π and a SCSLc

specification 𝜑 , and outputs a truth value in B2 = {true, false}. If
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evalValue(Π, 𝛽, 𝑤 ) = 𝑤

evalValue(Π, 𝛽, St (x) ) =
{
evalEvent(Π, 𝛽, St ) (x) evalEvent(Π, 𝛽, St ) ≠ null
null otherwise

evalValue(Π, 𝛽, 𝑓 (ValSt ) ) ={
𝑓 (evalEvent(Π, 𝛽,ValSt ) ) evalEvent(Π, 𝛽,ValSt ) ≠ null
null otherwise

evalValue(Π, 𝛽, duration(Tr ) ) ={
duration(evalEvent(Π, 𝛽, Tr ) ) evalEvent(Π, 𝛽, Tr ) ≠ null
null otherwise

evalValue(Π, 𝛽, TimeBetween(St1, St2 ) =
time(evalState(Π, 𝛽, St2 ) )−

time(evalState(Π, 𝛽, St1 ) )
evalState(Π, 𝛽, St2 ) ≠ null and
evalState(Π, 𝛽, St1 ) ≠ null

null otherwise

Figure 5: The evalValue function for SCSLc.

Π, 𝛽 |= ∀𝑐 ∈ Pred : F iff

for every state or transition 𝑒 in Π with Π, 𝛽, 𝑒 ⊢ Pred,Π, 𝛽 † [𝑐 ↦→ 𝑒 ] |= F
Π, 𝛽 |= F1 ∨ F2 iff Π, 𝛽 |= F1 or Π, 𝛽 |= F2 Π, 𝛽 |= ¬F iff Π, 𝛽 ̸ |= F
Π, 𝛽 |= ¬true iff false
Π, 𝛽 |= Val1 Cmp Val2 iff
evalValue(Π, 𝛽,Val1 ) ≠ null and evalValue(Π, 𝛽,Val2 ) ≠ null and
evalValue(Π, 𝛽,Val1 ) evalOp(Cmp) evalValue(Π, 𝛽,Val2 )

Figure 6: The semantics relation for SCSLc.

our semantics gives true, we will say that Π satisfies 𝜑 , whereas if
it gives false, we will say that Π violates 𝜑 .

We highlight that, in choosing a two-valued truth domain, any

part of a specification for which we do not find information in our

trace will be resolved to a default truth value.

We develop our semantics by considering an example specifi-

cation 𝜑 = ∀tr ∈ calls(execute) .during(write) : TimeBetween(
after(tr), before(tr .next(calls(commit) .during(write)))) < 2,

along with a trace Π. Our first step in deciding whether Π satisfies

𝜑 is to find transitions in Π that can be identified by the Pred term

calls(execute) .during(write). In this case, we care about transi-

tions ⟨𝑠, 𝑠′⟩ such that 𝑠′ = ⟨𝑡, pPoint(stmt),𝑚⟩ with isCallexecute (
stmt) = true. Intuitively, since a state represents the result of ex-
ecuting a given statement, this condition means that a transition

begins at the state generated before the call of execute, and ends

immediately after that call.

We define the notion of a state or transition being identified by

a Pred term by using the binding relation, given in Figure 3. The

binding relation enables us to construct bindings, which are maps

from Var terms in our specification to states or transitions found

in our trace. We then say that a state or transition 𝑒 is identified by

a Pred term, given a trace Π and a binding 𝛽 , if and only if Π, 𝛽, 𝑒 ⊢
Pred. We can then construct a binding 𝛽 by setting 𝛽 (Var) = 𝑒 ,

given a Q term with a Var term and Pred term, if and only if 𝑒 is

identified by Pred.
We now consider how we can take a Val term and assign it a

value from our trace for each binding 𝛽 that we construct. In our run-

ning example, we have a singleVal term: TimeBetween(after(tr),
before(tr .next(calls(commit).during(write)))). This Val term is

composed of St terms (after(tr) and before(tr .next(calls(commit)
.during(write)))) for which we must find unique states, for each

binding 𝛽 . To this end, we first define the evalEvent function, which
takes a trace Π, a binding 𝛽 , and either a St or a Tr term, and gives

the unique state or transition from Π corresponding to the input.

The evalEvent function is defined in Figure 4.

Once we have used evalEvent to determine the unique state or

transition that corresponds to a given trace/binding/term input, we

must then evaluate any Val terms. For this, we define the evalValue
function, which is given in Figure 5. This function takes a trace Π,
a binding 𝛽 , and a Val term and gives the unique value, extracted

from Π, corresponding to the input.

As an example of applying the evalEvent and evalValue func-

tions, let us take a trace Π from which we have derived a binding

𝛽 = [𝑠 ↦→ ⟨0.1, pp, [x ↦→ 10]⟩]. Then, consider the Val term 𝑠 (x).
To compute a value for this term, we use the evalValue(Π, 𝛽, St (x))
case to compute evalValue(Π, 𝛽, 𝑠 (x)). Hence, we must then com-

pute evalEvent(Π, 𝛽, St) = evalEvent(Π, 𝛽, 𝑠) = ⟨0.1, pp, [x ↦→ 10]⟩.
We then have evalValue(Π, 𝛽, 𝑠 (x)) = evalEvent(Π, 𝛽, 𝑠) (x) = ⟨0.1,
pp, [x ↦→ 10]⟩(x) = [x ↦→ 10] (x) = 10.

Now that we can construct bindings and evaluate Val terms, we

introduce the final semantics relation in Figure 6. The semantics re-

lation is defined recursively on the structure of SCSLc specifications,

and makes use of the evalOp function, which takes a Cmp term

and interprets it as a binary relation. For example, evalOp(<) is the
binary relation <, so we can write 𝑛 evalOp(<) 𝑚 for 𝑛,𝑚 ∈ R.

We say that a traceΠ and a binding 𝛽 satisfy a SCSLc specification

𝜑 if and only ifΠ, 𝛽 |= 𝜑 . If 𝛽 = [], thenwewriteΠ |= 𝜑 as shorthand

for Π, [] |= 𝜑 , and say that Π satisfies 𝜑 .

4 INSTRUMENTATION AND MONITORING
With SCSLc introduced in §2, we now turn our attention to the

monitoring problem for SCSLc. Specifically, given a system 𝑆 , a

trace Π over 𝑆 , and a SCSLc specification 𝜑 , our goal is to develop

a procedure for deciding whether Π |= 𝜑 .

4.1 Instrumentation
In this work, instrumentation is the process of deciding which

program points in a system 𝑆 may generate states and transitions

in a trace that are useful for individual parts of a specification. We

now highlight the steps that one must take to accomplish this in

the SCSLc setting.

4.1.1 Pred term lookup. Consider the problem of determiningwhich

states and transitions are identified by each Pred term in a specifi-

cation. A naive approach to this could be iterating over every Pred
term, for each state and transition in the trace. However, this would

be inefficient for long traces and specifications with multiple Pred
terms. There could also be a lot of wasted work, especially if Pred
terms only identify a fraction of the states and transitions found in

the trace. In this case, an opportunity for optimisation is to remove

the lookup needed to find the Pred terms that identify a given state

or transition.

4.1.2 St and Tr term lookup. Consider the problem of determin-

ing, for each state or transition in a trace, which St or Tr terms

require it. A naive approach would involve iterating over every

binding 𝛽 derived from Π, and then every St and Tr term Evt in the

specification, and computing evalEvent(Π, 𝛽, Evt). If the state or

transition being processed was equal to evalEvent(Π, 𝛽, Evt), then
we would know which term required the state or transition that
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we were processing. In this case, an opportunity for optimisation is

to remove the lookup needed to find the St or Tr terms that require

a given state or transition.

Both opportunities for optimisation are addressed using static anal-

ysis of the system 𝑆 before a trace is generated and subsequently

processed. We describe our approach for optimising Pred term

lookup in §4.1.3, and our approach for optimising St and Tr term
lookup in §4.1.4.

4.1.3 Choosing Relevant Program Points for Quantifiers. We begin

by defining a function for determining which states and transi-

tions in a trace are identified by each Pred term in a specification.

The function is called pPointsFromQuantifier, takes a Q term as

input, and gives a set of program points as output. The goal of

the function is to compute the set of program points whose state-

ments could generate a state (or transition) in a trace that could

be identified by a Pred term. For example, if we have a specifi-

cation that contains the term calls(f).during(g), then we should

look at the code for the procedure g for statements in code that

involve a call of the procedure f. Based on this intuition, the func-

tion is defined asQTermPPoints(qTerm) = {pPoint(stmt) : stmt ∈
stmtsUsingSym(symbol, procedure)where ⟨symbol, procedure⟩ =
getParams(qTerm)}While pPoint is the function defined in §2.2,

stmtsUsingSym is a function that takes as input a symbol (such

as a program variable or function name) and a procedure name

and gives as output a set of program statements, from the relevant

procedure, in which that symbol is used. Further, getParams is a
function that takes as input a Q term, and gives as output a pair

⟨symbol, procedure⟩. For example, getParams(∀𝑠 ∈ changes(x) .
during(p)) = ⟨x, p⟩.

Once QTermPPoints is computed, we then compute its inverse,

which we call qTerms. This function takes as input a program

point pp and gives the set of all Q terms qTerm for which pp ∈
QTermPPoints(qTerm). More formally, we have qTerms(pp) = {
qTerm : pp ∈ QTermPPoints(qTerm)}.

4.1.4 Choosing Relevant Program Points for States and Transitions.
We now give a function for determining, for some St or Tr term,

which program points could generate states or transitions required

by that term. This function, evtTermPPoints, takes a St or Tr term
as input, and gives a set of program points as output. The goal of

the function is to compute the set of statements (again, via their

program points), in the source code of the system 𝑆 , that could

generate a state in a trace that could be required by a Val or Tr
term in our specification. For example, if we have a specification

that contains the term 𝑠 (x) = 10, then we would be interested in

statements that give a value to the program variable x.
Based on this intuition, the function is defined as evtTermPPoints(

evtTerm) = {pPoint(stmt) : stmt ∈ EvtTermStmts(evtTerm)}.
Here, the EvtTermStmts function takes a St or Tr term and com-

putes a set of program statements that would generate a state or

transition relevant to that term.

Similarly to above, we also introduce an inverse of evtTermPPoints,
which we call evtTerms. Similarly, this function takes as input a

program point pp and gives the set of all St or Tr terms evtTerm
such that pp ∈ evtTermPPoints(evtTerm). More formally, we have

evtTerms(pp) = {evtTerm : pp ∈ evtTermPPoints(evtTerm)}.

4.2 Deciding whether Π |= 𝜑

We now develop a procedure, for determining whether a given trace

Π satisfies a given SCSLc specification 𝜑 , which reflects the SCSLc

semantics given in §3. Before giving the complete procedure, we

describe the individual steps that are required, before combining

the steps into the final procedure at the end of the section.

The approach taken by our procedure is to process a given trace

Π by iterating over its states using the total order induced by their

timestamps (§2.1). During this iteration, we maintain a structure

called a monitoring tree (§4.2.1), which is used to store bindings

and values extracted from the trace. For each state that we pro-

cess, our monitoring procedure then involves performing different

transformations on the monitoring tree, depending on the state. In

particular, for each state we ask two questions:

• Is 𝑠 (or a transition containing it) identified by a Pred term

in the specification?

In this case, we update our monitoring tree to represent the

potentially new or extended bindings that could result from

processing this state. We describe this procedure in §4.2.2.

• Is 𝑠 (or a transition containing it) required by a St or Tr term
in the specification?

In this case, we update our monitoring tree to encode the

fact that some St or Tr term requires 𝑠 . We describe this

procedure in §4.2.3.

Once all states have been processed, our monitoring procedure

then traverses the final monitoring tree in order to compute a final

truth value. We describe our procedure for this in §4.2.4.

4.2.1 Monitoring trees. A monitoring tree 𝑀 (Π, 𝜑) for a trace Π
and SCSLc specification 𝜑 is a tree ⟨𝑁, 𝐸⟩. Here, 𝑁 is a set of nodes,

which are triples ⟨𝜙, 𝛽, 𝑣⟩ for 𝜙 a QF , F , Constr , Val, St, Tr , or Var
term; 𝛽 a binding; and 𝑣 a value computing during the monitoring

process. In addition, 𝐸 ⊂ 𝑁 × 𝑁 is a set of edges, where there is

an edge ⟨𝑛, 𝑛′⟩ from a node 𝑛 = ⟨𝜙, 𝛽, 𝑣⟩ to a node 𝑛′ = ⟨𝜙 ′, 𝛽′, 𝑣 ′⟩
if and only if 1) 𝜙 ′ is a direct subformula of 𝜙 (for example, if 𝜙 is

a QF term, then 𝜙 is a F term), and 2) dom(𝛽) ⊂ dom(𝛽′) and for

every 𝑣 ∈ dom(𝛽), we have 𝛽 (𝑣) = 𝛽′ (𝑣).

4.2.2 Constructing bindings. As the number of bindings derived

from a trace increases, it becomes crucial to store bindings effec-

tively. In particular, consider the specification ∀𝑣 ∈ changes(x) .
during(p) : 𝑣 (x) < 10 → ∃𝑣 ′ ∈ calls(f) .during(p) .after(𝑣) :

duration(𝑣 ′) < 1, where 𝑎 → 𝑏 is shorthand for the Boolean

combination ¬𝑎 ∨ 𝑏.
Suppose further that we process a state 𝑠 = ⟨𝑡, pp,𝑚⟩ such that

isChangex (pp) = true. Hence, this state would be identified by

the Pred term changes(x) .during(p). Then, suppose that we pro-
cess a state 𝑠′ = ⟨𝑡 ′, pp′,𝑚′⟩ such that isCallf (pp′) = true. The
transition tr = ⟨𝑠′′, 𝑠′⟩, for 𝑠′′ the state immediately before 𝑠′

in the trace (in the same execution as 𝑠′), would be identified by

the Pred term calls(f).during(p).after(𝑣). After having processed
both states, we would have constructed a binding 𝛽 = [𝑣 ↦→
𝑠, 𝑣 ′ ↦→ tr], and we would have enough information to compute

both evalValue(Π, 𝛽, 𝑣 (x)) and evalValue(Π, 𝛽, duration(𝑣 ′)).
Now, consider the case in which a second transition tr′, oc-

curring after the transition tr , is processed that is also identified
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Algorithm 1: An algorithm for the function updateQs.
1 Input: A state 𝑠 = ⟨𝑡, pp,𝑚⟩, a monitoring tree𝑀 , and a map

execToPrevState
Result: A modified monitoring tree𝑀 ′

2 for qTerm ∈ qTerms(pp) do
3 if getPredicate(qTerm) of form changes(x) .during(p) then
4 𝑀 ′ ← addTree(𝑀,𝑠 ) ;
5 else
6 prevState← execToPrevState(containingExecution) ;
7 𝑀 ′ ← addTree(𝑀, ⟨prevState, 𝑠 ⟩) ;
8 end
9 return𝑀 ′ ;

by calls(f) .during(p) .after(𝑣). We would then have a second bind-

ing, 𝛽′ = [𝑣 ↦→ 𝑠, 𝑣 ′ ↦→ tr′], and we would have to compute

evalValue(Π, 𝛽′, duration(𝑣 ′)). However, we would not need to

recompute evalValue(Π, 𝛽, 𝑣 (x)), because this relies on the state

associated with the variable 𝑣 , which is shared by the two bindings.

Such repeated work is avoided by using monitoring trees (§4.2.1)

to ensure that values whose computation is the same for multiple

bindings are only computed once, for the common part of those

bindings. Specifically, suppose that a state 𝑠 = ⟨𝑡, pp,𝑚⟩ is identified
by a Pred term 𝑃 . Assuming a monitoring tree𝑀 (Π, 𝜙), we proceed
as follows:

(1) Find each node 𝑛 = ⟨QF , 𝛽, 𝑣⟩ in 𝑁 , where QF is a QF term

of the form ∀𝑣 ∈ 𝑃 : 𝜙 , for 𝑣 a Var term and 𝜙 a F term (i.e.,

QF contains 𝑃 ).

(2) For each node 𝑛 = ⟨QF , 𝛽, 𝑣⟩, construct a monitoring tree

𝑀′ (Π, 𝜙) = ⟨𝑁 ′, 𝐸′⟩ representing the F term 𝜙 , whose nodes

all have the binding 𝛽 † [𝑣 ↦→ ⟨𝑡, pp,𝑚⟩]. If we are con-

sidering instead the transition tr = ⟨𝑠, 𝑠′⟩ for the state 𝑠′

immediately after 𝑠 in Π, then we create nodes with the

binding 𝛽 † [𝑣 ↦→ tr].
(3) For each node 𝑛 = ⟨QF , 𝛽, 𝑣⟩, attach the tree 𝑀′ (Π, 𝜙) =
⟨𝑁 ′, 𝐸′⟩ to 𝑀 (Π, 𝜑) = ⟨𝑁, 𝐸⟩ by setting 𝑁 = 𝑁 ∪ 𝑁 ′ and
𝐸 = 𝐸 ∪ 𝐸′ ∪ {⟨𝑛, 𝑛𝑟 ⟩} where 𝑛𝑟 is the root node of𝑀′.

We represent this transformation with the function addTree, which
takes as input a monitoring tree𝑀 (Π, 𝜑) and a state 𝑠 and outputs

a monitoring tree𝑀∗ (Π, 𝜑), obtained by modifying𝑀 (Π, 𝜑) with
respect to the procedure described above.

We thenwrap this function in another function, updateQs, which
takes as input a monitoring tree𝑀 (Π, 𝜑), a state 𝑠 , and a map from

executions to states, and outputs amonitoring tree𝑀∗ (Π, 𝜑). Specif-
ically, this function represents applying addTree for each Pred term

in qTerms(pp). We given an algorithm for this function in Algo-

rithm 1. The algorithm makes use of the functions getPredicate,
which extracts the Pred term from a given Q term. Further, we

assume that the map qTerms is globally accessible, and computing

during our instrumentation process.

4.2.3 Storing states or transitions in monitoring trees. Suppose now
that a state 𝑠 = ⟨𝑡, pp,𝑚⟩ (or a transition of which it is a part) is

required by a St (or Tr) term Evt. In this case, we find each node 𝑛 =

⟨Evt, 𝛽, 𝑣⟩ in𝑁 , and set 𝑣 = 𝑠 . We represent this transformation with

the function setEvent, which, similarly to addTree, takes as input
a monitoring tree𝑀 (Π, 𝜑) and a state 𝑠 and outputs a monitoring

tree𝑀∗ (Π, 𝜑) obtained by modifying𝑀 (Π, 𝜑) as described above.

Algorithm 2: An algorithm for the function updateEvents.
1 Input: A state 𝑠 = ⟨𝑡, pp,𝑚⟩, a monitoring tree𝑀 , a map execToPrevState,

and the current state’s containing execution contExec
Result: A modified monitoring tree𝑀 ′

2 for evtTerm ∈ evtTerms(pp) do
3 if isStateTerm(evtTerm) then
4 𝑀 ′ ← setEvent(𝑀,𝑠 ) ;
5 else
6 prevState← execToPrevState(contExec) ;
7 𝑀 ′ ← setEvent(𝑀, ⟨prevState, 𝑠 ⟩) ;
8 end
9 return𝑀 ′ , execToPrevState;

resolve(⟨true, 𝛽, 𝑣⟩) = true resolve(⟨∀Var ∈ Pred : F, 𝛽, 𝑣⟩) = ∧
⟨F,𝛽′,𝑣′⟩ 𝑣

′

resolve(⟨F1 ∨ F2, 𝛽, 𝑣⟩) = resolve(⟨F1, 𝛽, 𝑣1 ⟩) ∨ resolve(⟨F2, 𝛽, 𝑣2 ⟩)
resolve(⟨¬F, 𝛽, 𝑣⟩) = ¬resolve(⟨F, 𝛽, 𝑣⟩)
resolve(⟨Val1 Cmp Val2, 𝛽, 𝑣⟩) =

getValue(⟨Val1, 𝛽, 𝑣⟩) evalOp(Cmp)
getValue(⟨Val2, 𝛽, 𝑣⟩)

getValue(⟨Val1, 𝛽, 𝑣⟩) ≠ null ∧
getValue(⟨Val2, 𝛽, 𝑣⟩) ≠ null

false otherwise

Figure 7: The resolve function for monitoring trees.

Similarly to the quantifier case, we then wrap the setEvent func-
tion with the function updateEvents. This function takes as input

a monitoring tree 𝑀 (Π, 𝜑), a state 𝑠 , a map from executions to

states, and the execution containing the current state being con-

sidered by the monitoring algorithm; and outputs a monitoring

tree𝑀∗ (Π, 𝜑). The function applies setEvent for each St or Tr term
in evtTerms(pp). The algorithm for this function is given in Al-

gorithm 2. The algorithm makes use of isStateTerm, which is a

predicate that tells us whether a given term is a St term.

4.2.4 Resolving monitoring trees. Suppose that we have the final
monitoring tree 𝑀 (Π, 𝜑). Then we decide whether Π |= 𝜑 by re-

cursing on the monitoring tree and computing a final truth value.

We encode this operation in a function called resolve, which takes

as input a monitoring tree node and gives as output a truth value.

This function is defined in Figure 7, and makes use of the getValue
function, which takes a node ⟨Val, 𝛽, 𝑣⟩ and computes its value by

inspecting its children. For example, getValue(⟨𝑞(x), 𝛽, 𝑣⟩) will in-
spect the child node ⟨𝑞, 𝛽, 𝑠⟩ of ⟨𝑞(x), 𝛽, 𝑣⟩, to which some state 𝑠

has been assigned while processing the trace, and derive the value

𝑠 (x). We highlight that this may be null if no information could

be extracted from the trace. In particular, if the getValue function
gives null, then nodes containing Constr terms are evaluated to

false, matching the policy described by the semantics (§3).

4.2.5 A monitoring algorithm. We now use the machinery that we

have developed to present Algorithm 3.

The algorithm begins by initialising a monitoring tree 𝑀 , and

initialising a map execToPrevState. This map allows the algorithm

to keep track of the previous state that was processed in a given

execution in Π (since there may be multiple). Since the input trace

consists only of states, to check transitions we need to pair the

previous state with the current one. However, when multiple pro-

cedure executions are involved, we must ensure that the states

that we use to form a transition are from the same execution. The

for-loop on line 4 iterates over the states in the trace Π in order of
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Algorithm 3: An algorithm for deciding whether Π |= 𝜑 .

1 Input: A trace Π and a VFL specification 𝜑

Result: true or false, indicating whether Π |= 𝜑

2 execToPrevState : map← [];
3 𝑀 : monitoring tree← ⟨{⟨𝜑, [ ], null⟩}, ∅⟩;
4 for state 𝑠 = ⟨𝑡, pp,𝑚⟩ in Π, ordered by time do
5 contExec← exec(𝑠 ) ;
6 if pp ∈ dom(qTerms) then
7 𝑀 ← updateQs(𝑠,𝑀, execToPrevState) ;
8 end
9 if pp ∈ dom(evtTerms) then
10 𝑀, execToPrevState←

updateEvents(𝑠,𝑀, execToPrevState, contExec) ;
11 end
12 execToPrevState(contExec) ← 𝑠 ;

13 end
14 return resolve(𝑛𝑟 ) for 𝑛𝑟 the root node of𝑀 ;

time. Inside the loop, two cases are considered: that the state (or

transition) being processed is identified by a Pred term, or that the

state (or transition) being processed is required by a St or Tr term.

Once the trace has been processed, the monitoring tree is resolved

and the algorithm returns a truth value.

5 EVALUATION
In this section, we evaluate the scalability of our monitoring al-

gorithm (and our prototype implementation) by answering the

following research question: how does our monitoring procedure
scale (in terms of the total time taken, and the memory consumed) as
the trace being checked increases in length?

5.1 Implementation
We answer our research question using our prototype framework,

which provides machinery for three key processes: instrument-

ing the source code of the system under scrutiny (assumed to be

written in Python), generating a trace by executing the system

under scrutiny, and checking that trace for satisfaction of a SCSLc

specification.

The instrumentation process makes use of a significant optimi-

sation: traces are generated by code that is inserted at program

points identified by the procedure described in §4.1. This means

that traces contain only the states that are actually needed by a

specification.

5.2 Scalability
We now describe the experiments that we carried out to answer

our research question.

5.2.1 Test subject. Our test subject, AeroBenchVVPython [1], is an

open-source, Python-based aircraft simulator that supports multiple

scenarios. While not being the most complex simulator that one

can work with, it was an appropriate choice for us because 1) it is

written in Python, so immediately useful to the initial version of

our framework, and 2) it could be modified to generate traces of

any length that we needed.

5.2.2 Specifications. The SCSLc specifications that we use are rep-
resentative of categories of specifications that exercise different

parts of our monitoring algorithm. Hence, in considering these

Table 1: Properties expressed in English with their corre-
sponding SCSLc specifications.

ID Natural language SCSLc

1

Whenever the 1) the program

variable n is equal to True, and
2) the program variable t is

equal to True, then the next

time the program variable m
is changed during the proce-

dure adv, it should be set to

standby.

∀𝑞 ∈ changes(n) .during(adv) :
(𝑞 (n) = True ∧ 𝑞 (t) = True) →
𝑞.next(changes(m) .during(adv) ) )
(m) = standby

2

The time taken to reach a

change of the program vari-

able rv, from a change of the

program variable pm, in the

procedure adv, should be less

than one second.

∀𝑞 ∈ changes(pm) .during(adv) :
TimeBetween(𝑞,𝑞.next(

changes(rv) .during(adv) ) ) < 1

3

For every change of the vari-

able pm, if the new value of pm
is pull, then eventually there

should be a call of the function

nh that takes less than 2 sec-

onds.

∀𝑞 ∈ changes(pm) .during(adv) :
𝑞 (pm) = pull→
∃𝑐 ∈ calls(nh) .during(adv) .after(𝑐 ) :
duration(𝑐 ) < 2

4

All calls of the function nh
should take less than 2 sec-

onds.

∀𝑐 ∈ calls(nh) .during(adv) :
duration(𝑐 ) < 2

specifications, we demonstrate the performance of our monitor-

ing algorithm in various circumstances. The specifications that we

consider are given in Table 1.

Specification 1 tests our monitoring procedure’s ability to han-

dle multiple atomic constraints, combined using Boolean opera-

tors. Specification 2 tests our procedure’s ability to deal with the

TimeBetween operator. Specification 3 allows us to evaluate the

performance of our monitoring procedure when dealing with an ex-

istential quantifier. Finally, Specification 4 allows us to see how well

our monitoring procedure handles a simple duration constraint.

While this final specification is simple, our instrumentation ap-

proach will yield a trace containing only measurements relevant

to the duration constraint. Hence, for traces containing up to one

million events, we can see how well our monitoring tree evaluation

procedure scales.

5.2.3 Traces. For evaluating our monitoring algorithm, we instru-

mented and executed the test subject to generate traces with lengths

ranging from ≈ 200 000 to ≈ 1 000 000 in steps of ≈ 200 000. We

give approximate numbers for trace lengths because the number

of states was not controllable by a parameter given to the simula-

tor. Instead, the desired number of states had to be generated by

varying the time step used during the simulation, which led to an

approximate result.

5.2.4 Settings. We ran all of our experiments on amachine running

Ubuntu 20.04.4 LTS, with 6GB of RAM and four CPUs of type

Intel(R) Xeon(R) Gold 6146 at 3.20GHz. Timing was measured using

the default_timermethod, provided by the timeit Python library.
This method chooses the timing method with the highest resolution
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available on the machine on which the code is running. Memory

consumption was measured by recursively computing the memory

required to store the monitoring tree (i.e., the number of bytes taken

up by each object in the tree).

We evaluated the scalability of our monitoring algorithm by:

• Measuring the total time taken to iterate over all events in

the trace being considered. This is reasonable because event

processing is done in sequence.

• Computing the memory consumed by the monitoring tree

once all states in a trace have been processed. This mea-

surement is reasonable because the monitoring tree is never

shrunk at runtime.

For each specification, we instrumented the test subject and exe-

cuted it to generate a trace for each number of states as defined in

§5.2.3 (200 000 up to 1 000 000 in steps of 200 000). Monitoring on

a given trace/specification combination was then executed three

times. The tables presented show the maximum, minimum, and

mean of the relevant measurements taken across the three execu-

tions.

Finally, we remark that we do not compare our results with

baseline monitoring procedures. This is justified by considering

the novelty of the specification language that we have used. In

particular, since SCSLc is a syntactic fragment of SCSL, we first

highlight our previous in-depth comparison of SCSL with existing

specification languages in [15]. This comparison demonstrated the

additional effort that engineers would have to go to when using

other languages, in order to capture properties for which SCSL

(and therefore SCSLc) was designed. Now, one could argue that

we could have compared our monitoring algorithm to those for

other languages, in which one could capture the same properties.

However, such a comparison would aim at determining the cases

in which it may be better to use existing approaches, or our own.

Since the properties of interest in this work are captured more

easily in SCSLc, we argue that the additional effort required to use

other languages removes the need to consider any performance

differences in monitoring algorithms.

5.2.5 Results. We now discuss Table 2. Discussing the results per

specification, we have the following:

Specification 1. This specification has a single quantifier. For

each state captured by the quantifier, monitoring is a case of deter-

mining the other states that are relevant to the atomic constraints

in the specification (and adding a constant number of nodes to the

tree for each state captured by the quantifier). With this in mind,

the time taken and memory consumed by monitoring should scale

linearly with the number of states, which is confirmed by Table 2.

Specification 2. This specification also has a universal quantifier
as its root and, while it uses a different operator than specification 1,

monitoring for it still involves processing a fixed number of states

from the trace for every state captured by the quantifier. Hence, we

expect the same linear scaling for both time and memory, which is

confirmed by the relevant rows in Table 2.

Specification 3. This specification uses nested quantifiers; the

existential quantifier meaning that, for each state satisfying the

universal quantifier, there may be a variable number of other states

to consider. Table 2 shows linear scaling for both time and memory,

meaning that all existential quantifiers were satisfied quickly. If

Table 2:Memory consumed and time taken by our framework
to check traces generated by both test subjects.

Events Memory (10
7
bytes) Time (s)

Spec (10
5
) Min Avg Max Min Avg Max

1

2.00 27.89 27.89 27.89 9.1 9.93 10.99

4.00 55.78 55.78 55.78 17.98 18.93 20.03

6.00 83.67 83.67 83.67 26.95 27.91 29.79

8.00 111.56 111.56 111.56 33.7 35.45 36.83

10.00 139.45 139.45 139.45 43.79 44.81 46.02

2

2.11 3.54 3.54 3.54 4.55 4.86 5.26

4.21 7.08 7.08 7.08 8.53 9.12 9.48

6.32 10.61 10.61 10.61 14.11 14.35 14.63

7.90 13.27 13.27 13.27 17.09 17.57 18.26

10.00 16.81 16.81 16.81 20.89 21.85 22.72

3

2.37 21.34 21.34 21.34 6.25 10.1 14.49

4.15 37.35 37.35 37.35 16.47 16.71 17.01

5.92 53.36 53.36 53.36 22.4 23.48 24.54

8.29 74.70 74.70 74.70 32.78 33.09 33.44

10.66 96.04 96.04 96.04 41.06 42.26 44.07

4

1.93 2.32 2.32 2.32 3.23 4.16 5.78

3.86 4.64 4.64 4.64 6.44 6.79 7.03

6.28 7.53 7.53 7.53 10.41 10.95 11.41

8.21 9.85 9.85 9.85 13.35 13.91 14.39

10.14 12.17 12.17 12.17 16.77 17.06 17.21

existential quantifiers are not satisfied quickly (especially when

nested inside other quantifiers), this can lead to simultaneous check-

ing of many quantifiers, and running times worse-than-linear in

the number of states being processed.

Specification 4. For this specification, since there is a constant
amount of information to be processed for each state satisfying

the quantifier, we expect linear scaling in both time and memory.

As expected, Table 2 shows that our monitoring procedure scales

linearly in terms of both time and memory, since a constant number

of checks are performed for each state identified by the quantifier.

Ultimately, Table 2 shows that our implementation scales linearly

with the length of the trace being checked, with the actual time

taken in each case always within reasonable bounds. The maximum

time taken across all specifications, for≈1 000 000 events, is≈46.02 s,
when checking traces for specification 1. Further, the maximum

memory consumed by our framework for traces of length≈1 000 000
was ≈1.39GB, for specification 1.

We conclude that our offline trace checking implemen-
tation scales linearly with the number of events being pro-
cessed, both in terms of total time taken, and memory con-
sumed, for the representative specifications that we consid-
ered.

5.3 Threats to validity
In terms of external validity, we argue that our approach (and

prototype framework) is generalisable by highlighting that, not

only has it been applied to an open source test subject, but it has

also been used out-of-the-box by two industry partners (a process

we describe below in § 6).

Another threat to validity is the scale of the system under scrutiny.

We argue that this does not have much bearing on the results that

we have shown because specifications ensure that only a small part

of system behaviour is analysed, so the size of the system outside

what is covered by that specification is not relevant. However, a
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larger system could give rise to different properties that would

challenge either the expressive power of SCSLc, or the efficiency of

our monitoring algorithm.

A further threat to validity is found in the lack of a comparison

with a baseline monitoring implementation. We justified the lack

of a baseline in §5.2.4, but include the fact here for completeness.

Finally, we remark that we have assumed correctness of our

implementation throughout our experiments. However, there can

of course be undiscovered bugs in our implementation. While we

have tested our framework thoroughly, on various programs and

with a variety of specifications, and industry partners have applied

our framework to their own systems, there may still be bugs.

5.4 Data Availability
We make available on Figshare our specifications, traces, and ex-

perimental results [11] as well as our implementation [12].

6 APPLICABILITY IN INDUSTRY
In this section, we report on the applicability of our prototype

framework to two industry systems. We show that our framework

can be used to check properties of interest to engineers (taking

acceptable amounts of time and using acceptable amounts of mem-

ory), and can be integrated into existing automated testing pipelines.

We conclude the section discussing the lessons learned from this

experience.

6.1 The Avionics Partner
GMV, our partner in the avionics sector with a world-wide presence,

needed to analyse an actively developed Python-based project that

retrieved data from a database and performed post-processing.

6.1.1 Integration. A key requirement from GMV was that, once a

set of specifications had been defined, it must be possible to write

unit tests whose oracles were provided by our framework. Specifi-

cally, it should be possible to write assertions within unit tests that

check the truth value obtained when monitoring for satisfaction of

specifications, during the unit test. Ultimately, the integration of

our framework into GMV’s use case enabled specification-based

testing. In practice, our framework provides an API that can be

used when writing unit tests to enable any code exercised by unit

tests to be subject to the relevant specifications.

To derive an initial set of specifications, we investigated the most

recent version of the project’s code with GMV’s engineers and

derived 6 specifications. This process took place during an 8 hour

on-site meeting with GMV, and involved us giving an introduction

to the specification language, and discussing with GMV’s engineers

the kinds of properties that were of interest that could be captured

using our language (while looking through the source code).

6.1.2 Initial Results. To obtain experimental results, GMV ran

their project (with our framework attached) on a machine run-

ning Ubuntu 20.04.6 LTS 64-bit, with 4GB of RAM and 2 CPUs of

type Intel(R) Core(TM) i7-10610U at 1.80GHz

Since the specifications focused on individual lines of code that

were executed a small number of times at runtime, the trace gener-

ated for each specification when running GMV’s code was short

(containing no more than 10 states).

GMV worked with traces containing an average of 4.83 states

(ranging from 0 states, generated whenever the execution of code

took a path on which there was no instrumentation, up to 30 states).

Across all traces, instrumentation had a significant impact. Across

all specifications, our monitoring algorithm took an average of

0.001 s to process the trace generated for each specification (ranging

from 0 s, when no states were generated by instrumentation, up

to 0.019 s). Further, our algorithm needed an average of 1.53 kB

(ranging from 348 B, which is the space required by only the root

node of a monitoring tree to which no nodes were added, up to

9.23 kB).

6.2 The Acoustics Partner
Unparallel Innovations, our partner in the acoustics sector which

is an SME, had a Python-based project that was responsible for up-

dating the embedded software deployed to some of their hardware.

6.2.1 Integration. Unparallel Innovations were exposed to our

work via a project presentation, and subsequently applied our

framework independently using our documentation (this included

writing an initial set of 5 specifications and running their project

with monitoring). Similarly to GMV’s use of our framework, Un-

parallel Innovations also performed specification-based testing. In

contrast, Unparallel Innovations chose to use our framework for

integration tests. For this, we provided an API with which Unpar-

allel Innovations were able to write simple Python scripts to test

their system with different inputs, under different specifications.

Since Unparallel Innovations applied our framework indepen-

dently, they did report a property that they could not capture; one

that constrained the number of times a specific function was called.

In order to capture such a constraint in our language, one would

need either 1) a way to count the number of states or transitions

captured by a quantifier, or 2) an atomic constraint designed specif-

ically for counting states or transitions. Since the language did not

provide either of these features, and this property was not a high

priority, we agreed with the partner to leave it out.

6.2.2 Initial Results. Since we did not have the ability to run the

project ourselves (it required specific hardware), we modified our

framework to report additional values, and deployed that version

for Unparallel Innovations to use. They then ran their project on

two machines (to test how their code interacted with different

hardware): a BeagleBone Green Wireless running AM3358 Debian

10.3, and a MacBook Pro 16-inch, 2023, running macOS Ventura

13.5.1, with 32GB of RAM and an Apple M2 Pro processor. Similarly

to the GMV case, they worked with traces containing an average

of 229.9375 states (ranging from 3 states up to 727 states), meaning

once again that instrumentation had a significant impact. Across all

specifications, our monitoring algorithm took an average of 0.099 s

to process the trace generated for each specification (ranging from

2.875 × 10
−5

s up to 0.558 s). Further, our algorithm needed an

average of 32.21 kB (ranging from 306 B up to 286.52 kB).

6.3 Lessons Learned and Discussion
When first working with GMV, we provided documentation for

SCSLc, and example specifications. We demonstrated that SCSLc

provides a high degree of control, while still giving instrumentation
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and monitoring for free. However, this level of control could lead

to specifications that are difficult to read and write. To remedy

the situation, we worked with GMV to develop a high-level DSL
for capturing common patterns seen in SCSLc specifications. For

more complex properties, the full SCSLc syntax was still available.

Our DSL was validated when Unparallel Innovations were able

to independently apply our framework, while using only the DSL

that was developed with GMV. The first lesson learned was that

providing a high-level, pattern-based DSL for specifying properties of
interest can greatly facilitate the adoption of RV approaches. This is
aligned with existing reports on pattern-based specifications [9, 10].

Once our framework was integrated into automated testing

pipelines, we saw that additional work was needed to enable en-

gineers to analyse the results of specification-based testing. For

example, our framework stores enough information to identify the

line of code that generated a violating measurement at runtime; vi-

sualising this has already proven useful in previous work [16]. The

second lesson learned was that the verdicts of an RV approach should
be easily accessible to engineers and facilitate diagnosis, prompting

directions for future work (see also § 8).

Finally, one could argue that, with such short traces, one could

monitor for specifications manually. However, we remark that this

work aims at providing a framework for use in automated testing

pipelines, in which case manually checking even small traces for

satisfaction of specifications would become tedious and possibly

infeasible (especially across multiple executions of a pipeline).

7 RELATEDWORK
Instrumentation. An example of static analysis for instrumen-

tation is found in [26], which proposes a finer grained version of

Aspect-Oriented Programming (AOP). The work extends AOP with

the ability to attach instrumentation to basic blocks and loop back

edges. This work shares some similarity to ours in that it focuses

on fine-grained instrumentation (although our instrumentation is

at the line-of-code level).

In the direction of using instrumentation to optimise monitoring,

Clara reduces automata used in monitoring by progressively prov-

ing program points to be safe via static analysis [5]. The reduced

automata are shown to capture the same violations as non-reduced

automata. While this is similar to our work in its efforts to optimise

monitoring, our work does not attempt to decide whether parts of

a specification can be checked statically.

Other work introduces a sampling-based approach to monitor-

ing, which involves determining the longest period that a monitor

can wait to sample a system’s state (without losing information

important to a specification) [6]. In contrast, our instrumentation

approach looks for program points that may generate information

relevant to a specification.

The Java-MaC tool for Java [24] has the policy of specifications

being defined separately from the rules that indicate how runtime

events should be mapped onto specifications. A key difference be-

tween this work and ours is that our specification language admits

specifications that already contain enough information for instru-

mentation to take place, meaning that no separate definition is

required.

Monitoring. Automata are commonplace when checking traces

for satisfaction of specifications captured using temporal logics.

Monitoring LTL and its variants lends itself well to the use of

automata [4, 8, 21, 23, 25, 31] because automata can be synthesised

that accept precisely the languages of traces that LTL specifications

do. In contrast, our monitoring algorithm uses a monitoring tree
(§4.2) to keep track of the values extracted from a trace.

Other work uses dynamic programming to compute the truth

values of subformulae of specifications [22]. Another approach [18]

uses dynamic programming to compute robustness (a quantitative
verdict). While our work has not considered robustness, giving engi-

neers additional understanding of monitoring results is something

we are actively working towards.

In the online monitoring setting (checking a system’s execution

for satisfaction of a specification while the execution is ongoing),

some approaches focus on keeping up with the events that are

being generated by the system under scrutiny [2]. Our industry

partners have not needed online monitoring, but our framework

does support it (omitted because of space limitations).

Some authors have considered monitoring traces by slicing them
into separate traces and monitoring the resulting set of traces in

parallel [3, 28, 29]. Our traces are already sliced at the implementa-

tion level: only states that are relevant to a specification are actually

written to a trace.

For automata-based specification formalisms such as Quantified

Event Automata [27], the specification is actually executable, since

it takes the form of an automaton that one can pass events from a

trace through. In contrast, our work uses a monitoring tree that is

maintained by a separate algorithm.

Finally, our monitoring algorithm is defined over traces that

are assumed to be complete. For the cases where the information

necessary to decide a truth value has not been found in the trace,

our policy is to make the affected constraint false. Existing work

considers different policies [14, 19].

8 CONCLUSION
In this paper, our first contribution was a new semantics for a source

code fragment, SCSLc, of SCSL. Based on this new semantics, we

introduced a monitoring procedure for checking traces to which no

additional information can be added (for example, because of ob-

serving further information from a program’s execution). We also

presented an evaluation showing that our monitoring algorithm

scales well for longer traces (containing up to one million states).

Finally, we demonstrated the applicability of our framework by

describing its use by two industry partners. Through our collabora-

tions with the industry partners, we have seen that our monitoring

algorithm can be applied to real systems, checking traces for satis-

faction of properties of interest to engineers in a reasonable amount

of time (greatly aided by our instrumentation approach).

As part of future work, we plan to extend our work on trace

checking for SCSLc to support full SCSL. In addition, we plan to

address the trace diagnostic problem [7, 20, 30] in the context of

SCSLc (and later, full SCSL) specifications. We also plan to conduct

a thorough evaluation of our work with multiple case studies.
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