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Abstract

Due to the rare occurrence of anomalous events, a typical approach to anomaly detection is to
train an autoencoder (AE) with normal data only so that it learns the patterns or representations
of the normal training data. At test time, the trained AE is expected to well reconstruct normal
but to poorly reconstruct anomalous data. However, contrary to the expectation, anomalous data
is often well reconstructed as well. In order to further separate the reconstruction quality between
normal and anomalous data, we propose creating pseudo anomalies from learned adaptive noise by
exploiting the aforementioned weakness of AE, i.e., reconstructing anomalies too well. The gener-
ated noise is added to the normal data to create pseudo anomalies. Extensive experiments on Ped2,
Avenue, ShanghaiTech, CIFAR-10, and KDDCUP datasets demonstrate the effectiveness and generic
applicability of our approach in improving the discriminative capability of AEs for anomaly detection.
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1 Introduction

Anomaly detection has recently garnered signif-
icant attention from numerous researchers due
to its pivotal role in various applications, such
as automatic surveillance systems [1-5], medical
data analysis [6-8], network intrusion prevention

[9-11]. By definition, anomalous events are rare
and can be cumbersome to collect. Therefore,
anomaly detection is commonly approached as a
one-class classification (OCC) problem, in which
only normal data is utilized to train a detection
model.



Typically, an autoencoder (AE) model is
employed to address the OCC problem [2, 4, 12—
16]. By learning to reconstruct the normal training
data, an AE encodes representations of normalcy
in its latent space. During testing, the model
is expected to reconstruct normal data well but
exhibit poor reconstruction in anomalous data.
However, as observed by [1, 2, 4, 15, 17], AEs suf-
fer from reconstructing anomalous data too well,
leading to reduced discrimination between normal
and anomalous data, as illustrated in Figure 1(a).

To address this phenomenon, [2, 14] employ
memory-based networks to memorize normal pat-
terns in the latent space. This compels an AE to
utilize the memorized latent codes for input recon-
struction. These approaches have proven success-
ful in ensuring poor reconstruction for anomalous
data. However, a potential issue arises in that
it may also restrict the reconstruction of normal
data, depending on the memory size, as depicted
in Figure 6 of [2].

To enable an AE to learn more appropriate
reconstruction boundary, recently, [4, 15] pro-
posed the utilization of pseudo anomalies to assist
the training of an AE. Pseudo anomalies are
fake anomalies generated from normal data in
the training set to emulate anomalous data. The
AE is subsequently trained using both normal
and pseudo anomalous data. While the model is
trained with normal data to minimize the recon-
struction loss, in the case of pseudo anomalous
data, the AE is trained to inadequately recon-
struct the input. Despite these methods outper-
form memory-based networks, one notable draw-
back is that pseudo anomalies are synthesized on
the assumptions, such as the speed of anoma-
lous movements [4, 15] (Figure 2(a)) or anomalous
objects [4] (Figure 2(b)), significantly limiting
their applicability.

To avoid making such assumptions and, more
importantly, to achieve greater generality across
diverse areas, we propose constructing pseudo
anomalies by incorporating learned adaptive noise
to the normal data (Figure 2(c)). To implement
this, we simultaneously train another network that
learns to generate noise based on a normal input.
Pseudo anomaly data are subsequently created by
adding the generated noise to the input (Figure
1(b) & Figure 1(d)). An AE is then trained to

poorly reconstruct the generated pseudo anoma-
lies (Figure 1(c) & Figure 1(e)). This approach
ensures that the reconstruction boundary of the
AE may evolve towards a significantly improved
one as the training progresses, as illustrated in
Figure 1.

There has been a controversy among machine
learning researchers regarding whether it limits
the idea of artificial general intelligence [18] to
impose a strong inductive bias or in other words,
to make use of strong assumptions such as in
[4, 15] for an improved performance. Undoubtedly,
inductive bias can be beneficial for highly specific
practical anomaly detection solutions. However,
methods relying on such bias can be vulnerable
in cases where the underlying assumptions do not
hold. Additionally, their applicability is extremely
limited to specific applications, e.g., video. On the
other hand, our work refrains from employing any
strong inductive bias, making it generic and appli-
cable across diverse domains, from visual (videos
and images) to network intrusion data.

In summary, the contributions of our work are
as follows: 1) Our work is among the first few
to explore the possibility of generating pseudo
anomalies in anomaly detection; 2) We leverage
the well-known weakness of AE, i.e., their ten-
dency to reconstruct anomalies too well, to our
advantage. We achieve this by learning to generate
pseudo anomalies that can hinder the successful
reconstruction of anomalies; 3) Our noise-based
pseudo anomaly generation assists in training
without relying on any strong inductive bias;
4) We extensively evaluate our method, demon-
strating its broad applicability across highly
complex video, image, and network intrusion
datasets: Ped2 [19], Avenue [20], ShanghaiTech
[12], CIFAR-10 [21], and KDDCUP [22].

2 Related work

2.1 Limiting the reconstruction of
AE

To address the issue of AEs reconstructing anoma-
lies too well, [2, 14] introduce memory mechanisms
into the latent space to constrain the reconstruc-
tion capability of an AE. However, this approach
may inadvertently restrict normal data recon-
structions as well. Another strategy proposed by
[4, 15, 23] involves utilizing data-heuristic pseudo
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Fig. 1: lllustration on how our method limits the reconstruction capability of an AE across training itera-
tions: (a) AE can reconstruct both normal data and anomalous data, (b) The noise generator generates a
noise AX to produce pseudo anomalies within the reconstruction boundary of AE, (¢) AE learns to poorly
reconstruct pseudo anomalies, (d) Pseudo anomalies are generated to adapt to the new reconstruction
boundary, and (e) AE learns to poorly reconstruct the new pseudo anomalies.
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Fig. 2: Comparison of pseudo anomaly generation using (a) skipping frames [4, 15], (b) patching [4], and
(c) our method. Our method is learnable and does not impose any strong inductive bias.

anomalies. When pseudo anomalies are input,
[15, 23] aim to maximize the reconstruction loss,
while [4] minimizes the reconstruction loss with
respect to the normal data used for generating the
pseudo anomalies. Essentially, our training config-
uration is similar to that of [4], as we also minimize
the reconstruction loss with respect to the nor-
mal data. However, we distinguish our method by
not explicitly imposing any inductive bias during
pseudo anomaly generation, thereby extending the
applicability of our approach to a broader range
of applications.

2.2 Pseudo anomalies

Several previous studies take advantage of induc-
tive bias to generate pseudo anomalies. [4, 15]
propose a skipping frame technique that considers
the relatively fast movements of objects as anoma-
lies. Similarly, [4, 24] suggest putting a patch from
another dataset into an image to mimic the exis-
tence of anomalous objects. In addition, to create
pseudo anomalies, PseudoBound [23] explores sev-
eral hand-crafted augmentation techniques, such
as skipping frames, adding patches, and incorpo-
rating noise into the normal data. In contrast,
our work does not impose any such inductive bias
or assumption (e.g., fast movements, existence of



anomalous objects) nor use hand-crafted augmen-
tation techniques. Instead, we allow the model to
learn to generate pseudo anomalies based on the
reconstruction boundary of AEs.

2.3 Adversarial training

From an architectural point-of-view, our method
of learning to generate pseudo anomalies may
also be viewed as related to adversarial training
[25]. In this context, OGNet [1, 26] and G2D [27]
also employ adversarial training, where an AE
serves as the generator and a binary classifier func-
tions as the discriminator. In the second phase
of training, pseudo anomalies obtained from an
undertrained generator in the first phase are used
to train the binary classifier. In contrast, we uti-
lize the AE itself as discriminator, eliminating the
need for a separate discriminator. Furthermore,
unlike existing methods, ours learns to generate
pseudo anomalies, thereby freeing us from the bur-
den of designing any hand-crafted schemes for
pseudo anomalies.

2.4 Non-reconstruction methods

Different from our method, non-reconstruction
methods do not utilize reconstruction as the train-
ing objective and/or as the sole decision factor
of the anomaly score. Several approaches fall into
this category, such as predicting future frames [14,
28], utilizing object detection under the assump-
tion that anomalous events are always related to
objects [29, 30], adding optical flow components
[31, 32], and using a binary classifier to predict
anomaly scores [1, 27]. Since some of these meth-
ods utilize AE [14, 28, 30], our work can also
potentially be incorporated into these methods.

2.5 Non-OCC methods

To enhance the discrimination capability of an
AE, several researchers incorporate real anoma-
lies during training [17, 33]. Recently, video-level
weakly supervised [5, 34-37] or fully unsupervised
[38] training configurations have also been intro-
duced. However, due to the limited variety of
anomalous data, these approaches are prone to
overfitting and are restricted to specific anomalous
cases appearing in the training data. On the other
hand, our method utilizes only normal training
data, offering greater potential to build a highly

generic model capable of working with diverse
anomalous data that may deviate from the normal
patterns in the training data.

2.6 With vs. without inductive bias

In existing literature, several anomaly detection
approaches impose inductive bias. Object-centric
methods [30, 39] assume that anomalous events
are related to objects. However, such methods
encounter difficulties in detecting non-object-
based anomalous events, such as unattended fires
or blasts. Several other pseudo-anomaly-based
methods also make strong assumptions, such
as fast movements [4, 15] or out-of-distribution
objects as anomalies [4, 24]. Consequently, their
applicability may be severely limited, for example,
in video data. On the other hand, there have been
anomaly detection methods that do not impose
inductive bias, such as memory-based networks
[2, 14], whose limitations are discussed in Section
2.1.

2.7 Denoising AE

Our work is also related to denoising AE [40-42].
However, the usage and purpose of the noise are
where differ. A typical denoising AE is trained
with random noise added to the input to capture
robust features and to prevent the network from
merely duplicating the input at the output. In con-
trast, we learn to generate noise to create pseudo
anomalies.

2.8 Data augmentation

Creating pseudo anomalies can be seen as data
augmentation since we incorporate the generated
pseudo anomalies during training, and they con-
tribute to the loss. However, instead of adding
data from the same classes as in the typical
data augmentation techniques [43, 44], creating
pseudo anomalies introduces a new class, i.e., the
anomaly class, into the normal-only training set.
Several data augmentation techniques also employ
adversarial training to generate augmented exam-
ples that are adversarial for the model [45, 46].
In such approaches, the goal is to discover aug-
mented data that can fool the classification net-
work into predicting the wrong category. Our
method also utilizes adversarial training to gen-
erate pseudo anomalies. However, different from



adversarial-based augmentation techniques, our
method generates augmented data that the AE
can reconstruct well.

2.9 Generation of
out-of-distribution data

Our method of generating pseudo anomalies is also
related to the generation of out-of-distribution
(OOD) data. In semi-supervised learning [47, 48],
OOD data are utilized to assist in training a clas-
sifier with a small amount of labeled data and a
large amount of unlabeled data. Bad GAN [47]
obtains OOD data by employing Pixel CNN++
[49], an external separate network that predicts
data density. Margin GAN [48] proposes gener-
ating real-looking fake data that fools both the
discriminator and the classifier. In object detec-
tion, VOS [50] models object features in each class
using a Gaussian distribution and then generate
outliers from the Gaussian, allowing the classifier
to learn to recognize objects outside the provided
object classes. In deepfake detection, FaceXRay
[51] and SBI [52] assume the existence of mask
boundary artifacts in the deepfakes to create OOD
data as pseudo-fake. In contrast, our method does
not assume any particular family of density func-
tions or the appearance of anomalous data to
generate OOD samples. Instead, our model learns
to generate OOD data near the reconstruction
boundary without making assumptions about the
nature of anomalous data.

3 Methodology

In this section, we discuss our proposed approach
of learning to generate pseudo anomalies. The
overall configuration is illustrated in Figure 3,
where an autoencoder F (Figure 3(b)) and a noise
generator G (Figure 3(a)) are trained alternately.

3.1 Learning not to reconstruct
anomalies (F)

In the OCC setting, an autoencoder (AE) is typ-
ically employed as a reconstruction model [2, 12—
14, 53, 54]. To enhance the discrimination between
normal and anomalous reconstruction, we train
the AE F using pseudo anomaly input X© with
a probability p and normal input XV with a

probability 1 —p. The AE then outputs the recon-
struction of normal data and pseudo anomalous
data as:

AN = Fx), 1)
X =F(x"), (2)
respectively.

A pseudo anomaly X7 is supposedly anoma-
lous data generated from the normal training data.
It is considered anomalous as it does not conform
to the normalcy defined in the training data. Addi-
tionally, it is pseudo as it is not a real anomaly. In
this work, we propose to generate noise AX from

anormal input X to construct a pseudo anomaly
X by adding AX to X:

XP=xN 4 AX. (3)

To generate AX, an additional autoencoder G is
employed as:

AX = G(XN). (4)

The intuition behind generating X* from X% is
illustrated in Figure 1(b) & (d).

In order to train F to well reconstruct nor-
mal input while poorly reconstructing anomalies,
we aim to train F to reconstruct any given
input (whether X% or XT) as its normal data
XN, Therefore, during normal input, the training
involves minimizing the reconstruction loss using
mean squared error between X% and XN

TR 2
i €% =] o)

where ||.||» denotes Frobenius norm and d is the
number of elements in X”. Even when the input
is a pseudo anomaly, the reconstruction loss is cal-
culated with the corresponding normal data X~
as the target:

10 - 2
in = XP—XNH . 6
mfde ¥ (6)

This way, F is learned not to reconstruct pseudo
anomalies, as illustrated in Figure 1(c) & (e). The
training mechanism of F can be seen in Figure

3(b).
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Fig. 3: Our method consists of a main autoencoder F and a noise generator G that are trained alternately:

(a) A pseudo anomaly instance is constructed by adding noise to the normal data, where the noise is
generated by G. G learns to generate as much noise as F is able to reconstruct the pseudo anomalies. In
other words, G is trained to generate anomalies (maximizing noise) that are within the reconstruction
boundary of F (minimizing reconstruction loss). (b) F is trained to not reconstruct anomalies when
the inputs are generated pseudo anomalies and trained to reconstruct normal data when the inputs are
normal. During test time, only F is used. The contrast of AX has been adjusted for visualization clarity.

3.2 Learning to generate pseudo
anomalies (G)

G is trained by exploiting what we may term as the
weakness of F in anomaly detection, i.e., recon-
structing too well on anomalous data. Therefore,
we propose a loss consisting of two parts, including
reconstruction and noise amplitude:

(- ). o

where A is a balancing hyperparameter. The first
part of the training objective is to reduce the
reconstruction loss of F for the pseudo anomalous
input. Notice that, different from Eq. (6), the tar-
get for the reconstruction loss in Eq. (7) is X¥'. In
this way, G is trained to create noise in such a way
that the resultant pseudo anomaly is within the

reconstruction boundary of F. On the other hand,
the second part of the loss encourages the norm of
the noise AX to be high which makes the resul-
tant pseudo anomaly to be far from the normal. In
summary, the overall loss encourages G to generate
highly noisy pseudo anomalies that can be recon-
structed by F (Figure 1(b) & (d)). The training
of G is illustrated in Figure 3(a). G is alternately
trained with F and adapts to the reconstruction
boundary of F, as illustrated in Figure 1. It is
pertinent to note that learning to generate noise
for pseudo anomalies does not impose any induc-
tive bias, which allows our model to have generic
applicability.

3.3 Test time

At inference, we compute the anomaly score using
the reconstruction error of F, where a higher



reconstruction error corresponds to a higher
anomaly score. Without using G, we directly input
the test data into F and calculate the reconstruc-
tion error by comparing the output with the input.
In this way, our final model does not incur any
additional computational cost compared to the
baseline (i.e., AE trained only with normal data).

4 Experiments

In this section, we first define our datasets (Section
4.1) and experiment setup (Section 4.2) used in
the experiments. To evaluate the effectiveness of
our approach in generating pseudo anomalies with
learnable noise, we extensively compare the per-
formances and properties between the baseline
and our method in Section 4.3. We then compare
the performance and generic applicability of our
method with the state-of-the-art (SOTA) on var-
ious applications in Section 4.4. As an in-depth
analysis, we explore the effects of the hyperparam-
eters introduced in our method and discuss their
selection in Section 4.5, and the design choices and
training progression are discussed in Section 4.6.

4.1 Datasets

We evaluate our method on several highly com-
plex datasets including three surveillance video
datasets (i.e., Ped2 [19], Avenue [20], and Shang-
haiTech [12]) as well as an image dataset CIFAR-
10 [21]. To further show the wide applicability of
our proposed method, we also assess its perfor-
mance on non-visual datasets such as the network
security dataset, KDDCUP99 [22]. Details of each
dataset used in our experiments are as follows:

4.1.1 Ped2

It comprises 16 training and 12 test videos. The
normal scenes consist of pedestrians only, whereas
anomalous scenes include bikes, carts, or skate-
boards along with pedestrians.

4.1.2 Avenue

It consists of 16 training and 21 test videos. Exam-
ples of anomalies are abnormal objects, such as
bikes, and abnormal actions of humans, such as
unusual walking directions, running, or throwing
objects.

4.1.3 ShanghaiTech

This is by far the largest one-class anomaly detec-
tion dataset consisting of 330 training and 107
test videos. The dataset is recorded at 13 differ-
ent locations of complex lighting conditions and
camera angles. Within the test videos, there are
130 anomalous events including running, riding
bicycle, and fighting.

4.1.4 CIFAR-10

It is originally a 10 classes image classification
dataset. For anomaly detection experiments, we
adopt the setup from [55] and set one class as
normal while the others as anomaly. To train and
evaluate our model, we adhere to the original split
of the CIFAR-10 dataset into training and test
sets. However, during training, we exclude the
selected anomaly classes. Similar to [55], we also
separate 10% of the original training split for val-
idation. We choose the best validation model as
our final model for the test.

4.1.5 KDDCUP

Following the setup employed in other methods
[2, 56], we designate the “attack” samples in KDD-
CUP99 10 percent dataset [22] as normal data
due to the abundance of “attack” samples com-
pared to “non-attack” data. To create our dataset,
50% of the randomly selected normal data is used
for training, while the remaining is reserved for
test data. Additionally, 50% of the anomalous
(“non-attack”) data is allocated for the test set.

4.2 Experiment setup

4.2.1 Evaluation criteria

Video datasets

We adhere to the widely popular frame-level area
under the ROC curve (AUC) metric [1] for Ped2,
Avenue, and ShanghaiTech datasets. A higher
AUC value indicates more accurate results. Unless
otherwise specified, we report the maximum AUC
achieved over five repeated experiments.

Image dataset

Given an experiment setup in which one image
category is selected as normal and the others as
anomalous class, AUC is calculated. The setup is



Table 1: Default hyperparameter values used in this method for each setup and dataset.

Probability p Weighting factor A Batch size F learning rate
Video Image Network | Video Image Network | Video Image Network | Video Image Network
0.5 0.1 0.5 0.1 10 1 4 256 1024 1077 1073 1077

repeated for each of all categories as normal, then
the AUC values are averaged for the final result.

Network intrusion dataset

Following the protocol in [2, 56], F1, precision,
and recall averaged out of 20 repeated runs are
reported. Anomaly class is considered as positive
class.

4.2.2 Input preprocessing
Video datasets

Following [2, 4], all frames are converted to
grayscale images and then resized to 256 x 256.
The pixel values ranging from 0 to 255 are normal-
ized into a range from -1 to 1. We take a segment
of 16 frames as an input to our model. Therefore,
each input is of size 16 x 1 x 256 x 256, each cor-
responds to the number of frames, channel size,
height, and width.

Image dataset

Images are resized and normalized from a range
from 0 to 255 into a range from 0 to 1. Finally,
each input image has a size of 3 x 32 x 32 respec-
tively corresponding to the channel size, height,
and width.

Network intrusion dataset

We preprocess each data into features of size
118 dimensions. All of the features, both in the
training and test sets, are normalized with the
minimum and maximum feature values of the
training set. Consequently, the feature values in
the training set has a range of 0 to 1 while the test
feature values may not be limited to this range.

4.2.3 Hyperparameters and
implementation details

On all the datasets, we train both F and G using
Adam optimizer [57]. The learning rate of G is
set to 10~ For other hyperparameter values,
refer to Table 1. We also provide hyperparameter
robustness analysis in Section 4.5.

Furthermore, to ensure that X¥ (generated
pseudo anomly) remains consistent with the input
value range of F, e.g., [—1,1] in video datasets
and [0, 1] in image dataset, we clip X? (Eq. (3))
into the same range. To integrate the clipped val-
ues into the noise amplitude in Eq. (7), AX is
recalculated as X7 — XV,

4.2.4 Architectures

The neural network architectures used on the
video, image, and network intrusion datasets
are provided in Table 2, 3, and 4, respectively.
Encoder of F produces a latent code of size T' x
CxHxW =2x256x16 x 16 for video datasets,
C x HxW =256 x 1 x 1 for image dataset, and
C = 3 for network intrusion dataset.

The final layer of F aligns with the input
range. Specifically, a tanh final layer is applied
for video data within the range of [—1,1] (Table
2(a)), a sigmoid final layer for image data within
the range of [0,1] (Table 3(a)), and a linear final
layer for network intrusion dataset (Table 4(a)).
It may also be noted that for bounded data (i.e.,
video and image), the final activation function of
G is twice of the corresponding output layer acti-
vation of F (Table 2(b), 3(b)). For instance, tanh
* 2 of G for tanh of F. This configuration allows
the generated noise to modify an input from one
extreme value to the other, enabling, for example,
a pixel with a value —1 to be changed to +1 by a
noise value of +2.

4.2.5 Anomaly score calculation

Video datasets

Concurrent to [4, 14, 15, 28], for a given
test video comprising frames {Xi, Xo,...,X,},
we feed F with a 16-frame input sequence
{Xt,Xt+1,...,Xt+15}, fort = 1tot = n— 15.
We then compute the Peak Signal-to-Noise Ratio
(PSNR) value Ppyg between the 9th frame of the



Table 2: Architectures used in our video datasets experiments. Each number in the tuple represents
time, height, and width dimensions, respectively.

(a) F architecture. Also used in [4].

(b) G architecture.

input Xy g and its reconstruction X;g:

Piys = 10 logyg

M?2

Xt+s

+ HXt+8 - Xt+8H

2

F

(8)

Layer Out Channels | Filter Stride | Padding | Neg. Slope Layer Out Channels | Filter Stride | Padding | Neg. Slope
Conv3D 96 (3,3,3)(1,2,2)| (1,1, 1) - Conv3D 96 (3,3,3)(1,2,2) [ (1,1, 1) -
BatchNorm3D - - - - - BatchNorm3D - - - - -
LeakyReLU - - - - 0.2 LeakyReLU - - - - 0.2
Conv3D 128 3,3,3)222]01,1,1) } &| ConvaD 128 (3,3,3) (222111 -
+.| BatchNorm3D - - - - - S| BatchNorm3D - - - - -
| LeakyReLU - - - - 0.2 4| LeakyReLU - - - - 0.2
| ConvaD 256 3,3,3) (22201 1,1) - Conv3D 256 (3.3,3) (2220, 1,1) -
M| BatchNorm3D - - - - - BatchNorm3D - - - - -
LeakyReLU - - - - 0.2 LeakyReLU - - - - 0.2
Conv3D 256 (3,3,3)(2,2,2)| (1,1, 1) - ConvTranspose3D 128 (3,3,3)1(2,2,2) | (1,1,1) -
BatchNorm3D - - - - - BatchNorm3D - - - -
LeakyReLU - - - - 0.2 | LeakyReLU - - - - 0.2
ConvTranspose3D 256 (3,3,3)(2,2,2)| (1,1, 1) - % ConvTranspose3D 96 (3,3,3)(2,2,2) | (1,1, 1) -
BatchNorm3D - - - - - & | BatchNorm3D - - - - -
LeakyReLU - - - - 0.2 A| LeakyReLU - - - - 0.2
ConvTranspose3D 128 (3,3,3)(2,2,2)| (1,1, 1) - ConvTranspose3D 1 (3,3,3)(1,2,2) | (1,1, 1) -
g BatchNorm3D - - - - - Tanh * 2 - - - - -
S| LeakyReLU - - - - 0.2
& | ConvTranspose3D 96 (3,3,3)(2,2,2) | (1,1,1) -
BatchNorm3D - - - - -
LeakyReLU - - - - 0.2
ConvTranspose3D 1 (3,3,3)((1,2,2) | (1,1,1) -
Tanh - - - -
Table 3: Architectures used in our CIFAR10 experiments.
(a) F architecture. (b) G architecture.
Layer Out Channels | Filter | Stride | Padding Layer Out Channels | Filter | Stride | Padding
Conv2D 64 3 2 0 Conv2D 64 3 2 0
BatchNorm2D - - - - BatchNorm2D - - - -
ReLU - - - - ReLLU - -
Conv2D 128 3 2 0 8| Conv2D 128 3 2 0
5 BatchNorm2D - - - - g | BatchNorm2D - - - -
2| RelLU - - - - L’E ReLU - - - -
2| Conv2D 128 3 2 0 Conv2D 128 3 2 0
M| BatchNorm2D - - - - BatchNorm2D - - - -
ReLU - - - - ReLU - -
Conv2D 256 3 2 0 ConvTranspose2D 128 3 2 0
BatchNorm2D - - - - BatchNorm2D - - - -
ReLU - - - - & ReLU - -
ConvTranspose2D 256 3 2 0 < ConvTranspose2D 128 3 2 0
BatchNorm2D - - - - $| BatchNorm2D - - - -
ReLU - - - - A| ReLU - - - -
ConvTranspose2D 128 3 2 0 ConvTranspose2D 3 4 2 0
5;) BatchNorm2D - - - - Tanh - - - -
| ReLU - - - -
5 ConvTranspose2D 128 3 2 0
BatchNorm2D -
ReLU - - -
ConvTranspose2D 3 4 2 0
Sigmoid - - - -

where R represents the total number of pixels in
Xiys, and M Rivs is the maximum possible pixel

value of X3, ie., MX,Hg 1 since the video

frames are normalized to [—1, 1]. Min-max normal-
ization is applied on the PSNR values acrosst = 1

tot = n—15 of a test video to obtain the normalcy



Table 4: Architectures used in our KDDCUP experiments.

(a) F architecture. Similar to [2].

Layer | Out Channels Layer | Out Channels
Linear 60 Linear 10
Tanh - Tanh -

5 Linear 30 _q; Linear 30

] Tanh - S| Tanh -

£| Linear 10 &'} Linear 60

M| Tanh - Tanh -
Linear 3 Linear 118
Tanh -

Normal frame Pseudo anomaly

(a)
Fig. 4: Visualizations of (a) pseudo anomalies constructed from a normal frame by adding Gaussian noise
with various o values, where the random noise amplitude is affected by o; and (b) noise generated by G
and the respective pseudo anomalies generated using our proposed learning to generate pseudo anomalies
mechanism across different training iterations. Compared to the random noise in (a), the noise generated

in our propose mechanism changes with training iterations as G adapts to the reconstruction boundary
of F.

score Qg within the range of [0,1]. Finally, we
calculate the anomaly score A;4g for each input
sequence as:

At+8 =1- Qt+8~ (9)

Image dataset

Given a test input image X and its reconstruc-
tion X, we calculate the anomaly score using the
reconstruction loss as:

A= HX—XHQF (10)

We then min-max normalize A across the test data
to get scores ranging from 0 to 1.

Network intrusion dataset

We first calculate the anomaly score A similarly to
the calculation on image dataset. However, as the
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Normal frame

(b) G architecture.

Layer | Out Channels Layer | Out Channels
Linear 60 Linear 30

= Tanh - g Tanh -

= Linear 30 S| Linear 60

&| Tanh - A| Tanh -

M| Linear 10 Linear 118
Tanh -

Noise

Pseudo anomaly

Training iterations >

(b)

evaluation metrics (i.e., F1, precision, recall) on
the network intrusion dataset necessitate a thresh-
old to distinguish normal from anomaly, unlike
AUC for the image dataset, we select the predic-
tions with the top 20% anomaly scores across the
test set as anomaly /positive, while the rest as nor-
mal/negative, following the procedure outlined in
[56].

4.3 Ablation studies

To evaluate the effectiveness of utilizing learnable
noise to generate pseudo anomalies, we com-
pare our method with a model wherein the main
autoencoder F is trained solely on normal data
(baseline) and another model wherein F is trained
with non-learnable noise-based pseudo anomalies.
Training using only normal data is equivalent
to setting the probability p to 0. For experi-
ments involving non-learnable noise-based pseudo
anomalies, we generate these pseudo anomalies by



Table 5: Ablation studies comparing F trained without pseudo anomalies, F trained with non-learnable
Gaussian noise, and F trained with learnable noise. The best performances are marked as bold.

Pseudo anomaly Ped2 | Avenue | ShanghaiTech || CIFAR-10 KDDCUP

AUC AUC AUC AUC F1 Precision Recall
None (baseline) 92.49 81.47 71.28 60.10 94.53 93.94 95.13
Gaussian noise o = 0.1 93.32 81.56 71.24 63.20 94.52 93.78 95.28
Gaussian noise o = 0.5 93.12 82.10 71.73 61.80 94.78 94.04 95.53
Gaussian noise o0 = 1 93.03 82.09 71.92 61.91 95.52 94.78 96.27
Learnable noise (ours) 94.57 | 83.23 73.23 67.76 95.58 94.84 96.34

adding non-learnable Gaussian noise augmenta-
tion to the normal data X*. The noise at the i-th
position AX; (Eq. 3) is defined as:

AXZ' :N(O,U), (11)

where A (0, o) is Gaussian noise with mean 0 and
standard deviation o. Examples of pseudo anoma-
lies generated with different o values can be seen
in Figure 4(a).

The comparisons between F trained with-
out pseudo anomalies, F trained with Gaussian
noise with various o values, and F trained with
our learnable noise mechanism can be seen in
Table 5. As seen, adding Gaussian noise to cre-
ate pseudo anomalies can generally improve the
model’s performance, highlighting the importance
of noise-based pseudo anomalies. However, using
learnable noise can further enhance the model’s
performances which shows the significance of our
proposed learning component. We can also observe
in Figure 4(b) that noise generation progresses as
the training goes. This learning contributes to the
performance gain and high discrimination capabil-
ity for our anomaly detection model that utilizes
learnable noise over the non-learnable Gaussian
noise.

To gain further insights into how our pseudo
anomalies affect the reconstruction capability of
the model on normal and anomalous data, Figure
5 displays the distribution of reconstruction errors
on several videos. As observed, our model exhibits
a more prominent separation between the normal
and anomalous data distributions compared to the
baseline, indicating a better discrimination capa-
bility. It is worth noting that what is important
is the reconstruction error distribution difference
between the normal and anomalous data, rather
than the magnitude of the reconstruction errors.
Similarly, as for the anomaly score reported in
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Table 6, our model observes a higher difference
between anomalous and normal data scores indi-
cating a better discrimination capability.

4.4 Comparisons with SOTA

To evaluate the performance and generic appli-
cability of our method, in Table 7, we compare
our approach with other state-of-the-arts (SOTA)
methods on video datasets (i.e., Ped2, Avenue,
and ShanghaiTech), an image dataset (i.e.,
CIFAR-10), and a network intrusion dataset (i.e.,
KDDCUP). Following [2], we categorize the meth-
ods into Reconstruction and Non-Reconstruction.
Our method belongs to reconstruction-based
methods which use reconstruction quality to mea-
sure anomaly scores.

While most SOTA methods demonstrate supe-
rior performance on video datasets, they often
introduce inductive biases, such as assuming
movement during anomalous events or the pres-
ence of anomalous objects. Consequently, these
methods are not applicable to all three types of
task (see results with ‘x’ marks in Table 7). Specif-
ically, skip frame-based methods [4, 15, 23, 58],
methods altering the order of frames [58, 59],
those strictly employing Recurrent Neural Net-
work (RNN), Long Short-Term Memory (LSTM),
or 3D-convolution [12, 13, 32, 54], prediction-
based methods predicting missing frames [14, 28,
54, 58, 60], and methods requiring optical flow 28,
30, 53, 61, 62] are incompatible with data without
movements, such as image and network intrusion
data. Furthermore, methods relying on an object
detector [30, 58, 63] are dependent on object
properties available only in video datasets. Patch-
based methods, which inject patches from another
dataset to synthesize pseudo anomalies [4, 15] may
work in both image and video domains but are not



Ped2 #1

Avenue #2 ShanghaiTech #3

ShanghaiTech #30 ShanghaiTech #55 ShanghaiTech #106

Baseline

Ours
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Fig. 5: The distribution of reconstruction errors of the baseline and our model for normal (blue) and
anomalous (red) data in several videos. It is evident that the reconstruction error dlstrlbutlon becomes
more discriminative with our model compared to the baseline.

Table 6: Mean anomaly scores of anomalous data (u74) and normal data (uf

). A higher difference

,uf} — Mﬁ (highlighted in bold) indicates better discrimination between anomalous and normal data.

Dataset M Baiehne . . N Of}lI‘S . .

Ha U Ha — PN Ha U K4 — UN
Ped2 0.6150 | 0.1929 0.4220 0.6169 | 0.1620 | 0.4549
Avenue 0.5122 | 0.2351 0.2771 0.5230 | 0.2345 | 0.2885
ShanghaiTech | 0.5686 | 0.3763 0.1923 0.5692 | 0.3753 | 0.1939
CIFAR-10 0.7416 | 0.7133 0.0282 0.7765 | 0.7125 | 0.0640
KDDCUP 0.9998 | 0.9913 0.0084 0.9997 | 0.9866 | 0.0131

suitable for the network intrusion dataset. Addi-
tionally, their performances on image datasets
remain undetermined as the results have not been
reported.

Several others that do not
aforementioned limitations, such as OGNet
[1], Pseudobound-Noise [23], and MNAD-
Reconstruction [14], theoretically can be generic
and work with non-video domains, however noth-
ing has been reported about their performance
on non-video datasets. One exceptional SOTA
model is a memory-based method, MemAE [2],
that is evaluated on all video, image, and network
intrusion datasets. In comparison, our method
outperforms MemAE on video and image datasets
while competitive on the KDDCUP network
intrusion dataset. This underscores the generic
applicability and superiority of our approach
compared to other SOTA methods.

impose the

4.5 Hyperparameter evaluation

In this work, we introduce two new hyperparam-
eters, p and \. Here, p represents the probability
of using pseudo anomaly (Eq. (2)), while A is the
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weighting factor that controls the amount of noise
relative to generating pseudo anomaly within the
reconstruction boundary (Eq. (7)). This section
delves into the effects of hyperparameters values
on the model’s performance, specifically on Ped2,
CIFAR-10, and KDDCUP. On Ped2 and KDD-
CUP, we repeat each setup five and twenty times
respectively and report the average and maxi-
mum performance. For CIFAR-10, we conduct the
experiment once and report the AUC averaged out
of the ten normal classes setup (refer to Section
4.1).

4.5.1 Pseudo anomaly ratio p

Figure 6 shows the results on different values of p
on Ped2, CIFAR-10, and KDDCUP. The baseline
is equivalent to p = 0. It can be observed that any
p values other than zero outperforms the baseline
demonstrating that our model is robust to diverse
p values.

4.5.2 Noise weighting factor A

In Eq. (7), a higher noise weighting factor A
value gives more importance to noise in relative



Table 7: Performance comparisons of our approach and the existing state-of-the-art methods on video
datasets (i.e., Ped2 [19], Avenue [20], and ShanghaiTech [12]), image dataset (CIFAR-10 [21]), and network
intrusion dataset (i.e., KDDCUP [22]). Best and second best in each category and dataset are marked
as bold and underlined. Results that are impossible to obtain due to inductive bias are marked as ‘x’,
whereas results that are not reported in the original paper but in principle possible to get are marked as

[

Methods Ped2 | Avenue | ShanghaiTech || CIFAR-10 KDDCUP

AUC AUC AUC AUC F1 Precision  Recall
MAAM-Net [61] 97.7 90.9 71.3 X X X X
= | BMAN [32] 96.6 90.0 76.2 X X X X
2| Vu et al.[62] 99.21 | 71.54 - x X x x
2 | OGNet [1] 98.1 - - - - - -
% | Georgescu et al.[30] 98.7 92.3 82.7 X X X x
S | Georgescu et al.[58] 99.8 92.8 90.2 X X X X
& | HSC [63)] 98.1 | 93.7 83.4 X X X x
& | Frame-Pred [28] 954 | 85.1 72.8 X X X X
Z | Lu et al.[60] 96.2 85.8 77.9 x x X X
MNAD-Prediction [14] 97.0 88.5 70.5 X X X X
AE-Conv2D [53)] 90.0 | 70.2 60.85 x x X X
AE-Conv3D [54] 91.2 71.1 - X X X X
AE-ConvLSTM [13] 88.10 | 77.00 - X X X X
TSC [12] 91.03 | 80.56 67.94 x x x x
- StackRNN [12] 92.21 81.71 68.00 X X X X

S| MemAE [2] 94.1 83.3 71.2 60.88 96.41 96.27 96.55
S | MNAD-Reconstruction [14] || 90.2 82.8 69.8 - - - -
2| Astrid et al.[59] 93.46 | 81.78 - X X X X
§ | PseudoBound-Noise [23] 97.78 | 82.11 72.02 - - - -
E PseudoBound-Patch [23] 95.33 | 85.36 72.77 - X X X
STEAL Net [15, 23] 98.44 | 87.10 73.66 X X X X
LNTRA-Patch [4] 94.77 84.91 72.46 - X X X
LNTRA-Skip frame [4] 96.50 84.67 75.97 X X X X

| Baseline " | 9249 | 8147 | 7128 || 60.10 || 9453 9394  95.13 |
Ours 94.57 83.23 73.23 67.76 95.58 94.84 96.34

to generating pseudo anomalies with low recon-
struction error of the AE. Figure 7 shows the
results for different values of A on Ped2, CIFAR-
10, and KDDCUP. As seen in Figure 7(a) & (c),
putting too much importance on high noise can be
harmful to the model, as observed in our exper-
iments on Ped2 and KDDCUP. Visualization of
pseudo anomalies generated by the model at the
end of training on Ped2 can be seen in Figure
8(a), which shows that when A > 0.2, highly noisy
pseudo anomalies are generated. However, unlike
the video and network intrusion datasets, stronger
noise works better in case of CIFAR-10 dataset,
as seen in Figure 7(b). This may be attributed
to the characteristics of the image anomalies that
are far from normal data distribution, i.e., image
anomalies are different image categories from nor-
mal ones. As such, as visualized in Figure 8(b),
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highly distorted pseudo anomalies are learned to
help the model to detect images of categories
different from the normal category. Nevertheless,
as seen in 7(b), using smaller noise also works
comparably better than the baseline. Therefore,
from this experiment, we can conclude that set-
ting smaller A values, e.g., 0 < A < 0.1, are robust
across different types of datasets such as video,
image, or network intrusion, demonstrating the
higher importance of generating pseudo anomalies
inside the reconstruction boundary in comparison
to generating pseudo anomalies way far away from
the normal data for generic applicability.

4.6 Additional discussions

In this subsection, we discuss our design choice
of not using generator during test time (Section
4.6.1) and provide comparison with adversarial
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Fig. 6: Probability p hyperparameter evaluation on (a) Ped2, (b) CIFAR-10, and (¢) KDDCUP. The
baseline (training without pseudo anomaly) is equivalent to p = 0. Our approach is robust across different
p values, shown by better performances against the baseline.
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Fig. 7: Weighting factor A hyperparameter evaluation on (a) Ped2, (b) CIFAR-10, and (c) KDDCUP.
In the case of Ped2 and KDDCUP, too high A values can be harmful to the model. For CIFAR-10, while
higher A values are superior, smaller values are also acceptable (i.e., better than the baseline). Therefore,
setting a smaller A\ value is relatively robust to any problems.

(a) Ped2 (b) CIFAR-10
Original Pseudo anomaly : m AN
B Py
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Weighting factor /1

Flg. 8: Vlsuahzatlon of pseudo anomahes generated usmg dlﬂerent A Values on (a) Ped2 and (b) CIFAR-
10 (‘cat’ class as the normal class). Higher A\ values produce pseudo anomalies quite different from the
normal data.

Table 8: Comparisons of various test setups. Without G, With G (loss target: X ), and With G (loss target:
X') are illustrated in Figure 9(a), (b), and (c), respectively.

Test method Ped2 | Avenue | ShanghaiTech | CIFAR-10 KDDCUP

AUC AUC AUC AUC F1 Precision  Recall
Without G 94.57 83.23 73.22 67.76 95.58 94.84 96.34
With G (loss target: X) 91.47 79.99 65.05 59.69 33.70 33.11 33.63
With G (loss target: X') | 91.24 77.94 68.67 39.69 28.44 19.25 68.28
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(c) Reconstruction loss

. F=—=—=—=—===—=-- -
AutoeTncoder Noise generator I Autoencoder I
) il F 1
Input Reconstruction v
X b Input __. Noise Noisy Reconstruction
1 A X

(a) Reconstruction loss I

(b) Reconstruction loss

Fig. 9: During test time, anomaly scores are obtained from the reconstruction loss, meaning high loss
values correspond to high anomaly scores. (a) As our default configuration, we utilize only the trained AE
(either with input-level or feature-level pseudo anomalies). When the noise generator G is incorporated
into the test pipeline, then we may have two options in computing the reconstruction loss: (b) with the

clean input or (¢) noisy input.

denoising AE in the term of training progression
(Section 4.6.2).

4.6.1 Is generator necessary at test
time?

In our default configuration, we use only F during
test time (Figure 9(a)). G is used only at train-
ing to generate pseudo anomalies. However, one
may wonder how things will go when the trained
G is incorporated into the test pipeline. As seen in
Figure 9(b) and (c), we put the trained G and feed
the input to G to create noisy input X’ that will be
given to F. In this setting, we can have two options
on calculating the reconstruction error: with clean
input X (Figure 9(b)) or noisy input X’ (Figure
9(c)).

AUC comparisons on Ped2, Avenue, Shang-
haiTech, and CIFAR-10 of different test configu-
rations can be seen in Table 8. Testing without
G consistently achieves the highest performances,
supporting that the trained JF based on our
approach is capable of well-reconstructing normal
data while poorly-reconstructing anomalous data.
Testing with G is not only harmful to the model
performance but also add more inference time.

4.6.2 Training progression and
comparisons with adversarial
denoising AE

Despite the architectural similarity to adversar-
ial denoising autoencoder approaches [40, 41], our
method is rather a cooperative learning between
the generator G and F (‘discriminator’), which
can be supported by the mutual loss decrease
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and convergence (Figure 10 (a)). Additionally, the
convergence can also be seen in the AUC trend
over the training epochs in Figure 10(c). As our
method can converge in a cooperative way, it is
evidently more stable compared to the adversarial
training methods [40, 41] in which the loss tends
to fluctuate due to adversarial training objectives
and therefore difficult to converge. Furthermore,
there is a hint of instability in [41] due to its deli-
cate selection of L1/L2 loss and hyperparameters
while not providing any hyperparameter sensitiv-
ity evaluation. Moreover, both these methods only
report the results on simple datasets and their
performance on highly complex datasets such as
ShanghaiTech is unknown.

The cooperation between G and F throughout
training can also be observed in Figure 4(b). At
the beginning, G randomly generates the noise. As
F starts to learn to reconstruct noise-free normal,
G then starts to generate noises around moving
objects, where there are many movements so that
F cannot easily remove the noise. In this way, G
presents diverse (i.e., from high to low as seen in
Figure 10(b)) noises to F across the training iter-
ations and F finally learns to reconstruct normal
regardless of all these kinds of variations given
from G.

We can also observe the enhancement of the
reconstruction boundary in Figure 10(c) and (d).
The rising AUC in Figure 10(c) indicates the
increased discriminative ability of the AE between
normal and anomalous data, reflecting improved
reconstruction boundaries. This improvement is
further substantiated by the growing disparity
between the mean anomaly score of anomalous
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Fig. 10: Training progression on Ped2 dataset seen in (a) F loss (Eq. (5) & (6)) and G loss (Eq. (7)),
(b) generated noise norm, (c) AUC, and (d) difference of mean anomaly scores between anomalous and
normal data (uj — uﬁ) Stable progression during the training shows the stability of our approach in

enhancing the reconstruction boundary of the AE.

data, denoted as uﬁ, and the mean anomaly score
of normal data, denoted as ,uﬁ, as depicted in
Figure 10(d).

5 Conclusion

In this work, we introduced a novel approach
for generating pseudo anomalies by incorporating
noise into the input without imposing inductive
bias. Rather than using a non-learnable noise to
generate pseudo anomalies, we proposed to utilize
an additional autoencoder that learns to gener-
ate this noise. We provided ablation studies and
evaluations using Ped2, Avenue, ShanghaiTech,
CIFAR-10, KDDCUP datasets to demonstrate
the importance of the noise-based pseudo anoma-
lies and the training mechanism to generate
noise. Even without inductive bias, our approach
demonstrated superiority and generic applicability
to diverse application domains spanning videos,
images, and network intrusion while achieving
comparable performance to the existing state-of-
the-art methods.
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