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ABSTRACT

We present SAFE, a tool based on a black-box approach to auto-
matically characterize the root causes of Deep Neural Network
(DNN) failures. SAFE relies on VGGNet-16, a transfer learning
model pre-trained on ImageNet, to extract the features from error-
inducing images. After feature extraction, SAFE applies a density-
based clustering algorithm to discover arbitrarily shaped clusters
of images modeling plausible causes of failures. By relying on the
identified clusters, SAFE can select a set of additional images to be
used to retrain and improve the DNN efficiently. Empirical results
show the potential of SAFE in identifying different root causes
of DNN failures based on case studies in the automotive domain.
It also yields significant improvements in DNN accuracy after re-
training while saving considerable execution time and memory
compared to alternatives. A demo video of SAFE is available at
https://youtu.be/8QD-PPFTZxs.

CCS CONCEPTS

« Software and its engineering — Software verification and
validation.

KEYWORDS
DNN explanation, Functional Safety Analysis, DNN Debugging

ACM Reference Format:

Mohammed Oualid Attaoui, Fabrizio Pastore, and Lionel Briand. 2024. SAFE:
Safety Analysis and Retraining of DNNs. In 2024 IEEE/ACM 46th Interna-
tional Conference on Software Engineering: Companion Proceedings (ICSE-
Companion °24), April 14-20, 2024, Lisbon, Portugal. ACM, New York, NY,
USA, 5 pages. https://doi.org/10.1145/3639478.3640028

1 INTRODUCTION

Deep Neural Networks (DNNs) have achieved high performance in
many contexts where perception and decision-making tasks play
critical roles: networked surveillance [24], medical imaging [4], and
autonomous vehicles [23]. A good example of the latter is IEE [10],
our industry partner in this research, which is extending its port-
folio of in-vehicle monitoring systems with DNN-based products.
A DNN can only be used in a safety-critical system if it is deemed
trustworthy. Explanation methods aim at making DNN decisions
analysable thus fostering trust [2, 8]. Indeed, explanation methods
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usually provide a visual aid accompanying a prediction to provide
insights into the underlying reasons for the model output. One
of their applications is root cause analysis, that is, identifying the
source (root cause) of a DNN failure (e.g., an incorrect prediction).
Root cause analysis is part of mandatory safety analysis procedures
for safety-critical systems such as in the automotive domain [11].

Well known DNN explanation methods such as SHAP [13],
LIME [17], Anchors [18] and Mean-Centroid PredDiff [12], when
applied to image-processing DNNSs, identify the image pixels that
influence the DNN output. They determine relevant pixels by ana-
lyzing how DNN predictions vary when pixel values are modified,;
their main benefit is that they are black-box: they can be applied
to any DNN without changes in its implementation. Approaches
such as Grad-CAM [20], and Layer-Wise Relevance Propagation
(LRP) [14], instead, are white-box since they identify relevant pixels
by integrating heuristics to propagate the DNN prediction scores
backward through the internal DNN layers; unfortunately, they
require the modification of the DNN under analysis, which is expen-
sive and error prone. Further, both these white-box and black-box
approaches present a common limitation: although useful to explain
a single classification, they do not help engineers in the presence of
several images leading to DNN failures. Indeed, these approaches
require engineers to inspect each failure individually and are thus
not supporting the main purpose of root cause analysis, which is
to determine if there are scenarios in which the DNN tends to fail,
in order to assess risks and possibly identify countermeasures.

We have addressed the above limitations in previous work (HUDD)
to better support safety analysis [6, 7]. Given a set of images, all
leading to DNN failures, it groups images into clusters; the com-
monalities observed across images in a particular cluster capture
the root cause of their mispredictions. A root cause characterizes
the scenario in which the DNN is likely to fail; for example, drowsi-
ness may not be detected by the DNN when the car driver wears
sunglasses. HUDD relies on clustering algorithms relying on dis-
tance values computed on heatmaps; a heatmap is a matrix that
is generated using the LPR method and captures the relevance of
an input pixel (or neuron) to the DNN decision. Unfortunately,
heatmap-based distance is expensive to compute and can be af-
fected by noise. Further, it requires the DNN model to be extended
with LRP features [14].

Other related work includes the use of attention maps to iden-
tify low-confidence DNN outputs, which is a problem orthogonal
to ours [22]. DeepHyperion [25, 26] relies on illumination search
to derive probability maps characterizing failing inputs; similar
to work combining search with decision tree algorithms [1], and
different from SAFE, it can be applied only when inputs are gener-
ated through a simulator. Further, explanation techniques based on
either feature maps or heatmaps have shown poor performance in
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empirical studies with image classifiers [27].

In this paper, we introduce SAFE, the tool that implements our
black-box automated approach for root cause analysis [3]. SAFE
relies on feature extraction based on transfer-learning and density-
based clustering. Transfer learning (i.e., relying on a pre-trained
VGGNet-16 [21]) is used as a black-box approach to extract features
from images and generate clusters, and enables SAFE to overcome
HUDD’s limitations (i.e., it does not require the modification of the
DNN under analysis and is robust to noise). Density-based clus-
tering, instead, forms non-convex clusters of images that capture
different DNN failures’ root causes (hereafter, root cause clusters —
RCCs). For the retraining of the DNN, SAFE relies on the identified
RCCs to select an unsafe image set used to improve the accuracy of
the DNN. Further, SAFE comes with a GUI that facilitates its usage,
which was not available for HUDD.

We conducted an empirical evaluation of SAFE on six DNNs [3].
Our empirical results show the cost-effectiveness of SAFE in iden-
tifying plausible root causes with a reasonable human effort and
its efficiency in memory usage and computation time. SAFE also
achieved significant improvements in the retraining of DNNs (up
to 35% improvement over the original models) and overall better
results than alternatives.

The paper proceeds as follows. Section 2 describes our approach
SAFE. Section 3 details the tool’s architecture. Section 4 summarizes
our empirical results. Section 5 concludes the paper.

2 THE SAFE METHODOLOGY

SAFE performs safety analysis and retraining in six steps depicted
in Figure 1. In Step 1, SAFE relies on the features extracted by the
pre-trained model to generate the root cause clusters. This step
consists of four activities listed in the following:

- Data acquisition and preprocessing: SAFE downsamples the size of
the image to match VGGNet-16’s input size requirement (224 X 224
pixels).

- Features extraction: This activity aims to transform unstructured
data into structured data for their exploitation by clustering algo-
rithms [9]. SAFE relies on a transfer learning-based feature extrac-
tion method that leverages the VGGNet-16 model pre-trained on
the ImageNet database.

- Dimensionality reduction: Dimensionality reduction aims at ap-
proximating data in high-dimensional vector spaces. SAFE relies on
Principal Component Analysis (PCA) [15] to reduce the dimensions
of the features from 4096 to 256.

- Clustering: SAFE relies on the DBSCAN clustering algorithm [5]
to generate RCCs. SAFE relies on the elbow method [16] and the
Silhouette index [19] to automatically configure DBSCAN’s hyper-
parameters.

Step 2 involves a visual inspection of the images belonging to
each RCC. For visual inspection, the engineer may either visualize
a random subset of the images in the RCC (five are sufficient, based
on our empirical study [3]) or visualize an animated gif with all the
images (see Section 3). This activity is key for safety analysis[11];
indeed, by identifying the commonalities across the images in the
same RCC, the engineer can determine in which scenarios the
DNN may fail. For example, Fig. 2 shows a subset of the images
belonging to two RCCs for a DNN that classifies headpose (top-left,
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top-center, top-right, etc.). RCC 1 shows that failures may occur
when the person is looking left (e.g., because one eye is not visible),
and RCC 2 shows that failures may occur if the person is looking
between middle-left and top-left. Based on domain knowledge, the
engineer can determine the likelihood of those scenarios and their
impact on the system (e.g., if the failure may lead to a hazard).
Consequently, he can decide if the system is adequate for produc-
tion or if improvement is needed. Improvement might be achieved
through further retraining (e.g., to make the DNN robust to RCC 1)
or countermeasures (e.g., using two cameras to always capture two
eyes).

In Step 3, the engineer provides a new set of images (improvement
set) from which we select the images for model retraining.

In Step 4, SAFE relies on the generated RCCs to select a subset of
images from the improvement set called the unsafe set. The unsafe
set consists of images in the improvement set that belong to an
RCC; they are the images that are closer to any core point of the
RCCs (core points are cluster members identified by DBSCAN that
approximate the cluster shape). SAFE selects a number of images
that is proportional to the test set accuracy; the selected images are
uniformly distributed across RCCs. In Step 5, the engineer labels
the images in the unsafe set, if needed (e.g., it is unnecessary for
images generated with simulators).

Finally, in Step 6, SAFE automatically retrains the model to en-
hance its prediction accuracy.

Step 1. Root Cause Clusters Generation
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Figure 1: Overview of SAFE
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Figure 2: Example of RCCs generated by SAFE. The ground
truth is shown in the top left of each image.
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3 TOOL ARCHITECTURE

We implemented SAFE with Python. We use the Keras library’
to load the VGG16 pre-trained model and to pre-process the im-
ages. We rely on the DBSCAN clustering algorithm and the PCA
dimensionality reduction method from the Scikit-Learn library?. To
manipulate images, we opt for the Pillow library®. The NumPy li-
brary* is used to pre-process the images. The SAFE tool is developed
with a Graphical User Interface (GUI) using Gradio®.

Root Cause Clusters
generation
FEpy

e
/ r images

<run>. | <read>"

Generate Clusters Select Unsafe Set
__{—preprocessed

_features.pkl

Path to images folder

feature | fte>—T=——3
L cwrite>
extraction //f'eaﬁjres.pkl

<write>

clustering.py.

& / dimensionality|
T reduction I

A\

i
d
en us\e\r clustering [~g——wrte>————» [}

“<write>___| | cluster_1
—
<write> =

\ cluster 2
\ N~

\
<type>
\

Generate Clusters | Select Unsafe Set Retraining cluster_n
2| lunsate_selection.py
Path to Improvement Set unsafe set . <Wme>4ﬁj
selction
unsafe_set.txt
SAFE core Workspace

Figure 3: SAFE architecture and outputs

Figure 3 depicts the architecture of the SAFE tool. The SAFE
tool consists of a GUI and a set of components (Python modules)
working in the background.

The feature extraction component (it is part of the module FE.py)
takes as input the set of images and pre-processes them. Then, it
applies the VGG16 model to extract the features. These features are
processed by the module clustering.py, which first applies the PCA
method to reduce the dimensions to 256 features and then applies
the DBSCAN clustering algorithm, after automatically choosing
the optimal values for the DBSCAN parameters.

After running the clustering algorithm, the clustering component
generates a text file (labels.txt) that associates a clustering ID to each
processed image. For visual inspection, the images belonging to
each RCC are saved in the same animated gif image. These images
are automatically saved in the gifs/ folder and shown in the GUL

To generate the RCCs, the user starts the SAFE tool by executing
SAFE_Tool.py. The GUI is started as a Web service whose Web
interface can be opened in a browser. The Web interface enables
the end-user to provide the path to the folder containing the images.
RCCs are automatically generated with a single click on a dedicated
button in the GUI, and no further configuration is needed. The
generated clusters are shown in the result pane (see Fig. 4) and one
can browse the generated clusters on the bottom bar where one
can click on any of them for visualization in the pane. Thanks to
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its Web interface and its black-box nature requiring only failure-
inducing images as input, the safety analysis feature of SAFE might
be provided in the future as an online service for DNN specialists.
The unsafe set selection is performed using the same interface by
switching to the dedicated tab. A new interface will appear where
the end-user can provide the link to the improvement set images.
The tool will then select a set of images called the unsafe set to
be used for retraining. The list and number of selected images are
displayed in the interface and saved in a file called IS_filenames.txt.
The SAFE tool is available online®.

Figure 4: RCC gifs visualized in SAFE’s GUL

4 EMPIRICAL EVALUATION

We have applied SAFE to four DNNs that support gaze detection
(GD), drowsiness detection (OC), headpose detection (HPD), and
face landmarks detection systems (FLD) investigated with IEE Sens-
ing, our industry partner. We also considered additional DNNs
trained using real-world images that target traffic sign recognition
(TS) and object detection (OD) and are typical features in automo-
tive, DNN-based systems. Below, we summarize the results obtained
when assessing our research questions.

RQ1: Is the number of generated clusters small enough
to enable visual inspection? Our results show that SAFE yields
an acceptable number of clusters for visual inspection. Without
SAFE, an engineer needs to visualize all the failure-inducing images.
Under the assumption that the end-users inspect only five images
to determine commonalities in a RCC, the ratios of error-inducing
images to be inspected are low (between 1.07 and 26.15, with a me-
dian of 5.12). Thus, using SAFE can save significant effort compared
to the manual inspection of the entire set of images.

RQ2: Does SAFE generate root cause clusters with a signif-
icant reduction in variance for simulator parameters? Since
we relied on DNNs trained and tested with simulators, we could
determine if images assigned to the same cluster present similar
values for a subset of the simulator parameters (setting, or configu-
ration option within a simulation that can be adjusted or configured
to control various aspects of the simulation); indeed, similar param-
eter values should indicate that the images in an RCC are visually
similar and, therefore, enable the engineer to identify commonali-
ties across them. Precisely, the parameters of the images in a cluster
should present a reduction in the variance of some parameters with
respect to those computed on the entire test set.

The clusters generated by SAFE show a significant variance

®https://doi.org/10.5281/zenodo.10014621
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reduction. SAFE yields a median of 100% of the clusters with a
variance reduction above 90% for GD and OC (compared to 86% for
GD and 57% for OC by using HUDD), and 90% for FLD and HPD.
These results are due to the nature of the clusters generated by
SAFE. Indeed, SAFE can find RCCs with arbitrary shapes.

RQ3: Does SAFFE identify more distinct error root causes
than HUDD? Under the assumption that DNN failures occur in
specific areas of the simulator parameter space, we identify a set of
unsafe parameters and corresponding unsafe values around which
a DNN error is more likely to occur. For example, for the Gaze
Angle parameter, unsafe values consist of the boundary values
distinguishing labels about different gaze directions.

Since our simulators generate images with uniformly sampled
parameter values within the input domain, every unsafe value has
the same likelihood of being observed in the test set. Therefore, we
aim for the root cause clusters to cover all such values.

The clusters generated by SAFE with GD, OC, and HPD cover
(median) 92%, 64%, and 80% of the unsafe values, respectively (com-
pared to 71%, 50%, and 60% by using HUDD). In addition, we report
that 90% of the clusters cover a unique set of unsafe values (e.g., An-
gle=337.5, H-Headpose=220, V-Headpose=340, Distance=25). For the
remaining 10%, we observe that they are still unique but differ con-
cerning a parameter that is not unsafe. Therefore, we conclude that
all the clusters generated by SAFE cover a unique set of parameter
values that are useful to determine distinct failure causes.

RQ4: Does SAFE provide time and memory savings com-
pared to the white-box approach? We investigate the execution
time and the memory allocation savings provided by SAFE and
HUDD when generating the root cause clusters. The time required
to generate the RCCs for SAFE varies between 2.5 and 3.5 minutes;
HUDD requires 16 to 65 minutes to perform the same task. Such
execution time savings allow engineers to conduct DNN safety
analysis and improvements in a much shorter time. Memory sav-
ings also have significant implications since they prevent the use of
expensive hardware from performing such analysis. SAFE requires
from 0.82 to 74.2Mb of memory allocation, while HUDD requires
from 3551 to 78641Mb, mainly because of the memory required to
store heatmaps.

5 CONCLUSION

We introduced SAFE, a tool based on a black-box approach to iden-
tify plausible causes of DNN mispredictions without requiring any
modification to the DNN or access to its internal information.

SAFE combines transfer learning-based feature extraction and
a density-based clustering algorithm to generate arbitrary-shaped
clusters representing the root causes of DNN mispredictions.

Empirical results show that SAFE derives root cause clusters that
can effectively help engineers determine the root causes for DNN
mispredictions. The root cause clusters include images with similar
characteristics that are likely related to mispredictions. Further, for
our case study subjects, the generated clusters appear to capture all
possible misprediction causes. Beyond these benefits, SAFE helps
save large amounts of execution time and memory compared to
HUDD, and alternative white-box approach.
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