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Introduction
Future perspectives for automotive Eth.-based E/E architectures

Automotive SPACE Push to use solutions from
megatrends IT to enable megatrends

- ’ ‘

Software and
Services

Service Oriented
Architectures

Personalized
Ll

J0F

Multi-Gig
Ethernet

Future vision target for ethernet-based in-

vehicle communication networks

IVN procedural design and deploy

Systematic generation and configuration of

IVN to fit application requirements.

», Abstraction
ﬁ:, HW from SW and Signal from Services

e through harmonized gateways and interfaces.

== AUtomated 1
= High-Perf. Time Sensitive IVN upo]ate/_upgrade .
SoTE Networks @ (re)configurations and CI/CD practices
through over-the-air updates enabled by
- software-defined-networks.
1 Connected % 7o
>— & Scaling
. : Easy of reuse of E/E elements and
g Software Defined Continuous 'ﬁ’z 5 : . ST,
configurations within different platforms.
Electrified Networks Integration/Deployment ' & P
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Methodology for in-vehicle networks
From design to validation




Methodology for in-vehicle networks. From design to validation
Overview

<optimize / verify and validate >

'

f%{(:j} /?\ f?\ Verification and Validation
BrownField System QoS Requirements Technical Architecture P b T
F Giner communications ™+ and Logical Architecture In-vehicle networks simulation |
ile.g., sensors, actuators, ' v (verification through simulation) :
i and infrastructure) ! ; network topology :
: E yamll.json .yaml/.json ' elements untilization :
: " 1 F
: : | Network topology and inter- ] |-f \-|  comm. races and TSN
i pdfixtiother <collect> —» | comm matrix metamodel : performance p
] — —_— ' comm. frames latency !
: E Network topology : distribution
] I > arser : !
E dbc : —I_> P T Network topology generation network : comm. frame chains
r : H {C}} <collect> <+ [1 [--] and app. deployment simulation environment : latency distribution )
' H —> » —_ [>_] ; '
' : L N [ et o [
L | i o ceeeseeneeseeeneeanen
: E ' _;:rria;:rr:‘ ) : In-vehicle networks testbed :
: arxml i ! . <check/populates Cause-Effect-Chains - ) + (validation through real test system) !
------------------------ data and QoS req. parser Communication —_— —_— : |
B flows and chains ; credibility of :
i simulation check b
> > configuration network : “ W |'| :
test-bed environment . =(z) network untime :
Applications v Inter-comm : performance P
 Pub/Sub relation malrix parser

Harmonized inter-comm. matrix database

— '{:Cj)} —> @ 2 2 Deployment

extraction -

.yaml/json

?A lications data : inter- . —» : . [ | > —> —» > a

' Ppinterlace mteL::amm inter i?]r::;g:\;f?st;?:slramc inter-communication traffic inter-communication traffic 7 S e e
: (i.e., specify QoS req, payload size, ) definiton . mapping

] transmission trigger (i.e., define traffic types to (i.e., map traffic types to

: talker/listeners) priority) QoS/TSN mechanisms)

Applications
. deployment Automatization
i scheme
. ‘% Manual work
E Jyamlijson
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Methodology for in-vehicle networks. From design to validation
System requirements and logical architecture

System requirements (example)

e 1) The ego vehicle shall be able cross intersections safely.

1.1) The ego vehicle shall use three different sense modalities.

= 1.2) The ego vehicle shall be able react to the intersection dynamic
| objects in less them x (ms).
f;—?\'j .
5 ©——  Logical Architecture (example)
i i Logicc'gliig;;tectur\; _ . list
S . radar  roradarob) Lobi-1 enyironment
S amisen N ~ perception X | - model lateral
N lidar lidar obj fusion env.model-traj.pln control
perception i) | AEREE ===
vision \ _tr_laé_%%%_r)_/_ Iontg. I
perception P g trajectory contro

Functional and non-functional req. will lead to the logical and

il : - ] later technical arch. design including the QoS targets and chains
Intersection driving scenario (showing ego vehicle)
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Methodology for in-vehicle networks. From design to validation
TeCh n|Ca| arCh |te Ctu e Technical Architecture (example)

Technical Architecture

g vehicle — Giga-bit Eth. braking

— 10Base-T1S

S . i =2 :Iidar computer — CAN-FD contrc.>ller
steering
== adar controller

» BrownField automotlve #_#] edge =

J rGiher cammun % switch link propuision
5(;?;“.?;:::;2.“25?,2?32,; camera Qlf controller

and infrastructure)

.pdf /.txt fother .
.| Brown Field (example)
! Applications ! ] . 1 i
; PUb/Sub relation § E : ) ] ~ radar  brake steering , propulsion
E § § be .| COTS with predefined comm. traffic :
yamiljson | E || (e.g., interface, payload, cycletime)
oo : arxml : v
ErAppIications data . iiiiiiiiiiiiiiiiiiiiiiii
interface
E . | Service Oriented Communication (example)
______ woih SW implementation leading to: I--fqe-p1°-y-t‘l>--> vehicle
! Applications | R S computer
| deployment | = publisher/subscriber relations ‘ topic B
scheme | _ If <intorfaces (7 funnable2 | |
E ; » scheduling parameters ' [ runnable 1 (sub) = | !
| : | ub '
e 1| = datainterfaces parameters 1 L__(pub) C Bby ol O timeiggered
\
. deployment scheme .- e B, & event triggere
COTS: Comercial off-the-shelf
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Methodology for in-vehicle networks. From design to validation
Communication matrix synthesis

Characteristics
@@ T [ T ; ]
= 2% G o o 2 O
=== s | WE Talker and Tran[s)rantizsi on Data Delivery Tolerance to Data Data
e ; - Listeners : Guarantee Loss Size Criticality
St Tri gger
1 Definition
According to characteristics, allocate traffic to types:
A e.g., Critical Applications, Network Control, Diagnosis, Video Stream, Audio/Voice
§ Stream, Best Effort.
%‘fﬂ:‘" Each type, can have an allocated priority:
0 e.g., Critical Applications priority > Video Stream priority> Best Effort priority
1 .
Harmonized inter-comm. matrix database Mapplng
. Priori Traffi TSN |
@ 2 2 Aggregate traffic types to Queue/Priority raffic type SN protoco
] inter-communication traffic _>inter-communication traffic 7 inter-communication traffic — queues and deﬁne TSN 0 Best Eﬂ:ort eE
(i.e.,speci(;;]g:gtg:qs,t:;i'load size, e def?:;itr::;r?cntypes o e m:;:atr:f;:gtypes o mechanisms accordingly. 1 Video stream 1 Qav(z)
trags”l“r:rslﬁggr:giger, o priority) doé.’TSN mechanisms) e.g., . N R
2 Critical Application none

The activity to define traffic types according to QoS requirements and to correlate them to TSN mechanisms

according to the number of queues makes possible a more transparent in-vehicle network design.

(1): Motivation IEEE 802.1DG (TSN Profile for Automotive In-Vehicle Ethernet Communications)
9 R. Gonzalez de Oliveira and J. Bierschenk | Automotive Ethernert Congress | 05-07.03.2024 (2): IEEE 802.1Qav credit-based traffic shaper
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Methodology for in-vehicle networks. From design to validation
In-vehicle networks common metamodel

Topology and deployment metamodels

Network topology:

= Description of the arrangement of the IVN elements to exchange data
= Physical topology: Describes the structure of the network cabling
= |ogical topology: Controls the data flow between the end devices

Application deployment:
Eﬁ = Description of the end device hosts in the IVN where the functions will run
.~ Communication flows and chains metamodels
%r

Communication flows:
Network topology and inter- = Compilation of all exchange of data present at the IVN
comm matrix metamodel . . . ..
= |nter- and intra-communication flows and the correlated characteristics
» |nter- and intra-communication flows and the correlated QoS req.

E‘ Network topology

=] and app. deployment Communication chains:

= Communication sequences according to functional chains and correlated QoS req.
= Gateways and tunneling functionalities

A Communication
B flows and chains

The metamodel for the IVN topology and communication flows

enables a systematic interface to the V&V tooling.

‘] O R. Gonzalez de Oliveira and J. Bierschenk | Automotive Ethernert Congress | 05-07.03.2024 QoS: Quality of Service; AUTOAMOTIVE
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Methodology for in-vehicle networks. From design to validation
Verification, validation, and deployment

Verification, validation, and deployment
gz vty nd e Verification and Validation Real test system (HiL)

In-vehicle networks simulation Optimization feedback

i (verification lhrTug':‘[SimL‘lla“O“) i Based on Simu|ati0n

] network topology [ e

: elements untilization | Ir 1 . =

: 5] comm. tracesand TSN | . pC

ey e ; M ‘ I A

E comm. frames latency i < ImpOI’t> <C0nflg>
distribution : " | _____ > Eﬂ >

comm. frame chains E C ——
e | —ZF]0 = MC —| =2+

i . . | Iy . itch
In-vehicle networks testbed E SYStem Slm u Iatlon SWItC
i (validation through real test system) i Design in-VehicIe network . uC 5 5 IJC .
Simulaton sheck A | - oI

(€3
—@ network runtime

performance

I Optimization feedback
! Based on real measurements

Tool / SDN Controller N Deplovaent Deployment
Final IVN configurations to vehicle

el = .
¢ <protocol> E’g sonensbiedveice | | a__ _ __ ___rinal IVIN contigurations to venicle >

Generic Switch or End-Nodes Module(s)

Model abstraction API (e.g.. YANG, ARXML) The deployment steps requires a standardized procedure, for that we need:

= An automotive model definition for the IVN elements based on YANG/ARXML

Connector Interface = Temporarily, AUTOSAR and YANG models shall be used in parallel;
Vendor HW API = Finally, YANG shall be the data modeling language for automotive

Vendor Hardware Driver

To achieve our methodology, an automotive SDN profile is necessary.

Automotive Switch or pC/uP Let us work on further standardization for YANG models in IEEE and IETF.
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Applying the methodology
Proof of concept and results

- - Proof of Concept Vehicle:

‘ 5@ Methodology applied to an in-house project for an ADAS/AD system.

= The vehicle consists of diverse sensors and actuators connected
through a network to high-performance computers running complex
algorithms based on SOA.

Results:
=

= Systematic VN architecture designs and optimization without =0
overprovisioning achieved. =

= QoS requirements and cause-effect-chains identified and used ¥_D
for V&V and implications on technical architecture. .

The proposed approach reduced manual work, using automation to accelerate the IVN's design time

and optimization while mitigating human errors.

SOA: Service-Oriented-Architecture; IVN: In-vehicle Networks; QoS: Quality of Service
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Conclusion and next steps
State-of-the-art, future work, and final comments

= State-of-the-art:

) b M

- e
i ? \; @ g

MBSE SOA and Comm.
interfaces design rules

= Future work:

B & %

IVN comm. Determinisms SDN for
design rules over OSl layers automotive

Most of the pieces of the proposed methodology are available and proved by the in-house project.

Let us work together on the missing pieces to systematic design and deploy eth-based IVN.

MBSE: Model-Based-Systems-Engineering; SOA: Service-Oriented-Architecture;

1 5 R. Gonzalez de Oliveira and J. Bierschenk | Automotive Ethernert Congress | 05-07.03.2024 IVN: in-Vehicle-Networks; OSI: Open Systems Interconnection; SDN: Software Defined Vehicle
(1): https://www.bosch-mobility.com/en/solutions/software-and-services/open-in-vehicle-api/
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Thank you for your attention
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