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ABSTRACT [ENGLISH VERSION]

Title: New technologies and human trafficking: an analysis
based on the theory of sovereignty

Keywords: human trafficking, new technologies, sovereignty, digital actors, duty
to protect, legitimate coercion, partnerships, jurisdiction, digital investigative
techniques, right to privacy, due process, electronic evidence, data retention,
encryption, corporate criminal liability, online intermediaries’ liability, criminal policy,
sex work, content moderation, personal data protection, artificial intelligence, corporate
social liability, digital social liability, victims’ protection, trafficking prevention,
interdependence

Human trafficking, a criminal offense resulting in the exploitation of people, is
increasingly facilitated by new technologies. Similarly, the anti-trafficking framework
and its actors are evolving to modernize their strategies and policies. In particular,
states and digital actors appear at the crossroads of the repression of trafficking and
the regulation of cyberspace. As both seek to participate in this fight, the theory of
sovereignty is challenged. Indeed, the repression of cyber human trafficking requires
research into who exercises coercion, particularly to establish the obligations of states
as sovereigns, and the existence of new sovereigns, specifically to question the role
of digital actors. Consequently, when various sovereigns emerge, this study focuses
on the order of coercion between them, particularly the strategies they develop and
their impact on the repression of cyber human trafficking. Instead of a demonstration
in favor of its demise, this study aims to rethink the basis of the theory of sovereignty
to offer a new perspective on its application, using the repression of cyber human
trafficking as a case study.

This study reveals that sovereignty can be applied outside the framework of the
state and that relationships of coercion and collaboration are being developed between
sovereign entities, challenging the notion of independence as the basis for sovereignty.
If sovereignty is linked to the exercise of coercion, it can then be disconnected from
the state. This disconnection clearly appears as a result of the limitations of the state
in implementing it when digital actors exercise coercion over data. Indeed, various
sources of coercion appear in the repression of cyber trafficking and are needed to
protect the victims and convict the perpetrators. Consequently, various types of
relationships can be drawn between sovereigns. First, imposing coercion between
sovereigns hinders the independent exercise of coercion and the effective repression
of trafficking. Second, collaboration between sovereigns arises as a strategy to protect
each other’s sovereignty and to head toward a comprehensive repression of cyber
trafficking. This mindset is particularly developed outside of criminal law. As a result,
digital actors are intermediaries in the implementation of human rights, and states are
intermediaries for digital actors by lending them guidance and tools to legitimize their
actions. However, partly due to a traditional understanding of sovereignty and a mainly
neoliberal approach to the business sector, this interconnectedness is negated under
the current theory of sovereignty. Its traditional basis, independence, challenges the
implementation and legitimization of norms, particularly human rights and anti-
trafficking frameworks. Accordingly, a complementary criterion could legitimize



Abstract [English version]

sovereignty: interdependence. Thus, this study offers a new perspective on
sovereignty and adapts it to the current societal environment. The role of the law is
also questioned. This study on the legal tools to repress cyber trafficking highlights a
downgrade in the quality of the law, specifically criminal law, which is seen as a tool to
solve social problems. The law is magnified as a solution, in particular, to challenges
derived from technologies, leading to legal solutionism.



RESUME [FRENCH VERSION]

Titre : Nouvelles technologies et traite des étres humains
Approche a partir de la théorie de la souveraineté

Mots clés : Traite des étres humains : nouvelles technologies ; souveraineté ;
acteurs numériques ; devoir de protection ; contrainte légitime ; partenariats ;
compétence juridictionnelle ; techniques d'enquéte numérique ; droit a la vie privée ;
due process ; preuves électroniques ; conservation des données ; chiffrement ;
responsabilité pénale des entreprises ; responsabilité des intermédiaires en ligne ;
politique pénale ; travail du sexe ; modération de contenu ; protection des données
personnelles ; intelligence artificielle ; responsabilité sociale des entreprises ;
responsabilité sociale numérique ; protection des victimes ; prévention de la traite des
étres humains ; interdépendance

Introduction

L’évolution des technologies offre de nouvelles opportunités pour les auteurs
d’infraction et contribue notamment a faciliter les processes de traite des étres
humains. L'utilisation des technologies par les auteurs de traite a été qualifiée de
cybertraite! ou de e-traite, définie comme « la traite des étres humains facilitée, rendue
possible ou réglementée par l'utilisation de » nouvelles technologies?. L'infraction est
définie par le Protocole additionnel a la Convention des Nations Unies contre la
criminalité transnationale organisée visant a prévenir, réprimer et punir la traite des
personnes, en particulier des femmes et des enfants (2000). Premierement, des actes
matériels spécifiques doivent étre prouvés, tel que le recrutement des victimes ;
deuxiemement, ces actes doivent étre commis a l'aide de moyens spécifiques, qui
annulent le consentement de la victime®, comme la contrainte ou la fraude ; enfin, la
traite a une finalité spécifique, I'exploitation de la victime.

Les opportunités offertes aux trafiquants sont décuplées par la digitalisation. Dans
cette étude, les nouvelles technologies désignent au sens large « les technologies de
I'information et de la communication, en particulier celles qui constituent des
environnements numériques et en réseau »*, dont « l'ensemble des techniques
utilisées dans le traitement et la transmission des informations »°, notamment Internet.
La digitalisation facilite 'accés a tous les acteurs, le caractére abordable des outils et

1 V. Greiman, C. Bain, « The Emergence of Cyber Activity as a Gateway to Human Trafficking »,
International Journal of Cyber Warfare and Terrorism, 2012, vol. 12, n® 2, p. 29; A. Sykiotou, « Cyber
trafficking: recruiting victims of human trafficking through the net », in N.E. Kourakés, C.D. Spinellis
(dir.), Europe in crisis: crime, criminal justice, and the way forward: essays in honour of Nestor Courakis,
Ant. N. Sakkoulas Publications L.P., 2017, p. 1549

2 8. Milivojevi¢, « Gendered exploitation in the digital border crossing?: An analysis of the human
trafficking and information-technology nexus », in M. Segrave, L. Vitis (dir.), Gender, Technology and
Violence, Routledge, 2017, p. 28-44

3 Par conséquent, le consentement n'est pas un élément de l'infraction.

4 H. Watson, A. Donovan, « Role of technology in human trafficking », TRACE, octobre 2015, p. 3

5 M. Quéméner, Le droit face a la disruption numérique: adaptation des droits classiques: émergence
de nouveaux droits, Gualino, 2018, p. 15
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des services utilisés et I'anonymat® pour la commission des faits de traite. En général,
a tous les stades du processus, les trafiquants tirent parti des opportunités
numeriques.

Ces pratiques infractionnelles, facilitées ou non par les technologies, portent atteinte
a des valeurs protégées aux niveaux national comme supranational, notamment la
dignité et l'intégrité des personnes et les droits fondamentaux de maniére générale.
Par conséquent, les Etats mettent en ceuvre des pouvoirs coercitifs, nécessaires a la
lutte contre la traite, et qui évoluent en réponse a la digitalisation de ce phénomeéne.
Ces pouvoirs étatiques renvoient et sont Iégitimés par la théorie de la souveraineté. Il
s’agit, selon Bodin, de la « puissance absolue et perpétuelle d’une République »’.
Pourtant, cette vieille théorie fait face a des deéfis, notamment la digitalisation. Un
nouveau concept a été développé : la souveraineté numérique. Selon une approche
positive, « la souveraineté numerique est I'expression [du] contrdle sur le miroir virtuel
de I'économie et de la population »8. Selon une approche négative, la souveraineté
numérique souligne les difficultés des Etats a réguler ces espaces, car concurrencés
par des entités privées®. Celles-ci seront largement désignées comme des acteurs
numériques, afin de souligner leur réle actif dans le faconnement des nouvelles
technologies, des expériences numeérigues et dans la répression de la traite des étres
humains.

Cette étude de recherche en droit s'appuie sur différents choix méthodologiques.

Tout d'abord, comme la souveraineté et la traite des étres humains font I'objet de
développements nationaux et internationaux, cette étude est basée sur une
méthodologie comparative. Celle-ci permet d'étudier les interactions entre les
différents niveaux de souverainetés et de souligner les différences, les points
communs??, les lacunes et les bonnes pratiques?!?. Cette recherche est principalement
basée sur I'étude de quatre systemes juridiques nationaux. La France et 'Espagne
constituent le noyau de cette étude, comme systemes de droit civil d'Europe
occidentale. Le choix de deux systemes géographiguement proches met en évidence
les différences qui subsistent dans leurs cadres juridiques. La Roumanie offre la
perspective d'un pays d'Europe de I'Est. Les trois pays légiferent de maniére
harmonisée en raison de leur participation au sein de I'UE, mais des différences
subsistent aux niveaux juridiques et institutionnels. En outre, les Etats-Unis exercent
une forte influence sur la répression mondiale de la traite et apportent une perspective
de common law.

Deuxiemement, cette étude s'appuie sur une méthodologie interdisciplinaire, a
travers une « articulation des savoirs entre des disciplines qui développe des

6 A. Cooper, « Sexuality and the Internet: Surfing into the New Millennium », CyberPsychology &
Behavior, janvier 1998, vol. 1, n° 2, p. 187

7 J. Bodin, Les six livres de la République - Un abrégé du texte de I'édition de Paris de 1583, Librairie
générale francaise, Le livre de poche - Classiques de la philosophie n° 4619, 1993, p. 111

8 S. Guillou, La souveraineté numérique frangaise passera par l'investissement dans les technologies
numériques, Sciences Po Paris, Chaire Digital, Gouvernance, et Souveraineté, 2020, p. 3

9 F. G'Sell, « Remarques sur les aspects juridiques de la « souveraineté numérique » », La revue des
juristes de Sciences Po, 2020, n° 19, p. 52

10 M. Duran Bernardino, « El método comparado en los trabajos de investigacion », in N. Marchal
Escalona, M.C. Mufioz Gonzalez, S. Mufioz Gonzéalez (dir.), El Derecho Comparado en la Docencia y
la Investigacion, Dykinson, S.L., 2017, p. 49

11V, Robert, L. Usunier, « Conclusion. Du bon usage du droit comparé », in M. Delmas-Marty, Université
de Paris I: Panthéon-Sorbonne (dir.), Critique de l'intégration normative: I'apport du droit comparé a
I’harmonisation des droits, Presses Universitaires de France, Les voies du droit, 1" éd., 2004, p. 231

11



Résumé [French version]

problématiques se recoupant partiellement »'2. Elle ne se limite pas au droit pénal :
tant la théorie de la souveraineté que la répression de la traite des étres humains
requiérent diverses disciplines juridiques pour une approche globale!3. De plus, dans
cette recherche, la science juridique est fortement liée a la science politique, car de
nombreuses lois étudiées ont été et sont encore en cours de négociation et
d'amendement. Ainsi, « entre droit et politique, la détermination est réciproque, et
limplication mutuelle constante »'*. De méme, I'étude des textes juridiques ne peut
étre séparée de leur mise en ceuvre.

Troisiemement, cette étude ne repose pas sur une conception du droit limitée au
droit étatique. La réglementation des nouvelles technologies et de la lutte contre la
traite nécessite de prendre en compte les normes supranationales et locales, ainsi que
des normes privées ou des regles incorporées dans certaines techniques. Cette
recherche est guidée par I'hypothese du pluralisme juridique : « le droit n'est pas seul ;
il coexiste avec d'autres systéemes de normes »1°,

Quatriemement, cette étude fait appel a d'autres sciences sociales, afin de
comprendre totalement le phénoméne de la traite. Aussi, I'étude des nouvelles
technologies requiert des notions d'informatique. D'autres disciplines sont donc
nécessaires pour établir un « contexte factuel » et élargir le « contexte théorique »6.

Pour résumer, cette méthodologie « peut étre brievement décrite comme
I'association de références hétérogenes. Il s'agit d'organiser un dialogue avec les
textes non-juridiques [...] Une telle méthode autorise a utiliser les glissements et les
rapprochements, au lieu de recourir exclusivement aux opérations de la logique
juridique [... Ce] bricolage rend possible un retour au droit en méme temps qu'il
affranchit des contraintes de méthodes exercées par la science juridique. Il libere le
cheminement vers des phénomeénes juridiques inapercus »'’. A premiére vue, la
répression de la traite des étres humains et la régulation des nouvelles technologies
ne se connectent guére dans le champ juridique. Pourtant, leur interconnexion est
nécessaire pour réprimer globalement la cyber-traite. Cette interconnexion offre une
nouvelle perspective sur la théorie de la souveraineté. Ainsi, cette étude applique la
méthodologie du feminist practical reasoning : « le point de départ féministe est
l'expérience humaine réelle et ses implications »*8. La méthode est pragmatique et
inductive, puisqu'il consiste en un questionnement particulier, ici, une étude de cas,
pour interroger une théorie juridique?®.

12y, Champeil-Desplats, Méthodologies du droit et des sciences du droit, Dalloz, Méthodes du droit, 2e
édition, 2016, p. 346-348

13 B. Lavaud-Legendre, Approche globale et traite des étres humains - De [« injonction a la
coopération » au ftravail ensemble, CNRS, 1 juillet 2018, en ligne https://halshs.archives-
ouvertes.fr/halshs-02177213 (consulté le 29 octobre 2021)

14 F. Ost, A quoi sert le droit ? Usages, fonctions, finalités, Bruylant Edition, Penser le droit n° 25, 2016,
p. 376

15 J. Carbonnier, Flexible droit: pour une sociologie du droit sans rigueur, Librairie Générale de Droit et
de Jurisprudence, 7¢ éd., 1992, p. 25

16 | . Lalonde, « L’interdisciplinarit¢ comme « contextes », quels usages de I'Autre ? », in Journée
d’étude sur la méthodologie et I'épistémologie juridiques, G. Azzaria (dir.), Les cadres théoriques et le
droit: actes de la 2e Journée d’étude sur la méthodologie et I'épistémologie juridiques, Editions Yvon
Blais, 2013, p. 394, 404

17V. Forray, S. Pimont, Décrire le droit... et le transformer: essai sur la décriture du droit, Dalloz, 2017,
§91

18 G. Binion, « Human Rights: A Feminist Perspective », Human Rights Quarterly, Johns Hopkins
University Press, 1995, vol. 17, n° 3, p. 513

19 |bid. p. 516

12
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La traite des étres humains étant facilitée par les nouvelles technologies, sa
répression doit s'adapter. Or, dés lors que les Etats et les acteurs numériques sont
ameneés a participer a cette lutte, la théorie de la souveraineté est remise en cause.
Plutdt qu'une démonstration en faveur de sa disparition, cette étude vise a repenser
les fondements de la théorie de la souveraineté pour offrir une nouvelle perspective
quant a son application, en prenant comme cas d'étude la répression de la cyber-traite.

Pour développer cette problématique principale, I'étude est divisée en deux parties.
Premiérement, la répression de la cyber-traite suppose de rechercher qui exerce des
pouvoirs de contrainte, notamment pour établir les obligations des Etats en tant que
souverains et I'existence de nouveaux souverains, plus précisément pour interroger le
réle des acteurs numériques (partie 1). Dans un second temps, alors que différents
souverains émergent, cette étude s'intéresse a l'ordonnancement de la contrainte
entre ces derniers, notamment aux stratégies qu'ils développent et a leur impact sur la
répression de la cybertraite (partie 2).

Partie 1 : Cybertraite et souveraineté : I'exercice de la contrainte

Au croisement de la cyber-traite et de la souveraineté se pose la question des
acteurs appelés a réprimer ce délit. Pour les théoriciens du droit, cette question n'a
pas de sens : la souveraineté est détenue par les Etats. L'Etat est considéré comme
un systeme fermé, une pyramide de normes se légitimant elle-méme. En premier lieu,
pour réprimer la cyber-traite, les Etats mettent en oeuvre des pouvoirs souverains
traditionnels (titre 1). Cependant, les caractéristiques des nouvelles technologies
soulignent la nécessité de coopérer avec d'autres entités. En particulier, pour réprimer
la cyber-traite, 'Etat ne peut agir en vase clos et les acteurs numériques apparaissent
comme des partenaires essentiels. Ainsi, une théorie plus large de la contrainte peut
étendre la souveraineté hors de I'Etat. En appliquant leurs propres formes de
contrainte, les acteurs numériques s'érigent en détenteurs complémentaires de
souveraineté (titre 2).

Titre 1 : Etats : appliquer la souveraineté pour réprimer la cybertraite

Les juristes considérent I'Etat comme linstitution centrale et souveraine des
systemes juridiques, en particulier pour enquéter, poursuivre et condamner les
infractions pénales. En tant que tel, il est I'acteur principal de la répression de la cyber-
traite, qui constitue une menace spécifique pour sa souveraineté (chapitre 1). Piece
maitresse de la contrainte légitime de I'Etat, le droit pénal fournit des concepts
juridiques permettant d'adapter la répression pénale a la cybertraite (chapitre 2).

Chapitre 1: Lanécessité de la souveraineté étatique pour faire face ala cyber-
traite

Ce premier chapitre détaille les liens entre la souveraineté des Etats et la traite des
étres humains, y compris lorsqu'elle est facilitée par les nouvelles technologies. La
souveraineté, assimilée a celle des Etats, est généralement définie par trois éléments :
une population, un territoire et un gouvernement. Toutefois, ces composantes sont
variables. Leur définition dépend des Etats et non de la souveraineté. Néanmoins, la
traite des étres humains apparait comme une menace a ces composantes. La traite,
en particulier lorsgu'elle est facilitée par les nouvelles technologies, viole chaque droit
fondamental des victimes. Les conséquences de ces violations pourraient étre
amplifiées par les nouvelles technologies, bien que des études approfondies fassent
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encore défaut sur ce sujet. Lorsque la traite est transnationale, elle entrave le contrdle
de I'Etat sur son territoire. Ce défi est d'autant plus important lorsque l'infraction est
facilitée par des services du cyberespace, qui n'est pas circonscrit aux frontieres
nationales. Liée a la corruption, au blanchiment d'argent et aux organisations
criminelles, la traite a un impact négatif sur les gouvernements.

Afin de distinguer ce qui est propre a la souveraineté, l'analyse s'appuie ensuite sur
le concept de monopole de la contrainte Iégitime, théorisé par Weber. En questionnant
les détenteurs de la souveraineté, il convient non pas de savoir si un détenteur
monopolise la contrainte, mais de comprendre qui peut exercer cette contrainte?° et
qui est légitime a la mettre en ceuvre. Selon Weber, il existe trois légitimités a I'exercice
de la contrainte?! : la |égitimité traditionnelle, la Iégitimité charismatique et la légitimité
légale. Cette derniére a retenu l'attention des juristes, notamment de Kelsen, qui la
traduit a travers le principe de légalité. L'ordre juridigue étatigue monopolise la
contrainte en ce sens qu'il crée un cadre permettant de légitimer juridiquement les
normes?2, De cette définition nait le concept d’ « Etat de droit »23. Avec I'expansion du
monde numérique, I'Etat peut développer de nouveaux modes de contrainte : une
contrainte légitime numérique. Premiérement, une interprétation restrictive inclut la
contrainte numériqgue dans un environnement digital : l'action (la contrainte) et ses
conséquences ont lieu dans I'espace numérique. D'une part, une contrainte non
numerique peut répondre a un comportement numérique et vice versa. D'autre part, la
contrainte numeérique peut déclencher un comportement dans le monde réel
(comportement non numeérique) et vice versa. En théorisant la contrainte numérique
légitime, les Etats peuvent réaffirmer leur souveraineté, grace a de nouveaux moyens
dédiés a la poursuite des auteurs d'infractions, a la protection des victimes et a la
prévention de la traite?*. Ce role de I'Etat souverain dans la répression de la cybertraite
est reconnu au niveau international. Les traités sont principalement neutres sur le plan
technologique, mais la jurisprudence de la CEDH crée de nouvelles obligations
positives pour I'Etat pour les adapter aux modes opératoires des auteurs de traite.

Chapitre 2 : L'extension de la souveraineté étatique face a la cyber-traite

Face a la cybercriminalité, de nombreuses modifications pénales visent a renforcer
la contrainte numérique et la souveraineté étatique. Ainsi, lorsque la traite comprend
des éléments numériques, le rattachement a un seul territoire s'estompe. Par
conséquent, les Etats étendent leur compétence juridictionnelle pour poursuivre les
auteurs d'infractions, en modifiant la définition traditionnelle de la territorialité. Cette
compétence est en effet une matérialisation de leur souveraineté, en définissant le
champ d'application de I'exercice de la contrainte. Pourtant, en raison de la difficulté a
élever la traite comme priorité politique, la compétence territoriale ne semble pas étre

remise en question.

20 M. Eabrasu, « Les états de la définition wébérienne de I'Etat », Raisons politiques, Presses de
Sciences Po, 4 mai 2012, vol. 45, n° 1, p. 200

21 M. Weber, The vocation lectures: science as a vocation, politics as a vocation, Hackett Pub, 2004,
trad. R. Livingstone, p. 34

22 M. Troper, « Le monopole de la contrainte Iégitime », Lignes, Editions Hazan, 1995, vol. n° 25, n° 2,
p. 36

23 M. Delmas-Marty, Le relatif et I'universel, Editions du Seuil, Les forces imaginantes du droit n° 1,
2004, p. 32

24 Assemblée Générale, « Resolution 64/293. United Nations Global Plan of Action to Combat
Trafficking in Persons », Organisation des Nations Unies, 30 juillet 2010, A/RES/64/293
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Les forces de l'ordre ont besoin de preuves pour parvenir a des condamnations.
Etant donné I'évolution de la traite, les moyens de contrainte évoluent en paralléle, ce
qui donne lieu a diverses techniques d’enquéte numériques (perquisitions numeériques,
interceptions de communications, cyberinfiltration, géolocalisation, sonorisation,
utilisation de drones, acces a la correspondance électronique et piratage informatique
légal). Toutes ces techniques sont applicables aux enquétes contre des faits de traite.
Le droit pénal et la procédure pénale, apanages de la souveraineté, sont avant tout
nationaux et emploient les formes de contrainte les plus lourdes. Pourtant, malgré
I'absence de cadre harmonisé, et bien que les codes espagnol et roumain semblent
dépourvus de certaines techniques, les codes réglementent les mémes techniques.
Les Etats prennent généralement en compte les techniques disponibles, en supposant
que le droit évolue constamment pour s'adapter aux nouvelles technologies.

Titre 2 : Acteurs numériques : compléter la souveraineté pour réprimer la
cybertraite

Bien que la loi offre de nombreux nouveaux outils, la régulation étatique ne peut
étre étudiée comme un systéme fermé. La contrainte numérique légitime de I'Etat fait
face a des défis : la coopération est nécessaire (chapitre 1). Alors que les acteurs
numeériques apparaissent centraux dans la répression de la traite, les cadres de
coopération reconnaissent progressivement leur autonomie et leurs pouvoirs
souverains (chapitre 2).

Chapitre 1 : La nécessité de compléter la souveraineté de |'Etat pour faire face
ala cybertraite

La souveraineté étatigue repose sur la protection de sa population et de son
territoire. Cependant, d'une part, des voix se sont élevées pour attirer I'attention sur la
violation des droits fondamentaux dans la régulation des techniques d'enquéte
numériques, alors que le respect de ces standards est primordial pour I'Etat de droit.
A la lumiére de la jurisprudence de la CEDH relative au droit & la vie privée, les régimes
de ces techniques semblent instables. Les lois nationales ne se conforment pas a tous
les criteres de conformité pour toutes les techniques. Cela rend les forces de l'ordre
peu aventureuses. Cette instabilité résulte également de l'absence de conformité
totale avec les normes relatives au proces équitable, soulignant la mince distinction
entre l'agent cyber-infiltré et l'agent provocateur. D'autre part, de nombreuses
difficultés pratiques subsistent pour mettre en ceuvre ces techniques. Les moyens
humains et matériels restent limités, notamment dans le cadre de la lutte contre la
traite, en raison de l'absence de spécialisation dans les cyber-enquétes. Ainsi, la
contrainte numérique étatique est limitée et les Etats doivent compléter leurs pouvoirs
par ceux d'autres entités.

La stratégie globale de répression de la traite est complétée par un élément
transversal : les partenariats?®. Un premier niveau a été originellement développé entre
Etats, par le biais de |'assistance mutuelle, ce qui questionne la souveraineté étatique
face au droit international et a I'Union européenne. La deuxiéme strate comprend la
société civile, en particulier les organisations non gouvernementales. Cela questionne

25 Secrétaire général adjoint, « Add ‘partnership’ to ‘three P’ agenda of United Nations anti-trafficking
protocol, deputy secretary-general urges General Assembly thematic debate », Organisation des
Nations Unies, 3 juin 2008, DSG/SM/397-GA/10713-HR/4956
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egalement I'impact de cette répartition des compétences sur la souveraineté étatique.
Enfin, les partenariats se tournent vers le secteur des affaires. Ce cadre de coopération
est encore limité bien que la participation des acteurs numérigues soit incontournable
en matiere de répression de la cyber-traite.

Chapitre 2 : L'extension de la souveraineté pour réprimer la cyber-traite

Pour mener a bien les enquétes sur la traite, les Etats s'appuient sur des cadres
nationaux et internationaux pour collaborer avec les acteurs numériques. Les
processus de coopération nationaux manguent de « fiabilité, de transparence, de
responsabilité et de sécurité juridique »?®, y compris lorsqu'il s'agit de poursuivre des
faits de traite?’. Les textes relatifs a I'entraide internationale sont plus fiables, mais il
n'existe pas de cadre géographique unifié, et les dispositions relatives au champ
d'application matériel et aux procédures sont a peine adaptées a la sécurisation
efficace des données dans le cadre des enquétes sur la traite. Par la suite, d'autres
instruments ont pris en compte les besoins en matiere de poursuites contre la
cybercriminalité, en particulier la convention du Conseil de I'Europe sur la
cybercriminalité (2001). Toutefois, cette convention ne permet pas de demander
efficacement des données, bien qu'elle soit applicable a la traite des étres humains.
Par conséquent, certains Etats (les Etats-Unis et la Belgique) ont proposé de
nouveaux meécanismes afin de contourner l'entraide judiciaire, en redéfinissant le
principe de territorialité. Cependant, ces solutions non harmonisées remettent en
cause la protection des droits fondamentaux et de la souveraineté??, et les acteurs
numeériques doivent alors se conformer a des réglementations potentiellement
contradictoires 2°.

Pour contourner ces difficultés, les réformes ultérieures ont reconnu une autonomie
accrue aux acteurs numériques, offrant une approche pragmatique de leur propre
souveraineté, interne et externe. La premiere repose sur des pouvoirs de contrainte
sur les sujets tandis que la seconde réside dans l'autonomie au niveau international
par l'exclusion négative d'une « puissance supérieure a I'Etat »3°. Les cadres
européens relatifs aux preuves électroniques établissent une souveraineté externe
embryonnaire pour les acteurs numériques. Traditionnellement, les sujets des
obligations internationales sont les Etats. Or, ces nouveaux textes formulent de
nouvelles obligations pour les acteurs numérigues, en reconnaissant leur pouvoir de
contrainte. De plus, les acteurs numériques ont un réle majeur dans la structuration du
cyberespace, une forme de souveraineté interne, qui impacte directement sur les
enquétes portant sur des faits de traite. Ainsi, la contrainte des acteurs numérigues se
manifeste par la mise en ceuvre de code (informatique) plutét que de loi. Les acteurs
numériques agissent de maniére autonome, face a l'incapacité de I'Etat a réguler la

26 Commission européenne, « Security Union facilitating Access to Electronic Evidence », UE, auvril
2018, p. 1.

2T GRETA, « Online and technology-facilitated trafficking in human beings. Full report », Conseil de
I'Europe, mars 2022, p. 57

28 P, Jacob, « La compétence des Etats & 'égard des données numériques - Du nuage au brouillard...
en attendant I'éclaircie ? », Revue critique de droit international privé, Dalloz, 2019, vol. 2019/3, n° 3,
p. 668

29V. Franssen, « The Belgian Internet Investigatory Powers Act - A Model to Pursue at European Level
Reports: Practitioner’s Corner », European Data Protection Law Review, 2017, vol. 3, n° 4, p. 540

80 T. Christakis, « European Digital Sovereignty »: Successfully Navigating Between the « Brussels
Effect » and Europe’s Quest for Strategic Autonomy, SSRN Scholarly Paper, ID 3748098, Social
Science Research Network, 7 décembre 2020, p. 5; J. Combacau, S. Sur, Droit international public,
LGDJ, 2014, p. 236
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conservation des données et a I'absence de régulation du chiffrement, alors que ces
deux sujets sont au cceur des enjeux de la répression de la cyber-traite. En résumé,
certaines questions ne reposent plus sur les capacités normatives étatiques, mais sur
la maniére dont les acteurs numériques codent le cyberespace. Les Etats veulent
contrbler ces derniers, mais leur autorité juridique est limitée par les droits
fondamentaux.

Reconnus progressivement comme des partenaires de I'Etat dans la répression de
la traite, les acteurs numeériques détiennent des pouvoirs souverains de contrainte.
Qualifier les acteurs numériques d'acteurs souverains est disruptif pour les théoriciens
classiques du droit, qui concgoivent leurs études sur la base de l'unité étatique.
Pourtant, la doctrine élargie appelle depuis un certain temps déja a la reconnaissance
des pouvoirs des entités privées. Au lieu de soutenir une « post-souveraineté »%1, la
souveraineté pourrait étre déconnectée de la théorie de I'Etat pour souligner les
principales entités dotées de pouvoirs d'encadrement et d'application de la contrainte.
Les enquétes des faits de cyber-traite soulignent I'urgence de reconnaitre les pouvoirs
matériels des acteurs numériques afin d'améliorer leur coopération avec les Etats. Or,
cette cohabitation entre différents détenteurs de souveraineté est inhabituelle dans le
cadre juridique classique. Alors, des tensions apparaissent dans lI'ordonnancement
des pouvoirs entre les souverains, alors qu’il demeure central pour assurer une
répression efficace de la cyber-traite.

Partie 2 : Cyber-traite et souveraineté : ordonner la contrainte

Entre les Etats souverains traditionnels, I'ordonnancement de leur indépendance et
de leur contrainte est fixé par le droit international, public et privé. Les acteurs
numeériques n'étant pas reconnus pleinement comme souverains, leur exercice de la
contrainte interroge leur ordonnancement avec les Etats. Il en résulte un « rapport de
force mais aussi [... une] recherche d’une complémentarité entre intéréts et entre
approches »%2. Plusieurs Etats entendent réaffirmer leur souveraineté en appliquant la
contrainte, notamment pénale (titre 1). Cependant, pour parvenir & une répression
globale de la traite, il convient de favoriser la coordination entre les différentes sources
de contrainte et d'inscrire la protection des victimes et I'Etat de droit dans les
interactions entre les souverains (titre 2).

Titre 1 : Exercer la contrainte sur les souverains pour réprimer la cyber-traite

La lutte contre la cyber-traite offre des exemples de la volonté des Etats d'exercer
une contrainte sur les autres souverains, en rechercheant la responsabilité pénale des
acteurs numériques (chapitre 1). Toutefois, cette contrainte des acteurs numériques
sur la base de politiques étatiques a pour effet d'imposer des orientations nationales a
I'échelle mondiale. Ainsi, lindépendance normative des Etats est menacée par
I'expansion de politiques étrangéres a travers les acteurs numériques et les
technologies (chapitre 2).

81 B. Badie, « D’'une souveraineté fictive a une post-souveraineté incertaine », Studia Diplomatica,
Egmont Institute, 2000, vol. 53, n° 5, p. 5-13

82 C. Husson-Rochcongar, « La gouvernance d’Internet et les droits de I’'homme », in Q. Van Enis, C.
de Terwangne (dir.), L’Europe des droits de 'homme a I'heure d’internet, Emile Bruylant, 2018, p. 50
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Chapitre 1 : Imposer la contrainte étatique par la souveraineté originelle

Criminaliser les entreprises pour leur implication dans un processus de traite fait
partie de la stratégie mondiale en la matiére. Lorsque les Etats-Unis et la France ont
poursuivi des acteurs numériques dans un objectif de répression de la traite, leur
responsabilité pénale a été critiquée. Contrairement aux critiques, cette responsabilité
a été constamment élargie. Cependant, la définition de la traite s'accorde difficilement
avec le r6le des acteurs numériques dans la facilitation du processus. De plus, ils sont
en partie protégés grace a leur immunité en tant qu'intermédiaires numériques, qui,
lorsqu'elle est interprétée de maniére large, les soustrait a I'emprise des Etats. En
raison de l'inadéquation de cette souveraineté originelle pour contraindre les nouveaux
souverains, les Etats se sont appuyés sur d'autres stratégies.

A la suite de ces affaires, les Etats-Unis ont modifié a la fois l'infraction de traite et
l'immunité des acteurs numériques. Toutefois, ces modifications ne semblent pas
améliorer la répression du phénomene. Néanmoins, les fermetures de sites ont été
fructueuses. Ces conséquences résultent de politiques pénales élargies, utilisant un
nouveau type de contréle social qui remet en cause leur légitimité. En effet, dans les
sociétés modernes, la loi tend & étre considérée comme le noyau de I'Etat de droit,
conduisant « a la juridicisation intégrale de I'ordre social »%3. Pourtant, le droit pourrait
ne pas étre adapté pour insuffler un contrdéle étatique dans la mise en ceuvre de la
contrainte des acteurs numériques. Cependant, cette moralisation les a indirectement
conduits a intérioriser la répression de l'infraction, en dehors de tout cadre légal. Cette
intériorisation repose principalement sur la suppression des contenus potentiellement
liés a des faits de traite, au détriment de la poursuite des auteurs et de la protection
des victimes. En tentant de réaffirmer leur souveraineté, les Etats sont sortis du champ
du droit, conduisant & partager davantage les pouvoirs de contrainte avec les acteurs
numerigques.

Chapitre 2: Ordonner les souverainetés étatiques a travers les acteurs
numériques

Les souverains devraient étre indépendants. Cependant, la théorie juridique ne tient
pas compte des différences de pouvoirs entre les Etats34. En matiére de lutte contre la
traite des étres humains et de régulation d'Internet, les Etats-Unis peuvent étre
désignés comme le leader mondial. Au carrefour de ces deux secteurs, ce chapitre
souligne un « impérialisme américain désordonné »%. Des conséquences directes
découlent de I'application de la souveraineté originelle. En imposant leur cadre pénal
aux acteurs du numérique, les Etats-Unis étendent leur approche de la traite des étres
humains, confondue avec le travail du sexe. Or, le travail sexuel fait I'objet de diverses
régulations & l'échelle mondiale. Ainsi, cela entrave lindépendance des Etats
étrangers, soulignant un impérialisme pénal ameéricain. D'autres conséquences,
indirectes, sont mises en ceuvre par les acteurs numériques. Cela met en évidence

33 J. Chevallier, L’Etat de droit, LGDJ, Clefs, 6¢ éd., 2017, p. 59

3 J. Charpentier, «Le phénomeéene étatique a travers les grandes mutations politiques
contemporaines », in Société francaise pour le droit international (dir.), L'Etat souverain a 'aube du XXle
siécle: colloque de Nancy, A. Pedone, 1994, p. 25

35 Delmas-Marty utilise la notion d’impéralisme comme opposé du pluralisme, M. Delmas-Marty, « Les
processus de mondialisation du droit », in C.-A. Morand (dir.), Le droit saisi par la mondialisation,
Bruylant; Helbing & Lichtenhahn, Collection de droit international n° 46, 2001, p. 78
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I'« impérialisme de plateforme » des Etats-Unis3®: les politiques américaines
faconnent le contenu en ligne lié a la traite et au travail du sexe par l'intermédiaire
d'acteurs numériques. Cependant, les actions judiciaires américaines et la modération
des acteurs numériques sont a peine questionnées par les normes européennes
relatives aux droits fondamentaux. Bien que la proportionnalité de la saisie d'un site
puisse étre remise en question au regard des standards de la CEDH, les internautes
sont a peine protégés. L'importante marge d'appréciation laissée aux souverains en
matiere de protection de la morale, ainsi que l'imprécision et la variabilité des criteres,
ne permettent pas de considérer I'évolution de la modération des contenus comme
incompatible avec la liberté d'expression.

Les conséquences des politigues américaines élargies en matiere de traite sont
également incorporées dans les systemes d'intelligence artificielle, dédiés au soutien
des forces de l'ordre ou a la modération. Cela souligne I'impérialisme américain sur le
code, a la fois potentiel et réel. Ces systemes véhiculent des valeurs et des politiques
spécifiques®’. Leur extension par I'application globale de solutions techniques « revient
a normaliser les systemes juridiqgues nationaux en les dépouillant de leurs
particularités »3. En ce qui concerne la traite des étres humains, ils reposent sur une
définition nationale spécifique et une représentation de réalités criminologiques
nationales particulieres, sur des priorités propres en matiere de politique criminelle et
sur une conception de la traite qui est assimilée au travail du sexe. Ce cadre américain
entrave en outre la souveraineté numérique européenne en raison de l'absence de
prise en compte de la protection des données des la conception des systéemes. De
plus, les normes de protection des données personnelles ne prennent pas en compte
les spécificités de l'intelligence artificielle. L'UE tente de renforcer les normes
applicables a l'intelligence artificielle pour protéger sa souveraineté technique, mais
elles restent pour l'instant limitées.

Titre 2 : Renforcer la collaboration entre souverains pour réprimer la cyber-
traite

L'application de la contrainte entre les acteurs souverains pour réprimer la cyber-
traite est critiquée. En conséquence, d'autres relations se sont développées pour
coordonner la collaboration entre les souverains. D'un contréle descendant mandaté
par les Etats par le biais du droit pénal, d'autres cadres juridiques mettent en ceuvre
une collaboration ascendante qui se fondent sur les principes de I'Etat de droit,
notamment la protection des droits fondamentaux. Premiérement, la responsabilité
sociale des entreprises et la compliance offrent de nouvelles modalités de
coordonnation pour lutter contre la traite (chapitre 1). Deuxiémement, la jonction des
souverains aux individus et aux collectifs est nécessaire pour assurer une protection
des victimes et la prévention du phénomene, et ainsi légitimer pleinement les
nouveaux souverains (chapitre 2).

% D.Y. Jin, « Facebook’s Platform Imperialism: The Economics and Geopolitics of Social Media », in O.
Boyd-Barrett, T. Mirrlees (dir.), Media imperialism: continuity and change, Rowman & Littlefield, 2020,
p. 189-190

87 K. Crawford, Atlas of Ai: Power, Politics, and the Planetary Costs of Atrtificial Intelligence, Yale
University Press, 2021, p. 8

88 G. Kettani, « Quand lalgorithme écrit le droit: les conséquences de la nouvelle normativité
numeérique », Dalloz IP/IT, Dalloz, 2022, p. 556
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Chapitre 1: Coordonner la contrainte par une souveraineté souple

Quand les Etats visent a appliquer leur souveraineté originelle aux acteurs
numériques qui facilitent la cybertraite, ces derniers intégrent sa répression dans leurs
politiques. Ces initiatives privées font face a des critiques que le droit pénal ne peut
résoudre. La responsabilité sociale des entreprises, qui découle d'une version souple
de la souveraineté, permet d'instiller les principes de I'Etat de droit dans ces initiatives.
La traite des étres humains est visée, explicitement ou comme une violation des droits
fondamentaux, par les principales normes de compliance. Pourtant, celles-ci ne
prennent guere en compte l'impact de la digitalisation sur les droits fondamentaux ni
le r6le des acteurs numériques. En outre, elles sont principalement limitées aux grands
acteurs privés et ont des difficultés a s'étendre aux acteurs étrangers. Aussi, les
normes nationales et européennes sont affaiblies par les limites de la transparence et
des moyens d'exécution, et leur imprécision. L'Etat n'apparait qu'en tant
gu'intermédiaire qui établit une orientation juridique sur la contrainte humérique des
acteurs numeérigues pour réprimer la traite. Bien que l'on puisse y voir le début d'une
corégulation et d'une collaboration entre souverains, I'équilibre demeure en faveur des
acteurs privés. Les systemes de compliance actuels soutiennent leur indépendance et
leurs pouvoirs souverains, mais ils limitent I'exportation des valeurs pour protéger les
souverainetés européennes.

Des lors, 'UE a développé de nouvelles formes de compliance dédiées aux acteurs
numeriques pour protéger les valeurs européennes. Les normes régulant les activités
numeriques envisagent a peine la répression de la traite, tandis que les normes de
lutte contre la traite envisagent a peine l'utilisation de normes appliquées aux activités
et acteurs numériques. Pourtant, le Reglement (UE) 2022/2065 du Parlement
européen et du Conseil du 19 octobre 2022 relatif & un marché unique des services
numeriques et la Proposition de la Commission européenne du 21 avril 2021 de
reglement du Parlement Européen et du Conseil établissant des regles harmonisées
concernant l'intelligence artificielle (Iégislation sur l'intelligence artificielle) offrent des
champs d'application larges, appropriés pour inclure les activités liées ou appliquées
a la répression de la cyber-traite, telles que I'utilisation de systémes d'intelligence
artificielle et la modération de contenu. Leur potentiel effet Bruxelles®® contribue a
protéger l'indépendance des souverainetés de I'UE. En effet, les deux textes
s’appliquent en fonction de critéres liés au marché, en lieu et place de l'exigence
juridique artificielle d'établissement. Pourtant, la protection des souverainetés
européennes est toujours limitée par le recours aux définitions nationales du « contenu
illégal ». La définition de la traite, bien qu'harmonisée, ne bénéficie pas d'une définition
similaire dans tous les Etats membres. En dépit de certaines critiques, la compliance
développe d'autres relations juridiques entre les acteurs numériques et les Etats afin
d'améliorer leur coordination dans la répression de la cyber-traite.

Chapitre 2 : Connecter les souverainetés par la légitimité

La responsabilité sociale des entreprises et des acteurs numériques vise une
coordination entre Etats et acteurs privés. Pour élaborer des politiques de lutte contre
la cyber-traite respectueuses des droits fondamentaux, il convient de prendre en
compte les relations entre les acteurs numeériques et les personnes, en particulier les
victimes de la traite. La souveraineté pragmatique des acteurs numériques repose sur

39 A. Bradford, The Brussels effect: how the European Union rules the world, Oxford University Press,
2020
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une reconnaissance empirique de leur pouvoir. Cependant, elle n'est guére soutenue
par une légitimité. Alors que le réle actuel des acteurs numériques repose
principalement sur une approche sécuritaire de la traite, la protection et la prévention
sont nécessaires pour légitimer pleinement leurs actions. Une approche fondée sur les
droits fondamentaux n'est pas suffisante pour aborder les opportunités que les acteurs
numeériques peuvent offrir aux victimes. Alors que leur réle est limité dans le cadre
d'une procédure pénale et du statut de victime, le statut d'utilisateur ou utilisatrice de
leurs services ouvre de nouvelles perspectives. Grace a la protection des données
personnelles (par le Reglement (UE) 2016/679 du Parlement européen et du Conseil
du 27 avril 2016 relatif & la protection des personnes physiques a I'égard du traitement
des données a caractére personnel et a la libre circulation de ces données) et aux
droits liés a leur environnement en ligne (par le reglement sur les services
numeriques), le droit offre de nouvelles relations entre les acteurs numériques et les
victimes potentielles ou réelles, sur trois niveaux. Premiérement, les droits
fondamentaux fournissent une orientation générale. Deuxiemement, la loi définit des
droits spécifiques sur cette base. Enfin, le code informatique met en ceuvre ces droits.
La légitimité pragmatique de la souveraineté d'un Etat dépend désormais de sa relation
avec les acteurs numériques pour obtenir ou appliquer des moyens de contrainte. La
légitimité pragmatique de la souveraineté des acteurs numériques dépend également
de l'intermédiation par le droit étatique des droits et des objectifs d'intérét général pour
les transcrire ensuite en moyens numeriques.

La souveraineté pragmatique manque encore de bases solides pour étre
pleinement légitime et les connections nécessaires a sa mise en ceuvre remettent en
question l'indépendance en tant que composante de la souveraineté. L’origine de cette
notion, en particulier la division public/privé, est tres critiquée. Cette division semble
fluide, presque disparue, en particulier dans le cyberespace. Pourtant, la traite requiert
I'intervention de la sphére publique. La sphére privée est alors effacée pour légitimer
le plein exercice de la contrainte des souverains. Cependant, cette opposition binaire
complique une répression globale de la traite, en effacant la notion d'agentivité des
individus. De plus, la notion d'indépendance occulte les possibilités d'action collective,
notamment en matiére de prévention. Par conséquent, la légitimation de la
souveraineté semble nécessiter des liens d'interdépendance forts. Cette étude offre
une proposition méthodologique pour Iégitimer les actions des souverains
interdépendants. Tout d'abord, il convient de définir des valeurs fondamentales
interdépendantes. Cela implique d’admettre que la neutralité n’exclut pas l'implication
des acteurs privés dans la définition des valeurs. Deuxiemement, la mise en ceuvre de
ces valeurs pourrait s'appuyer sur de nouvelles passerelles entre les souverains et les
individus. Dans ce cadre, des réseaux interconnectés sont nécessaires pour inclure
tous les acteurs concernés par la répression de la traite.

Conclusion générale

La répression de la cyber-traite constitue une étude de cas dans I'application de la
théorie de la souveraineté. Si celle-ci est liée a l'exercice de la contrainte, elle peut
alors étre déconnectée de I'Etat. Cette déconnexion apparait clairement en raison des
limites de 'action de I'Etat dans la mise en ceuvre de la contrainte. Alors que le droit
reconnait de maniere croissante et pragmatique le pouvoir des acteurs numeériques
d'exercer une contrainte par leur contréle sur les données, et leur indépendance
grandissante pour ce faire, ces acteurs semblent s'inscrire dans une définition de la
souveraineté, déconnectée des Etats. Pourtant, les Etats sont toujours souverains.
Des lors, plusieurs sources de contrainte apparaissent et plusieurs types de relations
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se développent entre elles. Premierement, limposition de la contrainte entre
souverains entrave a la fois I'exercice indépendant de la contrainte, et donc leur
souveraineté, mais aussi la répression efficace de la traite des étres humains.
Deuxiemement, la collaboration entre souverains se révele étre une stratégie
permettant de protéger la souveraineté de chacun et de s'orienter vers une répression
globale de la cyber-traite. Toutefois, dans un contexte juridique axé sur la
responsabilité sociale des entreprises, la collaboration n‘a encore qu'un impact limité
sur les victimes de la traite. Pour étendre le role des acteurs numeériques, il convient
de dépasser une approche sécuritaire et de mettre en ceuvre les droits fondamentaux
par le biais d'une approche pragmatique. En dehors du droit pénal, les acteurs
numeriques peuvent avoir des obligations utiles a I'assistance des victimes de traite,
grace au controle de leurs données. Ici, 'Etat apparait comme un intermédiaire dans
la mise en ceuvre des droits fondamentaux, tandis que les acteurs numériques sont
les véritables responsables de leur application. Ce cadre de collaboration reconnait
différents pouvoirs de contrainte tout en protégeant les normes de I'Etat de droit. En
outre, ce cadre remet en question les fondements de la théorie de la souveraineté.

La théorie de la souveraineté repose sur lindépendance des souverains.
Cependant, ce critere entrave une réponse globale a la traite, ainsi que les pouvoirs
de contrainte des souverains. L'indépendance reste nécessaire pour délimiter
négativement la souveraineté : elle en fixe les limites. Pourtant, I'indépendance ne
suffit pas a mettre en ceuvre et a Iégitimer les normes, en particulier en matiére de
droits fondamentaux et de lutte contre la traite. Un nouveau critere pourrait alors fonder
la légitimité des acteurs souverains : l'interdépendance. Ce concept pourrait étre
développé a travers une théorie générale, notamment basée sur des valeurs
fondamentales partagées, et une mise en oeuvre concrete, par exemple en établissant
des processus de connexion entre les différents acteurs de la société. Cette approche
de la souveraineté en tant qu'interdépendance conduit a trois commentaires.

La répression de la cyber-traite nécessite de faire appel a des cadres juridiques
divers. Tout d'abord, cela questionne la stratégie visant a adopter une loi globale pour
réprimer la traite*®. Cette stratégie reconnait la nécessaire interdisciplinarité de la lutte
contre la traite, notamment en allant au-dela du droit pénal. Il s'agit en particulier de
rassembler les droits des victimes dans un cadre unique, afin d'obtenir une vision plus
claire au lieu de droits éparpillés. Cependant, cette étude souligne que l'assistance et
la protection des victimes de la traite ne devraient pas se limiter & leur statut de victime
dans le cadre d'une procédure pénale. En particulier, la répression de la cyber-traite
souligne I'importance de renforcer la protection de leurs données personnelles et le
contrble de leur environnement en ligne. Il pourrait donc sembler superficiel de limiter
le cadre de la lutte contre la traite a une loi globale. De plus, la plupart des défis a la
répression de la traite ne sont pas propres a cette infraction : une amélioration du cadre
juridigue uniquement pour réprimer la traite pourrait ne pas étre adaptée.
Deuxiemement, cette étude questionne la nécessité de focaliser les actions de
prévention a l'existence de ce phénoméne. L’infraction fut créée pour faciliter la
coopération entre Etats et le controle des migrations: a lorigine, les actions
préventives étaient fortement limitées, notamment aux contrdles aux frontieres. Au-
dela de cette approche restrictive, le phénomene met en lumiere des vulnérabilités
structurelles de la société. Si la définition de la traite est nécessaire a sa répression,

40 Par exemple, en Espagne, P. Lloria Garcia, « El delito de trata de seres humanos y la necesidad de
creacion de una ley integral », Estudios Penales y Criminolégicos, 22 juin 2019, vol. 39, p. 353; C.
Villacampa Estiarte, « ¢Es necesaria una ley integral contra la trata de seres humanos? », Revista
General de Derecho Penal, lustel, 2020, n° 33, p. 16
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cette perspective pénale semble insuffisante pour une prévention intégrale du
phénoméne. Le renforcement des capacités individuelles comme collectives et des
actions de prévention visant des inégalités et des violations des droits fondamentaux
structurelles pourraient contribuer a la prévention de la traite. L'alphabétisation
numeérique, I'éducation sexuelle et affective, une culture du respect et du
consentement, le développement d'opportunités de vie, pourraient contribuer a la
prévention de la traite. Cela interroge a la fois le role des droits fondamentaux et du
droit, et sa relation avec l'alphabétisation juridique et d'autres types de normes et
d'actions.

La multiplication des entités souveraines interroge leur collaboration pour la
répression de la traite, mais aussi, de maniére générale, pour la régulation et la mise
en ceuvre des droits fondamentaux. Elle conduit aujourd'huia « I'absence d’un pouvoir
clairement assignable au titre de débiteur de ces droits »*'. Pourtant, dans le cadre du
cyberespace, un changement de mentalité semble s'opérer. Les acteurs numériques
sont généralement considérés comme des intermédiaires qui permettent la mise en
relation des personnes. La reconnaissance de souverains interdépendants offre une
nouvelle compréhension de lintermédiation. D'une part, les acteurs numériques
apparaissent comme des intermédiaires dans la mise en ceuvre des droits
fondamentaux, protégés a lorigine par les FEtats et en faveur des
personnes/internautes. D'autre part, les Etats sont des intermédiaires pour les acteurs
numeriques face aux personnes/internautes en leur fournissant un cadre et des outils
pour légitimer leurs actions. Cependant, en partie a cause d'une compréhension
traditionnelle de la souveraineté et d'une approche principalement capitaliste et
néolibérale du secteur des affaires, cette interconnexion manque d'une théorie
générale. Pour linstant, elle n'est adoptée qu'au cas par cas, en particulier pour la
régulation de la vie en ligne. Pourtant, une protection compléte des droits
fondamentaux exige d'aller au-dela des dispositions abstraites et d'en déduire des
mesures concrétes pour assurer leur protection. Etant donné que le processus
démocratique traditionnel n'est pas appligué, voire pas applicable, aux acteurs
numériques, cette théorie générale et ses processus de mise en ceuvre devraient
chercher de nouvelles bases de Iégitimité. Un tel processus soutiendrait, en premier
lieu, une discussion autour des valeurs, a la fois en tant qu'orientation générale et au
niveau de l'application individuelle et collective. Pour l'instant, les droits fondamentaux
« exprime[nt] un systeme de croyances proprement occidentales », complété par
d'autres structures d'oppression??. Cette nécessaire et constante rétroaction de
l'universel sur les applications concrétes souligne que « l'idée de Droit ne saurait
prétendre a l'universalité » pour bénéficier d’'une légitimité intégrale*3. Pour définir ces
valeurs, de nouveaux ponts pourraient étre et sont construits entre les acteurs, dans
I'espoir d'améliorer la communication et la compréhension commune.

Alors que les droits fondamentaux constituent un cadre général qui manque
d'orientations pour une mise en ceuvre quotidienne, le concept de droit est censé
parvenir a la généralité. Cependant, cette étude sur les outils juridiques pour réprimer
la cyber-traite a mis en évidence une dégradation de la qualité du droit en tant qu'outil
général. Il est de plus en plus technique et sectoriel. Les réglementations ne sont pas
modifiées en profondeur, ce qui entraine des problemes d'interprétation, un manque
de garanties et, de maniére générale, une diminution de la force légitime du droit

41 F. Ost, A quoi sert le droit ? Usages, fonctions, finalités, op. cit. note 14, p. 494

42 A, Supiot, Homo juridicus essai sur la fonction anthropologique du droit, Editions du Seuil, 2005,
p. 283

43 |bid. p. 284
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étatique. Comme I'a théorisé Emeric sous la notion de « droit fluide », le droit « est
d’abord le produit d’un discours politique, un idéal de réformateurs, une présentation
marketing du droit »**. Le droit, et plus particulierement le droit pénal, est percu comme
un outil permettant de résoudre des problemes sociaux. Le droit est magnifié comme
une solution, notamment aux défis posés par les nouvelles technologies. Or, ce
solutionnisme juridique poussé a l'extréme oublie d'autres systemes et espaces de
régulation des comportements, comme |'éducation ou la structuration du cyberespace.
Comme le souligne la question suivante : « confondons-nous un outil technique avec
la culture qui I'utilise pour nuire ? »*°. Si d'autres sources de normes, y compris privées,
ont un impact et une contrainte potentielle sur les personnes, les juristes pourraient
vouloir étendre leur regard en dehors du droit étatique. Si le droit est un outil destiné a
promouvoir des valeurs, a ordonner la société et a résoudre des problemes sociaux,
son étude approfondie ne devrait pas faire I'impasse sur la prise en compte de la réalité
de sa mise en ceuvre, de limpact des structures sociales et économiques
préexistantes et de la flexibilité nécessaire pour évoluer au rythme de la société.

44 N. Emeric, « Droit souple + droit fluide = droit liquide. Réflexion sur les mutations de la normativité
juridique a l'ére des flux », Revue interdisciplinaire d’études juridiques, Université Saint-Louis -
Bruxelles, 2017, vol. 79, n° 2, p. 33

45 K. Maltzahn, Digital dangers Information & communication technologies and trafficking in women,
APC-200608-WNSP-I-EN-P-0024, Association for progressive communications, Issue Papers, ao(t
2006, p. 2
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Titulo: Nuevas tecnologias y trata de seres humanos - Una
perspectiva desde la teoria de la soberania

Palabras claves: trata de seres humanos; nuevas tecnologias; soberania;
actores digitales; deber de proteccion; coercion legitima; alianzas; competencia
jurisdiccional; diligencias de investigacion tecnoldgicas; derecho a la vida privada;
garantias procesales; pruebas electrénicas; conservacion de datos; -cifrado;
responsabilidad penal de las empresas; responsabilidad de los intermediarios en
linea; politica criminal; trabajo sexual; moderacién de contenidos; proteccion de datos
personales; inteligencia artificial; responsabilidad social de las empresas;
responsabilidad social digital; proteccion de las victimas; prevencion de la trata;
interdependencia.

Introduccién

Los avances tecnoldgicos abren nuevas oportunidades a los criminales y, en
particular, contribuyen a facilitar los procesos de trata de seres humanos. El uso de
las tecnologias por autores de trata se ha acufiado como cibertrata® o e-trata, definida
en sentido amplio como «la trata de seres humanos facilitada o permitida o regulada
mediante el uso de [nuevas tecnologias]»?. El delito se define en el Protocolo adicional
a la Convencion de las Naciones Unidas contra la delincuencia organizada para
prevenir, reprimir y sancionar la trata de personas, especialmente mujeres y nifios
(2000). Los elementos para constituir el delito de trata son los siguientes: deben
probarse actos materiales especificos del proceso de trata, como la captacion de
victimas; esos actos deben cometerse a través de medios especificos que anulen el
consentimiento de la victima®, como la fuerza o el engafio; la trata tiene una intencién
especifica, la explotaciéon de la victima.

Las oportunidades de comisién del delito se multiplican para los tratantes con la
digitalizacion. En este estudio, las nuevas tecnologias, en sentido amplio, «se refieren
a las tecnologias de la informacion y la comunicacion, en particular las que constituyen
entornos digitales y en red»* e incluye «todas las técnicas utilizadas en el tratamiento
y transmisién de la informacién»®, con especial atencién a Internet. La digitalizacion
facilita el acceso a todos los actores, la asequibilidad de las herramientas y servicios

1 V. Greiman, C. Bain, «The Emergence of Cyber Activity as a Gateway to Human Trafficking»,
International Journal of Cyber Warfare and Terrorism, 2012, vol. 12, n.° 2, p. 29; A. Sykiotou, «Cyber
trafficking: recruiting victims of human trafficking through the net», en N.E. Kourakés, C.D. Spinellis
(eds.), Europe in crisis: crime, criminal justice, and the way forward: essays in honour of Nestor
Courakis, Ant. N. Sakkoulas Publications L.P., 2017, p. 1549

2 8. Milivojevi¢, «Gendered exploitation in the digital border crossing?: An analysis of the human
trafficking and information-technology nexus», en M. Segrave, L. Vitis (eds.), Gender, Technology and
Violence, Routledge, 2017, pp. 28-44

3 Por lo que el consentimiento no es un elemento del delito.

4 H. Watson, A. Donovan, «Role of technology in human trafficking», TRACE, octubre de 2015, p. 3

5 M. Quéméner, Le droit face a la disruption numérique: adaptation des droits classiques: émergence
de nouveaux droits, Gualino, 2018, p. 15
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utilizados, y el anonimato® para la comisién de la trata. En general, los tratantes
aprovechan las oportunidades que ofrece Internet para cada fase del proceso de trata.

Estas practicas delictivas, facilitadas o no por la tecnologia, atentan contra valores
protegidos tanto en el ambito nacional como supranacional: los derechos
fundamentales, en particular, la dignidad y la integridad de las personas. Por
consiguiente, los Estados ejercen poderes coercitivos, necesarios para luchar contra
la trata, y que evolucionan en respuesta a la digitalizacion de este fenbmeno. Estos
poderes estatales remiten a la teoria de la soberania y estan legitimados por ella. Es,
segun Bodin, el «poder absoluto y perpetuo de una Republica»’. Sin embargo, esta
teoria tradicional se enfrenta a desafios como la digitalizacién. En consecuencia, se
ha desarrollado un nuevo concepto: la soberania digital. Desde una perspectiva
positiva, «es la expresion [del] control sobre el espejo virtual de la economia y la
poblacion»®. Desde una perspectiva negativa, se subraya las dificultades de los
Estados para regular dichos espacios, compitiendo con entidades privadas®. Para
nombrar a entitades privadas del sector digital se utiliza el concepto amplio de actores
digitales, para destacar su papel activo en la configuracion de las nuevas tecnologias,
la experiencia en linea y, Ultimamente, la represion de la trata.

En relacion a la metodologia, cabe mencionar las diferentes pautas de este estudio,
centrado en una perspectiva juridica.

En primer lugar, dado que tanto la soberania como la trata tienen varias vertientes
nacionales como internacionales, este estudio aplica una metodologia comparativa.
El derecho comparado permite estudiar como interactian las soberanias nacionales,
y pone de relieve diferencias, puntos comunes??, deficiencias y buenas practicas?’.
Esta investigacion desarrolla principalmente el estudio de cuatro ordenamientos
juridicos nacionales. Francia y Espafia constituyen el ndcleo de este estudio, y
representan sistemas de Europa occidental de derecho civil. La seleccion de dos
sistemas similares pone de relieve las diferencias que subsisten entre sus marcos
juridicos a pesar de su proximidad geografica. Rumania aporta la perspectiva de un
pais de Europa del Este. Los tres paises han adoptado marcos juridicos armonizados
por su pertenencia a la UE, pero persisten diferencias en algunos elementos juridicos
e institucionales. Ademas, los Estados Unidos tienen una fuerte influencia en la
represion global de la trata, y aporta una perspectiva de derecho anglosajon.

En segundo lugar, este estudio desarrolla una metodologia interdisciplinar, a través
de una «articulacion de conocimientos entre disciplinas que desarrollan temas que se
solapan parcialmente»!2. La investigacion no se limita al derecho penal: tanto la teoria
de la soberania como la represion de la trata requieren de diversas disciplinas juridicas

6 A. Cooper, «Sexuality and the Internet: Surfing into the New Millennium», CyberPsychology &
Behavior, enero de 1998, vol. 1, n.° 2, p. 187

7 J. Bodin, Les six livres de la République - Un abrégé du texte de I'édition de Paris de 1583, Librairie
générale francaise, Le livre de poche - Classiques de la philosophie n.° 4619, 1993, p. 111

8 S. Guillou, La souveraineté numérique frangaise passera par l'investissement dans les technologies
numériques, Sciences Po Paris, Chaire Digital, Gouvernance, et Souveraineté, 2020, p. 3

9 F. G’Sell, «<Remarques sur les aspects juridiques de la “ souveraineté numérique "», La revue des
juristes de Sciences Po, 2020, n.° 19, p. 52

10 M. Duran Bernardino, «El método comparado en los trabajos de investigacion», en N. Marchal
Escalona, M.C. Mufioz Gonzéalez, S. Mufioz Gonzélez (eds.), EI Derecho Comparado en la Docencia y
la Investigacion, Dykinson, S.L., 2017, p. 49

11V, Robert, L. Usunier, «Conclusion. Du bon usage du droit comparé», en M. Delmas-Marty, Université
de Paris I: Panthéon-Sorbonne (eds.), Critique de l'intégration normative: 'apport du droit comparé a
I’'harmonisation des droits, Presses Universitaires de France, Les voies du droit, 1.2 ed., 2004, p. 231
12y, Champeil-Desplats, Méthodologies du droit et des sciences du droit, Dalloz, Méthodes du droit, 2e
édition, 2016, pp. 346-348
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para su estudio exhaustivo®. Ademas, las ciencias juridicas se encuentran muy
unidas a las ciencias politicas: varias normas analizadas han sido y siguen siendo
negociadas y reformadas. Asi, «entre el derecho y la politica, la determinacion es
reciproca, y la implicacién mutua es constante»'4. En consecuencia, el estudio de los
textos juridicos no puede separarse de su aplicacion.

En tercer lugar, este estudio no se fundamenta en una comprension del derecho
limitada al derecho estatal. La regulacion de las nuevas tecnologias como la lucha
contra la trata exigen tener en cuenta normas supranacionales y locales, asi como
normas privadas o reglas incorporadas a las nuevas tecnologias. Esta investigacion
se enmarca en la hipétesis del pluralismo juridico: «el derecho no esta solo; coexiste
con otros sistemas de normas»*°.

Por ultimo, este estudio integra otras ciencias sociales, para entender plenamente
la trata. De esta forma, el estudio de las nuevas tecnologias requiere de la
conceptualizacion de la ciencia informética. Por consecuencia, otras disciplinas son
necesarias tanto para establecer un «contexto factico» como para ampliar el «contexto
tedrico»1o.

En resumen, esta metodologia «puede describirse brevemente como la asociacion
de referencias heterogéneas. Se trata de organizar un dialogo con textos no juridicos
[...] Tal método permite recurrir a desplazamientos y conciliaciones, en lugar de
recurrir exclusivamente a las operaciones de la l6gica juridica [...] Este «bricolaje»
permite volver al derecho al mismo tiempo que nos libera de las limitaciones de los
métodos ejercidos por la ciencia juridica. Libera el camino hacia fenémenos juridicos
inadvertidos»'’. A primera vista, la represién de la trata y la regulaciéon de las nuevas
tecnologias apenas conectan dentro del &mbito juridico. Sin embargo, su
interconexidn es necesaria para una represion integral de la cibertrata. Esta
interconexién conlleva una nueva perspectiva sobre la teoria de la soberania.
Asimismo, se aplica una metodologia que ya venia dada por el razonamiento practico
feminista desarrollado por las teorias feministas: «el punto de partida feminista es a
partir de la experiencia humana real y sus implicaciones»!8. El método es pragmatico
e inductivo. Mediante la formulacion de preguntas particulares y, en este estudio, el
establecimiento de un caso practico se cuestiona la teoria juridica®®.

Mientras la trata esta facilitada por las nuevas tecnologias, su represion debe
adaptarse. Sin embargo, en la medida en que los Estados y actores digitales participan
en esta lucha, se cuestiona la teoria de la soberania. En lugar de una demostracion a
favor de su desaparicion, este estudio pretende analizar las bases de la teoria de la

13 B. Lavaud-Legendre, Approche globale et traite des étres humains - De [« injonction a la
coopération » au travail ensemble, CNRS, 1 de julio de 2018, en linea https://halshs.archives-
ouvertes.fr/halshs-02177213 (recuperado 29 de octubre de 2021)

14 F. Ost, A quoi sert le droit ? Usages, fonctions, finalités, Bruylant Edition, Penser le droit n.° 25, 2016,
p. 376

15 J. Carbonnier, Flexible droit: pour une sociologie du droit sans rigueur, Librairie Générale de Droit et
de Jurisprudence, 7.2 ed., 1992, p. 25

16|, Lalonde, «L’interdisciplinarité comme “ contextes ”, quels usages de I'Autre ?», en Journée d’étude
sur la méthodologie et I'épistémologie juridiques, G. Azzaria (eds.), Les cadres théoriques et le droit:
actes de la 2e Journée d’étude sur la méthodologie et I'épistémologie juridiques, Editions Yvon Blais,
2013, pp. 394, 404

17V. Forray, S. Pimont, Décrire le droit... et le transformer: essai sur la décriture du droit, Dalloz, 2017,
§91

18 G. Binion, «<Human Rights: A Feminist Perspective», Human Rights Quarterly, Johns Hopkins
University Press, 1995, vol. 17, n.° 3, p. 513

19 |bid. p. 516
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soberania para aportar una nueva perspectiva sobre su aplicacion, utilizando la
represion de la cibertrata como caso practico.

Para desarrollar esta cuestion central, este estudio se divide en dos partes. En
primer lugar, la represion de la cibertrata requiere investigar quién ejerce la coercion
con el fin de establecer las obligaciones de los Estados soberanos y la existencia de
nuevos actores soberanos, los actores digitales (Parte 1). En segundo lugar, cuando
surgen varios actores soberanos, este estudio se centra en el ordenamiento de la
coercidn entre éstos, en particular las estrategias que desarrollan y su impacto en la
represion de la cibertrata (Parte 2).

Parte 1. Cibertrata y soberania: el ejercicio de la coercion

El estudio de la represion de la cibertrata a través de la soberania cuestiona cuales
son los actores encargados de dicha represion. La respuesta de los tedricos del
derecho es simple: los Estados son soberanos. El Estado es un sistema cerrado,
organizado por una piramide de normas, legitimandose a si mismo. La represion de la
cibertrata pone de relieve la relevancia de los actores soberanos tradicionales: los
Estados (Titulo 1). Sin embargo, las caracteristicas de las nuevas tecnologias
subrayan la necesidad de cooperacion con otras entidades. En particular, para reprimir
la trata, el Estado no puede actuar en un sistema cerrado; su marco juridico y sus
acciones deben complementarse, en particular, con la coercibn de los actores
digitales. Una teoria mas amplia de la coercion puede desvincular el concepto de la
soberania del sistema estatal. Al aplicar sus propias formas de coercion, los actores
digitales se erigen en titulares complementarios de la coercién y, por tanto, de la
soberania (Titulo 2).

Titulo 1. Aplicar la soberania de los Estados para reprimir la cibertrata

Los juristas consideran que el Estado es la institucién central y soberana de los
sistemas juridicos, en particular para investigar delitos penales. Como tal, es el actor
central para reprimir la cibertrata, que amenaza su soberania (Capitulo 1). El derecho
penal, como acervo de la coercién legitima del Estado, proporciona conceptos
juridicos necesarios para adaptar la represion penal a la evolucién de la trata (Capitulo
2).

Capitulo 1. La necesidad de la soberania estatal para afrontar la cibertrata

Este primer capitulo detalla los vinculos entre la soberania estatal y la trata, incluso
cuando esta facilitada por nuevas tecnologias. La soberania, equiparada a los
Estados, suele definirse a través de tres componentes: la poblacion, el territorio y el
gobierno. Sin embargo, estos conceptos son variables. Por consecuencia, esta
definicion depende de los Estados, no de la soberania. No obstante, la trata sobrepasa
estos componentes clasicos del Estado. Este delito viola los derechos fundamentales
de las victimas, integrantes de la poblacion del Estado. Las consecuencias podrian
verse amplificadas debido a las nuevas tecnologias, aunque todavia faltan estudios
exhaustivos. Cuando la trata es transnacional, dificulta el control del Estado sobre su
territorio; este reto aumenta cuando los procesos se desarrollan por el ciberespacio.
Cuando la trata estd vinculada a la corrupcion, el blanqueo de dinero, y las
organizaciones criminales, también repercute negativamente en los gobiernos.

A continuacion, para distinguir lo que es propio a la soberania, el analisis se apoya
en el concepto del monopolio de la coercion legitima, teorizado por Weber. No se trata
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de averiguar si alguien monopoliza la coercion, sino de entender quién puede ejercerla
de manera legitima?®. Segin Weber, existen tres fundamentos para legitimar la
coercion?’; la legitimidad tradicional, la carismatica y la legal. Esta ultima retiene el
interés de los pensadores juridicos, sobre todo de Kelsen, quien la traduce a través
del principio de legalidad. El orden juridico estatal monopoliza la coercidn porque crea
un marco para legitimar las normas juridicamente??. A partir de esta definicion se cre6
el concepto de «Estado de derecho»?3. Con la expansion del mundo digital, el Estado
puede desarrollar nuevas formas de coercion: una coercion digital legitima. En primer
lugar, una interpretacion restrictiva incluye la coercion digital en un entorno digital: la
accion (la coercion) y sus consecuencias tienen lugar en el espacio digital. En segundo
lugar, un concepto mas amplio implica una interaccion con la coercidon no digital. Por
un lado, la coercion no digital puede responder a un comportamiento digital y
viceversa. Por otro lado, la coercion digital puede resultar de un comportamiento en el
mundo real (no digital) y viceversa. Al teorizar la coercion digital legitima, los Estados
pueden reafirmar su soberania con nuevas formas de perseguir a los autores, de
proteger a las victimas y de prevenir el fendmeno?4. Dicho papel del Estado soberano
en la represion de la cibertrata esta reconocido en el marco internacional. Los tratados
son mayoritariamente neutrales desde el punto de vista tecnoldgico, pero la
jurisprudencia del TEDH crea nuevas obligaciones positivas para que el Estado tenga
en cuenta la evolucion de la trata.

Capitulo 2. La extension de la soberania del Estado frente a la cibertrata

Frente a los ciberdelitos, numerosas reformas penales pretenden reforzar la
coercién digital y la soberania estatal. En particular, la conexion con un territorio se
difumina cuando la trata incluye elementos cibernéticos. En consecuencia, los Estados
amplian su competencia jurisdiccional para perseguir a los autores, modificando la
definicion tradicional de territorialidad. Dicho principio es una materializacion de la
soberania, al definir el alcance del ejercicio de la coercion. Sin embargo, debido a la
dificultad de plantear la trata como una prioridad politica, este tema no parece
cuestionarse y estas reformas no parecen aplicarse en materia de cibertrata.

Las autoridades represivas necesitan pruebas para garantizar las condenas. Los
medios de coercidén evolucionan de manera paralela a la trata, en particular con la
adopcion de diversas diligencias de investigacion tecnolégicas (registros —incluso
remotos—, interceptacion de comunicaciones, agente encubierto informatico,
captacion de la imagen, de seguimiento y de localizacién, grabacion y captacion de
comunicaciones orales, uso de drones, acceso a la correspondencia electronica).
Todas ellas son aplicables a investigaciones contra la trata. EI derecho penal
substantivo y procesal, como pinaculo de la soberania, es principalmente nacional.
Sin embargo, a pesar de la falta de un marco armonizado, y aunque los cédigos
espafol y rumano parecen carecer de ciertas diligencias, las normas de procedimiento

20 M. Eabrasu, «Les états de la définition wébérienne de I'Etat», Raisons politiques, Presses de
Sciences Po, 4 de mayo de 2012, vol. 45, n.° 1, p. 200

21 M. Weber, The vocation lectures: science as a vocation, politics as a vocation, Hackett Pub, 2004,
trad. R. Livingstone, p. 34 ]

22 M. Troper, «Le monopole de la contrainte légitime», Lignes, Editions Hazan, 1995, vol. n° 25, n.° 2,
p. 36 ]

23 M. Delmas-Marty, Le relatif et I'universel, Editions du Seuil, Les forces imaginantes du droit n.° 1,
2004, p. 32

24 Asamblea General, «Resolution 64/293. United Nations Global Plan of Action to Combat Trafficking
in Persons», Naciones Unidas, 30 de julio de 2010, A/RES/64/293
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penal de los tres paises europeos estudiados regulan las mismas diligencias. Los
Estados suelen tener en cuenta las técnicas disponibles, asumiendo la constante
evolucion del derecho para adaptarse a las nuevas tecnologias.

Titulo 2. Complementar la soberania con actores digitales para reprimir la
cibertrata

Aungue la ley aporta numerosas herramientas nuevas, la regulacion estatal no
puede estudiarse como un sistema cerrado. Cuando la coercion digital legitima del
Estado se enfrenta a retos, es necesaria la cooperacion: los actores digitales tienen
un rol central en la represion de la trata (Capitulo 1). Por consecuencia, los marcos de
cooperacién reconocen cada vez mas su autonomia y sus poderes soberanos
(Capitulo 2).

Capitulo 1. La necesidad de complementar la soberania estatal para afrontar
la cibertrata

La soberania estatal se fundamenta en la proteccion de su poblacion y su territorio.
Sin embargo, los derechos humanos, vitales para el Estado de Derecho, deben de
tenerse en cuenta a la hora de regular las diligencias de investigacion tecnologicas. A
la luz de la jurisprudencia del TEDH sobre el derecho a la vida privada, los regimenes
de estas diligencias no se ajustan a los estandares de proteccién de los derechos
humanos. Eso crea inestabilidad, lo que conlleva que las autoridades represivas sean
poco atrevidas en su utilizacion. Dicha inestabilidad también deriva de una falta de
plena conformidad con los estandares del debido proceso, dada la escasa diferencia
entre el agente encubierto informatico y el agente provocador. Ademas, existen
numerosas dificultades practicas en la implementacién de estas diligencias. Los
recursos humanos y materiales siguen siendo limitados, en particular para luchar
contra la trata, debido a la ausencia de especializacion en las investigaciones digitales.
Por tanto, la coercion digital estatal es limitada y los Estados necesitan complementar
sus poderes con los de otras entidades.

La estrategia global para reprimir la trata incluye un elemento transversal: las
alianzas®®. En primer lugar, dichas alianzas fueron desarrolladas entre estados
soberanos, mediante la asistencia mutua, cuestionando la soberania estatal frente al
derecho internacional y a la UE. En segundo lugar, las alianzas englobaron la sociedad
civil, en particular las organizaciones no gubernamentales. Esta extension cuestiona
su impacto en la soberania con una division de competencias con actores no estatales.
En tercer lugar, las alianzas incluyeron el sector empresarial. Este marco de
cooperacion aun esta limitado, aunque la participacion de los actores digitales es
esencial en la lucha contra la cibertrata.

Capitulo 2. La ampliacion de la soberania frente a la cibertrata

A la hora de llevar a cabo investigaciones contra la trata, los Estados utilizan marcos
nacionales e internacionales para colaborar con actores digitales. Los procesos de
cooperacion nacional carecen de «fiabilidad, transparencia, responsabilidad y

25 Secretario General Adjunto, «Add ‘partnership’ to ‘three P’ agenda of United Nations anti-trafficking
protocol, deputy secretary-general urges General Assembly thematic debate», Naciones Unidas, 3 de
junio de 2008, DSG/SM/397-GA/10713-HR/4956
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seguridad juridica»?®, incluso a la hora de investigar fenémenos de trata?’. Tampoco
son plenamente eficaces los textos internacionales de asistencia mutua: sus marcos
geograficos no son unificados, y sus ambitos de aplicacion y sus procedimientos
apenas permiten obtener datos de manera eficaz para la investigacion de la trata. Por
otra parte, existen otros instrumentos que se dedican a la persecucion de la
ciberdelincuencia, en particular el Convenio del Consejo de Europa sobre la
ciberdelincuencia (2001). Sin embargo, tampoco permite solicitar datos de forma
eficaz, a pesar de ser aplicable a la trata. En consecuencia, algunos Estados, como
los Estados Unidos y Bélgica, aplicaron nuevas soluciones para eludir la asistencia
mutua, con una nueva definicién del principio de territorialidad. Sin embargo, estas
soluciones no estan coordinadas con los demas Estados, por lo que cuestionan la
proteccién de los derechos humanos y la soberania?®.

Para eludir estos desafios, las reformas posteriores reconocen una mayor
autonomia a los actores digitales, adoptando un enfoque pragmatico sobre su
soberania interna y externa. La soberania interna descansa en poderes de coercion
sobre los sujetos; la soberania externa reside en la autonomia del actor soberano en
el contexto internacional mediante la exclusiéon negativa de «un poder superior»?°. Los
marcos europeos sobre pruebas electronicas construyen un embrion de soberania
externa para los actores digitales. Tradicionalmente, los sujetos de las obligaciones
internacionales son los Estados. Sin embargo, los nuevos textos crean nuevas
obligaciones para los actores digitales, reconociéndoles sus poderes de coercion.
Ademas, los actores digitales desempefian un papel fundamental en la estructuracion
del ciberespacio, una forma de soberania interna, lo que repercute directamente en
las investigaciones contra la trata. La coercién digital de los actores digitales queda
demostrada por su control del codigo informatico. Estos actores gobiernan de forma
autonoma, en ausencia de regulacién estatal sobre la retencién de datos y el cifrado,
siendo ambos temas, retos centrales para la represion de la cibertrata. En resumen,
algunas cuestiones ya no dependen de la capacidad reguladora del Estado, sino de
coémo los actores digitales codifican el ciberespacio. Los Estados quieren gobernar a
los codificadores, pero su autoridad legal se ve Ilimitada por los derechos
fundamentales.

Cada vez més reconocidos como socios del Estado en la represion de la trata, los
actores digitales ostentan poderes soberanos de coercion. Calificar a los actores
digitales de soberanos es muy disruptivo para los tedricos clasicos del derecho, que
se limitan a la unidad estatal. Sin embargo, la doctrina general lleva tiempo
reclamando el reconocimiento de los poderes de las entidades privadas. En lugar de
apoyar una perspectiva de «post-soberania»®°, la soberania podria desconectarse de

26 Comision europea, «Security Union facilitating Access to Electronic Evidence», UE, abril de 2018,
p. 1.

21 GRETA, «Online and technology-facilitated trafficking in human beings. Full report», Consejo de
Europa, marzo de 2022, p. 57

28 P, Jacob, «La compétence des Etats & 'égard des données numériques - Du nuage au brouillard...
en attendant I'éclaircie ?», Revue critique de droit international privé, Dalloz, 2019, vol. 2019/3, n.° 3,
p. 668

29 T. Christakis, «European Digital Sovereignty»: Successfully Navigating Between the «Brussels
Effect» and Europe’s Quest for Strategic Autonomy, SSRN Scholarly Paper, ID 3748098, Social Science
Research Network, 7 de diciembre de 2020, p. 5; J. Combacau, S. Sur, Droit international public, LGDJ,
2014, p. 236

30 B. Badie, «D’une souveraineté fictive a une post-souveraineté incertaine», Studia Diplomatica,
Egmont Institute, 2000, vol. 53, n.° 5, pp. 5-13
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la teoria del Estado para destacar la coercion ejercida por otras entidades. La
investigacién de la cibertrata subraya la urgencia de reconocer los poderes materiales
de los actores digitales para mejorar su cooperacion con los Estados. Sin embargo,
esta cohabitacion de varios titulares de soberania es inusual dentro de la ciencia
juridica. Por consecuencia, surgen tensiones en el ordenamiento de poderes entre
actores soberanos. Este ordenamiento es fundamental para garantizar una represion
eficaz de la cibertrata.

Parte 2. Cibertrata y soberania: ordenar la coercion

Entre los estados soberanos independentes, el ordenamiento de su coercion lo
establece el Derecho internacional publico y privado. Dado que los actores digitales
no son reconocidos plenamente como soberanos, su ejercicio de la coercion cuestiona
su ordenacion con la coercion de los Estados. Surge una «relacion de fuerza pero
también [...] una busqueda de complementariedad entre intereses y enfoques»3.
Varios Estados pretenden reafirmar su soberania, ejerciendo coercién, en particular,
penal. (Titulo 1). Sin embargo, para lograr una represion integral de la trata, se
favorece la coordinacion entre acciones de lucha contra la trata. Dicha coordinacion
permite integrar la proteccion de las victimas y los principios del Estado de derecho
dentro de las interacciones entre los actores soberanos (Titulo 2).

Titulo 1. Ejercer coercion sobre actores soberanos para reprimir la cibertrata

A través de la lucha contra la cibertrata, se analizan ejemplos de los intentos de los
Estados por imponer coercion, en particular la responsabilidad penal, sobre actores
digitales (Capitulo 1). Sin embargo, la coercion de dichos actores sobre la base de las
politicas de Estados Unidos dio lugar a una expansion de dichas politicas a escala
mundial. De este modo, la independencia de los actores soberanos estda amenazada
a medida que algunas politicas estatales quedan integradas en las politicas de los
actores digitales o en las tecnologias que estan desarrolladas (Capitulo 2).

Capitulo 1. Imponer la coercién estatal mediante la soberania primaria

Requerir la responsabilidad de las empresas por estar implicadas en un proceso de
trata forma parte de la estrategia global de represién de dicho delito. Cuando los
Estados Unidos y Francia procesaron a actores digitales por trata, se cuestiond su
responsabilidad penal corporativa. En contra de las criticas, este marco se amplia de
manera constante. Sin embargo, la definicion de la trata apenas encaja con el papel
de los actores digitales en la facilitacién del proceso. Ademas, dichos actores estan
protegidos parcialmente por su inmunidad como intermediarios digitales, que,
interpretada en sentido amplio, los excluye del control estatal. Frente a la insuficiencia
de dicha soberania primaria, los Estados recurrieron a otras estrategias.

Posteriormente, los Estados Unidos modificaron tanto la definicion de la trata (con
fines de explotacion sexual) como la inmunidad de los actores digitales. Sin embargo,
dichas reformas no parecen haber mejorado la represion del fenomeno. No obstante,
los cierres de sitios web tuvieron éxito. Estas consecuencias son el resultado de
politicas criminales extendidas, que utilizan un nuevo tipo de control social, cuya
legitimidad se puede cuestionar, dado que queda fuera del marco juridico. En efecto,
en las sociedades modernas, la ley tiende a ser considerada como el nucleo del

31 C. Husson-Rochcongar, «La gouvernance d’Internet et les droits de 'lhommey, en Q. Van Enis, C. de
Terwangne (eds.), L’Europe des droits de 'homme a I'heure d’internet, Emile Bruylant, 2018, p. 50
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Estado de derecho, lo que conduce «a la juridizacién completa del orden social»®2. Sin
embargo, es posible que la ley no sea suficiente para implementar un control estatal
sobre los actores digitales o para hacerles tomar conciencia de su papel en la
represion de la trata. Por el contrario, las politicas criminales extendidas les llevaron
indirectamente a interiorizar la represion del delito, al margen de cualquier marco
juridico. Esta interiorizacion resulta principalmente en la supresion de contenidos en
lugar de la persecucion de los tratantes y de la proteccion de las victimas. En su intento
de resolver el fenomeno a través de la soberania primaria, los actores soberanos
salieron del ambito de la ley, lo que les llevo a compartir todavia mas sus poderes de
coercién con los actores digitales.

Capitulo 2. Ordenar las soberanias estatales a través de los actores digitales

Dado que los actores soberanos deberian ser independientes, la teoria juridica se
olvida de las diferencias de poderes entre los Estados®3. En lo que respecta a la lucha
contra la trata y la regulacién de Internet, puede decirse que Estados Unidos es el
lider mundial en su regulacion. En la intersecciobn de ambos sectores, este capitulo
subraya un «imperialismo americano desordenado»34. Las primeras consecuencias
estudiadas en este capitulo son directas y derivan de la aplicacion de la soberania
penal estadounidense. Al imponer su marco penal a los actores digitales, Estados
Unidos extiende cierto entendimiento de la trata, que se confunde con el trabajo
sexual, aunque éste Ultimo reciba multiples regulaciones por el mundo. En
consecuencia, obstaculiza la independencia de los demas Estados, subrayando un
imperialismo penal estadounidense. Los actores digitales implementan otras
consecuencias indirectas. Esto subraya un «imperialismo de plataforma»3®
estadounidense: las politicas de dicho pais moldean la regulacion del contenido en
linea relacionado con la trata y con el trabajo sexual, a través de las reglas fijadas por
los actores digitales. Sin embargo, las acciones estadounidenses y la moderacién de
los actores digitales apenas son cuestionadas desde las normas europeas sobre
derechos humanos. Aunque la proporcionalidad de la confiscacion de la empresa
investigada en los Estados Unidos puede cuestionarse en relacion con las normas del
Convenio europeo sobre derechos humanos, los internautas casi no estan protegidos
frente a las 6rdenes de bloqueo. El amplio margen de apreciacién concedido a los
actores soberanos para la proteccion de la moral, y la vaguedad y variabilidad de sus
criterios no permiten considerar lisa y llanamente la evolucion de la moderacion de
contenidos como incompatible con la libertad de expresion.

Las consecuencias de la ampliacion de las politicas estadounidenses sobre la trata
también estan integradas en sistemas de inteligencia artificial, tanto para respaldar la
labor de las autoridades represivas como de moderacion de los actores digitales. Esto
pone de relieve un imperialismo de cédigo estadounidense, tanto potencial como real.

32 J, Chevallier, L’Etat de droit, LGDJ, Clefs, 6.2 ed., 2017, p. 59
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Estos sistemas incorporan valores y politicas especificas®®. Su extensién mediante
una aplicacion global de soluciones técnicas «equivale a uniformizar los sistemas
juridicos nacionales despojandolos de sus particularidades»®’. En cuanto a la trata,
estas soluciones aplican una definicion nacional especifica, la estadounidense, la
representacion de realidades criminolégicas americanas, priorizando una politica
criminal enfocada en la trata con fines de explotacion sexual y una concepcion de la
trata que se confunde con el trabajo sexual. Este marco estadounidense obstaculiza
aln mas la soberania digital debido a la falta de consideracion de la proteccion de
datos en su propio disefio. Ademas, las normas actuales de proteccion de datos
personales no tienen en cuenta las especificidades de la inteligencia artificial.
Finalmente, la UE esta intentando reforzar sus normas aplicables a la inteligencia
artificial para proteger su soberania técnica, pero siguen siendo limitadas.

Titulo 2: Refuerzo de la cooperacidon entre actores soberanos para combatir
la cibertrata

Dado que se critican las estrategias de coercién entre actores soberanos para
reprimir la cibertrata, se han desarrollado otras formas de relaciones para coordinar la
coercion entre actores soberanos. De manera diferente al control descendente
ordenado por los Estados a través del derecho penal, otros marcos juridicos
implementan una colaboracién ascendente a través los principios del Estado de
Derecho, incluidos los derechos fundamentales. En primer lugar, la responsabilidad
social de las empresas y la compliance ofrecen nuevas herramientas para coordinar
la lucha contra la trata (Capitulo 1). En segundo lugar, el vinculo entre actores
soberanos e individuos y colectivos es necesario para garantizar la proteccion de las
victimas y la prevencién de la trata, y legitimar plenamente a los nuevos actores
soberanos (Capitulo 2).

Capitulo 1: Coordinar la coercion mediante una soberania flexible

Cuando los Estados aplican su competencia penal sobre actores digitales cuando
facilitan la cibertrata, estos ultimos, en reaccién, desarrollan iniciativas privadas para
luchar contra el fendmeno. Dichas iniciativas reciben criticas que el derecho penal no
puede resolver. La responsabilidad social de las empresas, derivada de una version
flexible de la soberania, permite inculcar los principios del Estado de Derecho en estas
iniciativas. La trata esta contemplada, explicitamente o como violacion de los derechos
fundamentales, por las normas principales de compliance. Sin embargo, dichas
normas apenas tienen en cuenta el impacto de la digitalizacién en los derechos
fundamentales ni el papel de los actores digitales. Ademas, se limitan principalmente
a grandes actores privados y tienen dificultades para extenderse a los actores
extranjeros. Las normas nacionales y europeas también se ven debilitadas por las
limitaciones de las normas de transparencia, por sus medios de ejecucion, y por su
imprecision. El Estado sOlo aparece como un intermediario que establece
orientaciones juridicas a los poderes de coercién de los actores digitales dedicados a
la represion de la trata. Aunque estos marcos se pueden considerar como el inicio de
una co-regulacion y de una colaboracién entre los actores soberanos, la balanza sigue

% K. Crawford, Atlas of Ai: Power, Politics, and the Planetary Costs of Atrtificial Intelligence, Yale
University Press, 2021, p. 8

87 Q. Kettani, «Quand lalgorithme écrit le droit: les conséquences de la nouvelle normativité
numeérique», Dalloz IP/IT, Dalloz, 2022, p. 556
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inclindndose a favor de los actores privados. Los sistemas actuales de compliance
respaldan su independencia y sus poderes soberanos, pero limitan la exportacién de
valores necesarios para proteger las soberanias europeas.

En consecuencia, la UE ha desarrollado nuevas formas de compliance dedicadas
a los actores digitales. Las normas que regulan las actividades digitales apenas
contemplan la represion de la trata, mientras que las normas de lucha contra la trata
apenas contemplan el uso de normas aplicadas a las actividades y actores digitales.
Sin embargo, el Reglamento (UE) 2022/2065 del Parlamento Europeo y del Consejo
de 19 de octubre de 2022 relativo a un mercado Unico de servicios digitales y la
Propuesta de la Comisién Europea del 21 de abril de 2021 del Reglamento del
Parlamento Europeo y del Consejo por el que se establecen normas armonizadas en
materia de inteligencia artificial (ley de inteligencia artificial) ofrecen amplios &mbitos
de aplicacion, apropiados para incluir actividades vinculadas o aplicadas a la represion
de la cibertrata, como el uso de sistemas de inteligencia artificial y la moderacién de
contenidos. Su posible efecto Bruselas® contribuye a proteger la independencia de
las soberanias dentro de la UE. En efecto, ambos textos se aplican sobre la base de
criterios relacionados con el mercado, en lugar del criterio artificioso del lugar de
establecimiento. Sin embargo, la proteccion de la soberania europea sigue estando
limitada por la utilizacion de las definiciones nacionales de «contenido ilicito». La
definicion de la trata, aunque armonizada, no se beneficia para integrar una definicion
igual en todos los Estados miembros. A pesar de ciertas criticas, la compliance
desarrolla otras relaciones juridicas entre los actores digitales y los Estados para
mejorar su coordinacion en la represion de la cibertrata.

Capitulo 2: Conectar soberanias a través de la legitimidad

La responsabilidad social de las empresas y de los actores digitales favorece la
coordinacién entre los Estados y los actores privados. Pero para desarrollar politicas
de lucha contra la cibertrata que respeten los derechos fundamentales, es necesario
tener en cuenta también las relaciones entre los actores digitales y los individuos, en
particular las victimas de la trata. La soberania pragmatica de los actores digitales se
fundamenta en un reconocimiento empirico de su poder. Sin embargo, apenas esta
respaldada por la legitimidad. Si bien el papel actual de los actores digitales desarrolla
principalmente un enfoque securitario de la trata, la proteccién y la prevencion son
necesarias para legitimar plenamente sus acciones. Un enfoque desde los derechos
fundamentales no es suficiente para estudiar las oportunidades que los actores
digitales pueden ofrecer a las victimas de la trata. Si bien su papel es limitado en el
contexto de los procedimientos penales y la condicion de victima, la condicion de
usuario o usuaria de sus servicios abre nuevas perspectivas. Gracias a la protecciéon
de los datos personales (a través del Reglamento (UE) 2016/679 del Parlamento
Europeo y del Consejo de 27 de abril de 2016 relativo a la proteccion de las personas
fisicas en lo que respecta al tratamiento de datos personales y a la libre circulacién de
estos datos) y los derechos relacionados al entorno en linea (a través del reglamento
de servicios digitales), el derecho ofrece nuevas relaciones entre los actores digitales
y las victimas potenciales o reales, en tres ambitos. En primer lugar, los derechos
fundamentales proporcionan una orientacion general. En segundo lugar, las normas
definen derechos especificos para desarrollar dichos conceptos abstractos. Por
altimo, el codigo informatico aplica estos derechos. La legitimidad pragmatica de la

38 A. Bradford, The Brussels effect: how the European Union rules the world, Oxford University Press,
2020
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soberania de un Estado depende ahora de su relacion con los actores digitales para
obtener o aplicar medios de coaccién. La legitimidad pragmética de la soberania de
los actores digitales depende también de la intermediacion del derecho estatal en los
derechos y objetivos del interés general, que luego se transcriben en medios digitales.

La soberania pragmatica sigue careciendo de una legitimidad plena, y las
conexiones necesarias para ponerla en practica cuestionan la independencia como
componente de la soberania. Los origenes de esta nocion, en particular la division
entre lo publico y lo privado, son muy criticados. Esta division parece fluida, casi
desaparecida, sobre todo en el ciberespacio. Sin embargo, la trata requiere la
intervencién de la esfera publica. La esfera privada se borra para legitimar el pleno
ejercicio de la coercidn soberana. Sin embargo, esta oposicidon binaria complica una
represion global de la trata, al borrar la nocion de agentividad de los individuos.
Ademas, la nocion de independencia oscurece las posibilidades de accidn colectiva,
en particular en materia de prevencion. En consecuencia, la legitimacién de la
soberania parece requerir fuertes vinculos de interdependencia. Este estudio ofrece
una propuesta metodolégica para legitimar las acciones de los actores soberanos
interdependientes. En primer lugar, es necesario definir los valores fundamentales
interdependientes. Eso significa admitir que la neutralidad no excluye la participacién
de actores privados en la definicion de los valores. En segundo lugar, la aplicacion de
estos valores podria basarse en nuevos puentes entre los actores soberanos y los
individuos. En este contexto, se necesitan redes interconectadas que incluyan a todos
los actores implicados en la represion de la cibertrata.

Conclusion general

La represién de la cibertrata se ha estudiado como un caso practico para analizar
la aplicacion de la teoria de la soberania. Cuando dicha teoria se vincula al ejercicio
de la coercion, puede ser desconectada del sistema estatal. Esta desconexion se
desprende claramente de los limites de la accion del Estado en la aplicacion de la
coercion. Dado que la ley reconoce cada vez mas y de forma pragmatica el poder de
los actores digitales para ejercer coercion de manera independiente a través de su
control sobre los datos, dichos actores parecen inscribirse en una definicion de la
soberania, desconectada de los Estados. Sin embargo, los Estados siguen siendo
soberanos. Entonces, aparecen varias fuentes de coercion, que hay que ordenar. En
primer lugar, la imposicion de la coercion entre actores soberanos obstaculiza tanto el
ejercicio independiente de la soberania, como una represion eficaz de la trata. Como
segunda opciodn, la colaboracién entre actores soberanos surge como estrategia para
proteger mutuamente la soberania y encaminarse hacia una represion integral de la
cibertrata. Sin embargo, por la aplicacion de una perspectiva legalista centrada en la
responsabilidad social corporativa, la colaboracion tiene todavia un impacto limitado
sobre las victimas de trata. Ampliar el papel de los actores digitales exige superar una
perspectiva securitaria e implementar los derechos humanos a través de
asequibilidades pragmaticas. Fuera del ambito del derecho penal, los actores digitales
pueden tener obligaciones que contribuyan a ayudar a las victimas mediante el control
de sus datos. En este caso, el Estado aparece como intermediario en la aplicacion de
los derechos humanos, mientras que los actores digitales son los verdaderos
ejecutores. Este escenario de colaboracion reconoce un poder coercitivo diferente
mientras protege los principios del Estado de Derecho. Ademas, este escenario
cuestiona la base de la teoria de la soberania.

La teoria de la soberania se fundamenta en la independencia de los Estados. Sin
embargo, este criterio obstaculiza una respuesta global a la trata, asi como los
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poderes de coercion de los actores soberanos. La independencia sigue siendo
necesaria para delimitar negativamente la soberania al establecer sus limites. No
obstante, la independencia por si sola no es suficiente para aplicar y legitimar las
normas, en particular los derechos humanos y la lucha contra la trata. Entonces, un
nuevo criterio podria fundamentar la legitimidad de los actores soberanos: la
interdependencia. Este concepto podria elaborarse mediante una teoria general,
fundada en valores fundamentales compartidos, y una aplicacidbn concreta, por
ejemplo, estableciendo procesos de conexién entre los distintos actores de la
sociedad. Este planteamiento de la soberania como interdependencia conduce a tres
conclusiones.

La represion de la cibertrata requiere abarcar muchos ambitos juridicos. Eso
cuestiona la estrategia de adoptar una ley integral®®. Dicha estrategia reconoce la
necesaria interdisciplinariedad de la lucha contra la trata, especialmente, yendo mas
all4 del derecho penal. Dicha ley permitiria agrupar todos los derechos de las victimas
bajo un mismo marco, para obtener una imagen mas clara de su proteccion juridica,
en lugar de derechos dispersos entre varias normas. Sin embargo, este estudio pone
de relieve que la asistencia a las victimas de la trata no debe limitarse a su condicion
de victima en un proceso penal. En particular, la represion de la cibertrata subraya la
importancia de reforzar la proteccién de sus datos personales y el control sobre su
entorno digital. Entonces, podria parecer superficial limitar el marco de lucha contra la
trata a una ley integral. Ademas, la mayoria de los retos que plantea la represion de
la trata no son exclusivos de este delito: una mejora del marco juridico sélo para
reprimir la trata no esta adaptada a la represion global de la delincuencia. Asimismo,
este estudio cuestiona la necesidad de centrar las medidas preventivas en la
existencia de este fendmeno. El delito se cred para facilitar la cooperacién entre los
Estados y controlar la migracion: originalmente, las medidas preventivas quedaron
muy limitadas, en particular a los controles fronterizos. Mas alla de este enfoque
restrictivo, el fenébmeno pone de manifiesto las vulnerabilidades estructurales de la
sociedad. Si bien la definicibn de la trata es necesaria para su represion, esta
perspectiva penal parece insuficiente para una prevencion global del fenémeno. El
refuerzo de las capacidades individuales y colectivas y la adopcion de medidas
preventivas contra las desigualdades estructurales y las violaciones de los derechos
fundamentales podrian contribuir a prevenir la trata. La alfabetizacion digital, la
educacion sexual y afectiva, la cultura del respeto y el consentimiento y el desarrollo
de oportunidades vitales podrian contribuir a la prevencion de la trata. Esto llega a
cuestionar tanto el papel de los derechos humanos y el derecho, como su relacion con
la alfabetizacién juridica y otros tipos de normas y acciones.

La multiplicacion de entidades soberanas cuestiona su colaboracion para la
represion de la trata, pero también, en general, para la regulacion y aplicacién de los
derechos humanos. Conduce hoy en dia a «la ausencia de una autoridad claramente
asignable como deudora de estos derechos»*®. Sin embargo, en el marco del
ciberespacio, parece que se esta produciendo un cambio de perspectiva. Los actores
digitales suelen ser calificados como intermediarios, porque permiten conexiones
entre personas. El reconocimiento de actores soberanos interdependientes resulta en
una nueva interpretacion de la intermediacion. Por un lado, los actores digitales

39 Por ejemplo, en Espafia, P. Lloria Garcia, «El delito de trata de seres humanos y la necesidad de
creacién de una ley integral», Estudios Penales y Criminolégicos, 22 de junio de 2019, vol. 39, p. 353;
C. Villacampa Estiarte, «¢ Es necesaria una ley integral contra la trata de seres humanos?», Revista
General de Derecho Penal, lustel, 2020, n.° 33, p. 16

40 F. Ost, A quoi sert le droit ? Usages, fonctions, finalités, op. cit. nota 14, p. 494
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aparecen como intermediarios en la aplicacion de los derechos fundamentales,
protegidos originalmente por los Estados y a favor de las personas, en particular en
tanto usuarias y usuarios. Por otro lado, los Estados son intermediarios de los actores
digitales frente a dichas personas al prestarles orientacién y herramientas para
legitimar sus acciones. Sin embargo, debido en parte a una concepcion tradicional de
la soberania y a un enfoque principalmente capitalista y neoliberal del sector
empresarial, esta interconexion carece de una teoria general. Por ahora soOlo se
adopta caso por caso, especialmente para la regulacion del entorno digital. No
obstante, una proteccion integral de los derechos humanos exige ir mas alla de las
disposiciones abstractas y requiere desarrollar medidas concretas para emprender su
mejora. Dado que el proceso democratico tradicional no se aplica a los actores
digitales e incluso tal vez no les sea aplicable, esta teoria general y sus procesos de
aplicacion tendrian que buscar nuevas bases de legitimidad. Dicho proceso permitiria,
en primer lugar, un debate sobre los valores, tanto como orientacion general como
para su aplicacion individual y colectiva. Por ahora, los derechos fundamentales
«expresal[n] un sistema de creencias propiamente occidental», complementado por
otras estructuras de opresion*'. Esta necesaria retroalimentacién constante de lo
universal a las aplicaciones casuisticas pone de relieve que «la idea de derecho no
puede pretender la universalidad» para gozar de plena legitimidad*2. Para definir estos
valores, podrian construirse, y ya se estan construyendo, nuevos puentes entre los
actores, con la esperanza de mejorar la comunicacion y el entendimiento comun.
Mientras que los derechos humanos establecen un marco general que carece de
orientaciones para su aplicacion cotidiana, se supone que el concepto de derecho
alcanza la generalidad. Sin embargo, este estudio sobre las herramientas juridicas
para reprimir la cibertrata ha puesto de manifiesto una degradacion de la calidad del
derecho como herramienta general. Es cada vez mas técnico y sectorial. Los
regimenes no se modifican de forma exhaustiva, 0 que provoca problemas de
interpretacion, falta de garantias y, tal vez, una disminucion de la fuerza legitima del
derecho estatal. Como teorizé6 Emeric bajo la nocion de «derecho fluido», aqui el
derecho «es ante todo el producto de un discurso politico, un ideal de reformadores,
una presentaciéon mercadotécnica de la ley»*3. El derecho, en concreto el derecho
penal, se considera como una herramienta para resolver problemas sociales. El
Derecho se magnifica como la solucion, especialmente frente a los retos derivados de
las nuevas tecnologias. Sin embargo, este solucionismo juridico, llevado a su extremo,
olvida otros sistemas y espacios de regulacién de conductas, como la educacion o la
estructuracion del ciberespacio. Como subraya la siguiente pregunta: «¢estamos
confundiendo una herramienta técnica con la cultura que la utiliza para hacer dafio»*4?
Si otras fuentes de normas y politicas, incluidas las privadas, tienen un impacto y una
coercion potencial sobre las personas, los académicos del derecho podrian ampliar
su perspectiva mas alla del derecho estatal. Si el derecho es una herramienta
destinada a promover valores, ordenar la sociedad y resolver retos sociales, su
estudio exhaustivo quiza no deba obviar el reconocimiento de la realidad de su

41 A, Supiot, Homo juridicus essai sur la fonction anthropologique du droit, Editions du Seuil, 2005,
p. 283

42 |bid. p. 284

43 N. Emeric, «Droit souple + droit fluide = droit liquide. Réflexion sur les mutations de la normativité
juridique a I'ere des flux», Revue interdisciplinaire d’études juridiques, Université Saint-Louis - Bruxelles,
2017, vol. 79, n.° 2, p. 33

44 K. Maltzahn, Digital dangers Information & communication technologies and trafficking in women,
APC-200608-WNSP-I-EN-P-0024, Association for progressive communications, Issue Papers, agosto
de 2006, p. 2
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aplicacion, el impacto de las estructuras sociales y econémicas preexistentes y una
necesaria flexibilidad para acompasarse al ritmo de la sociedad.
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INTRODUCTION

“It has been almost 400 years since the notorious pirate [...] Moerad Rais
scavenged the coasts of Northern and Western Europe looking for
European Christian slaves who he could sell off in Algiers. [...] In order
to avoid detection, Rais cleverly applied different techniques [such] as
sailing under different flags. [... Just] like him, modern-day traffickers still
take advantage of the different vulnerabilities of victims and profit from
them while abusing countries’ legal and social systems.”*

““No one doubts the essential role of corporations in today’s economy
and politics. But that doesn’t mean that nations have no role...
“According to my grandfather, that’s exactly what it means,” Martin went
on, getting angry. “He says they stay in business because it's in the
corporations’ interest that people continue to believe in them, but they
don't really make decisions anymore.”"?

1. Theorizing sovereignty through cyber human trafficking. Not far removed
from a fictional world in which major corporations control science, build cities, and
monitor people with brain implants, the relationships between states and corporations
have been nourishing the political and legal literature. In particular, globalization and
digitalization have led to the drawing of new boundaries regarding who can coerce,
control, and influence people; who possesses the power to set establish and apply
norms; et cetera. Legally speaking, the sovereignty of states is questioned, generally
understood as “assum[ing] the exclusive right to exercise political, legal, and judicial
authority within a given geographical area.” The “programmed obsolescence of
sovereignty” has been a traditional research theme since the 1950s.* However, it

remains true that “states [are still] the principal actors on the international stage |[...

1 J. van Rij, R. McAlister, “Using Criminal Routines and Techniques to Predict and Prevent the Sexual
Exploitation of Eastern-European Women in Western Europe,” in J. Winterdyk, J. Jones (eds.), The
Palgrave International Handbook of Human Trafficking, Springer International Publishing, 2020, p. 1690
2 A. Alonso, J. Pelegrin, La torre y la isla, Anaya, La llave del tiempo no. 1, 2006

3 J.-P. Vergne, R. Durand, “Cyberespace et organisations « virtuelles » : I'Etat souverain a-t-il encore un
avenir ?,” Regards croisés sur I'économie, La Découverte, 2014, vol. 2014/1, no. 14, p. 130

4 J.A. Agnew, Globalization and sovereignty: beyond the territorial trap, Rowman & Littlefield,
Globalization, 2nd ed., 2018, p. 17. Although other voices argue that the growing interdependency of
states dates back to antiquity, J. Chevallier, C. Jacques, L’Etat post-moderne, LGDJ, 4th ed., 2017,
p. 31.



and] by far the most significant political actors within their own territories.™
Nevertheless, this long-lasting literature on the potential end of (state) sovereignty
seems to highlight one factor: This myth “tends very often to freeze [a] constructed
reality in a model that does not have any more concern for reality.”® Accordingly, this
research aims to approach sovereignty on the basis of a human trafficking, a real
phenomenon that has similarly evolved due to globalization and digitalization. The
study of the rise of a global and comprehensive strategy to repress this offense
highlights where powers of coercion appear and what types of relationships are built
between the two main actors at the frontlines of its prevention and prosecution, as well
as the protection of its victims. The fight against cyber human trafficking, an offense
violating many, if not all, human rights, might be a daily struggle for victims, legal
practitioners, and social workers. However, it also grounds the theory of sovereignty in

a reality that allows one to question its conceptual basis.

2. Fighting human trafficking facilitated by new technologies: from old to
recent calls. Perpetrators of offenses take advantage of available technologies’ to
ensure that they will go unpunished. For instance, the Internet—or, broadly speaking,
cyberspace—Ilike any new tool, is a double-edged sword?® that can be used to support
human rights but also to commit offenses. Warnings about the use of new technologies
by traffickers have multiplied from the birth of the Internet to the recent supranational
crisis. Human trafficking could be broadly defined as a criminal process including all
steps from recruitment to the exploitation of victims under conditions denying a
possible full consent of the victim. Since 1996, the European Commission has stated
that judicial cooperation to repress trafficking should “consider measures to avoid the
abuse of the Internet.” In 2005, the Committee of Ministers of the Council of Europe

recognized that “the use of [information and communication technologies] has

5 Q. Skinner, “The sovereign state: a genealogy,” in H. Kalmo, Q. Skinner (eds.), Sovereignty in
fragments: the past, present and future of a contested concept, Cambridge University Press, 2010, p. 44
6 L. Bal, Le mythe de la souveraineté en droit international : la souveraineté des Etats a I'épreuve des
mutations de l'ordre juridique international, Thesis, Université de Strasbourg, February 3, 2012, p. 18

7 Technologies include what is broadly called “new technologies,” meaning all tools developed with the
digital revolution: in the first place, the Internet, but also the development and popularization of mobile
phones, computers, etc. See infra 27.

8 M. Chawki, M. Wahab, Technology Is a Double-Edged Sword: lllegal Human Trafficking in the
Information Age, DROIT-TIC.fr, 2004

9 European Commission, “Communication to the Council and the European Parliament on trafficking in
women for the purpose of sexual exploitation,” EU, November 20, 1996, p. 38. See also European
Commission, “Communication to the Council and the European Parliament - For further actions in the
fight against trafficking in women,” EU, December 9, 1998, p. 9
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expanded the possibilities for trafficking in human beings and has created a new virtual
form of this practice.”l® Today, all major supranational organizations consider cyber
trafficking to be a priority,*! and these calls have multiplied as a result of two recent
crises: The use of new technologies in trafficking processes was highlighted during the

COVID-19 pandemic!? as well as following the start of the war between Russia and

10 Committee of Ministers, “Declaration of the Committee of Ministers on human rights and the rule of
law in the Information Society,” Council of Europe, May 13, 2005, | 4, CM(2005)56 final

11 within the United Nations, see Commission on Crime Prevention and Criminal Justice, “Resolution
27/2 Preventing and combating trafficking in persons facilitated by the criminal misuse of information
and communications technologies,” Economic and Social Council, UN, 2018; the topic is underlined by
the reports of the United Nations Office on Drugs and Crime (UNODC), UNODC, Global report on
trafficking in persons 2022, UN, January 2023, pp. 90-92. The 2022 World Day Against Trafficking in
Persons focused “on the role of technology as a tool that can both enable and impede human trafficking,”
United Nations, “World Day Against Trafficking in Persons,” United Nations, United Nations, no date,
online https://www.un.org/en/observances/end-human-trafficking-day (retrieved on August 23, 2022).
The Organization for Security and Co-operation in Europe (OSCE) highlights that law enforcement
authorities should disrupt “all forms of trafficking in human beings facilitated by [information and
communication technologies], in particular by the Internet,” OSCE, “Decision n° 1107 Addendum to the
OSCE Action plan to combat trafficking in human beings: one decade later,” December 6, 2013, [ 111.1.4,
PC.DEC/1107/Corr.1. Also in 2019, the OSCE organized the 19t Alliance against Trafficking in Persons
conference, which focused on how technology can be turned from a liability into an asset in combating
trafficking. The Group of Experts on Action against Trafficking in Human Beings (GRETA) of the Council
of Europe has developed various activities on that topic since 2018, see, for instance, GRETA, “8t
general report on GRETA'’s activities covering the period from 1 January to 31 December 2018,” Council
of Europe, 2019, p. 20; GRETA, “9" general report on GRETA’s activities covering the period from 1
January to 31 December 2019,” Council of Europe, 2020, 11 7, 8, 43. The questionnaire for the next
round of evaluation of the GRETA focuses in particular on the use of new technologies by authors of
trafficking and by anti-trafficking actors, GRETA, “Questionnaire for the evaluation of the implementation
of the Council of Europe Convention on Action against Trafficking in Human Beings by the Parties.
Fourth evaluation round. Thematic focus: Addressing vulnerabilities to trafficking in human beings,”
Council of Europe, June 30, 2023, GRETA(2023)11. Finally, within the European Union (EU), the impact
of new technologies on trafficking has been taken into account since the first report on the progress
made in this fight, up until the last report, European Commission, “Report on the progress made in the
fight against trafficking in human beings as required under Article 20 of Directive 2011/36/EU on
preventing and combating trafficking in human beings and protecting its victims,” EU, May 19, 2016,
p. 11, COM(2016) 267 final; European Commission, “Fourth report on the progress made in the fight
against trafficking in human beings,” EU, December 19, 2022, COM(2022) 736 final. The EU Strategy
on Combatting Trafficking in Human Beings 2021-2025 includes “tackling the digital business model of
traffickers,” European Commission, “Communication to the European Parliament, the Council, the
European Economic and Social Committee and the Committee of the Regions on the EU Strategy on
Combatting Trafficking in Human Beings 2021-2025,” EU, April 14, 2021, pp. 11-12, COM(2021) 171
final

12 UNODC, The effects of the COVID-19 pandemic on trafficking in persons and responses to the
challenges - A global study of emerging evidence, UN, 2021; E. Such et al., “The Risks and Harms
Associated with Modern Slavery during the COVID-19 Pandemic in the United Kingdom: A Multi-Method
Study,” Journal of Human Trafficking, Routledge, April 8, 2023, vol. 0, no. 0, pp. 1-21. The other side of
the coin, meaning the use of new technologies to prevent risks, in particular exploitation, during crisis
periods, has been highlighted as part of the conclusions of M. Alemany Jordan, La violencia contra las
mujeres en los desastres, pandemias y otras emergencias humanitarias, Tirant lo Blanch, Derechos
humanos, 1st ed., 2022, pp. 338-339
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Ukraine.13

3. Theorizing and researching cyber human trafficking. The interest in the use
of technologies by perpetrators of trafficking led to the coining of two terms for this
phenomenon: cyber trafficking!* or e-trafficking. It is broadly defined as “human
trafficking facilitated or enabled or regulated through the use of the Internet and other
communication platforms.”'> However, technologies are not limited to cyberspace but
include every technology that could facilitate the trafficking process. Responding to
interest in this phenomenon, supranational organizations have funded research on this
topic.'® Nevertheless, the breadth of cyber trafficking has been criticized in studies of

this subject.!” Research commissioned by supranational organizations “ha[s] short

13 Europol, “Human traffickers luring Ukrainian refugees on the web targeted in EU-wide hackathon,”
Europol, June 23, 2022, online https://www.europol.europa.eu/media-press/newsroom/news/human-
traffickers-luring-ukrainian-refugees-web-targeted-in-eu-wide-hackathon (retrieved on July 11, 2022);
EU Anti-trafficking Coordinator, “Common Anti-Trafficking Plan to address the risks of trafficking in
human beings and support potential victims among those fleeing the war in Ukraine,” EU, 2022, p. 7; D.
Czarnecki, Trafficking in human beings 2.0 - Digitalisation of trafficking in human beings in Germany -
Developments and Courses of Action, KOK, German NGO Network against Trafficking in Human
Beings, 2023, p. 21

14 V. Greiman, C. Bain, “The Emergence of Cyber Activity as a Gateway to Human Trafficking,”
International Journal of Cyber Warfare and Terrorism, 2012, vol. 12, no. 2, p. 29; A. Sykiotou, “Cyber
trafficking: recruiting victims of human trafficking through the net,” in N.E. Kourakés, C.D. Spinellis
(eds.), Europe in crisis: crime, criminal justice, and the way forward: essays in honour of Nestor
Courakis, Ant. N. Sakkoulas Publications L.P., 2017, p. 1549

15 S. Milivojevi¢, “Gendered exploitation in the digital border crossing?: An analysis of the human
trafficking and information-technology nexus,” in M. Segrave, L. Vitis (eds.), Gender, Technology and
Violence, Routledge, 2017, pp. 28-44

16 D. Hughes, Group of Specialists on the Impact of the Use of New Information Technologies on
Trafficking in Human Beings for the Purpose of Sexual Exploitation, The Impact of the Use of New
Communications and Information Technologies on Trafficking in Human Beings for Sexual Exploitation
A Study of the Users, Committee for Equality between Women and Men, Council of Europe, May 2001;
D. Hughes, Group of Specialists on the Impact of the Use of New Information Technologies on
Trafficking in Human Beings for the Purpose of Sexual Exploitation, The Impact of the Use of New
Communications and Information Technologies on Trafficking in Human Beings for Sexual Exploitation.
Role of Marriage Agencies in Trafficking in Women and Trafficking in Images of Sexual Exploitation,
Committee for Equality between Women and Men, Council of Europe, November 2001; Group of
Specialists on the Impact of the Use of New Information Technologies on Trafficking in Human Beings
for the Purpose of Sexual Exploitation, “Final Report,” Committee for Equality between Women and
Men, Council of Europe, September 16, 2003, EG-S-NT (2002) 9 rev.; A. Sykiotou, Trafficking in human
beings: Internet recruitment - Misuse of the Internet for the recruitment of victims of trafficking in human
beings, Council of Europe, 2007; Anti Slavery, ITUC CSI IGB, CCME, “The role of the Internet in
trafficking for labour exploitation,” EU Prevention of and Fight against Crime Program, International
Trade Union Confederation, 2011; Office of the Special Representative and Coordinator for Combating
Trafficking in Human Beings, Tech Against Trafficking, Leveraging innovation to fight trafficking in
human beings: A comprehensive analysis of technology tools, OSCE, May 2020; GRETA, “Online and
technology-facilitated trafficking in human beings. Summary and recommendations,” Council of Europe,
March 2022. At the national level, see, for instance, D. Czarnecki, Trafficking in human beings 2.0, op.
cit. note 13

17.J. Mendel, K. Sharapov, “Human Trafficking and Online Networks: Policy, Analysis, and Ignorance:
Human Trafficking and Online Networks,” Antipode, June 2016, vol. 48, no. 3, p. 671; A. Lavorgna,
Transit crimes in the Internet age: How new online criminal opportunities affect the organization of offline
transit crimes, Thesis, University of Trento, December 2013, p. 115; J. Scoular et al., “Beyond the Gaze
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time lines and require[s] policy-relevant findings and conclusions,” thereby limiting its
quality.'® Indeed, some research has relied on unsystematic evidence,'® most of it
focusing only on trafficking for sexual exploitation, which is usually conflated with sex
work,2% then hiding some changing realities of forced labor. Moreover, the use of new
technologies requires their material availability and a certain level of digital literacy that
some traffickers or victims might lack.?* In general, the breadth of cyber trafficking must
be put into perspective: Recruitment and migration still rely strongly on interpersonal
relations and word of mouth, money laundering and payments still rely mostly on cash,

et cetera.

4. Despite the shortcomings of research on cyber human trafficking, this
phenomenon exists and constitutes the case study to which the theory of sovereignty
is applied. Thus, the legal frameworks defining trafficking and its criminological
evolution are explained (Section 1), and, this phenomenon is framed by the theory of
sovereignty (Section 2). As a preliminary section, it is necessary to develop the

methodology applied in this research (Section 0).

Section 1. Framing the study: methodological clarifications

5. Methodology. This research is based on various methodological choices, which
are listed and explained in the following paragraphs. They detail the reasons for a
comparative law approach that is developed in various parts of this study, and they
clarify the understanding of the law and the extension of the norms that are studied.
All of these methodological choices are connected to a pragmatic approach to the legal

field, strongly supported by an interdisciplinary approach.

6. “Comparative law is the oldest profession in the (legal) world.”?? First, this

and Well Beyond Wolfenden: The Practices and Rationalities of Regulating and Policing Sex Work in
the Digital Age,” Journal of Law and Society, June 2019, vol. 46, no. 2, p. 212; R. Konrad, A. Trapp, T.
Palmbach, “Overcoming Human Trafficking via Operations Research and Analytics: Opportunities for
Methods, Models, and Applications,” European Journal of Operational Research, June 1, 2017, vol. 259,
no. 2, p. 2

18 L. Kelly, “You Can Find Anything You Want': A Critical Reflection on Research on Trafficking in
Persons within and into Europe,” International Migration, 2005, vol. 43, no. 1/2, p. 236

19 S. Milivojevi¢, “The State, Virtual Borders and E-Trafficking: Between Fact and Fiction,” in S.
Pickering, J. McCulloch (eds.), Borders and crime Pre-crime, mobility and serious harm in an age of
globalization, Palgrave Macmillan, 2012, p. 80

20 S. Milivojevi¢, H. Moore, M. Segrave, “Freeing the Modern Slaves, One Click at a Time: Theorising
human trafficking, modern slavery, and technology,” Anti-Trafficking Review, April 27, 2020, no. 14,
p. 26. On this division, see infra Part 2. Title 1. Chapter 2. Section 1. .

21 UNODC, Global report on trafficking in persons 2020, UN, January 2021, p. 127

22 S, Goltzberg, Le droit comparé, Presses Universitaires de France, Que sais-je ?, 2018, p. 35

45



study makes use of comparison as a methodological tool. Sovereignty has both a
national and an international theory; similarly, human trafficking has both supranational
and national definitions. A study of the national drafting and implementation of the law
iS necessary to adopt a pragmatic perspective on sovereignty; comparative law
supports a link between concrete application and abstract theorization.?®> Thus,
comparative law is not at the core of this study; rather, it is a methodological approach
required to understand various global legal reactions to fight against human trafficking
and to regulate new technologies. Furthermore, a study of various countries allows one
to understand how national sovereignties and legal orders interact, including by
influencing each other as well as highlighting differences, commonalities,?*
shortcomings, and useful practices.?® The repression of cyber human trafficking is a
common object of study to frame a useful comparison.?® In particular, comparative law
seems to be a methodological requirement to study law framed by globalization.?’
Indeed, “Comparative law acts as a filter and backbone of the international

community’s complicated normative system”?® by selecting specific legal orders and

28 Q. Pfersmann, “Le droit comparé comme interprétation et comme théorie du droit,” Revue
internationale de droit comparé, 2001, vol. 53, no. 2, p. 283

24 M. Duran Bernardino, “El método comparado en los trabajos de investigacion,” in N. Marchal
Escalona, M.C. Mufioz Gonzalez, S. Mufioz Gonzéalez (eds.), El Derecho Comparado en la Docencia y
la Investigacion, Dykinson, S.L., 2017, p. 49. In this sense, comparative law highlights “common
denominator[s] likely to inspire an extension of common protection,” Conseil d’Etat (ed.), Droit comparé
et territorialité du droit - un cycle de conférences du Conseil d’Etat, La Documentation Frangaise, 2017,
vol. 1, p. 16, Keynote Address by Jean-Marc Sauvé

25 |n particular, “comparative law makes it possible both to reveal the divergence of rights and to examine
whether integration is an appropriate response to the dysfunctions that one seeks to address,” V. Robert,
L. Usunier, “Conclusion. Du bon usage du droit comparé,” in M. Delmas-Marty, Université de Paris I:
Panthéon-Sorbonne (eds.), Critique de [lintégration normative: Il'apport du droit comparé a
I'harmonisation des droits, Presses Universitaires de France, Les voies du droit, 1st ed., 2004, p. 231.
In particular, comparative criminal law becomes “the means of finding common solutions to common
problems in the spirit of a theoretical and practical collaboration on the international level for the purpose
of a better organization of the defense of the society against crime. In short, it becomes the basis of a
criminal science of universal scope,” Max-Planck-Institut fur Auslandisches und Internationales
Strafrecht Internationales Kolloquium Freiburg im Breisgau), Die Vergleichung als Methode der
Strafrechtswissenschaft und der Kriminologie = La comparaison en tant que méthode scientifique en
droit pénal et en criminologie = Comparison as a method of criminal law and criminology, Duncker &
Humblot, Strafrecht und Kriminologie ; Bd 6, 1980, pp. 99-100

26 M.-L. Izorche, “Propositions méthodologiques pour la comparaison,” Revue internationale de droit
comparé, 2001, vol. 53, no. 2, p. 293; J.A. Fernandez Avilés, “El método comparado en el Derecho del
trabajo, relaciones laborales y Seguridad Social (‘Pertinencia y Prudencia' en su uso),” in N. Marchal
Escalona, M.C. Mufioz Gonzalez, S. Mufioz Gonzalez (eds.), El Derecho Comparado en la Docencia y
la Investigacion, Dykinson, S.L., 2017, p. 291

27 E. Filiberti, “Le droit comparé tient une place grandissante dans notre société,” Petites affiches, March
14, 2006, no. 52, p. 3

28 Q. Olariu, “El papel del Derecho comparado en la ensefianza del Derecho Internacional Publico: el
ejemplo de la asignatura Derecho Internacional de los Derechos Humanos,” in N. Marchal Escalona,
M.C. Muioz Gonzalez, S. Mufioz Gonzéalez (eds.), El Derecho Comparado en la Docencia y la
Investigacion, Dykinson, S.L., 2017, p. 278
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studying their particular application of certain global standards, herein the fight against

cyber trafficking.

7. Selection of national frameworks. Thus, this research rests primarily on the
study of four national legal orders. Both systems of common law and civil law and the
legal orders of Western and Eastern Europe are included. France and Spain are at the
core of this study, as they are Western European systems that are based on civil law.
The selection of two similar systems highlights the differences remaining in legal
frameworks despite their geographic proximity. Additionally, a research stay in
Romania complements this study with the perspective of an Eastern European country.
The three countries have harmonized their basic legislation as a result of their common
membership in the European Union (EU). However, some differences remain in legal
and institutional elements, such as the definition of trafficking and the institutional
development of its repression, and the profiles of the victims are significantly different:
Romania is an origin country for trafficking, and Spain and France are destination and
transit countries. In particular, the first member state citizenship of EU trafficked victims
is Romanian,?® and, the fight against trafficking is a political priority that is more firmly
established.®® However, as the research stay lasted only three months, the study of
the Romanian framework is primarily developed in the first part of this thesis. It should
be highlighted that these three European countries are accustomed to cooperating in

large anti-trafficking investigations, justifying their concomitant selection.3! Finally, the

29 For 2017-2018, see European Commission, Data collection on trafficking in human beings in the EU,
Publications Office of the EU, 2020, p. 25. Similarly, for 2015-2016, see European Commission, Data
collection on trafficking in human beings in the EU, EU, 2018, pp. 13, 43

30 Romania launched its third national anti-trafficking strategy in 2018, which is subdivided into biannual
action plans, Guvernul, “Strategie nationala impotriva traficului de persoane pentru perioada 2018-
2022,” Romania, October 31, 2018. By comparison, France, after almost three years of waiting since
the first action plan on anti-trafficking, released the second plan in late 2019, Mission interministérielle
pour la protection des femmes contre les violences et la lutte contre la traite des étres humains,
Secrétariat d’Etat chargé de I'égalité entre les femmes et les hommes et de la lutte contre les
discriminations, “2" plan d’action national contre la traite des étres humains 2019-2021,” France, 2019.
The third action plan has still not been released. The same delay of three years occurred in Spain,
between the end of the first plan in 2018 and the beginning of the new comprehensive plan in 2021,
Ministerio de Sanidad, Servicios Sociales e Igualdad, “Plan integral de lucha contra la trata de mujeres
y nifias con fines de explotacion sexual 2015-2018,” Spain, 2014; Centro de inteligencia contra el
terrorismo y el crimen organizado, “Plan estratégico nacional contra la trata y la explotacion de seres
humanos 2021-2023,” Secretaria de Estado de seguridad, Ministerio del Interior, Spain, January 2022
81 Office to monitor and combat trafficking in persons, “Trafficking in Persons Report: France,” US
Department of State, 2023, online https://www.state.gov/reports/2023-trafficking-in-persons-
report/france/ (retrieved on July 6, 2023); O. Le Creurer, “Prostitution: un réseau international
démantelé depuis Montpellier,” France 3 Occitanie, March 4, 2021, online https://france3-
regions.francetvinfo.fr/occitanie/herault/montpellier/prostitution-un-reseau-international-demantele-
depuis-montpellier-1982317.html (retrieved on March 9, 2021)
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United States has had a strong influence on the negotiations over the international
definition of trafficking. US importance in the global repression of trafficking is still
noticeable, in particular through its annual evaluation of countries’ policies on this
topic.3? Furthermore, it should be highlighted that many studies on cyber human
trafficking originated in the United States, and this US leadership particularly affects
the second part of this thesis. For this reason, this research includes the study of the
US framework as a common law country, and, this manuscript is written and

harmonized in American English (including quotes).

8. The extension of state law. Second, this study rests on a specific understanding
of state law. Indeed, although criminal law might be the acme of sovereignty and
human trafficking usually might be studied from a criminal perspective, this study
cannot be limited to criminal law. The theory of sovereignty and the repression of
trafficking require various legal disciplines for a comprehensive study.®? As such, this
thesis relies on an interdisciplinary methodology through an “articulation of knowledge
between disciplines that develop issues that partially overlap.”* Indeed, the fight
against human trafficking in the context of its evolution due to new technologies pulls
together both the various legal disciplines used to approach trafficking and the legal
disciplines used to regulate new technologies. The first category extends not only to
criminal law in its substantive understanding but also to criminal procedure, and it
expands to the protection of victims outside criminal law on the basis of the state’s
social law or legal fields dedicated to relations with foreign citizens. The second
category could be termed digital law, but it similarly groups various traditional legal

disciplines—such as contract law, intellectual property, and competition law—into the

32 See, for instance, Department of State, “Trafficking in persons report,” US, June 2023. See also, infra
415.

33 B. Lavaud-Legendre, Approche globale et traite des étres humains - De [I'«injonction a la
coopération » au travail ensemble, CNRS, July 1, 2018, online https://halshs.archives-
ouvertes.fr/halshs-02177213 (retrieved on October 29, 2021)

34 This study is thus neither a pluridisciplinary study, based on “the juxtaposition of specific points of
view on an object of study,” nor a transdisciplinary study, based on “an abandonment of the particular
points of view of each discipline to produce an autonomous knowledge from which new objects and new
methods result,” V. Champeil-Desplats, Méthodologies du droit et des sciences du droit, Dalloz,
Méthodes du droit, 2e édition, 2016, pp. 346-348. However, scholars highlight the need for
transdisciplinary research on human trafficking, see L. Martin et al., “Learning each other’s language
and building trust: Community-engaged transdisciplinary team building for research on human trafficking
operations and disruption,” International Journal of Qualitative Methods, April 30, 2022, vol. 21, pp. 1-
15; T.C. Sharkey et al., “Better together: A transdisciplinary approach to disrupt human trafficking,” ISE
Magazine, 34-39, November 2021
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protection of fundamental rights online.®® In general, “Digital law is still something of a
puzzle,”® which thus requires an interdisciplinary approach. Furthermore, in this
research, the legal discipline is highly connected to the political one, as many of the
laws studied have been or are in the process of being amended or adopted.
Additionally, the repression of human trafficking and the regulation of new technologies
rely on legal texts as well as on political texts, such as national strategies. Thus,
“Between law and politics, the determination is reciprocal, and the mutual implication
is constant.”®” In particular, recent criminal law is particularly nourished by an
“‘ideological function that consists of producing and spreading an illusory
representation and the dramatic discrepancies between appearances and realities. [...
Thus,] criminal law must be understood as a part of the social politics of the state.”®
Similarly, the study of legal texts cannot be separated from their implementation: The
repression of human trafficking seeks to erase a criminal, yet mainly social,
phenomenon, and the study of law applied to new technologies requires practical
considerations. As underlined by Ancel, the study of criminal law and policies should
be complemented by “the reactions of public opinion and the resistance [...] either by
the judges or by the practice or by the administrative services.”® Therefore, this study
relies on a pragmatic approach to state law and not merely a study of positive law. It
includes not only their application, understood as their interpretation by judicial entities,
but also the use of law by the different actors in society.

9. The extension of the law. Third, this study does not rely on an understanding of
law as limited to state law. The regulation of new technologies requires considering

private norms, either drafted as unilateral (statements from digital actors) or

35 See, for instance, Y. Laurier Ngombé, Fiches de droit du numérique: rappels de cours et exercices
corrigés, Ellipses, Fiches de, 2022; E.M. Valpuesta Gastaminza, J.C. Hernandez Pefia (eds.), Tratado
de Derecho Digital, Wolters Kluwer Legal & Regulatory Espafia, 2021

36 J. Brigham, A.T.M. Schreiner, “The Semiotics of Digital Law Introduction,” International Journal for the
Semiotics of Law, 2004, vol. 17, no. 3, p. 260

37 F. Ost, A quoi sert le droit ? Usages, fonctions, finalités, Bruylant Edition, Penser le droit no. 25, 2016,
p. 376. Forray and Pimont further criticize this divide between law and politics as leading them to see
legal scholars as acting “in the field of knowledge and not of power.” However, “the most typical activity
of legal knowledge—the description of law—is politically significant.” Consequently, legal scholars should
bear a kind of political responsibility in their work, V. Forray, S. Pimont, Décrire le droit... et le
transformer: essai sur la décriture du droit, Dalloz, 2017, § 408

38 Max-Planck-Institut fir Auslandisches und Internationales Strafrecht Internationales Kolloquium
Freiburg im Breisgau), Comparison as a method of criminal law and criminology, op. cit. note 25, p. 39
39 M. Ancel, “Le droit pénal comparé en tant que moyen de recherche dans le domaine de la politique
criminelle,” in Max-Planck-Institut fur Auslandisches und Internationales Strafrecht Internationales
Kolloquium Freiburg im Breisgau) (ed.), Comparison as a method of criminal law and criminology,
Duncker & Humbilot, Strafrecht und Kriminologie ; Bd 6, 1980, p. 81
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supposedly bilateral (terms of service) norms, or rules embedded within technologies.
The regulation of human trafficking requires attention to supranational norms as well
as to local ones due to infra-state competencies. Thus, this research is framed by the
hypothesis of legal pluralism: “The law is not alone; it coexists with other systems of
norms.”9 In postmodern society, it “seems illusory to think that all legal norms form a
system or are ordered in a hierarchical manner that is entirely subordinated to a single
superior point.”! In the end, “The identification of law and state is now outdated in the
context of networked law and globalization.”? In particular, “Theorizing the regulatory
complexities posed by the issue of trafficking resituates it as part and parcel of the
processes of globalization more generally rather than as an exception or impediment
to what globalization seeks to achieve. Trafficking as a regulatory issue is in need of

precisely this form of de-centering.”3

10. The extension outside the law. Fourth, this study, while primarily framed in the
legal field, also relies on other disciplines. A full understanding of the complex
phenomenon of trafficking requires an integration of sociological, medical,
anthropological, and economic studies. The regulation of new technologies cannot be
grasped without a basic understanding of some notions of informatics. Furthermore,
some of the norms studied are quite recent or are in negotiation**, and they lack
academic research regarding their application. Consequently, journalistic references
are also used at the margins. These choices are justified since, by default, legal
research is limited because “the image of the social it creates and analyzes is rather
the projection, or the shadow, of its own categories, and, in particular, of the way it has
configured its privileged object, the law.”* However, “Law is a ‘secondary’ instrument,
which is necessarily grafted onto more original relationships, family, religious,
commercial, and political.”*® Thus, “Legal formalism consists of considering only

positive law and apprehending reality only through the form it takes. The criticism of

40 J. Carbonnier, Flexible droit: pour une sociologie du droit sans rigueur, Librairie Générale de Droit et
de Jurisprudence, 7th ed., 1992, p. 25

41V, Champeil-Desplats, Méthodologies du droit et des sciences du droit, op. cit. note 34, pp. 186-187
42 F. Ost, A quoi sert le droit ? Usages, fonctions, finalités, op. cit. note 37, p. 25

43 P. Kotiswaran, Revisiting the law and governance of trafficking, forced labor and modern slavery,
University Press, Cambridge studies in law and society, 2017, p. 7

44 This thesis has been updated until July 7, 2023.

45 A. Bailleux, F. Ost, “Droit, contexte et interdisciplinarité : refondation d’'une démarche,” Revue
interdisciplinaire d’études juridiques, Université Saint-Louis - Bruxelles, 2013, vol. 70, no. 1, p. 39

46 F. Ost, A quoi sert le droit ? Usages, fonctions, finalités, op. cit. note 37, p. 6. Understanding law as a
primary instrument leads to a legal “essentialism,” Ibid. p. 35
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this expression of formalism consists of widening the conception of sources of law re-
valorizing the extralegal factors of production of law, nhamely, factors of a historical,
sociological, economic, or psychological nature.”’ Here, in particular, other disciplines
are necessary to set a “factual context™® and to expand the “theoretical context” by

relying on their concepts.4°

11. Methodology: connection. To summarize, this methodology “can be briefly
described as the association of heterogeneous references. It means to organize a
dialogue with non-legal texts. [...] Such a method authorizes the use of shifts and
reconciliations instead of resorting exclusively to the operations of legal logic. [... This]
‘bricolage’ [handiwork] makes possible a return to the law at the same time, as it frees
us from the constraints of methods exercised by legal science. It frees the path towards
unnoticed legal phenomena.”° Additionally, this handiwork allows the resistance of
“the attraction that the already constituted, bordered, structured fields of knowledge
exert on [scholars. ...] It proposes a progression of knowledge based on a principle of
resistance.”™! Multiple references have been gathered for this work. At first, the
repression of human trafficking and the regulation of new technologies barely connect
in the legal field,> but their interconnection is required to comprehensively fight against
cyber human trafficking. This interconnection offers a new perspective on the
application of the theory of sovereignty. Thus, it connects with the methods applied by
feminist analysis, in particular, practical reasoning: “The feminist starting point is from
actual human experience.”™3 The method is pragmatic and inductive, by asking
particular questions, here, selecting a case study to question a legal theory.>* Indeed,
in general, “Practical reasoning in the context of law necessarily works from rules.
Rules represent accumulated past wisdom, which must be reconciled with the

contingencies and practicalities presented by fresh facts. [... Then,] rules leave room

47\, Champeil-Desplats, Méthodologies du droit et des sciences du droit, op. cit. note 34, p. 171

48 L. Lalonde, “L’interdisciplinarité comme « contextes », quels usages de I'Autre ?,” in Journée d’étude
sur la méthodologie et I'épistémologie juridiques, G. Azzaria (eds.), Les cadres théoriques et le droit:
actes de la 2e Journée d’étude sur la méthodologie et I'épistémologie juridiques, Editions Yvon Blais,
2013, p. 394

49 |bid. p. 404

50 V. Forray, S. Pimont, Décrire le droit, op. cit. note 37, 1 91

51 Ibid. 799

52 Similarly, a clear divide is usually made between practitioners investigating and prosecuting human
trafficking and cybercrimes in a restrictive sense.

53 @G. Binion, “Human Rights: A Feminist Perspective,” Human Rights Quarterly, Johns Hopkins
University Press, 1995, vol. 17, no. 3, p. 513

54 |bid. p. 516
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for the new insights and perspectives generated by new contexts.”> More specifically,
feminist methods and “reasoning from context can change perceptions about the
world, which may then further expand the contexts within which such reasoning seems

appropriate, which, in turn, may lead to still further changes in perceptions.”®

12. Once the methodological framework has been explained, the first step of this
research is to delve into the phenomenon at the basis of the study of the theory of

sovereignty: the interlinks between new technologies and human trafficking.

Section 2. Intertwining human trafficking and new technologies

13. The need to repress human trafficking. As highlighted by US Congressman
Smith in 2010, “The Internet has opened a whole new front in the war with human
trafficking.”’ To assess the need to fight against trafficking, including its cyber
evolution,>® many studies rely on statistics.>® Nevertheless, their methodologies, when
they exist, have been highly criticized. In general, “Among the numerous criticisms are
the predominance of weak research designs, poor-quality data, insufficient
methodological clarity, questionable assumptions, emotive or politicized rhetoric, ill-
founded inferences, and conclusions not properly grounded in the findings.”° First, the
definitions of the phenomenon and the counted categories “are often contradictory, ill

stated, or missing.”®* Second, human trafficking creates, by nature, a hidden

5 K.T. Bartlett, “Feminist Legal Methods [1990],” in K.T. Bartlett, R.T. Kennedy (eds.), Feminist legal
theory: readings in law and gender, Westview Press, New perspectives on law, culture, and society,
1991, p. 378

56 |bid. p. 381

57 8. Milivojevi€, “The State, Virtual Borders and E-Trafficking,” op. cit. note 19, p. 72

58 See, for instance, K. Feehs, A. Currier Wheeler, 2019 Federal Human Trafficking Report, Human
Trafficking Institute, 2020, pp. 25, 32: in the United States, almost 37% of defendants in human
trafficking cases in 2019 were recruited online; Bundeskriminalamt, Human trafficking and exploitation
National Situation Report 2020, Germany, 2020, p. 9: in Germany, around 16% of victims of trafficking
for sexual exploitation were contacted via the Internet; Agentia Nationald Tmpotriva Traficului de
Persoane, “Raport anual privind fenomenul traficului de persoane in 2019,” Romania, 2020, p. 14: in
Romania, the Internet is the second most popular recruitment method.

59 Various supranational reports try to set global trustworthy statistics around the topic, 8.7 Alliance,
“Global Estimates of Modern Slavery - Forced labour and forced marriage,” International Labour
Organization, 2017; UNODC, Global report on trafficking in persons 2022, op. cit. note 11; European
Commission, Data collection on trafficking in human beings in the EU, op. cit. note 29

60 E. Cockbain, K. Bowers, L. Vernon, “Using Law Enforcement Data in Trafficking Research,” in J.
Winterdyk, J. Jones (eds.), The Palgrave International Handbook of Human Trafficking, Springer
International Publishing, 2020, p. 1710

61 A.J. Gould, “From Pseudoscience to Protoscience: Estimating Human Trafficking and Modern Forms
of Slavery,” Second Annual Interdisciplinary Conference on Human Trafficking, University of Nebraska,
2010, p. 7. On the variation on the concept, see J. van Dijk et al., Counting what counts: tools for the
validation and utilization of EU statistics on human trafficking, HOME/2011/ISEC/AG/THB/4000001960,
INTERVICT/Universitat Autbnoma de Barcelona, TrafStat project, January 1, 2014. In particular on labor
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population, meaning “a group of people for which, membership is either socially
stigmatized or constitutes a crime. Due to its hidden nature, the creation of an accurate
sampling frame [...] is not possible.”®?> Thus, this study, as much as possible, does not
rely on statistics, which nourish a “governance by numbers,”3 based on “guesstimate”
figures,®* establishing policy priorities on flawed data instead of values.®®
Independently of its prevalence, human trafficking is a violation of human rights.

14. Consequently, it is globally accepted that human trafficking should be
criminalized, and that new technologies can facilitate that goal. However, “Definitions
are not neutral; they come with their own assumptions, theoretical and/or empirical,
and their own conceptual baggage.”® Consequently, human trafficking should be

defined (81) and the evolution of its modus operandi should be explained (82).

trafficking, see S.X. Zhang, “Measuring labor trafficking: a research note,” Crime, Law and Social
Change, November 1, 2012, vol. 58, no. 4, pp. 469-482

62 A.J. Gould, “From Pseudoscience to Protoscience: Estimating Human Trafficking and Modern Forms
of Slavery,” op. cit. note 61, p. 8. This challenge is increased due to the lack of self-identification of many
victims, A. Farrell, I. de Vries, “Measuring the Nature and Prevalence of Human Trafficking,” in J.
Winterdyk, J. Jones (eds.), The Palgrave International Handbook of Human Trafficking, Springer
International Publishing, 2020, p. 150. Moreover, data from law enforcement authorities is particularly
biased by their capacity to recognize trafficking and identify victims, E. Cockbain, K. Bowers, L. Vernon,
“Using Law Enforcement Data in Trafficking Research,” op. cit. note 60, p. 1714. This is particularly
criticized in Spain, see M. Jandl, “Investigaciones sobre la trata de personas: lagunas y limitaciones de
los datos en los ambitos del delito y la justicia penal,” in S. Chawla (ed.), Foro sobre el delito y la
sociedad. Nimero especial Reunién de datos sobre la delincuencia: indicadores y cuantificadores,
UNODC, UN, 2008, vol. 7, pp. 39-47; A. Villanueva Fernandez, F. Fernandez-Llebrez Gonzalez, “La
importancia de los datos de trata de seres humanos: una aproximacion al sistema de recoleccion de
datos de victimas de trata en Espana,” Revista Deusto de derechos humanos, Instituto de Derechos
Humanos Pedro Arrupe, 2019, no. 4, pp. 115-143; M.J. Castafio Reyero et al., Cultura de datos en la
trata de seres humanos: informe técnico de investigacion, Universidad Pontificia Comillas, 1st edition,
February 17, 2022, pp. 36-78

63 A. Supiot, La gouvernance par les nombres: cours au Collége de France (2012-2014), Fayard, 2020
64 J. Goodey, “Data on Human Trafficking Challenges and Policy Context,” in J. Winterdyk, B. Perrin,
P.L. Reichel (eds.), Human trafficking: exploring the international nature, concerns, and complexities,
CRC Press, 2012, p. 40

851. De Vries, C. Dettmeijer-Vermeulen, “Extremely wanted: human trafficking statistics—what to do with
the hodgepodge of numbers?,” Forum on Crime and Society, UNODC, 2015, vol. 8, p. 17; G. Peck,
“Counting Modern Slaves: Historicizing the Emancipatory Work of Numbers,” in D.W. Blight, G.
LeBaron, J.R. Pliley (eds.), Fighting Modern Slavery and Human Trafficking: History and Contemporary
Policy, Cambridge University Press, Slaveries since Emancipation, 2021, p. 36. It should nevertheless
be recognized that data can be useful to “raise awareness [...], help governments and non-governmental
organizations to develop facts-based policies against it, and, last but not least, monitor progress with
their implementation,” J. Van Dijk, “Measuring Trafficking in Persons Better: Problems and Prospects,”
in J. Winterdyk, J. Jones (eds.), The Palgrave International Handbook of Human Trafficking, Springer
International Publishing, 2020, p. 1672

66 J. Black, “Critical Reflection on Regulation,” Australian Journal of Legal Philosophy, January 1, 2002,
vol. 27, p. 27
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81. Defining human trafficking

15. Originally, supranational frameworks defined human trafficking (I), but neither

national definitions are fully harmonized (ll).

I. Supranational frameworks

16. The Palermo Protocol. The first and only widely ratified®’ supranational text
that comprehensively defines human trafficking is the 2000 Protocol to Prevent,
Suppress, and Punish Trafficking in Persons, Especially Women and Children (the
Palermo Protocol). It divides the definition of human trafficking into three elements.8
First, specific material acts of the process of trafficking should be proved, such as the
recruitment or transportation of victims; second, those acts must be committed through
specific means®® that nullify any consent from the victim,’® such as force, coercion, or
deception; third, trafficking has a specific intent, the exploitation of the victim.
Exploitation “shall include, at a minimum, [...] sexual exploitation, forced labor or
services, slavery or practices similar to slavery, servitude, or the removal of organs.”’*
Thus, trafficking “can be viewed as a process rather than a single offense.”’? However,
the Palermo Protocol has two main shortcomings. First, it supplements the 2000
Convention against Transnational Organized Crime, or the Palermo Convention.
Therefore, human trafficking is internationally prohibited only when the process is
transnational and is performed by an organized criminal group.”® Second, the Palermo

67 The Palermo Protocol has 181 parties, including non-state entities such as the EU. Prior international
texts on trafficking for sexual exploitation were not as widely ratified. For a list of these texts and the
historical origins of the repression of trafficking, see infra 80.

68 C.J. Smith, K. Kangaspunta, “Defining Human Trafficking and Its Nuances in a Cultural Context,” in J.
Winterdyk, B. Perrin, P.L. Reichel (eds.), Human trafficking: exploring the international nature, concerns,
and complexities, CRC Press, 2012, p. 26

69 These means are not required for child victims, Article 3.c of the Palermo Protocol. This study is
mainly focused on adult victims of trafficking and excludes the specific regulations in favor of the
protection of child victims. However, it should be highlighted that the repression of cyber human
trafficking highly focuses on the protection of minors online.

70 Consequently, consent is not an element of the offense, Article 3.b of the Palermo Protocol

% Article 3.a of the Palermo Protocol

72 A. Aronowitz, Human trafficking, human misery: the global trade in human beings, Praeger Publishers
Inc, 1st ed., 2009, p. 9

73 Article 4 of the Palermo Protocol. An organized criminal group is here defined as “a structured group
of three or more persons, existing for a period of time and acting in concert with the aim of committing
one or more serious crimes or offenses established in accordance with this Convention, in order to
obtain, directly or indirectly, a financial or other material benefit,” Article 2.a of the Palermo Convention.
On this concept, see infra 212. However, elements of trafficking can be committed nationally. For
example, see a French trend of sexual exploitation that can be qualified as trafficking that is nicknamed
“urban pimping” (proxénétisme de cité), targeting mainly French minor victims, B. Lavaud-Legendre,
“Des qualifications applicables a la prostitution des mineurs organisée en Plans,” Actualité juridique
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Protocol leaves some concepts to be defined by states. For instance, “abuse of power

or of a position of vulnerability” as a means of trafficking is not defined.

17. European frameworks. To complement the Palermo Protocol, European
organizations adopted their own frameworks. First, the Council of Europe drafted the
2005 Convention on Action against Trafficking in Human Beings (Warsaw Convention),
which transposes the definition of the Palermo Protocol”* but erases the conditions of
a transnational process and an organized group.” Furthermore, the text develops the
rights of trafficked victims’® and creates an evaluation mechanism, the Group of
Experts on Action against Trafficking in Human Beings (GRETA).”” Similarly, the EU,
which was known then as, the European Community, adopted measures in 1996 to
harmonize the repression of trafficking.”® Today, the EU framework is divided into two
texts. Specific rights for trafficked victims are established by Council Directive
2004/81/EC on the residence permit issued to third-country nationals who are victims
of trafficking in human beings or who have been the subject of an action to facilitate
illegal immigration, who cooperate with the competent authorities. The definition of the
offense is set by Directive 2011/36/EU on preventing and combating trafficking in
human beings and protecting its victims. It relies on the same elements as the Palermo
Protocol’® and has the same scope as the Warsaw Convention. Furthermore, it defines

Pénal, Dalloz, January 2023, p. 17. Similarly, the US policies highly focus on domestic trafficking.
Trafficking can also “vary from single individuals or soloists, to complex networks involving numerous
individuals,” A. Aronowitz, G. Theuermann, E. Tyurykanova, Analysing the Business Model of Trafficking
in Human Beings to Better Prevent the Crime, OSCE, May 2010, p. 27. In a study, authors theorize
three levels of structures: individual traffickers, small-to-medium (family-based) organized criminal
groups, and large and loose criminal networks, O. Shentov, A. Rusev, G.A. Antonopoulos, Financing of
Organised Crime: Human Trafficking in Focus, Sofia, Center for the Study of Democracy, EU, 2018,
pp. 38-44

74 Article 4.a of the Warsaw Convention

5 Article 2 of the Warsaw Convention

76 Articles 10 to 17 of the Warsaw Convention. In particular, the Warsaw Convention mandates states
to create a mechanism to offer a recovery and reflection period and a residence permit to trafficked
victims, Articles 13 and 14.

77 Article 36 of the Warsaw Convention. While it does not have the power to sanction a failing state, it
publishes regular national reports with recommendations that can be followed by recommendations by
the Committee of Parties, Article 38.7. As the evaluations take into account not only the legal framework
but also its practical implementation, the ECHR relies on these reports to scale the effectiveness of the
operational procedures, ECHR, Chowdury and Others v. Greece, March 30, 2017, no. 21884/15, | 44;
ECHR, S.M. v. Croatia, June 25, 2020, no. 60561/14, 11 170-172; ECHR, Zoletic and Others v.
Azerbaijan, October 7, 2021, no. 20116/12, 1 118

78 See Joint Action 96/700/JHA adopted by the Council on the basis of Article K.3 of the Treaty on
European Union, establishing an incentive and exchange programme for persons responsible for
combating trade in human beings and the sexual exploitation of children

79 Article 2.1 of Directive 2011/36/EU

55



the position of vulnerability®® and extends the list of forms of exploitation, adding

begging and the exploitation of criminal activities.!

18. Thus, human trafficking receives three different, although similar, definitions at
the supranational level. Consequently, national definitions adapted this definition into
their legal frameworks.

[I. National frameworks

19. The European definitions. All three European frameworks define human
trafficking, according to the Palermo Protocol methodology,®? but the content of the
three elements differs slightly. France, Romania, and Spain consider the acts of
trafficking as in the Protocol: recruiting, transporting, transferring, harboring, and
receiving.®® Spain further transposed Directive 2011/36/EU by adding “the exchange
or transfer of control.”® The means of trafficking highlight further differences. All three
frameworks include the use of coercion, fraud, or deception against the victim, but only
France extends it against their family and those with whom the victim has habitual
relationships.8> France and Spain add the use of threat, while Romania explicitly
includes the use of abduction. All three criminal codes include the means of abuse of
power, but only France defines them;®® furthermore, the codes differently transposed
the means of “giving or receiving of payments or benefits to achieve the consent of a

person having control over another person”’ and abuse of vulnerability.®® Finally, the

80 As “a situation in which the person concerned has no real or acceptable alternative but to submit to
the abuse involved,” Article 2.2 of the Directive 2011/36/EU

81 Article 2.3 of Directive 2011/36/EU

82 The Spanish framework adds further elements. It includes some details on the location of the offense:
“either in Spanish territory, or from Spain, or in transit or to Spain”; and specifies that the means are to
be proven for both national and foreign victims, Article 177 bis.1 of the Cddigo penal. These elements
have been seen as misleading and unnecessary, C. Villacampa Estiarte, “El delito de trata de seres
humanos en derecho penal espafol tras la reforma de 2015,” in E. Pérez Alonso (ed.), El derecho ante
las formas contemporaneas de esclavitud, Tirant lo Blanch, Homenajes y congresos, 2017, pp. 461-463
83 Article 225-4-1.1 of the Code pénal, Article 210.1 of the Codul penal, and Article 177 bis.1 of the
Cadigo penal

84 Article 177 bis.1 of the Codigo penal in relation to Article 2.1 of Directive 2011/36/EU

85 Article 225.4.1.1.1° of the Code pénal

86 The abuse of power is qualified when the perpetrator is an ascendant of the victim or “a person who
has authority over that person or abuses the authority conferred by their functions,” Article 225.4.1.1.2°
of the Code pénal.

87 France deletes the latter condition of control and adds the promise of doing so, Article 225.4.1.1.4° of
the Code pénal; Romania adds the verbs “to offer” and “to accept,” Article 210.1.c of the Codul penal.
88 The Spanish one transposes the EU definition, Article 177 bis.1 of the Codigo penal in relation to
Article 2.2 of Directive 2011/36/EU. In France, vulnerability is limited to listed situations, “due to age,
illness, infirmity, physical or mental deficiency or pregnancy, apparent or known to the perpetrator,”
Article 225.4.1.1.3° of the Code pénal. Similarly, the Romanian Codul penal only considers situations of
“obvious vulnerability,” which could be understood as a state visible or known by the perpetrator, Article

56



purpose of trafficking is differently defined in all three frameworks. The Romanian code
does not define nor list forms of exploitation in the offense of trafficking® but, rather,
along with the expressions of criminal law.®® There, as in the Spanish offense of
trafficking, it includes an exhaustive list of forms of exploitation.®* By contrast, the
French criminal code defines exploitation as “making the victim available to the
perpetrator or to a third party, even if not identified,” to commit one of the listed
offenses.®? Thus, despite a harmonized European definition, national offenses

underline state sovereignty to define human trafficking.

20. The US definition. The US Code defines three forms of human trafficking, two
of which are severe—sex trafficking of minors and trafficking with respect to peonage,
slavery, involuntary servitude, or forced labor—as well as sex trafficking.®® The forms
of exploitation, thus, are more limited than those in supranational frameworks. The
severe forms of trafficking are defined as the recruitment, harboring, transportation,
provision, or obtaining of a person for labor or services, or for commercial sex when
the victim is younger than 18 years old.®* The usual means of trafficking, therefore, are
not required. The general definition of sex trafficking considers two situations:%® The
first relates to the acts of trafficking: when someone knowingly “recruits, entices,
harbors, transports, provides, obtains, advertises, maintains, patronizes, or solicits” a
person for a commercial sex act,®® and the second finds that trafficking is also

committed when someone knowingly “benefits, financially or by receiving anything of

210.1.b. Abuse of vulnerability is equated with “taking advantage of the impossibility of defending oneself
or expressing one’s will.”

89 However, the offense is included in Chapter VIl of the Codul penal, on trafficking and exploitation. The
offense is thus defined along the offenses of slavery forced or compulsory labor, pimping, and
exploitation of begging, Articles 209, 212 to 214.

9 Article 182 of the Codul penal, J. Hiah, “(Anti-)trafficking for Labor Exploitation in Romania: A Labor
Perspective,” in J. Winterdyk, J. Jones (eds.), The Palgrave International Handbook of Human
Trafficking, Springer International Publishing, 2020, pp. 1136-1137

91 Both countries include forced labor, slavery, and similar practices (Spain explicitly adds servitude),
forced begging, sexual exploitation, including in pornography, and the removal of body organs (Romania
adds the removal of tissues or other cells). The Spanish code adds forced marriage. On the contrary,
the French case law refuses to extend trafficking for the purpose of forced marriage, according to the
principle of legality, Cour de cassation, Chambre criminelle, May 11, 2023, no. 22-85425; R. Mesa, “Le
transport de mineurs aux fins de mariages arrangés n’est pas constitutif du délit de traite des étres
humains,” Actualité juridique Pénal, Dalloz, 2023, p. 288

92 Article 225-4-1.1 of the Code pénal. These are pimping, sexual aggression, slavery, forced labor,
servitude, organ removal, begging exploitation, working or living conditions contrary to the dignity of the
victim, and to compel the victim to commit any crime or misdemeanor.

93 According to the Trafficking Victims Protection Act of 2000 and its subsequent reauthorizations, see
22 US Code (USC) §7102(11) A and B.

9418 USC § 1590 and § 1591

918 USC § 1591

%18 USC § 1591.a.1
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value, from participation in a venture which has engaged in an act described” in the
first scenario.®’ In both scenarios, the perpetrator must know or, except where the act
is advertising, act in reckless disregard “of the fact that means of force, threats of force,
fraud, and coercion” were used against the victim. Therefore, the US law thus includes
only a limited number of the means considered in the international framework.

21. Once human trafficking is defined, this study requires an explanation of its
criminological evolution. Indeed, “If we find that the legal texts also require knowledge
of reality, we [cannot] limit ourselves to the legal texts by comparing legal norms. We

have to compare the text with reality.”®

82. The evolution of human trafficking

22. The opportunities for perpetrators of human trafficking were multiplied by both
globalization (I) and digitalization (I1). Although “it is technically impossible to separate
[them] neatly” due to late capitalism,®® these phenomena highlight differently the

evolution of the modus operandi of trafficking and its origins.

. Globalization

23. Defining globalization. Globalization led to various mutations of society,
summarized as follows: the creation of a global financial market, the increased
interdependence of economies and cultures, the progress of digital technologies, the
construction of Europe, the weakening of the capacity of the welfare state, the
emergence of private powers with transnational corporations and non-governmental
organizations (NGOs), the rise in power of judges and the cult of human rights,

multiculturalism within states, and the growth of individualistic pressures.® Thus,

9718 USC § 1591.a.2. Here, participation is defined as “knowingly assisting, supporting, or facilitating,”
18 USC § 1591.a.4. Venture is defined as “any group of two or more individuals associated in fact,
whether or not a legal entity,” 18 USC § 1591.a.6

98 Max-Planck-Institut fir Auslandisches und Internationales Strafrecht Internationales Kolloquium
Freiburg im Breisgau), Comparison as a method of criminal law and criminology, op. cit. note 25, p. 65
99 T. Terranova, “Free Labor,” in T. Scholz (ed.), Digital labor: the Internet as playground and factory,
Routledge, 2013, p. 66

100 F. Ost, M. van de Kerchove, De la pyramide au réseau ? Pour une théorie dialectique du droit,
Publications des facultés universitaires Saint-Louis, 2010, p. 12. Castells defines the global economy
as the one “whose core components have the institutional, organizational, and technological capacity to
function as a unit in real time, or at a set time, on a planetary scale,” M. Castells, La sociedad red,
Alianza Editorial SA, La era de la informacion: economia, sociedad y cultura, June 30, 2005, vol. 1,
p. 141. Agnew criticizes this “myth” of globalization as only linked to the economy and to markets, J.A.
Agnew, Globalization and sovereignty, op. cit. note 4, p. 24
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globalization brings not only positive evolution but states also face a “negative
globalization.”°! One challenge is the globalization of crimes,'? in particular, human
trafficking.193

24. Push and pull factors. Today, many scholars rely on the theory of the push
and pull factors to explain human trafficking'®, in other words, why “potential victims
who live in ‘source countries’ or ‘sending countries’ are pushed towards ‘destination
countries” and how the latter pulls victims.1% From the perspective of the traffickers,
attracting factors may include “high demand for cheap or uncompensated labor, weak
or no laws against various forms of forced servitude,” et cetera.l®® Conversely,
“perceived opportunity for something better combined with a lack of awareness” can
attract potential victims.'%” Push factors can refer to individual characteristics such as
gender, age, “childhood abuse and/or neglect, lack of education, [...] criminal history,
drug and/or substance abuse, and financial stress.”°® From a macro perspective,
trafficking factors can include “political instability[, ...] income differentials between
developed and developing countries], ...] the universal devaluation and marginalization
of women and children[, ...] urbanization and centralization of educational and
employment opportunities, cultural thinking and attitude, traditional practices, domestic

violence, corruption, [or] conflicts.”%® However, the causes of trafficking are multiple

101 7. Bauman, Liquid times: living in an age of uncertainty, Polity Press, 2007, p. 7

102 M. Delmas-Marty, Le relatif et I'universel, Editions du Seuil, Les forces imaginantes du droit no. 1,
2004, p. 41

103 R, Pati, “Human Trafficking: An Issue of Human and National Security,” University of Miami National
Security and Armed Conflict Law Review, 2013, vol. 4, p. 32; T. Zhidkova, “Globalization and the
Emergence of Violent Non-state Actors: The Case of Human Trafficking,” New Global Studies, De
Gruyter, April 1, 2015, vol. 9, no. 1, p. 20

104 J. Winterdyk, “Explaining Human Trafficking: Modern Day-Slavery,” in J. Winterdyk, J. Jones (eds.),
The Palgrave International Handbook of Human Trafficking, Springer International Publishing, 2020,
pp. 1259-1260

105 M. van Meeteren, S. Bannink, “A Transnational Field Approach to the Study of Labor Trafficking,”
in J. Winterdyk, J. Jones (eds.), The Palgrave International Handbook of Human Trafficking, Springer
International Publishing, 2020, p. 1753

106 | E. Nagle, “Selling Souls: The Effect of Globalization on Human Trafficking and Forced Servitude,”
Wisconsin International Law Journal, 2008, vol. 26, no. 1, pp. 137-138; R. Pati, “Human Trafficking: An
Issue of Human and National Security,” op. cit. note 103, pp. 41-42

107 J. Winterdyk, “Explaining Human Trafficking: Modern Day-Slavery,” op. cit. note 104, pp. 1259-1260
108 \/, Bouché, An Empirical Analysis of the Intersection of Organized Crime and Human Trafficking In
the United States, National criminal justice reference service - Office of Justice Programs, July 2017,
p. iv

109 E .M. Wheaton, E.J. Schauer, T.V. Galli, “Economics of Human Trafficking,” International Migration,
July 19, 2010, vol. 48, no. 4, p. 121. See also L.E. Nagle, “Selling Souls,” op. cit. note 106, pp. 137-138;
I. Churakova, A. van der Westhuizen, “Human Trafficking in the Russian Federation: Scope of the
Problem,” in J. Winterdyk, J. Jones (eds.), The Palgrave International Handbook of Human Trafficking,
Springer International Publishing, 2020, p. 1080. For another list and explanation of push and pull
factors, see A. Stanojoska, B. Petrevski, “Theory of push and pull factors: a new way of explaining the
old,” Conference: Archibald Reiss Days, Belgrade, Serbia, March 1, 2012. The “patriarchal order” has
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and vary for every victim. Thus, this theory is criticized and should be broadened.!'°

25. Increasing vulnerabilities and criminal opportunities. Nevertheless, many
causes of trafficking are enhanced by globalization.''? Thus, globalization per se is
seen as a cause of trafficking.11? In particular, one push factor is vulnerability, including
poverty!'® and, more generally, the lack of opportunities. In the origin countries,
globalization increases the powerlessness of vulnerable populations,'4 such as the
poorest populations and minorities. When populations are migrating, globalization
increases inequalities, creating a gap between those who have the economic and
informational resources to migrate independently and those who need to rely on
migration networks, increasing the risks of posterior trafficking.'*®> At the same time,
other consequences of globalization ease the traffic for exploiters. First, the
globalization of information offers easy access to “actual or potential opportunities in

large cities, neighboring countries, or other destinations.”® As a pull factor, the

also been cited due to the prevalence of women and girls as victims, J. Turner, “Root Causes,
Transnational Mobility and Formations of Patriarchy in the Sex Trafficking of Women,” in M. Malloch, P.
Rigby (eds.), Human Trafficking: The Complexities of Exploitation, Edinburgh University Press, 2016,
pp. 194-209

110 This division, as well as the difference between source and destination countries, has been criticized:
it classifies “whole countries as either of the following: A country that solely attracts victims; A country
that solely repels victims; A country that neither repels nor attracts victims, [...] Simply classifying
countries into one of these categories could result in tunnel vision,” and in blind spots during
identification, S.L.J. Kragten-Heerdink, C.E. Dettmeijer-Vermeulen, D.J. Korf, “More Than Just 'Pushing
and Pulling": Conceptualizing Identified Human Trafficking in the Netherlands,” Crime & Delinquency,
December 1, 2018, vol. 64, no. 13, p. 1768. This theory is criticized for creating a “bipolar framework of
analysis opposing sending and receiving countries that reinforces the borders between the two,” S.
Cheng, “A critical engagement with the 'pull and push' model Human trafficking and migration into sex
work,” in R.W. Piotrowicz, C. Rijken, B.H. Uhl (eds.), Routledge handbook of human trafficking,
Routledge, Taylor & Francis Group, 2018, pp. 500, 504. See also, S. Mezzadra, R. Nunes, “The gaze
of autonomy Capitalism, migration and social struggles,” in V. Squire (ed.), The contested politics of
mobility: borderzones and irregularity, Routledge, Routledge advances in international relations and
global politics no. v. 87, 2011, p. 127

11 J. Winterdyk, “Explaining Human Trafficking: Modern Day-Slavery,” op. cit. note 104, pp. 1259-1260;
H. Cameron, “The New Raw Resources Passing Through the Shadows,” in M. Malloch, P. Rigby (eds.),
Human Trafficking: The Complexities of Exploitation, Edinburgh University Press, 2016, p. 210

112 E M. Wheaton, E.J. Schauer, T.V. Galli, “‘Economics of Human Trafficking,” op. cit. note 109, p. 121;
H. Askola, “Regional Responses to Human Trafficking in Southeast Asia and Australasia,” in J.
Winterdyk, J. Jones (eds.), The Palgrave International Handbook of Human Trafficking, Springer
International Publishing, 2020, p. 903

113 G. Sekhon, “Combating Trafficking in Persons Through Public Awareness and Legal Education of
Duty Bearers in India,” in J. Winterdyk, J. Jones (eds.), The Palgrave International Handbook of Human
Trafficking, Springer International Publishing, 2020, p. 731; P.L. Kerr, “Push and Pull: The Intersections
of Poverty, Health Disparities, and Human Trafficking,” Public Health & Social Justice, Cancer InCytes
Magazine, 2014, vol. 3, no. 2, pp. 1-5

114 J, Winterdyk, “Explaining Human Trafficking: Modern Day-Slavery,” op. cit. note 104, pp. 1257-1274
115 K. Alden Dinan, “Globalization and national sovereignty: From migration to trafficking,” in S.
Cameron, E. Newman (eds.), Trafficking in humans: social, cultural and political dimensions, UN
University Press, 2008, p. 64

118 A Aronowitz, Human trafficking, human misery, op. cit. note 72, p. 26
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globalization of information feeds motivations to migrate, giving an already-prepared
speech to exploiters to deceive their victims. Second, globalization facilitates travel and

“the ability to embed illegal activities within legal and normal activities.”*’

26. The current globalization is not “entirely new,”* but this iteration is original due
to the “digital revolution,”''° characterized by “technologies that make the circulation of
goods and capital, as well as cultural and scientific information, almost

instantaneous.”20

ll. Digitalization

27. Defining digitalization and new technologies. Strictly understood, three
concepts can be distinguished under the concept of digitalization. On the one hand,
“digitization is the transition from analog to digital, and digitalization is the process of
using digitized information to simplify specific operations. [... On the other hand,]
informatization [...] is the process by which information technologies [...] have
transformed economic and social relations.”?! In general, digitalization thus relies on
a wide range of technologies. “New technologies” are not so new, depending on what
are believed to be new technologies.'?? Since 1940, three sectors have evolved
quickly: “microelectronics, computers, and telecommunications,”*?3 and the expansion
of these technologies became global “in less than two decades, from the mid-1970s to
the mid-1990s.71?4 Castells highlights five characteristics of this digital revolution: (1)

The raw material of this new society is information or data;'?° (2) This revolution affects

117 P, Williams, “Trafficking in women: The role of transnational organized crime,” in S. Cameron, E.
Newman (eds.), Trafficking in humans: social, cultural and political dimensions, UN University Press,
2008, p. 148

118 J A. Agnew, Globalization and sovereignty, op. cit. note 4, p. 26

119 M.-C. Roques-Bonnet, Le droit peut-il ignorer la révolution numérique, Michalon Editions, 2010; M.
Castells, La sociedad red, op. cit. note 100, p. 30

120 M. Delmas-Marty, “Le droit pénal comme éthique de la mondialisation,” Revue de science criminelle
et de droit pénal comparé, Dalloz, 2004, p. 1

121 J. Vrana, R. Singh, “Digitization, Digitalization, and Digital Transformation,” in N. Meyendorf et al.
(eds.), Handbook of Nondestructive Evaluation 4.0, Springer International Publishing, 2021, p. 3

122 Recalling, for instance, the inventions of the phone by Bell in 1876, or the radio by Marconi in 1898.
Moreover, the term “new technologies of information and communication” is now reduced to information
and communication technologies, S. Sontag Koenig, Technologies de [linformation et de la
communication et défense pénale, Mare & Martin, Bibliotheque des théses, 2016, p. 54. Thus, this term
is “flexible, changing as tools and means are invented and integrated into the technical background of
societies,” L. Gilbert, “Présentation : Regards sur les nouvelles technologies,” Revue d’anthropologie du
contemporain, Altérités, 2008, vol. 5, no. 1, p. 4

123 M, Castells, La sociedad red, op. cit. note 100, p. 70

124 1bid. pp. 61-63

125 Data is the “representation of information for automatic processing,” European Commission for the
Efficiency of Justice, “European ethical Charter on the use of Artificial Intelligence in judicial systems

61



all sectors of the economy and all processes of life; (3) These technologies are based
on a logic of interconnection between systems; (4) They are flexible, the processes are
reversible, and organizations can be modified; and (5) New technologies are less
distinguishable, and all technologies fit into the network society. From a material
perspective, they usually integrate the same product, and from an organizational
perspective, companies work together to innovate.'?6 To summarize, in this study, new
technologies broadly include “all the techniques used in the processing and
transmission of information,”?” with a particular focus on the Internet.1?8

28. Thus, digitalization opens a new chapter in globalization offering new
opportunities for perpetrators (A) and leading to the global evolution of the modus

operandi of the crime (B).

A. Digitalization facilitating human trafficking

29. Access. The facilitation of offenses, including human trafficking, by new
technologies can rest on the “triple-A engine” theory: access, affordability, and
anonymity.?® First, cyber trafficking allows perpetrators easier access to victims.13°
Traffickers can post job offers on many websites, create a false website to lure victims,

or hunt for victims on social networks. They take advantage of all online information,

and their environment,” Council of Europe, December 4, 2018, p. 70. The notion of information “calls for
a wide interpretation of the concept, regardless of the nature or content of the information, and the
technical format in which it is presented,” Article 29 Data Protection Working Party, “Opinion 4/2007 on
the concept of personal data,” EU, June 20, 2007, p. 25

126 M, Castells, La sociedad red, op. cit. note 100, pp. 105-106

127 M. Quéméner, Le droit face a la disruption numérigue: adaptation des droits classiques: émergence
de nouveaux droits, Gualino, 2018, p. 15

128 Generally defined as “a global network of telecommunication resources, servers, and clients for the
exchange of server and client computers, intended for the exchange of electronic messages, multimedia
information, and files,” A. Desforges, E. Déterville, “Lexique sur le cyberespace,” Hérodote, La
découverte, 2014, vol. 2014/1, no. 152-153, p. 24. Further, it is “a distributed, collaborative system
structured in layers: physical infrastructure (cables, radio relays, etc.), logical infrastructure (protocols,
routers, naming and addressing), applications (e-mail, Web), and a social layer,” B. de La Chapelle,
“Souveraineté et juridiction dans le cyberespace,” Hérodote, La découverte, 2014, vol. 2014/1, no. 152-
153, p. 180; N. Choucri, D.D. Clark, “Who controls cyberspace?,” Bulletin of the Atomic Scientists, SAGE
Publications, September 1, 2013, vol. 69, no. 5, p. 22

129 A, Cooper, “Sexuality and the Internet: Surfing into the New Millennium,” CyberPsychology &
Behavior, January 1998, vol. 1, no. 2, p. 187. Similarly, see G. Antonopoulos, G. Baratto, A. Di Nicola,
Technology in human smuggling and trafficking: case studies from Italy and the United Kingdom,
Springer, Springerbriefs in criminology, 2020, pp. 31-32

130 As simplistically summarized, “organized crime groups [...] are able to buy and sell women with the
ease of a mouse-click,” L. Shelley, “Human trafficking as a form of transnational crime,” in M. Lee (ed.),
Human trafficking, Willan, 2007, p. 119; P. Williams, “Trafficking in women,” op. cit. note 117, p. 148
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highlighting the vulnerabilities of potential victims.*3! Thus, they have “access to a
much broader pool of potential victims because traditional physical and geographical
limitations do not exist.”*3?> Moreover, traffickers gain new opportunities for controlling
victims through cameras, permanent messaging,*** and the like, and their control
extends to victims already extracted from the exploitative situation and assisted by
NGOs.'3* In this direct access, “mobile telephones [are] a key communication
channel.”'3> Conversely, digitalization offers new opportunities to access any other
actor in the trafficking chain. At the transportation stage, communications between
smugglers and document counterfeiters are easier and quicker. At the exploitation
stage, digitalization offers new ways to advertise victims and to find people looking for
their services. At the last stage, digitalization makes contact with money launderers
easier. Facilitated access allows for the quickening of processes and the diversification
of and specializing actors. On the contrary, impunity is increased by limiting the access
of law enforcement authorities, in particular, by encryption and closed cyber spaces.13¢

30. Affordability. Second, digitalization facilitates trafficking because access is
affordable. Mobile phones and computers, for example, are becoming less
expensive,*” and social networks and many websites for advertisements are free to
use or require only an email address, which is also usually easy and free to create, to
register. When these tools are not free, their prices can be lowered through the
specialization of actors, for instance, in document fraud. Moreover, these tools are

affordable as they are legal and develop in poorly regulated sectors.'®® For instance,

181 S, Yu, “Human Trafficking and the Internet,” in M. Palmiotto (ed.), Combating human trafficking: a
multidisciplinary approach, CRC Press, 2015, p. 66

132 secretariat of the Working Group on Trafficking in Persons, Successful strategies for addressing the
use of technology to facilitate trafficking in persons and to prevent and investigate trafficking in persons
Background paper, Conference of the Parties to the United Nations Convention against Transnational
Organized Crime, UN, July 23, 2021, 1 12, CTOC/COP/WG.4/2021/2

133 M. van der Watt, B. Kruger, “Breaking Bondages: Control Methods, 'Juju,' and Human Trafficking,”
in J. Winterdyk, J. Jones (eds.), The Palgrave International Handbook of Human Trafficking, Springer
International Publishing, 2020, p. 939; D. Czarnecki, Trafficking in human beings 2.0, op. cit. note 13,
p. 25

134 C. Chen, N. Dell, F. Roesner, “Computer Security and Privacy in the Interactions Between Victim
Service Providers and Human Trafficking Survivors,” Proceedings of the 28th USENIX Security
Symposium, Santa Clara, CA, USA, August 16, 2016, p. 93

135 E. Cockbain, Offender and Victim Networks in Human Trafficking, Taylor & Francis Ltd, 2020, p. 123
136 GRETA, Online and technology-facilitated trafficking in human beings, op. cit. note 16, p. 14

137 M. Dank et al., Estimating the Size and Structure of the Underground Commercial Sex Economy in
Eight Major US Cities, Research Report, The Urban Institute, March 2014, p. 3

138 E. Heil, A. Nichols, “Hot spot trafficking: a theoretical discussion of the potential problems associated
with targeted policing and the eradication of sex trafficking in the United States,” Contemporary Justice
Review, Routledge, October 2, 2014, vol. 17, no. 4, p. 428
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digitalization creates new labor sectors, in which exploitation can be committed.
Regarding sexual exploitation, traffickers do not necessarily need physical contact
between the victim and the “client,” for example, when the exploitation consists of
“virtual” sex, such as live videos, webcam sex, 3 or sex chats.*? Some types of digital
labor, such as crowdsourcing services or content moderation, can occur in exploitative
conditions and could be qualified as trafficking depending on the case.*! Digitalization
also affords new ways to launder money, such as neo-banking or transactions through
messaging applications,#? especially when procedures are online. In general,

digitalization allows traffickers to ignore territories and rely on national legislation.

31. Anonymity. Third, digitalization fosters the anonymity of every actor in the
trafficking chain. It is what Truong calls a “virtual enclave [which] is the use of the
cyberspace for [trafficking] through nearly untraceable networks.”*43 On the one hand,
this process means using pseudonyms (different names) and falsifying data (changing
gender,#4 ages, pictures, etc.). On the Internet, people are usually not required to
identify themselves to create an email account, register on a website, and the like,
allowing minor victims to become older and traffickers to hide behind an apparently
legal business. On the other hand, although digitalization means keeping track of all
data, law enforcement authorities must know how and where to find such data.

However, proof is volatile; traffickers can erase their message applications content,

139 Conseil fédéral, Prostitution et traite d’étres humains a des fins d’exploitation sexuelle Rapport,
Switzerland, June 5, 2015, p. 71; UNODC, Global report on trafficking in persons 2020, op. cit. note 21,
pp. 120-123

140 Conseil fédéral, Prostitution et traite d’étres humains, op. cit. note 139, p. 71

141 B, Petit, “Formes légales de travail et formes contemporaines d’esclavage,” Les Cahiers de la Justice,
Dalloz, 2020, vol. 2020/2, no. 2, pp. 220-230; A.A. Casilli, “Digital Labor Studies Go Global: Toward a
Digital Decolonial Turn,” International Journal of Communication, 2017, vol. 11, no. Special section
"Global Digital Culture”, p. 3938; S.T. Roberts, Derriere les écrans, La Découverte, October 15, 2020;
J. Linchuan Qiu, “Labor and Social Media: The Exploitation and Emancipation of (almost) Everyone
Online,” in J. Burgess, A. Marwick (eds.), The Sage handbook of social media, SAGE inc, 1sted., 2017,
p. 298

142 D. Czarnecki, Trafficking in human beings 2.0, op. cit. note 13, p. 33; UNODC, Global report on
trafficking in persons 2020, op. cit. note 21, p. 44

143 T.-D. Truong, Human trafficking and organised crime, Institute of Social Studies, Working paper
series no. 339, 2001, pp. 10-11

144 For instance, in a French case of trafficking for the purpose of exploitation in the pornography sector,
the male recruiter appeared to victims as a female Facebook profile, L. de Foucher, N. Chapuis, S.
Laurent, “« C’était des viols déguisés en vidéo » : le réseau, le recruteur et les proies,” Le Monde.fr,
December 15, 2021, online https://www.lemonde.fr/police-justice/article/2021/12/15/c-etait-des-viols-
deguises-en-video-le-reseau-le-recruteur-et-les-proies_6106152_1653578.html (retrieved on
December 15, 2021)
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post only temporary advertisements, suppress an account on a website,*> and use
specific software to foster anonymity, such as a virtual private network.4 In summary,
even if a police officer finds an online pattern of human trafficking, identifying the real

person behind it might be a lengthy process.

32. As digitalization facilitates human trafficking, all of its stages are evolving.

B. A criminological study of the evolution of human trafficking

33. Cyber trafficking of humans is particularly developed at the recruitment (1) and

exploitation (2) stages. However, all steps in between and thereafter are also affected

3).

1. Recruitment

34. Proactive strategies. When traffickers recruit victims, they traditionally rely on
two techniques: The proactive, or “hunting,” strategy consists of the trafficker actively
looking for a victim and luring them, and the reactive, or “fishing,” strategy consists of
the trafficker setting a bait and waiting for a victim to catch it.14” When the former
strategy is developed online, the trafficker may actively look like an employer recruiting
for a false job*8 or they might use cyber seduction,'*? including the lover boy method**°

or the grooming of minor victims.'®! These situations are based on the creation of

145 J, Middleton, “From the Street Corner to the Digital World: How the Digital Age Impacts Sex
Trafficking Detection and Data Collection,” in J. Winterdyk, J. Jones (eds.), The Palgrave International
Handbook of Human Trafficking, Springer International Publishing, 2020, p. 476
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facilitate trafficking in persons, op. cit. note 132, 1 13

148 See, for instance, A. Albertini, “Un vaste réseau de prostitution démantelé a Paris,” Le Monde.fr,
June 10, 2021, online https://www.lemonde.fr/police-justice/article/2021/06/10/un-vaste-reseau-de-
prostitution-demantele-a-paris_6083529 1653578.html (retrieved on June 17, 2021)

149 Commission on Crime Prevention and Criminal Justice, Resolution 27/2, op. cit. note 11

150 A, Lavorgna, Transit crimes in the Internet age, op. cit. note 17, p. 121; Department of State,
“Trafficking in persons report,” US, June 2019, p. 200; F. Bovenkerk, M. van San, “Loverboys in the
Amsterdam Red Light District: A realist approach to the study of a moral panic,” Crime, Media, Culture:
An International Journal, August 2011, vol. 7, no. 2, pp. 185-199; G. Antonopoulos, G. Baratto, A. Di
Nicola, Technology in human smuggling and trafficking, op. cit. note 129, p. 48. For a Spanish example,
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Fiscalia General del Estado, Spain, 2021, p. 20
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specific feelings of trust, friendship, and love to prepare the victims for later abuse.>?
The traffickers usually rely on legal means to find their victims;>2 on preexisting but
magnified vulnerabilities;*>* by using profiling technology,**® such as available data on

Facebook;*® or on any other types of digital footprints.%’

35. Reactive strategies. When “fishing” for the victim, the trafficker will set various
types of bait online. In general, “Contact between victims and offenders [is] not just
offender-initiated. There was evidence of demonstrable efforts made by victims, too,
to sustain the relationships.”'8 The bait is usually a job advertisement.'>® Indeed,
“Traffickers frequently place spurious, promising advertisements on employment,
dating, and marriage websites for jobs including administration, cleaning, home help,
childcare, waitressing, hostessing, pole dancing, transportation, the collection and
delivery of charity bags, agricultural farming and construction roles, educational
courses, or work in the tourism sector.”¢? The offer might lie about the content of the
later exploitation or about the conditions of work. Sex work might be hiding sexual

exploitation,%? any job offer might hide labor exploitation,'®? offering the work in a
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Sex Trafficking,” Policing, June 1, 2011, vol. 5, no. 2, p. 137
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Publishing, 2016, p. 576
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156 A, Di Nicola, G. Baratto, E. Martini, Surf and sound - The role of the internet in people smuggling and
human trafficking, Faculty of Law, University of Trento, ECrime Research Reports, March 2017, p. 42;
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Transdisciplinary Al, Laguna Hills, CA, USA, IEEE, September 2019, p. 2
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159 For instance, targeting people fleeing Ukraine, L. Tondo, “Ukraine prosecutors uncover sex trafficking
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G. Baratto, E. Martini, Surf and sound, op. cit. note 156, p. 62
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cannabis farm might hide the exploitation of forced criminality,'®® and advertisements
for selling organs might hide the consequences of the operation or lie about the

price.164

36. Cyber spaces for recruitment. At first, these contacts can take place in very
highly diverse online spaces: public spaces, such as forums open to public view or
comments on a public Facebook post as well as private spaces that are, not open to
public view. The most-cited spaces are Facebook!® and its message application
Messenger, WhatsApp, Instagram, and Twitter.%® In particular, the use of applications
seems to depend on the age of the potential victims—for instance, Snapchat and
TikTok!®” are more prevalent in the recruitment of minor victims—and on their
geographical origin, since some applications are best known in some regions.
Advertisement platforms are also used to advertise job openings. More organized
processes might rely on legitimate-looking agency websites,'%8 such as employment
agencies and mail-order bride agencies,%° by offering work, study, marriage, or travel

technology to recruit individuals for the purpose of labor exploitation appears to be less widespread,” D.
Czarnecki, Trafficking in human beings 2.0, op. cit. note 13, p. 22
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4, 2023, online https://www.bbc.com/afrique/64484326 (retrieved on February 20, 2023)
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October 30, 2020, pp. 19-20
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abroad.'’® Once the conversation is in a bilateral private space, the trafficker will

develop its strategy by assessing the potential victim.

37. Thus, online recruitment allows traffickers to connect with the victims, their
environment, and their personal data.'’*. The lack of verification of the information on
the content of the job makes it easier to hide exploitation, which is also affected by new

technologies.

2. Exploitation

38. Traditional exploitation. New technologies facilitate classical forms of
exploitation and create opportunities for new types of exploitation. Regarding the
former, technologies are mainly used for advertisements, control, and communication.
For trafficking for sexual exploitation, victims can be advertised online,1’2 on general
websites for global use,'”® or on specific websites dedicated to adult content.1’* These

advertisements can be managed by traffickers or underlings,’® but victims can also
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Gender Law & Policy, 2014, vol. 21, pp. 307-309
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Are also used private groups on WhatsApp or Telegram, Office of the Special Representative and
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Zheng, J.W. Creswell, “Buying Sex On-Line from Girls,” op. cit. note 166, p. 62; B. Lavaud-Legendre,
C. Plessard, G. Encrenaz, Prostitution de mineures (1), op. cit. note 167, p. 45; European Commission,
Fourth report, op. cit. note 11, p. 6. On the contrary, trafficked victims are not significantly advertised on
the Dark Net, while it “remains an important platform for the exchange of child sexual abuse material,”
Europol, “Internet organised crime threat assessment,” EU, 2021, p. 25; G. Antonopoulos, G. Baratto,
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work, including review boards, escort or sugar-daddy websites, K. Feehs, A. Currier Wheeler, 2019
Federal Human Trafficking Report, op. cit. note 58, p. 29; J.J.M. Van Rij, The trafficking and sexual
exploitation of native Hungarian speaking women in the Netherlands. A case study into the nature of
forced prostitution and the modus operandi of organised crime groups involved in human trafficking in
Europe, Thesis, Inholland University of Applied Sciences, June 2014, p. 37. The website can even be
created specifically by the traffickers, A. Albertini, “Un vaste réseau de prostitution démantelé a Paris,”
op. cit. note 148
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2, 2022, vol. 8, no. 1, p. 39
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manage their own advertisements and calls.1’® Depending on the legislation about sex
work, these advertisements might be more or less explicit, using certain codes and
emojis.t’” Similarly, online advertisements are used to recruit victims for trafficking for
the removal of organs through dedicated websites or general ones to announce the to-
be-transplanted organs or brokers managing these operations.'’® Traffickers can also
advertise babies for adoption,'’® or victims for forced marriage.'®° On the contrary, for
labor exploitation, technologies mainly facilitate control:18 Phones and cameras allow
traffickers to constantly watch their victims.82 Similarly, control by new technologies is

used in forced criminality, such as GPS control during burglaries.83

39. Larger exploitation. Second, new technologies enable or facilitate the

176 Department of State, “Trafficking in persons report,” US, June 2017, p. 173. For an example, see
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organization of wider operations, for instance, sex tours or tourism and transplant
tourism. Prosecution is more difficult due to the involvement of various territories and
the multiple flows of different actors.'®* Transplant tourism*8 interacts with trafficking
for the removal of organs!® with the complicity of medical insurance agents or travel
agencies specializing in medical tourism.'8” Sex tours “are increasingly reported” in the
EU.X® In some cases, “the whole chain is managed remotely, via the Internet:
recruitment, apartment rentals on public platforms, publication of the [advertisements

...] and the management of appointments.”89

40. Newer exploitation. Third, new technologies enable new forms of exploitation
without direct contact between the victims and the people who benefit from their
exploitation. However, it is not true to say that trafficking takes place online:**° the
offense is committed somewhere, and its consequences are real for the victim. Child
sexual abuse material, or child pornography, is usually the first of these newer forms
to be mentioned. Nevertheless, depending on national legislation, the facts might be
prosecuted as trafficking or not.1°! Regarding adult victims, the recruitment methods of

some pornography producers can also be qualified as trafficking.1°2 Exploitation might
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human beings, “Toolkit to Combat Trafficking in Persons,” UNODC, UN, 2008, p. 506
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J. Jones (eds.), The Palgrave International Handbook of Human Trafficking, Springer International
Publishing, 2020, p. 328

188 Eyropean Commission, Fourth report, op. cit. note 11, p. 4
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menace «gigantesque »,” Leparisien.fr, July 31, 2022, online https://www.leparisien.fr/faits-
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gigantesque-31-07-2022-HECM4QK5LFDQBA64MDJDDMP2DQ.php (retrieved on August 2, 2022)
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2020, no. 106, p. 44
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International Handbook of Human Trafficking, Springer International Publishing, 2020, p. 355. Indeed,
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of children, itself, usually carries its own, separate penalty, and this distinction should be maintained,”
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occur through different types of production of sexual content, such as photographs,
sex chats, or live videos.'®3 Furthermore, the person who benefits might be an entire
population, for instance, for peaceful online interactions. Casilli highlights that “Today,
most of these digital relations of production are shaped by wage labor, slave labor,
unpaid labor, precarious labor, and freelance labor, making the international division
of digital labor a vast and complex network of interconnected, global processes of
exploitation.”®* In the gig economy, these digital relationships can be found in
“crowdsourcing services that match recruiters and workers to perform small, repetitive,
and often unskilled tasks™% or for content regulation online, as the use of foreign

human moderators is on the rise.19

41. Among all stages of trafficking, recruitment and exploitation are the most
affected by new technologies and the most researched by scholars. However, all other

stages are also facilitated.

3. Other stages of the process

42. Transportation and accommodation. At all stages of the trafficking process,
traffickers take advantage of online opportunities to organize their traffic. In particular,
the Internet is used to book tickets for planes, trains, and buses;*®’ similarly, online
housing solutions, such as Airbnb'®® or Booking.com'®® are used by traffickers.

Additionally, online administrative processes might be advantageous for traffickers to

estrecha-relacion-cine-porno-trata-personas_20230313640f4b0996c07c00017f63d6.html (retrieved on
March 23, 2023); J. Alvarez, “Detenido por trata de personas el polémico 'streamer' que intenté vacilar
a Greta Thunberg,” EIHuffPost, December 30, 2022, online https://www.huffingtonpost.es/entry/andrew-
tate-detenido-rumania-streamer-intento-vacilar-greta-thunberg-detenido-rumania-por-trata-de-
personas_es_63ae2335e4b0d6f0b9f28625 (retrieved on January 2, 2023)
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obtain travel documentation due to the lack of physical verification. To conceal their
identities, they can buy forged documents online?® or pay remotely “by using

compromised credit card data.”?!

43. Money laundering. Finally, the laundering of the proceeds of the offense is the
last part of the trafficking process.?°? Globally prohibited under the norms published by
the Financial Action Task Force,?% the laundering stage consists of ways to reintegrate
money obtained from an offense into the legal economy. To achieve this aim, traffickers
can rely on alternative solutions to cash and the banking system,2%4 although the former
is still the most-used.?®> However, the development of online forms of exploitation
supports the use of online transactions and virtual currencies.?% In general, innovative
laundering methods are not specific to human trafficking;?°’ for example, traffickers can
use prepaid credit cards,?°® remittance money services such as Western Union or
MoneyGram,?% or informal value transfer services such as the “hawala system”21° that

also have an online equivalent.?’ Warnings also exist regarding the use of
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cryptocurrencies,?? despite not appearing “to be widely used in the context of [human
trafficking] (on the contrary, they are used to purchase live streaming of child sexual

abuses).”?13

44. Conclusion of the section. Human trafficking is an internationally criminalized
offense, although national definitions might vary. Its processes have evolved along with
the opportunities offered by globalization and digitalization. According to this brief
criminological study, three elements can be highlighted. First, regarding the
technological tools used, traffickers seem to be keeping pace with the general
population. To put it simply, traffickers follow potential victims. By the mirror effect,
tools that are not widely used by the general population seem to be little used by
traffickers as well. Second, there is a phenomenon of increased apparent autonomy
for victims. Although their identity documents are often confiscated, it turns out that, in
some cases, victims can keep a phone and manage their own agenda under the control
of the trafficker. This can enhance a lack of self-identification or identification as a
trafficked victim. Third, technology is primarily used to forge and maintain connections,
whatever they may be. These links are multiple and often bidirectional—
victim/trafficker, trafficker or victim/client, and trafficker/intermediaries—with all of
these connections creating evidence that could be used by law enforcement
authorities. Additionally, anti-trafficking strategies are also evolving, in particular the
study of who has the power to regulate and enforce anti-trafficking actions and to what
extent that study is grounded in the legal field, more specifically, in an application of

the theory of sovereignty.

Section 3. Framing cyber human trafficking in the theory of
sovereignty

45. Consideration of the powers of repression, coercion, and independence to
regulate a criminal phenomenon relates to the theory of sovereignty. Although this
remains a central concept in the legal theory of the state, it has been written countless

times that it is shrinking or disappearing. In the worst cases, the theory of sovereignty
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pace with technology,” Wayne Law Review, 2017, vol. 63, p. 84; Moneyval, Typologies report on
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was seen as a fiction?!* or a pointless notion.?!°> Thus, it appears clear that sovereignty
is “under threat or at least in transition.”?'® Before explaining how the repression of
cyber human trafficking can be connected to the theory of sovereignty (83), this
concept must be defined (81) alongside its latter evolution when facing digitalization
(82).

81. Defining sovereignty

46. Bodin’s theory of sovereignty. To understand the “concentration of
sovereignty in nations,”?’ the historical origin of the concept must be explained.?®
During the Middle Ages, the Old French word “sovrain”?'® described the highest level
of something or designated the position of chief.??° Given the elusive definition of
sovereignty until the Renaissance, its first conceptualization is usually attributed to
Bodin.??! However, his main goal, instead of theorizing sovereignty, was to construct
guidance for a commonwealth.??? Bodin defines it as “the rightly ordered government
of a number of families and of those things which are their common concern by a

sovereign power.”??® The basis of the modern state is not sovereignty but the sum of

214 M. Massé, “La souveraineté pénale,” Revue de science criminelle et de droit pénal comparé, Dalloz,
1999, p. 907

215 D, Herzog, Sovereignty, RIP, Yale University Press, 2020, p. 261

216 D. Dyzenhaus, “Kelsen, Heller and Schmitt: Paradigms of Sovereignty Thought,” Theoretical Inquiries
in Law, 2015, vol. 16, no. 2, p. 338

217 3, Sassen, Losing control: sovereignty in an age of globalization, Columbia University Press,
University Seminars: Leonard Hastings Schoff Memorial Lectures, 1996, p. 8

218 The birth of the concept is not clear; some authors consider it to have only appeared with the work
of Jean Bodin first published in 1576, M. David, La souveraineté du peuple, Presses universitaires de
France, Questions, 1st ed., 1996, p. 67; while others conceive it was used before the 16" century, O.
Beaud, La puissance de [I'Etat, Presses universitaires de France, Léviathan, 1st ed., 1994, p. 35.
Theorists such as Bodin grounded their work on the philosophy of eminent thinkers such as Aristotle:
sovereignty is “not created ex nihilo,” D. Herzog, Sovereignty, RIP, op. cit. note 215, p. 14. It supports
the idea that the concept existed in practice since long ago, although the word was not used nor “clearly
established amongst the ancients,” D. Baranger, “The apparition of sovereignty,” in H. Kalmo, Q. Skinner
(eds.), Sovereignty in fragments: the past, present and future of a contested concept, Cambridge
University Press, 2010, p. 51. However, this philosophy was not aimed at defining the state, less
sovereignty, but guiding the governing of the Republic, J. Bodin, Les six livres de la République - Un
abrégé du texte de /’édition de Paris de 1583, Librairie générale francaise, Le livre de poche - Classiques
de la philosophie no. 4619, 1993, p. 59
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families, in which the husband, father, and slaveholder exercise “sovereignty” over the
other members. 2?4, The first understanding of sovereignty was at the individual level,
and beyond the household, this family sovereign became a citizen, equal, and “free
subject dependent on the sovereignty of another.”??> At the state level, sovereignty
became the “absolute and perpetual power of a commonwealth.”??6 It is perpetual: It is
a general power, not depending on the one or various persons who were granted
certain powers for a certain period of time.??” Additionally, it is absolute: Whoever is
granted such power “cannot in any way be subject to the commands of another, for it
is he who makes law for the subject, abrogates law already made, and amends

obsolete law."%28

47. Development of sovereignty due to geopolitical context. Nevertheless, this
legal theory was meant to solve a specific geopolitical context. First, at the beginning
of the Renaissance, the French monarchy was “deeply marked by seigneurial and
feudal influence.”??® The state was not the only entity to enact and implement laws.
Therefore, sovereignty arose “to legitimately enforce internal order,”?* in “opposition
to and struggles with the feudal estates.”! Sovereignty supported a state organized
as an absolute monarchy. Second, the monarchy was facing geopolitical “external
threat[s].”>3? European states were not totally independent due to the “double tutelage
of the pope and the Holy Roman Empire.”?3 Therefore, sovereignty was an “external
claim to autonomy [...] directed against the universalisms of emperor and pope.”3*
Finally, some authors also underline that sovereignty was meant to create a solution
to the ongoing war of religions. The political struggles challenging royal power resulted

in years of invasions and civil wars.?®®> The internal unity of states and their
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independence from both the Holy Empire and the Catholic Church would allow for
replacing “the international unity of Christendom [...] by cuius regio, eius religio: the

ruler of each realm decides what its religion is.”>3¢

48. Due to a specific geopolitical context, sovereignty was meant to justify, by
contemporary theorists, starting with Bodin,?®’ “a positive conception of powers,
ascribed to the legislative head of state.”?2® While the concept was originally developed
to apply to individual enforcers of rules and leaders, the contemporary theory of
sovereignty applies exclusively to states. While some, such as Weber, argue for the
disenchantment of the world due to “the disappearance of God from the institutional
scene,” Supiot argues in favor of the enchantment of the world due to the modern
creation of states, “promoted to almighty Subject, living and supreme source of
laws.”?3% However, the original basis of sovereignty and states, grounded in patriarchy
and a supposed hierarchy of races, is not widely accepted any longer. Thus, this old
theory faces challenges with the evolution of society and, in particular, digitalization.
Facing global changes, our “conception of sovereignty must be renewed.”?* A new

concept then appears: digital sovereignty.

82. Evolving sovereignty: digital sovereignty

49. From informational sovereignty to data and technological sovereignties.
Alongside the rise and growth of communication technologies appeared a new element
on which sovereignty could be asserted: the control of information.?** Classically,
states control information through their techniques, by opening letters, checking the
press, and listening to phone calls.?*> Thus, Gotlieb theorized the concept of

informational sovereignty?*® as “the state’s ability to obtain access to information
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central to its governmental decision-making processes.”?** However, this concept was
limited to the question of transnational flows of data and the material place of “data
accumulation and storage.”?*® This concept is interpreted today under the restrictive
notion of data sovereignty.?*¢ A second concept has been developed: technological
sovereignty. Within the EU,>*” member states should foster “technological capabilities
in a way that empowers people and businesses to seize the potential of the digital
transformation.””*® The emphasis is on the European development of critical
infrastructure and digital services to reduce foreign and private dependencies.?*° Thus,
it “may encompass the advancing of the techno-economic interests [...] by influencing
global standard-setting, regulating international trade and competition in the
technology, or by anchoring the global values which govern the development and the

deployment of the technology.”?%°

50. Digital sovereignty. Data and technological sovereignties are restrictive
concepts, but digital sovereignty, a more comprehensive concept, is not legally born.?5!
From a positive normative perspective, digital sovereignty would be the “power to

regulate [more generally to control] what is going on in cyberspace and in the digital
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2022, vol. 31, no. 3, p. 405
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251 Derosier even argues that the word sovereignty is not accurate since it is more of a sector of
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sphere, including the activities of big tech.”?%? In that sense, “Digital sovereignty is the
expression of its control over the virtual mirror of the economy and the population. This
virtual mirror is mainly constituted by the data of individuals or institutions, which are
an increasingly strategic resource from an economic point of view and also a national
security issue.”?>® From a negative normative perspective, digital sovereignty highlights
the difficulties for states to regulate such spaces and then compete with private entities
mastering those technologies.?>*

51. These three concepts theorize three dimensions of sovereignty facing
digitalization: “First [...]: How can we preserve the traditional components of our
sovereignty in a context where digital technology challenges state monopolies |[...]?
[Second]: How can we maintain our autonomous capacity to assess, decide, and act
in cyberspace? [Third: How can we control our networks, our electronic
communications, and our data, whether public or personal?”>® As both human
trafficking and sovereignty evolve with digitalization, interlinks can be drawn from

complex individual realities to a general theory.

83. Cyber human trafficking questioning sovereignty

52. Cyber trafficking challenging state sovereignty. In this study, at the
crossroads of the repression of human trafficking and the evolution of new
technologies, lies the theory of sovereignty. Cyber trafficking is part of a more global
recognition of cybercrimes,?®® and their prosecution requires adapting the legal
framework to new objects and subjects or adopting new legal tools. In particular, the
fight against cybercrimes mainly raises the problems of the definition of offenses and
criminalization; the procedural powers of law enforcement authorities, including the use
of artificial intelligence systems; the obtaining of electronic evidence, including when

facing encryption; jurisdiction; international cooperation; and the responsibility of digital
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255 C. Landais, “Cyberdéfense : quelle stratégie pour la France ?,” Cahiers francais, La documentation
francaise, June 2020, no. 415, pp. 68-69
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actors?®’ regarding both criminal liability and social responsibility. All of these
challenges are at the core of the repression of cyber trafficking®®® and question the
sovereignty of the states. First, cyber human trafficking should be part of the cyber
security strategy of states, understood as “the set of rules that protect goods and
people against the attacks that can be made on them through technologies.”?%°
However, trafficking and the exploitation of people are increasingly facilitated by new
technologies. Second, states should maintain independent control over their data and
technological sovereignties. Nonetheless, not all states are equal in their ability to do
so, and most of this control is increasingly resting in the hands of private entities: digital

actors.

53. Defining digital actors. As the digital sector is increasingly involved in the
repression of human trafficking, digital actors should be defined. A wide vocabulary is
used to describe businesses that shape the online world: multinational companies or
transnational corporations,?®®© the GAMMA (Google, Apple, Microsoft, Meta, and
Amazon),?®1 social media or networks, platforms, online service providers,
intermediaries, et cetera.?®> There is no harmonized terminology in the legal
framework, and the current legal definitions “devised for particular purposes [only]
obscure a search for a broader understanding of the phenomenon.”?®® Therefore, it
seems better to rely on non-legal concepts, such as platforms or online intermediaries.
As intermediaries, they “do not initiate decisions to disseminate the content, products,

or services that transverse their networks or servers.”?64 However, this perspective

257 UNODC, Comprehensive Study on Cybercrime, UN, February 2013, p. 69

258 See GRETA, Online and technology-facilitated trafficking in human beings, op. cit. note 16

259 M. Quéméner, Le droit face a la disruption numérique, op. cit. note 127, p. 67

260 That “refers to an economic entity operating in more than one country or a cluster of economic entities
operating in two or more countries - whatever their legal form, whether in their home country or country
of activity, and whether taken individually or collectively,” Commission on human rights, “Norms on the
responsibilities of transnational corporations and other business enterprises with regard to human
rights,” Economic and Social Council, UN, August 26, 2003, q 20, E/CN.4/Sub.2/2003/12/Rev.2

261 |t is possible to add the NATU (Netflix, Airbnb, Tesla, and Uber) and the BATX (Baidu, Alibaba,
Tencent, and Xiaomi).

262 R, Wentrup, P. Strom, “Online Service Providers: A New and Unique Species of the Firm?,” in M.
Taddeo, L. Floridi (eds.), The Responsibilities of Online Service Providers, Springer International
Publishing, Law, Governance and Technology Series, 2017, vol. 31, p. 157

263 G. Dinwoodie, “Who are Internet Intermediaries?,” in G. Frosio (ed.), Oxford Handbook of Online
Intermediary Liability, Oxford University Press, May 4, 2020, p. 56; T. Douville, “Quel droit pour les
plateformes ?,” in X. Delpech (ed.), L’émergence d’un droit des plateformes, Editions Dalloz, 2021,
p. 221. This wide variety of digital actors “leads to a denser legislative process,” C. Castets-Renard, V.
Ndior, L. Rass-Masson, “Le marché unique numérique : quelles réalités matérielles et conceptuelles ?,”
Recueil Dalloz, Dalloz, 2019, no. 17, p. 956

264 OECD, “The economic and social role of Internet intermediaries,” 2010, p. 9 Online intermediaries
are here defined as those that “bring together or facilitate transactions between third parties on the
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offers a passive vision of these actors, while they interact in active ways to build the
technical settings of cyberspace.?®® In that sense, Gillespie argues that “platforms are
not intermediaries,”?%® while recognizing that the former notion is a “slippery term.”?6”
The concept of platforms?%® seems limited to a “particular computer technology” or
“method of communication.”?®® While “there is no consensus about which services
constitute ‘platforms,” as for the notion of intermediaries, they “can obscure or trivialize
a service’s editorial and publication functions.”?’® Thus, the broad concept of digital
actors?’! is used to highlight their active role in shaping new technologies, online

experiences, and, lately, the fight against human trafficking.

54. Rethinking sovereignty. Originally, human trafficking triggered the state’s duty

to protect, as the traditional sovereign. However, this theory could be disconnected

Internet. They give access to, host, transmit and index content, products and services originated by third
parties on the Internet or provide Internet-based services to third parties.” Online intermediaries are not
defined by EU norms, while some categories are, see, for instance, Article 3 of the Digital Services Act.
265 M. Husovec, Injunctions against Intermediaries in the European Union: Accountable but Not Liable?,
Cambridge University Press, Cambridge Intellectual Property and Information Law, 2017, p. 13

266 T, Gillespie, “Platforms Are Not Intermediaries,” Georgetown Law Technology Review, July 21, 2018,
vol. 2, pp. 198-216. Similarly, X. Delpech, “Propos introductifs,” in X. Delpech (ed.), L' émergence d’un
droit des plateformes, Editions Dalloz, 2021, p. 9

267 T, Gillespie, Custodians of the internet: platforms, content moderation, and the hidden decisions that
shape social media, Yale University Press, 2018, p. 18

268 Defined as “online sites and services that a) host, organize, and circulate users' shared content or
social interactions for them, b) without having produced or commissioned (the bulk of) that content, c)
built on an infrastructure, beneath that circulation of information, for processing data for customer
service, advertising, and profit [...J: d) platforms do, and must, moderate the content and activity of
users, using some logistics of detection, review, and enforcement,” Ibid. pp. 18-21. Common
characteristics of platforms are the following: “First, there are the economies of scale. [...] There are
also economies of scope: the same data can be used for different applications, for different purposes,
which reduces the cost of use. There are also economies of experience and the feedback loop
phenomenon: a platform that has been collecting information on its customers for a long time will be
able to learn from their behavior. [...] And, [there are] network effects. This concept refers to the fact
that a user is all the more satisfied to use a good or service the more users use it. [... As a consequence,
there is a] natural tendency towards market concentration,” E. Combe, “Les plateformes : notion, enjeux
et pistes d’évolution,” L’émergence d’un droit des plateformes, Editions Dalloz, 2021, pp. 16-19

269 See the Cambridge dictionary definitions (online).

270 E. Goldman, The United States’ Approach to “Platform” Regulation, SSRN Scholarly Paper, 1D
4404374, Defeating Disinformation UnConference, 2023, p. 5

271 In questioning the notion of sovereignty and the sources of regulation, other adjectives for private
actors have already been used: economic actors (S.J. Kobrin, “Sovereignty@Bay: Globalization,
Multinational Enterprise, and the International Political System,” in A.M. Rugman, T. Brewer (eds.), The
Oxford Handbook of International Business, Oxford University Press, September 2, 2009, p.9),
information economy and for-profit actors (J.E. Cohen, Between truth and power: the legal constructions
of informational capitalism, Oxford University Press, 2019, pp. 145, 267), social actors (J. Black,
“Decentring regulation: understanding the role of regulation and self-regulation in a 'post-regulatory’
world,” Current Legal Problems, Oxford University Press, February 21, 2001, vol. 54, no. 1, pp. 106-
110), non-state actors (G. Shaffer, M. Pollack, “Hard vs. Soft Law: Alternatives, Complements, and
Antagonists in International Governance,” Boston College Law Review, September 1, 2011, vol. 52, no.
4, p. 719), corporate actors (D. Danielsen, “Corporate power and global order,” in A. Orford (ed.),
International Law and its Others, Cambridge University Press, 2006, p. 88). Here, the adjective aims to
focus on their main sector of activity.
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from the states?’? by relying on the concept of the monopoly of legitimate coercion. An
evolving notion of coercion pragmatically considers its multiple sources and what is at
stake to comprehensively repress human trafficking. By focusing on criminal procedure
law, the state’s coercion is questioned, and the role of digital actors is underlined: They
control online data and the related infrastructure. Thus, a new vision of sovereignty
could be applied to digital actors. By extending this study outside of criminal law,
various types of relationships appear between states and digital actors. At the core of
the theory of sovereignty is the independence of sovereigns. However, throughout this
study, this concept is both applied and criticized. Coercion is exercised not only against
a population by its sovereign but also as states and digital actors face the strategies of
conflict and cooperation. Independence fades when states rely on digital actors as
enforcers of law and when digital actors’ actions are legitimized by states’ laws. Human
trafficking is a complex offense linked to and originating from many types of factors,
and the crime is deeply interdependent on the evolution of society. Similarly, the theory
of sovereignty relies on independence as its basis, yet, when applied to a case study,
the notion of interdependence creates a new perspective of how to comprehensively

and legitimately apply coercion.

55. Core question of the study. As human trafficking is facilitated by the use of
new technologies by perpetrators, the strategies for its repression must be adapted.
However, rather than being adapted, the traditional theory of the coercion of the
sovereign seems to extend beyond the framework of the state. As various entities,
particularly states and digital actors, are to contribute to the repression of cyber human
trafficking and to exercise coercion, the theory of sovereignty is challenged. Instead of
a demonstration in favor of its demise, this study aims to rethink the basis of the theory
of sovereignty to offer a new perspective on its application, using the fight against cyber
human trafficking as a case study.

56. Architecture of the study.?”® To answer this core question, this research is
divided into two parts.?’4 First, the repression of cyber human trafficking requires a

study of who exercises coercion, particularly to establish the obligations of states as

272 |n this sense, sovereignty as an exclusive element of states is a “prejudice of law,” V. Forray, S.
Pimont, Décrire le droit, op. cit. note 37, 317

273 The footnotes are independent in each section of the study: they start from one for every introduction
and conclusion of parts and titles, as well as for every chapter.

274 For a similar division, see C. Byk, “L’ére du numérique conduit-elle a I'émergence de nouveaux
acteurs et formes de souveraineté ?,” Cahiers Droit, Sciences & Technologies, PUP, November 17,
2022, no. 15,18
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sovereigns and the existence of new sovereigns as well as to question the role of digital
actors. Second, when various sovereigns emerge, this study focuses on the ordering
of coercion between them, particularly the strategies they develop and their impact on

the repression of cyber human trafficking.
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PART 1. CYBER TRAFFICKING AND
SOVEREIGNTY: EXERCISING COERCION

57. At the crossroads between cyber human trafficking and sovereignty lies the
question of the actors who are charged with fighting against this international
phenomenon. For legal theorists, this question is nonsensical: Sovereignty is held by
states. This theory was built to support the birth of the modern state, arguing for its
absolute powers of coercion within its borders and for its radical independence from
other entities, especially other states. Thus, in legal theory, the state is seen mainly as
a closed system, organized by a pyramid of norms, legitimizing itself. However, when
facing globalization and digitalization, the sovereignty of states is deemed to be in
danger, threatened, and dying. One of these threats is human trafficking, a global
criminal phenomenon resulting in the exploitation of an uncountable number of people.
This process is facilitated by our globalized and digitalized society. However, from
another perspective, sovereignty can be disconnected from the state and its legal
system. Instead of questioning its existence, its extension, or its demise, a wider theory
of coercion can be built to discuss sovereignty outside of the state. If sovereignty is no
longer exclusively linked to the state, then the issue of its holders can logically be
guestioned. As an example of sovereign powers in action, the repression of cyber
human trafficking still highlights the importance of the classical theory of sovereignty:
The state remains its core (Title 1). Nonetheless, while the state increases its powers
of coercion to adapt its actions to the evolution of trafficking, the particularities of
cyberspace and new technologies underline the need for cooperation with other
entities. In particular, in the repression of trafficking, the state cannot exist and act in a
closed system; its legal framework must be complemented to be efficient. As a result,
digital actors appear as core partners in the fight against cyber trafficking. In the
evolution of their necessary cooperation with the state, by applying their own forms of
coercion, they rise as complementary holders of coercion and, thus, of sovereignty
(Title 2).
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TITLE 1. STATES: APPLYING SOVEREIGNTY TO
REPRESS CYBER TRAFFICKING

58. Today, sovereignty is still “one of the most important areas of study on legal
theory.” At the core of this theory lies the state: Sovereignty was meant to define and
theorize the state. Thus, legalists consider the state to be the central institution of legal
systems, particularly to investigate, prosecute, and convict criminal offenders. As such,
it is no surprise to position the state as the core actor to combat cyber human
trafficking. However, this automatic consideration of legal thinkers hides the
explanation behind this conclusion. Indeed, the criminal law system sanctions only the
worst offenses that attack both society and the state. The principle of proportionality
organizing this system supposes that human trafficking creates a specific threat to a
state’s sovereignty. Specifically, this threat increases when trafficking is facilitated by
new technologies or is committed partly online. Although states are violated by
trafficking, the theory of sovereignty also provides the tools they can use to confront
this phenomenon (Chapter 1). While the theory offers the general concept of legitimate
coercion, the acme of sovereignty, criminal law, provides for specific legal concepts to
adapt the state’s repression to the new realities of cyber trafficking. In particular, the
state develops new tools of digital coercion, to broaden its jurisdiction to encompass
cyberspace and to provide law enforcement authorities new means of investigation
(Chapter 2). Thus, the theory of sovereignty details why and how the state is at the
core of the repression of cyber human trafficking.

L T. Christakis, “European Digital Sovereignty”: Successfully Navigating Between the “Brussels Effect”
and Europe’s Quest for Strategic Autonomy, SSRN Scholarly Paper, ID 3748098, Social Science
Research Network, December 7, 2020, p. 3



Chapter 1. The necessity of the state’s sovereignty to face

cyber human trafficking

59. This first chapter frames in detail the links between state sovereignty and the
offense of human trafficking, including when this crime is facilitated or committed
through new technologies. While trafficking has already been defined, there is no
stable definition for the theory of sovereignty. Developed to be equated with the state,
a first perspective on sovereignty rests on its definition through the three material
elements of a state: population, territory, and government. However, as these elements
evolve or are challenged by globalization and digitalization, trafficking also hinders the
state’s control over them. The classical commission of the offense threatens the state,
but its cyber evolution increases the possibility of violations. As such, (cyber) human
trafficking is a threat to the state and its sovereignty (Section 1). Adopting a different
approach to sovereignty can also offer the basis for the repression of trafficking through
the legitimate coercion exerted by the state. This power evolves in a digital form to
comprehensively understand the evolution of the material elements of the state and of
offenses. As the theory of sovereignty gains a new layer, it seems to be an appropriate
theory to frame sovereignty in the repression of human trafficking (Section 2).

Section 1. Human trafficking: a threat to the state’s sovereignty

60. Threatening states, human trafficking is ranked as the second? or third? largest
transnational crime worldwide. In particular, trafficking hinders the three material
elements usually used to define the sovereign state, which are already in peril as a
result of the variability of their definition and their evolution due to globalization® and
digitalization.* In particular, globalization affects the elements of the sovereign state

through the “three D” processes: “de-compartmentalization,” disintermediation, and

1 R. Pati, “Human Trafficking: An Issue of Human and National Security,” University of Miami National
Security and Armed Conflict Law Review, 2013, vol. 4, p. 33

2 “After arms and drug trade,” M.A. Rahman, “Human Trafficking in the era of Globalization: The case
of Trafficking in the Global Market Economy,” Journal of Global Studies Transcience, 2011, vol. 2, no.
1, p. 65

3 H. Ruiz Fabri, “lmmatériel, territorialité et Etat,” Archives de Philosophie du Droit, Editions Dalloz, 1999,
vol. 43, p. 204.

4 P. Tirk, “La 'souveraineté numérique': un concept pertinent en droit constitutionnel ?,” in P. Tirk, C.
Vallar (eds.), La souveraineté numérique : le concept, les enjeux, 2018, pp. 21-24
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deregulation.® Trafficking, influenced by these two phenomena, negatively affects a

state’s population (§18), territory (82), and government (83).6

81. A challenge to the state’s duty to protect and power to control the population

61. Population is the first element of a state, and one of the aims of organizing
states’ power is to protect a determined group of people.’” According to Bodin, this duty
to protect is the first obligation of the sovereign, since such power of protection is
designed to be the “most effective.” The duty to protect has two components. First,
the state must protect its population from any external act of war by raising an army
and developing international relations. Second, the state must ensure the equal
enjoyment of life among members of its population by making rules and enforcing
them. Therefore, sovereignty is the “firewall that will protect peoples.” However, the
definition of this element is difficult to establish, in particular through its evolution due
to globalization and digitalization (). In all cases, human trafficking challenges the duty

to protect (Il).

I. Defining population to delimit sovereignty

62. Nationality: a criticized criterion. To trigger its duty to protect, the state must
define who is included within its population, and the institutionalist branch calls on the

legal concept of nationality to do s0.'° An objective and binary definition is that each

5 H. Ruiz Fabri, “Immatériel, territorialité et Etat,” op. cit. note 3, p. 188; J. Chevallier, C. Jacques, L ’Etat
post-moderne, LGDJ, 4th ed., 2017, pp. 32-34

6 P. Bellanger, “De la souveraineté numérique,” Le débat, Gallimard, 2012, vol. 2012/3, no. 170, p. 149;
Conseil d’Etat (ed.), Droit comparé et territorialité du droit - un cycle de conférences du Conseil d’Etat,
La Documentation Francaise, 2017, vol. 2, pp. 67-68; W.P. Nagan, C. Hammer, “The Changing
Character of Sovereignty in International Law and International Relations,” Columbia Journal of
Transnational Law, 2004, vol. 43, pp. 150-151. See also the 1933 Montevideo Convention on the Rights
and Duties of States, Article 1, stating that “The state as a person of international law should possess
the following qualifications: a. a permanent population; b. a defined territory; c. government; and d.
capacity to enter into relations with the other states.” On the last element, see infra 311 to 313.

7J. Chevallier, C. Jacques, L Etat post-moderne, op. cit. note 5, p. 69; That is also the foundation of the
theory of Hobbes, M. David, La souveraineté du peuple, Presses universitaires de France, Questions,
1st ed., 1996, p. 87

8 J. Bodin, Les six livres de la République - Un abrégé du texte de I'édition de Paris de 1583, Librairie
générale francaise, Le livre de poche - Classiques de la philosophie no. 4619, 1993, p. 103

9 C. Vallar, “La souveraineté numérique: rapport de synthése,” in P. Turk, C. Vallar (eds.), La
souveraineté numérique : le concept, les enjeux, 2018, p. 227

10 And citizenship. However, the status of citizen is, in a stricto sensu sense, limited to persons with civic
and political rights offered by the state, S. Guinchard et al., Lexique des termes juridiques, Dalloz,
Lexiques, 28th ed., 2020, p. 182. Therefore, it does not encompass all nationals and is very restrictive.
Furthermore, other kinds of citizenship grow at the supranational level, such as European citizenship,
which allows new rights on a wider territory, such as European movement freedom, J. Chevallier, C.
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person, based on their administrative status, is or is not part of the population, and this
determination provides the legal and political link between a person, natural or legal,
and a state.'! Nevertheless, it is a criticized criterion to wholly delimit the state’s duty
to protect. The division of states by nationality is no longer equivalent to their division
by territory, and the common identity of nationals is blurred. This arises from societal
changes, such as the “crumbling national identity, the crisis of civic-mindedness,
migratory flows, identity-based withdrawal.”? Additionally, it comes from legal
changes. For example, states recognize “new rights and the opening of these rights to
new categories of beneficiaries,”® not only to nationals of such states. This is
particularly true for foreign victims of trafficking: Although they are not national victims,
the unfairness of their situation triggers the state’s duty to protect, particularly through
residence permits.'* Consequently, although nationality could be an “easy” criterion to
define a population, other standards are needed to specifically delineate the population
to be protected by the state.

63. The power to control. Differently, a general definition of such a state
component could be a “human group, i.e., the nation established on a territory delimited
by borders [and] characterized by a common identity.”*® This link between population
and territory hides another idea: the power to control. The state is in a better position
to protect people if they are located in territory the state controls. Consequently, the
Kelsen branch defines population as “all the people subjected to state domination.”6

The criterion is not inherent to each person; instead, it depends on the state. On its

Jacques, L ’Etat post-moderne, op. cit. note 5, pp. 281-298, or corporation citizenship, a common culture
between people economically dependent on the same private entity, S. Vaidhyanathan, The
googlization of everything: and why we should worry, University of California Press, Updated edition,
2012, p. 145

11 The nationality condition is obtained from birth based on soil or blood rights, or can later be obtained
upon specific conditions and procedures, depending on each national legislation. See S. Guinchard et
al., Lexique des termes juridiques, op. cit. note 10, p. 702

12 3, Chevallier, C. Jacques, L’Etat post-moderne, op. cit. note 5, pp. 281-298. On the other side of the
spectrum, it can be highlighted that people “do not live in states as such but in much smaller areas
defined by the predominant and routine activities of everyday life,” J.A. Agnew, Globalization and
sovereignty: beyond the territorial trap, Rowman & Littlefield, Globalization, 2nd ed., 2018, p. 45

13 J. Chevallier, C. Jacques, L’Etat post-moderne, op. cit. note 5, pp. 281-298; see also M. Delmas-
Marty, Résister, responsabiliser, anticiper, ou, Comment humaniser la mondialisation, Seuil, 2013,
p. 112

14 Upon certain conditions, see Article 14 of the Warsaw Convention and Council Directive 2004/81/EC
of 29 April 2004 on the residence permit issued to third-country nationals who are victims of trafficking
in human beings or who have been the subject of an action to facilitate illegal immigration, who
cooperate with the competent authorities

15 J. Chevallier, C. Jacques, L’Etat post-moderne, op. cit. note 5, pp. 22-23

16 0. Beaud, La puissance de I'Etat, Presses universitaires de France, Léviathan, 1st ed., 1994, pp. 118-
119
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territory, the state is presumed to control and protect its population. The case law of
the European Court of Human Rights (ECHR) broadened this theory by considering
the Convention for the Protection of Human Rights and Fundamental Freedoms
(CPHR) applicable outside the jurisdiction!” of a determined state when controlling
people outside its borders.'® Although those cases are rare and exceptional and are
applicable mainly to military control, a state can be responsible for the violation of
human rights of a population when it has “physical,”'° “effective,”?° “full and exclusive”

control, even if only “de facto,”? over a territory.

64. Disintermediation. Setting aside the variability of its definition, the element of
population is also questioned by globalization and, in particular, disintermediation
broadly understood as the end of compartmentalization between institutions,?? leading
to a weakening of the link between the state and its population. On the one hand, by
facilitating people’s movement, globalization further divides the state and the status of
nationality and complicates the control over people by just one state. On the other
hand, people can rely on other intermediaries or technology to avoid the control of the
state. While new intermediaries or technologies do not substitute for states, they create
additional opportunities for the population to rely not solely on institutions controlled by
the state.?® One example would be the classical monetary function of the state,?* which
can be partially avoided today through the use of cryptocurrencies.?®

65. People to users. A population is also challenged by digitalization by changing

people into users,?® and digitalization can be considered the birth of a “global civil

17 The CPRH does not use the word “territory” but “jurisdiction.”

18 On criminal non-territorial competences, see infra 149 to 152.

19 ECHR, Loizidou v. Turkey (preliminary objections), March 23, 1995, no. 15318/89, 1 57

20 |bid. 71 62

21 ECHR, Medvedyev and Others v. France, March 29, 2010, no. 3394/03, p. 67

22 M. Delmas-Marty, Le relatif et I'universel, Editions du Seuil, Les forces imaginantes du droit no. 1,
2004, p. 46. On the contrary, strictly defined, it tends to focus primarily on the evolution of the financial
market, as “International operators can resort directly to financial markets, without using traditional
financial and banking intermediaries,” H. Ruiz Fabri, “Immatériel, territorialité et Etat,” op. cit. note 3,
p. 200

23 Disintermediation is mainly a myth, since it is primarily the creation of new intermediaries, at the
detriment of classical ones, like the state.

24 “Financial issues are the backbone of the Republic,” J. Bodin, Les six livres de la République, op.
cit. note 8, pp. 285, 293

25 J.-P. Vergne, R. Durand, “Cyberespace et organisations « virtuelles » : 'Etat souverain a-t-il encore
un avenir ?,” Regards croisés sur I'économie, La Découverte, 2014, vol. 2014/1, no. 14, p. 137

26 Although not all users are humans. Bratton includes in its User layer: animal users, artificial
intelligence users and machine users, B.H. Bratton, The stack: on software and sovereignty, MIT Press,
Software studies, 2015, p. 481
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society.”?’” Nonetheless, even when populations are interconnected, a global
nationality or population is not created.?® Cyberspace creates new groups of users
through “local-culture movements.”?® At the same time, these movements are below
the state level, as they do not necessarily depend on a link to a national identity or a
unique nationality, and supranational, as they can amalgamate many people from
different states. The categorization of those groups does not depend on the state but,
for example, on similarities of interest, the use of the same platform, or the habit of
playing the same game. Another distinction is drawn from this first one: Significant
inequalities appear between users and non-users.®® Originally, some users of
cyberspace believed its access should be limited to those aficionados of digitalization
with knowledge of informatics.3® However, as cyberspace is theoretically now
accessible globally, it is still true that there is a gap between those who have the
opportunity to buy the material components to enter cyberspace and those who do not.
Moreover, material components are not enough, and digital literacy is one of the states’
goals to ensure that their population has the knowledge to take advantage of the global
network. This division is particularly questioned regarding the use of new technologies

by trafficked victims.3?

66. The definition of the population, the first element of a state and its sovereignty,
is not clear and unquestioned. Nevertheless, trafficking challenges the states’ duty to

protect by violating the fundamental rights of victims.

Il. The violation of the population’s fundamental rights

67. Human rights frameworks. Trafficked victims suffer human rights®? violations

27 S, Vaidhyanathan, The googlization of everything, op. cit. note 10, p. 145

28 Which could be the origin of a global state as imagined by Kant, |. Kant et al., /dée d’'une histoire
universelle au point de vue cosmopolite, Gallimard, 2009

29 S, Vaidhyanathan, The googlization of everything, op. cit. note 10, p. 148

30 M. Castells, La sociedad red, Alianza Editorial SA, La era de la informacién: economia, sociedad y
cultura, June 30, 2005, vol. 1, p. 418

3% |bid. p. 423

32 J. Elliott, K. McCartan, “The Reality of Trafficked People’s Access to Technology,” The Journal of
Criminal Law, June 2013, vol. 77, no. 3, pp. 255-273; A. Malpass et al., “Overcoming Digital Exclusion
during the COVID-19 Pandemic: Impact of Mobile Technology for Survivors of Modern Slavery and
Human Trafficking — A Mixed Method Study of Survivors and Support Service Provider Views,” Journal
of Human Trafficking, Routledge, March 29, 2022, vol. 0, no. 0, pp. 1-20

33 Defined as “fundamental rights to which every human being is entitled just because she or he is a
human being,” J. Renzikowski, “Trafficking in human beings as a crime and as a human rights violation,”
in R.W. Piotrowicz, C. Rijken, B.H. Uhl (eds.), Routledge handbook of human trafficking, Routledge,
Taylor & Francis Group, 2018, p. 13
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during all three stages of trafficking.>* Human (including cyber) trafficking has “political,
demographic, social, labor, and health costs.”® Specifically, it violates the rights
protected under the 1966 International Covenant on Civil and Political Rights (ICCPR),
the International Covenant on and on Economic, Social, and Cultural Rights
(ICESCR),% and the CPHR.

68. Slavery. The human rights framework prohibits slavery,3” and trafficking can
end in slavery.®® However, not all trafficking is slavery, and these two concepts should
not be conflated.®® Slavery is “the status or condition of a person over whom any or all
of the powers attaching to the right of ownership are exercised.”® People are
considered mere objects, without any rights or respect. A significant example could be
when traffickers sell their victims, which can happen online. The victim “belongs” to the
person who bought them, who considers having the rights to use, sell, or even destroy
them. Nonetheless, supranational judges extended this original definition of “chattel

slavery™! to further types of “slavery,”#? saying that enslavement includes not only but

34 C. Dauvergne, Making people illegal: what globalization means for migration and law, Cambridge
University Press, Law in context, 2008, p. 73. And it should be highlighted that victims of trafficking also
usually suffer human rights violations before being trafficked, since the authors of the crime rely on
preexisting vulnerabilities and the phenomenon is “inseparable from global political and economic
inequalities, uneven economic development and poverty,” J. O’'Connell Davidson, “Absolving the State:
the Trafficking-Slavery Metaphor,” Global Dialogue, Summer/Autumn 2012, vol. 12, no. 2, p. 40. A study
found that 60% of the trafficked victims interviewed suffered “some form of violence prior to being
trafficked, with 32% having been sexually abused and 50% physically assaulted,” C. Zimmerman et al.,
Stolen smiles: a summary report on the physical and psychological health consequences of women and
adolescents trafficked in Europe, London School of Hygiene & Tropical Medicine, 2006, p. 9

35 L. Shelley, Human trafficking A global perspective, Cambridge University Press, 2010, p. 60

36 However, such division between civic and political rights and economic, social, and cultural rights can
be criticized, considering they all interact together. From a practical point of view, they are
interdependent, and from a theoretical point of view, the criteria used to divide them rely on the classical
role of the state. Delmas-Marty argues for the indivisibility of human rights and for a hierarchy of values
instead, M. Delmas-Marty, Trois défis pour un droit mondial, Seuil, Seuil essais, 1998, pp. 44-57

37 Article 8 of the ICCPR and Article 4 of the CPHR

38 Their links are recognized in the preamble of the Warsaw Convention (“Considering that trafficking in
human beings may result in slavery for victims”) and in the EU Charter of Fundamental Rights, Article
5, which prohibits human trafficking and slavery.

3% Some authors criticize such use of the word “slavery” applied to human trafficking. See infra 482.

40 Article 1.1, Slavery Convention (1926). The definition of slavery is deemed part of customary
international law, Appels Chamber, International Tribunal for the Prosecution of Persons Responsible
for Serious Violations of International Humanitarian Law Committed in the Territory of the Former
Yugoslavia, Prosecutor v. Dragoljub Kunarac, Radomir Kovac and Zoran Vukovic, June 12, 2002, IT-
96-23 & IT-96-23/1-A, 1 124

41 The “‘acquisition’ or ‘disposal’ of someone for monetary or other compensation,” Trial Chamber,
International Tribunal for the Prosecution of Persons Responsible for Serious Violations of International
Humanitarian Law Committed in the Territory of the Former Yugoslavia, Prosecutor v. Dragoljub
Kunarac, Radomir Kovac and Zoran Vukovic, February 22, 2001, IT-96-23-T&IT-96-23/1-T, 542

42 The international tribunal for ex-Yugoslavia affirmed that the notion should evolve “to encompass
various contemporary forms of slavery,” Appels Chamber, International Tribunal for the Prosecution of
Persons Responsible for Serious Violations of International Humanitarian Law Committed in the
Territory of the Former Yugoslavia, Kunarac et al., op. cit. note 40, 117
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also can be drawn from “control of sexuality and forced labor™*® or “human trafficking.”*
Similarly, the ECHR expanded the prohibition of slavery: It does not require a “genuine
right of legal ownership” but the mere deprivation of “personal autonomy.”#® Later, the
court explicitly encompassed the concept of human trafficking within Article 4 of the
CPHR, highlighting that “trafficking in human beings, by its very nature and aim of

exploitation, is based on the exercise of powers attaching to the right of ownership.”4¢

69. Health. Human trafficking also violates the right to bodily integrity.*’ Trafficking
has important consequences for victims’ health, both physical and psychological,*®
which have been highlighted by studies on victims of trafficking for sexual exploitation,
domestic servitude,*® and labor exploitation,>® with violations reported during both the
journey and the exploitation. For now, information is limited on the health
consequences due to cyber trafficking, that might be specifically significant for the

victims’ mental health. These can include consequences resulting from online

43 |bid. 7 119

44 Trial Chamber, International Tribunal for the Prosecution of Persons Responsible for Serious
Violations of International Humanitarian Law Committed in the Territory of the Former Yugoslavia,
Kunarac et al., op. cit. note 41, | 542

45 ECHR, Siliadin v. France, July 26, 2005, no. 73316/01, { 122

46 ECHR, Rantsev v. Cyprus and Russia, January 7, 2010, no. 25965/04, 1 281

47 Not explicitly mentioned in the ICCPR nor the ICESCR but derived from the right to security, Article
9, the prohibition of torture and inhuman or degrading treatment or punishment, Article 7, and the right
to life, Article 6, when violations may threaten it, also from Article 12 of the ICESCR though the “highest
attainable standard of physical and mental health”; derived from Articles 2 and 3 of the CPHR. Explicitly
mentioned at Article 3 of the EU Charter of Fundamental Rights (between the right to life and the
prohibition of torture and inhuman or degrading treatment or punishment). When the violence is pushed
to the extreme, it also violates the prohibition on torture or cruel, inhuman or degrading treatment or
punishment, Article 7 of the ICCPR and Atrticle 3 of the CPHR. Torture is defined as “any act by which
severe pain or suffering, whether physical or mental, is intentionally inflicted on a person for such
purposes as [...] punishing him [...], or intimidating or coercing him or a third person, or for any reason
based on discrimination of any kind,” Article 1.1 of the Convention against Torture and Other Cruel,
Inhuman or Degrading Treatment or Punishment (1984). The convention also requires that the act is
“inflicted by or at the instigation of or with the consent or acquiescence of a public official or other person
acting in an official capacity.” However, the ECHR does not require such criteria and applies Article 3
when the acts are perpetrated by private individuals, see ECHR, A. v. the United Kingdom, September
23, 1998, no. 100/1997/884/1096; ECHR, Z. and Others v. the United Kingdom, May 10, 2001,
no. 29392/95. Sometimes, trafficked victims suffer extreme violence, for example, to make them comply
with the demands of traffickers or as a punishment. It can be beating, deprivation of food or water,
cigarettes burning, threat to their family...

48 For a review of research on this topic, see L. Ottisova et al., “Prevalence and risk of violence and the
mental, physical and sexual health problems associated with human trafficking: an updated systematic
review,” Epidemiology and psychiatric sciences, April 12, 2016, vol. 25, no. 4, pp. 317-341

49 C. Zimmerman et al., The Health Risks and Consequences of Trafficking in Women and Adolescents
Findings from a European Study, London School of Hygiene & Tropical Medicine, 2003; C. Zimmerman
et al., Stolen smiles, op. cit. note 34

50'S. Oram et al., “Human Trafficking and Health: A Survey of Male and Female Survivors in England,”
American Journal of Public Health, June 1, 2016, vol. 106, no. 6, pp. 1074-1076; E. Turner-Moss et al.,
“Labour Exploitation and Health: A Case Series of Men and Women Seeking Post-Trafficking Services,”
Journal of Immigrant and Minority Health, June 1, 2014, vol. 16, no. 3, p. 8
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harassment, for instance.

70. Discrimination. Furthermore, human trafficking hinders the prohibition of
discrimination.5. Indeed, it “is the only area of transnational crime in which women are
significantly represented—as victims, perpetrators, and as activists.”? In 2020, 60% of
detected trafficking victims were women and girls, accounting for 91% of the detected
victims trafficked for sexual exploitation.>® Another example would be trafficking for the
forced marriage of girls,> which “perpetuates the cycle of women’s poverty and child
marriage.”® In general, human trafficking is widely established on a variety of

discriminations, not only gender but also race, social origin, et cetera.>®

71. Liberty and security. Third, every person has a right to liberty and security,®’

51 Human rights should be respected and protected “without distinction of any kind, such as race, color,
sex, language, religion, political or other opinion, national or social origin, property, birth or other status,”
Article 2.1 of the ICCPR, Article 2.2 of the ICESCR, Article 14 of the CPHR (adding “association with a
national minority”) and Article 1 of the 12t Protocol of the CPHR

52 L. Shelley, Human trafficking A global perspective, op. cit. note 35, p. 16

53 UNODC, Global report on trafficking in persons 2022, UN, January 2023, pp. 25, 33. See also M.
Nicot, “Femmes et filles, les premiéres victimes de la traite dans le monde,” Diplomatie, December 2020,
no. 106, p. 54

54 Freedom of marriage is also a human right, Article 23 of the ICCPR, Article 10 of the ICESCR, Article
12 of the CPHR.

5 “Girls married early demonstrate significantly higher personal vulnerability and lower levels of
empowerment,” N. Sarachaga-Barato, “Forced Child and Arranged Marriages,” in L. Walker, G. Gaviria,
K. Gopal (eds.), Handbook of Sex Trafficking, Springer International Publishing, 2018, pp. 86-90; see
also S. Kakar, “Child/Forced/Servile Marriages 2 Human Trafficking,” in J. Winterdyk, J. Jones (eds.),
The Palgrave International Handbook of Human Trafficking, Springer International Publishing, 2020,
pp. 503-519

56 These considerations led to a gendered approach to the phenomenon. First, it underlined the potential
of trafficking to hinder women’s rights, in particular in the titles of treaties, for instance: Protocol to
Prevent, Suppress and Punish Trafficking in Persons, Especially Women and Children—underlined by
the author. However, this approach is widely discussed. On the one hand, this approach tends to
disproportionately focus on sexual exploitation and hinders the possibilities for men, boys, and non-
cisgender people to be identified as victims, European Commission, Study on the gender dimension of
trafficking in human beings: executive summary, EU, 2016, p. 2. Law enforcement authorities
sometimes reproduce gendered stereotypes, G. Mainsant, Sur le trottoir, I'Etat: la police face a la
prostitution, Editions du Seuil, La Couleur des idées, 2021, pp. 196-239. On the other hand, actors
repressing human trafficking can impose on women a determined way to be free from trafficking without
considering their own agency. At the state level, it can materialize through mandatory repatriation
without taking into account the consent of the victims. Bernstein theorizes these harms under the
concept of “militarized humanitarianism,” E. Bernstein, “Militarized Humanitarianism Meets Carceral
Feminism: The Politics of Sex, Rights, and Freedom in Contemporary Antitrafficking Campaigns,” Signs:
Journal of Women in Culture and Society, The University of Chicago Press, September 1, 2010, vol. 36,
no. 1, pp. 45-71. For a list of harms to trafficked victims caused by the state, see A.T. Gallagher, “Human
Rights and Human Trafficking: Quagmire or Firm Ground? A Response to James Hathaway,” Virginia
Journal of International Law, 2009, vol. 49, no. 4, p. 831. For a study onthe gaps between the victims’
needs considered by the state and their actual needs, see C.M. Renzetti, “Service providers and their
perceptions of the service needs of sex trafficking victims in the United States,” in M. Dragiewicz (ed.),
Global Human Trafficking Critical issues and contexts, Routledge, 2014, pp. 138-152. On the concept
of agency, see infra 558 and 559.

57 Article 9 of the ICCPR, Article 5 of the CPHR. Article 10 of the ICCPR will not be examined, on the
obligation to be treated with humanity while deprived of liberty, since those privations are illegal.
Regarding violence suffered by victims, see supra 69 (paragraph). It should be noted that such violations
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including the right not to be deprived of such liberty for not being unable to fulfill a
contractual obligation,®® and a right to freedom of movement.>® Traffickers usually
control victims to prevent their escape through violence or by “false imprisonment,”°
arranging all of their movements.®! This privation of liberty can be justified by the
trafficker because of a supposed contractual obligation, meaning the need to
reimburse the costs of the travel they paid to transfer the victims, or the costs of lodging
and food.®? This practice is called debt bondage.®® New forms of control are developed
in cyber trafficking processes, whether by regularly checking on the victims’ situation
through phone calls, by geotagging their phones, by controlling the content they
publish online or their private messages, or by using surveillance cameras. Therefore,
human trafficking can potentially violate every each victim’s civic and political rights,54
which triggers the sovereign state’s duty to protect.

72. Right to work and to fair working conditions. Human trafficking also hinders
economic, social, and cultural rights. First, related to economic rights, every person
has the right to work, including “the opportunity to gain his living by work which he
freely chooses.”®® On the one hand, trafficked victims sometimes did not freely choose

can also come from the state if it detains trafficked victims, considering them authors of crimes like illegal
migration or prostitution.

58 Article 11 of the ICCPR, Article 1 of the 4t protocol of the CPHR

59 Article 12 of the ICCPR, Article 2 of the 4" protocol of the CPHR

“60 J. Winterdyk, B. Perrin, P.L. Reichel, “Introduction,” in J. Winterdyk, B. Perrin, P.L. Reichel (eds.),
Human trafficking: exploring the international nature, concerns, and complexities, CRC Press, 2012,
p. 5; C. Renshaw, “The Globalisation Paradox and the Implementation of International Human Rights:
the Function of Transnational Networks in Combating Human Trafficking in the ASEAN Region,” Law
and Society Association Australia and New Zealand (LSAANZ) Conference 2008 ‘W(h)ither Human
Rights’, University of Sydney, December 10, 2008, p. 3, online
https://ses.library.usyd.edu.au/handle/2123/4045 (retrieved on June 8, 2021)

61 S. Oram et al., “Human Trafficking and Health,” op. cit. note 50, p. 1074

62 C. Zimmerman et al., The Health Risks and Consequences of Trafficking in Women and Adolescents,
op. cit. note 49, p. 38

63 Legally defined as “the status or condition arising from a pledge by a debtor of his personal services
or of those of a person under his control as security for a debt, if the value of those services as
reasonably assessed is not applied towards the liquidation of the debt or the length and nature of those
services are not respectively limited and defined,” Article 1.a of the Supplementary Convention on the
Abolition of Slavery, the Slave Trade, and Institutions and Practices Similar to Slavery (1956)

64 Human trafficking also hinders all other human rights. For instance, the right to privacy, Article 17 of
the ICCPR, Article 8 of the CPHR (for example, when the victim does not have a private space, is
monitored, or must answer to their trafficker); the freedom of thought, conscience, and religion, Article
18 of the ICCPR, Article 9 of the CPHR (if the victim is prohibited from practicing their religion or is forced
to realize some kind of ritual, as in the case of Nigerian victims, M. van der Watt, B. Kruger, “Breaking
Bondages: Control Methods, 'Juju,’ and Human Trafficking,” in J. Winterdyk, J. Jones (eds.), The
Palgrave International Handbook of Human Trafficking, Springer International Publishing, 2020,
pp. 935-951); the freedom of expression, Article 19 of the ICCPR, Article 10 of the CPHR (if the victim
is not able to express his or her opinion). Given their situations, in many cases, victims will not be able
to exercise their political rights, Article 25 of the ICCPR.

65 Article 6 of the ICESCR
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to work for their exploiter or were defrauded of the type of work they were supposed to
perform. In that sense, trafficking is closely linked to forced labor as defined by
Convention No. 29 of the International Labour Organisation.®® On the other hand,
victims do not benefit from their work: Profits remain, in total or in significant part, in
the hands of the exploiter.®” Second, even when the victims freely choose a particular
job, they are usually defrauded regarding the conditions of such work. Every person
has the right to just and favorable working conditions,®® but human trafficking usually
violates the very basic labor rights norms regarding wages, times of work and rest, and
safety.®® Moreover, even when the trafficked victims consent to the work and its
conditions, the International Labor Office underlines that this choice is valid only if the
person was offered an alternative at the beginning and throughout the contract.”® This
approach is confirmed by the ECHR, since the consent of the person is not enough to

exclude the possibility of forced work.”*

73. Other rights. Additionally, every person has a right to an adequate standard of
living, including the necessary food, clothing, and housing.”> However, research
reveals that many trafficked victims live in overcrowded rooms with poor basic hygiene,
inadequate food and drinking water, and no clean clothing.”® Since victims are usually
working illegally and are sometimes administratively undocumented, they are unable

to form or join trade unions’ or to rely on social security systems.”®> Moreover, victims

66 Article 2.1 of the 1930 convention

67 One study found that “twenty-two of thirty [trafficked] women reported keeping little (8) to none (14) of
their earnings,” C. Zimmerman et al., The Health Risks and Consequences of Trafficking in Women and
Adolescents, op. cit. note 49, p. 5

68 Article 7 of the ICESCR

69 In one study, half of the men victims worked between 9 and 12 hours per day, 25% worked more than
13 hours; and 40% of the women victims did not have fixed hours, S. Oram et al., “Human Trafficking
and Health,” op. cit. note 50, p. 1074. Another study found that 29% of victims out of 30 worked in unsafe
conditions, 57% did not receive information on how to work safely, and 46% did not have protective
equipment, E. Turner-Moss et al., “Labour Exploitation and Health,” op. cit. note 50, p. 20

70 International Labour Office (ed.), The cost of coercion: global report under the follow-up to the ILO
Declaration on Fundamental Principles and Rights at Work ; International Labour Conference, 98
Session, International Labour Office Geneva, Report / International Labour Conference no. 98,1,B,
2009, p. 6

71 ECHR, Chowdury and Others v. Greece, March 30, 2017, no. 21884/15,  96; ECHR, Zoletic and
Others v. Azerbaijan, October 7, 2021, no. 20116/12, 1 167

72 Article 11 of the ICESCR

73 8. Oram et al., “Human Trafficking and Health,” op. cit. note 50, p. 1074. See also E. Turner-Moss et
al., “Labour Exploitation and Health,” op. cit. note 50, p. 20

74 Article 8 of the ICESCR

5 Article 9 of the ICESCR. Additionally, studies found that many victims lack access to health information
and medical care. On the contrary, some victims are forced to drink alcohol, illegal drugs, or medications,
C. Zimmerman et al., The Health Risks and Consequences of Trafficking in Women and Adolescents,
op. cit. note 49, p. 5; E. Turner-Moss et al., “Labour Exploitation and Health,” op. cit. note 50, p. 20.
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lack access, in many cases, to education’® or a cultural life.”” Finally, the CPHR
protects the right to property,’® and exploiters can confiscate part or all of the victims’
earnings and, in many cases, the victims’ identity documents.”® For the ECHR,
“retention of documents [is] indicative of possible physical and mental coercion and
work extracted under the menace of penalty,” and is thereby a factor in exploitation
and trafficking.2° Although data are not property, the control that exploiters have
exercise the phones and social networks of the victims hinders their right to privacy.!

74. Independently from the definition of the “population” element of a sovereign
state, trafficking, as a human crime facilitated by globalization and digitalization,
hinders every fundamental right of the victims, Although comprehensive studies of the
specific impacts of cyber trafficking are still lacking, trafficking challenges the state’s
duty to protect and power to control. Furthermore, trafficking remains an obstacle to

the control of its second element: its territory.

82. A challenge to the state’s territory

75. The second material component that defines states is territory, which is the
main concept permitting the delimitation of states.®? However, its definition is blurred
both by a theoretical perspective and in the light of its evolution through globalization
and digitalization (I). When it is transnational, trafficking threatens this element of the
state (II).

|. Defining territory to delimit sovereignty

76. The legal territory. Historically, territories were considered to be mainly
property owned by lords and monarchs,® and such properties evolved with the

76 Article 13 of the ICESCR, Article 2 of the first protocol to the CPHR. The lack of education is usually
highlighted for children when victims of domestic servitude are told they will be given an education.

77 Article 15 of the ICESCR

78 Article 1 of the first protocol to the CPHR

79 One study found that 42% of men victims and 69% of women victims had no access to their identity
documents, S. Oram et al., “Human Trafficking and Health,” op. cit. note 50, p. 1074.

80 ECHR, Zoletic, op. cit. note 71, 11 166-168

81 Article 8 of the CPHR

82 G, Sassen, Losing control: sovereignty in an age of globalization, Columbia University Press,
University Seminars: Leonard Hastings Schoff Memorial Lectures, 1996, p. 16; O. Beaud, La puissance
de I’Etat, op. cit. note 16, p. 53; J.A. Agnew, Globalization and sovereignty, op. cit. note 12, p. 2

83 J.A. Barberis, “Les liens juridiques entre I'Etat et son territoire : perspectives théoriques et évolution
du droit international,” Annuaire francais de droit international, 1999, vol. 45, no. 1, p. 193; itis the theory
of the “territory-object,” where the state exercises rights in rem, but it cannot encompass the element of
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construction of central powers and modern states:®* The territorial basis permitted the
unity of an internally divided monarchy, and lead to the sovereign state. Over time,
those new borders were challenged or validated through wars and legal divisions, and
their construction finally occurred with the decolonization process.®> Today, from an
institutional perspective, “territory” refers to the geographical spaces linked to a state
as a natural reality.®® From the positive legal perspective, Kelsen considers territory to
be the limits of the validity of the legal order of the state,®” which includes “all the
spaces over which a particular state has exclusive dominion and in which it has, in
principle, an imperium, exclusive or concurrent, over the internal subjects.”®® This
definition aligns with the theory of Bodin: Sovereignty defines where the control of the
state is absolute and acts as a “territory limit" to such control. Therefore, by linking
sovereignty to the state, Foucault underlined that sovereignty “is only the result of a
systematic process of squaring the territory by the law.”° However, this squaring is still
variable, depending on past and current divisions of spaces and legal orders, without
any criteria to define it in an abstract and geographical way.%?

77. De-compartmentalization. This blurry definition is further questioned by
globalization, which weakens national borders through the facilitation of the
movement®? of capital, products, services, humans, information, and crimes.®
Actually, globalization translates territories into spaces, questioning the “association

between sovereignty and territory.”* At the same time, it also fosters the “emergence

territory within the concept of sovereignty, since it is mainly a power directed over people and not over
a mere soil, H. Ruiz Fabri, “Immatériel, territorialité et Etat,” op. cit. note 3, p. 193

84 J.A. Agnew, Globalization and sovereignty, op. cit. note 12, p. 79

85 A.-L. Amilhat Szary, Qu’est-ce qu’une frontiere aujourd’hui ?, Presses Universitaires de France, 2015,
pp. 18-24

86 0. Beaud, La puissance de I’Etat, op. cit. note 16, pp. 122-123

87 J.A. Barberis, “Les liens juridiques entre I'Etat et son territoire,” op. cit. note 83, p. 140

88 J. Combacau, S. Sur, Droit international public, LGDJ, 2014, p. 403

89 H. Ruiz Fabri, “Immatériel, territorialité et Etat,” op. cit. note 3, p. 193. However, it is also argued that
the jurisdiction defines more the positive competence than the negative one: sovereignty as territory
determines “the spatially competent state rather than the impotence of all others,” J. Combacau, “Pas
une puissance, une liberté : la souveraineté internationale de I'Etat,” Pouvoirs, 1993, no. 67, p. 134

%0 0. Beaud, La puissance de I’Etat, op. cit. note 16, p. 53

%1 V. Franssen, D. Flore, “Introduction : le droit pénal a I'ere numérique,” in V. Franssen, D. Flore, F.
Stasiak (eds.), Société numeérique et droit pénal : Belgique, France, Europe, Bruylant, 2019, p. 10

92 As Castells argues, territory is a specific spatial organization based on places, and he advocates for
a new spatial organization based on flows. Therefore, more important than territories would be spaces,
socially defined as “the material support of the social practices shared at a specific time,” M. Castells,
La sociedad red, op. cit. note 30, pp. 457, 487

98 S, Sassen, Losing control, op. cit. note 82, p. 9

%4 J.A. Agnew, Globalization and sovereignty, op. cit. note 12, p. 1
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of a polycentric space.”® The territory as well as the borders do not take into account
networks and flows:%¢ classically, there are flows of capital,®” products,®® services,*
and people,'® but there also are flows of information, technology, organizational
interaction, images, sounds, and symbols.'°* However, states’ borders remain, with a
stronger legal framework seeking to control these flows, creating increasing
inequalities when one wants to cross a border to take advantage of these flows.

Borders must be analyzed as “borderities.”'02

78. Territory to cyberspace. Additionally, digitalization mainly changes the
concept of territory to prefer the notion of “spaces.” In particular, it creates a new type
of space or place:'%3 the cyberspace.'®* Digitalization disrupts “the hitherto known
balances,”% especially due to its characteristics of interconnection and speed of the
transfer of information.1% The state, whose control historically relied on a physical
geographical space, must face the immateriality of cyberspace:1°” “The sovereignist
order is overwhelmed.”1%® As a result of the interconnection allowed by cyberspace,

the borders are difficult to draw, hindering the states’ ability to control it.

79. Territory, like population, is a variable element of the sovereign state.
However, when territory is classically defined as official borders, transnational

trafficking is seen as a threat to sovereignty.

Il. Trafficking as a threat to territory

80. Origin of trafficking. Setting aside the variability of the notion of “territory,” the

9 M. Delmas-Marty, “Les processus de mondialisation du droit,” in C.-A. Morand (ed.), Le droit saisi par
la mondialisation, Bruylant; Helbing & Lichtenhahn, Collection de droit international no. 46, 2001, p. 65
9 |bid. p. 66

97 Protected in the EU by Article 63 of the Treaty on the Functioning of the European Union

98 Article 28 of the Treaty on the Functioning of the European Union

99 Article 56 of the Treaty on the Functioning of the European Union

100 Article 20 of the Treaty on the Functioning of the European Union

101 M, Castells, La sociedad red, op. cit. note 30, p. 488

102 A -L. Amilhat Szary, Qu’est-ce qu’une frontiere aujourd’hui ?, op. cit. note 85, p. 105

103 F,G. Lastowka, Virtual justice: the new laws of online worlds, Yale University Press, 2012, p. 10

104 For a definition of cyberspace, see infra 130.

105 C. Husson-Rochcongar, “La gouvernance d’Internet et les droits de 'homme,” in Q. Van Enis, C. de
Terwangne (eds.), L’Europe des droits de 'homme a I'heure d’internet, Emile Bruylant, 2018, p. 49

106 M. Delmas-Marty, Libertés et sreté dans un monde dangereux, Seuil, La couleur des idées, Editions
du seuil, 2010, p. 177

107 H. Ruiz Fabri, “Immatériel, territorialité et Etat,” op. cit. note 3, p. 189; C. Tulloue, “L’irréalisable
souveraineté francgaise sur les données : quels enjeux économiques ?,” in P. Turk, C. Vallar (eds.), La
souveraineté numérique : le concept, les enjeux, 2018, p. 122

108 M. Delmas-Marty, Libertés et sQireté dans un monde dangereux, op. cit. note 106, p. 198. The French
original text uses the adjective “débordé,” which could also be translated as “out of borders.”
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state’s protection of this element is challenged by its links to trafficking. This concept
was originally meant to protect states’ borders. The first international treaty, the
International Agreement for the suppression of the White Slavel®® Trafficll® (1904),
focused on the control of borders and the repatriation of women who were sexually
exploited in foreign countries.''! Later, the International Convention for the
Suppression of the White Slave Traffic (1910) offered the first definition of trafficking—
as the recruitment of women for the purpose of sexual exploitation committed in
different countries'>— and focused on international cooperation.''® The term “white
slavery” disappeared in 1921 with the International Convention for the Suppression of
the Traffic in Women and Children. Those texts were meant to control territory through
“controlling immigration of women suspected of prostitution,”*4 in the post-war
xenophobic context.'> Therefore, the historical trend indicates a focus on national

security and border control.116

81. Trafficking versus smuggling. Transnational human trafficking

109 On the link between human trafficking and slavery, see supra 68

110 The term “white slavery” was not defined but could mean “the procurement, by force, deceit, or drugs,
of a white woman or girl against her will, for prostitution.” Although such cases were widely disseminated
by the media and governments, historical research deemed that it was more of a “myth,” J. Doezema,
“‘Loose women or lost women? The re-emergence of the myth of white slavery in contemporary
discourses of trafficking in women,” Gender Issues, December 1999, vol. 18, no. 1, pp. 25-26; J.-M.
Chaumont, C. Machiels, Du sordide au mythe: I'affaire de la traite des Blanches (Bruxelles, 1880),
Presses universitaires de Louvain, Histoire, justice, sociétés, 2009. See also, J. Berman, “(Un)Popular
Strangers and Crises (Un)Bounded: Discourses of Sex-trafficking, the European Political Community
and the Panicked State of the Modern State,” European Journal of International Relations, SAGE
Publications Ltd, March 1, 2003, vol. 9, no. 1, pp. 37-86. As such, “white slavery” is considered a “moral
panic,” M.A. Irwin, “White Slavery' As Metaphor Anatomy of a Moral Panic,” Ex Post Facto: The History
Journal, 1996, vol. V

11 . Lammasniemi, “International Legislation on White Slavery and Anti-trafficking in the Early
Twentieth Century,” in J. Winterdyk, J. Jones (eds.), The Palgrave International Handbook of Human
Trafficking, Springer International Publishing, 2020, p. 71. On the texts prior to the Palermo Protocol,
see also E. Pomares Cintas, “La prostitucidn, rehén permanente del discurso de la trata de personas,”
RELIES: Revista del Laboratorio Iberoamericano para el Estudio Sociohistérico de las Sexualidades,
Universidad Pablo de Olavide, December 7, 2020, no. 4, pp. 173-192

112 Article 1 of the Convention

113 |, Lammasniemi, “International Legislation on White Slavery,” op. cit. note 111, pp. 72-73; in that
sense, sovereignty is also seen as a limit to fighting against human trafficking, due to its territorial limits:
“Present strategies are inherently limited by state sovereignty,” L. Shelley, Human trafficking A global
perspective, op. cit. note 35, p. 111

1141 . Lammasniemi, “International Legislation on White Slavery,” op. cit. note 111, p. 74

115 Two more conventions were adopted afterwards, with very little impact, the first being the
International Convention for the Suppression of the Traffic in Women of Full Age (1933). The subjective
limitation to women has been abandoned with the Convention for the Suppression of the Traffic in
Persons and of the Exploitation of the Prostitution of Others (1949). See lbid. pp. 75-76

116 J. O’Connell Davidson, “The Right to Locomotion? Trafficking, Slavery and the State,” in P.
Kotiswaran (ed.), Revisiting the law and governance of trafficking, forced labor and modern slavery,
University Press, Cambridge studies in law and society, 2017, p. 158
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approximates the notion of human smuggling,*'” which is defined as “the procurement,
in order to obtain, directly or indirectly, a financial or other material benefit, of the illegal
entry of a person into a State Party of which the person is not a national or a permanent
resident.”'® Usually, three criteria are used to legally differentiate trafficking from
smuggling.!*® The first is consent: Migrants are believed to consent to the smuggling,
while the trafficked victims do not.*?° The second is exploitation: Smuggling ends with
the arrival of the migrants, while the objective of trafficking is further exploitation of the
victims. Finally, the third element is the transnational characteristic of the process:
Smuggling must cross borders, while trafficking can be national. In that sense, “Human
trafficking is a violation of individual human rights, whereas migrant smuggling is a
violation of state sovereignty.”*? However, “In reality the two phenomena may well
overlap.”™?2 Both phenomena grow from each other, in a “continuum of facilitation,”?3
also called known as the “migration—trafficking nexus.”'?* Indeed, victims of trafficking

can be willing to migrate and to work, but they may not know the actual conditions they

117 E.M. Bruch, “Models wanted: The search for an effective response to human trafficking,” Stanford
Journal of International Law, 2004, vol. 40, p. 2; A. Aronowitz, “Smuggling and Trafficking in Human
Beings: The Phenomenon, The Markets that Drive It and the Organisations that Promote It,” European
Journal on Criminal Policy and Research, 2001, vol. 9, no. 2, pp. 163-195

118 Article 3.a of the Protocol against the Smuggling of Migrants by Land, Sea and Air supplementing
the Palermo Convention (2000)

119 K.A. Duong, “Human Trafficking and Migration: Examining the Issues from Gender and Policy
Perspectives,” inJ. Winterdyk, J. Jones (eds.), The Palgrave International Handbook of Human
Trafficking, Springer International Publishing, 2020, p. 1822; UNODC, Organized crime involvement in
trafficking in persons and smuggling of migrants, Issue Paper, UN, 2010, p. 18; W. Corréa Da Silva, “La
interseccionalidad en la trata de seres humanos: un encuentro necesario para el enfoque de derechos
humanos,” in N. Cordero Ramos, P. Zufiga Cruz (eds.), Trata de personas, género y migraciones en
Andalucia (Espafia), Costa Rica y Marruecos: retos y propuestas para la defensa y garantia de los
derechos humanos, Dykinson, 2019, pp. 46-47

120 Consent is not an element to define human trafficking, see Article 3.b of the Palermo Protocol

121 J. Winterdyk, B. Perrin, P.L. Reichel, “Introduction,” op. cit. note 60, p. 5

122 3. Scarpa, “UN Palermo Trafficking Protocol Eighteen Years On: A Critique,” in J. Winterdyk, J. Jones
(eds.), The Palgrave International Handbook of Human Trafficking, Springer International Publishing,
2020, p. 635; N. Prasad, B. Rohner, “Undocumented Migration, Labour Exploitation and Trafficking,”
in Sector Project against Trafficking in Women (ed.), Challenging Trafficking in Persons - Theoretical
Debate & Practical Approaches, Federal Ministry for Economic Cooperation and Developement
(Germany), Deutsche Gesellschaft fir Technische Zusammenarbeit (GTZ) GmbH, 2005, p. 39; J. van
der Leun, A. van Schijndel, “Emerging from the shadows or pushed into the dark? The relation between
the combat against trafficking in human beings and migration control,” International Journal of Law,
Crime and Justice, March 2016, vol. 44, pp. 26-42; J. Petin, M. Poelemans, “La réponse de I'Union
européenne a la traite des étres humains,” in B. Lavaud-Legendre (ed.), Prostitution nigériane : entre
réves de migration et réalités de la traite, EdKarthala, Hommes et sociétés, 2013, p. 125; C. Bauloz, M.
McAdam, J. Teye, “Human ftrafficking in migration pathways: Trends, challenges and new forms of
cooperation,” in International Organization for Migration (ed.), World Migration Report 2022, May 21,
2020, p. 255

123 R, Skeldon, “Trafficking: A Perspective from Asia,” International Migration, September 2000, vol. 38,
no. 3, p. 10

124 M. Lee, “Introduction : Understanding human trafficking,” in M. Lee (ed.), Human trafficking, Willan,
2007, p. 13
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will face.'?®> On the contrary, some smuggled people might migrate, as a result of wars,
persecutions, or climate change. Furthermore, smuggling might cause one to contract
a debt, creating a fertile ground for exploitation. In summary, this difference is just a
“strange legal fiction,”?® and smuggling, as well as trafficking, may hinder state

sovereignty.*?’

82. The broadness of transnational trafficking. However, transnational trafficking
can be mitigated: Territory is not the main threat to sovereignty. First, the estimation of
the United Nations Office on Drugs and Crime (UNODC) concludes that, in 2020, 60%
of trafficked victims were trafficked domestically.1?® This trend seems to be less
relevant within the EU, where approximately 37% of the registered victims were
citizens of the reporting country in 2019-2020. Nevertheless, more than half of the
victims registered in the EU were regionally trafficked within the EU.1?° Second, while
trafficking should be transnational according to the Palermo Protocol,*%, this criterion
has been erased in Europe since the Warsaw Convention.3® However, the
characteristic of a transnational process gains a new understanding in cyber trafficking:

The facilitation of the process through cyberspace multiplies the connections to various

125 J.0. Finckenauer, K. Chin, “Sex trafficking: a target for situational crime prevention?,” in K. Bullock,
R.V.G. Clarke, N. Tilley (eds.), Situational prevention of organised crimes, Willan, Crime science series,
2010, pp. 14-15

126 A.T. Gallagher, “Human Rights and Human Trafficking,” op. cit. note 56, p. 792

127 |In particular, before the 2015 reform, both offenses were conflated in the Spanish framework, in
Article 177 bis of the Cddigo penal. It takes up a large part of the doctrine to discuss the fundamental
right protected by both offenses. See for instance, M. Cabanes Ferrando, La trata de seres humanos:
concepto desde el marco normativo: una aproximacion al delito, J.M. Bosch Editor, 2022, pp. 169-196;
E.J. Pérez Alonso, “El bien juridico protegido en el delito de trata de seres humanos,” in E.B. Marin de
Espinosa Ceballos et al. (eds.), El derecho penal en el siglo XXI: Liber amicorum en honor al profesor
José Miguel Zugaldia Espinar, Tirant lo Blanch, 1st ed., 2021, pp. 521-546; C. Villacampa Estiarte, “El
delito de trata de seres humanos en derecho penal espafol tras la reforma de 2015,” in E. Pérez Alonso
(ed.), El derecho ante las formas contemporaneas de esclavitud, Tirant lo Blanch, Homenajes y
congresos, 2017, pp. 447-467

128 UNODC, Global report on trafficking in persons 2022, op. cit. note 53, p. 42

129 European Commission, “Commission Staff Working Document Statistics and trends in trafficking in
human being in the European Union in 2019-2020 Accompanying the document Report on the progress
made in the fight against trafficking in human beings (Fourth Report),” EU, December 19, 2022, pp. 8-
9, SWD(2022) 429 final

130 Article 4 of the Palermo protocol. See S. Scarpa, “UN Palermo Trafficking Protocol Eighteen Years
On: A Critique,” op. cit. note 122, p. 632; A. Gallagher, The international law of human trafficking,
Cambridge University Press, 2010, p. 74

131 Article 2 of the Warsaw Convention: “This Convention shall apply to all forms of trafficking in human
beings, whether national or transnational.” The Directive 2011/36/EU does not explicitly address this
topic but applies a wide understanding of the offense (Paragraph 9 of the preamble). For example, see
Article 225-4-1 of the Code pénal (France), Article 177 bis of the Cédigo penal (Spain, “either in Spanish
territory, or from Spain, or in transit or to Spain”), and Articles 210 and 211 of the Codul penal (Romania).
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territories and blurs the delimitation of a state’s borders to repress human trafficking.
83. Although trafficking is not only transnational, it also hinders the state’s border

control. Therefore, it is a threat to the state’s territory and, by extension, to its

sovereignty. Furthermore, trafficking challenges the last element of sovereignty:

government.

83. A challenge to the state’s government

84. The last component of the state is its government. Although government is the
concept used to delimit both population and territory, it is the most difficult to define,
both from a legal theory perspective and when facing globalization and digitalization
(). As a crime and as an attack on its population and territory, human trafficking

threatens the government of the sovereign state (ll).

|. Defining government to delimit sovereignty

85. Legal thinkers define government. First, from an organizational point of view,
government can be defined as the institutions governing a state.'*? Broadly interpreted,
“government” meant the owner of sovereignty. In the 16" century, the term “sovereign”
became synonymous with “king,” or “absolute ruler.”t33 Afterwards, the sovereign
evolved through time. During the 18" century,'3* some authors argued whether people
directly or people through a representational body owned sovereignty, instead of the
head of state: The legitimacy came from “the bottom,”*3> from the nation.'*¢ However,
these definitions rest on the holder of sovereignty: a physical person, a specific or
abstract status, or an organ. They do not offer a general concept since it depends on

the internal organization of each state at a specific time. If the government equates to

132 J.L. Cohen, Globalization and sovereignty: rethinking legality, legitimacy and constitutionalism,
Cambridge University Press, 2012, p. 27

133 pParticularly, the sovereignty concept of Bodin was supposed to support its ownership by a monarch,
J. Bodin, Les six livres de la République, op. cit. note 8; it is actually one of the criticisms against its
theory, conflating sovereignty with the chief of a state, M. David, La souveraineté du peuple, op.
cit. note 7, p. 68

134 |t should be noted that other authors already argue that people had power before the 18t century,
even before the sovereignty of Bodin. The Estates General of 1484 were an example of the transfer of
sovereignty ownership to the population M. David, La souveraineté du peuple, op. cit. note 7, p. 50

135 W.P. Nagan, C. Hammer, “The Changing Character of Sovereignty in International Law and
International Relations,” op. cit. note 6, p. 166

136 P, Mortier, Les métamorphoses de la souveraineté, Thesis, Université d’Angers, January 1, 2011,
11 24-31. For example, Montesquieu considered that, within a democracy, the sovereignty holder was
the people, M. David, La souveraineté du peuple, op. cit. note 7, p. 121. Rousseau argued that people
are holders of sovereignty, which is inalienable and organized through a social contract, Ibid. p. 85
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the nation, it must define its element, which is the population. Hence, the meaning of
government as the final component of the state should be separated from its material
owner to define state and sovereignty.'3” Setting aside these considerations, human
trafficking relies on and contributes to the weaknesses of governments, diminishing

the power of the state over its territory and on its population.

86. Deregulation. Due to globalization, deregulation “implies the retreat of nation
states from important areas of decision-making.”**® For Sassen, “Deregulation is
another name for the declining significance of the state.”**® From an economic point of
view, it is supposed to mean the development of regulation by the market actors and
the withdrawal of the welfare state. However, this argument does not hold up when
considering the “recrafting [of] welfare programs and [the imposition of] austerity
measures” after the 2008—2009 global economic crisis.'*® The evolution of such
regulations seems more dependent on the economic context than on a permanent
consequence of globalization. However, deregulation could mean the expansion of the
governance movement at the expense of government power. The term “governance”
originated in the 13™ century and means the art of governing.#! With globalization,
regulation does not derive only from the state: New entities, such as companies,*? can

exert a form of control on spaces or people.'43

87. Government and digitalization. Furthermore, digitalization questions the
capacity of states to govern in cyberspace. The Internet was built mainly around a
cyber-libertarian ideology,'#* which was first stated by Barlow in his 1996 cyberspace

independence declaration. States are “not welcome among us,” he declared.'*® This is

137 F, Mélin-Soucramanien, P. Pactet, Droit constitutionnel: 2021, 2020, p. 38

138 K, Alden Dinan, “Globalization and national sovereignty: From migration to trafficking,” in S.
Cameron, E. Newman (eds.), Trafficking in humans: social, cultural and political dimensions, UN
University Press, 2008, p. 59

139 S, Sassen, Losing control, op. cit. note 82, p. 11

140 J A. Agnew, Globalization and sovereignty, op. cit. note 12, p. 26

141 A, Supiot, La gouvernance par les nombres: cours au Collége de France (2012-2014), Fayard, 2020,
p. 45

142 Especially when such controls are exercised by the economic private sector, “It substitutes calculation
for law as the basis for the legitimacy of the norm,” Ibid. p. 174

143 G. Lhuilier, Le droit transnational, Dalloz, Méthodes du droit, 2016, p. 459

144 M. Stevenson, “From Hypertext to Hype and Back Again: Exploring the Roots of Social Media in
Early Web Culture,” in J. Burgess, A. Marwick (eds.), The Sage handbook of social media, SAGE inc,
1st ed., 2017, p. 75. This ideology had “a clear affinity with the laissez-faire ideology of the 1980s and
1990s and the prevailing ideal of minimal state and other regulatory intervention,” K.F. Aas, “Beyond
‘the desert of the real’: crime control in a virtual(ised) reality,” in Y. Jewkes (ed.), Crime online, Willan,
2007, p. 171.

145 M. Mossé, “Le numérique et le retour de la souveraineté,” in P. Tirk, C. Vallar (eds.), La souveraineté
numeérique : le concept, les enjeux, 2018, p. 55; J. Perry Barlow, “Déclaration d’indépendance du
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what Lessig calls “The No Law Rule.”'#¢ Also known as techno libertarians, they
advocated for “a free and self-governing Internet.”*4” However, such ideology was a
utopian dream, because the states did not surrender their ability to govern cyberspace.
However, as territory and population are no longer clearly delimited, and in the absence
of multilateral government in cyberspace,'*® this has resulted in the potential
application of various sovereign national orders.'® In practice, some parts of
cyberspace are effectively regulated by various states,>° while other spaces are left
without any control.

88. The element of government also rests on a blurry and flexible definition, as do
the two prior elements, population and territory. The capacity of states to actually be
sovereign is further questioned by globalization and digitalization. This capacity to
exercise power and to control both a population and a territory is further threatened by

human trafficking.

II. Trafficking as a threat to government

89. Corruption. Trafficking threatens the state’s government in various ways. First,
trafficking is strongly linked to corrupt practices.’> On the one hand, corrupt
governments favor trafficking,'>? while on the other hand, trafficking favors corruption,

for example, to facilitate the acquisition of migration documents such as visas, to cross

cyberespace,” in O. Blondeau, F. Latrive (eds.), Libres enfants du savoir numérique, éd. de I'éclat, 2000,
pp. 47-54

146 |, Lessig, Code, Basic Books, 2nd ed., 2006, p. 302

147 F.G. Lastowka, Virtual justice, op. cit. note 103, p. 80

148 Sometimes, entities such as the Internet Corporation for Assigned Names and Numbers are deemed
to govern the Net. However, that governance is only sectorial and does not offer a global regulation of
the cyberspace.

149 What Lessig calls “The Many Laws Rule,” L. Lessig, Code, op. cit. note 146, p. 306

150 Which produces problems of conflicting laws, J.R. Reidenberg, “Lex Informatica: The Formulation of
Information Policy Rules Through Technology,” Texas Law Review, 1998, vol. 76, no. 3, p. 556; J.L.
Goldsmith, T. Wu, Who controls the Internet? lllusions of a borderless world, Oxford University Press,
2006, pp. 158-160

151 Corruption is defined as the intentional act to “offer, promise or give any undue pecuniary or other
advantage, whether directly or through intermediaries, to a foreign public official, for that official or for a
third party, in order that the official act or refrain from acting in relation to the performance of official
duties, in order to obtain or retain business or other improper advantage in the conduct of international
business,” Article 1.1 of the OECD Convention on Combating Bribery of Foreign Public (1997)

152 M.A. Rahman, “Human Trafficking in the era of Globalization,” op. cit. note 2, p. 63. Aronowitz
distinguishes between “proactive (such as actively assisting traffickers in procuring travel documents)
or passive (a failure to react by turning a blind eye)” support by the states, A. Aronowitz, Human
trafficking, human misery: the global trade in human beings, Praeger Publishers Inc, 1st ed., 2009, p. 62
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borders,*®2 or to avoid law enforcement patrol surveillance.*®* Corruption “leads to the
moral and legal deterioration of a government.”*®® Trafficking linked to corruption
directly hinders the power of the government and its means to fulfill its obligations as
a state.'®® In that sense, Truong considers that trafficking relies on a “social enclave
[...] created through social networks and links with regulated social space, [for
example], the use of identities of convenience [...] obtained through corruption, and
bribery as well as purchase of protection services.”%’

90. Organized criminal groups.'>® Second, trafficking weakens the power of the
state when committed through by organized criminal groups,*®® from street gangs'®° to

crime syndicates'®!. Those types of organizations “directly challenge and/or disrupt the

153 R. Vayrynen, lllegal Immigration, Human Trafficking, and Organized Crime, no. DP2003-72, World
Institute for Development Economic Research, WIDER Working Paper Series, 2003, p. 6

154 E.M. Wheaton, E.J. Schauer, T.V. Galli, “Economics of Human Trafficking,” International Migration,
July 19, 2010, vol. 48, no. 4, p. 117

155 A, Aronowitz, Human trafficking, human misery, op. cit. note 152, p. 9

156 ], Bigio, R.B. Vogelstein, Ending Human Trafficking in the Twenty-First Century, no. 91, Council on
Foreign Relations, US, Council Special Report, June 2021, p. 19. It also hinders the rule of law, M.
Delmas-Marty, Le relatif et I'universel, op. cit. note 22, p. 281

157 T.-D. Truong, Human trafficking and organised crime, Institute of Social Studies, Working paper
series no. 339, 2001, pp. 10-11

158 Some of those criminal organizations relying on human trafficking can be “terrorist organizations,” R.
Pati, “Human Trafficking: An Issue of Human and National Security,” op. cit. note 1, p. 39; J. Bigio, R.B.
Vogelstein, Ending Human Trafficking in the Twenty-First Century, op. cit. note 156, p. 19. They will also
hinder the power of states and legitimate governments. For terrorist organizations, these links offer
sources of profits, and persons to exploit, for example women for sexual exploitation or forced
marriages, or “children as suicide bombers and beggars,” Counter-terrorism committee executive
directorate, “ldentifying and exploring the nexus between human trafficking, terrorism, and terrorism
financing,” UN Security Council, 2019, p. 10; Security Council, “Resolution 2331 (2016),” UN, December
20, 2016, p. 2, SIRES/2331 (2016); Office of the Special Representative and Coordinator for Combating
Trafficking in Human Beings, Trafficking in Human Beings and Terrorism: Where and How They
Intersect - Analysis and recommendations for more effective policy responses, OSCE, 2021. Terrorist
organized groups do not receive a legal definition or the infraction of terrorism. The financing of specific
acts prohibited by treaties is interdicted by the International Convention for the Suppression of the
Financing of Terrorism (1999). Within the Council of Europe, the conventions to repress and prevent
terrorism use the same technic of referral to other conventions (European Convention on the
Suppression of Terrorism (1977), Article 1; Council of Europe Convention on the Prevention of Terrorism
(2005), Article 1.1). Within the EU, terrorist offenses are defined by a list of intentional acts such as an
attack upon a person, a hostage taking, or a seizure of aircraft, with one of the three aims that follow:
“(a) seriously intimidating a population; (b) unduly compelling a government or an international
organization to perform or abstain from performing any act; (c) seriously destabilizing or destroying the
fundamental political, constitutional, economic or social structures of a country or an international
organization.,” Article 3 of the Directive (EU) 2017/541 of the European Parliament and of the Council
of 15 March 2017 on combating terrorism

159 Which is one of the requirements to apply the Palermo protocol (Article 4 in relation with Article 2.a
of the Palermo Convention). On this concept, see infra 212.

160 M. Lambine, G. Gaviria, “Organized Crime, Gangs, and Trafficking,” in L. Walker, G. Gaviria, K. Gopal
(eds.), Handbook of Sex Trafficking, Springer International Publishing, 2018, pp. 111-116

161 R, Pati, “Human Trafficking: An Issue of Human and National Security,” op. cit. note 1, p. 39
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state.”'%? Truong considers that there are “territorial enclave[s as forms] of space
unregulated by the state and regulated by organized crime groups. In the worst
cases, trafficking fuels “black spots,” which are “areas governed by transnational
criminal, terrorist, and insurgent organizations that are outside effective state-based
government control and are sustained by illicit economic activities.”'%4 Of the 80 black
spots studied by Brown and Hermann, 53% involved human trafficking.'%® The
consequence is that the “black spot becomes the ‘sovereign territory’ of the
organization assuming political authority over the area.”*®® However, some authors
criticize the lack of empirical evidence regarding the number of criminal groups that
conduct human trafficking.6” Trafficking can take place through a single perpetrator or
a full criminal network.%8 According to the estimations of the UNODC, of the 686 cases

studied that concluded with a conviction between 2012 and 2020, 46% involved a

162 K.E. Bravo, “Interrogating the State’s Role in Human Trafficking,” Indiana International &
Comparative Law Review, 2015, vol. 25, no. 1, p. 31. See also, D. Sans6-Rubert Pascual, “Fendmenos
criminales organizados y déficit democratico. Hacia una reinterpretacion del nexo politico-criminal,” in J.
del Carpio Delgado (ed.), Criminalidad en un mundo global: criminalidad de empresa, transnacional,
organizada y recuperacion de activos, Tirant lo Blanch, Monografias, 2020, pp. 357-393; D. Sanso6-
Rubert Pascual, “Estrategias geopoliticas de la criminalidad organizada. Desafios de la inteligencia
criminal,” in L. Zdfiiga Rodriguez (ed.), Criminalidad organizada trasnacional: una amenaza a la
seguridad de los estados democréticos, Universidad de Salamanca, Ars iuris, 2017, pp. 106-110. It has
also been recognized in the European Commission, “Communication to the European Parliament, the
Council, the European Economic and Social Committee and the Committee of the Regions on the EU
Strategy to tackle Organised Crime 2021-2025,” EU, April 14, 2021, p. 2, COM(2021) 170 final

163 T.-D. Truong, Human trafficking and organised crime, op. cit. note 157, pp. 10-11

164 5.S. Brown, M.G. Hermann, Transnational Crime and Black Spots Rethinking Sovereignty and the
Global Economy, Palgrave MacMillan, International Political Economy Series, 2020, p. 1

165 |bid. p. 6

166 |pid. p. 27

167 J. Jones, “Is It Time to Open a Conversation About a New United Nations Treaty to Fight Human
Trafficking That Focuses on Victim Protection and Human Rights?,” in J. Winterdyk, J. Jones (eds.),
The Palgrave International Handbook of Human Trafficking, Springer International Publishing, 2020,
p. 1806. Shelley considers that “small-scale entrepreneurship [...] characterizes much of human
trafficking,” L. Shelley, Human trafficking A global perspective, op. cit. note 35, p. 3. Similarly, in the
study of Cockbain, the “offender networks displayed no hierarchy and little formal structural organization:
rather than looking like sophisticated criminal enterprises,” E. Cockbain, Offender and Victim Networks
in Human Trafficking, Taylor & Francis Ltd, 2020, pp. 90-91

168 A Aronowitz, Human trafficking, human misery, op. cit. note 152, p. 65. For the latter, he considers
ten roles: investors, recruiters, transporters, corrupted public officials or protectors, informers, guides,
crew members, enforcers, debt collectors, money launders, and supporting personnel and specialists.
Organized criminal groups operating human trafficking “typically operate in independent cells that deal
with the various stages of recruitment transport and exploitation,” Europol, “European Union serious and
organised crime threat assessment - Crime in the age of technology,” EU, 2017, p. 52. In arecent French
study based on judicial procedures on the prostitution of minors, other roles are distinguished. Core
roles are those of patrons, tutors, and prostitutes; satellite roles are those of service providers, with a
wide range of activities (logistics, control, recruitment...), B. Lavaud-Legendre, C. Plessard, G.
Encrenaz, Prostitution de mineures — Quelles réalités sociales et juridiques ?, Rapport de recherche,
Université de Bordeaux, CNRS - COMPTRASEC UMR 5114, October 30, 2020, pp. 58, 59, 80, 81
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business-enterprise-type of organized criminal group.'®® However, the facilitation of
trafficking through cyberspace loosens the connections between individuals,
facilitating temporary and fluid networks that are more difficult to apprehend.

91. Money laundering. Third, human trafficking generates money to be
laundered,*’® primarily through the financial sector. Deposits of criminal money are
volatile by nature, as they are destined to be reused in short periods of time; this
volatility negatively influences the liquidity and solvency of banks. Since these requests
do not correspond to the needs of households and businesses, they can affect inflation
and distort the results of the state’s monetary policies.'’* Laundering using commercial
mechanisms, such as the purchase of real estate or the export and import of goods,
will distort prices, which may prevent the development of licit activities. The volatility of
prices and the unpredictability of the money flows make it more difficult for the state to
establish an effective economic policy.*”? From a global perspective, trafficking also
creates financial losses for the state. As money escapes the grip of the state,'’”® the
latter also incurs expenses to finance criminal investigation, victims’ and witnesses’
protection, associations fighting against trafficking, and assistance to the victims.

92. Social development. Fourth, human trafficking “contribute[s] to social
inequality [and disrupts] fair competition in the market competition by exploiting slave
labor at lower or no cost.”*’# Trafficking violates labor and social laws and fosters

169 Defined as “three or more traffickers systematically working together to traffic persons as a core
component of their criminal activities,” UNODC, Global report on trafficking in persons 2022, op.
cit. note 53, pp. 48-49

170 Money laundering was historically defined in the United Nations Convention against lllicit Traffic in
Narcotic Drugs and Psychotropic Substances (1988, Article 3). Regarding human trafficking, Article 6.1
of the Palermo Convention offers the following definition: “(a) (i) The conversion or transfer of property,
knowing that such property is the proceeds of crime, for the purpose of concealing or disguising the illicit
origin of the property or of helping any person who is involved in the commission of the predicate offense
to evade the legal consequences of his or her action; (ii) The concealment or disguise of the true nature,
source, location, disposition, movement or ownership of or rights with respect to property, knowing that
such property is the proceeds of crime; (b) Subject to the basic concepts of its legal system: (i) The
acquisition, possession or use of property, knowing, at the time of receipt, that such property is the
proceeds of crime; (ii) Participation in, association with or conspiracy to commit, attempts to commit and
aiding, abetting, facilitating and counseling the commission of any of the offenses established in
accordance with this Article.”

171 UNODC, Estimating illicit financial flows resulting from drug trafficking and other transnational
organized crimes, UN, October 2011, pp. 109-117

172 B.L. Bartlett, The negative effects of money laundering on economic development, Regional
Technical Assistance Project N0.5967, The Asian Development Bank, May 2002, pp. 21-43, online
https://search.informit.org/doi/abs/10.3316/agispt.20030578 (retrieved on September 2, 2021)

173 Because tax evasion is linked to human trafficking.

174 T. Zhidkova, “Globalization and the Emergence of Violent Non-state Actors: The Case of Human
Trafficking,” New Global Studies, De Gruyter, April 1, 2015, vol. 9, no. 1, p. 10
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inequality and vulnerabilities in the population; it is a development issue.l’®> The
phenomenon contributes to the reproduction of racist and xenophobic behaviors, which
are part of wider societal problems. When a state fails to prosecute trafficking, creating
a “juridical enclave,” Truong stresses that it promotes “social practices such as erasure
of evidence as well as cultural and psychological factors that act as an impediment for
victims, witnesses, and society to come forward and prosecute perpetrators.”’® As
Shelley summarizes, the spreading of human trafficking “will be a decline of democracy
and the rule of law in established democracies and increased authoritarianism in many

potentially democratic states.”’’

93. Conclusion of the section. From its beginning, sovereignty was conflated
with the state. As a result, its definition was usually linked to the latter's elements:
population, territory, and government. Each of these elements is threatened by
trafficking challenging the state’s duty to protect its population, control its borders, and
manage its government. However, each of these elements refers to the others to be
defined: They change over time, and they are questioned by globalization and
digitalization. This seems to be an unstable way to delimit sovereignty. Therefore, it is
possible to rely on what is deemed the monopoly of the state: legitimate coercion. To
repress trafficking, the sovereign states will exercise their legitimate coercion.

Section 2. State sovereignty: a solution to human trafficking

94. To distinguish what is specific to sovereignty, independent from variable
components, although still theorized in the context of the state, this analysis then rests
on the concept of legitimate coercion. This concept is particularly useful to delimit the
powers of the state to protect its sovereignty when facing human trafficking, particularly
when trafficking is facilitated by new technologies (82). However, to adapt the
usefulness of the concept of legitimate coercion, it is necessary to broaden its definition

to a new, digital version (81).

175 A, Aronowitz, Human trafficking, human misery, op. cit. note 152, p. 24. A specific example would be
the incidence on public health, as trafficking, in particular for sexual exploitation, can contribute to the
spread of sexually transmitted diseases, including the HIV. Oram found that “7.7% of men and 22.5%
of women reported diagnosed [sexually transmitted infections],” S. Oram et al., “Human Trafficking and
Health,” op. cit. note 50, p. 1076.

176 T.-D. Truong, Human trafficking and organised crime, op. cit. note 157, pp. 10-11. See also J. Bigio,
R.B. Vogelstein, Ending Human Trafficking in the Twenty-First Century, op. cit. note 156, pp. 20-22

177 . Shelley, Human trafficking A global perspective, op. cit. note 35, p. 113
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81. From leqgitimate coercion to digital legitimate coercion

95. The concept of legitimate coercion is usually attributed to Weber.1’® In
attempting to define politics, he ascribed his work to defining political organizations,
which he equates to modern states. His definition of the state is historical and
sociological, relying on its specific “means” instead of its goals.1’® This classical theory,

developed in 1919 (I), should today be extended to digital forms of legitimate coercion

().

I. Defining classical legitimate coercion

96. Weber claimed that the specific means of the state is the monopoly of legitimate
physical violence (B), or, in a more general understanding, coercion (A).*¥ Both
elements of the concept should be defined separately. In the theory of sovereignty,

criminal law appears to be the acme of coercion (C).

A. From violence to coercion

97. Violence and sovereignty. Weber’s definition of the monopoly of the state is
coherent with precedent works on sovereignty.'®! Bodin claimed that “the prince is
obliged to safeguard the persons, possessions, and families of his subjects, by force

of arms, and by force of law.”82 The first expression of a state’s violence and the “last

178 But other authors already relied on the monopoly of coercion to define the state. In 1877, von Jhering
compared the state to a monopoly of coercion. In 1900, Jellinek relied on the concept of legal coercion
to design the state. In 1911, Sohm considered legal coercion the exclusive monopoly of the state, C.
Colliot-Théléne, “La fin du monopole de la violence légitime ?,” Revue d’études comparatives Est-Ouest,
Persée - Portail des revues scientifiques en SHS, 2003, vol. 34, no. 1, pp. 14-15

179 M. Eabrasu, “Les états de la définition wébérienne de I'Etat,” Raisons politiques, Presses de Sciences
Po, May 4, 2012, vol. 45, no. 1, p. 195; M. Weber, The vocation lectures: science as a vocation, politics
as a vocation, Hackett Pub, 2004, tran. R. Livingstone, p. 33

180 The theory of Weber is still used in many recent publications, see for example, M. Castells, La
sociedad red, op. cit. note 30, p. 40; C. Codron, La surveillance diffuse : entre Droit et Norme, Thesis,
Université de Lille, June 15, 2018, p. 444; A.-L. Amilhat Szary, Qu’est-ce qu’une frontiere aujourd’hui ?,
op. cit. note 85, p. 59; C. Husson-Rochcongar, “La gouvernance d’Internet et les droits de '’homme,” op.
cit. note 105, p. 71; H. Ruiz Fabri, “Immatériel, territorialité et Etat,” op. cit. note 3, pp. 187-212; M.
Delmas-Marty, Le relatif et 'universel, op. cit. note 22, p. 209

181 |n that sense, the monopoly of legitimate coercion is still linked to the material components of
statehood, with Weber recognizing that the “idea of territory’is an essential defining feature,” M. Weber,
Le savant et le politique (1919), Union Générale d’Editions, Le Monde en 10-18, 1963, p. 33. However,
for this argumentation, this theory will be easier to apply to other entities than states, whose definitions
of territory and population are unstable.

182 3. Bodin, Les six livres de la République, op. cit. note 8, p. 103

108



Part 1. Title 1. Chapter 1.

bastion™83 of sovereignty is supposed to be military force,'®* considering that it is the
sovereign who can distinguish between friends and enemies.*® This violence is
exercised against aliens in the state’s population. The second expression of sovereign
violence is exercised against its own population. Bodin affirms that the strength of the
sovereign “lies in the coercion® applied to the population. This violence can affect
both the body and the goods of the population, with the major violence available to the
state being the death sentence.'®” To Weber, coercion equates to physical violence,
as a restrictive definition of it. Relying on posterior works, an amplification of the
meaning of violence, extended to coercion, can be drawn.

98. Coercion as physical violence. To Weber, physical violence!® is the “normal
means of power,”18 necessary to avoid the disappearance of states,'®® due to the
“permanent struggle between clans or with generalized banditry.”% It is an enterprise
of domination, in which dominators can effectively exert physical violence if necessary
and in which dominated people agree to obey these dominators.1%? Afterward, this
restrictive definition of coercion as physical violence was used by Kelsen, although with
the term “coercion.”*®® However, this thesis could be seen only as an ultima ratio:

coercion is a broader concept.%*

99. Weber and Kelsen: changing the interpretation. Another interpretation of
Weber and Kelsen extends the definition of coercion. To Colliot-Thélene, Weber's
writings broaden to “the monopolization of the capacity to guarantee subjective rights,
in other words, to make them exist.”1% Such capacity is not limited to physical coercion.
Similarly, Kelsen’s theory could be widely interpreted not as “the exclusive exercise of

violence but as the exclusive right to prescribe or permit and therefore to prohibit

183 p, Bellanger, La souveraineté numérique, Stock, 2014, p. 14

184 p_Bellanger, “De la souveraineté numérique,” op. cit. note 6, p. 149. Beaud named that concept the
military sovereignty, O. Beaud, La puissance de I’Etat, op. cit. note 16, p. 23

185D, Dyzenhaus, “Kelsen, Heller and Schmitt: Paradigms of Sovereignty Thought,” Theoretical Inquiries
in Law, 2015, vol. 16, no. 2, p. 341

186 J. Bodin, Les six livres de la République, op. cit. note 8, p. 294

187 |bid. pp. 295-296

188 M. Eabrasu, “Les états de la définition wébérienne de I'Etat,” op. cit. note 179, p. 200

189 M. Weber, Le savant et le politique (1919), op. cit. note 181, p. 100

190 M. Weber, The vocation lectures, op. cit. note 179, p. 33

191 M. Eabrasu, “Les états de la définition wébérienne de I'Etat,” op. cit. note 179, p. 199

192 M, Weber, Le savant et le politique (1919), op. cit. note 181, p. 101

193 M. Troper, “Le monopole de la contrainte légitime,” Lignes, Editions Hazan, 1995, vol. n° 25, no. 2,
p. 37

194 C. Colliot-Théléne, “La fin du monopole de la violence légitime ?,” op. cit. note 178, p. 19

195 |bid. p. 28
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violence.”®8 The state determines what is legal and what is not'®’ and should be able
to make its population obey such prescriptions through means other than physical
coercion.’® |t is a “combination of power mechanisms (coercion, assent, seduction,
co-optation, etc.) involved in the exercise of authority.”'% In that sense, Delmas-Marty
recognizes the ultimate violence of the state through the privation of liberty by the
institution of imprisonment and its coexistence with other “more diffuse and less intense
societal responses.” In a global perspective, coercion means to influence persons
to do or not do something or to do something against their will or even knowledge. In
the end, an extensive signification is underlined: “Everything that, in one way or

another, coerces [the individual] can be qualified as violence.”?%?

100. On the contrary, Kant distinguishes between violence, which is limited to
violence between individuals, and coercion, which is exerted by the state and is
equivalent to the law.2%2 Weber also relies on the notion of law linked to coercion, but
through the notion of legitimacy: The particularity of the state’s coercion is not coercion,

but legitimacy.

B. From sociological to legal legitimacy

101. The question of the monopoly. At first glance, the most important part of the
monopoly of legitimate coercion is the word “monopoly.” In that sense, the objective of
the state would be to remain the one and only entity to exercise coercion. Sovereignty,
through the monopoly of coercion, is then closely linked to a process of

peacemaking.?® Such a perspective referred to Bodin’s historical context.?%* However,

196 M. Troper, “Le monopole de la contrainte légitime,” op. cit. note 193, p. 40

197 Conseil d’Etat (ed.), Droit comparé et territorialité du droit, op. cit. note 6, p. 219, 11th conference,
intervention of Denys de Béchillon

198 Even Weber acknowledged it: “Violence is, of course, not the normal or the only means available to
the state,” M. Weber, The vocation lectures, op. cit. note 179, p. 33

199 J A. Agnew, Globalization and sovereignty, op. cit. note 12, p. 147

200 M. Delmas-Marty, Le flou du droit: du code pénal aux droits de 'homme, Presses universitaires de
France, Les Voies du droit, 1st ed., 1986, p. 132. On a broad understanding of the law from coercion to
incitement, see P.-E. Berthier, “Les incitations légales,” Semaine sociale Lamy, June 8, 2015, no. 1680
supplément, p. 36

201 C, Colliot-Théléne, “Violence et contrainte,” Lignes, Editions Hazan, 1995, vol. n° 25, no. 2, p. 264
202 |pid. pp. 269-270. Coercion as law can be divided into three categories: “Its agents sometimes
subject individuals to noncommunicative direct coercion (coercive acts); its laws subject individuals to
noncommunicative legal coercion (in authorizing coercive acts); and its laws subject individuals to
communicative legal coercion (in threatening punitive harms),” A. Abizadeh, “Democratic Legitimacy
and State Coercion: A Reply to David Miller,” Political Theory, 2010, vol. 38, no. 1, p. 123

203 M. Massé, “La souveraineté pénale,” Revue de science criminelle et de droit pénal comparé, Dalloz,
1999, p. 905

204 See supra 46.
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it is a simplistic perspective. When a state employs coercion, it is done sometimes to
repress or to prevent the violence of other entities, either foreign states or its own
population.?°® There is no monopoly on coercion; even states cannot be deemed to be
failing because other entities exercise coercion or because they allow coercion from
other entities.?®® When questioning who is sovereign, the point is not to determine
whether someone is monopolizing coercion but to understand who can exercise it.?%’
Weber considers that states are effectively sovereigns because their coercion is

legitimate while non-state coercion is not.2%

102. Weber’s theory. According to Weber, there are three grounds to organize?°
and, therefore, to legitimize coercion.?!® First, traditional legitimacy is based on
‘custom, sanctified by a validity that extends back into the mists of time and is
perpetuated by habit.”?!! Second, there is the charismatic legitimacy which rests on
“the authority of the extraordinary, personal gift of grace or charisma, that is, the wholly
personal devotion to, and a personal trust in, the revelations, heroism, or other
leadership qualities of an individual.”?'2 Finally, legal legitimacy relies on “belief in the
validity of legal statutes and practical ‘competence’ based on rational rules [...] based
on a person’s willingness to carry out statutory duties obediently.”?3 It is that final
legitimacy that retains the interest of legal thinkers, particulaly Kelsen.

103. Kelsen’s theory. Kelsen equates a state with its legal order and the monopoly
of coercion. The word “legitimacy” is not explicit because it is included within the word
‘monopoly.” Kelsen’s theory of legitimacy is the legal translation, through the principle
of legality, of the sociological legal legitimacy of Weber.?!* The state’s legal order

monopolizes coercion in the sense that it creates a framework to legally legitimize

205 M. Troper, “Le monopole de la contrainte Iégitime,” op. cit. note 193, p. 40

206 . Eabrasu, “Les états de la définition wébérienne de I'Etat,” op. cit. note 179, p. 198

207 |bid. p. 200

208 |pid. p. 202

209 For Troper, violence “becomes legitimate precisely when it is organized. It can then be called
“coercion”,” M. Troper, “Le monopole de la contrainte Iégitime,” op. cit. note 193, p. 37

210 Weber himself underlines that it is just a theory of legitimacy, and that in practice, acceptance of the
coercion of one entity is more “the product of interests of the most varied kinds, but chiefly of hope and
fear,” M. Weber, The vocation lectures, op. cit. note 179, p. 34

211 |bid.. Weber gives the examples of patriarchs and patrimonial rulers.

212 |bid., Weber gives the examples of “prophets or - in the political sphere - the elected warlord or the
ruler chosen by popular vote, the great demagogue, and the leaders of political parties.”

213 |bid., Weber gives the examples of “the modern “servant of the state” and all those agents of power
who resemble him in this respect.”

214 A sociological legitimacy would describe “the adherence and loyalty of certain individuals to an
organization,” and a normative legitimacy, to provide “reasons why an organization would be legitimate,”
M. Eabrasu, “Les états de la définition wébérienne de I'Etat,” op. cit. note 179, p. 206
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norms.?1% As a characteristic of the state, sovereignty means to be, “the unigue source
of law and the only one entitled to use the means of coercion.”?1% A state’s legitimacy
comes from legal coercion through the creation of rules (coercion in its large sense)
and from the possibility to exercise material coercion if needed (coercion in its
restrictive sense) within the framework of the law.?!” To summarize, from Weber to

Kelsen, “The state is that political form which acts in the legal form.”?18

104. Legitimacy and the rule of law. From this definition was created the concept
of the “rule of law.”?*® Through the restrictive sense of coercion, the principle of the rule
of law means that the “state’s deployment of physical force and its threats of punitive
harms against persons are legitimate only if carried out according to public, general,
impartially applied, standing laws.”??° Chevallier adds a practical definition to this
formal one. Laws will be applied only through jurisdictional control and, if needed,
sanctions. Therefore, he considers that the rule of law implies the “development of a
legal democracy in which the judge appears as the keystone.”??! However, the rule of
law relies not only on the formal creation of law and its material application but also on

specific values.??? It is a standard based on fundamental rights, democratic

215 M. Troper, “Le monopole de la contrainte légitime,” op. cit. note 193, p. 36. Such theory is well spread
among legal practitioners and thinkers. Even when theorizing legal pluralism, Merry considers that “It is
essential to see state law as fundamentally different in that it exercises the coercive power of the state
and monopolizes the symbolic power associated with state authority. But, in many ways, it ideologically
shapes other normative orders as well as provides an inescapable framework for their practice,” S.E.
Merry, “Legal Pluralism,” Law & Society Review, 1988, vol. 22, no. 5, p. 879

216 J, Chevallier, C. Jacques, L ’Etat post-moderne, op. cit. note 5, p. 12

217 |bid. pp. 22-23

218 M. Troper, “Le monopole de la contrainte Iégitime,” op. cit. note 193, p. 43. See also, on the link
between internal sovereignty and the place of the law, see infra 325.

219 Which is then a “pleosnam to Kelsen,” since he did not consider norms outside the state as law, M.
Delmas-Marty, Le relatif et I'universel, op. cit. note 22, p. 32. For a global definition of the rule of law:
The “expression, translated from the German Rechts-staat, used to characterize a state in which all
political and administrative authorities, central and local, act in effective conformity with the laws in force
and in which all individuals benefit equally from public liberties and procedural and jurisdictional
guarantees,” S. Guinchard et al., Lexique des termes juridiques, op. cit. note 10, p. 453

220 A Abizadeh, “Democratic Legitimacy and State Coercion,” op. cit. note 202, p. 121

221 3, Chevallier, C. Jacques, L’Etat post-moderne, op. cit. note 5, p. 232. Delmas-Marty criticizes this
procedural conception of the rule of law, highlighting that the English concept and the French concept
(Etat de droit) do not bear the exact same signification, M. Delmas-Marty, Le pluralisme ordonné,
Editions du Seuil, Les forces imaginantes du droit no. 2, 2004, p. 78

222 This evolution of the concept of the rule of law, from formal standards to axiological ones including
democracy and fundamental rights, is well developed in J. Chevallier, L’Etat de droit, LGDJ, Clefs, 6th
ed., 2017. The author highly criticizes the formal perspective, which is self-legitimizing. By considering
axiological and standards norms to define the rule of law, it allows for a more dynamic perspective (in
particular thanks to the constant evolution of supranational and national case law). In that sense, it
equates with external legitimacy, which is “compliance with extra-systemic standards or values,” in
opposition to internal legitimacy (legitimation by applying the rules set by the system), M. Troper, “Le
monopole de la contrainte Iégitime,” op. cit. note 193, p. 38; J. Chevallier, L’Etat de droit, pp. 41-44.
Those values can be attached to the global system, or to each decision taken by the system. In his
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legitimacy,??® and judicial guarantees.??* However, this concept is then linked to a
specific type of government and a specific conception of law within Occidental cultures.
To Delmas-Marty, it is not possible to apply such standards globally.??° Legitimacy, like

the state’s material elements, is also variable.

105. No definition of sovereignty is absolute; it is a variable concept, with multiple
components, including legitimate coercion. However, the latter concept offers an
appropriate frame for a legal analysis, particularly for the fight against human
trafficking, through the acme of internal legitimate coercion—criminal law—which is

meant to prevent conflicts and criminality.

C. Criminal law as the acme of coercion

106. Right to punish. Criminal law, as the main exercise of the extreme form of the
state’s legitimate violence, rests on two objectives: a right to punish and a duty to
protect. Its first objective is to punish offenders. In that sense, some authors rely on
the right to punish as the acme of sovereignty.??6 This perspective was explicitly
recognized in 1882 by the French Cour de Cassation:?%” “The right to punish emanates
from the right of sovereignty.”?8 As “an overriding principle,”??° criminal sovereignty is

legitimized “by the continued use of violence by individuals or groups not authorized

thesis, Barraud relies on such values as democracy and fundamental rights, linked to the rule of law,
but also on structural criteria, like the binding force of the norms, and the level of legal security they
create through their accessibility and durability, B. Barraud, Le renouvellement des sources du droit -
lllustrations en droit de la communication par internet, Thesis, Université d’Aix Marseille, July 1, 2016
223 Although, Codron ends up considering that democracy may no longer be one of the principles of the
rule of law, replaced by the “fluctuating interests of the Nation,” through consumption and production,
due to the development of capitalist and liberal states, C. Codron, La surveillance diffuse, op.
cit. note 180, 11 595-598

224 M. Delmas-Marty, La refondation des pouvoirs, Editions du Seuil, Les forces imaginantes du droit
no. 3, 2007, pp. 104-105. Barraud lists “democracy, legal security, equality before the law, the existence
of mechanisms to ensure that the authorities comply with the rules in force, transparency, separation of
powers, functions and authorities, independence of judges,” B. Barraud, Le renouvellement des sources
du droit, op. cit. note 222, p. 226

225 M. Delmas-Marty, La refondation des pouvoirs, op. cit. note 224, p. 106

226 M. Delmas-Marty, Le pluralisme ordonné, op. cit. note 221, p. 123

221 Q. Cahn, “Les interactions normatives entre les régimes de common law et de droit romano-
germanique,” in Société frangaise pour le droit international, M. Ubéda-Saillard (eds.), La souveraineté
pénale de I'Etat au XX/¢™e siécle, Editions Pedone, 2018, p. 79; M. Massé, “La souveraineté pénale,”
op. cit. note 203, p. 905

228 P, Beauvais, “Les mutations de la souveraineté pénale,” in Collectif (ed.), L’exigence de justice:
mélanges en I'honneur de Robert Badinter, Dalloz, 2016, p. 72

229 |, de Carbonniéres, “Le droit pénal, expression de I'autorité du souverain : imperium ou jurisdictio,”
in Société francaise pour le droit international, M. Ubéda-Saillard (eds.), La souveraineté pénale de
I’Etat au XX[*me siécle, Editions Pedone, 2018, p. 47
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by the state,”?%? to maintain a peaceful public order. In achieving that goal, it is the only
legal discipline in which sanctions will restrain fundamental rights through the privation
of life or death or, today in European countries,?*! of liberty through imprisonment.

107. Right to investigate. However, punishing offenders is an ideal outcome for
criminal law. Considering criminal sovereignty as a mere right to punish is restrictive
and does not take into account the entire criminal process. On the one hand, criminal
law determines a state’s jurisdiction to start a criminal investigation. In that sense,
legitimate coercion is linked to and defines the material component of the territory.?32
The principle of territoriality in criminal law determines in the first place the crimes that
the state can prosecute.?®®* On the other hand, coercion is applied not only after
conviction through criminal sanctions but also is used at every stage of the prosecution
process, when realizing acts of investigation against the consent of people or without
their knowledge. In that perspective, sovereignty and coercion, in a large sense, are
extended “to all acts of investigation, including those that do not infringe any
fundamental right.”?3* Therefore, the sovereign state establishes not only its own
powers of coercion to prosecute and punish offenders but also its material and

territorial limits.23°

108. Duty to protect. However, understanding criminal law only through that lens
is like considering only one side of the coin. As already mentioned, sovereignty is
based primarily on population, which the state has the obligation to protect.?3¢ Most
laws are meant to protect persons, either through their physical and mental integrity or

through their properties.?®” In Europe, offenses are no longer seen primarily as an

230 C, Colliot-Théléne, “La fin du monopole de la violence légitime ?,” op. cit. note 178, p. 7

231 Article 2.1 of the CPHR provides an exception to allow the death penalty. However, its 6™ Protocol
(1983) abolished the death penalty (Article 1), with an exception in times of war (Article 2). Both
conventions have been ratified by 46 countries (the CPHR has also been ratified by the EU). The 13t
Protocol (2002) suppresses the exception in times of war (Article 2). It has been ratified by 44 countries
(Azerbaijan and Russia did not ratify this protocol).

232 H. Donnedieu de Vabres, Les principes modernes du droit pénal international, Editions Panthéon-
Assas, 2005, pp. 3-7

233 4, Ruiz Fabri, “Immatériel, territorialité et Etat,” op. cit. note 3, p. 194; see infra Part 1. Title 1. Chapter
2. Section 1. .

234 M. Lasalle, “Souverainetés et responsabilités dans la collecte internationale de preuves - L'exemple
de I'acceés aux données bancaires en matiére pénale,” in Société frangaise pour le droit international,
M. Ubéda-Saillard (eds.), La souveraineté pénale de I'Etat au XXI®me siécle, Editions Pedone, 2018,
p. 277

235 P, Beauvais, “Les mutations de la souveraineté pénale,” op. cit. note 228, p. 73

236 See supra 61 and followings.

237 In Spain, the study of criminal law usually relies on the values protected by the offenses, most of
them relying on fundamental rights.
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attack on the state but as an attack on the individual; in fact, additional rights have
been given to victims over time.?3® The victims are taken into consideration not only for
their protection during the process, but also as part of it:, to start an investigation, to

interact during the stages of the criminal process, and to ask for reparation at its end.?3°

109. The monopoly of legitimate coercion can be interpreted in a restrictive way,
meaning the exercise of physical violence. However, due to the wide variety of means
in the hands of the state to control its territory, its population, and its government as
well as to make use of its sovereignty, “coercion” should be understood as a broader
concept. As the digital world expands, the state can develop a new way to exercise
coercion: digital legitimate coercion.

Il. Defining digital legitimate coercion

110. Avoiding technological solutionism. As a preliminary remark, it must be
underlined that digital legitimate coercion will not replace classical means of coercion.
Digital legitimate coercion is an additional layer of coercion,?*° in the same way that
digital sovereignty is a new layer of sovereignty, creating new challenges, but not
erasing the primary questions around the classical concept of sovereignty. In that
sense, “technology solutionism”?4! should be avoided as well as “fetishizing tech.”?42

First, avoiding this solutionism supposes to escape “Internet-centrism,” as the core of

238 See for example, S. Tadrous, La place de la victime dans le procés pénal, Thesis, Université
Montpellier I, December 1, 2014; G. Beaussonie, “L’installation de la victime dans le procés pénal,”
Actualité juridique Pénal, Dalloz, 2015, p. 526. These evolutions are linked to the extension of human
rights through the interpretation of the right to a due process by the ECHR, and by the EU legal
framework, in particular the directive 2012/29/EU of the European Parliament and of the Council of 25
October 2012 establishing minimum standards on the rights, support and protection of victims of crime.
It is particularly interesting to see the evolution of the victim’s place within time. Those recent changes
seem to make the process look more like inquisitor processes back in the Middle Ages, J.-A. Wemmers,
K. Cyr, “Gender and Victims’ Expectations Regarding Their Role in the Criminal Justice System:
Towards Victim-Centred Prosecutorial Policies,” in H. Kury, S. Redo, E. Shea (eds.), Women and
Children as Victims and Offenders: Background, Prevention, Reintegration, Springer International
Publishing, 2016, p. 235

239 On the contrary, in the US, the victims should file a civil suit to ask for reparation.

240 To compare, digital legitimate coercion can be abbreviated as “DLC.” DLC also means “downloadable
content,” which is an additional part of a main videogame: it does not replace the basic software but
adds more content, usually additional gameplay.

241 E, Morozov, To save everything, click here: the folly of technological solutionism, PublicAffairs, 1st
ed., 2013

242 M. Broussard, Artificial unintelligence: how computers misunderstand the world, The MIT Press,
2018, p. 194. To make a parallel with the distinction between vanilla and kinky sexuality or fetishes,
classical means to solve problems are needed, from “vanilla” solutions, paper-based or human-based,
to “hard” solutions relying on all-technological tools. There is a wide spectrum of analysis between those
two extremes. It is quite surprising to advocate for such diversity in the tech sector when a wide part of
the spectrum of sexuality is still stigmatized, especially “non-conventional” practices.
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all contemporary problems but also solutions, and “to learn how to engage in narrow,
empirically grounded arguments about the individual technologies and platforms that
compose the Internet.”?*® The Internet is a diverse movement with multiple
components. Second, as an additional layer of sovereignty, problems derived from the
Internet and new technologies can be solved by non-digital means of coercion. This
understanding is important when fighting against human trafficking. The relationships
of this phenomenon with new technologies are a trendy topic. Technologies add new
opportunities, but do not erase the classical modus operandi of both traffickers and
those stopping the traffic. Recruitment continues to take place through physical
human-to-human interactions, exploitation does not always need the Internet, and
money laundering still relies mainly on cash. From the state’s perspective, “Human
trafficking as a technological challenge [...] does not offer a holistic approach.”?** All of
the elements dedicated to fight against cyber trafficking presented in this thesis are not
enough to repress human trafficking in general. The state must rely on a wide variety
of techniques to prosecute traffickers and to protect their victims.?4°

111. Digital versus virtual. Digital coercion is not virtual. According to the
Cambridge Dictionary, “virtual” means “not existing in the physical world” or “not
involving people physically.” By contrast, “digital” implies “using or relating to digital
signals and computer technology.” Violence and coercion exercised through a digital
means are not virtual. Consider the consequences of cyberstalking, cyber harassment,
and cyber trafficking: The physical and mental effects of these crimes are tangible for
victims and the money earned from the victims’ exploitation is real. Investigating
through the Internet to identify victims and offer them physical protection or to imprison
traffickers are real consequences. Accordingly, if such illegitimate coercion is real and
has impacts on the physical layer of the world, then the digital legitimate coercion of
the state is real as well. Because this coercion is digital, not virtual, it allows the state
to control information, people, and the economy and, therefore, to exercise its

sovereignty.

112. Strict digital coercion. What is digital legitimate coercion? This concept is

243 E. Morozov, To save everything, click here, op. cit. note 241, p. 68

244 |, Chen, C. Tortosa, “The Use of Digital Evidence in Human Trafficking Investigations,” Anti-
Trafficking Review, April 27, 2020, no. 14, p. 124

245 |n that sense, see M. Graw Leary, “Fighting Fire with Fire: Technology in Child Sex Trafficking,” Duke
Journal of Gender Law & Policy, 2014, vol. 21, p. 318; S. Milivojevi¢, H. Moore, M. Segrave, “Freeing
the Modern Slaves, One Click at a Time: Theorising human trafficking, modern slavery, and technology,”
Anti-Trafficking Review, April 27, 2020, no. 14, pp. 19-25
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understood through a tertiary division. First, there is the restrictive interpretation of
digital coercion. It is digital coercion in a digital environment, directly exercised by the
state. If the state enters an online account to search for information without the consent
of the account holder, the action (coercion) of the state and its main and direct

consequences take place digitally.

113. State non-digital coercion versus digital behavior. Second, a broader
concept of digital coercion implies interaction with non-digital coercion tools. This
second approach can be divided into two parts. On the one hand, state-level non-digital
coercion can respond to digital behavior. The state can exercise non-digital coercion
to trigger a specific behavior in the digital environment. Regulating the conservation of
data is not digital; it is a new legal obligation applied to digital intermediaries. In the
end, it will change the behavior of these intermediaries regarding data retention,
whether for a longer or shorter time. Alternatively, a digital behavior can trigger non-
digital coercion from the state. Seizing the phone of a trafficker can prevent them from
contacting their victims. In this case, the state is not acting in the digital space, but its

action will trigger changes in this space.

114. State digital coercion versus non-digital behavior. On the other hand, the
state can exercise digital coercion to trigger a behavior in the real world (non-digital
behavior). By blocking or controlling information online, the state can prevent people
from questioning certain historical facts or political positions; although this is an
extreme example, it is done in China. Online campaigns to raise awareness about
human trafficking, gender-based violence, or cyber harassment seek to offer the
victims an incentive to reach out for help. Likewise, a physical behavior can trigger a
digital response from the state. The passage of time can trigger the deletion of data
(especially criminal data) processed by the state, and threats to a witness or victim can
lead to the use of digital tools such as video conferencing.

115. Consequently, the concept of legitimate coercion evolves to adapt the fight
against cyber trafficking. Relying on the concept of (digital) legitimate coercion
highlights the central role of the state in the repression of the phenomenon, as it

threatens its sovereignty.

82. Applying digital legitimate coercion to face cyber trafficking

116. To protect the state’s material elements, its (digital) legitimate coercion seems
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to be an appropriate tool to repress (cyber) human trafficking. The role of the state,
through its powers of classical and digital coercion, is highlighted by both the strategies
developed to fight against trafficking (I) and its international obligations (lI).

|. Digital legitimate coercion in strategies to repress human trafficking

117. Fight against trafficking: main approaches and global strategy. The
repression of trafficking rests on two main strategies or approaches. The first is focused
on trafficking as a “criminal justice issue,” focusing on ‘“intelligence gathering,
dismantling criminal groups, and arresting and prosecuting traffickers.”?4¢ It is the main
approach of the international convention on trafficking. The Palermo Protocol focuses

on criminal repression measures,?*” border control,?*® and international cooperation

246 A Aronowitz, Human trafficking, human misery, op. cit. note 152, p. 27. However, it seems that both
approaches are conflated by Aronowitz. To reduce a criminal issue such as human trafficking, it is not
necessary to call for border control and immigration restrictions.

247 On the contrary, the text contains only three articles on victims’ protection, which, in their wording,
do not impose strong obligations, S. Scarpa, “UN Palermo Trafficking Protocol Eighteen Years On: A
Critique,” op. cit. note 122, p. 635; J. Jones, “Is It Time to Open a Conversation About a New United
Nations Treaty to Fight Human Trafficking,” op. cit. note 167, p. 1808. The same limitation was criticized
regarding the EU Council Framework Decision of 19 July 2002 on combating trafficking in human beings.
It had only one article related to the protection of victims, Article 7. See S.H. Krieg, “Trafficking in Human
Beings: The EU Approach between Border Control, Law Enforcement and Human Rights,” European
Law Journal, 2009, vol. 15, no. 6, pp. 775-790; A. Gallagher, The international law of human trafficking,
op. cit. note 130, p. 96

248 |n particular, part of this criminal approach is called a “border security approach,” J. Todres, “The
Private Sector’s Pivotal Role in Combating Human Trafficking,” California Law Review Circuit, 2012,
vol. 3, pp. 79-99. Trafficking is seen as a transnational threat that does not respect the conditions
established by the state for entering and staying on its territory. Therefore, a way to reduce human
trafficking could be to increase border control, as part of a “security and sovereign model, that involves
the control of immigrant populations and leads to a repressive spiral,” M. Delmas-Marty, Résister,
responsabiliser, anticiper, op. cit. note 13, p. 21. However, this border control approach has been
criticized because of the insistence on passing measures to globally limit migrations, K. Alden Dinan,
“Globalization and national sovereignty,” op. cit. note 138, p. 67. Berman considers that “Discourses of
sex-trafficking redefine and relocate these assaults on sovereignty within a gendered and racialized
frame [...] that authorizes the state to reinstate sovereign borders,” J. Berman, “(Un)Popular Strangers
and Crises (Un)Bounded,” op. cit. note 110, p. 63. Indeed, “The higher the barriers of entry to an
attractive target country are, the more complex becomes the methods and morality of human
smuggling,” increasing the violence of traffickers and smugglers against victims and making
investigations harder as illegal flows tend to use more elaborated processes, R. Vayrynen, lllegal
Immigration, Human Trafficking, and Organized Crime, op. cit. note 153, p. 8. See also, R. Pati, “Human
Trafficking: An Issue of Human and National Security,” op. cit. note 1, p. 28; L. Shelley, Human
trafficking A global perspective, op. cit. note 35, p. 320. To some authors, this strategy of states and its
consequences are not even surprising as they “allow states to have an official anti-immigrant/anti-human
mobility policy, at the same time that their economies' demand for low cost labor is fulfilled,” K.E. Bravo,
“Interrogating the State’s Role in Human Trafficking,” op. cit. note 162, p. 28. In this perspective, states
benefit from trafficking, W. van Schendel, “Spaces of Engagement How Borderlands, lllegal Flows, and
Territorial States Interlock,” in W. van Schendel, |I. Abraham (eds.), lllicit flows and criminal things:
states, borders, and the other side of globalization, Indiana University Press, Tracking globalization,
2005, p. 60
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between states.?*® Consequently, it highlights criminal law as the optimum form of
legitimate coercion of the state to repress human trafficking. However, prosecuting
traffickers is not the only approach. As a result of criticisms of the criminal approach,
voices have been raised to strengthen the repression of trafficking, which is seen as a
violation of human rights.?>° Because “people are the beneficiaries of national security
policies,”?! “the state has a duty to redress the wrong.”?>?> One of those “wrongs” is
human trafficking, which endangers the basic fundamental rights of individuals as
victims, as explained earlier.?>® Therefore, the European framework?>* increasingly
focuses on protecting the rights of victims.?>® The legitimate coercion of the state then
materializes through measures of assistance, and legal rights offered to the victims.
This division traditionally considers the role of the state’s legitimate coercion to repress
trafficking. This binary is to be found and developed in the classical 3P strategy

established by the United Nations General Assembly: prevent, protect, and

249 Articles 10 to 13 of the Palermo Protocol

250 A Aronowitz, Human trafficking, human misery, op. cit. note 152, pp. 27-28. As underlined Shelley,
“What is the purpose of government if not to protect the lives of its citizens?,” L. Shelley, Human
trafficking A global perspective, op. cit. note 35, p. 320

251 R. Pati, “Human Trafficking: An Issue of Human and National Security,” op. cit. note 1, p. 28

252 R, Pati, “States’ Positive Obligations with Respect to Human Trafficking: The European Court of
Human Rights Breaks New Ground in Rantsev v. Cyprus and Russia,” Boston University International
Law Review, 2011, vol. 29, p. 134

253 See supra 67 and followings.

254 However, at the national level, it is sometimes still necessary that the victim participate in the criminal
process to have access to their rights as a trafficked victim. See for example, Article 425-1 of the Code
de l'entrée et du séjour des étrangers et du droit d'asile (France), regarding the emission of a temporary
residence permit, which requires the foreigner victim to file a complaint or to testify against the offender.
The same criticism is made of the United States legal framework, J.E. Halley et al., “From the
International to the Local Feminist Legal Responses to Rape, Prostitution/Sex Work and Sex Trafficking:
Four Studies in Contemporary Governance Feminism,” Harvard Women’s Law Journal, 2006, vol. 29,
no. 2, p. 389

255 The first text of the EU on human trafficking only integrated one article on the protection of victims
(Article 7 of the Council Framework Decision 2002/629/JHA). Afterwards, two other instruments were
passed to create new rights for victims: the directive 2004/81/EC of 29 April 2004 on the residence
permit issued to third-country nationals who are victims of trafficking in human beings or who have been
the subject of an action to facilitate illegal immigration, who cooperate with the competent authorities,
and the directive 2009/52/EC of the European Parliament and of the Council of 18 June 2009 providing
for minimum standards on sanctions and measures against employers of illegally staying third-country
nationals. The directive 2011/36/EU that replaced the framework decision provides eight articles on the
protection of victims (Articles 8, 11-17). Nowadays, trafficked victims can also rely on provisions passed
due to the directive 2012/29/EU establishing minimum standards on the rights, support and protection
of victims of crime. The Warsaw Convention integrates the protection of victims in its Articles 10 to 17.
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prosecute.?®® Later, “partnerships”?>’ were added to comprise the 4P strategy.?°® The
three elements of this strategy have been developed by the literature to include digitally
supported actions of the state.

118. Protection. The protection of trafficked victims occurs both within and outside
the criminal procedure. Prior to the criminal process, hotlines can support the
identification of victims,?>® and some of these hotlines are operated by the state.?°
During the criminal process, once the victims are identified, tools of “digital procedure”
can help protect them. Video conferencing is regularly mentioned, allowing victims to
avoid contact with their offenders.?5! A tape-recorded interview?®? avoids the need for

multiple interviews requiring victims to repeat the descriptions of abuse. New

256 General Assembly, “Resolution 64/293. United Nations Global Plan of Action to Combat Trafficking
in Persons,” UN, July 30, 2010, A/RES/64/293; reaffirmed by the General Assembly, “Resolution 72/1.
Political declaration on the implementation of the United Nations Global Plan of Action to Combat
Trafficking in Persons,” UN, September 27, 2017, p. 1, A/IRES/72/1

257 See infra 245.

258 To adapt this strategy to the introduction of new technologies, Musto and boyd offer a 4A strategy:
“Awareness and visibility of particular online sites assumed to promote trafficking, [...] amassment of
data by law enforcement to pursue anti-trafficking investigations, [...] augmentation of traditional
surveillance techniques and tools, and [...] advancement of collaborative arrangements and
technological innovation in the form of automated or algorithmic techniques”, J.L. Musto, d. boyd, “The
Trafficking-Technology Nexus,” Social Politics, 2014, vol. 21, no. 3, p. 463; see also S. Milivojevi¢,
“Gendered exploitation in the digital border crossing?: An analysis of the human trafficking and
information-technology nexus,” in M. Segrave, L. Vitis (eds.), Gender, Technology and Violence,
Routledge, 2017, p. 36. Given the various possibilities suggested by the literature to use new
technologies when fighting against human trafficking, this approach seems too restrictive.

259 Group of Specialists on the Impact of the Use of New Information Technologies on Trafficking in
Human Beings for the Purpose of Sexual Exploitation, “Final Report,” Committee for Equality between
Women and Men, Council of Europe, September 16, 2003, pp. 72-73, EG-S-NT (2002) 9 rev.; A.
Sykiotou, “Cyber trafficking: recruiting victims of human trafficking through the net,” in N.E. Kourakeés,
C.D. Spinellis (eds.), Europe in crisis: crime, criminal justice, and the way forward: essays in honour of
Nestor Courakis, Ant. N. Sakkoulas Publications L.P., 2017, p. 1573. “Mobile devices and SMS
technologies may also enable survivors of human trafficking to more readily reach out to service
providers and seek help,” Department of State, “Trafficking in persons report,” US, June 2013, p. 14.
The Crimestoppers number was very useful during the operation Pentameter (United Kingdom),
UN.GIFT, “Background Paper 017 Workshop : Technology and Human Trafficking,” Austria Center
Vienna, UNODC, UN, February 2008, p. 21

260 For example, PHAROS in France, Inspection générale des affaires sociales, Inspection générale de
'administration, Inspection générale de la justice, “Evaluation de la loi du 13 avril 2016 visant a renforcer
la lutte contre le systéme prostitutionnel et @ accompagner les personnes prostituées,” France,
December 2019, pp. 9, 40-41; or the hotline run by the unit specialized on human trafficking, in
collaboration with the computer crime unit, in Belgium, Special Rapporteur on the sale of children, child
prostitution and child pornography, “Report on the sale of children, child prostitution and child
pornography,” Commission on Human Rights, Economic and Social Council, UN, December 23, 2004,
p. 17, E/CN.4/2005/78

261 UN.GIFT, “Background Paper 017 Workshop : Technology and Human Trafficking,” op. cit. note 259,
p. 25; K. Guilbert, “Chasing shadows: can technology save the slaves it snared?,” Reuters, June 21,
2018, online https://www.reuters.com/article/us-technology-trafficking-fight-insight-idUSKBN1JH005
(retrieved on March 18, 2021); Department of State, “Trafficking in persons report,” US, June 2021,
p. 23. The latter document underlines the importance of this tool during the COVID pandemic.

262 European Institute for Gender Equality, “Gender-specific measures in anti-trafficking actions Report,”
EU, 2018, p. 54
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technologies can also help to reduce language barriers, for example, by facilitating
access to an interpreter,?%3 providing the victim with classes,?%* or facilitating access to
mental health assistance.?®® The protection of the victim can also rely on the restriction
of the movement of the trafficker by means other than imprisonment, such as
mechanisms of surveillance relying on new technologies,?®® such as an electronic
bracelet. Finally, the victims could more easily receive compensation if the process

was completed online, even after their repatriation.

119. Prosecution. Prosecuting offenders usually implies the identification of
victims. For law enforcement authorities, cyber trafficking offers new sources of
evidence and the means to identify victims. Monitoring the Internet is mentioned
regularly.?8” Such monitoring can rely not only on human means but also on
technological tools, such as facial recognition technology?%® and, more generally,
artificial intelligence.?®® These tools are particularly useful for data mining?’® and for
quickly highlighting patterns or “red flags” of human trafficking.?’? Identification of

263 Office of the Special Representative and Coordinator for Combating Trafficking in Human Beings,
Tech Against Trafficking, Leveraging innovation to fight trafficking in human beings: A comprehensive
analysis of technology tools, OSCE, May 2020, p. 44; Spotlight Initiative, “Mobile women and mobile
phones Women migrant workers’ use of information and communication technologies in ASEAN,” EU,
ILO, 2019, pp. 40-41

264 European Union Agency For Fundamental Rights, “Protecting migrant workers from exploitation in
the EU: workers’ perspectives,” EU, 2019, p. 21

265 A A. Vujanovic et al., “Applying Telemental Health Services for Adults Experiencing Trafficking,”
Public Health Rep, SAGE Publications Inc, July 1, 2022, vol. 137, no. 1_suppl, pp. 17S-22S

266 d. boyd et al., Human Trafficking and Technology: A framework for understanding the role of
technology in the commercial sexual exploitation of children in the US, Microsoft Research Connections,
December 2011, p. 9

267 A, Sykiotou, Trafficking in human beings: Internet recruitment - Misuse of the Internet for the
recruitment of victims of trafficking in human beings, Council of Europe, 2007, p. 99; J.L. Musto, d. boyd,
“The Trafficking-Technology Nexus,” op. cit. note 258, p. 467; M. Graw Leary, “Fighting Fire with Fire,”
op. cit. note 245, p. 314; E. Heil, A. Nichols, “Hot spot trafficking: a theoretical discussion of the potential
problems associated with targeted policing and the eradication of sex trafficking in the United States,”
Contemporary Justice Review, Routledge, October 2, 2014, vol. 17, no. 4, p. 423

288 |nter-agency coordination group against trafficking in persons, Human trafficking and technology:
trends, challenges and opportunities, Issue Brief, no. 7, UN, 2019, p. 4; S. Raets, J. Janssens,
“Trafficking and Technology: Exploring the Role of Digital Communication Technologies in the Belgian
Human Trafficking Business,” European Journal on Criminal Policy and Research, October 26, 2019,
p. 14. Although such kind of technology is mainly mentioned when considering child pornography. See
for example, the Stop Child Abuse — Trace an Object campaign launched by Europol, Europol, “Internet
organised crime threat assessment,” EU, 2018, p. 31

269 Office of the Special Representative and Coordinator for Combating Trafficking in Human Beings,
Tech Against Trafficking, Leveraging innovation to fight trafficking in human beings, op. cit. note 263,
p. 44. On those artificial intelligence tools, see infra Part 2. Title 1. Chapter 2. Section 2. .

270 J. Anil Kumar, “The impact of human trafficking in ASEAN: Singapore as a case-study,” Asian Journal
of International Law, Research Collection School Of Law, 2018, vol. 8, no. 1, p. 223; UNODC, Study on
the Effects of New Information Technologies on the Abuse and Exploitation of Children, UN, May 2015,
p. 47

211 R, Konrad, A. Trapp, T. Palmbach, “Overcoming Human Trafficking via Operations Research and
Analytics: Opportunities for Methods, Models, and Applications,” European Journal of Operational
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victims can also be done through other technologies, such as satellite images to locate
areas of exploitation,?’? or drones to “track illegal cannabis farms.”?”® The law provides
law enforcement authorities with a wide range of investigation investigatory techniques
linked to new technologies: geotagging, interception of communications,?’* digital
forensics,?’®> or entrapment.?’® When traffickers rely on digital financial solutions, it
allows law enforcement authorities to deepen a financial investigation.?’” Finally, new
technologies improve cooperation and foster the creation of mutual tools like such as
databases, including Europol’s Analytical Work File Phoenix database dedicated to
human trafficking.?’® Each of these techniques allows the procurement of additional
evidence that allows prosecutors to avoid relying exclusively or almost exclusively on

the victims’ testimonies.2’®

120. Prevention. Finally, technologies foster “prevention or education initiatives.”2&°

Research, June 1, 2017, vol. 259, no. 2, p. 2; J. van Rij, R. McAlister, “Using Criminal Routines and
Techniques to Predict and Prevent the Sexual Exploitation of Eastern-European Women in Western
Europe,” in J. Winterdyk, J. Jones (eds.), The Palgrave International Handbook of Human Trafficking,
Springer International Publishing, 2020, p. 1704; A. Beduschi, “The Big Data of International Migration:
Opportunities and Challenges for States Under International Human Rights Law,” Georgetown Journal
of International Law, 2018, vol. 49, no. 3, p. 1008. To some authors, such tools are meant to prevent
human trafficking, see for example, G.A. Sarfaty, “Can Big Data Revolutionize International Human
Rights Law,” University of Pennsylvania Journal of International Law, 2017, vol. 39, no. 1, p. 85.
However, when considering the advertisement of victims, the exploitation is usually already taking place.
However, the definition of trafficking does not require an accumulation of acts and can be characterized
since the recruitment.

212 Office of the Special Representative and Coordinator for Combating Trafficking in Human Beings,
Tech Against Trafficking, Leveraging innovation to fight trafficking in human beings, op. cit. note 263,
p. 10

213 F, Gerry QC, J. Muraszkiewicz, N. Vavoula, “The role of technology in the fight against human
trafficking: Reflections on privacy and data protection concerns,” Computer Law & Security Review, April
2016, vol. 32, no. 2, p. 214

274 J.L. Musto, d. boyd, “The Trafficking-Technology Nexus,” op. cit. note 258, p. 469

275 UNODC, Study on the Effects of New Information Technologies on the Abuse and Exploitation of
Children, op. cit. note 270, p. 46

278 F. Kurz, “Prosecution of trafficking in human beings in civil law systems The example of Belgium,”
in R.W. Piotrowicz, C. Rijken, B.H. Uhl (eds.), Routledge handbook of human trafficking, Routledge,
Taylor & Francis Group, 2018, p. 231

217 Special Rapporteur on contemporary forms of slavery, including its causes and conseguences,
“Current and emerging forms of slavery - Report,” Human Rights Council, General Assembly, UN, July
25, 2019, 159, A/HRC/42/44; H. Watson, A. Donovan, “Role of technology in human trafficking,”
TRACE, October 2015, p.9; Inspection générale des affaires sociales, Inspection générale de
'administration, Inspection générale de la justice, Evaluation de la loi du 13 avril 2016, op. cit. note 260,
p. 39;

278 J.-M. Souvira, “La traite des étres humains et I'exploitation sexuelle,” Cahiers de la sécurité et de la
justice, INHESJ, September 2009, no. 9, p. 112

219 |. Chen, C. Tortosa, “The Use of Digital Evidence in Human Trafficking Investigations,” op.
cit. note 244, p. 123; J. Musto, “The Limits and Possibilities of Data-Driven Anti-trafficking Efforts,”
Georgia State University Law Review, May 1, 2020, vol. 36, no. 4, p. 1158

280 d. boyd et al., Human Trafficking and Technology, op. cit. note 266, p. 4; S. Yu, “Human Trafficking
and the Internet,” in M. Palmiotto (ed.), Combating human trafficking: a multidisciplinary approach, CRC
Press, 2015, p. 70
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Awareness-raising campaigns?®! can benefit from the Internet, reaching a wider
audience?®?, and focusing on human trafficking or on the dangers of the Internet,
especially for young people.?83 For example, since cyber trafficking runs through
intermediaries,?®* raising awareness or regulating these sectors is also an option.
Information websites on working and migration regulation can raise awareness among
potential victims, making them less vulnerable.?®®> Regarding migration, new
technologies offer additional ways of creating better secured identity documents?8® and
verification machines.?®’” New technologies also offer tools to create remote training,
accessible to a wider audience of professionals who work with trafficked victims.288, In
general, obtaining more information on human trafficking through new technology

helps combat the crime thanks to better knowledge and intelligence.?8°

121. Each approach to fighting against human trafficking has been developed to

281 Office of the Special Representative and Coordinator for Combating Trafficking in Human Beings,
Tech Against Trafficking, Leveraging innovation to fight trafficking in human beings, op. cit. note 263,
p. 8; A. Sykiotou, “Cyber trafficking,” op. cit. note 259, p. 1571; C. Bouchoux et al., Rapport d’information
sur les femmes et les mineur-e-s victimes de la traite des étres humains, no. 448, Sénat, France, March
9, 2016, p. 66

282 Europol, “Intelligence Notification 15/2014 Trafficking in human beings and the internet,” EU, October
2014, p. 2; T. Guberek, R. Silva, “Human Rights and Technology”: Mapping the Landscape to Support
Grantmaking, PRIMA, Ford Foundation, August 2014, p. 21

283 D, Dushi, “Challenges of protecting children from sexual abuse and exploitation on the internet: the
case of Kosovo,” International Review of Law, Computers & Technology, January 2, 2018, vol. 32, no.
1,p. 96

284 For example, marriage agencies, Group of Specialists on the Impact of the Use of New Information
Technologies on Trafficking in Human Beings for the Purpose of Sexual Exploitation, Final Report, op.
cit. note 259, p. 56; Committee of ministers, “Recommendation no. R (91)11 concerning sexual
exploitation, pornography and prostitution of, and trafficking in, children and young adults,” Council of
Europe, September 9, 1991, p. 3; adoption agencies, Ibid. p. 3; or recruitment agencies, M. Latonero et
al., Technology and Labor Trafficking in a Network Society - General Overview, Emerging Innovations,
and Philippines Case Study, USC Annenberg - USC University of Southern California, February 2015,
p. 23

285 Office of the Special Representative and Coordinator for Combating Trafficking in Human Beings,
Tech Against Trafficking, Leveraging innovation to fight trafficking in human beings, op. cit. note 263,
p.8

286 M. Chawki, La traite des étres humains a I'ére numérique, Editions de Saint-Amans, 2010, p. 295;
Global programme against trafficking in human beings, “Toolkit to Combat Trafficking in Persons,”
UNODC, UN, 2008, p. 201

287 UN.GIFT, “Background Paper 017 Workshop : Technology and Human Trafficking,” op. cit. note 259,
p. 18. Blockchain is also mentioned to facilitate the process of migration and make it more secure, Office
of the Special Representative and Coordinator for Combating Trafficking in Human Beings, Tech Against
Trafficking, Leveraging innovation to fight trafficking in human beings, op. cit. note 263, p. 44; K.
Guilbert, “Chasing shadows,” op. cit. note 261

288 Group of Specialists on the Impact of the Use of New Information Technologies on Trafficking in
Human Beings for the Purpose of Sexual Exploitation, Final Report, op. cit. note 259, pp. 66, 72, 83;
D.M. Hughes, “Trafficking in Human Beings in the European Union: Gender, Sexual Exploitation, and
Digital Communication Technologies,” SAGE Open, December 18, 2014, vol. 4, no. 4, p. 4

28 F. Gerry QC, J. Muraszkiewicz, N. Vavoula, “The role of technology in the fight against human
trafficking,” op. cit. note 273, p. 213; G. Rankin, N. Kinsella, “Human Trafficking — The Importance of
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share best practices and to spread ideas for how an extension of the digital legitimate
coercion of states could enhance the repression of cyber trafficking. Therefore, the
state remains at the center of the evolution of strategies. Furthermore, the need to
exercise such digital coercion by the state is increasingly recognized by the legal

framework.

II. Digital legitimate coercion in the state’s international obligations

122. Supranational texts. First, states are the unique holders of obligations under
supranational instruments regarding trafficking. The articles of the three major
instruments to combat against trafficking?°° rely on obligations directly meant for states
and their legitimate coercion. This is obvious considering the structure of international
public law.?°* However, treaties have not included many references to the use of new
technologies to repress human trafficking.?®> Generally, they mention “measures,”
which are technologically neutral and allow the state to adapt its tools to respond to
the evolution of the traffic.2%® As attention regarding the links between human trafficking
and new technologies rose in the 2000s,®* it was not surprising that the Palermo
conventions may have made no or few references to the latter.2%> Nevertheless, this
situation led to more questioning within the Council of Europe framework, since it

commissioned studies on those links before the adoption of the Warsaw Convention.?%¢

Knowledge Information Exchange,” in B. Akhgar, S. Yates (eds.), Intelligence Management, Springer
London, Advanced Information and Knowledge Processing, 2011, p. 172

290 The Palermo Protocol, the Warsaw Convention and the Directive 2011/36/EU. It is explicitly clear the
latter since the first paragraph of its preamble highlights the central role of the Union and member states.
291 On the links between sovereignty and international relations, see infra Part 1. Title 2. Chapter 2. .
292 For instance, the EU 2011 directive also underlines the use of communication technologies for
interviews, to protect the victims, Articles 10.3.b and 15.5.b. Its preamble (Paragraph 15) highlights the
need to have “access to the investigative tools used in organized crime or other serious crime cases.
Such tools could include the interception of communications, covert surveillance including electronic
surveillance, the monitoring of bank accounts and other financial investigations.”

293 For example, in the Palermo protocol: “other measures” for prevention (Article 9), “other appropriate
measures” for border control (Article 11), or “available means” for control of documents (Article 12).
Similarly, the Warsaw Convention is very general in its provisions.

2% For a historical list of references to such links in international organizations, see infra 268 to 270.
295 The Palermo Convention mentions video conferencing for testimonies as a means to protect
witnesses, Article 24.2.b, for developing law enforcement authorities’ cooperation, Article 27.3, for
technical assistance, Article 29.1.h, and the use of “special investigative techniques, such as electronic
or other forms of surveillance and undercover operations,” Article 20.1.

2% D. Hughes, Group of Specialists on the Impact of the Use of New Information Technologies on
Trafficking in Human Beings for the Purpose of Sexual Exploitation, The Impact of the Use of New
Communications and Information Technologies on Trafficking in Human Beings for Sexual Exploitation.
Role of Marriage Agencies in Trafficking in Women and Trafficking in Images of Sexual Exploitation,
Committee for Equality between Women and Men, Council of Europe, November 2001; D. Hughes,
Group of Specialists on the Impact of the Use of New Information Technologies on Trafficking in Human
Beings for the Purpose of Sexual Exploitation, The Impact of the Use of New Communications and
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It should be mentioned that the proposal to amend the Directive 2011/36/EU
emphasizes that online trafficking processes should be equally prosecuted and
convicted,?®’ but the proposal does not modify the definition of the offense nor provide

for measures to address the specific challenges of prosecuting cyber trafficking.

123. Case law: positive obligations. Second, the case law of the ECHR also
considers the state as the first actor meant to repress trafficking.?®® The ECHR
extended the CPHR to this phenomenon through its Article 4% in the Rantsev case.3
In the Siliadin case, the ECHR first extended this article to include positive obligations
for states “to adopt criminal-law provisions which penalize the practices referred to in
Article 4 and to apply them in practice.”°! Then, the Rantsev case clarified the scope
of states’ positive obligations regarding trafficking in particular. These obligations are
not limited to the criminalization of the phenomenon, but also include “measures to
prevent trafficking and to protect victims.”3%2 Those positive obligations are divided into
three parts: putting in place an appropriate legal and regulatory framework, adopting

operational measures for both protection and criminalization, and checking that those

Information Technologies on Trafficking in Human Beings for Sexual Exploitation A Study of the Users,
Committee for Equality between Women and Men, Council of Europe, May 2001; Group of Specialists
on the Impact of the Use of New Information Technologies on Trafficking in Human Beings for the
Purpose of Sexual Exploitation, Final Report, op. cit. note 259

297 Article 1.2, European Commission, Proposal for a Directive of the European Parliament and of the
Council amending Directive 2011/36/EU on preventing and combating trafficking in human beings and
protecting its victims, December 19, 2022, COM(2022) 732 final

2% For a review of the ECHR cases regarding human trafficking, see V. Stoyanova, “European Court of
Human Rights and the Right Not to Be Subjected to Slavery, Servitude, Forced Labor, and Human
Trafficking,” in J. Winterdyk, J. Jones (eds.), The Palgrave International Handbook of Human Trafficking,
Springer International Publishing, 2020, pp. 1393-1407; R. Pati, “States’ Positive Obligations with
Respect to Human Trafficking,” op. cit. note 252, pp. 79-142

299 |t prohibits the use of slavery, servitude, forced, or compulsory labor.

300 ECHR, Rantsev, op. cit. note 46, T 282, reaffirmed in ECHR, M. and Others v. Italy and Bulgaria,
July 31, 2012, no. 40020/03; ECHR, L.E. v. Greece, January 21, 2016, no. 71545/12

301 ECHR, Siliadin, op. cit. note 45, 1 89. Positive obligations deriving from an article redacted in a
negative way have already been recognized for Articles 3 and 8, in a rape case: “The Court considers
that States have a positive obligation [...] to enact criminal-law provisions effectively punishing rape and
to apply them in practice through effective investigation and prosecution,” ECHR, M.C. v. Bulgary,
December 4, 2003, no. 39272/98, 1 153

302 ECHR, Rantsev, op. cit. note 46, 1 285; reaffirmed in ECHR, Zoletic, op. cit. note 71, § 180. Those
positive obligations regarding victims’ protection should be independent from the criminal process, since,
“(Potential) victims need support even before the offense of human trafficking is formally established,”
ECHR, J. and others v. Austria, January 17, 2017, no. 58216/12, 1 115. Recently, the ECHR found that
when a state prosecutes a potential or identified victim of human trafficking, it does not fulfill its positive
obligation to adopt operational measures to protect victims of trafficking, ECHR, V.C.L. and A.N. v. the
United Kingdom, February 16, 2021, 77587/12 and 74603/12. However, the court limits the scope of
those positive obligations, which will not exist generally in an abstract way, but only when “The State
authorities were aware, or ought to have been aware, of circumstances giving rise to a credible suspicion
that an identified individual had been, or was at real and immediate risk of being, trafficked or exploited,”
ECHR, Rantsev, op. cit. note 46, 286. Such limitation avoids imposing “an impossible or
disproportionate burden on the authorities,” Ibid. § 287
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measures are effective.303

124. Case law: digital obligations. The ECHR developed states’ positive
obligations to investigate human trafficking to include a digital investigation, in the case
of S.M. v. Croatia.3%* Via Facebook, a man contacted and befriended a woman who
was looking for a job, then quickly forced her to provide sexual services, through
psychological pressure and physical violence.?%® When the woman succeeded in
leaving and filing a criminal complaint, an investigation was opened for procuring
prostitution and rape.3°® However, the court acquitted the man, on the grounds that
those services were not forced, as the prosecutors could not prove coercion.?%’ As a
result, the woman filed a complaint with the ECHR, alleging that “the domestic
authorities had failed effectively to apply the relevant criminal-law mechanisms
concerning her allegations of human trafficking.”°® Indeed, the court considers that
“there was prima facie evidence that she had been subjected to treatment contrary to
Article 4 of the Convention.”%° The court underlines various failures in the investigatory
process, rendering it ineffective and triggering a violation of Article 4.31° In particular,
“The prosecuting authorities never sought to inspect the applicant’s or T.M.’s Facebook
accounts and, thus, to ascertain the nature of their first contact and further
exchanges.”! Consequently, when investigating trafficking, the state has an
obligation to search for digital evidence. Although it is an obligation of means and not
of results,®'? the ECHR creates a new standard to make ensure that the coercion

applied by the state to repress human trafficking evolves with the crime.

125. National framework. Finally, the French national framework provides

303 ECHR, L.E. v. Greece, op. cit. note 300, 11 70-85; ECHR, Chowdury, op. cit. note 71, 1 105-127.
As the court underlined, “The first two aspects of the positive obligations can be denoted as substantive,
whereas the third aspect designates the States’ (positive) procedural obligation,” ECHR, V.C.L. and A.N.
v. the United Kingdom, op. cit. note 302, 1 156. Reaffirmed in ECHR, S.M. v. Croatia, June 25, 2020,
no. 60561/14, 1 306; ECHR, Zoletic, op. cit. note 71, 1 182

304 ECHR, S.M. v. Croatia, op. cit. note 303

395 Those services were advertised online. When she managed to leave him, he contacted her again
through Facebook with threats against her family. The woman also limited her exploitation by
deactivating the advertisement when her exploiter was not around, Ibid. 1 11-17. She also learned that
she was not the only “girlfriend” of this man in this situation and that the others were suffering also
revenge porn from him, Ibid. { 31

306 ECHR, S.M. v. Croatia, op. cit. note 303, 11 18-20

307 1bid. 7 78

308 |hid. 9 240

309 |bid. 9 332

310 |pid. 19 343-347

311 |bid. 9 337

312 |bid. 7 315
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examples of how to consider the cyber evolution of trafficking or exploitation offenses
in its criminal code.3'® The sanction for trafficking is increased “when the person has
been put in contact with the perpetrator through the use of an electronic communication
network for the dissemination of messages to a non-specific public.”34 However, this
aggravating circumstance is limited to the first part of the trafficking process, the
recruitment, through a message sent to a wide public, excluding the possibility of direct
private messaging. It should be highlighted that the code considers a similar
aggravating circumstance for pimping, one of the exploitation offenses of trafficking.3'°
On the contrary, offenses3'® criminalizing other types of exploitation do not consider
the cyber components of trafficking. Differently, the Spanish project for a
comprehensive law against human trafficking considers cyber trafficking by focusing
on preventing the online recruitment of victims, on cooperation with digital actors and
on the deletion of online content.3'’

126. Conclusion of the section. An abstract way to define sovereignty is to rely on
the concept of the monopoly of the legitimate use of physical violence. This theory

ends up extending to the use of legitimate coercion, especially through the state’s legal

313 Regarding the general criminal systems, it can be highlighted that, in 2001, before the creation of the
human trafficking offense, a circular on procuring prostitution already mentioned the use of video
conferencing for victims whose identities are protected, Ministére de la Justice, Circulaire de lutte contre
le proxénétisme, France, December 18, 2001, see Articles 706-58 and 706-61 of the Code de procédure
penal. Consequently, a circular on criminal policy regarding human trafficking recognized, on the one
hand, the very specific phenomenon of cyber prostitution and, on the other hand, the need to investigate
the Internet and financial flows to disrupt the economic side of the traffic, Ministére de la Justice,
Circulaire de politique pénale en matiére de lutte contre la traite des étres humains, France, January
22, 2015. The circular regarding the law that created the offense of human trafficking does not mention
any link with cyber trafficking or coercion, except for the aggravating circumstance, Ministére de la
Justice, Circulaire de présentation des dispositions de droit pénal de la loi n° 2003-239 du 18 mars pour
la sécurité intérieure et de la loi n° 2003-88 du 3 février 2003 visant a aggraver les peines punissant les
infractions a caractére raciste, antisémite ou xénophobe, France, February 3, 2003

314 Article 225-4-2.1.3° of the Code pénal. Neither Spain (Article 177bis, and Article 22 regarding general
aggravating circumstances) nor Romania (Articles 210-214, Article 75 regarding general aggravating
circumstances) consider a similar aggravating circumstance. However, it could be noted that it is an
aggravating circumstance in Spain for the offense of criminal organizations and groups, Article 570
bis.2.c.

315 Article 225-7.10° of the Code pénal: pimping is aggravated when committed “through the use of an
electronic communication network for the dissemination of messages to a non-specified public.” It might
include all kinds of pimping, from recruitment to exploitation, but is still limited to messaging to a non-
defined audience. Ollard criticizes the lack of harmonization of these “digital aggravating circumstances”
all over the Code pénal, R. Ollard, “Un an de droit pénal du numérique (Octobre 2021 — Octobre 2022),”
Droit pénal, LexisNexis, December 2022, no. 12, § 8

316 See, for instance, aggravating circumstances for slavery, Code pénal, art 224-1 C; for forced labor
and servitude, art 225-15; for forced begging, art 225-12-6.

317 C. Guisasola Lerma, “Prevencion y represion penal del delito de trata: una aproximacion al
anteproyecto de Ley Organica integral contra la trata y la explotacién,” Revista Espafiola de Empresas
y Derechos Humanos, July 2023, no. 1, p. 55
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framework, and then to digital means of coercion. The state remains the first and only
actor to exercise coercion through criminal law, with prosecution and conviction on one
side, and protection on the other. By theorizing digital legitimate coercion, states obtain
new opportunities to exercise their powers and to reaffirm their sovereignty. Not all the
components of these new means of coercion are digital, underscoring the interactions
between cyberspace and the real world. As traffickers take advantage of the
opportunities offered by new technologies, the state remains the primary actor in
combatting cyber trafficking. Its digital coercion powers can be applied to all sides of
the strategy to repress trafficking: the prosecution of offenders, the protection of
victims, and the prevention of the phenomenon. The role of the sovereign state in
fighting against cyber trafficking is increasingly recognized within the international
framework. Treaties are mainly technology-neutral, but the case law of the ECHR has
evolved with the new modus operandi of offenders. This creates new positive
obligations for the state to consider the cyber parts of the offense in complying with the

supranational human rights framework.

127. Conclusion of chapter. Sovereignty, equated with the concept of a state, is
usually defined through three material components: population, territory, and
government. However, these concepts are variable, both in their legal definition and
when facing social phenomena such as globalization and digitalization. Although
sovereign states will not seem to disappear with globalization or digitalization, all of
their elements are modified because of it, and these changes introduce new
vulnerabilities and create further opportunities to commit human trafficking. Thus, their
definition depends on states, not on sovereignty. Setting aside these criticisms of the
theory of the state, human trafficking appears to be one of the threats to its material
components. Population was presented as the first element of a state; however, human
trafficking was mainly, in its origin, taken into account only in its transnational modus
operandi, therefore focusing on territory. This highlights the different priorities of a
criminal approach or a human rights approach. Human trafficking, especially when
facilitated by new technology, violates the fundamental rights of victims. The means of
for those violations are diverse, and the consequences might be amplified due to new
technologies, although comprehensive studies are still lacking. When trafficking is
transnational, it hinders the control of the state over its territory. This challenge

increases when processes are facilitated by services in cyberspace, which is not
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delimited by national borders. Linked to corruption, money laundering, and criminal
organizations, trafficking negatively affects governments. As states’ sovereignty is
threatened by trafficking, sovereignty also appears to be the basis of its repression.
Indeed, the legitimate coercion of the state seems to be at the center of the fight against
this traffic. The broad notion of coercion is legitimized within the state on various bases;
this monopoly leads states to be the only bearers of international obligations to repress
trafficking. Despite being a “global crime” that requires a “global justice” response,3'®
the main solutions still rest in the hands of states. Their obligations are broader by the
inclusion of a new digital layer of coercion, to adapt their response to the evolution of
the phenomenon. This extension of their powers of coercion and, thus, of sovereignty,
can be developed through specific examples of criminal procedure law.

318 M. Delmas-Marty, Le relatif et I'universel, op. cit. note 22, p. 42
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Chapter 2. The extension of the state’s sovereignty to face

cyber human trafficking

128. When “states have seldom adequate capabilities to fully enforce restrictions on
criminal activities, [...] their sovereignty is incomplete.”* Criminal law remains the acme
of legitimate coercion and, thus, of sovereignty: Coercion must adapt to criminal
realities. As a result, many criminal legislative changes were designed to strengthen
digital coercion to protect states’ sovereignty from new crimes. States might consider
extending these new tools of digital legitimate coercion to cyber human trafficking,
which is hindering their sovereignty. States rest first on the extension of their
competence to prosecute and convict offenders, modifying the classical definition of
the principle of territoriality (Section 1). However, the determination of sovereignty
through jurisdiction is not enough. The state also develops its digital legitimate coercion
through digital investigative techniques, to effectively obtain evidence against

offenders (Section 2).

Section 1. Cyber human trafficking: a potential extension of the
geographical scope of digital legitimate coercion

129. Principle of territoriality. The state will determine the offenses that will be
prosecuted within the limits of its sovereignty through the rules on jurisdiction. The
principle of territoriality provides that states should prosecute only offenses committed
in their territory. This principle is recognized in the international instruments against
trafficking? and in the studied national frameworks.3 Therefore, an offense of trafficking

can be prosecuted in the country in which the acts, means, or exploitation take place.

1 R. Vayrynen, lllegal Immigration, Human Trafficking, and Organized Crime, no. DP2003-72, World
Institute for Development Economic Research, WIDER Working Paper Series, 2003, p. 4

2 Article 15.1 of the Palermo Convention, Article 31.1.a of the Warsaw Convention and Article 10.1.a of
Directive 2011/36/EU

3 In France, this principle is clearly recognized since “The offense is deemed to have been committed in
the territory of the Republic if one of its constitutive acts took place in that territory,” Article 113-2 of the
Code pénal. In Spain, similarly, the Ley Orgéanica 6/1985 del Poder Judicial considers the territorial
application of the criminal law at Article 23.1. In particular, the Spanish definition of human trafficking is
criticized due to the unnecessary specification that the offense can occur “on Spanish territory, or from
Spain, or in transit or to Spain.” See, for instance, P. Lloria Garcia, “El delito de trata de seres humanos
y la necesidad de creacion de una ley integral,” Estudios Penales y Criminoldgicos, June 22, 2019,
vol. 39, p. 378. It is necessary for the victim to be physically present in Spain at some point during the
process, M. Cabanes Ferrando, La trata de seres humanos: concepto desde el marco normativo: una
aproximacion al delito, J.M. Bosch Editor, 2022, p. 203. In Romania, the principle is enshrined at Article
8.1 of the Codul penal.
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However, when the constitutive acts are committed online, is this part of a national
territory? Where is the recruitment of a victim located when it happens on Facebook?
To what territory is the online advertisement of a victim’s kidney linked?* Where does
threatening a victim via a web-based message application to force them into

exploitation take place?

130. Defining cyberspace. Regarding cyber trafficking, certain material elements
take place in cyberspace. What is cyberspace?® There are few definitions of it. Post
considers that it exists “everywhere, nowhere, and only on the Net.” It is integrated
into the various layers of digitalization,” and it can be understood as a “space for the
circulation of information flows and signs via teleinformatics networks, notably the
Internet and all information systems.” It is considered open, since it accepts “almost
any kind of computer or network to join in one universal network-of-networks”;

minimalist, as it requires “very little of the computers that wanted to join”; neutral, as it

4 This topic is of particular importance regarding online exploitation: the consequences of the exploitation
will be global (for instance, forced sexual livestreaming), while the servers hosting the data may be
located outside of a state’s borders, G. Geoffroy, Rapport d’information sur la prostitution en France,
no. 3334, Assemblée Nationale, France, April 13, 2011, p. 52

5 Originally, the word comes from the science fiction novel Neuromancer, written by William Gibson and
published in 1984, P. Trudel, “La lex electronica,” in C.-A. Morand (ed.), Le droit saisi par la
mondialisation, Bruylant; Helbing & Lichtenhahn, Collection de droit international no. 46, 2001, p. 221.
The novelist defined its creation as a “new informational space made of connected computer and brain
networks,” P. Musso, “Le Web : nouveau territoire et vieux concepts,” Annales des Mines - Réalités
industrielles, ESKA, November 2010, vol. 2010/4, no. 4, p. 80. Such creations influenced well-known
masterpieces such as the Wachowski sisters' films Matrix.

6 D.G. Post, “Governing Cyberspace,” Wayne Law Review, 1996, vol. 43, no. 1, p. 160

7 “The first layer [...] is formed by a circuit of electronic impulses. The second layer [...] is based on an
electronic network, but it connects specific places, with well-defined social, cultural, physical and
functional characteristics. The third important layer of the space of flows refers to [its] spatial
organization.” According to this division, cyberspace would be the second layer, M. Castells, La
sociedad red, Alianza Editorial SA, La era de la informacién: economia, sociedad y cultura, June 30,
2005, vol. 1, pp. 488-492. Bratton proposed six layers. “First, the Earth layer provides a physical
foundation [...] The Cloud layer [offers] the vast server archipelagos behind the scenes and behind the
surface that provide ubiquitous computational services [...] The City layer [...] comprises the
environment of discontinuous megacities and meganetworks that situate human settlement and mobility
in the combination of physical and virtual envelopes [...] the Address layer examines massively granular
universal addressing systems [...] The Interface layer describes the projective, perceptual cinematic,
semiotic layer on a given instrumental landscape, including the frames, subtitles, navigable maps,
pixelated hallucinations, and augmented realities through which local signification and significance are
programmed [...] At the top [...] is the most culturally complex layer, the User,” B.H. Bratton, The stack:
on software and sovereignty, MIT Press, Software studies, 2015, pp. 121-123. Depending on how
cyberspace is defined, it could correspond to either the cloud, the city, or the interface layers.

8 P. Musso, “Le Web,” op. cit. note 5, p. 75. The American Department of Defense gave a longer
definition in 2008: “A global domain within the information environment consisting of the interdependent
network of information technology infrastructures and resident data, including the Internet,
telecommunications networks, computer systems, and embedded processors and controllers,” X.
Raufer, Cyber-criminologie, CNRS Editions, 2015, p. 19
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regards “every other type of early application [as] the same.”™ Cyberspace is also
interconnected,'® dematerialized, decentralized, and offers highly customized

services.11

131. Dividing cyberspace. Cyberspace can be separated from the physical world;
indeed, “Physical location and physical space are becoming both indeterminate and
functionally irrelevant.”? However, on the one hand, virtual interactions directly
interfere with real people and have real consequences, especially regarding human
trafficking:'® Cyberspace is only “blurring boundaries between the virtual and the
real.”'* On the other hand, cyberspace does not have borders like those in the physical
space, but it can be divided depending on technical rules, especially regarding domain
names;'® the content accessible depending on the localization of the Internet Protocol
(IP) address;® or the community of users in a specific space;!’ for example, taking into
account the language used.*® It is the idea of Lessig when he considers, “zoning the
net.”t® Although there are “no territorially based boundaries,”® some scholars accept
the idea of the “nationalization” of cyberspace.?! In that sense, cyberspace can be “an

augmentation and a digital extension of the territory.”??

132. Thus, the classical notion of the state’s territorial competence (or jurisdiction)
evolves (81). Moreover, the state relies on other criteria to avoid the difficulties linked
to cyberspace (82). However, the use of these grounds for jurisdiction can be doubtful,

particularly considering the state’s results in repressing human trafficking (83).

9 J.L. Goldsmith, T. Wu, Who controls the Internet? lllusions of a borderless world, Oxford University
Press, 2006, p. 23

10 |t can be deemed as the major characteristic of cyberspace, D.G. Post, “Anarchy, State, and the
Internet: An Essay on Law-Making in Cyberspace,” Journal of Online Law, 1995, { 13

11 P. Trudel, “La lex electronica,” op. cit. note 5, pp. 224-225

12 D.G. Post, D.R. Johnson, “Chaos Prevailing on Every Continent: Towards a New Theory of
Decentralized Decision-Making in Complex Systems,” Chicago-Kent Law Review, 1998, vol. 73, no. 4,
p. 1058

13 See supra 112 to 115.

14 K.F. Aas, “Beyond ‘the desert of the real’: crime control in a virtual(ised) reality,” in Y. Jewkes (ed.),
Crime online, Willan, 2007, p. 167

15 J.L. Goldsmith, T. Wu, Who controls the Internet?, op. cit. note 9, p. 31

16 |bid. p. 55

17 L. Lessig, “The Zones of Cyberspace,” Stanford Law Review, May 1996, vol. 48, no. 5, p. 1406

18 J.L. Goldsmith, T. Wu, Who controls the Internet?, op. cit. note 9, pp. 50-51

19 L. Lessig, “Reading The Constitution in Cyberspace,” Emory Law Journal, 1996, vol. 45, no. 3, p. 16
20 D.G. Post, “Governing Cyberspace,” op. cit. note 6, p. 160

21 J.L. Goldsmith, T. Wu, Who controls the Internet?, op. cit. note 9, p. 6. One extreme example would
be the control of part of cyberspace by China.

22 P, Musso, “Le Web,” op. cit. note 5, p. 75. As the territory extended to oceans and seas and then to
atmospheric space with the development of technologies such as ships and airplanes, it could now be
extended to cyberspace.
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81. Redefining territory

133. All of a state’s criminal laws cannot be applied in global cyberspace. Indeed,
“a sovereign's jurisdiction [...] necessatrily extends only to events and transactions that
bear some relationship to [its] physical territory.”?3 Therefore, the state must define the
criteria to link cyberspace, in which the constitutive acts of trafficking are committed, to
its sovereign territory. In the absence of case law considering cyber human trafficking,
this study relies on literature and potentially applicable norms. Indeed, multiple criteria
have been drawn to establish connections to a territory, applied to cyberspace in
particular to prosecute press liberty and intellectual property rights offenses in France
and by the Court of Justice of the European Union (CJEU) (I). Finally, the French
criminal code inserted an original®* extension of territory to fit with the evolution of cyber

offenses (Il).

I. Linking cyberspace to national territory

134. Applicable theories. Various theories can delimit a sovereign jurisdiction in
cyberspace. First, the theory of action establishes jurisdiction in the country in which
the offense is committed.?®> For example, if the offender buys an airline tickets for the
victim from a computer located in France, then France is competent. However, such
localization is difficult to detect because offenders and technological tools can cross
physical borders, and there are now techniques for faking a localization.?® Second,
there is the theory of ubiquity,?” which recognizes the possibility of seeing an online
element globally, independently from the origin of its emission. On the one hand, the
theory of reception assumes a very broad interpretation of the concept of ubiquity.?
As soon as an element is visible in the territory of a country, this country is competent.

The information does not have to actively target a specific recipient. For example, an

23 D.G. Post, “Governing Cyberspace,” op. cit. note 6, p. 158

24 Neither the Spanish Ley Organica del Poder Judicial nor the Romanian Codigul Penal contain any
similar special grounds for competence.

25 A. Huet, “Le droit pénal et internet,” Petites affiches, November 10, 1999, no. 224, p. 40

26 Like a Virtual Private Network (VPN) or a proxy, J. van Rij, R. McAlister, “Using Criminal Routines and
Techniques to Predict and Prevent the Sexual Exploitation of Eastern-European Women in Western
Europe,” in J. Winterdyk, J. Jones (eds.), The Palgrave International Handbook of Human Trafficking,
Springer International Publishing, 2020, p. 1694

27 A. Huet, “Le droit pénal et internet,” op. cit. note 25, p. 39

28 D. Brach-Thiel, “La compétence des juridictions pénales frangaises face aux infractions commises via
Internet,” in V. Franssen, D. Flore, F. Stasiak (eds.), Société numérique et droit pénal : Belgique, France,
Europe, Bruylant, 2019, p. 39
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advertisement for a foreign trafficked victim, on a foreign website, for services
suggested in a foreign country, but visible on a computer located in France, could
trigger the French competence. This example underlines that, if this interpretation
facilitates the prosecution of crimes, it is also too broad.?® Many countries would have
jurisdiction for the same offense, confronting their different sovereignties and hindering
the principle of ne bis in idem. On the other hand, the theory of ubiquity receives a
restrictive interpretation. The focalization theory adds complementary criteria to ensure
that the element is intended for people in a specific country. This theory uses various
indicators:3° language®! or the country in which the products can be delivered. In the
last example, if the victims were advertised for future exploitation in France, French
jurisdiction would be confirmed. All of these theories were applied by the case law,

particularly in France and by the CJEU.

135. CJEU case law. The case law of the CJEU can seem inconsistent at first, using
both theories to determine the applicable jurisdiction. Usually at stake are Articles 5.3
and 15.1.c of Regulation 44/2001 of December 22, 2000, on jurisdiction and the
recognition and enforcement of judgments in civil and commercial matters, repealed
and replaced by Articles 7.2 and 17.1.c of the Regulation 1215/2012 of December 12,
2012. First, the jurisdiction is set “where the harmful event occurred or may occur” for
delict or quasi-delict torts. It supposes “a particularly close connecting factor between
the dispute and the courts of the place”:3? It underlines the theory of focalization.
Second and similarly, jurisdiction over consumer contracts supposes that “the mere
fact that an Internet site is accessible is not sufficient.”** However, to facilitate the
reparation of torts, which is the closest topic to criminal law, the CJEU broadened its

interpretation of the first jurisdiction rule by referring to the theory of reception. Courts

29 J. Bossan, “Le droit pénal confronté a la diversité des intermédiaires de l'internet,” Revue de science
criminelle et de droit pénal comparé, Dalloz, 2013, 4

30 Faisceau d’indices in French.

31 English, French and Spanish are among the top ten languages used on the Internet, Miniwatts
Marketing Group, “Top Ten Internet Languages in The World - Internet Statistics,” Internet World Stats,
January 31, 2020, online https://www.internetworldstats.com/stats7.htm (retrieved on September 22,
2021)

32 CJEU, Concurrence SARL v Samsung Electronics France SAS, Amazon Services Europe Sarl,
December 21, 2016, C-618/15, 1 26; ECJ, Handelskwekerij G. J. Bier B.V. v Mines de Potasse d’Alsace
S.A. (preliminary ruling requested by the Gerechtshof of The Hague), November 30, 1976, C-21/76,
7111

33 Paragraph 24, preamble of the Regulation 593/2008 of the European Parliament and of the Council
of 17 June 2008 on the law applicable to contractual obligations (Rome I), referring to the Regulation
44/2001, CJEU, Peter Pammer v Reederei Karl Schliter GmbH & Co KG (C-585/08), and Hotel
Alpenhof GesmbH v Oliver Heller (C-144/09), December 7, 2010, C-585/08 and C-144/09, 1 92-94;
CJEU, L’Oréal SA and others v. eBay International AG, July 12, 2011, C-324/09, 1 64
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are competent when the website is accessible in their country. However, this
interpretation is limited, since the “court has jurisdiction only to determine the damage

caused in the Member State within which it is located.”3*

136. Criminal case law. Regarding the criteria applied to link cyberspace to
territory, the French case law depends on the chambers of the Cour de Cassation and
has evolved over time.*> The criminal chamber did not have many opportunities to
consider jurisdiction for online offenses, and regarding offenses against press liberty,
the court applied the theory of reception.®’ Tribunals followed this position for offenses
committed in cyberspace. The major example is the Yahoo! case®® regarding Nazi
materials sold on this website.3® However, the case law evolved in favor of the theory

34 CJEU, Pez Hejduk v EnergieAgentur.NRW GmbH, January 22, 2015, C-441/13, 1 38; ECJ, Fiona
Shevill, Ixora Trading Inc., Chequepoint SARL, Chequepoint International Ltd and Presse Alliance SA,
March 7, 1995, C-68/93, 1 33; CJEU, eDate Advertising GmbH v. X; and Olivier Martinez, Robert
Martinez v. MGN Limited, October 25, 2011, C-509/09 and C-161/10, 1 52; CJEU, Peter Pinckney v.
KDG Mediatech AG, October 3, 2013, C- 170/12, § 47; CJEU, Gtflix Tv v. DR, December 21, 2021,
C- 251/20, 1 30

35 D. Brach-Thiel, “La compétence des juridictions pénales frangaises face aux infractions commises via
Internet,” op. cit. note 28, pp. 38-42; M. Kebir, “Compétence territoriale : accessibilité d’un site internet
a l'origine d’'un dommage,” Dalloz Actualité, Dalloz, November 6, 2017. Outside the criminal field, the
first civil chamber of the court seems to always rely on the theory of reception, especially in cases
regarding intellectual property rights violations, Cour de Cassation, Chambre civile 1, December 9, 2003,
no. 01-03225; Cour de Cassation, Chambre civile 1, January 22, 2014, no. 11-24019; Cour de
Cassation, Chambre civile 1, January 22, 2014, no. 10-15890; Cour de Cassation, Chambre civile 1,
January 22, 2014, no. 11-26822; Cour de Cassation, Chambre civile 1, October 18, 2017, no. 16-10428.
Those decisions rely on the usual following argument: “Accessibility, within the jurisdiction of the court
hearing the case [...] is sufficient to retain the jurisdiction of that court.” On the contrary, the commercial
chamber seems to always have been using the theory of focalization, requiring that the online websites
would be intended for a French public, considering that “The mere accessibility of an Internet site on
French territory is not sufficient to retain the jurisdiction of French courts,” Cour de Cassation, Chambre
commerciale, January 11, 2005, no. 02-18381; Cour de Cassation, Chambre commerciale, March 20,
2007, no. 04-19679; Cour de Cassation, Chambre commerciale, March 9, 2010, no. 08-16752; Cour de
Cassation, Chambre commerciale, July 13, 2010, no. 06-20230; Cour de Cassation, Chambre
commerciale, March 29, 2011, no. 10-12272; Cour de Cassation, Chambre commerciale, September
20, 2011, no. 10-16569; Cour de Cassation, Chambre commerciale, March 20, 2012, no. 11-10600;
Cour de Cassation, Chambre commerciale, May 3, 2012, no. 11-10507; Cour de Cassation, Chambre
commerciale, May 3, 2012, no. 11-10508; Cour de Cassation, Chambre commerciale, February 12,
2013, no. 11-25914; Cour de Cassation, Chambre commerciale, July 5, 2017, 14-16.737; Cour de
Cassation, Chambre civile 1, June 15, 2022, no. 18-24850

36 The criminal chamber applied the theory of action only once, Cour de Cassation, Chambre criminelle,
December 8, 2009, no. 09-82120 and 09-82135

37 The court always considered that those offenses could be prosecuted where they were published,
then accessible, Cour de cassation, Le juge et la mondialisation: dans la jurisprudence de la Cour de
cassation - Etude annuelle 2017, La Documentation Francaise, 2018, p. 198. It also applied this theory
to other offenses, Cour de Cassation, Chambre criminelle, January 15, 2008, no. 07-86944.

38 J. Francillon, “Le droit pénal face a la cyberdélinquance et a la cybercriminalité,” Revue Lamy Droit
de l'immatériel, April 1, 2012, no. 81, p. 6

39 In accordance with the first judgment, the appeal court emphasized that the website allowed “Internet
users located in France, and in particular in the jurisdiction of the Tribunal de Grande Instance of Paris,
to view on their computer screen the incriminated services and sites,” Cour d’appel de Paris, 11éme
chambre, Timothy K. et Yahoo! Inc v. Ministére public, Association Amicale des déportés d’Auschwitz
et des Camps de Haute Silésie, et MRAP, March 17, 2004; Tribunal de grande Instance de Paris,
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of focalization, especially in cases of intellectual property rights offenses.*° Since 2010,
the court has required evidence that the concerned website “was aiming at the French
public audience.”! In 2016, this requirement was extended to press liberty offenses
committed through cyberspace:*? The publication should take place in France, and
being accessible is not an act of publication. Therefore, the French territory seems to
extend into cyberspace, but only if various clues link it to the physical sovereign
territory. Applying this case law of the Cour de Cassation, cyber trafficking could be

prosecuted as soon as it bears proximity to the sovereignty of the country.

137. Beyond the case law, a new and original article was introduced in the French
Penal Code to address online jurisdiction.

Il. Linking cyber offenses to territory: the French Penal Code

138. A new ground of competence. The limited criminal case law on jurisdiction
came into question in 2016.43 A new article, 113-2-1, provides that “Any crime or
misdemeanor [délit] carried out by means of an electronic communication network,
when it is attempted or committed to the detriment of a natural person residing in the
territory of the Republic or of a legal entity whose registered office is located in the
territory of the Republic, is deemed to have been committed in the territory of the
Republic.” Therefore, the legislation abandons the division between the theories of
reception and focalization to use the notion of residence.** Although this article

bestows wide competence to French jurisdictions in cyberspace, three criticisms

Association “Union des Etudiants Juifs de France”, la “Ligue contre le Racisme et I'’Antisémitisme” v.
Yahoo ! Inc. et Yahoo France, May 22, 2000, Ordonnance de référé

40 Cour de Cassation, Chambre criminelle, September 9, 2008, no. 07-87281; Cour de Cassation,
Chambre criminelle, December 14, 2010, no. 10-80088; Cour de Cassation, Chambre criminelle,
November 29, 2011, no. 09-88250

41 Cour de Cassation, Chambre criminelle, December 14, 2010, op. cit. note 40; confirmed by the
commercial chamber: “The mere accessibility of an Internet site on French territory is not sufficient to
justify the jurisdiction of the French courts,” Cour de Cassation, Chambre commerciale, March 29, 2011,
op. cit. note 35. See also Cour de Cassation, Chambre criminelle, November 29, 2011, op. cit. note 40
42 Cour de Cassation, Chambre criminelle, July 12, 2016, no. 15-86645

43 Loi n° 2016-731 du 3 juin 2016 renforcant la lutte contre le crime organisé, le terrorisme et leur
financement, et améliorant I'efficacité et les garanties de la procédure pénale, see M. Quéméner, Le
droit face a la disruption numérique: adaptation des droits classiques: émergence de nouveaux droits,
Gualino, 2018, p. 127

44 Groupe de travail interministériel sur la lutte contre la cybercriminalité, Protéger les Internautes -
Rapport sur la cybercriminalité, République francaise, February 2014, pp. 210-211. However, its tenth
recommendation would have limited this ground of competence to misdemeanors punishable by
imprisonment and used nationality criteria.
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arise. %

139. Criticism: scope. Part of the literature interprets the scope of this article to be
restricted to cybercrime offenses in a narrow sense,*® for example, offenses against
the confidentiality, integrity, and availability of computer data and systems.*’ On the
contrary, Parizot argues that this provision has a wider purpose.® Indeed, in the
explanatory memorandum of the law, this article was meant to strengthen the
guarantees during the criminal procedure and to simplify its conduct. Moreover, relying
on the definition of the “by means of” expression, it means “using that method,
instrument, or process.” Therefore, if human trafficking offenders use an electronic
communication network to realize the material elements of the offense through

cyberspace, human trafficking could be included within the scope of the article.

140. Criticism: actor. Second, the provision relies on the victim. It is coherent with
the evolution of criminal procedure, which actively includes more and more victims.*°
However, the first objective of this procedure is to find and convict offenders. Thus, if
the victim is not identified or is not residing in France, the French jurisdiction will not
be competent on this ground. As a special exception to the principle of territoriality,
does it mean that if the victim is does not reside in France, French jurisdictions will not
be competent at all on the ground of the principle of territoriality? For example, if a
person in a foreign country advertises a deceptive job in France to recruit people in
this foreign country, and no victim is yet residing in France, then French jurisdictions
will not be competent. This does not consider the theory of ubiquity.

141. Criticism: residence. Finally, the concept of residence®® does not seem
appropriate. On the one hand, it is not a common criminal code concept.! The criteria

established by other grounds of competence are nationality, or, regarding terrorist

45 As for June 2023, there has been no interpretation of the Cour de Cassation.

46 See infra 296 for an explanation on the different categories of cybercrimes

47 D. Brach-Thiel, “La compétence des juridictions pénales frangaises face aux infractions commises via
Internet,” op. cit. note 28, p. 43

48 R. Parizot, “Loi du 3 juin 2016 : aspects obscurs de droit pénal général (Loi n° 2016-731 du 3 juin
2016 renforcant la lutte contre le crime organisé, le terrorisme et leur financement, et améliorant
I'efficacité et les garanties de la procédure pénale),” Revue de science criminelle et de droit pénal
comparé, Dalloz, 2016, p. 376

49 See supra 108.

50 The residence is different from the domicile, the former being a matter of fact and the second a matter
of law in the civil law culture, T. Debard, S. Guinchard, Lexique des termes juridiques 2021-2022, Dalloz,
Lexiques, 29th ed., 2021, pp. 928-929

51 Although it is used in the Code de procédure pénale, for example, for house arrest (articles 137 and
following of the Code de procédure pénale)
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offenses, the habitual residence.>? This notion is also used in the European regulations
on international private law,>® but they do not define it.>* For this reason, the CJEU
linked the concepts of habitual residence and mere residence®® to the “permanent
center of [...] interests.”®® While Article 113-2-1 does not use the adjective “habitual,”
scholars consider that the mere concept of residence should induce a notion of
stability, both in civil law®” and in international law.58 Thus, an intangible definition is
linked to intangible cyberspace. If the concept is interpreted as habitual residence, it
challenges the French competence on cyber trafficking. Potential foreign victims can
maintain the center of their interests, such as family, and property, in their country of
origin. The habitual part is also difficult to apply to some victims when they move
regularly within one country or at the transnational level.

142. Although linking cyberspace to the principle of territoriality has been
challenging, the state can still expand its sovereign power of coercion to repress
human trafficking through other bases of jurisdiction.

52 Articles 113-13 and 113-14 of the Code pénal. On the former article, see D. Brach-Thiel, “Le nouvel
article 113-13 du code pénal : contexte et analyse,” Actualité juridique Pénal, Dalloz, 2013, p. 90; J. Alix,
“Fallait-il étendre la compétence des juridictions pénales en matiére terroriste ? (a propos de l'article 2
de la loi n° 2012-1432 du 21 décembre 2012 relative a la sécurité et a la lutte contre le terrorisme),”
Recueil Dalloz, 2013, p. 518; T. Herran, “La nouvelle compétence frangaise en matiére de terrorisme -
Réflexions sur 'article 113-13 du Code pénal,” Droit pénal, April 2013, no. 4, p. étude 10. On the notion
of habitual residence, see C. Pomart, “Enfin une définition pour la notion de résidence habituelle,” Revue
Lamy Droit civil, September 1, 2006, no. 30

53 Regulation 1215/2012 of the European Parliament and of the Council of 12 December 2012 on
jurisdiction and the recognition and enforcement of judgments in civil and commercial matters;
Regulation 593/2008 of the European Parliament and of the Council of 17 June 2008 on the law
applicable to contractual obligations, etc.

54 E. Ralser, “Fascicule unique : Domicile et résidence dans les rapports internationaux - Articles 102 a
111,” JurisClasseur Civil Code, LexisNexis, December 27, 2017, 1 41

55 It has been very clear since the interpretation of Regulation n°1408/71 of the Council of 14 June 1971
on the application of social security schemes to employed persons and their families moving within the
Community, when the CJEU considers that the “concept of the Member State in which he resides’ must
be limited to the State where the worker, although occupied in another Member State, continues
habitually to reside and where the habitual center of his interests is also situated,” ECJ, Silvani Di Paolo
v. Office National de I'Emploi, February 17, 1977, C-76/76, 1 17

5% ECJ, Anciens Etablissements D. Angenieux fils ainé and Caisse primaire centrale d’assurance
maladie de la région parisienne v. Willy Hakenberg, July 12, 1973, C-13/37, 1 32. This definition has
been reproduced in the French case law: “Habitual residence, an autonomous concept in European law,
is defined as the place where the person concerned has fixed, with the intention of giving it a stable
character, the permanent or habitual center of his interests,” Cour de Cassation, Chambre civile 1,
December 14, 2005, 05-10.951. It is similar to the national definition given in nationality law: “For the
purposes of nationality law, residence means an actual establishment of a stable and permanent nature
coinciding with the center of the family ties and occupations of the person concerned,” Cour de
Cassation, Chambre civile 1, February 11, 1997, no. 95-11674

57 Y. Buffelan-Lanore, “Domicile, demeure et logement familial,” Répertoire de droit civil, Dalloz,
December 2019, 1 6

58 E. Ralser, “Domicile et résidence dans les rapports internationaux,” op. cit. note 54, 11 42-44
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82. Expanding the competence

143. To link the commission in cyberspace of material elements of human trafficking
to states’ jurisdiction, the principle of territoriality does not seem sufficient, so other
grounds of competence were developed to expand states’ digital coercion and
sovereignty.>® To begin, physical material elements of the offense can occur within a
national territory: Annex jurisdiction allows criminal prosecution to be extended abroad
or online, recognizing the transnational component of cyber trafficking (). When
trafficking is fully committed abroad, other grounds for extraterritorial jurisdiction

facilitate the prosecution of human trafficking (I1).

I. Brick-and-mortar offenses: the annex jurisdiction

144. Brick-and-mortar trafficking. E-commerce platforms are usually divided
between brick-and-mortar companies and pure-player companies. The former refers
to companies that have both a shopping website, and shops in the real world.®° This
dichotomy exists in cyber trafficking. For instance, a victim may be forced to stay on
the street to look for “clients” while they are advertised online. A broader sense of the
“brick-and-mortar” expression means that all cyber activities rely on physical
infrastructure.®! They are the “physical foundations”®? of the Internet, used to power its
infrastructure, to flow between continents, and to stock data.’® Similarly, cyber
trafficking always has material elements, in particular, offenders and victims.%* Physical

and digital elements are combined in brick-and-mortar trafficking.

145. Annex jurisdiction. Grounding jurisdiction on digital elements is difficult; it is

59 This extension of criminal law outside the territory of the state was validated by the Permanent Court
of International Justice, Lotus, September 7, 1927, no. 9, pp. 19-20

60 For example: Ikea, H&M, Carrefour, etc.

61 Regarding online commerce, they will usually have a physical space to locate the goods, or, if the
goods are digital too, a place to produce them or take decisions about the company.

62 N. Choucri, D.D. Clark, “Who controls cyberspace?,” Bulletin of the Atomic Scientists, SAGE
Publications, September 1, 2013, vol. 69, no. 5, p. 22. The three other layers are the following: “The
logical layer, which includes the Internet protocols, the World Wide Web, browsers, the domain-naming
system, websites, and software that make use of the physical foundations; the information layer of
encoded text, photos, videos, and other material that is stored, transmitted, and transformed in
cyberspace; and, of course, the users who shape the cyberexperience and the nature of cyberspace
itself by communicating, working with information, making decisions, and carrying out plans.”

63 |t also corresponds to the first layer of The Stack theorized by Bratton, meaning the Earth, B.H.
Bratton, The stack, op. cit. note 7, pp. 134-179

64 However, regarding sexual exploitation, some raise the rights of robots as victims, T. Daups, “Pour
une charte constitutionnelle de la robotique et des nouvelles technologies,” Petites affiches, Lextenso,
October 6, 2017, no. 200, p. 7
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easier based on physical elements. Once those are proved, jurisdiction can be
extended. The procedure can be broadened to indivisible® or connected® offenses.
On the one hand, indivisibility requires a variety of offenders for the same offense or a
variety of offenses by the same offender.6” The procedure can also extend to offenses
with a “mutual dependency relationship.”®® For example, in the case of human
trafficking, exploitation in France may be inextricably linked to recruitment in another
country via online advertisement or the online threat of violence against the victim's
victim’s family overseas. On the other hand, this connection implies that offenses have
been committed by several persons at the same time, or at different times and places
but according to a defined purpose (for example, in an organized crime group), or by
a relationship of cause and effect, when the purpose of certain offenses was to facilitate
the execution of others or to ensure their impunity.®® A stronger link is needed between
offenses. There should be a direct cause-and-effect relationship between recruitment
and exploitation: Those elements are committed for the same purpose, even if
committed in different places and at different times.

146. Limits. These grounds for broad jurisdiction may allow a thorough examination
of cyber trafficking. Nonetheless, they face some limits. First, the requirement for a
variety of offenders’® does not apply to most human trafficking cases: A wide range of

actors are involved in the umbrella term “traffickers,” including recruiters, transporters,

65 Article 382.3 of the Code de procédure pénale. The Ley de Enjuiciamiento Criminal recognizes the
same concept in its Article 17.1.

66 Article 382.3 of the Code de procédure pénale linked to Article 203. The Codul de Procedura Penala
does not seem to make a difference when considering joint cases. Article 43 gives the following
examples: “a) when two or more offenses were committed by the same person; b) when two or more
persons participated in the commission of an offense; ¢) when there is a connection between two or
more offenses and joinder of cases is required for a proper rendering of justice.”

67 B. Bouloc, G. Stefani, G. Levasseur, Procédure pénale, Dalloz, Précis, 27th ed., 2020, p. 638

& E. Verny, Procédure pénale, Dalloz, Cours Dalloz, 7th ed., 2020, p. 123. Article 17.3 of the Ley de
Enjuiciamiento Criminal seems to recognize a similar concept, but with more restrictions: “Crimes that
are not connected but have been committed by the same person and are analogous or related to each
other when they fall under the jurisdiction of the same judicial body.” It only considers the situation of a
variety of offenses by the same offenders.

69 Article 203 of the Code de procédure pénale, see B. Bouloc, G. Stefani, G. Levasseur, Procédure
pénale, op. cit. note 67, p. 637. Article 17.2 of the Ley de Enjuicimiento Criminal considers similarly the
following examples: those committed by two or more persons together; by two or more persons in
different places or times, if there has been a prior agreement to do so; as a means to perpetrate others
or to facilitate their execution; to procure impunity for other crimes; or by several persons when injuries
or reciprocal damages are caused.

70 Article 203 of the Code de procédure pénale. On the contrary, Article 17.2 clearly considers other
grounds than a variety of offenders.
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hosts, controllers, and money launderers.”* Not all of them might be qualified as
offenders for the trafficking offense. Some cases of trafficking involve only one
trafficker organizing the entire process; thus, it could be difficult to extend jurisdiction
to digital material elements. Second, the requirement for a variety of offenses does not
fit regarding human trafficking: Its different stages are still part of the same offense.”?
Arguing that the recruitment, transportation, and exploitation stages are different
offenses hinders the fact that they are all rooted in the same reasons.

147. Examples. Despite these limits, French law enforcement authorities already
seem to rely on the connection theory to extend to material elements from abroad. This
theory considers the transnational component of trafficking, for instance, the
recruitment of the victims in their country of origin.”® A trafficking case that can be
considered cyber trafficking that was prosecuted in Montpellier, included the material
elements committed in Spain.” Thirty-three victims were identified in an organized sex
tour operation in southern France, based on a telephone backbone installed in
Barcelona.”> However, this case appears to rely exclusively on a territorial basis: the

exploitation in France.

148. These techniques may broaden jurisdiction to include cyber trafficking
elements, regardless of where they were committed materially, as long as they are
connected to or indivisible from physical material elements. However, as cybercrime
evolves, traffickers discover new ways to exploit victims, and pure-player trafficking

emerges.

Il. Pure-player offenses: extraterritorial jurisdiction

149. Going extraterritorial. A pure-player cyber human trafficking case may have
no material elements in a country but visible content accessible from it. Its repression

can rely not on the extension of the territory but on the acknowledgment of

71 See, for example, T. Spapens, “The business of trafficking in human beings,” in R.W. Piotrowicz, C.
Rijken, B.H. Uhl (eds.), Routledge handbook of human trafficking, Routledge, Taylor & Francis Group,
2018, pp. 537-543

72 |n that regard, the Codul de Procedura Penala considers joint procedures in cases of “continued
offenses, of formal multiple offenses, or in any other cases when two or more material acts compose a
single offense.”

73 Conversation with prosecutors from section F3 of the Tribunal Judiciaire of Paris

74 Conversation with a prosecutor of the Tribunal Judiciaire of Montpellier

75 Le Figaro, AFP, “Un réseau international de traite des étres humains démantelé dans le sud de
'Europe,” Le Figaro.fr, March 5, 2021, online https://www.lefigaro.fr/faits-divers/un-reseau-international-
de-traite-des-etres-humains-demantele-dans-le-sud-de-l-europe-20210305 (retrieved on April 19,
2021)
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extraterritorial competence. The law does not intend to “nationalize” parts of
cyberspace but designs rules of extraterritoriality through other links to its sovereignty.
Supranational instruments and national laws recognize extraterritorial jurisdiction,

including provisions facilitating its application for human trafficking.

150. Supranational texts. International texts offer extraterritorial grounds for
jurisdiction, but those lists are not exhaustive.”® The Palermo Convention and the
Warsaw Convention’’ consider extraterritorial jurisdiction based on the nationality of
the victim, the nationality of the offender (or their residence if they are a stateless
person), the preparation of an organized criminal group for committing an offense
within the territory of a state, or the presence of the offender in the territory of a state
and the impossibility of extradition (principle of aut dedere aut judicare).”® Regarding
the nationality of the offender, the Warsaw Convention introduces the principle of dual
criminality: The prosecution will be allowed, “if the offense is punishable under criminal
law where it was committed or if the offense is committed outside the territorial
jurisdiction of any State.””® The Directive 2011/36/EU extends these grounds for
extraterritorial jurisdiction®® to the principle of the nationality of the victim to their
habitual residence,®' which creates a supplementary jurisdiction basis when the
offense is “committed for the benefit of a legal person established in its territory.”®?
Furthermore, to facilitate the prosecution of extraterritorial human trafficking facts, the
directive allows for exceptions to the principle of dual criminality and the requirement
to base the prosecution on a “report made by the victim in the place where the offense
was committed, or a denunciation from the State of the place where the offense was

committed.”s3

151. National translations. Consequently, national grounds for extraterritorial
jurisdiction sometimes specifically consider account human trafficking. In France, the

76 Article 15.6 of the Palermo Convention, complementing the Palermo protocol on human trafficking;
and Article 31.5 of the Warsaw Convention

77 Article 15 of the Palermo Convention; and Article 31 of the Warsaw Convention

8 This principle obliges a state to prosecute an offense when refusing the extradition of the offender.
9 Article 31.1.d of the Warsaw Convention

80 The basis of the nationality of the offender is recalled at Article 10.1.b, and the residence of the
offender is taken into account at Article 10.2.c. Regarding the principle aut dedere aut judicare, which is
not recognized in the directive, within the framework of the European arrest warrant, cases for refusal
of extradition are more limited, see Article 4 of the Council Framework Decision of 13 June 2002 on the
European arrest warrant and the surrender procedures between Member States (2002/584/JHA), and
the principle of dual criminality is not required for human trafficking, Article 2.2.

81 Article 10.2.a of Directive 2011/36/EU

82 Article 10.2.b of Directive 2011/36/EU

83 Article 10.3 of Directive 2011/36/EU
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exceptions from the directive were indeed transposed.®* However, the prosecution
must rely on the request of the prosecutor, and the recognition of the principle of aut
dedere aut judicare® is limited to certain grounds for refusal of extradition.8¢ The
Spanish legislation considers specific grounds for extraterritorial prosecution of
trafficking.8” The law eliminates the need for dual criminality, but it requires a request
from the public prosecutor or the victim.8 On the contrary, Romanian law does not
consider specific provisions for jurisdiction over human trafficking. Dual criminality is
not required if the sentencing provides a term longer than 10 years of imprisonment,®°
but it is not the case for human trafficking.®° Extraterritorial prosecutions do not mention
the need for a victim's report or a state’s denunciation but require internal

authorizations.* Finally, Romanian law considers the possibility of prosecuting an

84 Non-application of dual criminality when the ground for jurisdiction is the nationality of the offender,
Article 113-6 of the Code Pénal in relation with Article 225-4-8. Article 113-6 provides that the French
nationality could have been acquired after the commission of the offense. Regarding the ground for
jurisdiction on the basis of the nationality of the victim, Article 113-7 of the Code pénal requires
misdemeanors prosecuted on this ground of jurisdiction to be punished by a sentence of imprisonment,
which is the case for human trafficking (Article 225-4-1.1, seven years of imprisonment). This ground for
extraterritorial competence is very close to the new Article 113-2-1, which is another criticism of the
literature, D. Brach-Thiel, “La compétence des juridictions pénales frangaises face aux infractions
commises via Internet,” op. cit. note 28, p. 45. The prosecution does not need the complaint of the victim
or the denunciation of the state of commission, Article 225-4-8 of the Code pénal. It does not apply if
the case is prosecuted within a jurisdiction with regional or national competence, like a juridiction
interrégionale spécialisée (JIRS) or the Paris Juridiction nationale chargée de la lutte contre la criminalité
organisée (JUNALCO), Article 113-8-1.

85 Article 113-8-1 of the Code pénal

86 The following grounds for refusal allow the principle of aut dedere aut judicare to be invoked: the
sentence could be against the French public order, such as a death sentence; the offender was
convicted by a court that did not ensure the fundamental guarantees of procedure and protection of the
rights of the defense; the offense is political; and extradition could have serious consequences for the
person, particularly due to their age or state of health.

87 Article 23.4.m of the Ley Orgénica del Poder Judicial. They include the nationality or residence of the
offender and the nationality or residence of the victim, but only if the offender is present in Spain. “An
analysis of these connection criteria allows us to point out that the legislator has opted to implement a
principle of universal territorial jurisdiction based on the iudex aprehensionis, since it considers that
Spanish courts may prosecute an offense of trafficking regardless of the place where the crime has
occurred and the nationality of the victims, as long as the perpetrator is in Spanish territory.” All these
requirements make “it almost impossible for a Spanish court to hear a trafficking offense committed
abroad, even if the victim is of Spanish nationality,” J.M. Garcia-Martinez, “Trata de Seres Humanos y
Jurisdiccion Universal,” Revista Aranzadi de Derecho y Proceso Penal, Autumn 2023, vol. 69

88 Article 23.6 of the Ley Organica del Poder Judicial

89 Regarding the nationality of the offender, Article 9 of the Codul de Procedura Penala. Dual criminal is
not applicable when the offense “was committed in a location that is not subject to any state’s
jurisdiction,” which is highly improbable regarding trafficking. The law recognized extensively the criteria
of the nationality of the victim, Article 10 of the Codul de Procedura Penala.

%0 Article 210 of the Codul Penal. Article 12 of the Codul de Procedura Penala considers that the
stipulations of those articles can evolve through the ratification of an international treaty. However, since
the suppression of the dual criminality principle is not mandatory in supranational instruments on human
trafficking, it still applies.

%1 The prosecution would need an “authorization from the Chief Prosecutor of the Prosecutor’s Office
attached to the Court of Appeals in whose jurisdiction the first Prosecutor’s Office is located that received
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offender when they are located in the territory, by application of the principle aut dedere
aut judicare or for offenses “the Romanian State has undertaken to repress on the

basis of an international treaty,” which should include human trafficking.®?

152. An application to human trafficking. As a result, states have other grounds
for extraterritorial jurisdiction to prosecute human trafficking, particularly cyber
trafficking materially committed outside their territory. However, it still needs a special
connection with the sovereignty of the state: in general, the nationality of the trafficker
or the victim. The applicability of these grounds is more or less eased by national
legislation, depending on whether the country equates residence with nationality and
on procedural criteria. The exception to the requirement of a victim report is particularly
important in the framework of trafficking due to the limits regarding identification of
victims.®® Moreover, the exception to the dual criminality principle considered by the
directive might be seen as unnecessary due to the existence of an international
definition of trafficking. Nonetheless, the national transposition of this exception seems
more than useful since national definitions are still not fully harmonized® and might
highlight incompatible differences. For the victims, these grounds allow them to
connect the prosecution and the source of reparation to their home country, to which

they may return or live.

153. Cyber trafficking takes place in cyberspace, where it may not be possible to
link the material elements of the offense to a sovereign territory. However,
extraterritorial jurisdiction allows the states to extend their power of coercion to repress
cases that trigger their duty to protect in other ways. Still, if the legal tools are multiple

and ease the prosecution of human trafficking, are the states really going to use them?

83. Extended jurisdiction for cyber trafficking: a real problem?

154. Hypothesis: proactive sovereignty. The objective of an extended jurisdiction
is to consider the digital elements of trafficking or to establish jurisdiction for cases with

no material element in the national territory but somehow linked to it. The delimitation

information about the violation, or, as the case may be, from the Prosecutor General of the Prosecutor’s
Office attached to the High Court of Review and Justice” (jurisdiction based on the nationality of the
offender), or “from the Prosecutor General of the Prosecutor’s Office attached to the High Court of
Review and Justice” (jurisdiction based on the nationality of the victim).

92 Article 11 of the Codul de Procedura Penala

98 See infra 161.

94 See supra 19.
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of jurisdiction is key to determining the scope of a state’s sovereignty and its powers
of legitimate coercion. It is hypothesized that states have a proactive policy to repress
human trafficking, especially cyber trafficking. This phenomenon would be seen in the
offenses prioritized for prosecution, including through extended competence. However,
the real priority given to trafficking challenges the application of the wide range of

grounds for jurisdiction.

155. EU and national strategies. In strategic documents, the EU has focused
recently on cyber trafficking, with the objective of “tackling the digital business model
of traffickers.”® However, the jurisdiction topic is considered only when trafficking is
linked to an organized criminal group or a transnational process.% In France, Spain,
and Romania, cyber trafficking is almost ignored,®’, although such an evolution can be
explicitly recognized.®® On the contrary, for instance, the French action plan is still at

the delayed stage of “putting human trafficking at the heart of the criminal policy of

9% European Commission, “Communication to the European Parliament, the Council, the European
Economic and Social Committee and the Committee of the Regions on the EU Strategy on Combatting
Trafficking in Human Beings 2021-2025,” EU, April 14, 2021, p. 11, COM(2021) 171 final

9 |bid. p. 4; European Commission, “Communication to the European Parliament, the Council, the
European Economic and Social Committee and the Committee of the Regions on the EU Strategy to
tackle Organised Crime 2021-2025,” EU, April 14, 2021, p. 8, COM(2021) 170 final

97 Except, in France, regarding the evolution of responsibilities of the digital sector for advertisements
for sexual services, Mission interministérielle pour la protection des femmes contre les violences et la
lutte contre la traite des étres humains, Secrétariat d’Etat chargé de I'égalité entre les femmes et les
hommes et de la lutte contre les discriminations, “2" plan d’action national contre la traite des étres
humains 2019-2021,” France, 2019, Measure 35. However, a slow evolution can be highlighted, for
instance in the 2023-2027 action plan against illegal work (one form of exploitation after trafficking),
which includes one measure to develop cyber investigations, Commission nationale de lutte contre le
travail illégal, “Plan national de lutte contre le travail illégal (2023-2027),” Direction Générale du Travalil,
France, May 22, 2023, p. 13. In Spain, no specific actions are foreseen in the last action plan. Only a
general measure is included to “promote concrete actions to improve the detection of possible cases of
human trafficking and exploitation through the use of new technologies,” Centro de inteligencia contra
el terrorismo y el crimen organizado, “Plan estratégico nacional contra la trata y la explotacion de seres
humanos 2021-2023,” Secretaria de Estado de seguridad, Ministerio del Interior, Spain, January 2022,
Measure 1.2.E. In Romania, no action is programmed to specifically take into account such evolution,
Guvernul, “Strategie nationala Tmpotriva traficului de persoane pentru perioada 2018-2022,” Romania,
October 31, 2018, pp. 21-22. In any case, the role of new technologies is mainly recognized for
prevention, through communication campaigns, Mission interministérielle pour la protection des femmes
contre les violences et la lutte contre la traite des étres humains, Secrétariat d’Etat chargé de I'égalité
entre les femmes et les hommes et de la lutte contre les discriminations, 2™ plan d’action national contre
la traite des étres humains 2019-2021 actions 1 and 2; Ministerio de Sanidad, Servicios Sociales e
Igualdad, “Plan integral de lucha contra la trata de mujeres y nifias con fines de explotaciéon sexual
2015-2018,” Spain, 2014 measure 21; Guvernul, Strategie nationala impotriva traficului de persoane
pentru perioada 2018-2022, p. 20

9% Guvernul, Strategie nationald impotriva traficului de persoane pentru perioada 2018-2022, op.
cit. note 97, pp. 4-5; Centro de inteligencia contra el terrorismo y el crimen organizado, Plan estratégico
nacional contra la trata y la explotacion de seres humanos 2021-2023, op. cit. note 97, p. 27
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public prosecutors’ offices.”®

156. GRETA evaluations. Lately, the GRETA also considered the evolution of
human trafficking through new technologies,'® but its study of the evaluations does
not seem to be a priority. Regarding jurisdiction where it is highly affected by digital
material elements, it does not appear to be an important part of the evaluation. For
instance, in the second evaluation round,’®! reports only generally explained
extraterritorial rules. On the contrary, the GRETA monitors the evolution of
investigative technigues available to prosecute human trafficking.10?

157. Judicial results. As states continue to struggle to repress human trafficking
as a material offense or sometimes as a brick-and-mortar offense, jurisdiction is not a

topic of priority, even though it is a main component of the definition of sovereignty.1°3

99 Mission interministérielle pour la protection des femmes contre les violences et la lutte contre la traite
des étres humains, Secrétariat d’Etat chargé de I'égalité entre les femmes et les hommes et de la lutte
contre les discriminations, 2" plan d’action national contre la traite des étres humains 2019-2021, op.
cit. note 97, Measure 34. This lack of priority given to human trafficking in France has been highlighted
by the three years with no national strategy, CNCDH, “Avis sur le 2" plan d’action national contre la
traite des étres humains (2019-2021),” France, December 1, 2019, [T 1, 7

100 GRETA, “Table ronde sur la traite des étres humains a I'ére du numérique,” Coe.int, December 18,
2019, online https://www.coe.int/fr/web/anti-human-trafficking/news/-
/asset_publisher/fX6ZWufj34JY/content/round-table-on-action-against-trafficking-in-human-beings-in-
the-digital-age (retrieved on September 20, 2021); GRETA, “8" general report on GRETA’s activities
covering the period from 1 January to 31 December 2018,” Council of Europe, 2019, p. 20; GRETA, “9
general report on GRETA'’s activities covering the period from 1 January to 31 December 2019,” Council
of Europe, 2020, 117, 8, 43; GRETA, “11" general report on GRETA’s activities covering the period
from 1 January to 31 December 2021,” Council of Europe, 2022

101 GRETA, “Report concerning the implementation of the Council of Europe Convention on Action
against Trafficking in Human Beings by Spain - Second evaluation round,” Council of Europe, 2018,
1 266; GRETA, “Report concerning the implementation of the Council of Europe Convention on Action
against Trafficking in Human Beings by Romania - Second evaluation round,” Council of Europe, 2016,
1 198; GRETA, “Report concerning the implementation of the Council of Europe Convention on Action
against Trafficking in Human Beings by France - Second evaluation round,” Council of Europe, 2017,
1 285. The topic is not mentioned in the reports for the third round of evaluation.

102 See infra Part 1. Title 1. Section 2. . N. Le Coz, “Les apports du droit européen et du Conseil de
'Europe a la lutte contre la traite des étres humains,” in B. Lavaud-Legendre (ed.), Prostitution
nigériane : entre réves de migration et réalités de la traite, EdKarthala, Hommes et sociétés, 2013,
p. 168, evaluation on the basis of the Committee of ministers, “Recommendation Rec(2005)10 on
'special investigation techniques' in relation to serious crimes including acts of terrorism,” Council of
Europe, April 20, 2005, p. 10

103 |t is also a topic of priority for human trafficking, in particular regarding sexual tourism harming minors.
In this regard, Section F3 of the Paris Tribunal judiciaire noted that extraterritorial competence is indeed
applied for sexual tourism against minors. Nevertheless, those cases are not prosecuted in France for
human trafficking, but for infantile pornography (Articles 227-21-1 to 227-28-3 of the Code pénal) or rape
(Articles 222-22 to 222-33-1 of the Code pénal). Interestingly, pornography is included in the list of kinds
of exploitation in Spain, Article 177 bis.1.b of the Cédigo Penal. In the United States, the Prosecutorial
Remedies and Other Tools to end the Exploitation of Children Today (PROTECT) Act was passed with
this objective, K.D. Breckenridge, “Justice Beyond Borders: A Comparison of Australian and U.S. Child-
Sex Tourism Laws,” Pacific Rim Law & Policy Journal, 2004, vol. 13, p. 404; A. Fraley, “Child Sex
Tourism Legislation Under the PROTECT Act: Does It Really Protect?,” St. John’s Law Review, 2005,
vol. 79, no. 2, p. 444. Similarly, the Trafficking Victims Protection Act of the United States has been
extended to include extraterritorial competence since 2008, M.Y. Mattar, “Interpreting Judicial
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First, the investigations are mainly reactive'® due to the discovery of evidence on the
territory or to the complaints of victims.'% Second, the results of the repression are still
limited. Globally, the United States estimates that more than 115,000 victims were
identified in 2022, while fewer than 5,600 exploiters were convicted.1% In France, there
were only 20 convictions in 2018 for human trafficking'®” while associations assisted
almost 3,000 victims the same year.1%8 In 2021, there were 24 convictions for trafficking
in Spain while 1,626 persons were detected and assisted under the framework protocol
for protection of victims of human trafficking, although assistance under this framework
is limited to the assistance of trafficked victims trafficked for sexual exploitation.1%®
Comparatively, in 2021, 505 victims were identified in Romania, and 175 people were

definitively convicted of human trafficking.1°

158. Conclusion of the section. Due to the difficulty of raising human trafficking as
a political priority, jurisdiction does not seem to be questioned, although it is applied
regarding cybercrimes. Jurisdiction is indeed a materialization of sovereignty by
defining the scope of the exercise of coercion. Nevertheless, if countries would like to
expand their competence to strengthen their action against cyber trafficking, they can
rely on various grounds of competence, both as an extension of territory by linking
cyberspace to the physical space of the state and by the application of extraterritorial

Interpretations of the Criminal Statutes of the Trafficking Victims Protection Act: Ten Years Later,”
American University Journal of Gender Social Policy and Law, 2011, vol. 19, no. 4, pp. 1290-1294

104 Compared to proactive investigations, understood as an investigation where “investigators decide
when and where to launch the investigation, direct the investigation as they see fit, and control the
investigation to its conclusion,” Global programme against trafficking in human beings, “Toolkit to
Combat Trafficking in Persons,” UNODC, UN, 2008, p. 178

105 K. Mitchell, d. boyd, Understanding the role of technology in the commercial sexual exploitation of
children: the perspective of law enforcement, Crimes against Children Research Center, University of
New Hampshire, November 2014; A. Farrell, C. Owens, J. McDevitt, “New laws but few cases:
understanding the challenges to the investigation and prosecution of human trafficking cases,” Crime,
Law and Social Change, March 2014, vol. 61, no. 2, pp. 139-168. This is confirmed by French
professionals, especially the OCRTEH and the OCLTI. The Section F3 of the Tribunal judiciaire of Paris
confirmed the absence of the exercise of extraterritorial jurisdiction in their cases. Similarly in Belgium,
see F. Kurz, “Prosecution of trafficking in human beings in civil law systems The example of Belgium,”
in R.W. Piotrowicz, C. Rijken, B.H. Uhl (eds.), Routledge handbook of human trafficking, Routledge,
Taylor & Francis Group, 2018, p. 232

106 Department of State, “Trafficking in persons report,” US, June 2023, p. 77

107 GRETA, “Evaluation Report - France - Third evaluation round - Access to justice and effective
remedies for victims of trafficking in human beings,” Council of Europe, February 18, 2022, § 105

108 A, Sourd, A. Vacher, La traite des étres humains en France Profil des victimes suivies par les
associations en 2018, Troisieme enquéte annuelle, Observatoire national de la délinquance et des
réponses pénales, Mission interministérielle pour la protection des femmes contre les violences et la
lutte contre la traite des étres humains, 2019

109 GRETA, “Evaluation Report - Spain - Third evaluation round - Access to justice and effective
remedies for victims of trafficking in human beings,” Council of Europe, June 12, 2023, 1 114

110 Agentia Nationald impotriva Traficului de Persoane, “Raport Anual privind fenomenul traficului de
persoane in anul 2021,” Romania, 2022, pp. 9, 22
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grounds of competence. However, these tactics rely on an “extensive interpretation,
numerous exceptions and a partial dilution”*'! of basic concepts, which would
challenge tribunals in applying these rules and in introducing coherence between them.
Once a state has jurisdiction to prosecute cyber trafficking, it can also rely on the

extension of its means of coercion to secure prosecutions and fortify its sovereignty.

Section 2. Cyber human trafficking: a wide extension of the material
scope of the state’s digital legitimate coercion

159. After considering where cyber trafficking can be prosecuted, states must
consider how to prosecute it. Law enforcement authorities need evidence to secure
convictions and to officially recognize the status of trafficked victims among those
identified. Given the evolution of the modus operandi of trafficking, the means of
coercion will need to be extended to include new types of digital coercion (81). Thus,
the studied states will rely on similar investigative techniques, applicable to trafficking
(82).

84. The need to extend investigative techniques to prosecute cyber trafficking

160. As the material elements of human trafficking take advantage of cyberspace
and new technologies, they produce new sources of evidence. Underscoring the limits
of classical trafficking investigations, based on victims’ testimonies (I), new
opportunities arise by using new technologies to secure prosecutions, thus making use
of extended means of digital coercion by the sovereign state (l1).

I. The limits of classical investigative techniques

161. Identifying victims. Traditionally, investigations into human trafficking rely
heavily on victims’ testimonies,'? particularly to demonstrate the coercive nature of

the offense.’'® Consequently, law enforcement authorities should first identify the

111 M. Van de Kerchove, “Eclatement et recomposition du droit pénal,” Revue de science criminelle et
de droit pénal comparé, Dalloz, 2000, p. 8

112 A, Farrell, C. Owens, J. McDevitt, “New laws but few cases,” op. cit. note 105, p. 158; K. Bales, S.
Lize, “Investigating Human Trafficking,” FBI Law Enforcement Bulletin, April 2007, vol. 76, no. 4, p. 26

113 A, Farrell, B. Kane, “Criminal Justice System Responses to Human Trafficking,” in J. Winterdyk, J.
Jones (eds.), The Palgrave International Handbook of Human Trafficking, Springer International
Publishing, 2020, p. 653
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victims,4 but, many obstacles limit this process.*® One is the failure “of local officials
to prioritize the problem of human trafficking and inadequate training to prepare law
enforcement and other first responders to identify cases.”1® Additionally, lack of
identification can be seen as a consequence of “the hidden nature of the crime.”t’
Identification is further hindered by a lack of self-identification as victims, which can be
due to numerous factors: “no knowledge of their rights”; the “accept[ance of]
exploitation, as a means to an end,” which may be migration; or when the “exploitation
takes place within the setting of a relationship.”*8

162. Obtaining testimonies. Once victims are identified, their participation in the
criminal investigation is not automatic. According to INTERPOL, “less than 0.5% of

victims worldwide agree to testify,”*'® and law enforcement authorities face many

114 Moreover, “The possibility for identification is frequently the only limit preventing further abuses”: The
identification is needed for both aspects of criminal law, which are, the prosecution of offenders and the
protection of victims, S. Howell, “Systemic Vulnerabilities on the Internet and the Exploitation of Women
and Girls: Challenges and Prospects for Global Regulation,” in H. Kury, S. Redo, E. Shea (eds.), Women
and Children as Victims and Offenders: Background, Prevention, Reintegration, Springer International
Publishing, 2016, p. 588

115 Regarding victims of trafficking for labor exploitation in Spain, Villacampa Estiarte summarizes
various elements that challenge obtaining testimonies: the fear to file a complaint against the offender,
the fear to be deported due to an undocumented situation, not speaking the language, the lack of self-
identification, the lack of cooperation with law enforcement authorities, and the difficulty to check the
identity of the victims, C. Villacampa Estiarte, “Dificultades en la persecucién penal de la trata de seres
humanos para explotacion laboral,” Indret: Revista para el Andlisis del Derecho, Universitat Pompeu
Fabra, 2022, no. 2, p. 182

116 A Farrell, “Improving Law Enforcement Identification and Response to Human Trafficking,” in J.
Winterdyk, B. Perrin, P.L. Reichel (eds.), Human trafficking: exploring the international nature, concerns,
and complexities, CRC Press, 2012, p. 185

117 A, Farrell, C. Owens, J. McDevitt, “New laws but few cases,” op. cit. note 105, p. 158

118 M. van Meeteren, J. Hiah, “Self-Identification of Victimization of Labor Trafficking,” in J. Winterdyk, J.
Jones (eds.), The Palgrave International Handbook of Human Trafficking, Springer International
Publishing, 2020, pp. 1608-1609. Indeed, “Complex relationships that frequently exist between victims
and the perpetrators of human trafficking [...] fuel the underreporting of the crime,” M. van der Watt, “A
Complex Systems Stratagem to Combating Human Trafficking,” in J. Winterdyk, J. Jones (eds.), The
Palgrave International Handbook of Human Trafficking, Springer International Publishing, 2020, p. 765.
In that respect, the lover boy method could be mentioned, which consists of the trafficker making the
victim fall in love with him, A. Lavorgna, Transit crimes in the Internet age: How new online criminal
opportunities affect the organization of offline transit crimes, Thesis, University of Trento, December
2013, p. 121; Department of State, “Trafficking in persons report,” US, June 2019, p. 200; B. Lavaud-
Legendre, C. Plessard, G. Encrenaz, Prostitution de mineures — Quelles réalités sociales et juridiques ?,
Rapport de recherche, Université de Bordeaux, CNRS - COMPTRASEC UMR 5114, October 30, 2020,
p. 26; F. Bovenkerk, M. van San, “Loverboys in the Amsterdam Red Light District: A realist approach to
the study of a moral panic,” Crime, Media, Culture: An International Journal, August 2011, vol. 7, no. 2,
pp. 185-199

119 L. Trautman, M. Moeller, “The Role of the Border and Border Policies in Efforts to Combat Human
Trafficking: A Case Study of the Cascadia Region of the US-Canada Border,” in J. Winterdyk, J. Jones
(eds.), The Palgrave International Handbook of Human Trafficking, Springer International Publishing,
2020, p. 994
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obstacles to obtaining victims’ testimony.'?® One is the personal nature of the
victimization and the trauma it causes.'?!. A first solution is to make ensure that “the
victim gains continued presence and begins accessing care and protection.”?? This
practical topic raises the complementarity of the crime control approach and the human
rights approach.'?® Additionally, poor “relationships between potential human
trafficking victims and the police”?* limit the likelihood of victims testifying. Indeed,
victims fear the police, often because traffickers lie “about police brutality and
deportation,”?® asserting that what the victims are doing is illegal.*?® To foster trust and
comfort, law enforcement authorities should also consider that victims “may be more
willing to talk to someone of the same gender” or to someone fluent in their
language.*?” MoreoverArticle 26 of the Warsaw Convention considers that states can
“provide for the possibility of not imposing penalties on victims for their involvement in
unlawful activities, to the extent that they have been compelled to do so,” which is a

120 The United States' guide for law enforcement authorities investigating human trafficking outlines at
least seventeen reasons why victims may refuse to testify: “e Threaten victims with arrest or deportation
* Threaten to harm or kill family in the victim's homeland « Use debt and other fines in order to create an
insurmountable "peonage" situation in which the victim must work off a debt or face punishment. [...] *
Move victims from location to location or trading them from one establishment to another resulting in a
situation where victims may not know which town or state they are in and are less able to locate
assistance ¢ Create a dependency using tactics of psychological and emotional abuse in much the same
way a batterer behaves toward their intimate partner in a dynamic of domestic violence * Dictate or
restrict movement « Isolate victims who do not speak English [...] « Confiscate papers and legal
documents *» Misrepresent U.S. laws and consequences for entering the country illegally « May not
perceive themselves as victims because they do not know their rights « Feel shame about the type of
work they were made to do « Feel ashamed to admit victimization [...] « Believe that any debts are their
obligation to repay (some may have even signed a contract) « Fear law enforcement because of their
illegal status [...] « View their situation as temporary [...] « Mistrust law enforcement because officers in
their home country may be corrupt and even directly involved in the trafficking trade « Choose to remain
in the situation rather than reporting the crime to keep family safe from retribution,” Department of
Justice, International Association of Chiefs of Police, “The crime of human ftrafficking - A Law
Enforcement Guide to Identification and Investigation,” US, January 1, 2007, pp. 9-10

121 M. Graw Leary, “Fighting Fire with Fire: Technology in Child Sex Trafficking,” Duke Journal of Gender
Law & Policy, 2014, vol. 21, pp. 291-292. “Females from some cultures may be reluctant to seek
assistance in these cases because of the shame and stigmatization that might come from disclosing
their experience. [...] Males from some cultures, particularly those with a very rigid concept of
masculinity, may not want to admit their victimization,” K. Bales, S. Lize, “Investigating Human
Trafficking,” op. cit. note 112, p. 29

122 K. Bales, S. Lize, “Investigating Human Trafficking,” op. cit. note 112, p. 26

123 K. Bruckmiiller, S. Schumann, “Crime Control versus Social Work Approaches in the Context of the
'3P' Paradigm - Prevention, Protection, Prosecution,” in J. Winterdyk, B. Perrin, P.L. Reichel (eds.),
Human trafficking: exploring the international nature, concerns, and complexities, CRC Press, 2012,
p. 124

124 A, Farrell, “Improving Law Enforcement Identification and Response to Human Trafficking,” op.
cit. note 116, p. 185

125 K. Bales, S. Lize, “Investigating Human Trafficking,” op. cit. note 112, p. 27

126 Especially since law enforcement authorities may prosecute victims instead of assisting them, for
instance, due to a lack of training.

127 K. Bales, S. Lize, “Investigating Human Trafficking,” op. cit. note 112, p. 29
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legal protection against the prosecution of trafficked victims. Although it is not a
mandatory provision, the Directive 2011/36/EU made it compulsory.'?® Finally, fear of
retaliation from their traffickers can prevent victims from testifying.*?® One solution to

this problem could be witness protection.3°

163. Limited use of testimonies. Even when victims are identified and are willing
to testify, they will not always offer information that is vital for the criminal prosecution.
First, “Victims may not have sufficient information about criminal networks.”3!
Regarding cyber trafficking, victims may not know the real name of their trafficker; their
phone number, if they communicate through a tool that does not require it; or their
address. However, even if the victim provides evidence, the credibility of their
testimony can be questioned.'3? Doubts regarding their statement can result from the
original lack of self-identification, the original voluntary migration, or a drug addiction.133
This is usually a result of stereotypes or a lack of training of law enforcement
authorities.

164. Since the primary source of evidence for the prosecution of human trafficking

128 Article 8 of Directive 2011/36/EU. It is still possible to object that this provision is not completely
mandatory, as it is limited by the expression “in accordance with the basic principles of their legal
systems.” This principle is recognized specifically for human trafficking at Article 177 bis.11 of the Codigo
penal and Article 20 of the Lege privind prevenirea si combaterea traficului de personae (although for
only a limited list of offenses). The principle of non-punishment of persons who committed offenses
under constraint is generally recognized at Articles 23-25 of the Codul penal (regarding physical and
moral constraints) and at Article 122-2 of the Code pénal (“A person who has acted under the influence
of force or coercion which they could not resist is not criminally liable”).

129 M. Graw Leary, “Fighting Fire with Fire,” op. cit. note 121, pp. 291-292

130 Article 28 of the Warsaw Convention and Article 12.3 of the EU directive. Regarding national
frameworks: France: Articles 706-57 to 706-63 of the Code de procédure pénale; Romania: Lege
682/2002 privind protectia martorilor, Articles 125-130 of the Codul de Procedurd Penala and Articles
26 and 27 of the Lege privind prevenirea si combaterea traficului de personae; Spain: Ley Orgéanica
19/1994 de proteccién a testigos y peritos en causas criminals and Articles 19 to 26 of the Ley 4/2015
del Estatuto de la victima del delito.

131 A Farrell, B. Kane, “Criminal Justice System Responses to Human Trafficking,” op. cit. note 113,
p. 647

132 A, Herz, “Human Trafficking and Police Investigations,” in J. Winterdyk, B. Perrin, P.L. Reichel (eds.),
Human trafficking: exploring the international nature, concerns, and complexities, CRC Press, 2012,
p. 131. In particular, in Spain, the Tribunal Supremo developed criteria to test the credibility of
testimonies of victims of gender-based violence that might be applied to victims of trafficking, despite
their possible contradiction with the consequences of the victims’ trauma. Those are: the relationship
with the offender, the confirmation of the facts by other proofs, and the consistency of the testimony
prolonged in time, repeatedly expressed, and set out without ambiguity or contradiction, M. Ibafiez
Solaz, “Algunas consideraciones sobre la prueba en los delitos de violencia de género,” in E. Martinez
Garcia (ed.), La prevencion y erradicacion de la violencia de género: un estudio multidisplinar y forense,
Aranzadi, 2012, p. 450; A. Planchadell Gargallo, “Investigaciéon y enjuiciamiento del delito de trata:
aspectos procesales desde la jurisprudencia,” in C. Villacampa Estiarte, A. Planchadell Gargallo (eds.),
La trata de seres humanos tras un decenio de su incriminacién: ¢es necesaria una ley integral para
luchar contra la trata y la explotacion de seres humanos?, Tirant lo Blanch, 2022, pp. 876-879

133 A Farrell, C. Owens, J. McDevitt, “New laws but few cases,” op. cit. note 105, p. 160
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is difficult to obtain and sometimes fails to convince judges, investigations should not
rely only on the testimonies of victims.*3 It is internationally agreed that “investigations
and prosecutions [should be conducted] without relying solely and exclusively on
witness testimony.”3% As cyber trafficking creates new tracks,'3 it offers new

opportunities to exercise digital coercion and facilitate the repression of the offense.

Il. The advantages of digital investigative techniques

165. Defining digital investigative techniques. To begin with, what is a “digital
investigative technique”?3’ Roussel defines it as any act of investigation aimed at
obtaining data,**® which can be defined as the “representation of information for
automatic processing.”*3® Data is a broadly interpreted concept, “regardless of the
nature or content of the information, and the technical format of presentation.”4°
Automatic processing is also widely broadly interpreted.4! Within digital investigative
techniques, Roussel distinguishes between invasive and non-invasive techniques. The

latter means to “extract data that is the property of the administration,”*4? for example,

134 1t is even considered in Article 9.2 of the Directive 2011/36/EU, and Article 27.1 of the Warsaw
Convention. It has been underlined by the EU, see European Commission, “Report on the progress
made in the fight against trafficking in human beings as required under Article 20 of Directive 2011/36/EU
on preventing and combating trafficking in human beings and protecting its victims,” EU, May 19, 2016,
p. 12, COM(2016) 267 final

135 OSCE, “Decision No. 557: OSCE Action Plan to Combat Trafficking in Human Beings,” July 24, 2003,
p. 3, PC.DEC/557

136 |n particular, Bowen cites, along with experts and material evidence, “mobile phone downloads, cell
site analysis, and downloads from personal computers belonging to the suspect, forensic evidence to
link suspects to victims, evidence from closed-circuit television (CCTV), and police surveillance
evidence,” P. Bowen, “Prosecution of cases of human trafficking in a common law system,” in R.W.
Piotrowicz, C. Rijken, B.H. Uhl (eds.), Routledge handbook of human trafficking, Routledge, Taylor &
Francis Group, 2018, p. 215

137 The Council of Europe relies on a more limited concept: special investigative techniques, which are
also used in national frameworks, Committee of ministers, Recommendation Rec(2005)10 on “special
investigation techniques” in relation to serious crimes including acts of terrorism, op. cit. note 102.
Because, for example, Article 9.4 of the EU directive does not specify investigative techniques, the term
“digital investigative techniques” will be used instead.

138 B, Roussel, Les investigations numériques en procédure pénale, Thesis, Université de Bordeaux,
July 7, 2020, 1 211

139 European Commission for the Efficiency of Justice, “European ethical Charter on the use of Atrtificial
Intelligence in judicial systems and their environment,” Council of Europe, December 4, 2018, p. 70

140 Article 29 Data Protection Working Party, “Opinion 4/2007 on the concept of personal data,” EU,
June 20, 2007, p. 28

141 Processing is defined by Article 4.2 of the GDPR and Article 3.2 of the Law Enforcement Directive
as “any operation or set of operations which is performed on personal data or on sets of personal data,
whether or not by automated means, such as collection, recording, organization, structuring, storage,
adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or
otherwise making available, alignment or combination, restriction, erasure or destruction.” Automatic
processing is defined by Convention n°108 of the Council of Europe. Regarding digital investigative
techniques, they are not limited to obtaining personal data but all kinds of data.

142 B. Roussel, Les investigations numériques en procédure pénale, op. cit. note 138, § 214
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an inquiry in an open-access database or one operated by an administration. On the
contrary, invasive digital investigative techniques “are at the meeting point of coercive
and intrusive measures, for which the judicial authorities carry out strong and active
actions in their search for elements.”'4® These are, for instance, data searches, in a
physical space such as a house or in cyberspace such as by accessing a Facebook
account. As they represent the core of digital legitimate coercion in criminal procedure
law and, thus, of sovereignty, this study is limited to invasive digital investigative

techniques.

166. Categories of digital investigative techniques. A line can be drawn between
strictly digital techniques and broadly technological techniques.'#* The former takes
place in the digital space, with or without a connection to cyberspace. For example,
when local data are examined on a computer, one does not always enter cyberspace.
Conversely, accessing a cloud save of WhatsApp conversations implies entering
cyberspace. Technological techniques can include non-digital strategies such as
geotagging through localization by satellites, or wiretapping through offline
microphones. However, as these techniques often rely on digital automated processing
and are meant to obtain data, they are included in this study.

167. Categories of data. Data, notably from phones,'*® are thus called “evidentiary
gold mines.”**® Data can be divided into two types: content data and metadata. In
general, content data is what is searched for; it is defined as “any data in a digital

format, such as text, voice, videos, images, and sound.”**” The data can be all of the

143 |bid. 7 215

144 Second, such techniques can also be divided between all-digital techniques and physical and digital
techniques. One example is the implementation of malware on a computer or phone. If malware can be
installed remotely, such as via email, the technology would be entirely digital. On the contrary, if the law
enforcement agents must have access to the device, by arresting the owner or entering a physical space
(a house, for instance), then the technique would be both physical and digital.

145 M. Latonero, The Rise of Mobile and the Diffusion of Technology-Facilitated Trafficking, Center on
Communication Leadership & Policy, University of Southern California, November 2012, p. 28; D.M.
Hughes, “Trafficking in Human Beings in the European Union: Gender, Sexual Exploitation, and Digital
Communication Technologies,” SAGE Open, December 18, 2014, vol. 4, no. 4, p. 6

146 Department of State, “Trafficking in persons report,” US, June 2013, p. 14. See also R. Leary, J.
Thomas, “How Complexity Theory is Changing the Role of Analysis in Law Enforcement and National
Security,” in B. Akhgar, S. Yates (eds.), Intelligence Management, Springer London, Advanced
Information and Knowledge Processing, 2011, pp. 65-66. It is especially useful when it includes the
“record of all transactions and communications,” D.M. Hughes, “Trafficking in Human Beings in the
European Union,” op. cit. note 145, p. 6

147 Article 3.12 of the Regulation (EU) 2023/1543 of the European Parliament and of the Council of 12
July 2023 on European Production Orders and European Preservation Orders for electronic evidence
in criminal proceedings and for the execution of custodial sentences following criminal proceedings (the
E-evidence regulation) and Article 4.3.b of the European Commission, Proposal for a regulation of the
European Parliament and of the Council concerning the respect for private life and the protection of
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short message service (SMS) communications between a victim and their trafficker,
considered the “golden evidence.”**® Additionally, law enforcement authorities can
extract metadata, understood as “data processed in an electronic communications
network for the purposes of transmitting, distributing, or exchanging electronic
communications content.”4% Therefore, using the SMS example, metadata would be
the time of sending and reception of a communication. Metadata can also be important
in relation to pictures, that “often contain[ing] identifying information such as who owns
the file.”*%° There are various categories of metadata. Identification data refers to “data
requested for the sole purpose of identifying the user, [meaning Internet Protocol (IP)]
addresses and, where necessary, the relevant source ports and time stamp, namely
the date and time, or technical equivalents of those identifiers and related
information.”'>! These data are not likely to constitute major evidence in cyber
trafficking investigations, but they are needed to access other data, especially content
data. For instance, access data are needed to access a Facebook account.'>2 Another
important type of metadata is localization data, defined as “any data processed in an
electronic communications network or by an electronic communications service,
indicating the geographic position of the terminal equipment.”>® Geotagging is often

seen as a useful digital investigative technique to investigate cyber trafficking.>*

168. Avoiding technological solutionism. The objective of these techniques is to

obtain a different type of evidence, especially when prosecuting cyber trafficking. The

personal data in electronic communications and repealing Directive 2002/58/EC (Regulation on Privacy
and Electronic Communications), January 10, 2017, COM(2017) 10 final

148 J L. Musto, d. boyd, “The Trafficking-Technology Nexus,” Social Politics, 2014, vol. 21, no. 3, p. 472
149 Article 4.3.c of the Proposal for a regulation on Privacy and Electronic Communications

150 J, Middleton, “From the Street Corner to the Digital World: How the Digital Age Impacts Sex
Trafficking Detection and Data Collection,” in J. Winterdyk, J. Jones (eds.), The Palgrave International
Handbook of Human Trafficking, Springer International Publishing, 2020, p. 474

151 Article 3.10 of the E-evidence regulation

152 S, Raets, J. Janssens, “Trafficking and Technology: Exploring the Role of Digital Communication
Technologies in the Belgian Human Trafficking Business,” European Journal on Criminal Policy and
Research, October 26, 2019, p. 12

153 Article 2.c of the directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002
concerning the processing of personal dataand the protection of privacy in the electronic
communications sector (Directive on privacy and electronic communications)

154 J.L. Musto, d. boyd, “The Trafficking-Technology Nexus,” op. cit. note 148, p. 469; T. Guberek, R.
Silva, “Human Rights and Technology”: Mapping the Landscape to Support Grantmaking, PRIMA, Ford
Foundation, August 2014, p. 24; R. Konrad, A. Trapp, T. Palmbach, “Overcoming Human Trafficking via
Operations Research and Analytics: Opportunities for Methods, Models, and Applications,” European
Journal of Operational Research, June 1, 2017, vol. 259, no. 2, p. 14. For example, “Thailand has turned
to satellites to tackle forced labor among fishermen in its lucrative seafood industry,” K. Guilbert,
“Chasing shadows: can technology save the slaves it snared?,” Reuters, June 21, 2018, online
https://www.reuters.com/article/us-technology-trafficking-fight-insight-idUSKBN1JHO005 (retrieved on
March 18, 2021)
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ultimate goal is to place less pressure on victims;'>° law enforcement will no longer rely
solely on victims’ testimonies.*>® However, a warning is needed against technological
solutionism. This philosophy “would postulate the existence of a technical solution to
any problem,.”%” bBut technology is not “always the solution.”**® Focusing solely on
prosecuting traffickers and downplaying the importance of victims’ testimonies to the
point where identifying them is not a priority undermines the state’s sovereignty by
impeding this duty to protect.'>® Both sides of the criminal law objectives should always
be considered. Classical and digital investigative techniques are complementary, with
the proportion of each depending on the circumstances of each case. All digital

evidence always aims, in the end, at “offline operations."1°

169. Thus, digital investigative techniques appear to be of particular interest to
prosecuting trafficking and fostering the protection of victims. These general
considerations should be complemented by specific explanations of some legally

available digital investigative techniques in national frameworks.

85. The extension of digital investigative technigues to cyber trafficking
prosecutions

170. To exercise their sovereignty, each state provides a list of investigative
techniques, including digital ones. Because criminal law and criminal procedure law

are the pinnacle of sovereignty, they are primarily national in nature, employing the

155 J. Musto, “The Limits and Possibilities of Data-Driven Anti-trafficking Efforts,” Georgia State
University Law Review, May 1, 2020, vol. 36, no. 4, p. 1158

156 A, Farrell, C. Owens, J. McDevitt, “New laws but few cases,” op. cit. note 105, p. 158. This priority
has been explicitly underlined by the OCLTI. For example, they want to develop observations using 360°
cameras to better understand and record housing conditions and eventually, in a few years, be able to
return to the scene via a virtual reality headset. By avoiding multiple hearings, it is possible to better
elicit the empathy of those who witness the scene while minimizing the impact on the victims. Another
example could be the mandatory recording of the hearings of minors for human trafficking, Article 706-
52 of the Code de procédure pénale.

157Y. Meneceur, L’intelligence artificielle en procés: Plaidoyer pour une réglementation internationale et
européenne, Bruylant, 2020, p. 2. It is what Pierre Ducassé called “technophilia.” He also considered
two other approaches to technology. The second one is “anti-technicism,” with a traditional distrust to
technology; the third one is “indifference,” considering technology as neutral and insignificant for
guestioning the world’s problems.

158 M. Broussard, Artificial unintelligence: how computers misunderstand the world, The MIT Press,
2018, pp. 7-8

159 |, Chen, C. Tortosa, “The Use of Digital Evidence in Human Trafficking Investigations,” Anti-
Trafficking Review, April 27, 2020, no. 14, p. 123. Part of the healing process for victims can actually
include their participation in criminal proceedings and expressing what happened to them (although it
should always remain voluntary).

160 S, Yu, “Human Trafficking and the Internet,” in M. Palmiotto (ed.), Combating human trafficking: a
multidisciplinary approach, CRC Press, 2015, pp. 69-70
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most harmful forms of coercion to fundamental rights. However, criminal procedure
laws usually include similar investigative techniques, even if the regimes differ (ll).
Indeed, despite criminal procedure law being one of the last legal disciplines to be
open to supranational harmonization,'%! the realities of technical capacities shape
digital investigative techniques, and all of these techniques are available to investigate

human trafficking (1).

I. Digital investigative techniques: wide applicability to cyber human
trafficking cases

171. Techniques available for any offenses. Some digital investigative
techniques are available for the investigation of any offense, and these strategies
includes one of the most common investigative techniques, digital search and seizure,
which is widely available in France,'¢? Spain,63 and Romania.®* Additionally, in Spain,
geotagging can be applied to the investigation of any offense,'%® while in France,
geotagging is similarly widely applicable when direct localization is obtained through
the victim's equipment.1%6 Lastly, in Romania, the interception of the victim’s
communications is available to investigate any offense when requested by the
victim.16” Therefore, all of these digital techniques are applicable to the investigation of
cyber human trafficking cases.

172. Techniques considering a threshold. Other investigatory methods establish
a threshold to limit the investigation to offenses with a certain level of seriousness. As
such, in France'®® and Spain,'®° various techniques—especially the interception of

161 . Arroyo Zapatero, “Quelle méthode pour une harmonisation pénale ?,” Revue Européenne du Droit,
Groupe d’études géopolitiques, 2021, vol. 2, no. 1, p. 8

162 During the investigation for flagrancy, Articles 56 and following of the Code de procédure pénale; the
preliminary investigation, Articles 76 and following; and the judicial information, Articles 92 and following
163 Articles 588 sexies a to c, of the Ley de Enjuiciamiento Criminal, in relation to Articles 545 to 578, in
the absence of specific provision

164 Article 168 of the Codul de Procedura Penala, in the absence of specific provision

165 As long as the measure is necessary and proportionated, Article 588 quinquies b of the Ley de
Enjuiciamiento Criminal. Similarly, recording of images in public spaces, Article 588 quinquies a. As this
technique is not regulated in France due to the lack of interference with privacy, it is also open to the
investigation of any offense, Cour de Cassation, Chambre criminelle, April 6, 2022, no. 21-84092; Cour
de Cassation, Chambre criminelle, May 7, 2019, no. 18-85596

166 Article 230-44 of the Code de procédure pénale

167 Article 140.9 of the Codul de Procedura Penala

168 Interceptions of communications, Article 100 of the Code de procédure pénale. Geotagging, Article
230-32. Recording of images in public places by means of airborne devices, Article 230-47.

169 Interceptions of communications, Article 588 ter a of the Ley de Enjuiciamiento Criminal, in relation
to Article 579.1.1°. This section covers the use of technical devices (such as an IMSI-catcher) to identify
terminals by capturing device or component identification codes, Article 588 ter I. However, the scope
of this latter technique is not explicitly stated. Image and voice recording, Article 588 quater b.2.a.1°.
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communications—are limited to offenses punishable by at least three years of
imprisonment. Although this threshold has been criticized for being low,7? it allows for
the use of these approaches in the investigation of cyber human trafficking cases in

both countries.1’1

173. Techniques limited to specific circumstances. Other digital investigative
techniques are applicable to the investigation of offenses committed under certain
circumstances. In the French and Spanish frameworks, two main categories of
circumstances are the commission of an offense through electronic communications
or the commission of an offense within a criminal organized group. The first
circumstance is particularly important for the applicability of cyber infiltration in France
and of legal hacking and secret remote searches in Spain, which would be the case
for cyber human trafficking.1’?> The second circumstance is almost unnecessary to
reach, as cyber trafficking fits in the main scope of the studied techniques.'”3

174. Techniques considering human trafficking. In Romania, all electronic
surveillance techniques!’® and infiltration!”® are limited to a list of offenses, including

human trafficking. In France, special investigation methods'’® are similarly limited to a

Cyber infiltration, Article 282 bis.6 in relation to Article 588 ter a y 549.1.1°. Human trafficking committed
by a criminal organized group is explicitly considered in the latter, Article 282 bis.4.c, but the offense
falls within the main scope.

170 J. Vegas Torres, “Las medidas de investigacion tecnoldgica,” in M. Cedefio Hernan (ed.), Nuevas
tecnologias y derechos fundamentales en el proceso, Aranzadi, Estudios, 1st ed., 2017; F. Bueno de
Mata, Las diligencias de investigacion penal en la cuarta revolucién industrial: principios teéricos y
problemas préacticos, Thomson Reuters Aranzadi, Aranzadi derecho penal no. 1151, Primera edicion,
2019, 2019, p. 67. It has also been criticized from its lack of harmonization, in Spain, with the thresholds
of the Cddigo penal, R. Bellido Penadés, La captacién de comunicaciones orales directas y de imagenes
y su uso en el proceso penal (propuestas de reforma), Tirant lo Blanch, 2020, p. 100. It could further be
criticized for not being harmonized for techniques with a different level of impact on privacy, from
instance, no difference is made between the recording of image and voice in Spain, Ibid. p. 146.

171 In France, the maximum sentence is seven years of imprisonment, Article 225-4-1 of the Code pénal.
In Spain, between five to eight years of imprisonment, Article 177 bis of the Cddigo penal.

172 Article 230-46 of the Code de procédure pénale and Article 588 septies a.1 of the Ley de
Enjuiciamiento Criminal. This category is also used in the scope of interception of communications
(Article 100 of the Code de procédure pénale and Article 588 ter a of the Ley de Enjuiciamiento Criminal)
173 Except for legal hacking and secret remote searches in Spain, for which both circumstances could
be equally used, Article 588 septies a.l1 of the Ley de Enjuiciamiento Criminal.

174 Interception of communication, access to a computer system, image and sound recording,
geotagging, Article 139.2 of the Codul de Procedura Penala

175 Articles 148.1.a and 150.1.a of the Codul de Procedura Penala

176 Interception of communication authorized outside a judicial information, Article 706-95 of the Code
de procédure pénale; remote access to electronic correspondence, Articles 706-95-1 and 706-95-2;
IMSI-catcher, image and voice recording, and legal hacking, Article 706-95-11
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list of offenses,'’” which includes human trafficking in its aggravated forms,'’® such as
when the victim was in contact with the trafficker through the use of an electronic
communication network for the dissemination of messages to a non-specified publict”®

or when the trafficking was committed by an organized group.*&

175. All digital investigative techniques studied are applicable to human trafficking,
particularly when facilitated by new technologies and committed partially online. These
scopes face an obvious lack of harmonization in the French and Spanish frameworks.
In particular, the French code is revised quite frequently to consider the evolution of
techniques,8! while the Spanish code was developed through comprehensive and

global reforms!® and the Romanian framework rests on a harmonized regulation.®

177 Part of the doctrine criticizes the lack of harmonization of all those techniques to prosecute organized
crime, M. Quéméner, “Fascicule 20 : La preuve numérique dans un cadre pénal - Articles 427 a 457,”
JurisClasseur Procédure pénale, LexisNexis, April 18, 2019, { 80

178 Aggravated circumstances include: when there are multiple victims, is from abroad or has recently
arrived in France, when the victim is exposed to an immediate risk of death or injury likely to result in
permanent mutilation or disability, when the victim suffer a long incapacity of work due to the level of
violence, when the trafficker is a person that is supposed to repress human trafficking or is part of law
enforcement authorities, when the offense has placed the victim in a serious material or psychological
situation (Article 225-4-2 of the Code pénal); when trafficking is accompanied with acts of torture (Article
225-4-4 of the Code pénal).

179 Article 225-4-2.3° of the Code pénal

180 Article 225-4-3 of the Code pénal

181 | oi n° 91-646 relative au secret des correspondances émises par la voie des télécommunications ;
Loi n° 2003-239 pour la sécurité intérieure ; Loi n° 2004-204 portant adaptation de la justice aux
évolutions de la criminalité ; Loi n° 2007-297 relative a la prévention de la délinquance ; Loi n° 2011-
267 d'orientation et de programmation pour la performance de la sécurité intérieure ; Loi n° 2014-372
relative a la géolocalisation ; Loi n° 2014-1353 renfor¢ant les dispositions relatives a la lutte contre le
terrorisme ; Loi n° 2016-731 renforcant la lutte contre le crime organisé, le terrorisme et leur
financement, et améliorant I'efficacité et les garanties de la procédure pénale ; Loi n° 2019-222 de
programmation 2018-2022 et de réforme pour la justice; Loi n° 2022-52 relative a la responsabilité
pénale et a la sécurité intérieure ; Loi n°® 2023-22 du 24 janvier 2023 d'orientation et de programmation
du ministére de l'intérieur

182 On the contrary, in Spain, all the techniques have been updated through the Ley Organica 13/2015
de modificacion de la Ley de Enjuiciamiento Criminal para el fortalecimiento de las garantias procesales
y la regulacion de las medidas de investigacion tecnolégica. Such reform has been motivated in
particular by the Decision 145/2014 of the Tribunal constitucional, which underlined the lack of detailed
legislation on those kinds of techniques, Tribunal Constitucional, September 22, 2014, no. 145/2014; F.
Otamendi Zozaya, Las ultimas reformas de la ley de enjuiciamento criminal una visién practica tras un
afio de vigencia, Dykinson, 2017, p. 23

183 Despite various reforms: Lege nr. 281/2003 privind modificarea si completarea Codului de procedura
penala si a unor legi speciale, Lege nr. 356/2006 pentru modificarea si completarea Codului de
procedura penala, precum si pentru modificarea altor legi, Lege nr. 255/2013 pentru punerea in aplicare
a Legii nr. 135/2010 privind Codul de procedura penala si pentru modificarea si completarea unor acte
normative care cuprind dispozitii procesual penale, Lege nr. 75/2016 privind aprobarea Ordonantei de
urgenta a Guvernului nr. 82/2014 pentru modificarea si completarea Legii nr. 135/2010 privind Codul de
procedura penala, Ordonanta de urgentd nr. 18/2016 pentru modificarea si completarea Legii nr.
286/2009 privind Codul penal, Legii nr. 135/2010 privind Codul de procedura penala, precum si pentru
completarea art. 31 alin. (1) din Legea nr. 304/2004 privind organizarea judiciara, and Lege nr. 219/2021
pentru modificarea si completarea Legii nr. 104/2008 privind prevenirea si combaterea producerii Si
traficului ilicit de substante dopante cu grad mare de risc
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Nevertheless, all of these techniques are available to investigate cyber trafficking by

looking for different types of evidence.

[I. Digital investigative techniques: similarities and small differences

176. While all three countries studied use the same digital investigative techniques,
in general, their methodology for regulation is different. The French techniques
methods are outlined in the code, depending on the stage of investigation® and on
the circumstances. On the contrary, in Spain, investigative techniques are included in
the same Title VIII and all rely on a common regime,'® which develops principles to

frame the application of these techniques.®® Similarly, in Romania, the code regulates

184 The French investigation is divided into three parts. Each part allows different actors to act within the
investigation or to control it and the regime of the investigative techniques depends on such division.
First, the investigation of flagrancy opens the possibility to realize the first observations and acts by the
police officers, under the control of the public prosecutor, for a duration of eight days, see Article 12 and
53 of the Code de procédure pénale. Second, the preliminary investigation is run by the police, acting
under the supervision of the public prosecutor, Article 75. As the public prosecutor is not an independent
and impartial judge, ECHR, Moulin v. France, November 23, 2010, no. 37104/06, 1 55-59, some
investigative techniques should rely on the authorization of the judge of liberties and custody. Finally,
the judicial information (the instruction in a strict sense) is mandatory for crimes and optional for
misdemeanors, Article 79. 94% of trafficking cases went to instruction between 2016 and 2020, Service
statistique ministériel de la sécurité intérieure, “La traite et I'exploitation des étres humains depuis 2016 :
une approche par les données administratives,” Interstats, October 2022, no. 49, p. 10

185 Articles 588 bis a to 588 bis k of the Ley de Enjuiciamiento Criminal. Such harmonization is quite
limited, as each technique specifies, for example, its duration and scope.

186 Article 588 bis a of the Ley de Enjuiciamiento Criminal. The principle of specialty “presupposes that
the measure is related to the investigation of a specific offense,” M.C. Ray6n Ballesteros, “Medidas de
investigacién tecnolégica en el proceso penal: la nueva redaccion de la Ley de Enjuiciamiento Criminal
operada por la Ley Organica 13/2015,” Anuario Juridico y Econémico Escurialense, Real Colegio
Universitario “Escorial-Maria Cristina,” 2019, no. 52, pp. 183-184. Consequently, “technological
research measures of a prospective nature that would amount to a blank authorization” are prohibited,
I. Lopez-Barajas Perea, “Garantias constitucionales en la investigacion tecnoldgica del delito: prevision
legal y calidad de la ley,” Revista de Derecho Politico, Universidad Nacional de Educacion a Distancia
(UNED), 2017, no. 98, p. 106. The suitability of the measure “will serve to define the objective and
subjective scope and duration of the measure by virtue of its usefulness.” The principles of exceptionality
and necessity limit the use of technological measures when “other less serious measures for the
fundamental rights of the investigated or accused person and equally useful for the clarification of the
facts” are not possible. Finally, the proportionality of the measure implies that “the sacrifice of the rights
affected must not be greater than the benefit resulting from its adoption for the public interest or third
parties,” R. Serra Cristdbal, “La vigilancia de datos y de comunicaciones digitales en la lucha por la
seguridad nacional: especial referencia a las previsiones legislativa de Espafia,” in F. Flores Giménez,
C. Ramon Chornet (eds.), Analisis de los riesgos y amenazas para la seguridad, Tirant lo Blanch,
Derechos humanos, 1st ed., 2017, pp. 126-128. As for the principle of proportionality, in its strict sense,
it considers in particular the seriousness of the punishable acts, depending on the penalty, “the nature
of the crime, the social relevance of the facts and the technological field of production,” I. L6pez-Barajas
Perea, “Garantias constitucionales en la investigacion tecnolégica del delito,” p. 105; J.J. Lépez Ortega,
“La utilizacion de medios técnicos de observacion y vigilancia en el proceso penal,” in J. Boix Reig, A.
Jarefio Leal (eds.), La proteccion juridica de la intimidad, lustel, 2010, p. 318; M. Cedefio Hernan, “Las
medidas de investigacion tecnologica. Especial consideracién de la captacion y grabacion de
conversaciones orales mediante dispositivos electronicos,” in M. Cedefio Hernan (ed.), Nuevas
tecnologias y derechos fundamentales en el proceso, Aranzadi, Estudios, 1st ed., 2017
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all electronic surveillance techniques through a common regime.'®’ Despite these
different methodologies, digital investigative techniques can be divided between those
one implemented with the knowledge of the concerned person (A) and those

implemented without it (B).

A. An investigative technique known to the concerned person: digital
searches

177. Digital data in material search. Searches were originally designed to look for
material objects such as documents, but with the evolution of new technologies, there
is now access to digital information. In general, digital searches must comply with the
general regime of searches, and, as a consequence, the affected person will usually
know about this technique. Two categories of digital searches can be implemented.
First, the law considers the search of digital data during a physical search. In particular,
it involves searching a set of “components that have the ability to write, retain, and
subsequently retrieve or read data on a storage medium.”'88 They can be divided into
three categories: magnetic devices, such as a hard disk; optical devices, such as a
digital versatile disc (DVD); or solid-state memory devices, such as a universal serial
bus (USB) flash drive.'® Therefore, if a computer is found during the search in the
house of the trafficker, authorities can extend their search to the data accessible from
it In France, police officers can “access, through a digital system located on the location
of the search, data relevant to the ongoing investigation and stored in that system or
in another digital system, provided that such data is accessible from or available to the
original system.”*®® French law does not require a specific authorization. On the
contrary, in Spain, the authorization should explicitty mention that the judge also
authorizes the registry of electronic devices.'®> A complementary authorization is
required to access the digital data,'®?> and another authorization—or one explicitly
mentioned in the original one—is required to access any data available from the device
but not stored in it.1*3 Thus, the authorization only to register and seize the device does

187 Articles 138 and following of the Codul de Procedura Penala

188 Fiscalia General del Estado, Circular 5/2019 sobre sobre registro de dispositivos y equipos
informaticos, el 6 de marzo de 2019, p. 30164

189 |bid.

190 Article 5791 of the Code de procédure pénale

191 Article 588 sexies a.1 of the Ley de Enjuiciamiento Criminal

192 Article 588 sexies c of the Ley de Enjuiciamiento Criminal

193 Article 588 sexies c.3 of the Ley de Enjuiciamiento Criminal
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not allow access to the data.'®* Similarly, in Romania, computer searches are based

on a specific authorization that should be extended to any further accessible system.%>

178. Digital search. The second situation is a computer search within the office of
law enforcement authorities. A trafficked victim interviewed at a police facility can be
willing to enter the access code for their Facebook account, which displays all
conversations with the trafficker. In France, the code provides the possibility to “access,
through a digital system located in a police or gendarmerie [...] unit, data relevant to
the current investigation and stored in another digital system, if [these data are]
accessible from the initial system.”°® In both situations, the French practice rests on a
droit de suite, (right to follow), meaning that “all the branches of this system, including
those located abroad, would then be subject to the same consultation procedures as
the one located in France.”%” Similarly, in Spain, the code considers digital searches
to be outside the scope of a material search,'®® such as obtaining devices outside the
home (e.g., seizing a defendant’s phone) or accessing “telematic data repositories”
(e.g., obtaining codes to access a Facebook account). As in the prior regime, an
authorization is required to access the data. On the contrary, the Romanian articles do

not seem to take into account the possibility of remote searches.

179. Because of the breadth of their scope, digital searches are an important tool
for gathering evidence in a cyber human trafficking case. However, 