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Abstract—This paper investigates the pilot assignment and
power control problems for secure UAV communications in
cell-free massive MIMO network with the user-centric scheme,
where numerous distributed access points (APs) simultaneously
serve multiple UAVs and terminal users. Meanwhile, there exists
one UAV acting as an eavesdropper which can perform pilot
spoofing attack. Considering a mixture of Rayleigh and Ricean
fading channels, the APs respectively perform MMSE estimation
and distributed conjugate beamforming for uplink training and
downlink data transmission. Using random matrix theory, the
closed-form expression for a tight lower bound on the achievable
secrecy rate is derived, which enables the impact analysis of key
parameters, such as power, antenna configuration, UAV height,
etc. Taking into account both performance and complexity, a
novel pilot assignment scheme is proposed by combining weighted
graphic framework and genetic algorithm, which can actualize
global search with limited iterations. The max-min power control
with security constraints is then studied in parallel, which can not
only enhance the network fairness but also ensure the security.
Accordingly, successive convex approximation and fractional
optimization are jointly utilized to solve this non-convex problem.
Simulation results numerically verify the analytical results and
indicate the superiority of the proposed pilot assignment and
power control schemes.

Index Terms—Cell-Free, massive MIMO, UAV, physical layer
security, user-centric, pilot assignment, power control.

I. INTRODUCTION

NUMEROUS recent works have witnessed the superi-
or inherent advantages of cell-free massive multi-input

multi-output (MIMO) technology, such as enhanced spectral
efficiency (SE) and energy efficiency (EE), larger coverage
ratio, improved reliability and security, etc [1], [2]. A cell-free
massive MIMO architecture comprises of plenty of distributed
APs coherently serving several users within the same time-
frequency resource, which can jointly reap the merits of
traditional collocated massive MIMO and network MIMO. As
an appealing candidate for beyond 5G network, much research

Y. Chen is with College of Communication Engineering, Army Engineering
University of PLA, Nanjing, 210007 China, and also with the Sixth-third/63rd
Research Institute, National University of Defense Technology, Nanjing,
210007 China. (e-mail: chy63s@126.com.)

X. Zhang, F. Yao and K. An are with the Sixth-third/63rd Research Institute,
National University of Defense Technology, Nanjing, 210007 China. (e-mail:
zhangxy sat@126.com, yfq2030@163.com, ankang89@nudt.edu.cn.)

G. Zheng is with the School of Engineering, University of Warwick,
Coventry, CV4 7AL, UK. (e-mail: gan.zheng@warwick.ac.uk).

S. Chatzinotas is with Institute of Informatics and Telecommunication-
s, NCSR ‘Demokritos’, Ag. Paraskevi 153 10, Athens, Greece. (e-mail:
schatzin@ieee.org)

This work was supported in part by Project funded by China Postdoctoral
Science Foundation (No. 2021MD703980), in part by the National Natural
Science Foundation of China (No. 61901502 and 62071352).

on cell-free massive MIMO networks has emerged in terms
of performance analysis [3], beamformer design [4], power
control [5], and pilot decontamination [6], etc. Most notably, to
reduce the system’s complexity, the user-centric (UC) rule has
been recently introduced in cell-free massive MIMO systems
to provide a virtual-cell alternative architecture [7], [8].

Due to the limited available pilots, pilot contamination
constitutes a bottleneck for system performance. Thus, the
acquisition of excellent pilot allocation strategies has gained
attention in some recent literatures. One straightforward ran-
dom pilot assignment method was utilized in [2]. However,
this scheme is inefficient due to the deficiency of optimization
strategy. In response, literature [2] proposed a greedy pilot as-
signment to iteratively refine the achievable minimum rate. But
this algorithm cannot guarantee a stable global convergence.
Instead, to avoid the pilot reuse in nearby users, the works in
[9], [10], [11], [12] designed corresponding pilot assignment
schemes by considering the geographical proximity. However,
owing to limited information, these approaches cannot accu-
rately measure pilot contamination. Note that a novel pilot
assignment scheme by using weighted graphic framework was
investigated in [13], where a metric was established to capture
the effects of pilot contamination. Nevertheless, this algorithm
only can yield a local optimal solution.

Recently, unmanned aerial vehicles (UAVs) have been
achieving unprecedented interest from industry and academia
driven by the inherent advantages including agility, mobility,
versatility, autonomy, etc. Correspondingly, UAVs have been
integrated into a wide range of application scenarios, such
as military missions, industrial inspection, surveillance, cargo
delivery, search and rescue, etc. Particularly, thanks to the
flexibility and favorable propagation condition, the integration
of UAVs and wireless communication systems has been one of
the research hotspots and widely investigated in many seminal
works, where UAVs mainly act as aerial base stations or
aerial mobile users [14], [15]. On the other hand, the basic
requirements of UAV communication should be divided into
two categories: high reliable command and control links and
ubiquitous payload data services. To support reliable, low-
latency and high-rate communication links, cell-free massive
MIMO serving UAVs is one effective solution and has at-
tracted enormous attentions in recent years. Although current
works have validated the benefits of this application, this
novel communication paradigm still faces many fundamental
issues and challenges, including security, pilot contamination,
resource allocation, etc [16], [17].

Conventionally, information security was established based
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on higher-layer cryptographic encryption techniques. Howev-
er, these traditional approaches result in high computational
complexity and energy consumption. As a valuable alterna-
tive, physical layer security (PLS) can provide security en-
hancement without secret key manipulations, which has been
extensively studied over past decades [18], [19]. Especially in
massive MIMO systems, existing contributions has verified
that PLS has great potential and advantages [20], [21]. In
general, most researches focused on PLS in co-located mas-
sive MIMO networks including performance analysis, secrecy
precoding, security enhancement, attack countermeasures, and
so on [22], [23], [24]. Meanwhile, some efforts have been
presented to investigate the secure communication in cell-
free massive MIMO systems. The seminal work [25] firstly
investigated the security aspects in cell-free massive MIMO
with pilot spoofing attack, which provided various power
allocation approaches. Considering the multigroup multicast
scenario, reference [26] analyzed the achievable secrecy rate
and proposed one active attack detection scheme. To tackle
the extremely-costly and energy-hungry problem, some re-
searchers explored their efforts on studying the impact of
the RF impairments, phase noise or coarse ADCs/DACs on
secure cell-free massive MIMO networks [27], [28], [29].
Aside from that, integration of reconfigurable intelligent sur-
face (RIS) and secure cell-free massive MIMO networks has
been considered in recent works [30], [31], which verified
the potential of RIS. However, the aforementioned research
all focused on terrestrial networks. Actually, works on secret
UAV communication assisted by massive MIMO system are
scarce. The work [32] jointly considered the physical layer
security and authentication in UAV co-located massive MIMO
network. The previous work [33] focused on the secure cell-
free massive MIMO network for multi-user communication,
where the closed-form achievable secrecy rate was derived for
performance analysis. Especially noteworthy is that integrating
UAVs and ground users with future wireless networks has been
a hotspot recently. However, no prior works have studied the
secrecy aspect in cell-free massive MIMO networks jointly
serving both UAVs and terrestrial terminals.

Additionally, due to the lack of sufficient pilot sequences,
pilot reuse is inevitable in cell-free massive MIMO system,
which would lead to pilot contamination and degrade the
system performance. To alleviate this deficiency, it is crucial to
design an effective pilot assignment scheme. Besides, power
control is commonly implemented to enhance the performance
of cell-free massive MIMO system. Inspired by the above con-
siderations, this paper focuses on the secure cell-free massive
MIMO system with user-centric (UC) rule [34] serving both
UAVs and ground users, wherein active UAV eavesdropper
attempts to intercept confidential information intended for
some target user. The novelties and contributions of the article
can be summarized as follows:

• Assuming the mixture of Ricean and Rayleigh channels
for terminal users (TUEs) and UAVs, the secure UAV
communication served by cell-free massive MIMO net-
work is studied taking into account the UC approach,
pilot contamination and active pilot spoofing attack. This

paper derives the closed-form expressions of the achiev-
able ergodic secrecy rate, which provides an efficient
tool to analyze the impacts of various critical system
configurations, such as pilot assignment schemes, power
control metrics, network architectures, and so on.

• A novel pilot assignment scheme is proposed to reduce
the pilot contamination effect in the considered secure
communication system. Firstly, the interference graph
among the users is constructed based on the large-scale
fading coefficients. On the basis of this metric, initial
pilot assignment schemes are obtained using a weighted
graphic framework. Then, an iterative procedure based
on the genetic algorithm is implemented to alleviate the
pilot contamination and enhance the fairness.

• Finally, based on the closed-form expressions of the
achievable secrecy rates, the power control strategy is
proposed aiming to maximize the minimum achievable
rate of all users subject to the constraint on per-AP total
power and information leakage to the eavesdropper. More
specifically, the fractional optimization strategy combin-
ing with successive convex approximation is applied to
solve the corresponding non-convex problem, which can
make a tradeoff between the performance improvement
and computational complexity.

The rest of this article is outlined as follows. Section
II introduces the system model including of uplink training
and down data transmission. Section III performs secrecy
performance analysis and derives some analytical results. The
pilot assignment scheme is discussed and solved in Section IV.
In parallel, the max-min power control optimization problem
is proposed and solved in Section V. All presented discussions
are numerically verified by simulations in Section VI. Finally,
Section VII concludes the work.

Notation: Throughout this article, non-bold lowercase, bold-
face lowercase and boldface uppercase letters stand for scalars,
vectors and matrices, i.e. a, a and A. Superscripts (·)T ,
(·)∗, (·)H and (·)−1 are used to denote transpose, conjugate,
conjugate transpose, inverse operator, respectively. Besides,
E {·}, Var {·}, R {·}, tr (·) and ‖·‖ refer to expectation,
variance, real part, trace and norm operations, respectively.
z ∼ CN (a,A) represents a complex Gaussian random vector
(z ∈ C1×N ) with mean a ∈ C1×N and covariance matrix
A ∈ CN×N . IN refers to N × N identity matrix. Finally,
[x]

+
= max (x, 0).

II. SYSTEM MODEL

As illustrated in Fig.1, this paper concerns a cell-free
massive MIMO network consisting of M outdoor APs that
cooperatively serve KU UAVs and KT TUEs with the same
time-frequency resource. All APs are assumed to be equipped
with N omni-directional antennas, while all UAVs and TUEs
are single-antenna terminals. Moreover, this paper supposes
that one active single-antenna UAV-Eve exists and attempts to
intercept the confidential data intended to one legitimate user.
On the other hand, all APs, UAVs and TUEs are randomly
located over a large geographic region, where a back-haul
network connects the APs to one central processing unit
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Fig. 1. Illustration of the secure UAV communication in Cell-Free massive
MIMO network.

(CPU) and jointly perform data processing and information
exchanging. Similar to previous works on cell-free massive
MIMO system, this work focuses on time division duplexing
(TDD) mode in which channel state information (CSI) can be
obtained via uplink training because of the channel reciprocity.
Thus, one coherence interval τc would be split into uplink
training and downlink data transmission with interval durations
τp and τd.

A. Channel Model

In the considered secure cell-free massive MIMO system, it
is challenging to build an effective model to characterize the
propagation channels of the hybrid TUE-UAV network. That
is because the channel characteristics of UAV-to-AP and TUE-
to-AP are profoundly different. As aerial users, UAVs are more
likely to experience favorable line-of-sight (LoS) transmission
conditions. Conversely, due to the numerous obstacles and
complicated propagation environment, TUEs would undergo
more severe path loss, shadowing fading and multi-path effect.
According to literature [35], current work employs the mixture
of Rician- and Rayleigh-faded channels to model the channels
of the UAVs and TUEs. In the following, propagation models
of UAV-to-AP and TUE-to-AP are introduced, respectively.

As aerial devices, flying UAVs generally undergo excellent
LoS propagation condition. Importantly, the probability of LoS
on the UAV-to-AP link is mainly determined by flying height,
propagation distance and environment, etc.. Therefore, Rician
fading channels with some variable parameters could be used
to describe the UAV-to-AP propagation. Let gk,a ∈ CN×1
be the generic channel between the kth UAV and the ath AP,
which should consist of LOS component and non LoS (NLoS)
component. Consequently, gk,a can be written as

gk,a =

√
βk,a

K
(k)
a + 1

[√
K

(k)
a ejϑk,aak,a + hk,a

]
, (1)

where βk,a and K(k)
a denote the large-scale fading coefficient

and the Ricean K-factor, respectively. Besides, vector hk,a ∼
CN (0, IN ) stands for the small-scale fading component, and
ϑk,a represents the random phase shift of the LoS link which
follows the uniform distribution within [0, 2π]. Here vector
ak,a ∈ CN×1 describes the direct path which depends on the
3D relative positions between the ath AP and the antenna el-
ements at the kth UAVs. Thus, vector ak,a can be represented

as
ak,a =

[
1, · · · , ej

2π
λ d

(3D)
k,a,1 , · · · , ej

2π
λ d

(3D)
k,a,N

]T
, (2)

with λ being the carrier wavelength and d
(3D)
k,a,n standing for

the 3D distance difference from the kth UAV to the nth and
the first antenna element of the ath AP.

Moreover, the appearing probability of LoS path, represent-
ed by PLoSak , relies on the height of kth UAV, relative distance
between the two nodes(target UAV and AP), and the practical
environment. As in the literature [35], PLoSak can be given by

PLoSak =

{
d1
dak

+ exp
(
−dak
p1

)(
1− d1

dak

)
, dak > d1

1, dak ≤ d1
, (3)

Here

d1 = max (294.05log10 (hU )− 432.94, 18) , (4)

p1 = 233.98log10 (hU )− 0.95 (5)

are about the function of the altitude of the kth UAV hU .
Consequently, it is worth noting the Rician factor K(k)

a can
be calculated as follows

K(k)
a =

PLoSak

1− PLoSak

. (6)

Further, referring to existing literature [35], the large-scale
fading βk,a could be calculated using the following model as

βk,a =−max (PLfc , 30.9 + 20log10 (fc) +

(22.25− 0.5log10 (hU )) log10 (dak)) + ςak.
(7)

Here fc and PLfc respectively denote the carrier frequency
and corresponding free-space path loss, and ςak defines the
shadow fading component whose standard deviation is δUak.

Additionally, considering the typical UAV operating sce-
narios, the frame duration is much smaller than the coherence
interval caused by Doppler frequency shift. Thus, this work
neglects the Doppler effect.

Different from the aerial propagation environment, a plural-
ity of buildings or obstacles would severely disrupt the radio
propagation on the ground. As a result, TUEs could experience
rich-scattered multipath (numerous NLoS links) and severe
pathloss. Similar to literature, this paper characterizes the TUE
channels through Ricean fading model with variable Rician
factor, where the appearing probability of the LoS link can be
modeled as [35]

PLoSak =

{
300−dak

300 , 0 < dak ≤ 300
0, dak > 300

(8)

with dak being the distance between the ath AP and the kth
TUE.

Similarly, the channel between the kth TUE and the ath
AP, denoted by gk,a, is consequently expressed as

gk,a =

√
βk,a

K
(k)
a + 1

[√
K

(k)
a ejϑk,aak,a + hk,a

]
, (9)

where βk,a, K(k)
a , ϑk,a, ak,a and hk,a stand for large-scale

fading coefficient, Rician factor, phase offset, LoS steering
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vector and scattered random component, respectively. In ad-
dition, these scalars and vectors can be obtained via similar
definitions or computing methods as UAV channels.

Especially, to jointly capture pathloss and shadowing fading,
βk,a can be given as

βak =

{
−30.9− 26log10 (dak) + ςak, P

LoS
ak 6= 0

−34.53− 38log10 (dak) + ςak, P
LoS
ak = 0

. (10)

Here ςak models the shadow fading with standard deviation
δTak.

From (3), it can be noted that the presence or absence of the
LoS component mainly depends on the distance from the target
TUE to the APs. Correspondingly, the TUE channels would
be described as Ricean or Rayleigh fading model. Obviously,
this mixture of Rician-Rayleigh fading channel model would
drastically complicate the performance analysis and optimal
design. However, the considered model is more generic and
practical, which can be regarded as a valuable reference for
network design.

B. Uplink training

For a general cell-free massive MIMO system working in
TDD mode, the APs usually need to acquire the CSI for
data detection via uplink channel estimation. Generally, all
users would transmit their own pilot sequences to the APs in
the uplink training phase. For clarity, both UAVs and TUEs
are regarded as generic users. Typically, orthogonality among
pilots is hardly achieved because of the limited predesigned
pilot sequences. Thus, pilot reuse is often unavoidable in many
practical situations, which would cause pilot contamination
and impair the system performance. Besides, in many com-
mercial wireless networks, pilot sequences are predesigned and
repeatedly utilized. Thus, as an intelligent eavesdropper, it is
not hard for the active Eve to obtain the knowledge of pilot
signals and jam the training. Considering the deleteriousness
of active eavesdropping, this paper concerns the pilot spoofing
attack scenario, where the Eve synchronously transmits iden-
tical pilot signal as that of the target legitimate user in the
uplink training phase.

In general, let φi ∈ Cτp×1 and φE ∈ Cτp×1 be the
normalized training sequence used by kth user and the Eve
respectively, with ‖φi‖ = 1 and ‖φE‖ = 1. Also, different
pilot sequences are assumed to be mutually orthogonal, i.e.
φHi φj = 0 if φi 6= φj . For convenience, this work defines
KU , KT and K = KU ∪ KT with cardinalities KU , KT and
K = KU +KT being the sets of UAVs, TUEs and all serving
users. Assuming the presence of an active Eve, this work
assumes Eve attempts to overhear the information intended
for kth user, i.e. φE = φk. Then, the received signal of the
ath AP in the uplink phase can be expressed as

Ya =
∑
i∈K

√
τppugi,aφ

H
i +
√
τppEgE,aφ

H
E + Wa, (11)

where pu and pE respectively represent the uplink pilot
power employed by the users and Eve, and Wa ∈ CN×τp
corresponds to additive white Gaussian noise (AWGN) with
independent and identically distributed (i.i.d) CN

(
0, δ2w

)
ele-

ments.

To perform channel estimations, each AP should project
the observable signal matrix Ya onto φi to obtain one post-
processing statistics as

ŷk,a = Yaφk =∑
i∈K

√
τppugi,aφ

H
i φk +

√
τppEgE,aφ

H
Eφk + Waφk,

(12)

To avoid the information exchange among APs, each
AP could locally perform the minimum mean-square error
(MMSE) estimation approach, which yields that [36]

ĝk,a = Dk,aŷk,a, (13)

with
Dk,a =

√
τppuGk,aB

−1
k,a ∈ CN×N ,

Gk,a =
βk,a

Kk,a + 1

[
Kk,aak,aa

H
k,a + IN

]
,

Bk,a =
∑
i∈K

τppuβi,aGi,a

∣∣φHi φk
∣∣2

+ τppEβE,aGE,a

∣∣φHEφk
∣∣2 + δ2wIN .

Subsequently, according to the MMSE approach property,
the expectation of the norm-square of estimated channel vector
can be described as follows

γk,a = E
{
ĝHk,aĝk,a

}
=
√
τpputr (Gk,aDk,a) , (14)

For quantitatively evaluating the performance of the estima-
tor, one parameter named normalized minimum square error
(NMSE) can be defined as follows

EN = 1− 1

MK

M∑
a=1

∑
k∈K

γk,a
Nβk,a

. (15)

Assuming the pilots are evenly allocated to users, the
cardinality of the users set using the identical pilot sequence
is defined as reuse factor Kp. From (13) and (14), it can be
noted that EN decreases with respect to the reuse factor and
the Eve’s power, respectively. For the legitimate users, one
straightforward method to improve the estimator’s accuracy
is to increase pilot power pu. However, due to the pilot
contamination, there will still be a non-zero floor of EN even
with unlimited pilot power in noise-free channels.

C. Downlink Data Transmission

With the estimated local channels via uplink training, the
APs could perform precoding to transmit the downlink data to
intended users. To avoid information interaction among APs
and obtain tractable expressions for performance analysis, this
work adopts the distributed conjugate beamforming technique
referring to various existing researches. By denoting the data
intended for kth user as sk with E

{
|sk|2

}
= 1, the transmit-

ted vector at ath AP can thus be established by

xa =
∑
k∈Ka

√
ηk,aĝk,ask (16)

with ηk,a denoting the power control coefficient at the ath AP
corresponding to the kth user, and Ka representing the set of
the users served by ath AP.
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With the UC approach, one AP generally only provides
service for partial users. Letting Ka be the cardinality of Ka,
that is, Ka ≤ M . In general, the users with best propagation
conditions can be selected as the service targets at one given
AP. Referring to literature [36], this paper utilizes the large-
scale fading coefficients to appraise the channel transmission
quality, that is, one AP only serves the users with smallest
large-scale loss. Additionally, the special case Ka = M
denotes the conventional cell-free architecture that each AP
simultaneously serves all users.

Meanwhile, taking into account the maximum power con-
straint at each AP, it is needed to impose one critical restrictive
condition on the power control coefficients, which can be
described as follows

E
{
‖xa‖2

}
=
∑
k∈Ka

ηk,aγk,a ≤ pd. (17)

Here pd represents the power constraint at each AP.
Subsequently, the signal received by kth user and Eve can

be respectively written as

rk =
∑
a∈A

gHk,axa + zk (18)

and
rE =

∑
a∈A

gHE,axa + zE . (19)

Here A denotes the set of all APs, and zk ∼ CN
(
0, δ2k

)
and zE ∼ CN

(
0, δ2E

)
indicate the AWGN at the kth user and

the Eve, respectively.
In order to clearly distinguish desired signal, interference

and noise, the receipt signals can be mathematically reformu-
lated as

rk =
∑
a∈Ak

√
ηk,ag

H
k,aĝk,ask+

∑
i∈K\k

∑
a∈A

√
ηi,ag

H
k,aĝi,asi+zk,

(20)
rE =

∑
a∈Ak

√
ηk,ag

H
E,aĝk,ask+

∑
i∈K\k

∑
a∈A

√
ηi,ag

H
E,aĝi,asi+zE ,

(21)
where Aj (j ∈ K) represents the set of the APs that provides
service for the ith user.

III. SECRECY PERFORMANCE MERITS

This section concentrates on the secrecy performance anal-
ysis on this considered network while deriving some tight
tractable closed-form expressions. According to available lit-
erature, ergodic secrecy rate is always regarded as the secrecy
performance metric in various delay-tolerant scenarios, where
the coding can be performed within several coherence inter-
vals. Thereby, the achievable ergodic secrecy rate is bounded
by the difference of achievable information of target user and
the eavesdropper, which can be defined as

Rksec = [Rk −RE,k]
+
. (22)

Here Rk represents the achievable information rate of kth user
and RE,k denote the information leakage to the Eve seeking
to intercept the data of kth user.

Prior to performing detailed analysis and implementing
further countermeasures, it needs to respectively investigate
the achievable data rates of target user and the Eve, which are
described as follows in the following.

A. Achievable rate of the legitimate user

With the employed transmission protocol, it is almost un-
likely for the users to acquire the perfect CSI. To yield in-
sightful results, this work takes into account a general realistic
case that all legitimate users utilize statistical CSI instead of
instantaneous CSI to decode the desired data. In consequence,
the received signal at the kth user can be represented as

rk = Dk · sk +Bk · sk +
∑
i∈K\k

Ii,k · si + zk. (23)

where

Dk = E

{∑
a∈Ak

√
ηk,ag

H
k,aĝk,a

}
,

Bk =
∑
a∈Ak

√
ηk,ag

H
k,aĝk,a − E

{∑
a∈Ak

√
ηk,ag

H
k,aĝk,a

}
,

Ii,k =
∑
a∈A

√
ηi,ag

H
k,aĝi,a.

Evidently, the terms Dk, Bk and Ii,k respectively signify
the strength of the desired signal, beamforming gain un-
certainty and interference brought by ith user. Notably, it
can be demonstrated that these terms and noise component
zk are pairwise uncorrelated. On the other hand, the terms
approximately follow Gaussian distribution, especially when
MN is extremely large.

By considering the worst case that all terms are Gaussian
distributed, the lower bound for the achieved information rate
at the kth user can be given by

Rk =
τd
τc

log2 (1 + SINRk) . (24)

Here SINRk denotes the signal-to-interference-plus-noise
ratio (SINR) of the kth user, whose expression is listed as
follows.

SINRk =
|Dk|2

E
{
|Bk|2

}
+

∑
j∈K\k

E
{
|Ij,k|2

}
+ δ2k

. (25)

Additionally, these terms in (25) are deterministic vi-
a computing over various independent channel realizations.
However, the resulting closed-form expression of is always
unavailable due to huge computational complexity. In general
cases, the approximation of SINRk can be presented by
means of Monte Carlo simulations. Specifically, by virtue of
random matrix theory and general bounding technique [36],
the tight lower bound on SINRk is presented in Theorem 1.

Theorem 1: Taking into account both the MMSE channel
estimation and distributed conjugate beamforming, the deter-
ministic expression of the lower bound on SINRk can be
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SINRk =

( ∑
a∈Ak

√
ηk,aγk,a

)2

·

{ ∑
a∈Ak

ηk,a

(
τpp

u
kλ

(k)
k,a − γ2k,a

)
+
∑
j∈K

√
τppuj

∑
a∈Aj

ηj,atr
(
Gj,aD

H
j,aGk,a

)
+

δ2k +
∑

j∈K\k
τpp

u
k

∣∣φHk φj
∣∣2 ∑
a∈Aj

(
ηj,aλ

(j)
k,a +

∑
b∈Aj ,b 6=a

√
ηj,aηj,btr (Dj,aGk,a) tr (Dj,bGk,b)

)}−1 . (26)

derived as (26) shown on the top of next page with

λ
(j)
i,a =

(
βi,a

Ki,a + 1

)2

tr2 (Dj,a) + 2Ki,a

(
βi,a

Ki,a + 1

)2

·

R
{

tr
(
aH (θi,a) Dj,aa (θi,a) DH

j,a

)}
.

(27)

Proof: Please refer to Appendix A.

B. Information rate leaked to the Eve

Different from the cooperative legitimate users, it is prac-
tically impossible for the network and the APs to acquire
the Eve’s perfect knowledge, such as accurate CSI, signal
processing capability, information perception level, etc. Sig-
nificantly, it is more crucial for secrecy appraisal and network
planning design to cognizance the greatest threat caused by
the evesdroppers. With common assumptions in many prior
literature on secure cell-free massive MIMO network [25],
[26], [27], [28], [29], this work takes into account the worst-
case scenario that Eve can decode the desired confidential data
by using its instantaneous CSI.

Thereby, the received signal rE is represented as

rE = DE,k · sk +
∑
j∈K\k

IE,j · sj + zE , (28)

where zE ∼ CN
(
0, δ2E

)
stands for AWGN component, DE,k

and IE,j respectively indicate the strength of desired symbol
and inter-user interference given by

DE,k =
∑
a∈Ak

√
ηk,ag

H
E,aĝk,a, (29)

IE,j =
∑
a∈Aj

√
ηj,ag

H
E,aĝj,a. (30)

By treating the inter-user interference and AWGN as effec-
tive noise, the corresponding information rate obtained by Eve
can be expressed as

RE,k =
τd
τc

log2 (1 + SINRE,k) . (31)

Here SINRE,k denotes the achievable average SINR on Eve.
Besides, desired signal, inter-user interference and AWGN

components approximately obey Gaussian distribution accord-
ing to central limit theorem. Thus, SINRE,k is formulated as

SINRE,k =
E
{
|DE,k|2

}
∑

j∈K\k
E
{
|IE,j |2

}
+ δ2E

. (32)

On the basis of the stringent assumptions, the upper bound
on can be provided via a series of mathematical operations,
which is shown in Theorem 2 below.

Theorem 2: Considering the case that Eve can detect its
desired data by exploiting the instantaneous CSI, the deter-
ministic expression of SINRE,k is provided as (33) listed on
the top of next page, where λ(k)E,a has the similar definition as

λ
(j)
E,a =

(
βE,a

KE,a + 1

)2

tr2 (Dj,a) + 2KE,a

(
βE,a

KE,a + 1

)2

·

R
{

tr
(
aH (θE,a) Dj,aa (θE,a) DH

j,a

)}
.

Proof: Please see Appendix B.

IV. PILOT ASSIGNMENT OPTIMIZATION

According to the previous description, pilot reuse would
inevitably yield coherent interference as well as channel es-
timation error in uplink training, which also leads to deteri-
oration of network throughput. Fortunately, optimizing pilot
assignment scheme is regarded as an effective pilot contam-
ination control technique, and has been widely investigated
in recent years. Notably, most current literatures solve this
challenging issue based on positions, system throughput or
network fairness [9], [10], [11], [12]. However, these metrics
cannot accurately quantify the severity of pilot contamination.
Interestingly, the work [13] described a pilot assignment
strategy based on weighted graphic framework (WGF), in
which a novel metric is established to define the effects of
pilot contamination. Nevertheless, the proposed algorithm in
[13] only can acquire a local optimization solution. Hence,
this paper aims to investigate an improved pilot assignment
algorithm on the basis of WGF. For simplicity, the proposed
algorithm is abbreviated to IWGF.

To begin with, it is crucial to construct an effective metric
to appraise the potential interference among users. Let the
kth user be the target user, and the mth AP be one of the
serving AP, that is, m ∈ Ak. Inspired by the previous analysis,
it is noted that the available gain is proportional to |βk,m|2,
while the interference caused by the k′th user is approximately
proportional to |βk′,m|2. Thus, the corresponding quantity
|βk′,m/βk,m|2 can be utilized to measure the interference
caused by the k′th user. Referring to literature, the potential
effect of pilot contamination between the kth user and the
k′th user can be indicated by this following defined factor

ωk,k′ =

∣∣∣∣∣∣∣
∑

m∈Ak
βk′,m∑

m∈Ak
βk,m

∣∣∣∣∣∣∣
2

+

∣∣∣∣∣∣∣
∑

m′∈Ak′
βk,m′∑

m′∈Ak′
βk′,m′

∣∣∣∣∣∣∣
2

. (34)

Obviously, this defined parameter can be computed with
a low complexity. Besides, as the quantity depends on the
large-scale coefficients and serving AP set, it can dynami-
cally describe the interference of the corresponding network
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SINRE,k =


∑
a∈Ak

ηk,a

(
τppEλ

(k)
E,a +

√
τppuktr

(
Gk,aD

H
k,aGE,a

))
+τppE

∑
a∈Ak

∑
b∈Ak,b 6=a

√
ηk,aηk,btr (Dk,aGE,a) tr (Dk,bGE,b)

 ·
 ∑
j∈K\k

∑
a∈Aj

 τppE
∣∣φHk φj

∣∣2(ηj,aλ(j)E,a +
∑

b∈Aj ,b 6=a

√
ηj,aηj,btr (Dj,aGE,a) tr (Dj,bGE,b)

)
+ηj,a

√
τppuj tr

(
Gj,aD

H
j,aGE,a

)
+ δ2E


−1 . (33)

Algorithm 1 WGF Algorithm
Input: system parameters: number of users K, number of
pilots ζ, AP selection scheme Ak, ∀i ∈ K, large scale fading
βaj , ∀a ∈ A, ∀j ∈ K.
Output: optimized pilot assignment sets {V1, · · · , Vζ}.
Begin:

(1) Initialize: arbitrarily choose ζ users and assign dif-
ferent user to each set Vj , j = 1, 2, · · · , ζ; let Oun =
{Uk : 1 ≤ k ≤ K − ζ} be the set of unassigned user.
(2) While Oun 6= ∅ do
(3) Arbitrarily choose Uk ∈ Oun
(4) For 1 ≤ i ≤ ζ do
(5) Calculate Sk,i =

∑
Uk′∈Vi

ωk,k′

(6) Update Vi′ = Vi′ + Uk with i′ = arg min
i

Sk,i and

Oun=Oun−Uk.
(7) End while
(8) Return the eventual sets {V1, V2, · · · , Vζ} as the pilot
assignment scheme.

topology. Moreover, the parameters are symmetrical, that is,
ωk,k′=ωk′,k.

Methodologically, the essential problem of pilot assignment
is how to assign the limited pilot sequences according to some
optimality criterion. Let ui denotes the ith user. Assuming
{V1, V2, · · · , Vζ} being the pilot allocation scheme, the set
Vi represents the set of the legitimate users with the same
pilot sequence, i.e. φp = φq if up, uq ∈ Vi. Herein, ζ stands
for the number of the pilots. Intuitively, the aim of a pilot
assignment scheme is to alleviate pilot contamination. Then,
it is reasonable to establish the optimization objective function
on the basis of the potential interference. Particularly, the
pilot assignment scheme can be optimized to maximize the
total weights among the disjoint sets or to minimize the total
weights within the same sets. Accordingly, the pilot allocation
issue is mathematically formulated as [13]

arg max
{V1,V2,··· ,Vζ}

∑
1≤p<q≤ζ

∑
ui∈Vp,uj∈Vq

ωij (35)

or
arg min

{V1,V2,··· ,Vζ}

∑
1≤p≤ζ

∑
ui,uj∈Vp,i6=j

ωij . (36)

Referring to [32], one heuristic algorithm can be adopted
to solve the optimization problem, which is named WGF
algorithm for the sake of simplicity. Then, the procedure of
the WGF algorithm is introduced in Algorithm 1.

It is noted that the WGF method can avoid the exhaustive
search and has a low computational complexity. However,
this simple search method can only obtain a local optimum
solution. To seek a better solution, it is crucial to implement
some iteration or update approaches to break away from the
local optimum values. As well known, the genetic algorithm
is suitable for tackling the resource scheduling problem via
global search. Motivated by this consideration, this paper
attempts to provide one novel pilot allocation scheme by
integrating the WGF method with a genetic algorithm [37],
[38]. To achieve a faster convergence rate, partial solutions of
WGF algorithm can be chosen as the initial generation of the
genetic algorithm. By defining and comparing desired fitness
values, some genetic operations including selection, crossover
and mutation can be performed to generate next generation
population. Then, by implementing several iterations, a near-
optimal solution can be obtained. The proposed pilot assign-
ment algorithm, called Improved WGF (IWGF) algorithm is
described in Algorithm 2 as follows.

Algorithm 2 Proposed IWGF algorithm
(1) Use the Algorithm 1 to generate several initial pilot
assignment solutions, and do encoding to initialize the
population (establishing mapping relationship between the
indexes of user and assigned pilot);
(2) Calculate and evaluate the fitness values: total weights
of the inter-sets according to (35) or total weights among
the intra-sets according to (36).
(3) Do selection: rank the fitness values and compute the
probability of corresponding gene code.
(4) Perform genetic operations including copy, crossover
and mutation.
(5) Update the population with the new derived scheme.
(6) Repeat the steps 2-5 until the number of iterations
reaches the preset value or the objective objective fitness
value converges.
(7) Return the best obtained pilot assignment sets as the
optimal solution.

V. POWER CONTROL OPTIMIZATION

Using the derived closed-form tractable expressions, this
section concentrates on max-min fairness power allocation
problem. That is, this work should formulate and solve one
optimization problem which can provide optimal power con-
trol coefficients that can maximize the minimum achievable
rate of the legitimate users. For a practical secure transmission
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network, two additional critical conditions should be imposed
to the optimization problem: power constraint on each AP and
greatest threshold of information leakage to the Eve.

Therefore, the max-min optimization problem under power
and secrecy constraints can be formulated as follows

max
ηk,a

min
i∈K

Ri

s.t.
∑
i∈Ka

ηi,aγi,a ≤ pd,∀i ∈ K, a ∈ A

ηi,a ≥ 0,∀i ∈ K, a ∈ A
RE,k ≤ R̄TE,k

, (37)

where R̄TE,k is the predetermined threshold for Eve’s informa-
tion rate.

Considering that both Rk and RE,k are monotonically
increasing nonnegative function with respect to corresponding
SINRs, the optimization framework (37) can be reformulated
as follows

P1 : max
ηk,a

min
i∈K

SINRi

s.t.
∑
i∈Ka

ηi,aγi,a ≤ pd,∀i ∈ K, a ∈ A

ηi,a ≥ 0,∀i ∈ K, a ∈ A
SINRE,k ≤ θ̄E

(38)

Here θ̄E represents the corresponding required threshold of
SINRE,k, which can be straightforwardly achieved via ex-
ponentiation computation to R̄TE,k.

To facilitate analysis, this paper defines a sequence of
variables as follows.

uk,a =
√
ηk,a,∀k ∈ K, a ∈ A. (39)

Besides, by introducing another slack variable t, the power
allocation problem P1 can be converted to a more tractable
framework as follows.

P2 : max
ui,a

t

s.t. SINRi ≥ t, ∀i ∈ K∑
i∈Ka

u2i,aγi,a ≤ pd,∀i ∈ K, a ∈ A

ui,a ≥ 0,∀i ∈ K, a ∈ A
SINRE,k ≤ θ̄E

(40)

Note that the objective function of P2 is affine and the
transmit power constraints are convex. Obviously, the problem
P2 is non-concave, which cannot be solved directly through
existing optimization approaches. Moreover, the similar max-
min fairness problems have been investigated and efficiently
solved in several existing works. Inspired by the research
in [18], [20], a fractional optimization algorithm along with
successive convex approximation is proposed to solve this non-
convex optimization problem.

To begin with, suitable convex approximation approaches
should be performed firstly to tackle the non-convexity issue.
To facilitate description and analysis, the troublesome con-
straints of SINRs at the legitimate user can be represented

as

SINRi =

( ∑
a∈Ai

ui,aγi,a

)2

ϕi (Ψ)
,∀i ∈ K, (41)

where matrix Ψ incorporates all power control variables whose
(i, a) th (∀i ∈ K, a ∈ A) element is ui,a, and ϕi (Ψ)
denotes the corresponding denominator component of SINRi.
Notably, functions ϕi (Ψ) are obviously convex with regard
to variables ui,a, ∀i ∈ K, a ∈ A.

For positive variables x and y as well as designative values
x̄ and ȳ, there exists an inequality as follows [25]

x2

y
≥ 2

x̄

ȳ
x− x̄2

ȳ2
y. (42)

As such, assuming Ψ(k)(u(k)i,a ,∀i ∈ K, a ∈ A) is a given
feasible point of P2, the concave lower-bounds on SINRi
can be achieved as

SINRi ≥ f (k)i (Ψ) = a(k)
∑
a∈Ai

ui,aγi,a − b(k)ϕi (Ψ) (43)

with a(k) = 2
∑
a∈Ai

u
(k)
i,a γi,a

/
ϕi
(
Ψ(k)

)
and b(k) =

(
a(k)

2

)2
.

For clarity, SINRE,k is similarly rewritten as

SINRE,k =
gE (Ψ)

ϕE (Ψ)
(44)

with

gE (Ψ) =
∑
a∈Ak

ηk,a

(
τppEλ

(k)
E,a +

√
τppuktr

(
Gk,aD

H
k,aGE,a

))
+ τppE

∑
a∈Ak

∑
b∈Ak,b 6=a

√
ηk,aηk,btr (Dk,aGE,a) tr (Dk,bGE,b)

and ϕE (Ψ) represents the corresponding denominator in
SINRE,k.

Recalling the characteristic that any convex function is
lower-bounded by its first-order Taylor expansion, convex
function ϕE (Ψ) would satisfy the following inequality [25]

ϕE (Ψ) ≥ζE (Ψ) = ϕE

(
Ψ(k)

)
+∑

i∈K,a∈A

∂ϕE (Ψ)

∂ui,a

∣∣∣∣ Ψ(k)

(
ui,a − u(k)i,a

)
,

(45)

where Ψ(k) denotes one feasible point of ϕE (Ψ).
With the approximations (43) and (45), the max-min op-

timization problem can be approximately transformed to the
following tractable form

P3 : max
ui,a

t

s.t. f
(k)
i (Ψ) ≥ t,∀i ∈ K∑
i∈Ka

u2i,aγi,a ≤ pd,∀i ∈ K, a ∈ A

ui,a ≥ 0,∀i ∈ K, a ∈ A
gE (Ψ) ≤ θ̄EζE (Ψ)

(46)

Obviously, the sub-problem P3 can be easily solved vi-
a available convex optimization techniques. Consequently,
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TABLE I
SETUP OF SOME KEY SYSTEM PARAMETERS

Parameter Value
Carrier frequency 1.9GHz
Height of the APs 10m
Height of the UAVs 22.5m ∼ 300m
Height of the TUEs 1.65m
Number of UAVs and TUEs KU = KT = K/2
Uplink power on each user pu=100mW
Transmit power of the Eve pE=100mW
Downlink Power of each AP pd=100mW
Coherence length τc = 100
Duration of the uplink training τp=10
Thermal noise −174dBm/Hz
Noise figure Transmit signal power at 9dB
Network architectures cell-free (CF) or user-centric (UC)

the optimized power allocation strategy is conceived via a
fractional programme, which needs to incorporate successive
convex approximation and sequential iteration optimization.
For the sake of clarity, the proposed optimization procedure
is summarized in Algorithm 3. Notably, the optimization
problem (P3) involves MKU real variables. Besides, there
are also ε=M + KU + 1 quadratic constraints in (P3).
Thus, the per-iteration complexity for solving problem (P3)
is O

(
(MKU )

2
(ε− 1)

2.5
+ (ε− 1)

3.5
)

[25], [35].

Algorithm 3 Framework of the Iterative Optimization Algo-
rithm

(1) Initialization: Choose feasible ui,a,∀i ∈ K, a ∈ A and
formulate feasible point Ψ(0); Set k = 0, tmin and tmax.
(2) Repeat
(3) Set t = (tmin + tmax)/2, then solve the problem P3.
(4) While P3 has the feasible solution Ψ̃, do that: k = k+1,
Ψ(k) = Ψ̃ and tmin = t; otherwise make the change that
tmax = t.
(5) Perform the iteration until convergence that tmax −
tmin ≤ ε, where ε is the designative threshold.
(6) Return Ψ(k) as the desired power allocation scheme.

VI. NUMERICAL RESULTS

This section provides various representative numerical stud-
ies to validate the derived results and proposed algorithms. It is
noteworthy that the simulations are performed by considering
the secure communicant network shown in Fig. 1, where a cell-
free massive MIMO system simultaneously provides service
for several aerial UAVs and ground terrestrial terminals and
one UAV-Eve aims to wiretap the confidential data for one
target UAV user. Similar to prior works [27], [28], [35], [36],
the simulations take into account a practical network setup that
all APs, UAVs and TUEs are randomly located in a 1km×1km
square area, while aerial UAVs would fly to different heights.
Unless otherwise stated, some critical parameters used in
simulations are listed in Table I.

To begin with, Fig. 2 presents the achievable secrecy rate
comparison between the “analytical values (Ana.)” and “sim-
ulated results (Sim.)” under different networks configurations.
In particular, the results are obtained via 2000 different Monte
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Fig. 2. Simulated and analytical cumulative distribution of the achievable
secrecy rates with different pilot power and Kp.

Carlo realizations. Additionally, unless considering the power
optimization, all APs exploit the fractional power control rule,

that is, ηk,a=pd

/ ∑
k∈Ka

γk,a. It is obvious that the curves

in Fig. 2 could well confirm the tightness and accuracy of
the achievable expression of secrecy rate, which also imply
that the derived results can be used for secrecy performance
evaluation. Further, due to the deleteriousness of the pilot
spoofing attack, the secrecy rates decrease with the increase
in Eve’s power, which is consistent with expectations. It is
also observed that secrecy performance would be dramati-
cally deteriorated with a larger pilot reuse factor Kp. This
phenomenon evidently accounts for the effects of severe pilot
contamination.

Fig. 3 and Fig. 4 are devoted to evaluate the effects of both
antenna configurations and network architectures, respectively.
By comparing the cumulative distribution of the secrecy rates,
the curves in Fig. 3 demonstrates that the network can reap
remarkable performance improvement by employing multi-
antenna APs. It can be explained that system can obtain
increasing multiplexing gain and diversity gain from multiple
antennas configuration. Moreover, the results in Fig. 3 also
indicate that the system would undergo a considerable perfor-
mance degradation in “with TUEs” scenario. That is because
that the existence of TUEs would immensely increase the inter-
user interference as well as deteriorate the achievable secrecy
rate. From Fig. 4, it is easy to note that the achievable secrecy
rate is an increasing function with respect to the number of
APs M . As expected, it is coincident with some existing
findings. Specifically, the curves in Fig. 4 also confirm that the
UC deployment with “Ak = 10” generally outperforms the CF
architecture. The reason is that limited power resources would
be allocated to users with best propagation conditions in UC
approach, which can yield a better directional beamforming
and less interference power. Notably, as the ratio Ak/M
increases, the average achievable secrecy rate firstly increases,
and then decreases. Thus, it is needed to make tradeoff
between the complexity and performance for practical system
design.

Next, Fig. 5 shows the impact of UAV’s and Eve’s Heights
on network secrecy performance. Note that the results indicate
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Fig. 3. Cumulative distribution of the achievable secrecy rate against different
N .
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Fig. 4. Comparison of the achievable secrecy rate with user-centric (UC) or
cell-free (CF) approach against different M .

that the secrecy rate is scarcely affected by varying the heights
of the Eve-UAV. This is because of the strong-LoS charac-
teristic of high-altitude UAV channels, which leads to a less
beamforming offset than that of the conventional ground prop-
agation. Particularly, Fig. 5 reflects that secrecy performance
is mainly restricted by the heights of the legitimate UAVs.
For high-altitude UAVs, the results reveal that the achievable
average secrecy rate gradually degrades with the increasing of
legitimate UAVs’ height. In fact, this phenomenon is consistent
with expecting due to the enlarged path loss. However, the
variation characteristic is distinct at lower height, where the
secrecy rate curve increases first and then decreases. In fact,
these changes are due to the variation of PLoSak and K

(k)
a .

Overall, the secrecy performance is primarily determined by
the characteristics of propagation channels.

Considering the determined network layout, the four subfig-
ures in Fig. 6 present the pilot assignment schemes and pilot
reuse graphs of the WGF and IWGF algorithms, where the
numbers “1” (yellow squares) in subfigure Fig. 6(a) and Fig.
6(c) denote “identical pilot while the numbers “0” stand for
orthogonal pilots. For clarity, it is noted that the figures Fig.
6(b) and Fig. 6(d) are drawn using the true spatial coordinates
of APs. According to formulas (7) and (10), it is known
that the large-scale fading coefficients are mainly determined
by distance between the two nodes. To some degree, both
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WGF and IWGF algorithms are regarded as location-based
method. Notably, since the performance of WGF approach is
constrained by the initial selection, this algorithm can only
achieve a local optimal solution. Instead, to avoid stable local
convergence, the proposed IWGF algorithm aims to seek the
global optimum by adding iterative procedure based on genetic
algorithm. Interestingly, these figures can clearly demonstrate
that the proposed IWGF approach can effectively avert pilot
reuse among nearby users, such as User 6 and User 9, User
16 and User 19, User 11 and User 18, etc.

Pilot contamination would enlarge channel estimation error
and eventually degrade the achievable network performance.
Thus, it is more appropriate to use the achievable information
rate as the metric to appraise the pilot assignment schemes.
Subsequently, with the same setup in Fig.6, the corresponding
achievable rates of the users are depicted in Fig. 7(a). Note
that the network with random pilot assignment method has
the worst fairness among the users. Then WGF scheme can
obviously enhance the network performance. Apparently, the
results show the promising superiority of the proposed IWGF
algorithm compared to the other two schemes. Furthermore,
Fig. 7(b) draws the cumulative distribution curves of the
achievable minimum rate and secrecy rate over 2000 indepen-
dent realizations. As expected, the performance gaps among
the solid curves in Fig. 7(b) also indicate that proposed
IWGF scheme outperforms than random scheme and WGF
scheme. As depicted in Fig. 7(b), it is seen that the achievable
secrecy rates with IWGF and WGF schemes are slightly higher
than that of random scheme. In fact, the slight performance
improvement can be explained that both the WGF and IWGF
algorithms only utilize the information of legitimates users
as well as ignore the effect caused by Eve. Interestingly,
integration fairness and secrecy in pilot assignment can be
left for future work.

Fig. 8 shows the achievable information rate of users and
Eve with and without power control (PC). For clarity, the
simulations are performed with following setups: 1) Total
number of users is K = 10; 2) Indexes U1-U5 stand for
the UAVs while indexes U6-U10 represent the TUEs. Also,
U1 is assumed to be the target user. 3) The upper-bound
constraint Eve’s rate is set as R̄TE,k=0.75. To make an effective
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(a) Pilot assignment of WGF algorithm.
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(b) Pilot reuse graph of WGF algorithm.
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(c) Pilot assignment of IWGF algorithm.
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(d) Pilot reuse graph of IWGF algorithm.

Fig. 6. Comparisons of WGF algorithm and the proposed IWGF algorithm.
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Fig. 8. Comparison of achievable information rates with/without power
control.

benchmark, all APs transmit downlink data with full power
and utilize proportional power allocation rule. The two cases
are numerically compared in Fig. 7, which indicates that
the improvement for fairness brought from power control
technique is remarkable. The results indicate that using the
power control makes the variation of achievable rates obvi-
ously becoming smaller. Also, it is observed that the proposed
approach can ensure that information leakage to Eve would not
exceed the predetermined target threshold.

Moreover, Fig. 9 presents the cumulative distribution of the
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achievable minimum rate and secrecy rate with or without
power control operation. Remarkably, the curves in Fig. 9
illustrate that proposed power control strategy can effectively
improve both the system fairness and security, which show that
network can achieve both higher minimum-rate and secrecy
rate by employing the proposed power control scheme. Thus,
the comparisons between the two cases in Fig. 8 and Fig. 9
can validate the effectiveness and superiority of the provided
power control scheme under considered network layout. Tak-
ing into consideration that pilot assignment and power control
have been respectively verified via numerical results, this
section has not performed further verification by combining
with these two procedures due to the space limitations.

VII. CONCLUSION

This paper has considered the secure UAV communication
in UC cell-free massive MIMO network with the presence
of one UAV acting as active eavesdropper. By exploiting the
MMSE estimation and beamforming techniques in the uplink
and downlink phases, the closed-form tractable expression of
the lower bound for the achievable secrecy rate has been
derived to measure the system performance. On the basis of
these analytical results, pilot assignment and power control
problems have been respectively studied to guarantee the
security and network fairness. First, with the weighted graphic
framework approach, the genetic algorithm was utilized to it-
eratively search the globally optimal pilot assignment scheme.
Then, a max-min optimization framework has been formulated
to optimize the power allocation coefficients. Moreover, the
corresponding power allocation issue has been tackled via
successive convex approximation and fractional optimization.
Finally, correctness of the analysis and effectiveness of the
proposed algorithms have been demonstrated through numer-
ical results.

APPENDIX

A. Proof of Theorem 1

In order to get the deterministic closed-form expression of
SINRk, it is necessary to analyze the compute the terms Dk,
Bk and Ij,k, respectively.

To begin with, the term Dk can be reformulated as

Dk = E

{∑
a∈Ak

√
ηk,a(ĝk,a + g̃k,a)

H
ĝk,a

}
, (47)

where g̃k,a = gk,a−ĝk,a stands for the estimation error vector.
According to the characteristics of MMSE approach, both

estimate vector ĝk,a and error vector g̃k,a are Gaussian dis-
tributed and mutually independent. In particular, it is noted
that is an zero mean random vector.

Therefore, the first term can be calculated as follows

Dk = E

{∑
a∈Ak

√
ηk,aĝ

H
k,aĝk,a

}
=
∑
a∈Ak

√
ηk,aγk,a. (48)

Next, it needs to focus on the computation of term
E
{
|Bk|2

}
, which can be denoted as

E
{
|Bk|2

}
=

E


∣∣∣∣∣ ∑
a∈Ak

√
ηk,ag

H
k,aĝk,a − E

{∑
a∈Ak

√
ηk,ag

H
k,aĝk,a

}∣∣∣∣∣
2
 .

(49)

Exploiting the independence among the different channel
vectors, the term can be simplified into the sum of several
expectations, which can be shown as follows.

E
{
|Bk|2

}
=

∑
a∈Ak

ηk,a

E
{∣∣gHk,aĝk,a∣∣2}−

∣∣∣∣∣E
{∑
a∈Ak

√
ηk,ag

H
k,aĝk,a

}∣∣∣∣∣
2
.

(50)

Thus, the computation of E
{
|Bk|2

}
is simplified to eval-

uating the expectations E
{∣∣∣gHk,aĝk,a∣∣∣2}, which gives rise to

following result.

E
{∣∣gHk,aĝk,a∣∣2} = E

{∣∣∣∣∣gHk,aDk,a ·(∑
i∈K

√
τppui gi,aφ

H
i φk +

√
τppEgE,aφ

H
Eφk + wa,k

)∣∣∣∣∣
2
 .

(51)

with wa,k = Waφk ∼ CN
(
0, δ2wIN

)
.

Capitalizing on the assumptions that different channel vec-
tors are mutually independent, it is straightforward to obtain
the following expression.

E
{∣∣gHk,aDk,agk,a

∣∣2} = λ
(k)
k,a + tr

(
Dk,aGk,aD

H
k,aGk,a

)
.

(52)
Here the definition of notation λ(k)k,a is presented in (27).

Furthermore, it is easy to derive the following expression.

E
{∣∣gHk,aĝk,a∣∣2} = τpp

u
kλ

(k)
k,a +

√
τppuktr

(
Gk,aD

H
k,aGk,a

)
.

(53)
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Then, inserting (52) and (53) into (50) yields

E
{
|Bk|2

}
=∑

a∈Ak

ηk,a

(
τpp

u
kλ

(k)
k,a +

√
τppuktr

(
Gk,aD

H
k,aGk,a

)
− γ2k,a

)
.

(54)

Utilizing the similar approach in [26], the term E
{
|Ik,j |2

}
can be recast as

E
{
|Ik,j |2

}
= τpp

u
kE


∣∣∣∣∣∣
∑
a∈Aj

√
ηj,ag

H
k,aDj,agk,a

∣∣∣∣∣∣
∣∣φHk φj

∣∣2
+
∑
a∈Aj

∑
i∈{K\k,E}

ηj,aτpp
u
i tr
(
Dj,aGi,aD

H
j,aGk,a

) ∣∣φHi φj
∣∣2

+ δ2w
∑
a∈Aj

ηj,atr
(
Dj,aD

H
j,aGk,a

)
.

(55)

Then, it is not hard to calculate the expectation

E

{∣∣∣∣∣ ∑a∈Aj√ηj,agHk,aDj,agk,a

∣∣∣∣∣
}

via applying the similar pro-

cedure as in [26], [29], which is presented as follows.

E


∣∣∣∣∣∣
∑
a∈Aj

√
ηj,ag

H
k,aDj,agk,a

∣∣∣∣∣∣
 =

∑
a∈Aj

ηj,a

(
λ
(j)
k,a + tr

(
Dj,aGk,aD

H
j,aGk,a

))
+

∑
a∈Aj

∑
b∈Aj ,b 6=a

√
ηj,aηj,btr (Dj,aGk,a) tr (Dj,bGk,b).

(56)

Subsequently, plugging (56) into (55) can obtain the follow-
ing expression.

E
{
|Ik,j |2

}
=∑

a∈Aj

ηj,a
√
τppuj tr

(
Gj,aD

H
j,aGk,a

)
+ τpp

u
k

∣∣φHk φj
∣∣2 · ∑

a∈Ajηj,aλ(j)k,a +
∑

b∈Aj/a

√
ηj,aηj,btr (Dj,aGk,a) tr (Dj,bGk,b)

 .

(57)

Finally, integrating the derived results in (48), (54) and (57),
the closed-form expression of can be calculated and presented
as (26).

B. Proof of Theorem 2
According to (32), achieving the closed-form expression of

SINRE,k is equivalent to derive the deterministic equivalents
of E

{
|DE,k|2

}
and E

{
|IE,j |2

}
, respectively. Most notably,

different channel vectors are assumed to be mutually indepen-
dent. As a result, the term E

{
|DE,k|2

}
can be presented as

follows:

E
{
|DE,k|2

}
=
∑
a∈Ak

ηk,aE
{∣∣gHE,aĝk,a∣∣2}+ τppE ·∑

a∈Ak

∑
b∈Ak,b6=a

√
ηk,aηk,btr (Dk,aGE,a) tr

(
DH
k,bGE,b

) (58)

Next, by using the similar manipulations in Theorem 1,
it is straightforward to rewrite the term E

{∣∣gHE,aĝk,a∣∣2} as
follows.

E
{∣∣gHE,aĝk,a∣∣2} =

E


∣∣∣∣∣gHE,aDk,a

(∑
i∈K

√
τppui gi,aφ

H
i φk +

√
τppEgE,a + wa,k

)∣∣∣∣∣
2


= τppEλ
(k)
E,a +

√
τppuktr

(
Gk,aD

H
k,aGE,a

)
.

(59)

By inserting (59) into (58), the corresponding closed-form
expression of E

{
|DE,k|2

}
can be presented as follows.

E
{
|DE,k|2

}
=∑

a∈Ak

ηk,a

(
τppEλ

(k)
E,a +

√
τppuktr

(
Gk,aD

H
k,aGE,a

))
+

τppE
∑
a∈Ak

∑
b∈Ak,b 6=a

√
ηk,aηk,btr (Dk,aGE,a) tr

(
DH
k,bGE,b

)
.

(60)

Subsequently, the interference caused by jth user (j 6= k)
can be computed as

E
{
|IE,j |2

}
=
∑
a∈Aj

ηj,a
√
τppuj tr

(
Gj,aD

H
j,aGE,a

)
+

τppE
∣∣φHk φj

∣∣2 · ∑
a∈Aj

{
ηj,aλ

(j)
E,a+

∑
b∈Aj ,b6=a

√
ηj,aηj,btr (Dj,aGE,a) tr (Dj,bGE,b)

 .

(61)

Finally, plugging (60) and (61) into (32) can yield the
deterministic equivalents as (33), which completes the proof.
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