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Abstract

The NIS Directive and sector-specific cybersecurity regulations require the reporting of (security) in-
cidents to supervisory authorities. Following the risk-based approach adopted in the NIS Directive,
the NIS 2 Directive enlists as a basic security element the reporting of significant incidents that (i)
have caused or (ii) are capable to cause harm, as well as (iii) notifying the service recipients of cyber
threats. Although during the interinstitutional negotiations between the European Commission, the
European Parliament, and the Council of the European there was consensus that the NIS Directive’s
reporting framework needs to be reformed, views on the determination of what needs to be re-
ported varied. This paper outlines and analyses the different concepts of a report-worthy significant
incident that have been proposed during the legislative procedure for the NIS 2 Directive from a
legal and policy perspective. Irrespective of further motives that may inhibit reporting, legal compli-
ance is difficult to achieve where legal requirements are vague. In that regard, the difficulties to de-
termine the reporting thresholds in the past and in the future are addressed. In consideration of the
increased attack surface and threat scenario, it is argued that incidents where no harm has material-
ized should not be treated any different than incidents that have actually resulted in harm in order to
acquire the envisaged full picture of the threat landscape and create value for business and society.
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Introduction

The NIS Directive! has been the first horizontal legislative measure at
EU level aiming to increase the level of the overall security of network
and information systems. A central element of the NIS Directive to
improve cyber resilience has been the introduction of security mea-
sures and incident reporting obligations for key operators of essential
services (OES)? and certain digital service providers (DSPs).?

1 Directive (EU) 2016/1148 of the European Parliament and of the Council
of 6 July 2016 concerning measures for a high common level of security of
network and information systems across the Union, OJ L 194, 19.07.2016,
pp. 1-30.

2 According to Article 4(4) NIS Directive, operator of essential services means
a public or private entity of a type referred to in Annex II of the NIS Direc-

tive, which meets the criteria laid down in Article 5(2) NIS Directive.

The NIS Directive had to be transposed into national law by 9
May 2018, by now all Member States have implemented respective
legislation. The Directive contributed to improving cybersecurity ca-
pabilities at national level, increased cooperation between Member
States, and improved the cyber resilience of public and private entities
within the sectors encompassed.

However, these improvements seem to be no longer sufficient in
light of an expanded threat landscape. The number, magnitude, so-
phistication, frequency, and impact of cybersecurity incidents are in-

3 According to Article 4(5) NIS Directive, digital service means a service
within the meaning of point (b) of Article 1(1) of Directive (EU) 2015/1535
of the European Parliament and of the Council, which is of a type listed in
Annex IIT of the NIS Directive, namely: an online marketplace, an online
search engine, or a cloud computing service.

© The Author(s) 2023. Published by Oxford University Press. This is an Open Access article distributed under the terms of the Creative Commons Attribution License 1
(https://creativecommons.org/licenses/by/4.0/), which permits unrestricted reuse, distribution, and reproduction in any medium, provided the original work is properly cited.

€202 Jaquisos( 90 uo Jasn Binoquwiaxn- ap aysiaAlun Aq 28€091 2/600PeAY | /6/ejonie/Alunoasiaqho/woo dno olwapeose//:sdiy Wwoll papeojumo(]


https://orcid.org/0000-0001-9443-9206
mailto:sandra.schmitz@uni.lu
https://creativecommons.org/licenses/by/4.0/

Schmitz-Berndt

creasing, and present a major threat to the functioning of network
and information systems. The European Union Agency for Cyber
Security, ENISA, estimates that attacks on supply chains will have
fourfold in 2021 compared to 2020 with supply chain security not
being specifically addressed by the NIS Directive [1]. In the same
time, attacks on cloud service infrastructure have increased fivefold
[1]. Threats are diverse with incidents having an impact on a global
scale, like the SolarWinds hack, and for instances, ransomware at-
tacks targeting big and small, public and private entities alike [1].
Germany saw a 360% increase of such ransomware attacks in 2021
alone, with a hospital not being able to admit new patients for 13
consecutive days due to a ransomware attack [2]. Also in 2021, 14.8
million malware infections of German systems have been reported to
infrastructure providers [2]. Besides the number, the nature of the
different incidents is important to gain an impression of existing
and evolving threats. Cybersecurity threats concern every legal en-
tity and every natural person in our society. With digital transforma-
tion and interconnectedness of society, network and information sys-
tems have developed into an essential commodity in everyday life. At
the same time, objects are more and more connected adding another
risk surface. In light of the increased digitization of the internal mar-
ket in recent years and the increasing and evolving threat landscape,
which both have amplified during the COVID-19 crisis,* the Euro-
pean Commission accelerated the speed of the review of the Directive
and presented a Proposal for a NIS 2 Directive (NIS 2 Proposal) [3]
as early as December 2020. The European Commission was pushing
to replace the existing Directive with an instrument that increases
harmonization and coherence, while at the same time responding to
the expanded cybersecurity threat landscape. During the legislative
procedure, some discussion evolved as regards the determination of
which kind of incidents have to be reported. Obviously, incidents vary
in terms of geographical reach, impact, duration, affected users, etc.
and reporting under the NIS Directive was restricted to the most seri-
ous incidents. This was perceived as providing an incomplete picture
of the threat landscape and challenging early detection as well as pre-
paredness and effective and appropriate defence mechanisms. With
the line between cybersecurity and cyberdefence becoming increas-
ingly blurred, information sharing about incidents has become essen-
tial for the aforementioned effective and appropriate security mech-
anisms. While entities may engage in voluntary information sharing
with each other, the information shared stays within trusted com-
munities. With mandatory incident reporting remaining an integral
part of the NIS 2 Directive, this paper argues that the entities con-
cerned may struggle to determine which kind of events have to be
reported to the competent authorities under the Directive; also in
the legislative process leading to a NIS 2 Directive, there has been
some disagreement between co-legislators as to the scope of report-
ing. Though there has been consensus on the reporting of serious
incidents, opposing views have been expressed as regards the report-
ing of cyber threats, near misses, and incidents where harm has not
materialized. Considering the ‘currently persisting insufficiency of cy-
bersecurity preparedness’ [3] and incident information as a means to
potentially hinder the further spread of incidents, this paper argues
in favour of the extension of reporting duties from a legal perspec-
tive while also highlighting the problems in determining which events
have to be reported. It is concluded that extending the mandatory re-
porting beyond serious incidents where harm has materialized along
with a tiered reporting process may help to overcome the partial re-
luctance to report. Enforcing reporting is necessary, since low report-
ing levels result in a flawed picture of the threat landscape, which in

4 COVID-19 also led to an increase of non-malicious incidents due to migra-
tion to the cloud [1].

turn may impact cybersecurity preparedness. Further, this paper ar-
gues that an extension to reporting of incidents where no harm has
materialized facilitates the determination of reporting thresholds to
achieve legal compliance, while at the same time serving the overall
goal of the NIS regulation, namely, increased cyber resilience.

By way of statutory interpretation, the section ‘Reporting Obli-
gations: From NIS 1 to NIS 2’ of this paper outlines the evolution of
reporting obligations from the NIS Directive to the NIS 2 Directive’
as published in the official journal of the EU on 27 December 2022.
Further, the deficits under the NIS Directive in terms of national in-
terpretation of reporting thresholds are addressed. In that regard, the
paper focuses on the definition of what has to be reported and does
not address questions of alternative reporting schemes, or reporting
deadlines and the suggested alignment of timeframes with other in-
struments, e.g. GDPR.® For a full picture of the different positions
leading to the final NIS 2 Directive, the reporting obligations un-
der the original European Commission’s NIS 2 Proposal are outlined
and compared to existing legislation in France and Germany, which
already goes beyond the minimum requirements under the NIS Di-
rective. For an all-encompassing overview of the legislative history of
the NIS 2 Directive, the paper further outlines the suggested amend-
ments to the NIS 2 Proposal by the European Parliament [4] as well
as the Council’s compromise text [5]. The section ‘The extended re-
porting obligations: challenges ahead’ then addresses the challenges
ahead and the question of what should be considered a report-worthy
incident also in light of challenges that have been encountered with
regard to determining harm under GDPR breach reporting. The sec-
tion ‘Concluding remarks’ summarizes the findings in light of the
overall aim of the NIS Directive and the NIS 2 Directive.

Reporting obligations: from NIS 1 to NIS 2

Incident reporting obligations are not new in EU legislation. As re-
gards for instance, the Telecoms sector and here specifically electronic
communications networks and services, obligations to report secu-
rity breaches have been existent at EU level for more than a decade.”
Also in the highly harmonized banking and finance sector, reporting
obligations preceded the NIS Directive.? In contrast to the in general
rather restricted scope of application of interventions in these sectors,

5 Directive (EU) 2022/2555 of the European Parliament and of the Council
of 14 December 2022 on measures for a high common level of cybersecurity
across the Union, amending Regulation (EU) No 910/2014 and Directive
(EU) 2018/1972, and repealing Directive (EU) 2016/1148 (NIS 2 Directive,
OJ L 333, 27.12.2022, pp. 80-152. The NIS 2 Directive enters into force
on 16 January 2023 and becomes applicable on 18 October 2024. The NIS
1 Directive is repealed with effect from 18 October 2024.

6 Regulation (EU) 2016/679 of the European Parliament and of the Council
of 27 April 2016 on the protection of natural persons with regard to the
processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (GDPR), OJ L 119, 04.05.2016, pp. 1-88.

7 See Article 13a(3) Directive 2002/21/EC as last amended by Directive
2009/140/EC of 25 November 2009 on a common regulatory framework
for electronic communications networks and services (Telecom Frame-
work Directive), O] L 337, 18.12.2009, pp. 37-69; Article 4(2) Directive
2002/58/EC as last amended by Directive 2009/136/EC concerning the pro-
cessing of personal data and the protection of privacy in the electronic
communications sector (e-Privacy Directive), O] L 337, 18.12.2009, pp.
11-36, and Commission Regulation (EU) No 611/2013 of 24 June 2013
on the measures applicable to the notification of personal data breaches
under Directive 2002/58/EC of the European Parliament and of the Coun-
cil on privacy and electronic communications, OJ L 173, 26.06.2013, pp.
2-8.

8 Cf. Regulation (EU) No 910/2014 of the European Parliament and of the
Council of 23 July 2014 on electronic identification and trust services for
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the scope of the NIS Directive is much wider and the obligations ap-
ply to certain DSPs and entities operating in seven sectors identified
as key in the functioning of the internal market. While most reports
and literature either focus on the types of approaches to share inci-
dent information [6],address information sharing from an economics
perspective [7-9], and/or discuss the lack of incentives to report to
authorities [7-10], the initial prerequisites for triggering the obliga-
tion to report to national authorities are hardly addressed. Prior to
the adoption of the NIS Directive, ENISA [6] acknowledged that enti-
ties struggle to determine what kind of events they need to share with
authorities due to the vagueness of traditional regulation. In that re-
gard, ENISA [6] recommended in 2015 in view of the Proposal for
a NIS Directive that Member States should clearly define the situa-
tions in which mandatory reporting is needed. The following section
addresses in how far the latter has been achieved with the adoption
of the NIS Directive. In order to close the existing gap in the litera-
ture on incident reporting, the analysis from the NIS Directive to the
NIS 2 Directive focuses on the events and their respective thresholds
that trigger reporting from a legal perspective while also address-
ing how the leeway granted to Member States in transposing the Di-
rective challenges the determination of thresholds for the reporting
entities.

Reporting obligations under NIS 1: incidents with
significant or substantial impact

In order to increase the cyber resilience of OES and DSPs under the
scope of the Directive, the NIS Directive introduced an obligation
to report security breaches for these kind of entities. In fact, secu-
rity breach reporting, also known as incident reporting, is deemed
a ‘hallmark of EU cybersecurity legislation’ [11]. Accordingly, Arti-
cle 14(3) NIS Directive requires Member States to ensure that OES
notify, without undue delay, the competent authority or CSIRT of in-
cidents having a significant impact on the continuity of the essential
services they provide. Article 16(3) NIS Directive introduces a simi-
lar obligation with regard to DSPs, which must notify any incident
having a substantial impact on the provision of a service that they
offer within the EU.

Article 4(7) NIS Directive defines an incident as ‘any event having
an actual adverse effect on the security of network and information
systems’. Since an adverse effect can easily be attained, the reporting
obligation in terms of OES is limited to ‘incidents having a signifi-
cant impact on the continuity of the essential service they provide’
[Article 14(3) NIS Directive]. In any case, some harm must have ma-
terialized since there must have been an effect on the continuity of
the service. In order to determine the significance of an impact, Ar-
ticle 14(4) NIS Directive provides a list of parameters that shall be
taken into account, namely, ‘(a) the number of users affected by the
disruption of the essential service; (b) the duration of the incident;
(c) the geographical spread with regard to the area affected by the
incident’. In that line, Recital 27 of the NIS Directive specifies that
the number of users affected by the disruption relate to the users re-
lying on that service for private or professional purposes; their use
of the service ‘can be direct, indirect, or by intermediation’. When
Member States assess the impact that an incident could have on eco-
nomic and societal activities or public safety, in terms of degree and
duration, Recital 27 recommends consideration of the time that is

electronic transactions in the internal market (eIDAS Regulation), OJ L
257,28.08.2014, pp. 73-114; Directive (EU) 2015/2366 of the European
Parliament and of the Council of 25 November 2015 on payment services
in the internal market (PSD2), OJ L 337, 23.12.2013, pp. 35-127.

likely to elapse ‘before the discontinuity would start to have a neg-
ative impact’. The impact assessment must further consider sector-
specific factors of which some are enlisted in Recital 28 of the NIS
Directive; for instance, a sector-specific factor in the sector ‘process-
ing and supply of water production’ would relate to the volume and
number and types of users supplied, including e.g. hospitals, public
service organizations, or individuals, and the existence of alternative
sources of water to cover the same geographical area. The considera-
tion of sector-specific factors already indicates that there is room for
divergent interpretation depending on where the Member States puts
its emphasis.

A challenge when determining what kind of situations have to be
reported lies in the different approaches in the transposition of the
Directive by Member States as well as (in some cases) pre-existing
legislation [12]. In addition, the identification process of OES varies
across Member States, which in turn results in fragmentation, i.e. an
entity may fall within the scope of the Directive in Member State A,
but not in Member State B due to different assessment criteria [13].7
As a consequence, an entity may have to report an incident in State A
but not in State B. The same issues arise when determining whether
an incident has to be reported because it surpasses the threshold of
‘significant’. This is not only due to the fact that the size of enti-
ties encompassed varies between Member States. Focusing on the as-
sessment methodology to determine the ‘significance’ of an impact,
variations across Member States also exist as to whether the notion
of significance is defined at all, and if so, by whom. For instance, in
Luxembourg, the regulatory authority determines the significance for
each sector in a regulatory order following a public consultation.'?
In contrast, in Denmark, every sector defines what constitutes a sig-
nificant impact [12]. Most Member States lack further guidance as to
the determination of significance. At EU level, guidelines on notifica-
tion of OES incidents [14], published by the NIS Cooperation Group
(NIS CG),!! provides some general guidance addressed at Member
States on how incident notification provisions could effectively im-
plemented across the EU. As regards the ‘significant impact’ of an
incident, the guidelines suggest to take into account the parameters
listed in Article 6(1) NIS Directive, i.e. those factors that are used to
determine the significance of ‘a disruptive effect’ [14]. Accordingly,
when determining the significance of an impact on the service, Mem-
ber States shall also consider (a) the dependency of other OES sec-
tors on the service provided by the affected entity; (b) the impact
that incidents have, in terms of degree and duration, on economic
and societal activities or public safety; (c) the market share of the en-
tity concerned; and (d) the importance of the entity for maintaining
a sufficient level of the service, taking into account the availability
of alternative means for the provision of that service. The guidelines

9 The fragmented approaches across the Union regarding the identification
of OES also contributes to uneven levels of preparedness [12].

10 For example, Reglement ILR/N22/1 du 22 février 2022 portant définition
des modalités de notification et des critéres des incidents ayant un impact
significatif sur la continuité des services essentiels du secteur transport—
sous-secteur transport ferroviaire; Reéglement ILR/N21/2 du 04 octobre
2021 portant définition des modalités de notification et des critéres des
incidents ayant un impact significatif sur la Continuité des services essen-
tiels du secteur eau potable.

11 The NIS CG was established by Article 11 NIS Directive and is composed
by representatives of the EU Member States’ national cybersecurity au-
thorities, the European Commission and ENISA. Its mandate under the
NIS Directive aims at facilitating the dialogue between different bodies
responsible for cybersecurity in the EU; the NIS CG is for instance the
forum where common cybersecurity challenges are discussed and coordi-
nation on policy measures is taking place.
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provide some guidance as to how these factors should be interpreted
at national level and addresses the challenges posed in some sectors
in applying the parameters,!? however, they are neither binding nor
specific enough for entities to rely on.

Fragmentation across EU Member States is not limited to diverg-
ing levels of guidance and diverging interpretations of ‘significant’,
but also a direct result of various Member States having a report-
ing regime in place that goes much further than required by Article
14 NIS Directive. In these Member States, reporting is not restricted
to ‘incidents having a significant impact on the continuity of the es-
sential service they provide’ (Article 14(3) NIS Directive), but also
incidents that only have the potential to cause harm.

In Germany, with its pre-existing legislation, § 8b IV BSIG'3 re-
quires operators of ‘critical infrastructures’'# to report ‘1. incidents
regarding the availability, integrity, authenticity and confidentiality
of their information technology systems [...] which have resulted in
a failure or material impairment of the functionality of the critical
infrastructures operated by them; as well as 2. significant incidents
regarding the availability, integrity, authenticity and confidentiality
of their information technology systems [...] which may result in a
failure or material impairment of the functionality of the critical in-
frastructures operated by them’. The explanatory memorandum to
the IT Security Act 1.0, which introduced the aforementioned pro-
vision, outlines that an incident requires that there has been an in-
terference of such a kind that the affected technology can no longer
carry out its foreseen function or that the interference at least targeted
the functioning [15]. An incident can thus also be established where
an attack has only been attempted or been successfully defended by
security measures. Similarly, the French implementation of the NIS
Directive requires OES to report incidents that ‘have or are likely to
have, considering the number of users and the geographical area af-
fected and the duration of the incident, a significant impact on the
continuity of these services’.!?

Accordingly, the ‘significance’ threshold varies from clear-cut
sector-specific guidance regarding significant impact to incidents that
have not materialized but have the potential to have a significant im-
pact. The later exceeds the requirements of Article 14(3) NIS Direc-
tive, that there must have been a service disruption for a certain time
across a certain area, which impacted economic and societal activities
or public safety.

In contrast to Article 14(3) NIS Directive, which applies solely to
OES, the reporting obligation for DSPs in Article 16(3) relates to in-
cidents that have ‘a substantial impact’ on the provision of a service
‘that they offer within the Union’. In order to determine whether the
impact of an incident is substantial, the following parameters in par-
ticular shall be taken into account: (a) the number of users affected
by the incident, in particular users relying on the service for the pro-
vision of their own services; (b) the duration of the incident; (c) the
geographical spread with regard to the area affected by the incident;
(d) the extent of the disruption of the functioning of the service; and

12 The NIS CG for instance recognizes that the variables that they outline
are sometimes incompatible since a simple parameter may mean different
things to different types of providers [14].

13 Act on the Federal Office for Information Security (Gesetz iiber das Bun-
desamt fiir Sicherheit in der Informationstechnik [BSIG]).

14 Instead of ‘essential services’, the German implementation of the NIS Di-
rective uses the notion ‘critical infrastructures’ as a pure linguistic varia-
tion.

15 Article 7 Act No. 2018-133 of 26 February 2018 on various provisions
for adapting to European Union law in the field of security (Loi no 2018-
133 du 26 février 2018 portant diverses dispositions d’adaption au droit
de I’'Union européenne dans le domaine de la sécurité).

(e) the extent of the impact on economic and societal activities (Arti-
cle 16(4) NIS Directive). One year ahead of the transposition deadline
of the NIS Directive, ENISA specified the parameters used to measure
the impact of an incident in a guideline [16]. In consideration of the
difficulties of determining the ‘substantial impact’, the Commission
adopted the Commission Implementing Regulation (EU) 2018/1511¢
also before the transposition deadline. Article 4 of the Commission
Implementing Regulation sets forth that an incident has a substantial
impact where at least one of the following situations has taken place:
(a) the service provided by a digital service provider was unavailable
for >5000 000 user-hours, whereby the term user-hour refers to the
number of affected users in the Union for a duration of 60 minutes;
(b) the incident has resulted in a loss of integrity, authenticity, or con-
fidentiality of stored or transmitted or processed data or the related
services offered by, or accessible via a network and information sys-
tem of the digital service provider affecting >100000 users in the
Union; (¢) the incident has created a risk to public safety, public secu-
rity, or of loss of life; and (d) the incident has caused material damage
to at least one user in the Union where the damage caused to that user
exceeds EUR 1000 000. Recital 10 of the Regulation clarifies that the
cases laid down in this Regulation ‘should be considered as a non-
exhaustive list of substantial incidents’. Comprehensive guidelines on
quantitative thresholds of notification parameters could however be
set up in the future based on the lessons learnt from the applica-
tion of the Regulation and best practice information collected by the
NIS CG."7 It has to be noted that Implementing Regulations are di-
rectly applicable and need not be transposed into national legislation,
which ensures a coherent approach across Member States.

The NIS Directive in practice

With increased reliance on digital technologies during the COVID19-
pandemic, the review of the NIS Directive, originally foreseen for
completion in May 2021 [Article 23(1) NIS Directive], accelerated
and resulted in a proposal for a NIS 2 Directive as early as De-
cember 2020. The review [12] disclosed that the variety of sectoral
approaches ‘challenges a common regulatory approach in the EU’,
which in turn hampers the activity of operators that offer their ser-
vice cross-border. Within the public consultation in course of the NIS
Directive review process, a general agreement among stakeholders
could be observed in terms of reporting thresholds for both, OESs
and DSPs, being set too high to trigger the notification obligation.
According to [12], a significant number of national competent au-
thorities ‘called for harmonizing reporting thresholds’ for incidents
since ‘hardly any incident in the past two years has attained one of
the established thresholds’.

In fact, with no uniform approach across Member States regard-
ing reporting thresholds, the number of reports received by different
national authorities varies significantly. According to [12], in 2018,
the Hungarian authority received 900 incident reports compared to
Lithuanian authorities receiving 10 000. However, these numbers do
not seem to reflect the number of actual ‘significant’ or ‘substantial’

16 Commission Implementing Regulation (EU) 2018/151 of 30 January
2018 laying down rules for application of Directive (EU) 2016/1148 of
the European Parliament and of the Council as regards further specifica-
tion of the elements to be taken into account by digital service providers
for managing the risks posed to the security of network and information
systems and of the parameters for determining whether an incident has a
substantial impact, O] 126, 31.01.208, pp. 48 et seq.

17 Cf. Recital 10 Commission Implementing Regulation (EU) 2018/151.
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incidents since the annual report of the NIS CG'$ only enlists a total
of 432 incidents across the EU Member States in the round of an-
nual summary reporting of 2019 [11]. Considering the size of Mem-
ber States and the extension of reporting obligations to incidents that
only may have a substantial impact, also the number of reported in-
cidents from France and Germany are rather low. ANSSI, the French
national competent authority for NIS security, received 2287 reports
in 2020 [17], while its counterpart in Germany, the BSI, only lists
419 incident reports under § 8b IV BSI Act in its 2020 annual report
[18]. In contrast, the Belgium CERT received 7433 reports in 2020
[19], however—as with the aforementioned numbers from Hungary
and Lithuania, it remains unclear how many of the reports relate to
mandatory reports under the Belgian NIS law since CERT.be states
that this number also encompasses inter alia assistance requests for
advice to deal with incidents and early warnings from partner organi-
zations. In response to an information request in December 2021, the
Luxembourgish NIS authority, the ILR,! confirmed that no incident
reports have been received so far, although Luxembourg is the place
of main establishment in the EU of many internationally operating
DSPs meaning that these DSPs fall under Luxembourgish jurisdiction
for services provided in the EU.2°

The fact that the available statistics show low reporting levels
seems to confirm earlier presumptions [9] that mandatory reporting
regardless of the sanction level does not incentivize entities to report
security incidents to authorities.

Reporting obligations under the European
Commission’s NIS 2 Proposal: potential harm and
cyber threats

The NIS 2 Proposal seeks to respond to the criticism of fragmenta-
tion by reforming the existing reporting regime [20]. The divergences
in incident reporting thresholds are to be eliminated by more precise
provisions, including a tiered plan, on the incident reporting process
[see Article 20(4) NIS 2 Proposal]. Besides the reporting of signifi-
cant incidents, Article 20(2) NIS 2 Proposal also foresees the manda-
tory reporting of ‘significant cyber threats’ in order to get a full pic-
ture of the threat landscape. According to Recital 24 NIS 2 Proposal,
this additional information should aid Member States to adapt their
level of preparedness and be adequately equipped ‘to prevent, de-
tect, respond to, and mitigate network and information incidents and
risks’.

In contrast to the NIS Directive, which defined an incident as ‘any
event having an actual adverse effect on the security of network and
information systems’, Article 4(5) NIS 2 Proposal provides a more so-
phisticated definition setting forth that an incident means ‘any event
compromising the availability, authenticity, integrity or confidential-
ity of stored, transmitted or processed data or of the related services
offered by, or accessible via, network and information systems’. With
the elimination of the different treatment of entities providing es-
sential and entities providing digital services, the NIS 2 Proposal no
longer utilizes the notion of ‘substantial impact’ in relation to in-
cidents that affect DSPs. Instead, irrespective whether the entity is

18 According to Article 10(3) NIS Directive, the national single points of con-
tacts shall submit a summary report on the national notifications received
to the NIS CG on an annual basis.

19 The ILR is the regulatory authority for all sectors excluding the financial
sector.

20 These DSPs include diverse entities of the Amazon group for instance
Amazon EU S.a.r.l., Amazon Services Europe S.a.r.l.,

important or essential,2! the reporting threshold is the ‘significant
impact on the provision of their services’ [Article 20(1) NIS 2 Pro-
posal]. Pursuant to Article 20(3) NIS 2 Proposal, an incident shall be
considered significant if ‘(a) the incident has caused or has the poten-
tial to cause substantial operational disruption or financial losses for
the entity concerned, (b) the incident has affected or has the potential
to affect other natural or legal persons by causing considerable ma-
terial or non-material losses’. This means that an incident might be
considered significant even if the harm has not materialized. This goes
far beyond of the reporting obligation under the NIS Directive and
mirrors the approach taken in France and Germany outlined above.
The mandatory reporting of incidents with the potential to cause
substantial or considerable harm is not the only major change in re-
lation to report-worthy circumstances. As mentioned above, under
Article 20(2) NIS 2 Proposal, the reporting obligation is extended
to encompass ‘any significant cyber threat that those entities identify
that could have potentially resulted in a significant incident’. A cy-
ber threat is defined in Article 4(7) NIS 2 Proposal as a cyber threat
within the meaning of Article 2(8) Regulation (EU) 2019/881 (Cy-
bersecurity Act), which means ‘any potential circumstance, event or
action that could damage, disrupt or otherwise adversely impact net-
work and information systems, the users of such systems and other
persons’. Extending the mandatory reporting to significant cyber
threats is based on the assumption that cyber threats are becoming
more complex and sophisticated, and good detection and prevention
measures depend to a large extent on regular threat and vulnerability
intelligence sharing between entities. Information sharing is consid-
ered as fundamental for increased awareness on cyber threats, which,
in turn, ‘enhances the entities’ capacity to prevent threats from mate-
rializing into real incidents and enables the entities to better contain
the effects of incidents and recover more efficiently’.22 In that re-
gard, the Commission concluded that lacking guidance at Union level
seems to have prevented such information sharing due to uncertainty
over compliance issues for instance under competition law rules.2?

Reporting obligations under the European Parliament
Draft Resolution: throwback to NIS Directive

Key changes to the Commission’s proposal relate to the reportable
incident and the notification procedure. The European Parliament
Draft Resolution [4] is rather critical towards any extension of re-
portable incidents and opposes the proposed mandatory reporting
of significant cyber threats.?* The same applies to the reporting of
incidents that have the potential to cause harm.>’ Instead, the Euro-
pean Parliament Draft Resolution suggests to replace the proposed
parameters to determine the significance of an impact with more pre-
cise, yet sector-unspecific, parameters, namely ‘(a) the number of re-
cipients of the services affected by the incident; (b) the duration of
the incident; (ba) the geographical spread of the area affected by the
incident; (bb) the extent to which the functioning and continuity of
the service is affected by the incident; (bc) the extent of the impact of
the incident on economic and societal activities’.2¢ These parameters
are a duplication of the parameters that currently exist in relation to

21 Instead of distinguishing between OESs and DSPs, the NIS 2.0 Proposal
distinguishes between entities that are considered essential and such that
are considered important.

22 Recital 67 NIS 2.0 Proposal.

23 Cf. ibid.

24 Amendment 195 European Parliament Draft Resolution.

25 Amendments 197 and 198 European Parliament Draft Resolution.

26 Amendments 197 to 201 European Parliament Draft Resolution.
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the determination of a ‘substantial impact’ under Article 16(4) NIS
Directive.

The limitations in comparison to the Commission Proposal are
based on the assumption that the requirement to report incidents that
only have the potential to cause harm or affect others is ‘unrealistic’
[21]. Concerns relate to competent national authorities being over-
whelmed by receiving too many notifications, which in turn could
divert attention and limit security resources away from the essential
tasks of actually examining and handling incidents [21].

As regard the extension of reporting obligations to significant cy-
ber threats, the Rapporteur Bart Groothuis argues in its first draft
report that entities may find it impossible to know if a cyber threat
‘could have potentially resulted in a significant incident’ [21]. Fur-
ther, the Rapporteur emphasizes that a cyber threat needs to be dis-
tinguished from a report-worthy cyber incident as they are not the
same thing [21]. Fear is expressed that concerns relating to compli-
ance and liability will discourage the activities of threat hunters [21].
Accordingly, the European Parliament suggests the sharing on a vol-
untary basis of potential incidents and near misses with a near miss
meaning ‘an event which could have caused harm, but was success-
fully prevented from fully transpiring’.2” Pursuant to Article 26(1) of
the European Parliament Draft Resolution, a ‘near miss’ does not im-
pose additional obligations but only empowers entities to exchange
information.

The position of the Parliament obviously departs from the Com-
mission Proposal when reporting is limited to incidents that have
caused harm. Even though voluntary reporting is encouraged, the
Rapporteur is concerned that ‘medium and large entities can poten-
tially have tens or even hundreds of significant cyber threats in a
single day’ and reporting these would be burdensome and may in-
terfere with the effectiveness of the response [21]. As a compromise,
the Parliament proposes that important entities (IEs), and essential
entities (EEs) shall inform the recipients of their services of incidents
or known risks and corresponding mitigation measures on a ‘best

efforts’ basis.28

Reporting obligations under the Council’s General
Approach: a compromise text

In November 2021, the Council of the European Union published
its position on the NIS 2 Proposal [5]. The Council Approach partly
diverts from the European Parliament’s Draft Resolution in terms
of restricting reporting obligations: while the idea of mandatory re-
porting of significant cyber threats is abandoned,?’ the Council Ap-
proach retains the obligation to report incidents that (a) have caused
or have the potential to cause ‘severe’ operational service disrup-
tion, or financial losses, or (b) have affected or have the poten-
tial to affect other natural or legal persons by causing considerable
material or non-material losses.3? As regards the voluntary report-
ing of near misses and cyber threats, the Council’s Approach repli-
cates the position of the Parliament. The compromise seeks to re-
spond to concerns expressed by Member States that it would over-
burden entities covered by the NIS 2 Directive and lead to overre-

27 Amendment 47 European Parliament Draft Resolution.

28  See Article 20(2) European Parliament Draft Resolution.

29 Instead Article 20(2) of the Council’s General Approach foresees that ‘es-
sential and important entities shall notify, without undue delay, the re-
cipients of their services that are potentially affected by a significant cy-
ber threat of any measures or remedies that those recipients can take in
response to that threat. Where appropriate, the entities shall also notify
those recipients of the threat itself’.

30 See Article 20(3) Council’s General Approach.

porting, if the reporting of significant cyber threats became manda-
tory. Instead, the Council proposes in Article 20(2) that IEs and
EEs shall notify the recipients of their services that are potentially
affected by a significant cyber threat of the threat and any mea-
sures or remedies that those recipients can take in response to that
threat.

Reporting obligations under the final NIS 2 Directive
The NIS 2 Directive replicates the Council’s General Approach on in-
cidents that are considered to be significant and that trigger the noti-
fication obligation in its Article 23(1) and (3). Changes to the Coun-
cil’s compromise text mainly relate to the wording of the respective
provision when ‘the potential to cause/affect’ is replaced by ‘capable
of causing/affecting’. Further, the obligation to notify the service re-
cipient of measures or remedies that they should take in response of
a significant cyber threat is adopted [Article 23(2) NIS 2 Directive].
Also, the approach to voluntary information sharing of cyber threats
and near misses is maintained in Article 30 NIS 2 Directive (for an
overview of the evolution see Figure 1).

It has to be noted that security requirements and reporting obli-
gations relating to cybersecurity incidents will be deleted in some
sector-specific acts so that these obligations are united under the NIS
2 umbrella.3! This eliminates many of the issues previously encoun-
tered when determining whether a sector-specific act provides mea-
sures with equivalent effect and can therefore be deemed lex specialis
under Article 1(7) NIS 1 Directive (and in the future under Article 4
NIS 2 Directive, respectively).32

The extended reporting obligations: challenges
ahead

The new reporting obligations come at a price. In transposing the
NIS Directive into national law, most Member States refrained from
introducing reporting obligations that go beyond the minimum re-
quirements of the Directive. This means that in consequence also
the existing reporting infrastructure is adapted to a regime where
only the most serious incidents are reported. This section addresses
the general challenges ahead for Member States at an organizational
level, stressing that a future increase in the number of reports can
also be linked to further factors beyond a lower reporting threshold.
It then assesses in how far the lowering of the reporting threshold to
encompass incidents where no harm has materialized may facilitate
legal compliance by eliminating some of the vagueness encountered
under the NIS Directive. In that regard, it is outlined that even where
reporting requirements, at a first glance, seem to be rather clear, these
may give rise to problems when determining an interference in the
legal sense and the line between actual harm and potential harm be-
comes blurred. Where lines are blurred, there is a strong likelihood
that—in addition to economic reasons to refrain from reporting—
this vagueness also deters entities from incident reporting. Against

31 Article 42 NIS 2 Directive amends the eIDAS Regulation in that Article
19 on security requirements applicable to trust service providers is deleted
with effect from 18 October 2024; Article 43 NIS 2 Directive amends Di-
rective (EU) 2018/1972 of the European Parliament and of the Council
of 11 December 2018 establishing the European Electronic Communica-
tions Code (EECC) in that Article 40 on security of networks and services,
and Article 41 on the implementation and enforcement of Article 40 are
deleted with effect from 18 October 2024.

32 As regards the assessment whether a sector-specific Union act has equiv-
alent effect and therefore has prevalence, see [22].
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effect on the

security of® NIS | accessible via,” NIS

Definition of | ‘any event having | ‘any event compromising the availability, authenticity,
an actual adverse | integrity or confidentiality of stored, transmitted or pro-
cessed data or of the related services offered by, or

‘an(y) event compromising the availability,
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stored, transmitted or processed data or of
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effect on the or financial losses
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Parameters to consider
when determining the
significance enlisted in
Art. 20(3) incl. inter
alia number of recipe-
ents of the services,
incident duration

Similar to NIS 2 Proposal
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‘incidents and known
risks’ and measures or
remedies to take

No, but information of service recipients of
significant cyber threat and measures or
remedies to take

Figure 1: Overview of the evolution of reporting obligations from NIS 1 to NIS 2.

this background, the importance of notifying also incidents with ‘po-
tential harm’ is highlighted.

Challenges for Member States at an organizational
level

When the European Parliament’s approach rejected any extension of
the existing reporting obligations based on the assumption that not
every incident is report worthy and the reporting of potential inci-
dents may inhibit the effectiveness of the concerned entity’s response,
it also considered the challenges for competent authorities in han-
dling the incident reports. While overreporting cannot be ruled out,
no evidence has been presented that the requirement to report any ‘in-
cident that did not cause harm’ challenges the handling of actual inci-
dents. In fact, German law already foresees such reporting; yet, there
is no evidence to suggest that this has resulted in overreporting. As
mentioned above, the German national NIS authority only received
419 incident reports in total from June 2019 to May 2020 [18]. Fur-
ther, the French regulator ‘only’ had to handle the aforementioned
2287 reports [17], which obviously also included incidents that only
have the potential to cause harm since the German and French no-
tification requirements are similar. One must also consider that inci-
dents, which have the potential to cause significant harm are usually
more sophisticated incidents than for instance a mere phishing at-
tempt of which millions if not billions happen per day. A phishing
attempt would neither under the NIS Directive, nor the NIS 2 Direc-
tive be report worthy since both have in common that they require
that the incident has materialized, meaning in short that there must
have been some interference with the confidentiality, integrity, or au-
thenticity (CIA) of the network and information systems.>> However,

33 The original NIS 2.0 Proposal [3] foresaw in Article 20(2) a mandatory
reporting of at least ‘significant’ cyber threats ‘that could have potentially
resulted in a significant incident’. The Council compromise [5] suggested
a mandatory notification of the potentially affected recipients of the ser-
vices provided; this notification, however, related to the information about

measures and remedies to take in response to that threat.

if a simple phishing attempt has been successful, the determination
of the impact or potential impact is equally difficult.

Obviously, to avoid that the national competent authorities are
overburdened, they need to be respectively equipped, and capable to
handle incidents with significant impact in due course. In that regard,
one needs to consider that the new mandatory reporting procedure
follows a tiered plan with an early initial warning within 24 hours of
becoming aware of a significant incident followed by the actual no-
tification within 72 hours, an intermediate report upon request and
final report at a later stage. Where applicable, the initial warning
shall contain information whether the incident is ‘suspected of being
caused by unlawful or malicious acts’ [Article 23(4)(a) NIS 2 Di-
rective]. The new tiered notification procedure requires the national
competent authority/CSIRT (depending on whether the CSIRT or
authority is competent for receiving notifications) to interact with
the notifying entity. According to Article 23(5) NIS 2 Directive, the
competent authority/CSIRT shall provide, without undue delay and
where possible within 24 hours of receiving the early warning, a re-
sponse to the notifying entity, which must include initial feedback
on the significant incident and, upon request of the entity, guidance
or operational advice on the implementation of possible mitigation
measures. The CSIRT is also tasked to provide additional technical
support if the entity concerned requests such support [Article 23(5)
NIS 2 Directive]. Further guidance is foreseen in the case of a crimi-
nal nature of the incident (ibid). The actual notification pursuant to
Article 23(4)(b) NIS 2 Directive consists of an update of the infor-
mation submitted through the early warning and should indicate an
initial assessment of the incident, including its severity and impact, as
well as indicators of compromise, where available. Upon request of
the competent authority/CSIRT, the notifying entity may also deliver
an intermediate report.

Further tasks of the competent authority/the CSIRT relate to the
forwarding of information in case of cross-border impact, and to de-
cide on whether public disclosure is necessary. This means that the
authority/CSIRT is attributed an active role in the incident-handling
process for which the corresponding resources are necessary.
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Besides increased engagement in the incident-handling process,
national authorities will also have to adapt their capacities to the
overall cyber threat scenario.

With warnings issued about soaring cyber threat levels, based on
growing digitalization and most recently as a consequence of the war
on Ukraine [23, 24], reports are likely to increase.

Finally, not only soaring cyber threat levels may challenge
incident-handling, but also the sheer number of entities that fall un-
der the scope of the NIS 2 Directive: new sectors are added and a uni-
form size-cap rule for entities that fall under the scope of the Directive
is set. Article 2 NIS 2 Directive foresees that the Directive applies to
public and private EEs and IEs of a type referred to in Annexes I
and II of the Directive, which provide services or carry out activities
within the EU and which meet or exceed the threshold for medium-
sized enterprises within the meaning of Commission Recommenda-
tion 2003/361/EC.3* Accordingly, any possibility to employ quanti-
tative or qualitative thresholds related to the service provided is elim-
inated. With the size-cap rule, the increase of entities is estimated be-
tween seven-fold [25] to forty-fold [26] compared to the status quo.
Accordingly, the main challenge for national competent authority re-
lates to the number of entities that face an obligation to report inci-
dents as well as in general, the supervision of these entities. With the
foreseen tiered reporting process, in particular smaller entities may
request the support and guidance that they are now entitled t0.3

Accordingly, the NIS 2 Directive requests Member States to be
adequately equipped in terms of both technical and organizational
capabilities; this includes the national competent authorities and
CSIRTs.

Determining the reporting threshold: the role of
‘potential harm’
The NIS 2 Directive remains silent on guidance as to when an inci-
dent that has not resulted in harm is nevertheless reportable because
the incident is ‘capable to cause severe operational service disruption,
or financial losses’, or is ‘capable to affect other natural or legal per-
sons by causing considerable losses’. In how far the determination of
potential significant harm will prove difficult in practice remains to
be seen. In that regard, it is of interest to look at the practice of those
Member States that already require such extensive reporting.
Further, reference to the mandatory data breach reporting under
the GDPR with regard to a recent vulnerability serves to exemplify
that the report-worthiness of an incident/breach may be judged in-
dependent from the materialization of harm. Finally, a further argu-
ment relates to state of the art security mechanisms that may result
in a successful defence of an attack, but does not prevent the attack
to succeed at another important or essential entity.

Determination of ‘potential harm’ under national legislation

As outlined above, Germany and France already require the report-
ing of incidents with potential harm under national legislation. In
Germany, the legislator enlisted as examples for reportable incidents:
vulnerabilities, malware, and attacks on the IT security even if the
latter have been successfully defended [15]. As guidance, the legis-
lator enlisted in the explanatory memorandum examples for inci-

34 Commission Recommendation 2003/361/EC of 6 May 2003 concerning
the definition of micro, small and medium-sized enterprises, O] L 124,
20.05.2003, pp. 36 et seqq. Some exception applies for instance in the
area of national security, public security, defence, or law enforcement.

35 Cf. [12] suggesting that SMEs need more support and guidance as they
may not have the capacity to comply with the NIS Directive.

dents that do not require reporting, such as: daily occurrent spam,
common malware that is detected by standard antivirus scanners as
well as common technical defects [15]. The determination of whether
the harm or potential harm has passed the threshold of significance
has to be conducted by the entity. In Germany, significance may
be established when incident-handling requires the designation of
additional staff or assistance by third parties [15]. Entities should
also ask themselves whether reporting could secure a timely warn-
ing of other potentially affected critical entities. Accordingly, for in-
stance, the notification of a detected vulnerability that has not re-
sulted in harm becomes reportable if third parties can be affected by
the vulnerability—which, if commercial software is used, will com-
monly be the case.

Determination of ‘potential harm’ under the GDPR in the context of
a vulnerability

The determination of harm may also be difficult even where a
reporting obligation seems ‘pretty straightforward’. This could re-
cently be observed in the context of the GDPR. Article 33(1) GDPR
requires the notification of personal data breaches to the supervisory
authority unless the personal data breach is unlikely to result in a
risk to the rights and freedoms of natural persons. Article 4(12)
GDPR defines personal data breach as a ‘breach of security leading
to the accidental or unlawful destruction, loss, alteration, unautho-
rized disclosure of, or access to, personal data transmitted, stored or
otherwise processed’. Vulnerabilities in Microsoft Exchange servers
were exploited to deploy backdoors and malware in widespread
attacks (Hafnium Exchange-Hack). On 2 March 2021, Microsoft
released patches to tackle four critical vulnerabilities in Microsoft
Exchange Server software [27]. Taking advantage of the vulnerabil-
ity, meant that access to email accounts was possible and data could
be compromised, which obviously interferes with privacy. The ques-
tion arose whether the event had to be reported under Article 33(1)
GDPR; it had to be determined whether a breach of security requires
actual unauthorized access or whether it is sufficient that access is
possible. A vulnerability that is still present, is still exploitable; obvi-
ously fixing a known vulnerability is a required mitigation measure
[28]. Patching the system constitutes an organizational and technical
measure for preventing an attack and is as such a required technical
security measure under Article 32 GDPR.3¢ Taking into account the
EDPB Guidelines on Examples regarding Data Breach Notification
[28], it becomes clear that a known vulnerability does not have to be
reported to the supervisory authority where personal data has not
been accessed since it does not pass the threshold of constituting a
risk to the data subjects. However, the breach should be documented
in accordance with Article 33(5) GDPR. As regards the aforemen-
tioned Hafnium Exchange-Hack, several German data protection
supervisory authorities (DPAs) issued opinions on whether entities
or individuals concerned by the vulnerability are obliged to file data
breach reports. There was consensus that a report has to be filed
when harm materialized, meaning that the system was actually com-
promised and a risk to the rights and freedoms of natural persons
could be established [29, 30]. However, two DPAs went a step further,
requesting a breach notification for the failure to patch the vulnera-
bility in due time [31]. The Bavarian DPA argued that a data breach
notification would be mandatory if the patch released by Microsoft
on 2 March 2021 was not implemented by 9 March 2021 [31, 32]. So
even if the system in place was not compromised, i.e. no advantage

36 Article 32 GDPR requires that controller and processor shall implement
appropriate technical and organizational measures to ensure a level of
security appropriate to the risk.
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was taken of the vulnerability, the mere delay in patching the vulner-
ability was considered to create a legally relevant risk for personal
data. Accordingly, even where the law requires an actual breach of
security with compromised data, an unpatched vulnerability with no
compromised data triggered the reporting obligation. Although the
respective DPAs have been criticized [33, 34], the example perfectly
highlights the difficulties of establishing the existence of an inter-
ference and actual harm or risk; Similar issues arise in the context
of the reporting obligations under the NIS Directive, namely, when
harm has materialized and thus reporting to authorities becomes
mandatory.

The role of ‘potential harm’ to increase cyber resilience

The assessment of potential materialization of harm and the signif-
icance threshold are crucial for determining the obligation to re-
port an incident. In light of the Hafnium Exchange-Hack exam-
ple, the inclusion of incidents with potential harm renders it obso-
lete to establish a compromise of data since the mere existence of a
vulnerability—which obviously interferes with the CIA of network
and information systems—is sufficient to trigger a reporting obliga-
tion. This also aids the overarching goal of the NIS Directive, namely,
increasing cyber resilience, which can only be achieved if there is at
least a full picture of current threats and trends. The necessity to re-
port incidents beyond those that have caused harm also becomes ob-
vious when one takes into consideration the state of the art security
mechanisms that entities have to implement under the NIS frame-
work. In that regard, the common practices of the deployment of
honeypots as security mechanisms exemplary serves to highlight the
impact on reporting obligations. Honeypots are virtual traps to lure
attackers, an intentionally compromised computer system allows at-
tacker to exploit vulnerabilities so that the entity concerned can study
their behaviour to improve the security of its systems. Such decoy sys-
tems inside fully operating networks and servers often form part of
an intrusion detection system. In case of an infiltration, an incident in
the sense of the NIS Directive could be established, but this incident
only has the potential to cause harm since it takes place in a closed
system. An incident that did not cause harm at one entity may still
constitute a severe threat to another entity. Accordingly, where the
non-materialization of harm is the result of appropriate cybersecu-
rity mechanisms, reporting complements the evaluation of the overall
threat landscape and may help to prevent, detect, and defend attacks
on third-parties. As mentioned before, good detection and prevention
measures depend to a large extent on regular threat and vulnerability
intelligence sharing.

Concluding remarks

Recital 105 of the NIS 2 Directive states that ‘a proactive approach
to cyber threats is a vital component of cybersecurity risk manage-
ment that should enable the competent authorities to effectively pre-
vent cyber threats from materialising into incidents that may cause
considerable material or non-material damage’. While for this pur-
pose, the notification of cyber threats is of key importance, the same
applies for the notification of incidents with potential harm. The in-
formation provided should namely enable the competent authorities
not only to support the entity in handling the incident but also to
prevent other entities from falling victim to an incident of the same
kind. As outlined above, with no necessity to determine the materi-
alization of harm and the new tiered reporting process, reporting is
significantly be driven forward under the NIS 2 Directive.

With the NIS 2 Directive entering into force in January, it is still
time to recall what the motivation of the original NIS Directive,
namely, making Europe fit for the digital age where the cybersecu-
rity threat landscape constantly evolves. The NIS 2 Directive recog-
nizes the significant progress that had been made in increasing the
EU’s level of cyber resilience, but also acknowledges that it fails to
effectively address current and emerging cybersecurity challenges.3”
In order to address emerging challenges, it is necessary to have a full
picture of the threat landscape. Cyber situational awareness in the
form of threat intelligence is a significant defence component [35].
A substantial part for the acquisition of an all-encompassing picture
of current cybersecurity threats and trends is information sharing—
either within specific communities or to relevant authorities. Under
the minimum reporting requirements of the NIS Directive, the num-
ber of reports has been rather low and was restricted to incidents that
have resulted in actual harm. The NIS 2 Directive seeks to increase
the reporting by extending the obligation to report to incidents that
are capable to cause substantial or considerable harm. Important and
essential entities operating in the EU will in the future be obliged to
report incidents irrespective whether harm has materialized. Along
with the tiered reporting process with an initial warning before the
actual notification, reporting is triggered at an early stage, where the
entity may not even be able to identify potential harm. Further, the
tiered reporting process of the NIS 2 Directive also foresees feed-
back by the competent authorities/CSIRTSs to reports that they re-
ceive. The legislator recognizes that feedback on an incident and its
handling as well as the provision of support may be far more of an
incentive to report than a sanctioning regime. At the same time, the
in-depth reporting seeks to provide the competent authorities with
the possibility to draw valuable lesson from individual incidents and
improve over time the cyber resilience of individual entities and en-
tire sectors.’® During the review process [12], lacking feedback on
how the information provided has been handled and guidance to the
industry on how to handle incidents was one of the points of criticism
by OES. In light of the objectives of the Directive, reporting must be-
come an automatism in the incident response cycle. Where entities
may have previously been able to argue that, they may have strug-
gled to establish the ‘substantial’ or ‘significant’ harm of an incident,
which would have triggered the reporting obligation, issues in deter-
mining whether harm has sufficiently materialized are no longer an
excuse for late or no reporting. Also, the deployment of state of the
art security mechanisms and/or an effective defence of an attack no
longer renders reporting obsolete, as threat intelligence information
supports effective prevention, mitigation, and defence for third par-
ties and thereby serves the overall aim of the Directive. The burden
to determine whether an incident passes the significance threshold in
an individual case could have further been alleviated by extending
the mandatory reporting to cyber threats. However, since the enti-
ties concerned will be under an obligation to inform the recipients
of their services about at least significant cyber threats, and thus go
public about an identified threat, awareness on cyber threats and the
threat landscape will implicitly be raised. The NIS 2 Directive also
shows a clear commitment to increased threat intelligence sharing
that extends to the encouragement of information sharing in trusted
communities.>’

In sum, a variety of reporting instruments, mandatory and volun-
tary, will definitely enhance the envisaged cybersecurity preparedness.
The extension of mandatory reporting facilitates the determination

37 Cf. Recital 2 NIS 2 Directive.
38 Cf. Recital 101 NIS 2 Directive.
39 See in that regard Article 29 NIS 2 Directive.
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of the reporting threshold, while the encouragement of voluntary in-
formation sharing contributes to a culture of intelligence gathering,
sharing, and awareness raising. Member States are now required to
prepare national competent authorities and CSIRTs with the capac-
ities to handle incident reports. Ultimately, it is not necessarily the
broad reporting obligation that will challenge national competent
authorities in handling and responding to incident reports as it was
feared by the European Parliament [21]; moreover, a major challenge
lies ahead for national authorities with the enlarged scope of appli-
cation of the Directive meaning that the number of entities under an
obligation to report will tremendously increase.
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