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Abstract—This paper proposes and analyzes the reliability and
security trade-off for a satellite-terrestrial (SatTer) relay system.
Herein, a satellite sends confidential information to multiple
ground users (GUs) with the help of a relay base station (BS)
in the presence of multiple eavesdroppers trying to wiretap the
information. In particular, a friendly jammer is deployed near
the relay BS to improve secure transmissions. Moreover, the
non-identical Rayleigh fading channels and imperfect channel
state information (CSI) are adopted for a general system model.
Then, we consider both amplify-and-forward (AF) and decode-
and-forward (DF) relaying strategies to give a full picture of the
benefits of each method. In this context, we derive the closed-
form expressions of the outage probability (OP) and intercept
probability (IP) corresponding to AF- and DF-based relaying
schemes, which is a high challenge and has not been investi-
gated before. Then, Monte-Carlo simulations are conducted to
evaluate the correctness of the mathematical analysis and the
effectiveness of the proposed methods. Furthermore, the security
and reliability trade-off of the SatTer system and the influences
of various system parameters (e.g., satellite’s transmit power,
channel estimation errors, relay’s transmit power, fading severity
parameter, the average power of light-of-sight, and satellite’s
multi-path components) on the system performance are shown.

Index Terms—Amplify-and-forward, decode-and-forward,
friendly jammer, non-identical Rayleigh, imperfect CSI, physical
layer security, relay networks.

I. INTRODUCTION
The internet of things (IoT) is becoming an indispensable

component in modern life, enabling a variety of amenities
such as wearable devices, smart cities, self-driven cars, smart
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grids, smart farming, and healthcare [1], [2]. As reported
by Ericsson, the number of IoT devices (IoTD) is predicted
to reach around 26.9 billion by 2026 [3]. Nevertheless, the
swift growth of the number of IoTD has presented many
new challenges for current communication systems due to
the limitations on resources, e.g., frequencies, power, poor
flexibility. For instance, in the case of natural catastrophes or
when the terrestrial base stations (BSs) are overloaded during
peak hours, or they provide poorly data transmission in harsh
environments, e.g., deserts, mountains, or maritime [4]-[6].
Fortunately, satellite communications (SatCom) have recently
emerged as a promising solution to overcome the above issues.
It is because SatCom can provide universal coverage and,
together with terrestrial communications (TerCom) to support
a massive number of IoTD. Recently, many projects, such
as OneWeb, SPUTNIX, Kepler, and SpaceX, have planed to
bring hundreds of LEO satellites in the sky to provide high
throughput and global communications [7].

Beyond many advantages, a large distance between satellites
and ground users (GUs) imposes new challenges. One of
them is the masking effect in Satcom, in which a GU is
unable to receive the satellite signals because the line-of-sight
(LoS) is obscured, e.g., due to fog attenuation and the GU
in a building or a tunnel. Therefore, satellite-terrestrial relay
networks (STRN) have received considerable attention from
researchers to leverage space resources for communications.
Specifically, relay node in cooperative networks helps transfer
information between GUs. It thus benefits the coverage for
IoTD with limited power and locates far away. The cooper-
ative networks can be classified into two main types, termed
amplify-and-forward (AF)-based relaying [8] and decode-and-
forward (DF)-based relaying [9], [10]. In the literature, there
also exist other methods such as hybrid AF and DF (HAD)
[11], or randomize-and-forward [12].

The concept of STRN was first introduced by Chamberlain
and Medhurst in 1965 [13], [14], and 1966 [15]. Lee et al. [16]
were the first to introduce the symbiosis between TerCom and
SatCom in 1983. Carlo et al. [17] investigated the co-channel
interference (CCI) in a satellite-terrestrial integration system.
Recently, STRN still attracts researchers from academia to
industry since it is a promising direction for future sixth-
generation (6G) networks [18]. Two-way satellite relaying
has been investigated in [19]-[21]. In [19], the authors used
a satellite as a relay to transfer information between two
ground BSs, whereas each BS applied different modulation
schemes to avoid the difficulty of channel estimation. Zeng
et al. [20] studied the performance analysis of a two-way
satellite-terrestrial (SatTer) system, where the satellite-relay
link followed x — p shadowed fading, and relay-GU link
is Nakagami-m fading channels. Kefeng et al. [21] analyzed



the performance of a two-way SatTer communication under
the influence of the hardware impairments. Dong et al. [22]
studied the intelligent reflecting surface (IRS)-assisted SatTer
system in which an IRS acted as a relay to reflect signals from
ground BSs and satellite. In [23], [24], the authors investigated
the space-air-terrestrial communications. Specifically, Tran et
al. [24] proposed a novel system model with two tiers commu-
nication system, whereas the cache-enabled unmanned aerial
vehicle (UAV) was deployed as a relay to transfer information
from a satellite to GUs. If the requested files were stored at
the UAYV, then it transmitted directly to GUs. Otherwise, the
UAV demanded the requested files from the satellite on the
backhaul link. Sharma et al. [23] employed an AF-based three-
dimensional (3D) UAV relay between satellite and GU.

The issue of security in SatTer networks has raised as
an important factor that need to be solve, especially for
confidential information or in military applications. Due to
a high simplicity and ease to implement in practice, phys-
ical layer security (PLS) for wireless communications has
gained great attraction from research community [25]-[28].
Besides, PLS was also applied in SatTer networks recently
[29]-[32]. Bankey et al. [29] investigated a downlink SatTer
network including multiple satellites, multiple relays, multiple
destinations, and multiple eavesdroppers. Kalantari et al. [30]
studied the security issue in a bidirectional satellite system
applying network coding to exchange information between
two GUs. Sharma et al. [31] investigated a secure transmission
in SatTer networks, where UAVs were deployed as relays to
transfer information between a satellite and a GU. The security
problem for IRS-enabled SatTer communications was pro-
posed and analyzed in [32]. Specifically, an IRS was installed
near the GU to protect the satellite’s confidential information
from the eavesdropper. Despite many advantages, none of the
above works [29]-[32] consider jammer or artificial noise to
improve the secure transmission in SatTer networks. Recently,
there are only some works that bring jammers to SatTer
wireless communication systems [33]-[35]. In 1996, Kai-
Bor was the first one who introduced jammer in satellite
communications. Specifically, he developed an algorithm to
control beamforming and jamming protection. Mounia et al.
[34] investigated the PLS of SatTer Cognitive networks in the
presence of a friendly jammer. Bankey et al. [35] applied a
UAV-based friendly jammer to improve the security of satellite
communications.

Motivated from the above discussions, we aim at this work
to analyze the security-reliability trade-off in a SatTer commu-
nication consisting of one satellite S that is communicating
with multiple GUs through the help of a relay. Moreover,
there exists multiple eavesdroppers that try to overhear the
confidential information from the relay. Besides, a friendly
jammer is deployed in the system to enhance the system secu-
rity by transmit jamming signals to eavesdroppers. Particularly,
the channels from satellite to relay and from relay to GUs
follow shadowed Rician and non-identical Rayleigh fading,
respectively. The contributions of our work can be pointed
out as follows:

o To the best of our knowledge, this is the first work

that investigates the security-reliability trade-off in SatTer

relay networks with a friendly jammer and imperfect
channel state information (CSI), whereas the channels of
satellite and terrestrial links are Shadow-Rician fading
and non-identical Rayleigh channels, respectively.

o The intensive analyses for security and reliability trade-
off are performed under influences of different network
parameters. Moreover, we first derive the closed-formed
expressions for outage probability (OP) and intercept
probability (IP). Particularly, both AF and DF relaying
networks are taken into account to fully investigate the
performance of each method.

o Numerical and simulation results are provided to insight-
ful discussions on the effects of various critical parame-
ters such as satellite’s transmit power, channel estimation
errors, relay’s transmit power, fading severity parameter,
the average power of LoS, and multi-path components of
the satellite. The results give helpful guidance to design
a system in practice to satisfy the reliability with an
acceptable intercept performance.

The security and reliability trade-off for the satellite-terrestrial
relay networks has recently attracted interest, for example, our
recent publication [36] and references therein. Regarding the
system model, in [36], the best relay is selected to receive the
transmitted signals from the satellite under the influences of
an eavesdropper. The presence of a jammer contributes to both
legitimate and illegitimate devices (please refer to [36, Fig. 1]).
The closed-form expressions of the OP and IP were obtained
under imperfect CSI, but the previous work only investigated
system performance with AF.

In the current work, we have shared the same satellite-
terrestrial literature with the previous works [36], [37], espe-
cially the reliability and security issues [36]. However, this
paper is more general than [36] since the fading channels
are applied for arbitrary locations of the eavesdroppers and
the destinations. Specifically, three fundamental differences
exist between the current work and [36]. First, we investigate
multiple eavesdroppers and multiple destinations, while [36]
considered the single eavesdropper and destination. Second,
we consider the influences of both the AF and DF technolo-
gies, while [36] considered the former only. Finally, the non-
identical fading channels are utilized in the current paper,
while the independent and identically distributed shadow fad-
ing model for the communication between the satellite and
relay was considered in [36].

II. SYSTEM MODEL

In Fig. 1, we present the system model considering in our
paper consisting of one satellite S, a BS that acts as a relay
R, and multiple destinations D,, with n € {1,...,N} in
the presence of one jammer and multiple eavesdroppers. All
destinations are assumed in the coverage area of the satellite
S, but they cannot leverage the direct link to satellite because
they are not equipped with expensive high-gain antennas [24],
[38]. In this system model, the satellite S transmits its signals
to the destinations D,, with the help of one relay R. Moreover,
relay R performs the AF and DF techniques to relay the
information to destinations D,,. In the meantime, adversary
E tries to wiretap the confidential information from relay R.
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Fig. 1. The considered system model.

To improve the network security, a friendly jammer is installed
to create artificial noises, reducing the eavesdropper’s impact.

A. Channel Model

Herein, the characterizations for fading channels is given as
follows. It is assumed that the estimated channels between two
arbitrary nodes in terrestrial links follow the block Rayleigh
fading model, where channel coefficients are constant during
one transmission block and change independently over differ-
ent transmission blocks. The block Rayleigh fading channels
match well with practical environments where the transceivers
are surrounded by many scatterers, which were confirmed by
practical measurements in [39], [40]." Because the channels
are Rayleigh fading, their channel gains can be expressed as
vre, = |hge, |2 9RD, = |hrp, |%, etc., are exponential ran-
dom variables (RVs), where cumulative distribution function
(CDF) and probability density function (PDF) are respectively
given as follows

Fx(z) =1 —exp(—Ax), (1)
i) = 20 yexp(o), @

where )\ is the rate parameter of the exponential RV X.

For satellite links, we consider shadowed-Rician fading
model [41].2 Then, the PDF of channel gain ysg = |hSR|2
between satellite and relay is given by [29], [43]

fren () = aexp (—Bz) 1 Fy (mg; 1;0z) ,2 >0,  (3)

_ 2bm, 1 Q.
where a = 2bms+Q, B = 55, and § = 2bm,+2,°

with 2, and 2b are the average power of LoS and multi-path
components, respectively. Herein, m, is the fading severity
parameter and 1 Fj(-;-;-) is the confluent hypergeometric
function of the first kind [44, Eq. 9.210.1]. For arbitrary
integer-valued fading severity parameters, one can simplify

I'This paper provides an initial analytical framework for balancing security
and reliability in the satellite-terrestrial relay networks. The terrestrial links
follow the Rayleigh fading model suitable without a dominant path. An
extension to a general fading channel model such as the Nakagami-m fading
channel should be of interest for future work.

2The shadowed Rician model considers a Rician fading channel through
LoS shadowing and the rich scattering environment around relay. Physically,
this fading model is applied for the propagation scenarios where objects
moving near relay make the received signal power be shadowed, which is a
greater extent than the signal power given through the direct channel between
the satellite and relay [42].

1F1 (mg;1;0x) in (3) to express the PDF of ~gg [45] as
follows

mg—1
f'YSR _a Z C x exp( (5—(5)1‘), “4)
(— 1) (1—ms)k . ) .
where ((k) = G with (-), is the Pochhammer

symbol [44, page xlii1]. Based on (4), the corresponding CDF

FVSR(x) = ff’YSR
applying [44, Eq. 3.351.1] as f0110WS'

Pr(ysr < ) )Ydx can be obtained by

F’YSR =1- Z ) (k1)
k=0 p=0
x zP exp (— (8 — 0) sc) . (5)

The configuration of the satellite link, the analysis in this
paper can be applied for various configurations because our
model focuses on the outage and secrecy performance, which
depends mainly on the channel statistical properties. This
paper will select a practical case for our numerical analysis
by the satellite link to support 5G-and-beyond applications as
the review of satellite frequency bands in Europe [46]. More
specifically, this paper concentrates on the Ka-band (17.7-
20.2 GHz space-to-Earth and 27.5-30 GHz Earth-to-space).
Specifically, the carrier frequency is chosen as 28 GHz for the
analysis. It is recommended to use highly directional antennas
for antenna configuration to reduce interference. For example,
horn, slotted waveguide array, and microstrip patch array
antennas are deployed for cellular links, and dish antennas are
for satellite links [47], [48]. In practice, it is difficult to obtain
perfect CSI due to some channel estimation errors (CEEs).
Thus, some channel estimation algorithms are necessary to
obtain CSI, e.g., linear minimum mean square error (MMSE)
method [49]. Therefore, channels can be modeled as [50]

hi = hi + e, (6)

where ¢;, i € (SR,RD,,RE,,,JE,,,JR,JD,,) is the CEE
with ¢; ~ CN (O, uf) h; is the estimated channel of real

channel ﬁz

B. AF Relaying Protocol
This section discusses the AF relaying protocol, where the

relay R first amplifies the received signal and then transfers it
to the destination D. Because all system nodes are performed
in a half-duplex (HD) mode, the signal transmission from
satellite to destination during two time slots. In the first time
slot, satellite transmits its signal g to the relay BS. Therefore,
the received signal at R can be given by

Yr = hsras + nr = (hsr + esr) Ts + nr, (7
where g is the transmit signal of satellite with E{||zs||}?> =
Pg, E{-} is the expectation operation; ng is the zero mean
additive white Gaussian noise (AWGN) with variance Ny.

In the second time slot, relay BS amplifies received signal
yr and then conveys it to the chosen destination D,,. During
this time, the eavesdroppers track the signal transmitted from
BS R and try to wiretap the information. To reduce the
quality of the eavesdropping link, the cooperative jamming
technique can be used, where the single antenna friendly



jammer (J) is employed to continuously generate the artificial
noises to eavesdroppers. Because of the masking effect, it
is almost impossible for the eavesdroppers to overhear the
signal from the satellite directly. Therefore, it is assumed that
eavesdroppers monitor only transmitted signals from terrestrial
relay BS [29], [51]. Consequently, the obtained signal at the
n-th destination and the m-th eavesdropper can be given as

ypr = (hrp, + erp,) G ((hsr + €sr) zs + ngr) + np,,,
®)
yi: = (hgE,, + ere,,) G ((hsr + esr) ¥s + nr)
+ (hyg,, + €JB,,) T3 +NE,, )

where np, and ng,, are the zero mean AWGN with variance
Ny at the n-th user and m-th eavesdropper, respectively; xj
is the transmitted signal at J and is satisfied E < | J|2} = Pj.
Based on (7), the amplify factors G at relay R are determined

as

Pr
G= . 10
\/PS (vsr + 1dg) + No (10

From (8), (9) and (10), the signal to noise ratio (SNR) at
the m-th user and the m-th eavesdropper can be respectively
expressed as

AF _ VU ®ysrYRD,,

1D, = 2 =, (11)

D, P (13 ¥ + 1) + ysp P05 + E

AF VOYSRYRE,,

TE,, = , (12)

YrE,, P91 + ysr VY2 + yiE,, OU1 + A
where U £ £ & £ %Z‘:; o & oLy E %
(\I/’ugR + 1) ((I)ILL%{D,L + 1)’ 191 - (MSR\D + 1) s =
(MQREm(I) +Ouip, +OE, + 1), 95 £ (uRD o+ 1) and

AL (Opdp +1) (Puip, +Ouis, +1).

C. DF Relaying Protocol

This subsection describes the DF relaying protocol, whereas
the terrestrial BS first decodes the received signal from the
satellite and then re-encodes and transmits the decoded signal
to the destination. In the first phase, the satellite S broadcasts
its signal xg to relay, and the received signal at the relay is
the same as (7). Based on (7), the SNR at R can be expressed
as YR = q’gSR. Then, the total data transmission rate from
S — R is calculated as:

1
Cr = 5logs (1+7m). (13)

As the definition of DF relaying [29], for a specific terrestrial
BS R, if Cg is larger than a predefined rate threshold Cly,
BS R can successfully decode the satellite signal and it then
forward this information to the destination in the second time
slot. In the second time slot, BS R forwards the decoded signal
to a chosen destination that has the best channel. Therefore,
the signal received from n-th user and m-th eavesdropper are
respectively expressed as

ygf = (hrp, + €rD,) TR + D, (14)

ypy = (hge,, + erE,,) 2r + (g, + €1E,,) T3 + nE,,-
(15)

From (14) and (15), the SNRs at n-th user and m-th eaves-
dropper are respectively given as:

’YDF = min (YR, YrD,, ) = min (QWSR ®ymrD, >
D 7 D O pdp +1
(16)
U )
ARY = min ( —8%, —THE= ) a7)
m A a4

A
where 9, =
PYRD,
tbu?{Dn—i-l

OviE,, +Ouig, + Puip, +1. D, =
is the SNR at D,, to decode successfully zg.

Remark 1: The best destination D,, would be selected for
the purpose of improving transmission performance. Mathe-
matically speaking, the best n-th destination can be selected
as follows

n =arg max {VRDQ} < YRD, = max {'YRDQ} s
q=1,2,...,.N q=1,2,....N
(18)

Assume that the transmission links from R to N destina-
tions nodes are independent non-identical distribution (i.n.i.d)
Rayleigh fading channels such that Arp, # Arp,,Vn # q.
Therefore, the CDF of «grp, can be formulated as follows
[52]:

N
F’YRD,,L( z) =Pr(yrp, <) = H 'YRDq

N
— 1+ Z (— Z exp ( Z ARD,, x) (19)
q=1 i=1

1<1<-<gg SN

Remark 2: In this model, we adopt a non-colluding (N-
COL) eavesdroppers scenario. It means that eavesdroppers are
not able to exchange signals with each other; thus, they cannot
cooperate to strengthen the received signals. This means that
the system security can be achieved when the quality of the
legitimate channel is superior to that of any eavesdropper’s
channel [53]. Therefore, the signal-to-noise ratios (SNRs) at
eavesdroppers, for [ € {AF, DF}, are expressed as [29], [54]:

I,N—COL __ l
oy Ut (20)

E’"L -
Furthers, it can be realized from (12) that 7@5 is an increasing
function with respect to ygg,,. Thereby, for [ = AF, (14) can

be considered as [55]:

max
m=1,...,

AF,N—COL _
Em -
\I/(IJ’YSR’YQESOL 21
'YRESOL(IWI + 1Y + Vg, © (Ppdp +1) + A
h N-COL _ _
where yg, = max {1rE,, }

Sequentially, according to the DF relaying protocol, (17)
can be expressed as follows:

N—COL
prN—cOL . [ ¥vsr PVRE,,
B = min , . (22)
m 'R 94

Since we consider i.n.i.d channel from R to the M eaves-

droppers nodes. Similar to (19), the CDF of g %% =



" {¥RrE,,} can be written by:

.....

F ~_cou (x) =

RE,

1+) (- >

1<G1<<jg<M

t
exp ( Z ARE,, m) . (23)
=1

III. PERFORMANCE ANALYSIS

This section derives the OP and IP in closed-form expres-
sions that only depend the channel statistics.

A. AF Relaying Protocol

1) Outage Probability (OP) Analysis: The OP of system
can be defined as
OP! = Pr (’y]l)n < Ven) (24)

where [ € {AF,DF} and 4, = 22¢n —1 is the predefined rate
threshold of the system. Based on (11) and (24), the OPAF
can be calculated as

OPAF

N
~Y P (w
n=1

AF
= max <
g=15 0 N (’YRDq) » TD,, ’)’th)

N Udygry
SRYRD,
= Pr > Zn, = = < )
; (WRD" YRD, PU1 + ysr VU3 + 2 %h)
Q
(25)
where Z,, = max (VRDq).

¢=1,2,...,N,qg#n
Lemma 1: Based on (19), the CDF of Z,, can be given as

N
Fy () =Pr(Z,<z)= H (1 —exp(—Arp,))
q=1,9#n
N—1
1+ Z Zexp )\wm (26)
q=1
q — N
where X' = 3 Arp,, 22 X
i=1 Ji==jq=1,
j1<"'<jq7
J1seedq#n
Then the PDF of Z,, can be obtained as
N—1
fz, (@)= (- q+12»um exp (—=Ayz).  (27)
qg=1
Lemma 2: Q in (25) can be calculated as
Q=Q1+ Q2+ Q3, (28)
where
N— 1 _
— Q+1Z/ )\surn exp Z)\sum)dz
g=1
N-1
N)\illl’ll
— (_1)Q+1 n,g (29)
o )\sum

ms—1 k C k‘)
_ —(k+1—p)
Q:=1-«a Z Z ol b
k=0 p=0
e (w;ﬁ—w “
Q3 = Q31 + Q32 + Q3s, (€29)
with
N-1 lee—l k )sum )]f'
S ST 3 Dp i
a=1 k=0 p=0
(k+1—p) | VenU1 _(5— 0) yenth
(g [0 ( GRULITAY
(32)
N—-1 M 9 ]
CREE) IEIL 5 3b ol (g KTl
q=1 k=0 p=0
woxp [~ B=0)ynd1 _ Arp,yenVs
p U P ,
ptl
{ ARD, Veh ¥ [Yen 0103 + E] } 2
&(5—0) ’
« Kp+1 (2\/)\RDTL%h (5 —(I(j\)ll[%hl?lﬁg + :,]) 33
N—-1 ——ms—1 k ( )/\
_ _1yat+1 RD,
Q33—2;( 1) ZZ:: 2}( ) )\bum‘i‘)\RD
[y (13 ¥ +1)]° 7
X Jht
(B=0)vmd1 (A + Arp,, ) 1nls
X exp < T s
" (A 4+ Agp,, ) ¥V [yenth9s + 2] | T
P (B—0)
(A 4+ Xrp,, ) Yen (B — 6) [yen10s + E]
X Kp+1 2\/ U
ASU L \SUI L AR D, (34)
Proof: See Appendix A. [ ]

Theorem 1: In AF relaying system with in.i.d. Raleigh
fading channel, the exact closed-form expression of OP can
be expressed as

N N-1 _my
SERTRE) 3 ML 3 30 3l )
n=1 ¢g=1 k=0 p=0
- N ptl
y aC(k)ynd1]" ™ [ vn¥ [y 9193 + =) 2
X eXp (_(5‘2%}#%) X {7 % 7y — s X Ta},

(35)



where

1 £ (Arp,)"F exp (—RD;M> (36)
A —0 193 + 2

2 Ky (2\/ RD, Veh (B @é}[%i 193 ])7 37)
P ASUm 19

3 2 Arp, (A™™) "2 %P<$h3>, (38)
Asum —0) [ynt1 s + =

T4 = Ky 2\/ Yen (B @)\th 193 + Z] (39)

Proof: By substituting (29), (30) and (62) into (25), we
obtain the exact closed-form of OPAF as in (35). [ |

The outage probability in (35) is upper bounded by one and
includes the effects of the friendly jammer, eavesdropper, and
relay. We note that the secrecy outage probability is nontrivial
to obtain for the considered system model and should be a
potential topic for further work.

2) Intercept Probability (IP) Analysis: Destinations
can be intercepted if eavesdroppers can successfully decode
signals, i.e., 75 > v, (I € {AF,DF}). Therefore, the IP can
be defined as [56]-[58]

IP! = Pr (WI{] > %h) =1-—Pr ('y]la < %h) (40)
Based on (21), the IPAF can be given by
IPAF
VYsRINE .
=1- Pr|Ng%t> 7, —— BB o
E: r(”RE ) - Yen |
P
41)
where
A
Zm o a= 1,2,In ]}V{I ,aF#Em (,YRD“) (42)
s 2 g Ol 0Yy + ysp U4 + B, O01 + A (43)

Lemma 3: Based on (26) and (27), the CDF and PDF of
Z, can be respectively given as

M—1 —M
Fz, (@) =14 Y (-1)* exp(-Aymz),  (44)
a=1
M-1 —M
Jzn @) = 3 (~1)"YT X exp (—AT),  (49)
a=1
a —~M N M
where A\ = > Arg,.. >, = >
’ i=1 ¢ Ji==ja=1,
J1<<Ja,
J1s--rJaFEMm

Theorem 2: In AF relaying system with in.i.d. Raleigh
fading channel, the analysis expression of IP can be expressed

> M M-1 ——Mms—1 k
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Proof: See Appendix B. [ ]

B. DF Relaying Protocol

1) OP Analysis: Based on (16) and (24), the OPPF can
be expressed by

N
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Theorem 3: By using the same approach as (55), for
DF relaying system with i.n.i.d. Raleigh fading channel, the
closed-form expression of OP can be expressed as:
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Proof: See Appendix C. [ ]

2) IP Analysis: From (22) and (40), the IPP¥ can be
expressed as

IPDF

M
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Theorem 4: For DF relaying system with 1.n.1.d. Raleigh
fading channel, the closed-form expression of IP can be
expressed as:
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where XRE =S )\:7111’13 + >\REm-

Proof: See Appendix D. ]
Both the obtained analytical expressions of the IP and OP are
independent of small-scale fading coefficients, and therefore
applied for a long period of time. These system performance
metrics are only updated as the channel statistics change. We
notice that an asymptotic analysis is challenging and left for
future work since the transmit power of the satellite and the
selected relay is independent of each other.

IV. SIMULATION RESULTS

In this section, numerical simulations are provided to con-
firm the validity of the theoretical analysis and the effects
of system parameters on the performance of the proposed
satellite-terrestrial relay networks. In this simulation, the chan-
nel between satellite and relay is Shadowed-Rician, while
the channels between relay R to ground users are subject
to non-identical Rayleigh channels. Moreover, all simulations
are performed through 108 independent realizations to obtain
the OP and IP values. Unless otherwise stated, the settings of
simulation parameters are listed in Table I. For ease of notation
and clear observation, we denote methods (mg,b, Q) =
(1,0.065,0.0005) and (m, b, 25) = (5,0.25,0.3) as proposed
scheme 1 (PS1) and proposed scheme 2 (PS2), respectively.

In Figs. 2 and 3, we plots the OP and IP as functions of
U (dB), where fading severity parameter mg, average power
of light-of-sight (LoS) €25, and multi-path components 2b, are
set as 1, 0.065, and 0.0005, respectively. As shown in Fig. 2,
when the ¥ value increases from 0 — 50 dB, the better outage
performance can be obtained. For instance, the OP values of
PS1 with NV = 1 are 0.9999, 0.6782, and 0.2159 corresponding
to ¥ equals 10, 20, and 39 dB, respectively. Because ¥ is
a function of Ps/Ny, whereas Ps and N are the satellite
transmit power and AWGN. Therefore, a higher ¥ value

means that more power allocated for satellite, which enhances
the probability of successfully decode signals. It also can be
observed from Fig. 2 that the outage performance of PS2-based
schemes outperforms the PS1-based schemes. For instance,
at U equals 30 dB, the OP value of PS1-CEEs=0.15, PS1-
perfect CSI, PS2-CEEs=0.15, and PS2-perfect CSI are 0.2159,
0.1312, 0.0793, and 0.0138, respectively. On more interesting
observation from Fig. 2 is that the outage performance is
significantly improved with a higher number of destinations,
i.e., N from 1 to 3. This is because we have more chances
to select a better channel from R — D,,, which improves the
network performance. In Fig. 3, the higher the ¥ value is, the
better intercept performance can be obtained. For example,
for PS2-M=3 scheme, the IP values are 0.0119, 0.2603, and
0.6493 corresponding to ¥ equals 0, 5, 10 dB, respectively.
Moreover, the increasing of the number of destinations also
improves the IP since the eavesdroppers have more chances
to obtain a better channel from R — E,,. For example, at
W equals 10 dB, the IP of PS1-CEEs=0.15, PS1-perfect CSI,
PS2-CEEs=0.15, and PS2-perfect CSI are 0.000834, 0.0756,
0.0452, and 0.6493, respectively.

In Figs. 4 and 5, the security-reliability trade-off is investi-
gated for PS1 and PS2 schemes. It is clear to see from Fig.
4 and 5 that for any specific IP the OP of the PS1 (or PS2)
with N = M = 1 superior than PS1 (or PS2) with N =M = 2.
For instance, when OP equals 0.4248, the OP of PS1 (or PS2
) with N =M =1 is 0.5489 (or 0.1159), while the OP of PS1
(or PS2 ) with N =M = 2 imposes 0.6782 (or 0.2598). When
the OP is small, e.g., OP from 107! — 10~ in Fig. 4, the
IP gap between PS1 with N = M = 1 and PS1 with N = M
= 3 is neglect-able. While OP is large enough, e.g., OP from
10~* — 10° in Fig. 4, the IP gap between PS1 with N = M
= 1 and PS1 with N = M = 3 is significantly increasing.

Figs. 6 and 7 illustrate OP and IP as functions of ¥ (dB) for
perfect and imperfect CS. First, it can be seen from Fig. 6 that
the outage performance of the PS1-based schemes is worse
than that of PS2-based schemes as mentioned in Fig. 2. Specif-
ically, at ¥ equals 30, the OP is 0.4496, 0.0271, 0.0882, and
0.0056 corresponding to PS1-CEEs=0.15, PS1-perfect CSI,
PS2-CEEs=0.15, and PSl1-perfect CSI, respectively. Second,
we also see that the outage performance of the perfect CSI
schemes superior than that of the imperfect CSI ones. For
instance, at ¥ = 50 dB, the OP of PS1-CEEs=0.15 and PS1-
perfect CSI impose 0.4357 and 0.0847, respectively. Moreover,
it can be seen from Fig. 7 that the intercept performance of the
perfect CSI-based scheme is better than that of imperfect CSI-
based ones. Specifically, at ¥ = 10 dB, the IP values of the
PS1-CEEs=0.15 and PS1-perfect CSI are 0.0423 and 0.0756,
respectively. One more interesting point can be observed from
Fig. 7 that the gap between perfect and imperfect schemes for
PS2 is smaller than that compared to that of PS1 scheme.

In Figs. 8 and 9, we plots OP and IP as functions of channel
estimation error for both PS1- and PS2-based schemes. It can
be seen from Fig. 8 that the higher the CEEs is, the worse
the OP can be obtained. Specifically, when CEEs equals 0.2,
the OP of PS2-® = 10 dB, PS2-¢ = 5 dB, PS1-® = 10 dB,
and PS1-® = 5 dB are 0.182, 0.2578, 0.3339, and 0.3713,
respectively. This is expected since the SNR at the relay or



TABLE I
SIMULATION PARAMETERS

[ Symbol [ Parameter name [ Fixed value [ Varying range |
Cin Source rate 0.5 bps/Hz none
v Transmit-power-to-noise-ratio of source 20 dB 0 to 50 (dB)
P Transmit-power-to-noise-ratio of relay 5; 10 dB -5 to 20 (dB)
© Transmit-power-to-noise-ratio of jammer 1 dB -5 to 10 (dB)
N No. of destination nodes 1;2;3 none
M No. of eavesdropper nodes 1;2; 3 none
1SR CEE of S-R link 0; 0.15; 0.25; 0.5 0to 0.5
HRD, CEE of R-D link 0; 0.15; 0.25; 0.5 0to 0.5
HREn, CEE of R-E link 0; 0.15; 0.25; 0.5 0 to 0.5
HIE,, CEE of J-E link 0; 0.15; 0.25; 0.5 0to 0.5
_— - - 0 ‘ P
—— Monte-Carlo Simulation * (m b,2)=(50.25,0.3}N=1 10
0 (mgh,)=(1,0.065,0.0005)-N=1 (mb,2)=(5.0.25,0.3)-N=3
% (m b,0)=(1,0.065,0.0005}-N=3 h_?lO'l
10% 2
% _% 10-2 P
= o)
2 o
=10 o - -
2 ~ 103+ — Monte-Carlo Simulation 4
3 3 0 (M b, )=(10.0650.0005)M=1
o 2 o) % (M_b,0 )=(1,0.065,0.0005)-M=3
o 10 (=P
o =10 * (M b0)=(50250.3)-M=1
= 4 N e
8 (ms,b,QS)—(5,0.25,0.3) M=3
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Fig. 2. OP versus W for DF-based relaying scheme. Fig. 3. 1P versus W for DF-based relaying scheme.

destination is deteriorated with a higher CEEs value as shown
in equations (11). Furthermore, it can be seen from Fig. 9
that when CEE:s is less than 0.1, the intercept performance of
PS1 with ¥ = 10 dB outperforms PS1 with ¥ =5 dB. For
instance, at CEEs = 0.05, the IP values of PS1 with ¥ = 10 dB
and PS1 with ¥ = 5 dB are 0.8517 and 0.7886, respectively.
Nevertheless, when CEEs is larger than 0.1, the IP of PSI
with U = 10 dB deteriorates compared to that of PS1 with ¥
= 5 dB. Specifically, at CEEs = 0.5, the the IP values of PS1
with W = 10 dB and PS1 with ¥ =5 dB impose 0.0846 and
0.0626, respectively.

In Figs. 10 and 11, the influences of the relay transmit
power on the OP and IP are investigated for both perfect and
imperfect CSI. It can be observed from Fig. 10 that the outage
performance of all schemes is significantly improved with the
increase of ® values. It is expected since the ¢ can be defined
as %; thus, a higher ® value means that more transmit power
is allocated for relay R. Therefore, the higher the ¢ value is,
the better OP can be obtained. Specifically, when ® equals 5
dB, the OP of PS1 with perfect CSI, PS1-CEEs = 0.5, PS2-
CEEs = 0.5, and PS2 with perfect CSI are 0.2016, 0.0741,
0.0402, 0.0355, respectively. In Fig. 11, the IP is investigated
as a function of ® (dB). It can be easy to see from Fig. 11
that the intercept performance of the PS2 schemes are superior
than PS1 schemes when ® | 4 dB. However, when ® > 4 dB,
the IP of the PS2 is worse than that of PS1 ones. For instance,

at ® = 10 (dB), the IP of the PS1 with perfect CSI, PS1-CEEs
= 0.5, PS2-CEEs = 0.5, and PS2 with perfect CSI are 0.7925,
0.9242, 0.9525, and 0.9639, respectively.

V. CONCLUSION AND FUTURE DIRECTIONS

In this paper, we have investigated the security and reli-
ability trade-off of a satellite AF relay network, including
one satellite, one relay, multiple destinations in the presence
of multiple eavesdroppers. In particular, a jammer has been
deployed to create artificial noise that reduces the impact of
eavesdroppers on the system performance. In this context,
the closed-form analyses of OP and IP were derived over
Shadowed Rician and non-identical Rayleigh fading for the
first and second hop, respectively. Notably, these analyses
have been corroborated via simulation results. Based on the
obtained OP and IP results, we studied the security-reliability
trade-off for the proposed system and recommended suitable
system parameters satisfying requirements in real scenarios.
Specifically, the values of satellite transmit power, relay trans-
mit power, and the number of destinations can be chosen
appropriately to worsen the influences of eavesdroppers.

Our findings revealed that different from the conventional
satellite-terrestrial networks, increasing the transmit power at
source and relay is always helpful for the system. In the
considered STN, there exist optimal values of both the transmit
power at source and relay that compromise the security and
reliability of the system. Moreover, the impact of channel
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estimation error on the system performance is not consistently
harmful. Numerical results showed that channel estimation
error is useful for scaling down the intercept probability. We
can either employ multiple relays and/or IRS like [59], [60]
to enhance the system performance.

APPENDIX A: PROOF OF LEMMA 2

From (25), Q can be calculated by
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where 01 £ Urgr — 7nY1. Based on (51), @1 can be
calculated as
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By applying (5), the closed-form expression of Q2 can be
presented as in (30). Next, from (51), QX3 can be calculated as
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k aC( )[%hﬂﬂ
8 Z Z Z ( p ) k—p/2+1/2 2l
k=0 p=0 Uk=p/241/2[® (8 — §)] 2
(ﬁ - 5) rYthﬂl
X exp ( v

Pl e
[ ()] % exp (— 2242

h1 —d
<K (2«/(’2}5 )

x Dy [ha(@)]"F 92(z) ' 73)

Noum

Finally, by substituting (73) into (63), the closed-form expres-
sion of IPAF can be expressed as in (46).

APPENDIX C: PROOF OF THEOREM 3

Based on (30), from (47) the OP; can be calculated as

OP = 1—Pr YR o N —1—p (2% V1]
9 U

mil zk: C(k —(k1-p) |:'Yth (191)]p
v
k=0 p=0
X exp (—%hﬁlfljﬁ — 6)> . (74)

Next, the OP5 in (47) can be calculated as:

N
9
OP,=1-3 Pr (Zn < mp, < L 4)

)

n=1

2
Vth (‘IWRD,l +1)
63

:1_21 /

>\RD z

_ ARD, YthV4 >:| dz.
]

(75)

12, (2) [exp (



By using the same approach as (55), (75) can be redefined as
OP,

sum
)‘n,q
)\Suln

(71)q+1§ — exp (_ ARan;Yth'ﬂ4)

n=1 gq=1 ARD,, sum O
e exp (-2 )
(76)

By substituting (76) and (74) into (47), the OPPY can be
obtained as in (48). Thus, the proof is finished.

APPENDIX D: PROOF OF THEOREM 4

Based on (49), we can be written by

T 9
W = / Pr (Zm < g ot < T) frse, ()dx. (77)
0

W
We observe that W in (77) can be computed as

z 5
W= //fqgggm (Y) [z, (z)dydz
0 =z
= . )
= [ f2,.(2) {GXP (_/\REmZ — REW;I:YW’)] dz
0
xgum
Nl — M| X
=Y Y e (et
a=1 ARE,, 3 s
—|—% exp (_%)
(78)
where Z; £ %g%, By substituting (78) into (77), it yields
M1 —<M y\sum
W= (—1)*+! L)
a=1 Z A
M—1 Y
- (_1)a+1z )\JEm
a=1
ARE, i (O4dE,, + Phike,, +1)
X exp | —
d
R I
0
Ml —M )sum y
+ (—=1)*! Zm,a 2B
a=1 A
( Man (Opdg, + Pugp +1)
exp | —
®
X /eXp —z Vg + \jg,, | | dz, (79)
0

-1
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a=1
Aa \ig,, ®

X ARBEn,1nOFNE, P

ARE, Ytk (O1Tw,, +P1RE,, +1
__m | xexp <ﬁ a J]fbm fu,, 1)

E AZ A, P
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v 2 2
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Substituting (79) into (49), the IPPF can be obtained as (50).
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