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Abstract—With the large increase in the adoption of blockchain
technologies, their underlying peer-to-peer networks must also
scale with the demand. In this context, previous works highlighted
the importance of ensuring efficient and resilient communication
for the underlying consensus and replication mechanisms. How-
ever, they were mainly focused on mainstream Distributed Ledger
Technologies like Bitcoin or Ethereum, and generally, Proof-of-
Work-based designs.

In this paper, the problem is investigated in the context of
consensus-validation based blockchains, like the XRP Ledger.
The latter relies on a Federated Byzantine Agreement (FBA)
consensus mechanism which is proven to have a good scalability
in regards to the transaction throughput. However, it is known
that the size of the network constituting the XRP Ledger is
limited, and significant increases would be challenging to achieve.
The main reason is the simple flooding mechanism used to
disseminate the messages related to the consensus protocol, which
creates many duplicates in the network. Squelching is a recent
solution proposed for limiting this duplication, however, it was
never evaluated quantitatively in real-life scenarios involving the
XRPL production network. In this paper, our aim is to assess
this mechanism using a real-life controllable testbed and the
XRPL production network, to assess its benefit and compare
it to alternative solutions relying on Named Data Networking
and on a gossip-based approach.

Index Terms—Performance, Efficiency, XRP Ledger, Overlay,
Networks, communication, blockchain, named data networking

I. INTRODUCTION

The Distributed Ledger Technology (DLT) is relatively new
and still evolving. Its development has been fostered by a
diverse and enthusiastic community that sometimes forgot
about lessons from the past related to efficiency, resilience,
and security of communications.

As a result, many blockchains rely on the flooding mech-
anism as a straightforward solution for addressing the one-
to-many and many-to-many communication specifics of DLT.
This undoubtedly leads to limitations in blockchain scalability.

More specifically in the context of blockchains, scalability
generally concerns either being able to add more nodes to
the network (Node-wise scalability), or the ability of the
blockchain to process more transactions per second (TPS)
(Throughput-wise scalability).

Throughput-wise scalability can be achieved on-chain
(changing code, e.g. sharding), off-chain (payment channels,
sidechains), or otherwise - for example, specific mechanisms

like the XRP Ledger (XRPL) consensus. Unlike Proof-of-
Work (PoW) and Proof-of-Stake-based blockchains which rely
on computational power or stakes respectively, XRPL is a
Byzantine Fault Tolerant (BFT)-based blockchain which uses
votes of groups of trusted validators to achieve consensus.

Generally, PoW blockchains can easily increase their num-
ber of nodes, but face challenges to increase their throughput.
In contrast, Byzantine Fault Tolerant (BFT)-based blockchains
offer higher throughput but can not easily scale with respect to
the number of nodes [1]. For instance, XRPL can achieve 1500
TPS (with 3000 TPS expected soon [2], [3]), but relies on a
peer-to-peer (P2P) flooding mechanism leading to a multitude
of redundant messages disseminated through the network.
With a network size of around 1000 nodes, this already has a
negative impact on scalability [4].

Previous works highlighted how the latency and bandwidth
of the underlying communications (from physical channels to
protocols) can limit the scalability of blockchain networks [5],
[6]. In this perspective, the community effort was mainly fo-
cused on mainstream blockchains like Ethereum (ETH) [7], [8]
or Bitcoin (BTC), both being Proof-of-Work type (PoW); re-
cently, ETH switched to Proof-of-Stake. For example, projects
like Fibre', Falcon [9] or bloXroute [10], aimed to improve
BTC transaction rate by speeding up block propagation. Node-
wise scalability can be achieved, for example, by efficient
message transmission options, but was not well explored in
the case of consensus-validation based blockchains [1].

Therefore, this paper focuses on the Node-wise scalability of
BFT-based blockchains taking XRPL as an illustrative example
of our analysis.

To mitigate the overhead of message flooding, Squelching is
a recently proposed dissemination protocol, that decreases the
number of messages on the XRPL P2P network by reducing
the number of duplicates. The main principle resides in a
careful selection of peers from which to receive messages,
rather than receiving messages from all possible peers.

In this paper, our objective is to evaluate to what ex-
tent Squelching can improve the performance of intra-ledger
communication on XRPL, (i.e. decrease the total number
of validation and proposal-related messages), thus reducing
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the computational overhead of XRPL nodes, and ultimately
improving the XRPL Node-wise scalability.

For evaluation purposes, two types of experiments are
performed: (1) baseline experiments on the actual XRPL P2P
network to measure the impact of the flooding mechanism on
the computational overhead of the node (without Squelching)
and (2) experiments in a fully controlled distributed environ-
ment to evaluate the benefit of Squelching. Together, these two
experiments allow us to assess how Squelching can improve
the P2P connectivity.

This paper contributes to filling a research gap regarding the
efficiency of the underlying communications which support the
consensus protocols of BFT-based blockchains like the XRP
Ledger. Our contributions are four-fold:

1) Highlight how the current flooding mechanism of XRPL
is a factor contributing to limit its Node-wise scalability.

2) Define a measurement method to evaluate the impact of
Squelching in regards to a baseline version.

3) Apply the aforementioned method to perform a quanti-
tative assessment of Squelching.

4) Discuss the results in the context of other proposed al-
ternatives, namely XRP-NDN [11] and GossipSub [12].

The structure of the paper is as follows: Section II in-
troduces background on XRPL and refines the problem.
Section III presents Squelching. The evaluation method and
obtained results are shown in Section IV. In Section V,
alternative solutions are discussed while Section VI provides
a broader overview of related work. Section VII concludes the

paper.
II. PROBLEM REFINEMENT

A. Background on the XRP Ledger

Leslie Lamport previously showed that, in a synchronous
environment, a consensus can be achieved if at most n out
of 3n + 1 parties involved are dishonest [13]. The Practical
Byzantine Fault Tolerance [14] algorithm makes the latter
practicable in an asynchronous environment such as the In-
ternet, paving the path to consensus-validation based DLTs.

The XRPL specifically implements a variant of the BFT
consensus called Federated Byzantine Agreement (FBA) Con-
sensus [15], which is named the XRP Ledger Consensus
Protocol (XRP LCP). It improves transaction (TX) throughput
while maintaining security against Byzantine failures.

Although the baseline algorithm supposes all nodes to agree
on the list of participants and to process all transactions to
reach a consensus, FBA introduces the concept of quorum
slices: a node only needs to trust a subset of the other nodes,
to take its own decision about the TX to be validated. Because
nodes can decide themselves which other nodes to trust,
multiple quorum slices can form in the network. For a healthy
network, the quorum slices must overlap to some degree,
as shown in Figure 1. This means some nodes are trusted
in multiple quorum slices, thus ensuring the dissemination
of information. The slices must reach a decision among
themselves, and after this, a final decision can be taken.

UNLA1

Fig. 1: FBA quorum slices.

In XRPL, there are two main types of nodes: tracker
nodes in charge of processing transactions and validator nodes
used for consensus voting. Each voter (validator) selects a
Unique Node List (UNL) of trusted voters to collaborate with,
meaning they are frusted not to collude among themselves
to defraud the respective validator. Figure 2 illustrates the
ledger creation on XRPL. A new ledger is created from the
previous one by applying a new set of transactions. This
process involves three main phases:

1. Transaction submission: New transactions can be sub-
mitted through flooding at any time, but for a certain ledger,
there is a time window in which the new transactions can
be accepted. The network waits for a certain time for new
transactions to be included in the current ledger: during this
time, new transactions submitted from the tracker nodes T1,
T2, T3, are flooded as fransaction messages through the XRPL
network and will be received multiple times by the validators
V1, V2, V3. New transactions that missed the time window
are stored and will be processed in the next ledger. While
validators can technically also submit transactions, this is a
discouraged practice for security and performance reasons.

2. Consensus: During multiple consensus rounds, validators
exchange proposal messages to agree on the transaction set to
be included. Due to the flooding mechanism that is used, the
network nodes produce and propagate duplicate messages.

3. Validation: Validators may produce inconsistent ledger
versions for the same ledger index. Therefore, in this phase,
validators exchange validation messages to agree on the next
ledger to be created from all candidates for the given index.

B. XRPL topology

XRPL uses a flooding mechanism for the dissemination
of transaction, proposal, and validation messages. It is an
effective solution to explore every path and as a result, to reach
every node. It is however inefficient because it also forwards
a significant number of duplicates, but this also depends on
the underlying topology.

As a preliminary study, we scanned and analyzed XRPL’s
structure as of 2021 with Nem [16]. Results are summarised
in Table I. The network consisted of 892 nodes of which 152
were identified as validators. The average distance between a
pair of nodes was 2.37. The topology diameter was 5. Between
these nodes, a giant bi-connected component of 867 nodes was
identified, together with 25 smaller ones. The giant component
was composed of 9172 edges and the mean degree of the nodes
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Fig. 2: The Ledger building process on XRPL.

was 21, while the maximum degree was 296, with multiple
similarly high-degree nodes, which means that some nodes
act as hubs. The mean distance was 2.34, the median distance
2.37, with a diameter of 4. An in-depth analysis of XRPL can
also be found in [17].

Thus, on the one hand, the structure of the XRPL network
is dense, highly connected, and with a low diameter. On the
other hand, it is known that a dense network is more resilient
to node and edge failures but its communication performance
is then affected by the high number of duplicates generated if a
flooding protocol is used as the number of messages is directly
linked to the number of edges [18]. It is worth noticing that
each message including duplicates, will go through multiple
processing steps including parsing, signature verification, etc.

Hence, the XRPL topology emphasizes the unfavorable
impact of the flooding protocol used to relay many different
message types involved in the voting-based consensus. In
fact, the same type of message might even be sent multiple
times to create a single ledger. For example, during the
XRPL consensus, there are multiple consensus rounds to
create a single ledger, which all involve repeatedly sending
proposal messages. The XRPL network was composed of
approximately 900 nodes, which is already a relatively high
number for this type of blockchain, and it still continues to
slowly increase over time.

C. Objective

Although XRPL is able to achieve a throughput of 1500
TPS, adding more nodes to the network can be challenging
due to the inefficient message flooding used and the dense
structure of its network as highlighted above. Therefore, it
suffers from a lack of Node-wise scalability. Also, it was

previously shown in [4] that the number of XRPL proposal
and validation messages represents 72% of all messages, so it
is worth optimizing them.

Squelching was recently proposed to enhance the scalability
of XRPL by improving communication efficiency when dis-
seminating these particular messages. However, no in-depth
assessments were performed. In this paper, our goal is to
benchmark this solution, evaluate its potential benefit and
compare the achieved results with previous assessments of
other solutions based on NDN [11] and Gossipsub [12].

III. SQUELCHING
A. Overview

The Squelching protocol has been designed to optimize the
relaying of messages within the XRPL network. Its primary
goal is to reduce the bandwidth consumption, node CPU usage,
and memory load, and therefore to reduce latency and impove
Node-wise scalability.

Assuming a given validator, each node selects a subset of
its peers to be the peers chosen to relay messages created and
flooded by the given remote validator. In parallel, it sends a
squelch message to the rest of its peers to squelch the connec-
tion for a given amount of time, i.e., stop relaying messages
to it. Therefore, it is an active solution where a node assumes
other compliant nodes to behave accordingly to the squelching
requests they receive. By reducing the number of relaying
connections (network edges) involved in the flooding process,
and in addition by selecting lower latency connections, this
protocol reduces the number of exchanged messages and so,
the load on the network and on the processing hosts. As a
result, performance is expected to increase on multiple facets
(lower CPU and bandwidth usage, or lowered latency). We
aim at quantitatively evaluating the achievable performance
gain on the hosts in production.

B. Example

Figure 3 is an illustrative example of the squelching protocol
phases [4] where a node alternates between phase 2 and 3 once
the initialization is done (phase 1):

o Phase 1:

1) Remote validator V creates and floods validation
and proposal messages on the XRPL network,
which reach PI-P5 (either trackers or validators)
via possibly different routes (dotted arrows).

2) Nodes PI-P5 are direct peers (next-hop connec-
tions) of node N and relay the messages from
validator V to node N (black arrows).

3) As a result, the node N receives each message five
times. In this example, it determines that messages
from nodes P2, P3, and P4 arrive faster. The latency
of the connections from these peers is thus lower.
The node N selects these peers to relay the messages
from the validator V, and sends squelch messages
to peers PI and P5 (dashed red arrows).

e Phase 2: PI and P5 continue to receive messages from
validator V, but only P2, P3, P4 relay them to node N.



TABLE I: Topology analysis of the XRPL production network.

Metric nodes | edges | validators | diameter
Full XRPL 892 9197 158 5
Giant component 867 9172 - 4

o Phase 3:
1) After some time, P/ and P5 un-squelch themselves
and start relaying again messages from validator V
to node N.
2) Node N determines now that peers PI, P2, and P4
are better candidates, and sends squelch messages
to nodes P3 and P5.
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Fig. 3: Squelching sequence diagram.

C. Slot management

The Squelching protocol introduces the concept of slots and
squelches to manage the relay of messages among XRP nodes.

For the sake of clarity in the following explanation, uplinks
are the direct peers from which a given XRPL node receives
messages, while downlinks are the direct peers to which
this given node sends messages to. Thus, this given node is
relaying messages from its uplinks to its downlinks.

Each node in the XRPL network (tracker or validator)
creates a slot for each validator it chooses to relay messages
for. For each slot (validator), a list of uplinks and downlinks
is maintained. When an XRPL node (tracker or validator) re-
ceives a proposal or validation message from one of its directly
connected peers (uplinks), it extracts the originating validator.
The node can thus check the corresponding slot, and if enough
copies have been already received, a squelch message is sent
back to the peer that just relayed the respective message. This
message requests the respective peer to stop forwarding further
messages created by the respective originating validator. When
receiving such a squelch message, a peer removes the sender
of that message from the downlinks for the corresponding slot

radius | avg_dist. | med_dist. | avg_deg. | max_deg.
3 2.37 2.4 20.62 297
3 2.34 2.37 21.15 296

(i.e., originating validator). Therefore, each node keeps track
of its downlinks towards which the messages must be relayed
for every unique validator.

Squelches have a time limit, allowing for network topology
changes. After a certain period, the squelch expires, and the
respective peer is eligible to be considered again by the node
as a relay for the given originating validator.

For reliability purposes, if a node loses an uplink, it can
replace it by sending unsquelch messages to other peers. This
allows to maintain enough active connected peers for ensuring
the consensus protocol security.

D. Implementation

The protocol introduces a new XRPL message type for in-
structing peers to squelch or unsquelch messages from specific
validators. Feature negotiation is done via HTTP headers to
determine whether a node supports the feature. So, the protocol
can be implemented without the need for a network-wide
upgrade. Obviously, if a node is not compatible, it cannot
interpret the squelch messages and continues forwarding all
messages. Hence, consensus can still be achieved. While the
number of peers to squelch could be a configurable parameter,
XRPL software sets this number to five.

IV. EVALUATION
A. Method and metrics

In this section, the main objective is to measure the impact
of squelching in comparison with a baseline implementation
without squelching, i.e., using flooding.

After a set of initial experiments, we observed that mostly
CPU usage is significantly impacted by the number of mes-
sages to handle. The first set of experiments is focused on
the CPU usage by an XRPL node without squelching but
with a varying number of peers, since the number of flooded
messages received directly depends on the latter. So, on a
node connected to the main XRPL network, we measured as
a function of the number of peers: average CPU usage, the
number of messages received, and number of messages sent.

From this first set of measurements, we are able to quantify
the CPU overhead and messages to be processed due to an
increased number of peers, and infer a regression model.

In the second set of measurements, squelching is applied
and its impact is monitored in terms of number of messages
sent and received. Thanks to the regression modeling, we will
be then able to extrapolate the number of messages saved in
the Mainnet XRPL network and ultimately the number of free
slots for additional peers to connect to. In order to control
the experimental parameters, we deploy a small-scale XRPL
network on a controlled and configurable HPC facility.



The baseline used for the evaluation was an unmodified
version of XRPL, which was compared with a modified
version? implementing the Squelching mechanism:

o Baseline evaluation (using XRPL v1.6).

¢ Squelching evaluation (using XRPL v1.7).
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Fig. 4: Mean CPU usage according to the number of peers.
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Fig. 5: Number of messages IN and OUT, per second and
per type (Val: validation, Prop: proposal, Tx: transaction).

B. Baseline experiments

To perform the baseline experiments, a single node is
connected to the actual XRPL network. Our node is run on
an Ubuntu 22.04 with 16Gb RAM and 4 Intel Xeon ES5-
4650 v4 @2.2GHz. The statistics are gathered thanks to the
RippledMon tool 3.

Zhttps://github.com/XRPLF/rippled/pull/3412, valid in October 2023
3https://github.com/ripple/rippledmon, valid in October 2023

We configured the node to connect to an increasing number
of peers over time, and to collect the average CPU usage
alongside the number of messages sent and received. The
results are given in Figures 4 and 5 respectively. We notice
a linear dependency between the number of peers and the
number of messages. As expected, the total number of mes-
sages received and sent increases with the number of peers, as
the flooding mechanism is exploiting the new connections to
send redundant messages. There are no significant differences
between the direction of messages, since for each new message
received, our node also sends duplicatas. Due to the BFT-based
validation mechanism, the number of exchanged messages
varies according to the type of messages with the validation
messages being the most frequent. From these observations,
Squelching could be fine-tuned to limit the flooding only
for this type of message. This will still increase Node-wise
scalability while enforcing a higher robustness for other types
of messages.

Due to a higher number of messages to be processed
(parsing, signature check, etc) when the number of peers
increases, the CPU usage also increases gradually in Figure 4
with an increase of approximately 35% from 10 to 70 peers.

C. Performance model

To assess the Node-wise scalability, we need to model the
relationships between the resources used in terms of CPU
usage, messages processed, and the number of neighbors or
peers of an XRPL node. This will allow us to quantify how
many resources are used by a single peer.

Thanks to the linear dependency, a simple regression allows
us to model the CPU use (cpu) with respect to the number of
peers the node is connected to (peers):

cpu = Bo + Pipeers

1
with By = 15.8754, 81 = 0.1177 M

It is worth noticing that messages are also considered
independently of their types. As a black-box measurement
type, our approach cannot distinguish the CPU use by each
of them. Similarly, the total number of messages (msgs) is
linearly dependent of the number of peers (peers):

msgs = g + apeers

2
with ap = —75.0943, a1 = 123.6365 @

Because of a good linearity of the underlying data, the
regression models fit with a high coefficient of determination,
R? > (.96 for both equations (1) and (2).

D. Experimental setup for squelching

To assess Squelching, we deployed our own XRPL network
to fully control the nodes. In order to perform the measurement
in real-life conditions where nodes are spread among different
geographical locations, a testbed hosted on Grid’5000 (G5K)
was built. G5K* [19] is a large-scale HPC platform with
interconnected sites in France and Luxembourg. It features

“https://www.grid5000.fr/w/Grid5000:Home, valid in October 2023



TABLE II: Squelch versus Flooding results.

FLOOD - average of total messages / second 297.633
SQUELCH - average of total messages / second | 211.602
SQUELCH / FLOOD (%) 71.094
SQUELCHING saves over FLOOD (%) 28.905

a large amount of resources: 15000 cores, 800 compute nodes
with bare-metal access, and 10Gbps Ethernet links.

To deploy the XRPL network on G5K and perform the eval-
uation, we used our previous work, the BlockZoom Tool [20]
(available on Github?), offering a reproducible environment
for experimentation with DLT and smart contracts.
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Fig. 6: XRP network monitoring testbed deployed on G5K.

The testbed was composed of 15 XRPL nodes evenly spread
over five G5K site locations, meaning three nodes per site, to
simulate as much as possible the real-life conditions where
XRPL nodes are spread over different locations, with different
latencies. Because latencies impact message propagation per-
formance, we prefer this setup instead of others with limited
latency. For instance, while latencies can be added in other
ways, e.g., using Mininet, this is still not realistic. Furthermore,
Mininet also comes with its own limitations and challenges,
for example, the requirements to run many XRPL nodes on the
same machine. On the other hand, G5K is firstly a research-
oriented platform providing monitoring tools to access pre-
cisely the performance of a running algorithm/software and
hardware on the platform. Secondly, G5K supports experiment
reproducibility which is crucial for scientific analysis.

The consensus quorum was set to six (in real life not
all nodes on the production XRPL network are validators).
The nodes boot with no transactions being generated until a
predefined time. Once this period of time expires, a number
of 1000 transactions per site was sent in parallel.

E. Squelching results

The comparative results are presented in Figure 7 and
Table II. Figure 7(a) is annotated with the stages of the
experiment for the sake of clarity, i.e. when squelching is
enabled and when the node starts or stops sending fransaction
messages.

Shttps://github.com/wshbair/BlockZoom, valid in October 2023
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Fig. 7: Cumulative number of messages: unmodified XRPL vs
XRPL with squelching.

As they are cumulative functions, the difference in the num-
ber of messages between flooding and squelching increases
over time. The same observation applies to received messages
at a slightly lower scale. When the transactions start to be sent,
the number of messages logically increases and the observed
differences are still valid.

From Table II we see that Squelching saves 28.9% messages
per second on average over Flooding. It must be noted that on
the G5K experiments, at 15 peers, the number of messages is
much lower than its 15-peers equivalent on Mainnet (Figure 5).
This is due to the much larger scale of Mainnet, which
generates proportionally more messages. However, this is not
an impediment, because what we are interested in is the last
row in Table II, i.e., the average savings offered by Squelching
vs Flooding (%). The latter can be translated directly to the
Mainnet experiment thanks to our regression models.

Table III describes how we computed the potential gain of
an XRPL hub node with 200 peers on Mainnet if Squelching
would be applied. The baseline measurements are reported as
points #1 to #7, reminding that they were measured experi-
mentally on Mainnet. Point #9 (black squares in Figure 8) is
obtained by the linear regression models of equations (1) and
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TABLE III: Gains obtained through Squelching.

#Point  Total messages Peers CPU (%) How obtained

1 1080.92 10 16.929 Experimental
2 2474.27 20 18.651 Experimental
3 3744.87 30 18.694 Experimental
4 4747.98 40 20.645 Experimental
5 6005.29 50 22.405 Experimental
6 7568.48 60 22.924 Experimental
7 8470.71 70 23.825 Experimental
8 17527 142 32.620 Regression

9 24652 200 39.407 Regression

(2), by rearranging the terms as follows:

CPU = 0.1177 x Peers + 15.8754

3
Peers = 0.0081 x Messages + 0.6074 )

Then, knowing that squelching could reduce the amount
of messages by 28.9%, we compute the number of peers
and CPU for 28.9% less messages than Point #9, i.e., for
17527 messages. For this value, we compute the corresponding
number of peers and CPU (Point #8, green stars in Figure 8)
with our performance model (equations (1) and (2) again).

The result shows that a node connected to XRPL Mainnet
network with 200 peers could save 17% CPU with Squelching
and free up 58 peer slots. This would actually enhance
the overall connectivity as a single node could have 29%
additional peers to connect to.

V. DISCUSSION AND FUTURE WORK

While Squelching is one solution to improve the dissemi-
nation of messages, other alternatives exist for XRPL and are
discussed hereafter.

A. Gossipsub

Gossipsub [7] is a publish-subscribe [21] protocol designed
to enable efficient and scalable message dissemination in P2P
networks. Concisely, the Gossipsub nodes engage in a gossip-
type protocol by selecting a sub-set of peers to share messages
with, which then propagate them again in a recursive manner.
There can be different "topics of discussion" between the
gossipping nodes, for which different sets of peers are used
at a certain moment. The peer selection algorithm is complex
and makes use of an extensive set of criteria and parameters.

Gossipsub was originally proposed for Ethereum and File-
coin but we previously proposed an adaption for XRPL
named FlexiPipe [12]. To facilitate the discussion, we partially
reproduce a relevant result from [12] in Figure 9, where this
solution was compared to Squelching and to the original flood-
ing mechanism. It shows that Gossipsub is able to properly
disseminate the validations with less duplication. However,
this evaluation does not consider the overhead of messages
generated to maintain the Gossipsub overlay network.

Distribution of Duplicated Messages
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Fig. 9: Frequency of duplicated messages on XRPL with
Flooding vs Squelching vs Gossipsub [12].

Also, compared to Squelching, Gossipsub relies on many
parameters to be fine-tuned, and most of all, it assumes the
deployment of a distinct overlay next to the native XRPL
overlay network. Actually, the main advantage of Squelching
is to directly work using connections of the XRPL overlay
itself. Its deployment is thus simplified and does not introduce
possible external threats or failures from external overlays.

B. XRP-NDN

Instead of sending data packets to specific locations (e.g. IP
addresses), Named Data Networking (NDN) [22]-[24] allows
the users to retrieve content by expressing what they want,
similar to requesting a book by its title, by analogy. In brief,
a user sends an interest packet with the data name. The
forwarding is based on name prefixes instead of IP prefixes.
The request is thus forwarded to reach one or multiple content
providers or in-network caches with the expected content.
The data is then sent on the backward paths. With such
mechanisms, data is cached in a distributed manner among
network nodes.

In [11] we showed how the blockchain consensus messaging
can be ported to use NDN for message propagation by
proposing multiple mapping models for the forwarding of
messages, and investigated the advantages and disadvantages
of each model according to the specifics of XRPL. Even if
straightforward comparisons with squelching would not be fair
due to the different nature of networks (e.g. caching mecha-
nisms which imply a distributed overhead in the network),
performances reported in [11] are good for an NDN-based
solution. Again, this requires the creation and maintenance of
an additional overlay network like for Gossipsub. Besides, the
size of the NDN interest message payload is limited making
the solution not viable for PoW-type blockchains.



Because in NDN each piece of data is named, a further
exploitable advantage is the use of a single validation message
per validator entering each XRPL node. This discrimination
can be done by filtering messages at the NDN overlay level
such that they do not reach the XRPL node application,
which can even use different hardware to take more advantage
from message filtering. The NDN solution leaves open the
possibility to use a structured NDN overlay, or alternatively,
an unstructured mesh mirroring the XRPL mesh. Naturally, a
structured overlay could diminish the total number of messages
on the NDN overlay at the expense of security and robustness,
while an overlay mirroring XRPL would achieve the opposite.

C. Future work

As highlighted above, solutions based on more structured
overlay networks like Gossipsub or with complete changes in
the message forwarding like NDN could offer large benefits
to the BFT-based blockchains. The main issue is the creation
of a side overlay network, with its own potential problems
regarding failures, threats, or performance degradation. This
is why the DLT community and businesses are quite reluc-
tant to this kind of design choices. Rather than multiplying
different overlay networks for a single application, it would
be beneficial to integrate these protocols or communication
architectures within the DLT protocols in an intrinsic manner.
Obviously, this would require an in-depth security analysis
because this might directly impact the core functionalities of
a blockchain such as the consensus mechanism and its intrinsic
security properties.

VI. RELATED WORK

The XRP LCP was described in 2014 [3] followed by a rich
literature focused on investigating its robustness and security.
This contrasts with our work focused on the message dissem-
ination mechanism. The XRP LCP was analyzed in [2], [25],
[26] and investigated empirically in [27]. In 2020, relatively
simple cases were identified where consensus may violate
safety and/or liveness [28], and it was argued that XRPL
needs a very close synchronization, interconnection, and fault-
free operation between validators. These findings are another
argument for considering also the efficiency and resilience of
communication, which is the focus of our research. A man-
in-the-middle attack was demonstrated in [29].

Besides, XRPL-related work also investigates the energy
consumption of the validators [30], the crypto-asset network
flows [31], a health assessment of XRPL credit network [32],
a proposal for a blockchain benchmarking framework [33], or
a topology analysis [17].

While communication lacked in-depth exploration on XRPL
and on consensus-validation-based blockchains in general, an
efficient transaction relay for BTC named Erlay was proposed
in [34]. It relies on two fundamental system-building strate-
gies: delay and batching. Rather than disseminating each TX
across every network link, a node selectively broadcasts it to
a subset of its peers. TXs are universally propagated among

well-connected public nodes through at most 8 outbound con-
nections. Nodes regularly compare their states with their peers
to consolidate them and only forward relevant information.
While Erlay reduces bandwidth by 84%, the latency of TX
dissemination increases from 3.15 to 5.75s on average, which
is unacceptable on XRPL. Perigee [18] is an efficient P2P
network design for PoW blockchains focusing on mitigating
the block propagation delay, but not on the message flooding
issue. Epidemic Broadcast Trees are proposed on a gossip-
based overlay in [35] while Splitstream [36] distributes the
load of forwarding messages evenly between participants.
Actually, Gossipsub [7], previously introduced, draws upon the
general concepts of epidemic broadcast and gossip protocols
to achieve its objectives.

While XRP-NDN was also reviewed here, there are other
proposals intending to use NDN in the context of blockchains,
however focusing on PoW type: BoNDN [37], proposes TX
dissemination for BTC through a push model over NDN
interests, and a subscribe-push model for block propagation.
Another design and implementation for propagating the TXs
and blocks over NDN for PoW blockchains were proposed
in [8] for ETH, while [38] sends blocks over a multi-layer
design based on NDN to achieve 74% of BlockNDN’s over-
head [39]. Being content-oriented, the NDN architecture is
suited for data synchronization, which resulted in the devel-
opment of different data sync protocols, like Vectorsync [40],
Chronosync [41], or Psync [42]. These are good candidates
to be leveraged in a blockchain context where states across
multiple nodes must be consolidated, and BlockNDN actually
relies on Chronosync. However, originally, they were not
meant for the byzantine blockchain environment [8], and on
XRPL where we want to minimize the number of messages,
the additional sync messages can add unwanted overhead.

VII. CONCLUSION

In this paper, we formulated the problem of Node-wise
scalability in the context of XRPL to highlight the rationale
behind the Squelching approach. Our empirical approach was
first focused on measuring and modeling the node overhead
in regard to the number of messages disseminated in the
XRPL P2P network. As they represent the vast majority of
messages, squelching validation and proposal messages, as
proposed in the XRPL node software, is justified. We have thus
evaluated the gain of Squelching by using a regression model
to understand its impact on the production XRPL network,
from measurements done in a controllable environment. Our
results show that an XRPL hub node can potentially benefit
from a 29% connectivity increase when using Squelching. As
highlighted in the section before, Squelching might impact
the robustness and security of the consensus mechanism itself.
Future work will thus consider a thorough security evaluation.
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