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Abstract

Smart charging has the potential to shift peak load to times of lower demand, which
better exploits renewable generation and enhances grid resilience. For increased
effectiveness, smart charging requires access to data that consumers might be hesitant to
share. To explore which data consumers would share and which factors influence this
decision, we adopt the Barth and de Jong’s risk-benefit calculation framework to smart
charging and conduct an online-survey (n = 479). We find that most respondents who
would share charging details with a smart charging application, are ambivalent about
location data and would never share calendar details. When presented with concrete
monetary rewards, participants lose their initial reservations and would share all data
for an amount dependent on the data’s sensitivity. Thus, our study contributes to research
on the privacy paradox by highlighting the importance of calculations between perceived
risks and benefits for the decision to share data.

Keywords: Smart charging, consumer data, data sharing, privacy concerns, monetary
incentives

Introduction

The use of electric vehicles (EVs) has increased rapidly in recent years. Governmental incentive schemes
and sales bans on combustion vehicles will likely bolster this trend (Shepardson et al., 2021). What appears
at first glance to be a big step towards more sustainability also puts tremendous pressure on the energy grid
(TEA, 2022). Managing thousands of simultaneous EV charging events combined with regular peaks in
electricity consumption and volatility of renewable energy sources (RES) could strain the grid and threaten
energy security (Papaefthymiou et al., 2018). However, if EVs are charged in a controlled manner, i.e.,
through smart charging, they could instead become a flexible asset and support grid stability. Smart
charging means that energy providers can optimally adjust the EV charging schedule in response to power
system signals (e.g., RES generation) while meeting user requirements (IRENA, 2019).

To fully exploit the flexibility potential of EVs and implement smart charging, it is imperative for energy
providers to understand the charging patterns of EVs. Understanding and accurately predicting these
charging patterns helps energy providers tailor their services to individual EV users and support grid
resilience. Charging patterns typically manifest for different types of data: Historical charging behavior and
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smartphone location data will help predict future charging behavior. Data linked to a person's schedule
(e.g., via a calendar) can be even more accurate and helpful to optimize EV charging. Advances in pattern
prediction may further automate smart charging so EV users become less involved.

Despite the advantages of accurate charging pattern prediction, consumers might be reluctant to share their
data due to privacy concerns (Aloise-Young et al., 2021; Barth et al., 2019; Smith, 2008; Smith et al., 2011).
They fear losing control of who has access to and can use their data (Cichy et al., 2021). At the same time,
consumers readily share data in online contexts, such as social media or e-commerce, sometimes forgetting
their initial concerns about data privacy (Chakraborty et al., 2013; Kokolakis, 2017). This ambiguous
relationship between privacy and data sharing is often termed as the ‘privacy paradox’ and is a well-
researched phenomenon (Buckman et al., 2019; Kim et al., 2019; Wu et al., 2020). Moreover, studies on
social-hedonic and financial rewards have indicated that risk-taking behavior, such as excessive private
data sharing, depends on the ratio of perceived benefits versus perceived risks (Turel, 2021).

Most privacy paradox studies focus on the active sharing of information with an online service provider.
However, the findings of these studies may not be fully applicable in the context of smart charging. Cichy
et al. (2021) argue in their research on data sharing for connected cars, which — much like location data
sharing for smart charging — relies on IoT devices, that common data sharing reservations in online service
contexts may not apply to IoT devices. “IoT devices (1) tend to be ‘always on’ and generate continuous data
streams, (2) give users little or no power to control the data flows, (3) require unrestricted data access to
fully function, and (4) invade users’ virtual and physical space given the increasingly powerful actuators—
components that transform electric impulses into physical actions—they are equipped with” (p. 1864).
These four characteristics distinguish data sharing mechanisms of IoT and connected cars from data
sharing mechanisms in online contexts, such as social media and e-commerce (Cichy et al., 2021). For
example, sharing data on social media or online shopping does not typically require a user’s current location
or access to their calendars. Thus, smart charging comes with different privacy concerns than social media
or online shopping.

Since most observations focus on the privacy paradox in e-commerce and social media interactions, there
is a need to investigate factors influencing the readiness to share data in an IoT context, such as smart
charging. Although studies have highlighted the importance of sensitive data for smart charging (Bhusal et
al., 2021; Habbak et al., 2022), we just found one study that examined whether privacy concerns, perceived
risks, and potential environmental benefits influence data sharing with EVs (Alotaibi et al., 2023). The
study explored the general data sharing behavior for different EV services. Still, it does not elaborate on the
readiness to share data for smart charging nor does it say anything about the sharing behavior of different
data types with varying degrees of sensitivity. The study also did not investigate whether people would be
more willing to share their personal information when presented with some form of monetary
compensation (Hirschprung et al., 2016; Wagner et al., 2018). The relevance of monetary compensation to
balance perceived risks is well known from financial economics (e.g., Caraco et al. 1980; Payne et al. 2017),
so our study aims to explore its applicability to data sharing with a smart charging application. We therefore
asked the following research questions:

RQ1: What data types do individuals intend to share for smart charging?
RQ2: Which factors impact individual’s intention to share data with their smart charging application?

RQ3: How much does the monetary incentive need to be for individuals to share different data types for
smart charging?

We conducted a large-scale survey to answer our research questions. For RQ1, we explored which data types
participants would be most comfortable sharing to enable smart charging. For this evaluation, we included
three different types of data (charging history, smartphone location, calendar data). Each of these data types
came with varying degrees of sensitivity. To answer RQ2, we used the theoretical framework of Barth and
de Jong (2017), commonly applied in privacy paradox research, which integrated key theories on mobile
computing. Unlike the thematically related framework of Cichy et al. (2021), the Barth and de Jong (2017)
framework specifically focuses on data sharing in mobile computing, making it more suitable for our
context. We also explored attitudes towards data sharing and perceived risks and benefits of using the smart
charging application, building on theories like foraging and risk sensitivity (Turel, 2021). We additionally
assessed data sharing habits and their effect on participants’ data sharing intentions. To evaluate the impact
of monetary incentives, we introduced an experimental setting to our survey with one experimental and

Forty-Fourth International Conference on Information Systems, Hyderabad 2023
2



Data Sharing for Smart Charging of EVs

one control group. To answer RQ3, we explored the amount participants would request from the energy
provider for sharing data with varying degrees of sensitivity. Answering these research questions
contributes to both theory and practice.

Our contributions are three-fold. First, we apply the framework of Barth and de Jong to the context of smart
charging. We add to this framework by investigating data sharing behavior for data with varying degrees of
sensitivity. Specifically, we look into the differences between moderately and highly sensitive data and how
far the framework would still apply. Second, we provide a deeper understanding on the trade-off between
perceived risks and benefits by applying a risk-sensitivity and foraging theory perspective. Third, we
demonstrate the effect of monetary rewards on data sharing behavior, even for highly sensitive data.

The rest of the paper is structured as follows. The theoretical background elaborates on smart charging and
the role of data, Barth and de Jong's (2017) theoretical framework and a short introduction to risk-
sensitivity and foraging theory. In the third section, we describe our method, data collection, and analysis.
In the fourth section, we present the findings of our SEM and the calculation of monetary incentives. In the
fifth section, we critically discuss our findings, elaborate on our theoretical and practical contributions, and
outline related limitations. We conclude with a summary of our study.

Theoretical Background
Smanrt charging and the role of data

Adapting the charging behavior of EVs in response to the power system signals whilst considering the user
requirements is known as smart charging (IRENA, 2019). Smart charging algorithms help shift the EV
charging process to low-demand periods, drastically reducing the need for additional generation capacities
(Pawlowski & Dinther, 2020; Schmidt & Busse, 2013). Moreover, EV charging can be synchronized to the
availability of energy from RES to reduce grid imbalances due to generation peaks and simultaneously
maximize RES consumption (Eldeeb et al., 2018; van der Meer et al., 2018). To best leverage the potential
of smart charging solutions, it is vital to accurately predict the flexibility provided by each EV. Flexibility in
the context of smart charging describes the amount of energy that the energy provider can shift until the
EV battery has reached the desired percentage within the indicated parking time (Develder et al., 2016;
Guthoff et al., 2021; Saxena et al., 2015). Practitioners typically use mobility data (e.g., arrival time,
departure time, distance traveled), charging requests (e.g., energy required at the departure time), EV
specifications (e.g., battery capacity and maximum charging power) to calculate the flexibility (Daina et al.,
2017; Fridgen et al., 2014).

For smart charging solutions to function efficiently, they require bidirectional data exchange between EV
users and the energy provider. This data exchange comes with two obstacles: First, regulations, such as the
GDPR (General Data Protection Regulations in Europe), require a high degree of user privacy, complicating
the collection of relevant data. Second, users are often cautious when sharing sensitive data (Stritker &
Kerschbaum, 2012).

There are a variety of technical and sociotechnical measures to overcome these obstacles. Studies on
technical measures aim to increase privacy by design without impeding access to (relevant) data (Teng et
al., 2022). Examples of such privacy measures are differential privacy (Fernandez et al., 2022),
homomorphic encryption (Teng et al., 2022), and distributed learning techniques (McMahan et al., 2017).
These measures can also be leveraged for smart charging to improve confidence in the data sharing process.
They are, however, not subject to this paper.

Sociotechnical measures typically support the acceptance of data sharing. Although sociotechnical
measures have already been established in other contexts, they have not been tested for the acceptance of
data sharing in smart charging. Monetary incentives are a prominent sociotechnical measure influencing
users’ intention to share data in various contexts. Thus, we also investigated their effect in our study along
with the type of data people would share with the smart charging application and the factors influencing
this decision.

We ground our investigations in the rational risk-benefit calculation framework (Barth and Jong, 2017) and
make links to IS theories on risk-sensitivity and the privacy paradox. Based on these theories, we derive our
hypotheses and research model.
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Rational risk-benefit calculation framework (Barth and de Jong, 2017)

Our study is grounded in the theoretical framework of Barth and de Jong (2017), which is related to the
privacy paradox, which describes the contradictory behavior of individuals who express concerns about
privacy but often share their data freely. Barth and de Jong (2017) aimed to uncover the factors behind this
paradox. They summarize and explain theories of private information sharing with mobile apps. They
differentiated between rational and biased decision-making theories in the absence or presence of risk
factors and consolidated these ideas in a theoretical framework. Barth and de Jong’s framework was
referred to in different contexts as health technologies (Fox, 2020) and e-commerce (Kolotylo-Kulkarni et
al., 2021). Unlike social media and mobile apps, the privacy paradox hasn't been explored in smart charging,
so we applied their rational decision-making framework to this context.

According to the rational decision making framework (Barth & de Jong, 2017), individuals choose the
option with the greatest benefits. Attitudes towards information disclosure affect context factors and
ultimately influence the readiness to disclose certain information. These attitudes can be privacy concerns,
general (institutional) trust, or personality traits. Context factors encompass situational factors or
individual and environmental characteristics. Individuals weigh perceived risks against perceived benefits,
which affects their disclosure intentions and actions. While Barth and de Jong (2017) tie together multiple
literature streams to elaborate on risk-benefit calculations, the perspective introduced by risk sensitivity
and foraging theory might suit the context of smart charging. These theories include factors such as esteem
and self-actualization that may present interesting angles of explanations for our observations in the users'
strive to optimize their gains (Turel, 2021).

Risk sensitivity theory and foraging theory in information systems

The assessment of perceived risks and benefits is also at the core of two theories adapted from behavioral
biology. Foraging theory suggests that individuals aim to maximize their benefits while considering the
dangers of the activities involved in receiving the benefits (Payne et al., 2017; Stephens & Charnov, 1982).
They typically base their decision-making on assessing one particular problem, a ‘currency’ by which they
decide between options, and considering external and internal constraints (Stephens & Krebs, 1986).

Risk sensitivity theory (RST) extends foraging theory by adding flexibility to the interplay between internal
and external motivators and constraints. Suppose that perceived benefits, for instance, social-hedonic
rewards for displaying ‘green’ behavior in smart charging, outweigh the perceived risks, such as sharing
personal data to maximize energy flexibility. In that case, the reward-utility curve may switch from risk
averse to risk prone (Mishra & Fiddick, 2012). Thus, people may share sensitive data in high-risk high-
reward contexts (Caraco et al., 1980).

Turel (2021) has only recently adapted both theories to analyze technology-mediated dangerous behaviors.
More specifically, he explored the role of social-hedonic rewards on risk-taking in social media contexts and
found significant overlap with foraging behavior. Such behavior depends on several external and internal
context factors that influence the risk proneness and, dependent on their expression, may drive risk-shifting
(Cartar, 1991). That is, the relationship between perceived risks and benefits fluctuates, highly dependent
on the information provided (Turel, 2021). The level of provided information is also crucial for privacy
considerations, especially in the context of smart charging. — where the use of data is unclear for EV users.

Development of hypotheses and research model

In the following section, we describe the development of our hypotheses derived from the literature. Figure
1 illustrates our research model and hypotheses. As noted earlier, attitudes towards disclosure of
information play a crucial role in shaping the decision-making context and, consequently on the perception
of risks and benefits (Barth & de Jong, 2017). Such attitudes can encompass general privacy awareness and
trust towards the provider who manages the smart charging application. People who are generally more
concerned about how their data are handled tend to perceive greater risks and have higher levels of risk
awareness (Fortes et al., 2017; Van Slyke et al., 2006). Thus, we propose the following hypothesis:

Hia: Privacy awareness is positively related to perceived risks with the smart charging application.
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An energy provider typically controls smart charging applications. The level of trust people have in their
energy provider can significantly impact their perception of smart charging applications (Utz et al., 2023).
Studies conducted in various areas, such as IoT and e-commerce, suggest that lower trust in the service
provider leads to greater perceived privacy risks (Kim et al., 2019; Kim et al., 2008). This concept could be
applied to smart charging applications since consumers would have a more direct relationship with their
energy provider than with other online service providers. Thus, we hypothesize the following:

Hib: Trust in the energy provider is negatively related to perceived risks with the smart charging
application.

If people’s trust in their energy provider influences the perceived risks of smart charging applications, it can
also affect the perceived benefits. Such benefits could encompass the optimal use of sustainable energy,
contributing to stable and sustainable grid infrastructure, and reduced charging costs (Brey et al., 2021).
Individuals who have built experience-based trust in their energy provider may perceive the potential
benefits of the smart charging application more strongly (Utz et al., 2023). In the study by Soéllner et al.
(2016), trust in the application provider predicted the perceived usefulness of an application. Thus, we
formulate the following hypothesis:

Hic: Trust in the energy provider is positively related to perceived benefits with the smart charging
application.

Research indicates that prior behavior can be a reliable indicator of future behavior (Ouellette & Wood,
1998). In an experimental setting, S6llner et al. (2022) demonstrated that habitual use of an application
positively influences continuous information system (IS) use. Such IS usage habits might also extend to
data sharing habits. Barth and de Jong (2017) included this in their model as an antecedent for data sharing.
For this reason, we suggest the following hypothesis:

Hz2: Prior data-sharing habits are positively related to the intention to share data for smart charging.

According to the framework of Barth and de Jong (2017), attitudes influence the intention to share data and
resulting data sharing behavior (Theory of Reasoned Action/ Theory of Planned Behavior, Ajzen, 1985;
Ajzen and Fishbein, 1980). Data sharing is often considered risky, as some personal data are sensitive. In
the context of smart charging, different data types, such as charging history, smartphone location, and
calendar data, can help identify behavioral patterns and create user profiles. We want to determine which
types of data individuals would share with a smart charging application.

Data sharing decisions typically depend on evaluating risks against potential benefits (Privacy calculus
theory, Culnan and Armstrong, 1999). In the context of smart charging, violation of user privacy could be
the greatest perceived risks (Bailey & Axsen, 2015), along with the fear that personal data are used for
purposes beyond smart charging (Xu et al., 2012). According to risk-benefit calculation theories, such as
privacy calculus theory (Culnan & Armstrong, 1999) or risk-sensitivity theory (Mishra & Fiddick, 2012), the
perceived risks and benefits of the smart charging application will influence the intention to share data.
According to Alotaibi et al. (2023), the privacy calculus is also crucial to explain data sharing with EV
services. Based on this, we formulate the following hypotheses:

H3: (H3a) Perceived risks are negatively, and (H3b) perceived benefits are positively related to the
intention to share data for smart charging.

The theoretical framework of Barth and Jong (2017) assumes that contextual factors can influence decision
making. In this study, we focus on two contextual factors: The desired level of automation of the smart
charging application and monetary incentives. Some studies, for instance, Xu et al. (2008), have treated
these factors as inherent benefits of data sharing. We did not include automation as a benefit, as it is unclear
if it will become the norm. Instead, we explore the desired level of automation as a variable and its effect on
the intention to share data.

Resource exchange theory suggests that users are willing to share some of their data in exchange for services
(Donnenwerth & Foa, 1974; Foa, 1971). Services can be personalized and automated (Shah, 2015), or come
in the form of monetary rewards. However, to increase service automation, the smart charging application
requires more data that users who want automation should be willing to share. This assumption is
supported by Kim et al. (2019), who found that people share their data for better personalized services
without considering privacy risks. Thus, we hypothesize the following.
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H4: The desired app automation is positively related to the intention to share data for smart charging.

We consider monetary incentives as both a context factor and a benefit of smart charging. This approach
enables us to test how monetary incentives impact data sharing. Previous studies indicated that privacy
comes at a cost with different ‘price tags’ depending on the sensitivity of shared data (Hirschprung et al.,
2016) or the context in which the data are shared (Acquisti et al., 2013).

Other immaterial rewards could also play a role, such as increased user convenience or social-hedonic
rewards (Turel, 2021). They are, however, difficult to measure in this context and may have different effects
on the readiness to share data. Social-hedonic rewards, for instance, could backfire if users’ social network
criticizes their readiness to share important data for smart charging instead of applauding their
contribution to the environment. Thus, we focus primarily on material rewards whose use is established in
the literature (Acquisti et al., 2013; Hirschprung et al., 2016). Monetary rewards have also been proven to
be effective in related contexts, such as the general acceptance of smart charging (Kramer & Petzoldt, 2022;
Wong et al., 2023). They might effectively encourage data sharing (Cichy et al., 2021). We thus propose the
following hypothesis:

Hs: Participants who receive monetary incentives have a higher intention to share data for smart
charging than participants who do not.

Hia . . .
Privacy awareness Perceived privacy risks app KH32
Hib
Trust in energy Perceived benefits app
provider Hic Intention to share

data

Prior data sharing H2
habits Desired automation app

Hq

Hs

Monetary incentives

Figure 1. Representation of the hypotheses and research model

Methods

Before conducting the survey, we did a pre-test survey with 20 participants. We included a comment section
in the survey to receive impromptu feedback from our pilot group. Feedback primarily concerned the
complexity of questions and statements. We changed the survey accordingly and submitted the final draft
to the university’s ethics committee. After receiving approval from the ethics committee, we started
disseminating the survey. Our goal was to get a sample of EV and non-EV users. To achieve this, we
distributed the survey widely, including social media and EV user forums, as well as to prolific academics.
The survey, which included a questionnaire and a related experiment, was available in English and German.
It took about 10-15 minutes to complete the survey.

At the beginning of the survey, we asked participants if they were smartphone users. If they answered “Yes”,
they received questions about their data sharing habits, such as how many apps they use a month and how
many continuously track their location. We measured data sharing habits, as people have many smartphone
applications that require location sharing. Additionally, participants rated their familiarity with smart
charging on a scale from 1 “not familiar at all” to 7 “extremely familiar”. Regardless of their answer, they
received a short explanation of smart charging, including potential benefits and requirements. In this way,
we wanted to ensure they can make informed decisions when answering our survey.

Participants also received information on how sharing certain data can help the application become more
automated and tailored to the charging patterns of users. We assure them that the data would only be shared
with the energy provider and not transferred to a third party. Once they finished reading, participants rated
the importance of three proposed benefits — facilitating an optimal use of sustainable energy, contributing
to a stable energy grid, and reducing charging costs — when using the smart charging application (Brey et
al.,, 2014). They also replied to items on perceived risks during usage (Secondary use of personnel
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information by Xu et al., 2012) and answered a related attention question. Participants responded to
partially adapted scales on privacy awareness (Ponnurangam Kumaraguru & Cranor, 2005), and trust in
the energy provider (Dobelt et al., 2015). They indicated their agreement to the respective items on a 7-
point Likert scale (1 “Strongly disagree” — 7 — “Strongly agree”).

The participants continued with a hypothetical smart charging scenario. They saw a screenshotted mock-
up of the smart charging application, which depicted the charging preferences. They selected their
preferences by responding to three questions written below the mock-up. These questions inquired about
the state of charge (SOC) at arrival, desired SOC at departure, and parking duration. To measure the desired
level of automation, participants replied to how often they would want to enter such information manually
(1 “before every trip / settings manually” — 9 “once when installing the app / mostly automated”).

For the experiment, we randomly assigned participants to the control or experimental group. Participants
in the experimental group were notified that they could recover some of their electricity costs if they shared
their data with the application. Participants in the control group did not receive this information. After that,
we asked all participants which data they would share with the application. They each indicated their
willingness to share charging times and preferences, smartphone’s location, and full calendar details on a
7-point Likert scale (1 “Strongly disagree” — 7 — “Strongly agree”). In the experimental group, participants
also had to imagine that they were frequent drivers with a monthly charging cost of 100 euros. We asked
them to indicate how much of the total charging costs they wished to be redeemed for sharing each data
type. They could also choose not to share any data type for money. At the end of the survey, participants
were informed about the background and purpose of the study and could provide feedback on the survey.
To honor their participation, they could sign up for a lottery.

We used structural equation modeling (SEM) to address RQ1 (What data types do individuals intend to
share?) and answer Hi-H5. To calculate the dependent variable, the intention of sharing data, we used a
standardized mean of the three data sharing items (composite score). To answer RQ2 (Which factors
impact individual’s intention to share data with their smart charging app?) and RQ3 (How much does the
monetary incentive need to be for individuals to share different data types?), we analyzed our results
descriptively.

Sample

To determine the necessary sample size for the SEM, we used a sample size calculator (Soper, 2022) based
on Cohen (2013) and Westland (2010). This analysis indicated that we needed a sample of n = 314
(considering a medium effect and a power of 0.8) to calculate our model and detect effects. 501 participants
completed the survey. We eliminated participants (n = 22) for the following reasons: 1) Participants were
not smartphone users (n = 10), 2) we detected multivariate outliers according to the Mahalonibis statistical
measure (n = 12) and/or they answered the survey in less than three minutes or had evident response
patterns for different items (n = 4). We conducted the analysis with 479 participants.

225 participants (46.97%) were in the experimental group to measure monetary incentives and 254
(53.03%) were in the control group. Most of the participants identified either as men (55.95%), female
(40.71%) or diverse (3.34%). They were students (50.31%), worked full time (37.37%), or had other
occupations (12.32%). Most of the participants had a master’s (44.05%), a bachelor’s (21.71%), or different
degrees (34.24%). Participants predominantly lived in Luxembourg (50.73%), Germany (33.83%), France
(6.26%), Belgium (2.71%), and other countries (6.89%). The three main nationalities were German
(31.11%), Luxembourgish (16.70%), and French (6.26%). The mean age was 31.78 (SD = 13.03). While
28.18% of participants were EV users and 71.82% were non-EV users, our sample isn't specific to or
representative of EV users. Our study primarily examines the willingness to share data for smart charging,
irrespective of personal EV experience. Therefore, both EV and non-EV users can answer the survey in the
same way.

Results

To answer RQ1, we calculated the mean values of the three data sharing variables for the control and
experimental groups. We measured data sharing with a 7-point Likert scale (1 “Strongly disagree” — 7 —
“Strongly agree”). Values above 4 indicate that people intend to share these data. The results indicate that
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the participants are comfortable sharing their charging history and patterns (Exp. Group: M = 5.47, SD
=1.48, Md = 6 — “agree”, Control group: M = 5.65, SD = 1.28, Md = 6 — “agree”) and their location on the
smartphone irrespective of monetary incentives (Exp. Group: M = 3.92, SD = 1.95, Md = 4 — “neither agree
nor disagree”, Control group: M = 4.13, SD = 1.85, Md = 5 — “somewhat agree”). In contrast, participants
are not comfortable sharing full calendar details (Exp. Group: M = 2.75, SD = 1.86, Md = 2 — “disagree”,
Control group: M = 2.57, SD = 1.77, Md = 2 — “disagree”).

To test RQ2 and hypotheses 1-5, we calculated a structural equation model, using the package “Lavaan” for
“R” (Rosseel, 2012). We checked for the one-dimensionality of the measured items. Each item loaded on its
respective underlying concept, and all loadings were significant (see Table 1). The scales’ construct
reliabilities (CR) were good (Hair, 2017), except for the composite score of intention to share data. Due to
variance in the composite score of intention to share data, we additionally calculated three single SEMs
with the dependent variables charging history (SEM2), location of the smartphone (SEM3), and calendar
details (SEM3).

Standardized factor loadings

SEM1 SEM2 SEM3 SEM4

Composite | Historical Location Calendar

score data data data
Privacy awareness (CR=.73) |(CR=.73) | (CR=.73) | (CR=.73)

Consumers have lost all control over how
personal information is collected and used by
companies. (inverted)*deleted in the analysis

Most businesses handle the personal 773 772 773 773
information they collect about consumers in a
proper and confidential way.

Existing laws and organizational practices -740 -740 -740 -740
provide a reasonable level of protection for
consumer privacy today.

Trust Energy provider (CR=.81) |(CR=.81) | (CR=.81) | (CR=.81)
My consumption data is being managed .652 .652 .651 .650
securely by my energy supplier.

My energy supplier is billing my consumption | -757 757 757 756
correctly.

I can rely on my energy supplier. 884 884 885 .886
Perceived privacy risks with the (CR=.92) | (CR=.92) | (CR=.92) | (CR=
application .92)

I am concerned that a smart charging app 873 874 874 873

may use my personal information for other
purposes without notifying me or getting my
authorization.

When I give personal information to a smart -910 908 -910 910
charging app, I am concerned that the app
may use it for other purposes.

I am concerned that a smart charging app .876 .878 875 .876
may share my personal information with
other entities without getting my

authorization.
Perceived benefits with the application | (CR=.75) | (CR=.76) | (CR=.76) | (CR =.76)
Facilitating optimal use of sustainable energy | -837 822 846 -859
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Standardized factor loadings
SEM1 SEM2 SEM3 SEM4
Composite | Historical Location Calendar
score data data data
Facilitating contribution to a stable energy .689 -700 685 677
grid
Facilitating reduced charging costs 597 604 -592 586
Intention to share data (CR =.63)
The location of my smartphone 726
My charging times and preferences -573
Full details of my calendar (time, subject, .508
location, and other details of all items in your
calendar)
Table 1. Scales of the research model with respective factor loadings and composite
reliability (CR). Note: All factor loadings are statistically significant.

The fit of the model with the composite score intention to share data as dependent variable suggests that
the model fits the data (x2 = 237.598, df = 110, p < .001, Comparative Fit Index [CFI] = .945, Tucker Lewis
Index [TLI] = .934, Root Mean Square Error of Approximation [RMSEA] = .053, Standardized Root Mean
Square Residual [SRMR] = .068). Yet, fit indices for the three models with the single data sharing types as
dependent variables suggest that the separate models fit even better to the data. The fit indices are as
follows: For charging history and patterns as dependent variable (y2= 138.965, df = 82, p < .001, CFI = .972,
TLI = .965, RMSEA = .041, SRMR = .057), for the location of the smartphone (y2 = 141.326, df = 82, p<
.001, CFI = .971, TLI = .963, RMSEA = .042, SRMR = .059) and for the calendar details (y2 = 152.446, df =
82, p < .001, CFI = .965, TLI = .956, RMSEA = .046, SRMR = .060). Since privacy awareness and trust in
the energy provider were highly correlated, we tested this correlation in all four models. Table 2 illustrates
the standardized path coefficients and if the hypotheses could be confirmed or rejected for the four models.

Composite Historical Location | Calendar
score data data data
SEM1 SEM2 SEM3 SEM4
Standardized path coefficients (t-values)
Hia: Privacy awareness -> Perceived privacy 201%%F 430%** 430%**F | 433%**
risks app use
Hib: Trust in energy provider -> Perceived risks | --164™* -.163% -.164%* -.166™*
app use
Hic: Trust in energy provider -> Perceived 261%%% .260%%* 255FFF | 247
benefits app use
H2: Prior location sharing habits -> Intention to | -278*** -052 1537 1237
share data p=.089
H3a: Perceived privacy risks app use -> - 457" %% -.278%%* 277 | -.336%F*
Intention to share data
H3b: Perceived benefits app use-> Intentionto | -339°** 379%* 2347 | -.025
share data p=.559
H4: Desired automation of the app -> Intention | -047* -.003 .055%* .014
to share data p=.872 D =.452
Hs: Monetary incentives message -> Intention -.049 -.081 -.083 -149
to share data p=.614 p=.321 p=.313 |p=.079
Privacy awareness <-> Trust in energy provider | --356*** -.356"%* -.356™% | -.354%**
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Composite Historical Location | Calendar
score data data data
SEM1 SEM2 SEM3 SEM4
Standardized path coefficients (t-values)

Table 2. Empirical evaluation of hypotheses and standardized path coefficients, *p < .05,
**p < .01, **¥*p < .001.

To answer RQ3, we grouped the amount of money participants would need to recover from their charging
bill to share data. We can interpret the desired amount as percentages since we asked participants to
imagine that their electricity bill was 100 euros. Figure 2 illustrates the results. The more sensitive the data
is (from charging history to calendar details), the more reluctant participants are to share their data, and
the higher the monetary reward participants request. We observed that more than 50% of participants
would share their data for money for all three data types,

50%
45%
40%
35%
2 30%
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A 20%
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Euros required to share data
m Charging history = m Location of smartphone Calendar details

Figure 2. Euros which participants require back to share their data

We calculated the correlations between demographic variables and our main variables in an exploratory
analysis. Women were less willing than men to share their calendar data (rsp = -.12, p = .012) and perceived
more benefits with the smart charging application (rsp = .11, p = .017). Also, increasing age had a direct
negative effect on the willingness to share location data (r = -.13, p = .005) and a direct positive effect with
greater trust in their energy provider (r = .13, p = .006).

Discussion

Our findings provide food for thought about the applicability of the privacy paradox to smart charging. In
our answer to RQ1 (What data types do individuals intend to share for smart charging?), we found that
most people would share their charging history with a smart charging application. Participants are more
ambivalent about their smartphone location data and are reluctant to share their calendar details. These
findings are consistent with previous studies on data sharing with websites (Malhotra, 2012; Smith et al.,
2011) and indicate that the readiness to share data decreases with increasing data sensitivity.

For RQ2 (Which factors impact individual’s intention to share data with their smart charging app?), we
calculated the structural equation model four times, once with the intention to share data composite score
(SEM1), the intention to share charging history (SEM2), the intention to share the location of the
smartphone (SEM3), and the intention to share calendar details (SEM4) as dependent variables. In general,
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our analysis indicates that Barth and de Jong’s model is also valid in data sharing with a smart charging
application. However, depending on the sensitivity of the data to be shared, not all factors, especially
contextual ones, impact the intention to share data.

For all four models, trust and privacy awareness had a statistically significant negative impact on perceived
risks and a positive effect on perceived benefits. That is, people who trusted their energy provider perceived
fewer risks and more benefits with the smart charging application. While the role of institution-based trust
is well-researched for customer loyalty (Utz et al., 2023) and e-commerce (McKnight & Choudhury, 2006),
it also appears to play an important role for the readiness to share sensitive data with a service provider.
Furthermore, people with greater awareness of privacy perceived greater risks. The general perception of
greater risks in a data sharing context highlights the importance of information on data use and full
transparency. This is in line with findings on risk-taking behavior, which show that the information
available to individuals has a significant influence on their risk behavior (Turel, 2021).

For SEM1-3, perceived risks had a negative influence, and perceived benefits had a significant positive
impact on the general intention to share data. These results align with the risk-benefit calculation since
perceived benefits are often weighed against the risk probability. The higher the benefits, the easier it is to
level perceived risks (Barth & de Jong, 2017; Culnan & Armstrong, 1999). However, for calendar data
(SEM4), the perceived benefits of the smart charging application did not influence the intention to share
data. They were insufficient to push the curve from high-risk low-benefit to high-risk high-benefit, which
encouraged risk-averse behavior (Turel, 2021). The perceived risk of sharing sensitive data outweighed the
perceived benefits of personalized charging, which has created a negative reward-utility balance and
triggered risk averse behavior (Turel, 2021). These explanations from risk-sensitivity and foraging theory
explicate risk-benefit calculations of Barth and de Jong’s (2017) framework, wherein users refrain from
sharing data when the risk probability is unfavorable. However, the underscoring of perceived benefits as
opposed to the perceived risks of sharing sensitive data for smart charging can have significant implications
for the design of smart charging applications. Either users enter their charging preferences for every
charging event, which will be inconvenient, or smart charging will be limited. The success of smart charging
depends on the ability to collect and analyze data to optimize charging processes.

Prior location-sharing habits had a statistically significant impact on the intention to share data for the
composite score (SEM1), location data (SEM3), and calendar data (SEM4) but not for charging history
(SEMz2). This finding aligns with research on data sharing habits in the context of the privacy paradox
(Awad & Krishnan, 2006). Despite privacy concerns, people overshare sensitive data on, for instance, social
media (e.g., Chakraborty et al. 2013). Since experience-based trust might also be extendable to the action
and not tied exclusively to the institution, people right- or wrongfully assume that sharing previously
disclosed data does not carry any substantial risk (McKnight et al., 1998).

Our analysis of contextual factors demonstrated that the desired automation of the application positively
influenced the intention to share data for the composite score (SEM1) and location data (SEM3) but not for
historical data (SEM2) or calendar data (SEM4). This reflects findings from previous research on the
privacy paradox wherein controlling the terms under which sensitive information is acquired and used was
a key component of user privacy (Awad & Krishnan, 2006). While automation of data sharing would
tremendously improve personalization and user experience, users appear reluctant to share such
information unconditionally.

Despite the level of desired control, our analysis of RQ3 (How much does the monetary incentive need to
be for individuals to share different data types for smart charging?) revealed that more than 50% of the
participants would share all data types (historical data/pattern, location data, calendar data) in exchange
for money. The more sensitive the data, the higher the expected monetary reward. For charging history
data, over half of the participants required 20% of their monthly charging costs to be recovered. For the
location of the smartphone, more than half of the participants wanted 40% of their monthly charging costs
to be recovered. For calendar details, more than half of the participants required at least 100% of their
monthly charging costs to be recovered. These findings reflect behavior explained in risk-sensitivity and
foraging theory. The higher the risk, the higher the required benefits to switch from risk-averse to risk-
prone behavior (Stephens & Charnov, 1982; Stephens & Krebs, 1986). However, the required monetary
compensation may exceed what electricity companies would be willing to pay for the data.

Forty-Fourth International Conference on Information Systems, Hyderabad 2023
11



Data Sharing for Smart Charging of EVs

Moreover, the results of RQ3 appear to contradict those of the model. Although the SEM model indicates
that people would not share their data for money, more than 50% of our participants were willing to share
all data types when explicitly asked how much (RQ3). However, the desired monetary compensation was
exceptionally high for sensitive data, which is not always consistent with previous research. Dependending
on the survey design, previous studies yielded different results: Braghin and Del Vecchio (2017), for
instance, conducted a study in which only 36% of the participants agreed to share their browsing habits on
an app for money. In contrast, Barak et al. (2013) conducted a field study asking participants for the amount
required to share their location data. They found that 80% of the participants would share their location
data for significant monetary rewards, while 20% would not share their data at all. Wagner et al. (2018)
reviewed the existing literature on data monetarization and concluded that the monetary value of privacy
is still unclear. They noted that the value people assign to their private information is generally low and that
some people would sell data for only a little money. Also, Acquisti et al. (2013) suggest that privacy valuation
depends on the situation’s context and framing.

Theoretical and practical implications

Our research has both theoretical and practical implications. The theoretical implications of our study lie
in the extension of Barth and de Jong's (2017) theoretical framework for smart charging applications. Since
Cichy et al. (2021) argue in their study on data sharing for connected cars that common data sharing
reservations in online service contexts do not apply to IoT devices, we demonstrated that the privacy
paradox and typical data sharing reservations apply to smart charging applications. Depending on the type
of data they share, users can decide on the level of personalization with a high level of control over their
private information (Awad & Krishnan, 2006; McKnight et al., 1998).

However, the framework does not apply to highly sensitive calendar data. In this case, the perceived benefits
of the smart charging app had no impact on the intention to share data. This demonstrates the influence of
behavioral principles from foraging theory and risk-sensitivity on the data sharing intention. More
specifically, some data carry inherent high-risk characteristics, which cannot be balanced even by high
perceived rewards from a usability and knowledge perspective (Stephens & Charnov, 1982; Stephens &
Krebs, 1986). However, findings on the effects of monetary rewards indicate differences in the value of
rewards. That is, experience-based values, such as usability or convenience, appear less influential than
material values in the form of concrete monetary rewards. Thus, adding of foraging and risk-sensitivity
theory principles to the framework enhances Barth and de Jong's (2017) explainability of discrepancies
between perceived risks and benefits.

Our findings on the effect of monetary rewards also highlight the importance of the research design to
reliably catch such tendencies despite self-reporting bias. While undefined monetary rewards did not affect
the readiness to share data, a direct question on the amount of money for which participants would share
their data yielded different results. More than 50% of the participants were willing to share all data types.
Thus, researchers might require more direct questions in their studies on the privacy paradox to reliably
capture the impact of monetary incentives on data sharing.

Regarding practical implications, we found that customers are willing to share their data if they receive
monetary compensation. However, the requested amount is often unrealistically high, especially for
sensitive data such as calendar and smartphone, and may not be financially attractive to energy providers.

In addition, we found that perceived risks and benefits of the smart charging app have a significant impact
on people's willingness to share data. Energy providers should, therefore, ensure that customers are well-
informed about the benefits of their application and the use of data for smart charging to lower perceived
risks. Explanatory videos might help convey the required information.

Furthermore, it is a good idea for energy providers to limit data collection to only the essential information
needed to further optimize the charging process. This approach will help to avoid the unnecessary collection
of data that may concern users.

Trust in the energy provider also influences how participants perceive the risks and benefits of the
application. It is therefore important for energy providers to build trust with their customers. This can be
done by being transparent about how they collect, process, and use data, or through, for instance, customer
loyalty programs based on transparency-enhancing technology (e.g. Utz et al. 2023).
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Limitations and future work

Our research comes with some limitations. First, we measured the intention to share data but not the actual
behavior. There may be a gap between intention and actual behavior (Sheeran & Webb, 2016). A field study
measuring the actual behavior could help us fill the gap but would have to be postponed until smart charging
is more widely adopted. This is also the reason why we restricted our study to the intention of sharing data.

Second, we applied the rational decision-making framework to smart charging, which assumes that data
sharing is rational. However, our decisions are also influenced by biases such as heuristics and situational
cues (Barth & de Jong, 2017). To meet this limitation, future research could carry out a pilot focusing on
irrational factors influencing decision-making.

Third, we asked participants for the amount of money rewards required to share their data. However, this
self-assessment may not necessarily correspond to the actual values at which they would share their data.
To overcome this limitation, a randomized experimental study could be conducted to test for how much
money participants would be willing to share their data.

Fourth, we need to consider the possibility that our findings may not generalize to other cultural groups.
Researchers claim that people from individualistic cultures value privacy more and show more privacy-
protective behaviors, while in collectivistic cultures, privacy is less protected (Li, 2022). A cross-cultural
study would help us evaluate the generalizability of our findings. However, previous cross-cultural studies
on social networks often did not show differences between individualist and collectivist cultures (Li, 2022).

Conclusion

Our research aimed to investigate the types of data individuals would share with a smart charging
application for EVs, such as charging patterns, smartphone location, and calendar details, and the factors
influencing their decision. We applied the theoretical framework of Barth and de Jong (2017) and
conducted a large-scale online survey to explore our hypotheses. We also investigated if participants would
share their data for monetary rewards and, dependent on the data type, for how much. We used the IS
theories of the privacy paradox (e.g., Barth and de Jong, 2017), foraging theory, and risk sensitivity theory
to explore this behavior (e.g., Turel 2021)

We found that most individuals would share their charging history but would not share more sensitive data,
such as calendar details. Participants were also ambivalent about sharing the location data. To determine
which factors influenced the decision to share data, we calculated four SEM models, each with one
dependent variable — charging details, smartphone location, calendar data — and a composite score of all
three variables. The perceived risks and benefits of the smart charging application determined the intention
to share charging details and smartphone location. However, perceived benefits did not influence the
decision to share sensitive calendar data, while perceived risks had a significant influence.

Moreover, we discovered that different contextual factors influenced the data sharing decision for different
data types. For instance, the desired degree of automation, influenced the intention to share location data
but not the intention to share the charging history and calendar data. Interestingly, proposed monetary
rewards did not have a significant impact on the intention to share data in any of the SEM models. However,
when we asked participants from the monetary rewards group how much money they would share their
data, most participants indicated willingness to share data for a monetary reward. The requested amount
increased with the sensitivity of the data. Therefore, the energy supplier needs to decide if it is worth paying
these rewards to get access to relevant data for smart charging.
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