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Introduction to Personalisation in
Cyber-Physical-Social Systems
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Abstract. In this paper we introduce the notion of personalisation
in Cyber-Physical-Social Systems (CPSS). A CPSS is an extension of
Cyber-Physical systems involving cyberspace and physical space, in which
humans, machines and objects interact adding to the complexity of the
system, especially due to the dynamics of human behaviour that is not
yet fully understood. We propose Personalisation to address this com-
plexity. Since the development of CPSS is still at its infancy, we first
cover a brief overview on the existing conceptualizations of CPSS and
present the perspective we take for our work. Then we discuss the ben-
efits of introducing Personalisation in CPSS and formalize the notion.
The discussion further illustrates research challenges for Personalisation
in CPSS with examples on possible use cases, taken from preceding works
as well as future ones.

Keywords: Personalisation - Recommender System - Cyber-Physical
Social-Systems - Cobotics.

1 Introduction

From a general perspective, CPSS is a system comprising three intertwining sub-
systems: the Cyber, the Physical and the Social systems. The European Commis-
sion contributed a major part for the emergence of the Internet of Things (IoT)
paradigm from a computer science perspective, which played an indispensable
role for the orchestration of the physical and cyber systems with the goal of mak-
ing tools and services intelligent by connecting tools and electronic equipments to
the Internet so as to develop a network of computers and objects that are capable
of self configuration [20]. On the other hand the US National Science Founda-
tion (NSF) initially supported the notion of CPS derived from an engineering
perspective, with the objective of controlling and monitoring physical environ-
ments and phenomena via the integration of sensing, computing, and actuating
devices [21]. Despite their initial philosophical difference, IoT and CPS share
many similarities hence they have been used interchangeably without a clearly
defined demarcation. There is however a fundamental difference that should be
highlighted: the fact that a CPS refers to a particular system explicitly, while IoT
refers at the same time to the concept, the system formed by all the connected
devices and a particular system of interconnected objects. As a system, a CPS



typically collects and controls information about phenomena from the physi-
cal world through networks of interconnected devices, in order to achieve its
objective. Originally, humans are assumed as external entities interacting with
the system. Over the years the increasing use of smart phones and the tight
link with their users has lead CPS systems to exploit the large number of such
users as a multifaceted source of information, i.e. human sensors. Subsequent
research studies have then recognized the importance and perspectives open by
a new, Human-in-the-Loop (HitL) CPS paradigm [2], where humans are intrinsic
actors of the system. Different techniques have then been used to introduce hu-
man actors in CPS, paving the way for the foundation of Cyber-Physical-Social
Systems(CPSS). The development of CPSS, where social refers to the human
aspects, is still in its infancy, especially because it often faces inevitable system
instabilities, mainly due to the fact that human’s actions and behaviour are the
result of individual preferences, cognition, motivation and other natural or/and
environmental factors. Moreover, each person is unique and might not follow
system’s rules that are not aligned with his way of thinking, convictions, etc. In-
deed, the human behaviour is driven by complex phenomena that we do not fully
understand and are still difficult to predict and manage compared to machines
and softwares which are made by humans and usually prone to errors. To ensure
a good functioning of CPSS, means are needed, to some extent, to have more
control on the human system, while keeping individuals’ freedom to operate. We
think that the personalisation might be a solution; personalisation of IT services
and devices, or more generally of Human-Machine Interaction. Our postulate is
that personalisation provides a way to have more control over CPSS in such a
way human behaviour does not interfere with the system’s functioning, that is
optimized for individual’s satisfaction by adapting to individual’s characteris-
tics, needs, capabilities and preferences. There are several opportunities where
the CPSS would benefit from, both for a better functioning of the system (the
CPSS) and the user experience. The purpose of this paper is to make a first step
in introducing the notion of personalisation in Cyber-Physical-Social Systems
by discussing its added values, capabilities, applications, and by examining the
associated issues and scientific challenges. The rest of this paper is organized
as follows. Section 2 covers a brief literature review on CPSS, highlighting the
common views and the widely accepted current conceptualizations of a CPSS.
Section 3 presents the concept of personalisation in CPSS, and the problems
and opportunities that personalisation brings when applied to CPSS. Section 4
presents illustrative Use-cases, their associated issues and scientific challenges
for personalisation in CPSS. Section 5 proposes a concluding discussion.

2 Cyber-Physical-Social Systems

CPSS encompass Cyber, Physical and Social systems. Recent foundational works [6,
7] presented it as an evolution of the preexisting notion of Cyber-Physical sys-
tem (CPS) where Socio-technical aspects are added. In the following section we



present a brief overview of the main conceptualizations of CPSS that appear in
the literature.

2.1 State-of-the-art

In this section we present a brief literature review on CPSS, organized in two
main categories. In the first category we introduce the different ways researchers
define CPSS, whereas in the second we present the two main views conceptual-
izing the social aspect in CPSS.

A common understanding, shared by most of the works in the literature or
constituting at least a common ground, is that CPSS is a system comprising
three intertwining subsystems (i) The human-based system which refers to the
social system containing human actors and their interconnected devices/agents
and/or social platforms providing human-based services, (i) The software-based
system that refers to the cyber world providing software-based services including
the underlying infrastructures and platforms, either on-premise or in the Cloud
and (iii) The thing-based systems referring to the physical world that includes
sensors, actuators, gateways and the underlying infrastructures [1, 3,7, 9-13].

Different definitions have also been proposed. Particularly, in [4] CPSS has
been defined as the integration of CPS and CSS (Cyber-Social System) to en-
able smart interaction between cyber, physical and social spaces, where CPS
includes communicators, multimedia entertainment and business processing de-
vices, etc. and CSS refers to social networks such as Facebook, Twitter, Youtube,
etc. In [4] CPSS has also been described as the extension of IoT /CPS in the pres-
ence of humans interacting with CPS and other users.

In [8] and [19], the following definition is used: “CPSS is a system that cap-
tures a synergetic interaction between computing and human experience while
providing holistic computational solutions encompassing the PCS (Physical, Cy-
ber and Social) dimensions.” Some works have tried to analyze the social aspect
further by subdividing it further into Social space and thinking space. [10] intro-
duces the acronym CPST (Cyber-Physical-Social-Thinking hyperspace), a sys-
tem established through the emergence of the new dimension of thinking space
in the CPS space. The thinking space is related to high-level thoughts or ideas
raised during intellectual activities.

The way of defining CPSS is clearly use-case dependent and not homoge-
neous. However, despite the existence of various definitions, all agree on the
presence of humans as an integral part of the system. Depending on the mean-
ing they associate to the social aspect of CPSS, most works adopt one of the
two views discussed below.

1. Human as a sensor: [5-7,13] conceptualize the social aspect by considering
humans as information sources, i.e. sensors. This view of conceptualization
primarily focuses on fusing various information originating from the social
space (humans and their observations) with cyber-systems and physical-
systems in order to accommodate various application needs.



2. Human as a system part: [1-3,8,12] On the other hand most of the recent
works intend to conceptualize the social aspect of CPSS not only by consid-
ering humans as social sensors but also as co-creators being an integral part
of the system. It is also known as the human-centric way of conceptualizing
CPSS [8]. This way of conceptualization considers humans as full members of
the CPSS, involving observations, experiences, background knowledge, soci-
ety, culture and perceptions (i.e human intelligence and social organizations
(e.g. Communities)) in order to co-create products and services together with
the CPS. Here, humans play the role of resources in that they provide in-
formation, knowledge, services, etc., which at the same time they consume,
thus becoming users of the CPSS. Hence, the human aspect is at the center
of the system design, to provide user centered services.

2.2 Definitions

Following the state of the art analysis, we propose to adopt a definition and
conceptualization for CPSS that is grounded on the generic framework provided
by the theory of systems. From this systemic perspective, a CPSS can be un-
derstood as an environment, or system, where humans and machines evolve in
both the physical and the virtual world, interacting all together. As illustrated
by Figure 1, the elements of a CPSS are its three interconnected systems, the
Cyber, the Physical and the Social, which we represent as CPS and Social Sys-
tem, which interact in an environment composed by the physical and the virtual
spaces. In an effort to a generic and uniform understanding of CPSS, we propose
the following three definitions.

Definition 1: CPSS. A system strictly composed of a CPS, a Social System,
a virtual space and a physical space, in which the systems components interact,
where CPS and Social System are defined respectively as follows.

Definition 2: CPS. A system encompassing all the systems and subsystems
of Cyber and Physical Systems, their components and the interaction between
them, as well as integrations of computation with physical processes [2,4,6,10].

Definition 3: Social System. A system that comprises interacting individ-
uals, having each their own cognition, preferences, motivation and behaviour.
In the following subsection we briefly cover Crowd systems which to a certain
extent can be considered as a CPSS.

2.3 CPSS and Crowd Systems

Crowd systems are systems where a large group of people interact with an in-
formation system either in virtual or physical spaces towards the fulfillment of
the system’s objective [16]. As it is the case in CPSS, the complexity of crowd
systems arises from the existence of a human factor which can never be fully
controlled. As a result, certain inconsistencies and systemic instabilities always
remain in crowd systems. Examples of such systems are crowd-sourcing plat-
forms, but also Wikis, or museums equipped with smart guidance systems. As a
CPSS some crowd systems also involve CPS and Human systems interacting in
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Fig. 1. Elements of a Cyber-Physical and Social System

Virtual and physical spaces, therefore to a certain extent, crowd systems can be
considered as CPSS. However due to the fact that the interaction do not always
involve physical spaces, not all crowd systems can be considered as a CPSS. Nev-
ertheless, personalisation has been recently proposed in [16] as a tool to mitigate
the inconsistencies arising from the human involvement in crowd systems, so as
to improve system performance and provide better services. We build on this
proposal to extend this idea to the domain of CPSS, since similar challenges are
shared, but in a broader context involving physical spaces.

3 Personalisation in CPSS

Personalisation, broadly known as customization, refers to tailoring a service or a
product in a way that it fits to specific individuals’ preferences, cognition, needs
or capabilities under a given context. In some cases, it also targets a group of
people sharing a common context. Strategies of personalisation primarily depend
on the a-priori knowledge and understanding of the target individual or group so
as to build a user model and latter apply the related customization. We strongly
believe that it can be used in CPSS to mitigate challenges imposed by the human
behaviour, cognition and preferences. In the following, we provide a high-level
formalization of personalisation in CPSS, defined as an optimization problem.

3.1 Problem formalization

In general inconsistencies imposed by user’s behaviour and preferences, together
with constraining factors and other co-existing possibly divergent systemic ob-
jectives make the CPSS rather complex. Therefore, efficient means are needed
to keep the CPSS equilibrium by fulfilling objectives respecting its constraints
while at the same time fulfilling the objectives and interests of humans inside.
Personalisation in CPSS needs to take into account all the constraints from the
environment but the main objectives are those of the user (e.g. matching inter-
ests or preferences) and of the application (i.e. personalisation provider). This



particular scenario can be formalized as a constrained multi-objective op-
timization problem. Providing that a personalized service generally implies
making the best possible trade-offs between user interests and the general objec-
tives. A classical personalisation problem can be formalized [22] as a function of
a user u, the IT application a which implements the specific personalisation ob-
jective pursued and a context ¢ (a set external elements) related to u or a which
can have an influence on the personalisation objective (e.g. rules regarding the
kinds of users, regulations, etc.), written as pletassic) _ f(u,a,c). In a CPSS,
there exist multiple coexisting objectives, influencing each other and constrained
by different factors from the external environment and adding to the complexity
of the personalisation problem. The user evolves in a physical space, with other
persons. His behaviour is constrained by the first, while influencing and being in-
fluenced by the later. Additionally, the physical space has itself a given purpose,
calling for expected specific behaviours of people inside. This particular context
leads to formulate the personalisation problem differently, as a function of the
user u, the physical space s, the crowd of other persons in the physical space cr
the IT application implementing personalized services a and the global context
¢, the latter being feed typically by sensors’ observations written as:

To illustrate this function, we can take the case of Personalized recommenda-

tions, which is a particular case of personalisation. In CPSS, with equation (1)

rewritten as PR&CPSS) = f(u,I,s,cr,a,c), it can be defined as the problem of

finding the subset Irec, C I that an application a can suggest to a user u, under
the set of constraints CO = CO, U CO4 U CO,, UCO, induced by u, the space
s in which he evolves, the crowd cr to which he belongs and the influencing
context ¢, and fulfilling at best the set of objectives O = O, UO,U O, linked to
u, s and a.

4 TIllustrative Use-Cases

In the following sections we illustrate the notion of personalisation in CPSS
through different use cases with the goal of opening a new perspective for build-
ing personalized IT services in future physical spaces designed as CPSS.

4.1 Personalized guidance in exhibition areas

Exhibition areas are normally composed of a large number of items to be visited
commonly refereed as points of interest (POI). They exist in the physical space,
containing visitors having different visiting style and preferences and carrying
their sensor-enabled smart devices, all together in one environment: a CPSS. In
such sites visitors usually miscalculate their available time and spend wondering
around exhibition sites, sometimes following different recommendations biased
by many sources without visiting items that would have been interesting to them.



Introducing personalized services in such environments guiding visitors to their
presumed POIs delivers a great deal of benefits to both the exhibition center and
the visitors. However doing so is far from trivial not only because of the incon-
sistencies imposed by humans behaviour and preferences but also the existence
of the IT services and the visitors together in a physical environment by itself
brings additional constraints such as congestion around popular exhibits, the size
of the museum and the number of items to be visited which is normally subject
to available time of visitors. Apart from exhibition center’s general objective of
reducing congestion and increasing visitor satisfaction there might also be an
objective of making less popular items to be visible. Another important scenario
in exhibition areas is the case of personalized recommendation for a group visit,
where each group comprises individuals having their own interests, but behaving
as a single entity, the group. This is the typical scenario of the Social Choice
problem, that a group of people arrive at a saddle point where a group-wise rec-
ommendation has to be provided that satisfies some notion of consensus among
the group. Incorporating all these aspects in making a personalized guidance is
a complex problem which has not yet been fully addressed. Some experimental
results from preceding works indicated that personalized path recommendations
increased the perceived visitor satisfaction and reduced congestion[15, 16] in ex-
hibition areas like Museums. Nevertheless personalisation in physical spaces is
rare due to the existence of multiple objectives and numerous constraining fac-
tors. We believe the formulation of the problem as a constrained multi-objective
optimization could open a new perspective and bring us a step forward in intro-
ducing personalisation to the domain of exhibition areas for providing a better
visitor experience.

4.2 Personalisation in Cobotics

Industry 4.0, often refereed to as the 4" industrial revolution is a terminology

for the emerging advent in manufacturing and automation technologies which
includes CPS and humans interacting in a physical environment which could be
seen as a typical CPSS. Our interest in this particular domain is the increasing
trend of using Cobots in such manufacturing and automation facilities. The term
cobotics is formed by joining the terms collaborative and robotics to imply the
direct interaction between humans and robots [17]. A Cobot is defined as a robot
that has been designed and built to collaborate with humans in various applica-
tion domains such as industrial, domestic, medical, military, etc. for performing
specific tasks such as , moving and carrying objects, transporting, assembling,
surface processing, welding, cutting engraving, etc. [18]. Even though the Cobots
are designed to perform a desired task, their duty in collaborating with humans
might not be a satisfying experience to the human users. Despite the collaborat-
ing humans are assumed to possess similar set of skills and qualification towards
the desired goal, their individual preference, cognition, motivation and other nat-
ural factors could result in an unenjoyable collaboration experience. This could
lead to reduced system performance and worst case scenario failure to achieve
the desired objective. In this particular scenario the main source of systemic



instability comes from the complexity imposed by human nature. In addition
the various industrial objectives and their constraining factors add up to this
complexity. We believe introducing personalisation in this domain could greatly
benefit the overall system performance and also user experience by customizing
the system according to one’s preference, cognition and behaviours.

4.3 Issues and Challenges of personalisation in CPSS

Personalisation in CPSS is subject to a number of challenges arising from the
four components of CPSS in addition to the classical issues like, e.g. cold start,
user profiling and situation identification. Since it is a broad subject which covers
and tries to bring together concepts from different research areas mainly person-
alisation, Social systems, Cognitive science, Recommender systems, CPSS and
CPS, it is vulnerable to different issues and challenges originating from these
fields. The orchestration of various concepts from different fields by itself con-
stitute a challenge adding to the complexity of the problem. In the following,
we highlight some of these issues and challenges specific to Personalisation in
CPSS.

Interoperability Challenges: As the personalisation in CPSS is a broad no-
tion encompassing various systems, subsystems, their components and different
devices, efficient interoperability is an indispensable requirement for satisfying
the overall Personalisation objectives. Indeed, different challenges arise with the
orchestration of these components. For instance communication related chal-
lenges, tool selection challenges and data related challenges are among the main
ones. Personalized recommendations mainly relies on data gathering about the
users of personalized services, which is collected through different sensing sources
(devices). Furthermore the question of which tools or sensing sources to employ,
which data features to use and which techniques (algorithms) to adopt in differ-
ent use cases is left for the personalisation engineer to decide. This as clearly an
impact on the personalisation quality. Hence at the heart of Personalisation in
CPSS, smart and context-aware interoperability is a prerequisite.

Privacy and compliance Challenges: Providing personalized services in
CPSS essentially requires the acquisition of Personal data of users. However
it is compulsory to follow privacy rules by being completely transparent. There
are a number of regulatory restrictions on tracking user’s behaviour and ac-
cessing personal data of users. In this regards different countries have different
rules. Users of personalized services expect service providers to know their pref-
erences and needs. Therefore introducing personalisation in CPSS also faces a
challenge to find a proper balance between the satisfaction of users with per-
sonalized offerings and organizational objectives, while keeping data secure. The
data protection regulations are an important component of the context in a
personalisation problem (the generic context ¢ in equation (1)), which generate
constraints and objectives that need to be taken into account.

Human complexity Challenges: Human behaviour is a complex piece of
the puzzle that is not yet fully understood. Providing personalized offerings to
individuals, as such, impacts the CPSS where the individuals evolve. This in



turn drives or limits their actions. Additionally human’s actions and behaviour
are demonstrations induced by individual preferences, cognition, motivation and
other natural or/and environmental factors. On top of this, social choice scenar-
ios like the personalized group tour recommendation, where a group comprises
individuals having their own interests, but behaving as a single entity requires
making group-wise decision that satisfies some notion of consensus among the
group through deep and complex analysis of different preferences. Personalisa-
tion requires the modelling of human behaviour, accounting for the multiple
kinds of interactions people have with the components of a CPSS. This is the
main prerequisite to be able to use personalisation as a tool for building more
efficient, more stable or more smart CPSS.

5 Conclusion

In this introductory paper we proposed an approach to introduce the notion
of personalisation in CPSS which opens an interesting perspectives for the evo-
lution and improvement of CPSS. Our approach primarily intends to provide
a way for controlling the complexities caused by human behaviour in CPSS.
We formalized the notion as solving a constrained multi objective optimization
problem for the future to work on modeling and experimentally analyzing use
cases involving physical spaces designed as CPSS. The perspective contributes
both to the fields of CPSS, and personalisation/User Modelling/Recommender
Systems where application to the physical world have gained momentum. This
also brings opportunities to contribute to new Crowd Management approaches,
matching the objectives of both the environment and the individual users.
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