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Abstract

Secure communication plays an important role in our everyday life, from the
messages we send our friends to online access to our banking. In fact, we can hardly
imagine a world without it. With quantum computers on the rise, it is critical for us
to consider what security might look like in the future. Can we rely on the principles
we use today? Or should we adapt them? This thesis asks exactly those ques-
tions. We will look at both the quantum setting, where we consider communication
between quantum computers, and the post-quantum setting, where we consider com-
munication between classical computers in the presence of adversaries with quantum
computers. In this thesis, we will consider security questions centred around mis-
leading others, by considering to what extent the exchange of secrets can be denied,
misconstructed, or modified. We do this by exploring three security principles.

Firstly, we consider deniability for quantum key exchange, which describes the
ability to generate secure keys without leaving evidence. As quantum key exchange
can be performed without a fully-fledged quantum computer, using basic quantum-
capable machines, this concept is already close to becoming a reality. We explore the
setting of public-key authenticated quantum key exchange, and define a simulation-
based notion of deniability. We show how this notion can be achieved through an
adapted form of BB84, using post-quantum secure strong designated-verifier signa-
ture schemes.

Secondly, we consider plaintexrt-awareness, which addresses the security of a
scheme by looking at the ability of an adversary to generate ciphertexts without
knowing the plaintext. Here two settings are considered. Firstly, the post-quantum
setting, in which we formalize three different plaintext-awareness notions in the su-
perposition access model, show their achievability and the relations between them,
as well as in which settings they can imply ciphertext indistinguishability. Next, the
quantum setting, in which we adapt the same three plaintext-awareness notions to a
setting where quantum computers are communicating with each other, and we again
show achievability and relations with ciphertext indistinguishability.

Lastly, we consider non-malleability, which protects a message from attacks that
alter the underlying plaintext. Overcoming the notorious “recording barrier” known
from generalizing other integrity-like security notions to quantum encryption, we gen-
eralize one of the equivalent classical definitions, comparison-based non-malleability,
to the quantum setting and show how this new definition can be fulfilled. We also
show its equivalence to the classical definition when restricted to a post-quantum
setting.
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Popular Summary

In our world, the battle for information security is ever-evolving, a struggle between those
who seek to break and those who seek to build. Like any battle, it is crucial to think ahead
and to learn from past mistakes. Many great scientists have constructed security that is
used by us every day when you load your favourite website, when you send a message
from your phone, and when you download this thesis. This started long ago. In the times
of Romans, messages were secured by cyphers, which relied on the secrecy of the method
used to hide information. This did not last forever, as more and more discovered how to
break this form of information hiding. Thus, the battle began, with new methods being
constructed and broken over time. Nowadays the state-of-the-art methods to protect
oneself rely not on the enemy not knowing the security procedure but on the secrecy of
the keys used to encrypt a message. But another assumption lies at the heart of modern-
day encryption, one under threat by new developments. At the base of all security lie
assumptions that we, as researchers, think are impossible for computers to solve quickly,
problems that are tested and tried by modern-day computers to be extremely difficult to
break. But what if we are wrong? Or a new type of computer is constructed that can
solve these problems? This is the threat that quantum computers pose to information
secrecy as we know it.

Of course, the threat has not yet arrived. Even optimistic estimates say that quantum
computers powerful enough to break the security we use are still decades away. But
as always, we are thinking ahead, for the consequences of being unprepared would be
catastrophic. This thesis explores the possibility of these new quantum computers, what
havoc they could wreak on certain aspects of security, how we can be prepared, and
how we can turn the power of these new computers to our advantage to instead secure
information.

Security comes in many forms and shapes, depending on the protection you are looking
for. In our analysis of what is and is not secure, we often use a three-party system: Alice
wants to send a message to Bob, and Eve is eavesdropping on their communication, looking
to do something evil to it. Most commonly, security refers to indistinguishability, which
essentially says that Eve is not able to read the message that Alice is sending to Bob. But
many more types of security are applied in everyday life. In this thesis, we look at three
different types of security. Firstly, Deniability, where we want to make such that even
when Eve is the one delivering the message from Alice to Bob, she cannot prove that she
did so. In other words, Alice and Bob can deny ever having sent a message. Secondly,
plaintext-awareness, which means that it is only possible to make an encrypted message
if you know which message you are encrypting. Lastly, non-malleability, which protects
Alice and Bob from having their message changed by Eve. Without this, it is sometimes
possible for Eve to change a message even if she cannot read it.



CHAPTER 1

Introduction

Securely communicating messages has been an ongoing struggle for thousands of years.
For almost all of this time, secure communication was limited to systems you could write
on paper. With the onset of radio, special devices were built to improve the effectiveness
of security. But the real adoption of secure communication came with the widespread
availability of computers. Nowadays, communicating securely is as easy as opening an app,
and is available to most of the people on earth. But throughout history, we have seen the
game of cat and mouse unfold. Codes on paper broken by paper. Encryption by machines
of radio broken by more complex machines. And now, a new type of computer, the
quantum computer, threatens to break the communication schemes we use today[Sho94,
Sho97].

In this thesis, we will explore both the opportunities and dangers that quantum com-
puters bring to modern-day security. With security, it is critical to think ahead and
prepare for the dangers that might be coming in the near future. This is why top security
institutions such as the National Institute of Science and Technology (NIST) of the USA
have launched initiatives looking for the best security available that protects against the
threat of quantum computers [SN17].

Luckily, the threat of quantum computers is still imaginary for the moment. Quantum
computers are expected not to be able to break the most commonly used encryption
schemes for a few more decades. But it is important to think ahead in this. Imagine a
database of sensitive data is leaked, for example with state secrets. Even if it is encrypted
and no computer can currently break it, even a future threat poses a risk to it. If an
attacker can store it until technology evolves to break the security, some of the now-
discovered secrets might still be relevant.

This thesis aims to be a little step in this process of thinking ahead, considering various
forms of security and how they would be affected by quantum computers. Moreover, we
look at how we can use quantum computers to enhance our security, or even use them
to securely communicate in completely new ways. In the grand scheme of things, most
of the work presented in this thesis will remain theoretical for the foreseeable future.
However, I hope it will inspire others to build and improve upon it, and when the day
comes that an implementation becomes viable, this thesis may have been a small step in
that implementation.
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1.1 The Definitions of Security

To understand the impact of quantum computers on security, it is essential to establish
what form of security we are considering. Oftentimes, this starts with an intuition of what
a hypothetical attacker, or adversary, should and should not be able to do. For example,
you might want it to be impossible for an adversary to read an encrypted message or
even for an adversary to distinguish whether two encrypted messages encrypt the same
message. Ensuring that encrypted messages, or ciphertexts, have this property creates a
scheme that satisfies ciphertext indistinguishability.

However, many more forms of security exist. After establishing an intuition, the next
step is to formulate a technical statement that captures this intuition, so that the security
of schemes can be proven, in a mathematical sense, to be equivalent to a problem that is
hard for computers to solve. This process of translating an intuition to computer science
concepts is what we tackle in this work, by looking at existing definitions of security
concepts for classical (non-quantum) computers and adapting them to our desired setting.
However, often a literal translation, inserting the word ‘quantum’ in front of every term,
does not yield the desired result. Due to the inherent properties of quantum mechanics, in
particular, the impossibility of cloning quantum data, a more creative solution is needed.

In this thesis, we look at forms of security dealing with the misleading or modification
of ciphertexts, rather than the secrecy of the message. We will do this by looking at
three distinct security properties. In the following Subsections, we will briefly explain
the intuition behind the notions we will explore, though each notion is explained in more
detail in the chapters that cover them.

1.1.1 Deniability

Firstly, we consider deniability for quantum key exchange. Imagine two parties, Alice and
Bob, who wish to exchange a secret message. To use any form of security, they must first
establish a key to use for encrypting their messages. To exchange such a key, they can use
the power of quantum mechanics to their advantage, through a process called Quantum
Key Exchange (QKE, sometimes also called Quantum Key Distribution). With very basic
quantum computing resources and a bit of classical cryptography, they are able to securely
establish a key in such a way that no eavesdropper Eve can learn what the key is.

However, doing this leaves behind evidence of the interaction. For the process to work,
classical messages sent between Alice and Bob need to be digitally authenticated. While
these signatures do not give away the contents of the key, they do irrefutably prove that
Alice and Bob were involved in this process. Sometimes, this can be a problem, and you
would prefer there to be no proof of the interaction. This is what deniability, in this
setting, would guarantee. We establish a form of security that allows Alice and Bob to
establish a key with all the security that QKE offers, with an eavesdropper Eve reading all
classical and quantum communication between Bob and Alice. After they have established
the key, Eve is left with no proof of the interaction; all the data that Eve has gathered is
indistinguishable from data that she could have generated herself.

1.1.2 Plaintext-Awareness

The second security concept we explore is plaintext-awareness. This concept covers a more
nuanced form of security, that intuitively protects against attackers creating encryptions of
random messages. In this setting, we challenge an adversary to produce a valid encrypted
message without using the key. If they are not able to do so, it shows that it is only possible
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to create encryptions by using the encrypting algorithm of a scheme, which means that
any party creating a ciphertext is aware of the plaintext it encrypts.

This property is important because it shows that it is not possible to randomly generate
ciphertexts, which could mislead systems they are sent to into thinking the sender knows
the right keys. Using plaintext awareness, we can also prove a higher level of ciphertext
indistinguishability of schemes that possess the property, making it a useful tool when
proving the security of schemes. Interestingly, we were able to study this security property
in both the quantum and post-quantum case, which allowed us to highlight the similarities
and differences between the settings.

1.1.3 Non-Malleability

Lastly, we consider how to protect encrypted data from being changed, through the secu-
rity property of non-malleability. In some schemes, it can be possible to structurally mod-
ify encrypted data even without being able to decrypt the ciphertext. Non-malleability
intends to secure against this kind of attack. To evaluate this form of security, we give
an adversary an encrypted message and challenge them to change it, and afterwards, we
evaluate the success of the adversary by comparing the output of the adversary with the
original ciphertext. In the quantum setting, this presents a natural challenge as we can-
not both give the state to the adversary and keep it to compare later. We show how to
overcome this challenge through clever construction of the state given to the adversary.

1.2  Overview of the Thesis

This thesis is built from the work presented in four separate papers. Each paper is
discussed in a chapter dedicated to it including an introduction to the topic. To prepare
the reader for these topics, we present the common preliminaries of the topics in Chapter 2.
Each chapter will present the chapter-specific preliminaries, and then continue with the
main topics of the paper that it covers, concluding with a discussion on future work in
that field.

We will start with an overview of the model and notation we use to describe security
concepts, then give a brief overview of security concepts used in classical cryptography.
Afterwards, we give an overview of the basics of quantum computing and highlight the
abstractions that we use in our security definitions. Using these preliminaries, we will
then tackle the three core topics of this thesis.

1.2.1 Deniability

Firstly, we will tackle deniability for quantum key exchange through two chapters.

In Chapter 3 we look at designated verifier signatures, and construct a security prop-
erty called ‘sender-privacy’ which captures the notion that it is impossible for a third party
to deduce from a signature who was the person that signed it which takes into account
a multi-party setting. Schemes with this property are called Strong Designated Verifier
Signature (SDVS) schemes.

Definition 1.1 (Simplified). A designated verifier signature scheme is n-party sender-
private if an adversary interacting with n parties with oracle access to the signing, sim-
ulating and verification procedures has negligible advantage in deducing who the signing
party of a challenge signature is. Here the challenge signing party is always one of two
fixed parties known to the adversary.

12



We also present a number of alternate definitions that could be considered and show
they are equivalent. Creating a new security definition of this form creates the challenge of
showing which existing and future schemes satisfy it. To simplify this process, we present
two major theorems that reduce this challenge significantly by showing the common cases
where sender-privacy definitions from other literature are equivalent to the one we pre-
sented, allowing schemes that satisfy these other definitions to automatically satisfy our
definition.

Theorem 1.2 (Simplified). For any scheme that is strongly unforgeable, the definitions
of sender-privacy with or without access to a verifications oracle are equivalent.

Theorem 1.3 (Simplified). For any scheme that is strongly unforgeable and computation-
ally non-transferable, the definitions of 2-party sender-privacy and n-party sender-privacy
are equivalent.

We build upon this in Chapter 4, where we use SDVS schemes to build a deniable
version of BB84 [BB84], one of the most famous QKE protocols. We start off by defining
what deniability means in this context, where we focus on participation deniability. This
allows two parties to exchange a key without leaving any identifiable evidence of the
interaction.

Definition 1.4 (simplified). A QKE scheme is deniable if for any adversary M there
exists a simulator SIMa, that receives the same inputs, which creates a state indistin-
guishable by quantum computers from the internal state of M, where SIMp, does not
interact with the honest parties that M interacts with.

We show a concrete implementation of such a deniable scheme and define it in an
established model for QKD[MSU13] to show its security.

Theorem 1.5 (simplified). A public-key authenticated version of the BB8/ protocol using
a post-quantum secure Strong Designated Verifier Signature Scheme is deniable.

1.2.2 Plaintext-Awareness

The second security concept we explore is plaintext-awareness (PA), which we discuss in
Chapter 5. This notion captures the intuition that one should only be able to create a
ciphertext by encrypting a plaintext, rather than generating a ciphertext randomly. First,
we consider the post-quantum setting and create six different definitions of plaintext-
awareness, corresponding to the three different types of PA in the literature considered in
two different oracle settings.

Definition 1.6 (informal). A classical public-key encryption scheme is pqPA-Cyec if no
quantum adversary can distinguish between a decryption algorithm and a plaintext extrac-
tor through classical oracle access. Here, a plaintext extractor is an algorithm that, using
the internal state of the adversary, produces the plaintext corresponding ciphertext without
access to the corresponding secret key.

The three variants of this definition that we present differ through the type of access
they have to the oracle, in line with existing literature.

e In the PAO setting, the adversary may make one query to the oracle.

e In the PA1 setting, the adversary may make multiple queries to the oracle.

13



e In the PA2 setting, the access to the oracle is the same as in PA1, but the adversary
can also eavesdrop ciphertexts that it may not query to the oracle.

The Cyec setting focuses on having classical access to the oracle, where each query is
a classical bitstring. We also explore the setting where this access is quantum instead,
allowing the adversary to make superposition queries to the oracle.

Definition 1.7 (informal). A classical public-key encryption scheme is pqPA-Qgec if no
quantum adversary can distinguish between a decryption algorithm and a plaintext extrac-
tor through quantum oracle access.

We show the relationship between all these six notions and their satisfiability. Fur-
thermore, we consider the classical result that IND-CPA and PA together imply forms of
IND-CCA, and lift this result to the post-quantum setting.

Theorem 1.8 (informal). Any classical public-key encryption scheme that is IND-qCPA
secure and pqPA2-Qqgec secure is also IND-qCCA secure.

Afterwards, still in Chapter 5, we consider the notion of plaintext-awareness for com-
munication between quantum computers and define the three different notions of PA in
this setting. Here, we focus strongly on the issue that comes up in the PA2 setting, where
eavesdropped ciphertexts cannot be queried to the decryption oracle. This presents an in-
herent challenge, where it is necessary to record a list of eavesdropped states that are given
to the adversary, which is hindered by the no-cloning properties of quantum states. We
overcome this by creating a counterfactual definition, similar to the QIND-CCA2 definition
presented in [AGMI18|.

Also in the quantum setting, we show the relations between the notion, and satisfia-
bility, and explore the conditions that imply QIND-CCA notions.

1.2.3 Non-Malleability

Lastly, in Chapter 6, we explore the notion of non-malleability in the setting of communi-
cation between quantum computers. This notion captures the intuition that an attacker
cannot structurally change an encrypted message. It derives its importance from the fact
that signature schemes do not exist for quantum states [AGM21], thus non-malleability
forms the strongest notion of integrity in the public-key setting. We define a notion of
non-malleability based on the classical notion of comparison-based non-malleability known
from literature. In comparison-based non-malleability, an adversary is challenged to mod-
ify a given ciphertext such that the modification implements a structural change in the
plaintext. The adversary is then challenged to describe the change it implemented on
the plaintext through a mathematical relation which should hold between the original
plaintext and the decryption of the modified ciphertext.

Here we deal again with the same problem as we did in the setting of plaintext-
awareness, where a quantum state must both be given to an adversary and kept for
later comparison. Here we solve this problem using a new approach, where the challenge
state is produced twice by distilling the sampling algorithm to a unitary operation. The
relationship is then implemented as a measurement on the combined space of both states.

We then go on to show the relationship between our definition, when restricted to a
post-quantum setting, and the original comparison-based non-malleability notion.

Theorem 1.9 (informal). When restricted to the post-quantum setting, QCNM and CNM
are equivalent.

14



Lastly, we show the satisfiability of our definition.

Theorem 1.10 (informal). Using a comparison-based non-malleable classical public-key
scheme and a non-malleable quantum symmetric-key scheme it is possible to construct a
QCNM scheme via quantum-classical hybrid encryption.
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CHAPTER 2

Preliminaries

The work discussed in this thesis is built upon the research of many great scientists. In
this chapter, we will give an overview and introduction of the core concepts used through-
out the different chapters. For chapter-specific background knowledge, each chapter will
include its own section that builds upon this one. As with any work, it is impossible to
give an overview of all research from the beginning of computer science. For this chapter,
we will assume the reader has knowledge of the construction of Turing machines, knows
the basics of Shannon information theory, and possesses mathematical maturity.

The chapter is broken down into two sections. In Section 2.2, we will introduce all
elements related to quantum computing and its cryptographic implications. To build up
to this, we will introduce any relevant classical security concepts in Section 2.1.

2.1 Classical Security Concepts

Many of the security concepts developed for quantum computers over the last years are
built on the classical concepts that mirror them. Often, this presents an interesting
challenge when common techniques in the classical setting do not translate well into the
quantum setting. In this section, we will introduce the classical security concepts that
we aim to bring to the quantum setting. In the next section, we will elaborate on the
challenges one faces in this process.

2.1.1 Notation

As computers evolve, they become more and more powerful and can execute more and
more instructions in the same amount of time. To ensure that the security concepts that
are created today can be adapted to the security needs of the world of tomorrow, it is
common practice to introduce a security parameter that is directly linked to the security
of a scheme. In general, the execution time and space of algorithms that are part of a
security scheme should be polynomial, in which case security can be defined as the absence
of a possible attack that executes in time polynomial to the security parameter. We denote
with k € N the security parameter of a scheme and implicitly assume that any algorithm
that is part of a scheme is given input 1%, i.e. the string of x 1’s, in addition to its specified
inputs. We implicitly assume that all adversaries are probabilistic polynomial-time Turing
machines (PPT) when talking about classical adversaries.
We use the following shorthands throughout this work:
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e [n] denotes the set {0,...,n}

¢ < negl(n) denotes that a function ¢ is negligible in n, which means that for every

polynomial p there exists ng € N such that for all n > ng it holds that (n) < ﬁ

e | is reserved as an error symbol, and implicitly added to the output space of algo-
rithms

e v denotes a vector of values and v; denotes the i-th value of this vector
e log(z) denotes the base-2 logarithm of x

In the rest of the work, we will refer to probabilistic Turing machines as algorithms.
This is done as a layer of abstraction, but also to indicate that the underlying mathematical
model is not crucial to the definitions. The security concepts defined throughout this work
could be adapted to fit any model for computation that has a measure of execution time.
The notation y + A(z) is used to denote the execution of an algorithm A on input x
with output y. We use the < symbol instead of the = symbol to highlight that often
the algorithm is probabilistic and repeated execution on the same input can give different
outputs. This randomness is achieved through a random input r, which is only explicitly
mentioned where needed by writing y < A(z; 7).

2.1.2  Encryption Schemes

At the basis of security lies the principle of encryption schemes. They are used to take an
unencrypted message, known as a plaintext, and translate it into an encrypted message,
the ciphertext. To do this, a user of a scheme makes use of a key, a bitstring that is only
known to them and the person they intend to send the message to.

Definition 2.1. A symmetric-key encryption scheme (SKES) is a triple
(KeyGen, Enc, Dec), where

e KeyGen: Produces a key k.

e Enci(m) := Enc(k,m): Upon input of a key k and a message m, produces a cipher-
text.

e Decy(m) := Dec(k,c): Upon input of a key k and a ciphertext c, produces a plaintext.

These algorithms must satisfy the property that DecioEncy, is statistically indistinguishable
from the identity map id for all k < KeyGen(1*).

This definition of a security scheme captures the case where both the sender and
receiver use the same key. However, often times a different form of encryption is used,
where each party has a private key (or secret key) sk and a public key pk. Together, they
form a keypair. Each party is expected to share their public key but keep their private
key to themselves. This public key can then be used for encrypting messages that one
wants to send to the owner of the corresponding private key.

Definition 2.2. A public-key encryption scheme (PKES) is a triple (KeyGen, Enc, Dec),
where

e KeyGen: Produces a keypair (pk,sk).
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e Encyi(m) := Enc(pk,m): Upon input of a public key pk and a message m, produces
a ciphertext.

e Decg(m) := Dec(sk, ¢): Upon input of a private key sk and a ciphertext ¢, produces
a plaintext.

These algorithms must satisfy the property that Decg o Encyy is statistically indistinguish-
able from the identity map id for all (pk,sk) + KeyGen(1"%).

2.1.3 Signature Schemes

Signature schemes are used throughout classical security to authenticate messages, i.e.
to verify that they are indeed sent by the correct party and not a malicious one. Basic
signature schemes operate in a setting where each party has a public and a private key,
and all parties know beforehand what the public keys of the other parties are. Anyone
holding a private key can use it to Sign a message, producing a signature of this message.
Using the public key of the party that signed the message, anyone who wants to can
verify that the signature indeed matches both the message and that it was produced by
the correct party.

Definition 2.3. A signature scheme is a tuple (Setup, KeyGen, Sign, Verify) of PPT algo-
rithms such that:

e Setup: Produces the public parameters of a scheme, params. It is implicitly assumed
that these parameters are passed to the following algorithms.

e KeyGen: Produces a keypair (pk,sk).

e Sign(sks, pkg,m): Upon input of a sender’s keypair and a message m, produces a
signature if all keys are valid and L otherwise.

o Verify(pkg, m,0): Upon input of a sender’s public key, a message m, and a signature
o, outputs the validity of o (a boolean value) if all keys are valid and L otherwise.

In general, it is desired that signatures can be verified by anyone holding the public
key of the signer. However, this also creates sometimes undesirable evidence of a party’s
involvement in the execution of a scheme. The same property that proves the authenticity
of a message m belonging to a party P, also proves that P was involved in the creation of
this signature. In case one would like to avoid this problem, it is possible to use designated
verifier signature schemes. In these schemes, the intended party to verify the message is
indicated at the time of creating the signature and the signature is constructed such that
its authenticity can only be validated by the intended recipient. Furthermore, the verifier
can simulate the creation of signatures with them as the intended recipient, which are
indistinguishable from real signatures.

Definition 2.4. A designated verifier signature scheme (DVS scheme) is a tuple
(Setup, KeyGen, Sign, Verify, Simulate) of PPT algorithms such that:

e Setup: Produces the public parameters of a scheme, params. It is implicitly assumed
that these parameters are passed to the following algorithms.

e KeyGen: Produces a keypair (pk,sk).
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e Signs_,v(m) := Sign(sks, pkg, pky, m): Upon input of a sender’s keypair, a verifier’s
public key, and a message m, produces a signature o if all keys are valid and L
otherwise.

e Verifys_,v(m, o) := Verify(sky, pky, pkg, m,0): Upon input of a verifier’s keypair,
a sender’s public key, a message m, and a signature o, outputs the validity of o (a
boolean value) if all keys are valid and L otherwise.

e Simulateg_,v (m) := Simulate(sky, pky,, pkg, m): Upon input of a verifier’s keypair,
a sender’s public key, and a message m, produces a simulated signature o’'.

2.2 Quantum Computation

In this section, we will discuss the basics of quantum computing and its relation to cryp-
tography. While we present a basic overview and explain our notation, we refer to [Wat18§]
for a complete and detailed overview of quantum computing.

2.2.1 Quantum States

In this thesis, we will model quantum states as mathematical objects without considering
their physical implementation. The simplest class of states we will consider is the class of
pure quantum states, which are modelled as vectors in a complex space.

We denote vectors |¢) = (11,12, ,1,) € C™ using bra-ket notation. Here vectors
are denoted as |¢), and (@] is used to denote the Hermitian transpose of that vector. The
inner product of two vectors |¢) and [1)) is defined as (p|v)) = >, 1! ¢; where 9} is the
complex conjugate of 1;. This inner product can also be seen as the matrix multiplication
of (¢] and |}, which is the inspiration for the notation. The norm of a matrix M is defined

as | M| = Tr [\/ MM ] The n-dimensional Hilbert space H is the complex vector space

C™ with the inner product defined above and is referred to as the quantum system. For two
quantum systems H; and Hs, the composition of them is defined by the tensor product,
denoted H; ® Ha. We use |H| to denote the dimension of a quantum system. In this
thesis, we will only consider finite-dimensional Hilbert spaces.

In this model, a pure quantum state |1) is a vector |1) in H with norm 1. To explicitly
denote that a state |¢) is an element of a quantum system H 4, we use a grey superscript
|o) . Quantum states can be composed using the tensor product to form a state in
the composite quantum system. However, not all states in the composite system can be
written as a tensor product. When a state |¢) " in a composite system H 4 ® Hp cannot
be described as the tensor product of two states in the systems H 4 and Hp respectively,
then we say |¢) is an entangled state.

However, to describe a quantum state as a vector, it is critical that one knows the
entire space that the state lives in, meaning there is no uncertainty about which state the
system is in. In many cases, it is not possible to describe a state like this because a part
of the system is unknown or the system is in an uncertain state. To describe those cases,
we generalize the definition of quantum states.

In this general model, quantum states are described by density matrices, which are
positive semi-definite Hermitian matrices with trace 1. The set of density matrices on a
Hilbert space H 4 is denoted by D(H 4). In this model, a pure state |¢) is instead modelled
as |¢) (¢|, though the notation may be used interchangingly.

To simplify, we define a few states that are commonly used throughout this thesis:
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e The classical states are pure states that represent classical bitstrings. For single
bits, they are [0) = (1,0) € C? and |1) = (0,1) € C2. Any bitstring b € {0,1}" can
then be respresented as a state |b) = |b1) ® ... ® |by);

e The mazimally entangled state over two systems H, and Hp of dimension C?" is

AB
denoted |¢T)" 7 = \/ﬁ {Z ) (lz) @ [x));
xec{0,1}n
{1

o The maximally mized state is defined as 7" = TAT> which denotes a quantum state
in a completely unknown state.

2.2.2  Quantum Operations

Having defined what the state of a quantum system is, we now explore the operations
that one can perform on this state. The first operation that one can perform is a unitary
operation, which corresponds to a physical operation on a state without measuring. A
unitary operation over H 4 is a matrix U such that UUT = U'U = I where UT is the
Hermitian transpose of U and I is the identity operator over . A unitary U”' and be
applied to a state p”* resulting in the state UpUT. Unitary matrices can be combined using
the tensor product to form a unitary matrix on a composite quantum system. When a
unitary U~ is applied to a state p”, i.e. a state in a quantum system composed of both
H 4 and another system Hp, then we implicitly apply the identity operation to the Hp
system. This means we can write U p'?UT* to mean (U" @ 17)p" % (U™ @ 17).

Note that it is physically impossible to directly inspect the exact state that a quantum
system is in. To gather information about the state of a system, one must perform a
measurement. An orthogonal projection P over H is a linear transformation such that
P? = P = P'. A projective measurement on a Hilbert space is defined as a family of
non-zero projectors { Py, ... P,} that are pairwise orthogonal. For a state p, the output of
a measurement is randomly selected from [n], where 4 is selected with probability Tr [P;p].
When the outcome of a projective measurement is i, the state collapses to 1{? i[ﬁ,f;].

An example of such a measurement is the computational basis measurement, which
projects a state onto a classical state. On a quantum system H4 of dimension C2", this
measurement is defined as {P, = |b) (b] | b € {0,1}"}.

Using a number of auxiliary systems, one can extend projective measurements to a
more general type of measurement, called a positive operator valued measure (POVM)
measurement. Such a measure is described by a set {M; | i € N} such that all M; are
positive semi-definite matrices and ), M; = I. As with the projective measurement, the
probability of an outcome i is Tr [M;p]. However, the post-measurement state depends on
the exact implementation of the POVM measurement, which is often not specified.

In a real-world setting, a quantum computer can only implement a few basic unitary
matrices and measurements as direct operations, and more complex operations are built
as a quantum circuit, which is a combination of these basic building blocks. Any quantum
circuit can be described by a Completely Positive Trace-Perserving map, also known as
a quantum channel. Similarly to the norm we defined on matrices, we define the induced
trace norm of any operator I' : D(H ) — D(Hp) as

Iy = max [L(p)ll;

where the maximum is taken over all density matrices p € D(H ). However, this norm
proves not to be satisfactory when quantifying the distinguishability of quantum channels,
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as it disregards the possibility of side information. To better deal with side information,
we will use the diamond norm when dealing with quantum channels. The diamond norm
of an operator I' : B(H4) — B(Hp) is defined as

Il = |rer| .

where H 4/ is some Hilbert space of equal dimension as H 4.

To deal with states of varying sizes, we define an abstraction called a quantum register.
A quantum register R stores a state p € D(Hg). In notation, registers are used much in
the same way as variables in the classical setting. When dealing with states of different
sizes, a register can also refer to a family of registers of various sizes, allowing the register
to essentially change in size. Registers may be appended, i.e. the register AB holds a
state p € D(Ha @ Hp).

A quantum algorithm is a uniform family of quantum circuits, allowing for varying
input state sizes. If a quantum algorithm A takes a register R as input and outputs a
register O, we denote this O «+ A(R). To clarify the input-output registers of such an
algorithm we use the notation A7 where it is needed.

The amount of direct operations required to implement a quantum algorithm is referred
to as the runtime of that algorithm. We define the class of quantum polynomial time
(QPT) algorithms as the class of quantum algorithms where the runtime scales at most
polynomially in the size of the input register.

2.2.3  Quantum Cryptography

In the quantum setting, we define security schemes in a very similar way to the classical
setting, however with quantum registers to hold the plaintext and ciphertext.

Definition 2.5. A symmetric-key quantum encryption scheme (SKQES) is a triple
(KeyGen, Enc, Dec), where

e KeyGen is a QPT algorithm that given a security parameter k € N outputs a key k,

e Enc is a QPT algorithm which takes as input a classical key k and a quantum state
in register M and outputs a quantum state in register C,

e Dec is a QPT algorithm which takes as input a classical key k and a quantum state
in register C' and outputs a quantum state in register M or |L) (J_|L,

such that HDec;C o Ency, —id" Mo H < negl(k) for all k < KeyGen(1").
<

It is implicit that |[M| < |C| < 29%) for some polynomial q. Furthermore, we only
consider fized-length schemes, which means | M| is a fixed function of x. Lastly, we adopt
the convention that every honest party applies the measurement {|L) (L], I —|L)(L|}
after running Dec, and denote with Decy(C) # L the event that this measurement did
not measure |L) (1| and thus produced a valid plaintext. Because of this convention, we
often state that the output space of Dec is D(H ) although it is technically D(Hy @H 1),
where #, = C|L).

Definition 2.6. A public-key quantum encryption scheme (PKQES) is a triple
(KeyGen, Enc, Dec), where
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o KeyGen is a QPT algorithm that given a security parameter k € N outputs a keypair
(pk, sk),

e Enc is a QPT algorithm which takes as input a classical key pk and a quantum state
in register M and outputs a quantum state in register C,

e Dec is a QPT algorithm which takes as input a classical key sk and a quantum state
in register C' and outputs a quantum state in register M or | L) (L] o

such that HDecsk o Encpy —id" M H < negl(k) for all (pk,sk) < KeyGen(1%).
<

For the public-key setting, we make the same assumption on the error behaviour of
Decs and the fixed length of the plaintext and ciphertext spaces as we made in the
symmetric-key setting.

When taking security principles from the classical world to the quantum world, it is
often much easier to implement them in the symmetric-key setting and afterwards bring
them to the public-key setting by using a post-quantum scheme with the desired prop-
erties. To do this, we make use of a quantum-classical hybrid construction like used in
[AGM18; AM17, AGM21]. The idea is similar to the classical technique of hybrid encryp-
tion. We construct a PKQES by encrypting each plaintext with a quantum symmetric-key
scheme and encrypting the key using a classical PKES.

Construction 2.7. Let I = (KeyGen® Enc® Dec®) be a (Quantum) SKQES and
MY = (KeyGen® Enc“ Dec”) a (Classical) PKES. We define the hybrid scheme
I 119 = (KeyGen™®, Enc?*?Dec™) as follows. We set KeyGen™® = KeyGen®'.
The encryption algorithm Enc':ky b, on input quantum register X,

1. generates a key k <+ KeyGenQ“(ln(pk)), and

2. outputs the pair (Enc;"(X), Encgll((k)) to register C, where the first element of the
pair is a quantum state and the second a classical state.

Decryption is done in the obvious way, by first decrypting the second part of the ciphertext
using DecsckI to obtain the one-time key &', and then decrypting the first part using Decg/”.

Often more knowledge is required of the construction of a quantum encryption scheme
to be able to analyse its impact on a state. For this, we make use of a general characteriza-
tion of quantum encryption schemes, which we will need in both our plaintext-awareness
and non-malleability definitions.

Lemma 2.8 (Lemma 5.7 in [AGM21]).
Let TI = (KeyGen, Enc, Dec) be a PKQES, then Enc and Dec have the following form, for
all k := (pk, sk) < KeyGen:

HEan ~ V() ® UZ)V’JHO <e

|Deci (Vi (Vi () V) P, Vi) = Ter [P, (VI () Vi) P

’ge.
<&

Here T is a register such that C =2 MT, oy is a state on register T, Vi, is a unitary € <
negl(k). Furthermore, Py, is an orthogonal projectors such that ||Py, 03Py, — okll, < €
and P, =1-P,,.

Furthermore, for every k there exists a probability distribution px and a family of
quantum states |’(/Jk,T>T such that Ency is e-close to the following algorithm.:
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1. sample r &5 {0, 1}1es 71
2. apply the map Ency,.(X") = Vi (XM ® zz;;;’r)v,j.

Note that while it is proven that every scheme can be described in this way, it is not
currently known that this decomposition is always efficient.

Condition 2.9 (Condition 5.9 in [AGM21]). Let II be a PKQE, and let py, |¢)y,) and
Vi be as in Lemma 2.8. We say II satisfies Condition 2.9 if there exist QPTs for (i.)
sampling from py, (ii.) preparing [¢k ), and (iii.) implementing V}, on inputs of the form
P & |Yk.r) (¥i,r|, and this holds for all but a negligible fraction of k and r.

In this thesis, we restrict ourselves to schemes that satisfy Condition 2.9. We are not
currently aware of any schemes or constructions where this condition does not hold, but
there is also no proof that an efficient decomposition always exists.

23



CHAPTER 3

Strong Designated-Verifier Signature Schemes:
Sender Privacy in the Multi-Party Setting

This chapter is based on the paper “On SDVS Sender Privacy in the Multi-Party Setting”
[Wie21].

Strong designated verifier signature schemes rely on sender-privacy to hide the identity
of the creator of a signature to all but the intended recipient. This property can be
invaluable in, for example, the context of deniability, where the identity of a party should
not be deducible from the communication sent during protocol execution. In this work,
we explore the technical definition of sender-privacy and extend it from a 2-party setting
to an n-party setting. Afterwards, we show in which cases this extension provides stronger
security and in which cases it does not.

3.1 Introduction

Digital signatures have many useful applications in our everyday lives, from message
authentication to software updates. In many cases, they provide a publicly verifiable
way of proving the authenticity of a message. However, sometimes it is desired to prove
authenticity only to the intended receiver, or designated verifier, of a message. Designated
verifier signature (DVS) schemes were constructed for this reason, to allow for the signing
of a message in such a way that the receiver would be fully convinced of its authenticity, but
to third-party observers, the validity of the signature could be denied. Strong designated
verifier signature (SDVS) schemes are the refinement of this idea, with the additional
restraint that no one but the creator and the designated verifier should be able to deduce
from a signature who was the creator. While this concept has been studied extensively
and is interpreted intuitively in the same way by many, the technical definitions for the
property separating DVS schemes from SDVS schemes, known as sender-privacy, vary. In
this work we analyze and generalize the definitions in current literature and aim to provide
a universally applicable way to define this property, particularly focusing on the n-party
setting. Furthermore, we prove that our general form of sender-privacy can be achieved
by combining weaker forms of sender-privacy with non-transferability or unforgeability.
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3.1.1 Related Work

Chaum and van Antwerpen first introduced undeniable signatures in [CA90], which re-
quired interaction between the signer and verifier. In 1996 this requirement was removed
by Chaum [Cha96] and by Jakobsson et al. [JSI96] separately, who introduced designated
verifier signatures. These formal definitions were later refined by Saeednia et al. [SKMO04].
Rivest et al. introduced ring signatures in [RSTO01], which can be interpreted as DVS when
a ring size of 2 is used, although not SDVS.

An important step was made when Laguillaumie and Vergnaud formalised sender-
privacy, the property separating DVS from SDVS, in [LV05]. The notion of SDVS was
further refined to Identity-Based SDVS by Susilo et al. [SZMO04], where all private keys
are issued using a master secret key (i.e. central authority). For this setting, sender-
privacy was later formalized in a game-based manner by Huang et al. [Hua{06].

3.1.2 Summary of Contributions

The main objective of the chapter is to present a definition of sender-privacy that is usable
in the multi-party setting without requiring additional proofs. This will be critical when
we apply it in Chapter 4. To achieve this, we first survey the definitions of sender-privacy
that are present in the literature in Section 3.2. Here we also show how the definition of
designated verifier signatures got split into non-transferability and sender-privacy.

In Section 3.3 we show how the definitions from the literature differ from each other
and what their potential shortcomings are. Here we also present the multi-party sender-
privacy definition and go deeper into which oracles are used.

Definition 3.1 (Simplified). A designated verifier signature scheme is n-party sender-
private if an adversary interacting with n parties with oracle access to the signing, sim-
ulating and verification procedures has negligible advantage in deducing who the signing
party of a challenge signature is. Here the challenge signing party is always one of two
fixed parties known to the adversary.

In Section 3.4 we show that a number of alternative definitions are equivalent to the
one above.

Definition 3.2 (Simplified). A designated verifier signature scheme is n-party random-
challenge sender-private if an adversary interacting with n parties with oracle access to the
signing, simulating and verification procedures has negligible advantage in deducing who
the signing party of a challenge signature is. Here the challenge signing party is always
one of the n parties known to the adversary.

Definition 3.3 (Simplified). A designated verifier signature scheme is n-party adverserial-
challenge sender-private if an adversary interacting with n parties with oracle access to the
signing, simulating and verification procedures has negligible advantage in deducing who
the signing party of a challenge signature is. Here the challenge signing party is always
one of two parties chosen by adversary.

Theorem 3.4. Definitions 3.14, 3.15, and 3.16 are equivalent up to polynomial differences
in the advantages.

In order to integrate our definition with the current literature, we present in Section 3.5
some settings in which definitions with different oracles or numbers of parties coincide.
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Theorem 3.5 (Simplified). For any scheme that is strongly unforgeable, the definitions
of sender-privacy with or without access to a verifications oracle are equivalent.

Theorem 3.6 (Simplified). For any scheme that is strongly unforgeable and computation-
ally non-transferable, the definitions of 2-party sender-privacy and n-party sender-privacy
are equivalent.

3.2 Preliminaries

3.2.1 Historical Definitions

The original definitions for strong verifier designation are a combination of what we cur-
rently distinguish as non-transferability and sender-privacy. The following definitions are
the initial attempts at defining strong verifier designation, and in their respective papers,
they are accompanied by definitions for (non-strong) verifier designation, which are very
much in line with the intuition behind non-transferability.

Definition 3.7 ([JSI96]). Let (Pa,Pg) be a protocol for Alice to prove the truth of the
statement ) to Bob. We say that Bob is a JS| strong designated verifier if, for any
protocol (Pa,Pg,Pc,Pp) involving Alice, Bob, Cindy, and Dave, by which Dave proves
the truth of some statement 6 to Cindy, there is another protocol (Pc,Pp,) such that
Dave can perform the calculations of Pp, and Cindy cannot distinguish transcripts of
(Pa,Pg,Pc,Pp) from those of (Pc,Pp).

In the above definition, the intuition is that Alice proves a statement to Bob, e.g. the
authenticity of a given message. Dave observes this interaction and tries to prove this
observation to Cindy. However, strong designation in this sense prevents him from doing
so, as any proof he could present to Cindy is indistinguishable (to Cindy) from a simulated
proof.

Definition 3.8 ([SKMO04]). Let P(A, B) be a protocol for Alice to prove the truth of the
statement 2 to Bob. We say that P(A, B) is a SKM strong designated verifier proof if
anyone can produce identically distributed transcripts that are indistinguishable from those
of P(A, B) for everybody, except Bob.

In later work, we see the definition for strong verifier designation split. Non-transfera-
bility captures the notion that the verifier can produce signatures from anyone designated
to himself, thus ensuring that no signature provides proof of signer-verifier interaction for
third parties. Sender-privacy adds to this that, from a signature, one cannot deduce the
sender, thus allowing no third-party observer to use a signature to plausibly deduce that
an interaction between two parties happened.

Definition 3.9. A DVS scheme II = (KeyGen, Sign, Verify, Simulate) is computationally
non-transferable if for any adversary A,

1
AdeITA(K’) = be?orl} [GINITA(H7b) = b] - 5 S negl(’k‘-’%

where the game GI'\{TA is defined as follows:

Definition 3.10. A DVS II = (KeyGen, Sign, Verify, Simulate) is statistically non-trans-
ferable if for all S, V', and m, Signs_,v (m) and Simulates_,y (m) are statistically indis-
tinguishable distributions.
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Game 1: G[j",(x,b)

params < Setup
(pkg, skg) < KeyGen
(pky, sky ) < KeyGen
(m*, state) <— A(1, params, pkg, skg, pky-, sky/)
if b =0 then
L o* = Sign(sks, pkg, pky, m*)
7 else
8 L o* = Simulate(sky, pky,, pkg, m*)

9 b + A(2,state,0*)
10 Output v/

R W N =

o

For sender-privacy, many slightly different definitions are presented in the literature.
Many follow the form of Game 2, but with different oracles presented to the adversary.
Note that this game is a generalized definition designed to be instantiated with a set of
oracles O to form the specific definitions found in the literature. Besides the oracles, the
game takes as parameters the security parameter x, the number of parties n, and the
challenge party index c. For each i € [n], party ¢ is denoted P;. P, is designated as the
verifier for the challenge. In much of the literature, this game is played with 3 parties:
So, S1, and V', who would here correspond with Py, P;, and P» respectively in the n = 2
setting.

Game 2: G%erjfpori"(/i, n,c), the generalized game for sender-privacy.

=

params < Setup
(pkp,,skp,) < KeyGen;...; (pkp, ,skp,) < KeyGen

1) 1 oD
3 (m*,state) < A%signOveri:Osim (1, params, pkp,s .-, Pkp, )

4 o* = Signp,_,p, (Mm*)
@ 0@ o
5 ¢ «— Aosign’overi7osim,(2’State’O—*)

6 Output ¢/

N

Definition 3.11 ([Hua+06]). A DVS II = (KeyGen, Sign, Verify, Simulate) is a Hua-strong
DVS if it is statistically non-transferable and for any PPT adversary A,

. ) 1
SendPriv SendPriv
= — <
AdvnyA (k) . P{é"J} [GHJ‘ (k,2,c¢) c] 5 = negl(x),

where G%e’r:gpri" is played with the following oracles:

o O . Upon input (m,d;) returns Signp, —p,(m;) if d; € {0,1} and L otherwise.

sign”

e 0P . Upon input (m;,d;) returns Signp,, - p, (m;) if d; € {0,1} and m; # m*,and

sign”
1 otherwise.

o OW . Upon input (07, m;,d;) returns Verifyp, —p,(m;) if d; € {0,1} and L other-

vers’
wse.
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e 0P . Upon input (o;,m;,d;) returns Verifyp, —p, (m;) if d; € {0,1}, 0y # 0*, and

vert”

m; # m*,and L otherwise.

° 0(1) _ 0(2) =0

stm sim

In [Hua+06], Huang et al. define signer-privacy for identity-based-SDVS, a similar
type of DVS where all keypairs are issued by a central authority. Here, they allow signing
queries from any party to any party, and the adversary is allowed to choose the two signer
and the verifier parties. We explore this option for SDVS in Definition 3.16.

3.3 Bringing Sender-Privacy to the Multi-Party Setting

Sender-privacy is meant to provide security in the setting where an eavesdropping ad-
versary is trying to detect the identity of the sender of a signature. In the previously
presented definitions, this is modelled by a coin flip between two senders, with a fixed
verifier. This way of defining sender-privacy is similar to key-privacy in public-key cryp-
tography [Bel-+01]. The key difference here is that public-key ciphertexts are only related
to one keypair, the receivers. However, designated verifier signatures are bound to two
parties, the signer and the designated verifier. This creates the problem that the naive
way of defining sender-privacy does not cover any attacks that require multiple parties.
In key-privacy, any adversary requiring n parties for their attack can perform this attack
in the two-party setting by simulating the other n — 2 parties themself. However, in the
case of SDVS schemes, this is not necessarily possible. The adversary could be unable to
create signatures signed by one of the two challenge parties with their simulated parties
as the verifier, as is depicted in Figure 3.1. In particular if one does not have statistical
non-transferability, this might pose a problem. For this reason, we explicitly shape our
definition for the multi-party setting. We explore settings where this is a non-issue in
Section 3.5.

Figure 3.1: Left: a 6-party setting where the adversary requests a signature using an
oracle, Right: a 4-party setting where the adversary simulates another 2 parties but is
now unable to obtain the same signature as on the left.

3.3.1 Oracles

Many different interpretations exist in the literature of what oracles the adversary should
be given access to. The key choices here are whether (1) a simulation oracle should be
provided, (2) a verification oracle should be provided, and (3) whether the adversary
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should still have access to the oracles after the challenge has been issued. Whereas the
precise attacker model might depend on the context and our framework allows us to
capture this, we here choose to focus on the strongest level of security, by providing the
adversary with as much as possible without trivially breaking the challenge.

Definition 3.12. For any n, let the standard n-sender SendPriv-oracles denote:

. OS;” = ngn Upon input (m;, s,v) returns o; := Signp,_p,(m;) if s,v € [n] and

L otherwise.
. (’)S,)n = (’)gﬁn Upon input (m;, s,v) returns o; := Simulatep,_, p, (m;) if s,v € [n]
and L otherwise.
e O'Y - Upon input (my, 04, 8,v) returns Verifyp _,p (m;,0;) if s,v € [n] and L oth-

vert”®
erwise.

e 0% . Upon input (my, 04, 8,v) returns Verifyp _, p (m;,0;) if s,v € [n] and 0; # o™,

vert”®

and L otherwise.

Note that the oracles make use of an implicit ordering of the parties. This makes no
difference in any real-world application, but for constructing proofs we also define a set
of oracles that allows this ordering to be hidden by a permutation.

Definition 3.13. For any set of oracles for G3"P™ and any permutation = define the
permuted oracles as follows, where b € {0,1}:

e O™V Op input (m;, s,v) output Og?;n(miﬂr(s),w(v))

sign
(m.b) - , ®) (.
o O, : On input (my, s,v) output O, (m;, 7(s), 7(v))

e O™ On input (mg, 04, 8,0) output (’)ggri(mi,ai,ﬂ(s),w(v))

vert

3.3.2 Definition

Taking all these things into consideration, we can now craft a definition of sender-privacy.
This definition is more in line with current research in ID-based-SDVS research such as
[Hua-+11].

Definition 3.14. A DVS scheme II is n-party sender-private with respect to O if for
any adversary A,

. . 1
Advls-f"j%'v(n,n) = CHP{’(lJr)l} [GIS-E'JXP”"(R, n,c) = c] —5 < negl(k).

A DVS scheme is n-party sender-private if it is n-party sender-private with respect to the

standard n-sender SendPriv-oracles.

3.4 Alternative Definitions

In this section, we look at possible alternative definitions that one could consider equally
valid generalizations of the 2-party setting to the n-party setting. For example, in the 2-
party setting, we pick the challenge uniformly at random between the two possible senders,
thus one could consider picking uniformly at random from n senders in the n-party setting.
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Definition 3.15. A DVS scheme is n-party random-challenge sender-private with respect
to O if for any adversary A,

) , 1
AV S (mim) = Pr | [GHIETSY (k) = ] — < megl(w).

A DVS scheme is n-party random-challenge sender-private if it is n-party random-challenge
sender-private with respect to the standard n-sender SendPriv-oracles.

Furthermore, one could strengthen the definition even more by allowing the adversary
to choose which two senders the challenge is chosen from and which party is the verifier.

Game 3: Gg"fj’e(gse”dp'i"(ﬁ, n,c)

1 params < Setup
2 (pkp,,skp,) « KeyGen;...; (pkp ,skp,) < KeyGen
" o oM HD)
3 (m*, s0, 81,7, state) < A7 eignZveri:Zeim (1, params, pkp , ..., pkp, )
4 0* = Signp, _.p.(Mm")

(2) (2) (2)
5 C/ P Aosign’o'ueri7osi7n (2’ state’ 0-*)

6 Output ¢

Definition 3.16. A DVS scheme is n-party adversarial-challenge sender-private with
respect to O if for any adversary A,

ChosenSendPriv _ ChosenSendPriv
Adviy' %6 (k,n)= Pr [G (

1
R k,m,c) =c| — 3 < negl(k).

A DVS scheme is n-party adversarial-challenge sender-private if it is n-party adversarial-
challenge sender-private with respect to the standard n-sender SendPriv-oracles.

3.4.1 Relations

As one might expect, the above-defined alternative definitions relate strongly to the main
definition, Definition 3.14. In fact, in this section, we show that they are equivalent up to
polynomial differences in the advantages.

For the universally random challenge, this can be done by simply only considering the
cases where the challenge is Py or P;, which will be the case 2 out of n times, giving us a
loss in the advantage of a factor %

Theorem 3.17. For any adversary A, DVS scheme II, and set of oracles O,

2 SendPriv nrSendPriv
—Advi a0 (k,n) < Adviy 2o (K, ).
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Proof.

Advﬁ?:iendprlv (Ii, n)

= C%}[;ril] [G%Erﬁpri"(ﬁ,n, ¢)=c| - %
4522 e -
= % <c<—Pfl] (G ™ (k,m,c) = c] — ;) + 2 T_L 2 c<—[123,£—1] [GE"P™(k,m, ¢) = (]
= % . Advsnﬁrjfpriv(fi) +2 ; 2 ce[123,£71] [G%ﬁ'}gp”"(m,n, )=
> 2 AT (s, m),
where [2,n — 1] ={2,...,n—1}. O

Theorem 3.18. For any adversary A, set of oracles O and DVS scheme 11, there exists
an adversary B such that

1 . .
iAdvﬁasf,rgP”V(/{, n) < Adv%ﬁrg'g'v(/i, n).

Proof. Here, we omit the subscripts II and O for Adv and G for simplicity. Let B be
defined as in Games 4 and 5. The permutation is used here to hide the indexation of

D o0 oM
Game 4: B%ian Overi-Osim (1, params, pkp,, .- Pkp, )

1 Pick a random permutation 7 : [n] — [n] such that 7(n) =n

(r.1) y(m1) gy(m1)
* Osign Overi Osim
2 (m*,state) « A% sin (1, params, pkpw(o),...,pkpw(n))

3 Output (m*, (m, state))

@ 0@ o
Game 5: B OverioOsim (2, state’, o)

1 Parse state’ as (, state)

(m,2) (m,2) (m,2)
2 C/ «— Aosign ’Ovcri y(Qsim (2751-_31-_e7 O—*)

if n(¢’) € {0,1} then
L Output 7(c)

else
L Output 0

[N

[« 3=

the parties from the adversary. Note that applying a permutation 7 in this fashion is
equivalent to generating the keypairs in the order 7=1(0)...7~!(n) and since these are
i.i.d. samples the order of their generation does not affect the winning probability of A.
However, it guarantees that the winning probability of A is the same for every c. Note
that here we use Pr, to indicate the uniform probability over all 7 : [n] — [n] such that

31



w(n) = n.
AdVSBendPriv(K, n)
- P GSendPriv — R
c<—][:‘1] [ B (k,m, ) C] 2
= Pr [P, m, ) (c)) = 7 (c)]

c—[1],7

+ PGP e,m, w1 (0) & {r(0). 7 (Y] -
[Giendpriv(ﬁl’ n,c) — C]

c[n—1]

— 5 P (G (s, m, 7 (0)) € (0, 7 ()]

. 1 .
Pr [fo"dp”v(fi,n, c)=c| - 3 Pr [Gi\e"dp”"(/@, n,m1(0)) = 7r_1(1)]

( Pr [fo”dpri"(m,n,c) = c] - Pr [G?f"dpriv(/i,n, c) # c])

n — 1 c[n—1)

( r Pr [Gvsf"dpriv(m,n,c)zc}— L >

n — 1 c[n—1) n—1

) 1 i
ﬁAdverendPrN(ﬁ’ TL) > iAdverendPrN(l‘{7 n)

O

Combining Theorem 3.17 and Theorem 3.18, we see that the advantages for fixed-
challenge and random-challenge only differ by at most a linear factor. Thus these defini-
tions are equivalent when considering negligible advantages.

Corollary 3.19. For any n € N, an SDVS scheme is n-party random-challenge sender-
private if and only if it is n-party sender-private.

For adversarially-chosen challenges, we could try to simply consider only the cases
where the adversary chooses Py and P; as the challenge senders and P,, as the challenge
verifier. However, an adversary could be crafted to never choose this exact combination of
parties. Thus, we hide the indexation of the parties under a random permutation. This is
done only for the proof and has no impact on the actual definition, as all parties’ keypairs
are i.i.d. samples. Since the adversary does not know this permutation, the chance of
them picking these parties is in the order of n~3 and thus a loss of this order is incurred
in the advantage.

Theorem 3.20. For any adversary A and set of oracles O, there exists an adversary B
such that

ChosenSendPriv SendPriv
-Advi; Ao (k,n) < Advirs 0" (K, n)

nd—n
Proof. Fix A. Let B be defined as in Game 6 and Game 7.

The permutation is used here to hide the indexation of the parties from the adversary.
Note that applying a permutation 7 in this fashion is equivalent to generating the key-
pairs in the order 771(0)... 7 1(n) and since these are i.i.d. samples the order of their
generation does not affect the winning probability of .A. When playing game G%ﬁ‘gjp”‘ﬁ we
can now distinguish two cases:
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D 50 oM
Game 6: BOsian Qveri:Osim (1,params, pkp, ,...,pkp )

1 Pick a random permutation 7 : [n] — [n]

0(7’1),0(7('1.)‘@(7.\"1)
(m*, sg, 1,7, state) <— A% sign >Zveri “sim (1, params, p|<p7r(0)7 el pkpw(n))

if 7(sp) =0An(s1) =1An(r)=n then

| Output (m*, (0, state))

else if 7(sp) =1A7(s1) =0An(r) =n then
L Output (m*, (1, state))

else

| Output (m*, (2, state))

AW N

[« 3=

o

@ o@ o
Game T7: BO:ianOverioOsim (2, state’, o)
1 Parse state’ as (b, state)

(2) (2) (2)
C/ — Aosign7ovcri’osim (2, Statea U*)
3 if b =0 then

N

4 L Output ¢
5 else if b =1 then
6 L Output 1 — ¢
7 else
8 | ¢« {0,1}
9 Output ¢”
1. {m(s0),m(s1)} = {0,1} and w(r) = n. Since 7 is random and unknown to A,

% In this case, A has chosen Py and P; as the

possible signers and P,, as the verifier, making Gﬁhfense”dpriv and GPEgPY equivalent.

this happens with probability

2. Otherwise, A has chosen different signers or verifiers, in which case GIS-E’E'P”V becomes
equivalent to a random coin flip, with probability % of guessing c.

Combining this, we get that

Pr [G%e"ggi"(n,n,c) =c| =

c+—{0,1}
2(n —2)! ChosenSendPri 2(n—2)\ 1
GChosenSendPriv _ 1— _.
(n+1)! c<—{£,1} (Cr%® (5,m¢) = ] + (n+1)! /)2
Thus,
SendPriv 2(” B 2)' ChosenSendPriv
AdVH,B,O (/‘i, TL) = m . AdVH,.A,O (H, ’n,)

O

Corollary 3.21. For any n € N, an SDVS scheme is n-party adversarial-challenge
sender-private if and only if it is n-party sender-private.
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Proof. Theorem 3.20 shows that if a scheme is sender-private then it is also adversarial-
challenge sender-private since the advantage differs by a factor O(n?). The other direction
is trivial, as any adversary for sender-privacy can trivially be transformed into an adversary
for adversarial-challenge sender-privacy, always outputting s = 0,s; = 1,7 = n, which
gives both adversaries the exact same winning probability. O

3.5 Alternative Oracles

In this section we show that one can use other properties of SDVS schemes, e.g. non-
transferability and unforgeability, to provide equally strong sender-privacy while giving
the adversary weaker oracles. This allows us to more easily prove that existing schemes
satisfy our definition. Note that in this section we only consider the cases where the
security advantages are negligible. First, we will focus on the verification oracle, showing
that they can be removed without impacting the quality of the security when the scheme
is unforgeable. Then, we show that the number of parties can be limited to 3 (n = 2)
when a scheme is both unforgeable and non-transferable.

Definition 3.22. A DVS scheme I1 = (KeyGen, Sign, Verify, Simulate) is n-party strongly-
unforgeable with respect to O if for any adversary A,

Ade’fA,o(/@,n) =Pr [G%,FAO(H,n) = T} < negl(k),

where the game G%’FA’O is defined in Game 8. A DVS scheme is n-party strongly-

Game 8: GH,FAO(/{, n)

1 params < Setup

2 (pkp,,skp,) < KeyGen;...;(pkp ,skp,) < KeyGen

3 (m*, 0%, 5,v) ¢ AOsion Overi:-Osim (params, pkp, , . . ., pkp, )

4 if Verifyp,_,p,(m*,0%) =1 and Vi : 0* # 0; then

5 L Output T.

6 else

7 L Output L.
unforgeable if it is n-party strongly-unforgeable with respect to (’)S;n, Og%, Of}le)m from
the standard n-sender SendPriv-oracles.
Theorem 3.23. Let n € N and O = {Oign,(’)g;n,(?gn,Ogi)n,ol()gi,Og)ﬁ} be the n-

sender standard oracles. Any DVS scheme that is n-party sender-private with respect to
1 2 1 2 (1 (2 .

O = {Oﬁi;n, Oﬁ,.gm, O;ZW (’)g“)n, (’)U(er)?; =), Oq,(er)i = 0} and strongly unforgeable is n-party

sender-private (with respect to O).

Proof. Fix n € N. Suppose DVS scheme II is n-party sender-private with respect to
1 2 1 2 ‘(1 (2

O = {(’)gizm,(’)ii;n,(’)g#,(’)gig@,ov&r)i = 0701;(@21' = (} and strongly unforgeable, but

not n-party sender-private with respect to . Then there exists an adversary A such

that Adv%ﬁ'ﬁ%’v(n) £ negl(k). Let A be A, except every query ijt),.i(mi,ai,s,v) is

replaced with T if (m;,o;) was the result of a signing or simulating oracle query and

1 otherwise. Since A’ no longer uses the verification oracles, we have Adv%ﬁrﬁ?’ o =
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Adv%ﬁjﬁfg’, < negl(x), i.e. A’ has the same advantage with respect to O and ', as they
only differ in the verification oracles.

Now consider the adversary B, who intends to create a forged signature. B runs A,
recording all signing and simulating queries. Whenever A4 makes a verification query for
a valid signature that was not the result of a signing or simulating query, B outputs this
signature and halts. Note that the only difference in the behaviour of A and A’ can
occur when A makes such a query. Since the difference between Adv%ﬁjﬁf ™ and Adv?ﬁ'}f%v
is more than negligible, we have that such a query occurs with more than negligible
probability, giving B a more than negligible probability of constructing a forgery. This
contradicts the fact that II is strongly unforgeable. O

Theorem 3.24. Any DVS scheme 11 that is 2-party sender-private, strongly unforgeable,
and computationally non-transferable is n-party sender-private for any n > 2.

Proof. Suppose a DVS scheme II is 2-party sender-private, strongly unforgeable, and com-
putationally non-transferable. Assume towards a contradiction that IT is not n-party
sender-private for some fixed n > 2. By Theorem 3.23, this means II is also not n-party
sender-private with respect to
1 2 1 2 ‘(1 (2
0 = {Ogig)]n7 Ogi;n’ Ogir)nﬂ Ogir)m Ov(er)i =0, O'U(er)i = @}-

Thus, there exists and adversary A such that Adv%ﬁrj%i)’ (k,n) £ negl(k).

Let A’(1, params, pkp, , pkp, , pkp,) be as follows: First, sample n—2 keypairs (sk;D27 pk’132)
... (skp, _,,pkp ) representing parties Pj... P, _, and set Pj = Py, P{ = Py, P, = P,.
Then, run A with the oracles O” defined as follows, with b = 1, 2:

N O//(b) _ 0.

veri

* O;/i(gb’r)L(mi’ S5 U) :

If s,v € {0,1,n}, return oY (m;, max(2, s), max(2,v)).

sign

—Ifs€{2,...,n—1} and v € [n], return Signp:_, ps (m;).

— If s€{0,1,n} and v € {2,...,n — 1}, return Simulatep:_, p/ (m;).

Else, return L.

. O//(b)(mi, $,0)

stm

If s,v € {0,1,n}, return Oggzn(mi,max(l s), max(2,v)).

— Ifve{2,...,n—1} and s € [n], return Simulatep, _, p/ (m;).

— Ifve{0,1,n} and s € {2,...,n — 1}, return Signp/_, p (m;).

Else, return L.

Note that these oracles make use of the fact that one can simulate or sign a signature
without, respectively, the sender’s or verifier’s secret key. Thus we circumvent the issue
mentioned in Section 3.3. In the oracles, max is used here to map n to 2, as n and 2 are
the challenge verifiers in the n- and 2-party respectively.

Since II is 2-party sender-private, we have /—\dv%e:g?’ ™, (k,2) < negl(x). When we re-
place all oracle calls by their respective functionality, then in the end G%ﬁrf%i)’(n,n, c)
and G%ﬁ’ffg’,,(m 2, ¢) differ, up to relabeling of the parties, only in one way : some Sign
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executions in GP"$FHY(k,n, c) have been replaced by Simulate in GY"{PW, (k,2,¢) and

vice versa. Suppose ¢ € N such replacements have been made, then for 0 < j < 4
let Gj(k,c) be Gif"{"5Y(k,m,c) with only the first j such replacements made, which
means Go(k,c) = G%ﬁ'}f%)’(/@ n,c) and G;(k,c) = G%ﬁ’jﬁ@’/,(n, 2, ¢). Since, by construction,
Pr[Go(k,c) = ¢] — 3 £ negl(k) and Pr|[G;(k, c) = ] — 3 < negl(k), we can fix a lowest k
such that Pr[Gy(k,c) = ¢] — & £ negl(k) and Pr[Gyi1(k,¢) = ] — 3 < negl(x). G; and
Gp1 differ only in one replacement. Without loss of generality, assume one Signp,_, p, (m)
was replaced by Simulatep, , p, (m)

Now define an adversary B for as follows: B(1, params, pkg, skg, pky-, sky) picks a
c € {0,1} and runs Gy (c, k), replacing pk, with pkg, sk, with skg, pk, with pky,, and sk,
with sky . This replacement is only a relabeling. The execution of Gj is stopped at the
one difference with Gy, then outputs (m, (state,c)), where state is the current state of
Gy and m the message in the replaced Sign. B(2, (state, ¢), o) then continues the execution
of G, with o as the result of the replaced Sign until G, outputs ¢’. B then outputs 0 if
¢ = ¢ and 1 otherwise.

Note that in GﬁTB(O, k), i.e. the case where a Sign is used in the non-transferability

GNT

game, B plays Gi(c, k) and in Gl'\T"TB(l, k), B plays Ggy1(c, k). Thus we have that

111’ [GP[TB(b7 ’i) = b] = PCI‘ [Gk(cv ’i) = C] + %PCI' [Gk+1(c7 ’i) 7& C] :

DN | =

This directly implies that

Adle-[:rB(/f,n) = % (er [Gi(e, k) =] — Pcr [Git1(c, k) = c]) £ negl(k).

This contradicts our assumption that I is computationally non-transferable, thus II
must be n-party sender-private. O

3.6 Conclusion

In this chapter, we provided a way of defining sender-privacy in the n-party setting that
is novel for DVS schemes, a generalization of existing definitions and in line with defini-
tions for other types of schemes in the multi-party setting, in particular, ID-based SDVS
schemes. We explored the effects of choosing the challenge differently and observed that
this induces only polynomial differences in the advantage the adversary has. Furthermore,
we showed how other properties of a SDVS scheme can be used to boost the sender-privacy
of a scheme from an alternative definition to our definition. In particular, we have proven
that under the assumption of strong unforgeability and computational non-transferability
a 2-party sender-private scheme is n-party sender-private. The proven relations are im-
portant since the SDVS schemes are often meant to be employed in an n-party setting and
we give sufficient conditions for this to be secure.

We would like to stress that the objective of this chapter is to formulate sender-privacy
in such a way that it can be invoked in proofs that require this property and deal with
a multi-party setting. Our last theorem shows that in almost all schemes the two-party
sender-privacy will extend to the multi-party setting, as most schemes are unforgeable and
non-transferable. As such we do not provide separating examples of schemes that satisfy
one definition but not another, as any such case would be extremely artificial. Instead,
the definitions in this work and their equivalence should be used to simplify proofs where
the sender-privacy property is used, both in classical and quantum use cases.
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CHAPTER 4

Deniable Public-Key Authenticated Quantum
Key Exchange

This chapter is based on the paper “Deniable Public-Key Authenticated Quantum Key
Exchange” [WAR)].

In this work, we explore the notion of deniability in public-key authenticated quantum
key exchange (QKE), which allows two parties to establish a shared secret key without
leaving any evidence that would bind a session to either party. The deniability property
is expressed in terms of being able to simulate the transcripts of a protocol. The ability
to deny a message or action has applications ranging from secure messaging to secure
e-voting and whistle-blowing. While quite well-established in classical cryptography, it
remains largely unexplored in the quantum setting. Here, we first present a natural
extension of classical definitions in the simulation paradigm to the setting of quantum
computation and formalize the requirements for a deniable QKE scheme. We then prove
that the BB84 variant of QKE, when authenticated using a strong designated verifier
signature scheme, satisfies deniability and, finally, we propose a concrete instantiation.

4.1 Introduction

Among the wide variety of anticipated cybersecurity challenges, the possibility of the emer-
gence of scalable quantum computers poses a serious threat to our current information
security infrastructure and has been receiving increasingly more attention from the infor-
mation security community over the past few decades. While quantum computing would
have its advantages, Shor’s algorithm [Sho94] for efficiently computing discrete logarithms
and performing integer factorization showed that quantum computing is a double-edged
sword as it can be equally damaging when used for the purpose of compromising public-
key (PK) cryptosystems that guarantee the security of today’s modern communication
systems.

These concerns are perhaps best exemplified by recent advances that have prompted
calls by the National Security Agency (NSA) for transitioning to post-quantum (PQ)
secure cryptosystems and the call for PQ secure proposals, initiated by the National
Institute of Standards and Technology (NIST) as part of a standardization process for
post-quantum algorithms [SN17].
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On the other hand, Quantum Key Exchange (QKE), provides security without re-
lying on computational assumptions as in PQ key exchange protocols, but at the cost
of developing new infrastructure to support quantum channels. Whereas such quantum
communication infrastructures for a long time were mostly of academic interest, both
terrestrial and satellite networks are now being deployed in practice and planned at large
scale, see e.g. [Che+21, Eur].

Deniability constitutes a subtle and fundamental concept in cryptography that has
many applications ranging from secure messaging (e.g., the Signal protocol) to coercion-
resistance in secure e-voting to deniable transmission and storage in the context of data
breaches. On a more fundamental and theoretical level, deniability shares an intimate
connection with incoercible secure multi-party computation [CG96]. Yet, it has received
very little attention in the quantum setting and thus presents a wealth of open questions.

Attempts at providing security against quantum adversaries can be broken down into
two classes, namely those that largely rely on classical constructions that are conjectured
to be quantum-secure, often classified as post-quantum cryptography, e.g., lattice-based
cryptography, and those that make use of quantum information processing and thus fall
in the realm of quantum cryptography, such as quantum key exchange. In both cases,
and perhaps more surprisingly in the context of quantum cryptography, the notion of
deniability has been largely neglected to the extent that there exist only a few works on
this topic in the literature [Bea02, Ata+18, Atal9].

In this work, we focus on deniability in public-key authenticated QKE in the simulation
paradigm wherein a scheme is considered to be deniable if its transcripts can be simulated.
This becomes relevant in a setting with two parties A and B, in which one of the parties
is dishonest (i.e., the adversary M) and the goal is to prevent either one from proving
to a judge that they exchanged a key with a specific party in a given session. Now, if
the transcript obtained by M could have been simulated without having access to the
honest party’s secret key, the resulting evidence cannot convincingly associate a specific
party with a given session. Note that in the case of deniable key exchange, not only the
communication but also the resulting session secret should be simulatable [DRGKO06].

The particular choice of considering public-key authentication for QKE is motivated
by the following observations. As already pointed out in the seminal work of Di Raimondo
et al. [DRGKO06] on deniable authenticated key exchange for classical schemes, deniability
for symmetric key exchange protocols in the simulation paradigm is trivially satisfied.
Secondly, to cope with the criticism that unconditionally secure QKE requires pre-shared
symmetric keys for authentication, a problem that scales quadratically with the number
of connected users, the idea of using public-key authentication algorithms for performing
QKE with everlasting security had been considered for quite a while until its security was
formally proved by Mosca et al. in [MSU13]. For a detailed analysis of PK-authenticated
QKE, we refer the reader to [IM11].

While PK-authenticated QKE solves the problem of pre-shared keys, the signatures
also introduce non-repudiation. In this chapter, we demonstrate how a deniable QKE can
be constructed in the PK setting, in order to regain the deniability from the symmetric
setting, by authenticating via quantum-safe strong designated verifier signatures (SDVS),
e.g. obtained from lattices as in [NJ16], thus being potentially quantum secure. This
implies that the resulting deniable QKE scheme would provide everlasting security, i.e.,
unless the adversary breaks the authentication during a limited window of attack, the
derived shared secret key retains information-theoretic security. Note that due to a unique
property of QKE, namely that of non-attributability [IM11] (i.e., the final secret key being
completely independent of the classical communication and the initial pre-shared key),
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the simulatability of the classical communication and that of the secret key itself can be
considered separately. The latter follows from the inherent properties of QKE and, to
establish the deniability of our solution, it thus suffices to show that the transcript of the
authentication can be simulated, i.e., the authentication is deniable.

4.1.0.1 Related Work

Compared to classical cryptography, deniability remains largely unexplored in the context
of quantum and post-quantum cryptography. More specifically, in a paper by Beaver
[Bea02] focusing on a setting motivated by an earlier work by Canetti et al. [Can+97] on
deniable encryption, it is mainly argued that QKE protocols are not necessarily deniable.
In a related work [Ata-+18|, Atashpendar et al. revisit Beaver’s analysis and formalize the
problem of coercer-deniability in terms of the indistinguishability of coercer views, which
considers a scenario wherein the adversary can demand that the honest parties reveal their
private randomness in order to verify whether or not their revealed secret key is real or
fake. They also establish a link between covert quantum communication and deniability, as
well as a relation between entanglement distillation and information-theoretic deniability.

However, [Ata|18] concludes with a number of open questions, including an analysis
of public-key authenticated QKE in the simulation paradigm, which is the focus of our
work.

The work of Canetti et al. [Can+97| led to a long series of works on deniability for
various cryptographic primitives, including a formalization of deniability for authenticated
key exchange in the simulation paradigm by Di Raimondo et al. [DRGKO6], which in
turn was an extension of the definitional work of Dwork et al. [DNS04] on deniable
authentication in the context of zero-knowledge proofs. We refer the reader to [Ata-+18,
Atal9] and references therein for more details on deniability in cryptography.

4.1.0.2 Contributions

We adopt the security framework for authenticated QKE given in [MSU13] and adapt
the classical definition of deniable AKEs [DRGKO06] to the quantum setting for public-key
authenticated QKE and formulate it in terms of the simulatability of protocol transcripts
in a game-based setting.

We prove in Theorem 4.7 that a public-key authenticated QKE protocol satisfies de-
niability when authenticated using an SDVS with non-transferability against quantum
adversaries. We also propose the first concrete instance of a deniable PK-authenticated
QKE, which is a BB84 variant whose deniability follows as a corollary of Theorem 4.7.

4.2 Preliminaries

4.2.0.1 Strong Designated Verifier Signatures (SDVS)

The classical communication in authenticated QKE poses a challenge for deniability be-
cause a receiver must be able to verify that a message came from the correct sender, but
this task must be impossible for any eavesdropper. Note that we focus explicitly on the
setting of public-key authentication, which presents the problem that a standard signa-
ture, verifiable by anyone with the signer’s public key, would prove the involvement of
the signer. In the symmetric-key setting, this problem would be trivially solved, as any
signature can only be verified by the signer and the intended recipient, and either party
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can create the same signatures. To achieve these same properties in the public-key setting,
we make use of strong designated verifier signatures presented in chapter 3.

In this chapter, we will make use of the SDVS scheme proposed in [NJ16], called
SUSDVS, which satisfies the desired sender-privacy notion under a number of hardness
assumptions on lattices. For the interested reader, we present the assumptions here,
based on the Short Integer Solutions (SIS) and the Inhomogenous Short Integer Solutions
(ISIS) problems. The assumptions are conjectured to hold in the presence of quantum
computers. For the full scheme and all the details, we refer to [NJ16]. The following
(simplified) parameters are used:

Definition 4.1. Given a uniformly random matriz A € Zi*™ and a syndrome u € Zy,
the ISISq m g problem is to find a nonzero vector v € Z™ such that Av = u (mod q) and
lv|| < B. The SIS m,p problem is the ISIS, ., g problem with syndrome u = 0.

|msg| is the length of the message being signed,
e 1 is the security parameter,

e h=0(logk)

e m = O(kh),

e ¢ = poly(k) is a sufficiently large number,

1 < (p— 1)k, where p is the smallest prime dividing ¢, and
o s = O(Vklh) - w(y/logk)? a sufficiently large parameter.

Assumption 4.2. The SIS, ,, g problem is hard for sufficiently large ¢ and 3, where
q = /(Imsg| + 4ms?)x + w(y/logk) and 8 = 4/|msg| + 4ms?. The SIS, ,,, 35 problem
and ISIS, ,,, 5 problem are hard for sufficiently large ¢ = O(I*2k*log™* k) - w(v/Tog k)®,
m = O(klogq), and = sv/2mO(I&*?k*/?) - w(\/log k)*.

Furthermore, we have the following assumption on the hardness of distinguishing
lattices, where ¢ is prime. Here Djyi(a)s denotes the distribution of sampling from
{z €Z"| Az = w(mod q)} according to a Gaussian distribution.

Assumption 4.3 (Assumption 2.1 in [NJ16]). Let my,m2 = O(xlogq), A, R uniform
random matrices from Zg*™!, Cy,...,C; uniform random matrices from Z7*™?, w a
fixed vector from Zj, u € {0, 1} a secret bitstring, and C), = Co + 22:1 1;Cj;, then it is
hard to distinguish between DyL(4i0,,),s and DpL (r|c,),s Without any information on pu.

4.2.0.2 BB84

In Algorithm 9, we describe the BB84 protocol, the most well-known QKE variant due
to Bennett and Brassard [BB84]. We use the well-established formalism based on error-
correcting codes, used by Shor and Preskill [SP00]. Let Cy[n, k1] and Cs[n, k2] be two
classical linear binary codes encoding ky and ks bits in n bits such that {0} C Cy C Cy C
FZ where F7 is the binary vector space on n bits. A mapping of vectors v € C; to a
set of basis states (codewords) for the Calderbank-Shor-Steane (CSS) [CS96, Ste96] code
subspace is given by: v = (1//[C21) Y-, cc, |V + w). Due to the irrelevance of phase errors
and their decoupling from bit flips in CSS codes, Alice can send |v) along with classical
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error-correction information u+ v where u,v € F§ and u € C1, such that Bob can decode
to a codeword in Cy from (v + €) — (u 4 v) where € is an error codeword, with the final
key being the coset leader of u + Cs.

Game 9: BB84 for an n-bit key with protection against dn bit errors

1

Alice generates two random bit strings a, b € {0, 1}(*+9" encodes a; into [¢;) in
basis (+) if b; = 0 and in (x) otherwise, and Vi € [1, |a|] sends |¢;) to Bob.

Bob generates a random bit string &’ € {0,1}**+%" and upon receiving the qubits,
measures [1;) in (4) or (x) according to b} to obtain aj.

Alice announces b and Bob discards a} where b; # b}, ending up with at least 2n
bits with high probability.

Alice picks a set p of 2n bits at random from a, and a set ¢ containing n elements
of p chosen as check bits at random. Let v =p\ q.

Alice and Bob compare their check bits and abort if the error exceeds a
predefined threshold.

Alice announces u + v, where v is the string of the remaining non-check bits, and
u is a random codeword in C'.

Bob subtracts u + v from his code qubits, v + €, and corrects the result, u + ¢, to
a codeword in Cf.

Alice and Bob use the coset of u + Cs as their final secret key of length n.

4.3 The Quantum Key Distribution Model

We use the QKD model from [MSU13] to model the combination of classical and quantum
communication, for which we provide a brief overview here. Each party in this model
has access to both a classical and a quantum Turing machine, connected by a private
tape. Furthermore, the classical machine has access to a private randomness tape and
both machines can communicate to other parties over public tapes. Two or more parties
may execute a protocol, which is specified as a series of subroutines. Each subroutine is
triggered by an activation over one of the tapes.

In this appendix we elaborate on the [MSU13] model. The classical Turing machine

can receive the following activations:

e SendC(¥, msg): The Turing machine resumes the session with identifier ¥ using
msg as input. ¥ may also be a vector of session identifiers, where it is clear from
context which one belongs to the receiving party and which to other parties.

e SendC(params, pid): When SendC is received without a session identifier it indicates
the start of a new protocol execution with public parameters params.

e Q2C(msg): This activation indicates a classical output of the quantum Turing ma-
chine and activates the classical Turing machine with the most recent session.

The quantum Turing machine has the following activations:
e SendQ(p): The quantum Turing machine activates with as input the state p.

e C2Q(msg): The quantum Turing machine is activated by the classical Turing ma-
chine with message msg.
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We use ¥ to denote ephemeral variables, which are variables that are bound to a
session. After each activation, the Turing machines may send activations over their re-
spective public channel and the private channel between them. At the end of a session,
the classical Turing machine of both parties outputs four values:

e sk, the shared secret key established during this session, or L if execution failed.
e pid, the identifier of the other party involved in this session.

e A vector v = (vg,...), where each v; is a vector of labels of values.

e A vector u = (uqg,...), where each wu; is a vector of labels of values.

A protocol is correct if, when all messages are delivered without changes or reordering,
both parties output the same key sk and the same vector v. Each classical value ¥, has
a label ¢(¥,) and an adversary can partner a value by issuing Partner(¢(¥,)) to learn the
value corresponding to the label. An adversary can also partner a session V¥, learning the
value sk if it has been output. Note that if an adversary learns a value without partnering
(through public communication, for example), this value remains unpartnered. A session
U is fresh as long as every v; contains at least (the label of) one value that the adversary
has not partnered and the adversary has not partnered ¥ or any session ¥’ with the same
v and sk and, at the time of output, there is least one value in each w; with which the
adversary has not partnered. This signifies the main difference between v and u: values
in u pose no security risk if revealed after the key has been established, but values in v
do.

4.3.1 BBS84 in This Model

In Algorithm 10 and 11 we present, respectively, the initiator and responder roles in the
[BB84] QKD protocol, following the [MSU13] model.

4.3.1.1 Modeling the Adversary

In our work, the main objective of the adversary is to prove the involvement of a party
in a key exchange protocol, e.g. to prove that A talked to B. The model, as presented
in [MSU13], was mainly used for an eavesdropping adversary, but in our case, we will
consider the adversary to always be the initiator (A) or responder (B) in a protocol. The
reason for this is that if no adversary M can prove that A talked to M, then surely M can
also not prove that A talked to B. This argument is also made in [DRGKO06], although
we provide some alternate views on this in the discussion.

Concretely, this means we model the adversary as a quantum and classical Turing
machine, who can perform the QKE protocol with any number of honest parties P;.
The adversary can be the initiator or responder in any of these interactions. For any
adversary M, we write View r, to mean the complete contents of M’s memory at the end
of execution, including all keys that were established with the other parties.

4.4  Deniability
We first provide a natural extension of the classical definition of deniability given in

[DRGKO06] to the quantum setting, by making both the adversary and the distinguisher a
QPT algorithm. In the following definition, the adversary M is given access to the public
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Game 10: ¥;
Upon Activation: SendC(start, initiator, R)
1.1 Create a new session W/ with responder identifier R
1.2 Read n; random bits \I/CI”R
1.3 Read n; random bits \Ilgl
1.4 Send activation C2Q(V1, », Ui, R)
1.5 Send activation SendC(W/, start, responder, I) to R
Upon Activation: C2Q(V, 5, Ui, R)
2.1 Prepare p to be the bitwise encoding of W1, . in the (+) or (x) basis if the
corresponding bit of \Ili ; is 0 or 1 respectively
2.2 Send activation SendQ(p) to R
Upon Activation: SendC(¥/, F wf.)
3.1 Discard all bit positions from \I'(Ii 1 for which \I/£ ; is not equal to \IlfR; Let ng
denote the amount of bits left in W1, R
3.2 Read ny random bits W/ , -: Let W1, - be the substring of W}, for which the
bits of ¥l , » are 1 and W, the substring for which they are 0; Let n3 be the
length of \IlilR
3.3 Send activation SendC(¥!, UR @l @l . Wl - .)toR
Upon Activation: SendC(¥!, % ¢ og)
4.1 Read random bits \I/{, to construct a 2-universal hash function F' and compute
F' < F(%jrg)
4.2 Read random bits \I/{;,’G to construct a 2-universal hash function G and a random

permutation P and compute U/, «+ G(P(¥i;))
4.3 Compute o < Sign(V;, Vg, O, Ol .- Wl . FF .PGI)
4.4 Send activation SendC(U! W F F' P G,or) to R
4.5 Abort if Verify(og, (U1, 0, Ok, < R)) fails
4.6 Output (sk = W!, . pid = R,v =
(5(‘1’5111%)’é(‘l’f}m)ae(‘l’if)ve(‘I'bRR)’g(‘I’{V)ae(‘I’{D,G)% u = (skp))

keys of an arbitrary amount of honest parties, with whom M can interact. M is also
given an auxiliary input from the set AUX. The simulator is given all the same inputs as
M, including the same classical randomness, but cannot interact with the honest parties.

Definition 4.4. A QKE scheme (AKG, X, X g) is deniable w.r.t. AUX if for any QPT
adversary M there exists a QPT simulator SIMp, s.t.

Vi € N,auzr € AUX : Real(k, aux) =4 Sim(k, aux),
where

Real(k, auzx) = [(sk;, pk;) + AKG(1"); (auz, pk, View o4 (pk, auz))]
Sim(k, auz) = [(skq, pk;)  AKG(17); (auz, pk, SIM o (pk, aux))].

Definition 4.5. Given a public-key signature scheme (AKG, Sign, Verify), we define the
QKE scheme AuthBB := (AKG,X,XR) (authenticated BB84), where ¥ and X are as
in Algorithm 10 and Algorithm 11 respectively. This is the implementation of BB84 as
described before, in the above-presented model and using the public-key signature scheme
for the classical authentication.

43



Game 11: Xy

1.1
1.2
1.3

2.1

2.2

3.1

4.1
4.2

4.4
4.5

5.1
5.2
5.3
5.4

Upon Activation: SendC(¥/, start, responder, R)

Create a new session W with initiator identifier I

Read ny random bits \IleR

Send activation C2Q(¥%;)

Upon Activation: C2Q(¥}%,) combined with SendQ(p)

Set W » to be the qubit-wise measurement of p in the (+) or (x) basis if the
corresponding bit of \IlhRR is 0 or 1 respectively

Send activation Q2C(VE, 1)

Upon Activation: Q2C(V% )

Send activation SendC(U!, UE ¥F) to I

Upon Activation: SendC(¥!, U2 v/ w! . Wl )

Discard all bit positions from \Ilfl g for which \Ifil is not equal to ‘IIfR

Let WX, .~ be the substring of WX, - for which the bits of W! ... are 1 and V57,
the substring for which they are 0

Let € be the proportion of bits of \I’éthR that do not match \I’fthR; abort if
€ > 6§, where § is the error rate parameter

Compute o < Sign(V!, O* Ol ¢ R)

Send activation SendC(¥! W ¢ op) to I

Upon Activation: SendC(¥!, U F F' P, G, or)

Abort if Verify(or, (U1, Vg, Vi, ! 1 p UL p  FLF',P,G,I)) fails

Use F and F' to correct Uf . to WF .,

Compute UE .« G(P(¥F L))

Output (sk = B o pid=1,v =
(Z(\IlglIR)v E(\IjglR)v g(\Ijl{I)v E(\IjllfR)» Z(\II{!,), g(\ij?,G)L u= (SkR))

We restate the definition of deniability, in order to relate deniability to the properties

of SDVS, which are presented in a game-based setting.

Definition 4.6 (Restatement of Definition 4.4 with AUX = {0}). A QKE scheme I =
(AKG, X;,XR) is deniable if for any QPT adversary M there exists a QPT simulator
SIM that does not interact with any party s.t. no QPT distinguisher F can achieve non-
negligible advantage AdVl[')f},M,SIMM (k,m), which is the advantage in winning the game

GDen
I, F,M,SIMpq

Game 12: Gg% s, (5,7, b)

B WoN =

o o

(pkp,,skp,) = AKG;...; (pkp, _,,skp, ;) < AKG
Let pk = pkp, ... pkp, _,
if b =0 then
L b« F(Viewr (pk), pk)
else
| ¥ F(SIMa(pk), pk)
Output b’
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The advantage of F in this game is defined as:

1

AdVIDfnf,M,smM(ﬂ,n) = b(_ﬂ’gl} [G%?},M,SNM("%W b) = b] ~3

4.4.1 Deniable PK-Authenticated BB84

In the following theorem, we provide a concrete scheme that satisfies our version of de-
niability, however we emphasize that the precise schemes chosen for this (in particular
SUSDVS) are simply examples and not critical to the satisfiability of the definition, an-
other possibility could be the scheme presented in [STW12].

Theorem 4.7. AuthBB with authentication scheme Ilspys is deniable if Ilspys is an SDVS
with non-transferability against quantum adversaries.

Proof. Fix an arbitrary M. This adversary M can generate many different keypairs to
perform protocol sessions with the honest parties, or even use public keys for which they
do not know the private key. However, it is not the goal of the adversary to impersonate or
trick any of the honest parties, but simply to convince a third party that they interacted
with one of the honest parties. Thus, w.l.o.g. we assume that, for each session, the
adversary either uses a keypair (pk,,,skaq) for which M knows the secret key or uses
pk/y; for which M does not know the private key. SIM simulates M and all P;, except:

*) For each P;, generate a keypair (pkp, ,skp,).

(
(1) Each call of Signp,_, o is replaced with Simulatep, , A4.

(2) Each call of Sign(skp,, pkp,, pk/vg, ) is replaced with Sign(sk'Pi7 pklpi, pK/vgs ).
(3)

3) Each call of Verify is replaced with T.

By definition, each P; performs only honest executions of the protocol, thus only using
its private key in Sign and Verify. Furthermore, each Sign using skp, is replaced with either
a Sign using sk'pi or a Simulate, which does not make use of skp,. Each Verify is replaced
with a static T, which also does not use skp,. This means SIM ¢ can run on input pk, i.e.
simulate each party P; without the knowledge of skp,.

First, we show that change (1) is undetectable by an adversary. Define Pi(l) to be the
simulation of P; after modification (1) and SIMg\lA) to be the simulation of M interacting

with Pi(l) instead of P;. Let II be AuthBB using Ilspys. For any fixed distinguisher F,

let Hstare be the b = 0 instance of G?I?nf,M,SIM(/}A) and H.nq be the b = 1 instance. Let

Ho, ..., Hm be a series of hybrids such that Ho = Hstart, Hm = Hend and each step
Hj. — Hy41 replaces one Signp, v () with Simulatep, o ().

Suppose, for some fixed k, there exists a QPT distinguisher D that can distinguish
between Hj, and Hy11, where one Signp, , p(x) is replaced in the step Hy — Hp1. We
use this distinguisher to build an adversary 4 that breaks the non-transferability of Ilspys,
as follows:

o A receives (1, params, pkg, skg, pky/, sky).

o A runs Hy, but replaces (pkp,, skp,, Pk, skat) with (pkg, sks, pky, sky) before run-
ning F.
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o A stops Hj, before the replaced Signp, () call and outputs (z, state), where state
is the state of A at this point.

o A receives (2, state,0*) and restores from state.
e A replaces Signp, , p(z) with o* and continues running Hy.
e A runs D and outputs what D outputs.

Observe that in the b = 0 case of Gl'\_II-SrDVS,-A7 the Sign is replaced by Signg_,v (z) and in
the b =1 case it is replaced by Simulates_, (x). Furthermore, observe that the insertion
of the (pkg,sks, pky,sky) keypairs is only a relabeling of the keypairs, but ensures that
the b = 0 case of GINI-SI—D\/&A is equal to Hj and the b = 1 case equal to Hgy1, thus the
distinguishing probability of D is the same as the winning probability of A in the G%'[IDVS! A

game, which would imply that AdVlNT:Dvs, 4 is non-negligible. Since this is a contradiction,
it must be the case that no such D exists.

For modification (2), the argument is similar. Suppose, in a chain of hybrids similar to
the one above, there are two hybrids H and H’, where H’ is the result of replacing one call
of Sign(skp,, pkp,, pky(, ) with Sign(skp. , pk’p. , pkiy, 2) in H and some QPT distinguisher
D can distinguish between them. We use this distinguisher to build an adversary B that
breaks the n + 2-party sender-privacy of Ilspys, as follows:

e B receives (1,params,pkg, ..., pk, ).

e B runs H, but replaces (pkp,, pk'Pi7 Pkpys -+ Pkp, s PKp, sy PP, pk/y() with
(pko, - - -, Pk, 1) before running 7. All Sign, Simulate and Verify calls involving some
P; are performed by oracle calls.

e B stops H before the Sign(skp,, pkp,, pk/vs, ) call that will be replaced in H’ and
outputs (z,state), where state is the state of A at this point.

o 3 receives (2, state, 0*) and restores from state.
e B replaces Sign(skp,, pkp,, pk/vq, ) with o* and continues running H.
e B runs D and outputs what D outputs.

Observe that in the b = 0 case of Gif"dF", Sign is replaced by Sign(skp,, pkp, , pkyy, )
and in the b = 1 case it is replaced by Sign(skp, , pkp, , pk/y(, 2). Furthermore, observe that
the replacement of the public keys for all honest parties and pk};ﬁ is simply a relabeling
since they were all honestly generated. The only public key that is not honestly generated
was pk’y,, however since the adversary, by definition, does not know the corresponding
private key the replacement is undetectable to the adversary. The replacements of the
keys ensures that the b = 0 case of Gif"9P1¥ is equal to H and the b = 1 case equal to
', thus the distinguishing probability of D is the same as the winning probability of B
in the G%es"[f/':g’ game, which would imply that Adv%egvzfg is non-negligible. Since this is a
contradiction, it must be the case that no such D exists.

For modification (3), observe that both the initiator and the responder perform their
verification after having done all their communication. This means that it is impossible
for M to prove to a third party whether the key exchange was accepted or rejected by
P;. Modification (3) ensures that, for the simulator, even invalid signatures are accepted
by the simulated honest parties, but this change cannot alter the behaviour of the simu-

lated adversary as the adversary cannot detect this change. In fact, for each session, the
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simulated honest party could stop their execution after the last message is sent since the
rest of the execution is private and does not influence future sessions.
O

Corollary 4.8. Under Assumptions 4.2 and 4.3, SUSDVS (from [NJ16]) is an SDVS with
non-transferability against quantum adversaries, thus AuthBB using SUSDVS is deniable
in the standard model.

4,42 Eavesdropping on Interactions Between Honest Parties

In Theorem 4.7 we assume that the honest parties only perform QKE sessions with the
adversary, arguing that the adversary has no more power as a third-party observer than
she has as one of the participants. This assumption was also made in [DRGKO06] and we
consider it fundamentally sound. However, one can consider what happens if we relax it
and give the adversary the ability to force two honest parties to perform a QKE session.
The reason that this setting is interesting, is that the simulator is no longer able to create
a signature between two honest parties, as doing so requires the private key of either of
the honest parties. E.g. if two-party ring signatures were used for authentication, then
when Alice and Bob communicate the adversary can prove that at least one of them was
present, which would defy deniability.

To solve this problem, one can use the sender-privacy property of an SDVS scheme.
The simulator simply generates a keypair for each simulated honest party and uses this
to sign any messages, still designating the verifier by their original public key. Since all
eavesdropped sessions are between honest parties, the simulator can skip the verification
of these signatures. The sender-privacy property ensures that no third party can distin-
guish between these incorrect signatures and any correct ones the adversary might have
collected.

45 Conclusion

While the work presented here provides a firm basis for deniability in the quantum setting,
some obvious open problems remain. Firstly, our protocol delays all authentication until
the end. This is done to stop the adversary from intentionally sending an invalid signature
to cause an abort, as the simulator would not be able to perform the verification when
simulating the honest parties. However, this intentional abort can only be caused by
the behaviour of the adversary, which the simulator knows. Thus, intuitively deniability
should be achievable without this modification.

Furthermore, in the case of QKE, there is inherent independence between the classical
communication and the established key, meaning that the classical part of the transcript
contains no information about the established key [MSU13]. This leads us to conjecture
that using any deniable public-key authentication might be enough to create a deniable
QKE protocol.

Finally, we limit ourselves to the case where AUX = {0} for simplicity, however, we
conjecture that this restriction is not necessary and that the provided proof extends to
any AUX.
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CHAPTER 5

(Post-) Quantum Plaintext-Awareness

This chapter is based on the paper “Post-quantum Plaintext- Awareness” [EW22]| published
at PQCrypto 2022, which I wrote together with Ehsan Ebrahimi.

In this chapter, we formalize the plaintext-awareness notion in the superposition access
model in which a quantum adversary may implement the encryption oracle in a quantum
device and make superposition queries to the decryption oracle. Due to various possible
ways an adversary can access the decryption oracles, we present six security definitions
to capture the plaintext-awareness notion with respect to each way of access. We study
the relationships between these definitions and present various implications and non-
implications.

Classically, the strongest plaintext-awareness notion (PA2) accompanied by the indis-
tinguishability under chosen-plaintext attack (IND-CPA) notion yields the indistinguisha-
bility under chosen-ciphertext attack (IND-CCA) notion. We show that the PA2 notion
is not sufficient to show the above relation when targeting the IND-qCCA notion (Boneh-
Zhandry definition, Crypto 2013). However, our proposed post-quantum PA2 notion with
superposition decryption queries fulfils this implication.

5.1 Introduction

Plaintext-awareness is the property of a public-key encryption scheme that guarantees
the only way to feasibly create a ciphertext is using the encryption algorithm, similar
to the unforgeability notion for symmetric-key schemes. This property guarantees that
the creator of a ciphertext knows the corresponding plaintext, even without knowing
the secret key. This becomes a powerful tool when constructing proofs of other security
properties, as it effectively negates the need to provide the adversary with a decryption
oracle. For example, plaintext-awareness allows us to boost security from IND-CPA to
IND-CCA since the only difference between these security properties is the availability
of a decryption oracle to the adversary. Plaintext-awareness is also a useful property in
the setting of deniability, where one would often like a process between two parties to be
simulatable by either party. Plaintext-awareness steps in here and guarantees that any
ciphertext created in this simulation can be decrypted without the need for a secret key,
as the plaintext is known by the ciphertext-creating party and can be extracted from the
simulation. Lastly, plaintext-awareness can provide useful insight into why a scheme does
or does not achieve a certain level of security. Clearly, it is a property that one would
intuitively like to satisfy, as the natural way of creating ciphertexts is to use the encryption
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algorithm. When another way to craft ciphertext is available, i.e. when a scheme is not
plaintext-aware, this might indicate a gap in security.

The plaintext-awareness notion was first introduced in the random oracle model by
Bellare and Rogaway [BR95|. Vaguely speaking, their definition of plaintext-awareness
implies the existence of an extractor algorithm which, given access to the random oracle
queries, is able to decrypt any ciphertext outputted by the adversary. The main motivation
to define this notion was to show the security of Optimal Asymmetric Encryption Padding
(OAEP).

The definition in [BR95| does not take into account the possibility of eavesdropping
the communication by the adversary. Subsequently in [Bel+98]|, a stronger definition of
plaintext-awareness was introduced in the random oracle model. In [Bel+98], the adver-
sary is able to eavesdrop some valid ciphertexts (through an oracle) and the extractor,
given access to these ciphertexts and the random oracle queries made by the adversary,
should be able to decrypt any ciphertext outputted by the adversary.

The first attempt to define a plaintext-awareness notion in the standard model was in
[ILMO3], but, it needs to access a trusted third party. Later, Bellare and Palacio defined
three levels of plaintext-awareness notions in the standard model (PAO, PA1, PA2) without
the use of a third party [BP04]. In addition, they study the relations between these notions
and IND-CCA notions.

The PA+1 notion, which lies between PA1 and PA2, was introduced by Dent [Den06].
Dent showed that an encryption scheme that is PA+1 and “simulatable” is PA2. Then he
showed that the Cramer-Shoup encryption scheme is PA+1 and simulatable and therefore
it satisfies the PA2 notion. This result is extended in the journal version [BD14]. A
symmetric-key version of plaintext-awareness was considered in [And-+14].

In this chapter, we investigate the plaintext-awareness notion in the quantum setting.
This includes adopting the plaintext-awareness notion to the superposition setting in
which a quantum adversary is attacking a classical public-key encryption scheme.

5.1.1 Motivation

The plaintext-awareness notion is a strong security notion for public-key encryption
schemes, which guarantees that the adversary is not able to generate a valid ciphertext
without knowing the corresponding plaintext (called PA1). If we consider the possibility
of eavesdropping the communication for the adversary, a stronger notion is considered.
Namely, an adversary with the ability to eavesdrop on the communication is not able to
generate a valid ciphertext without knowing the corresponding plaintext unless it obtains
this ciphertext through eavesdropping (called PA2).

Since the advent of quantum algorithms that break some classical computational prob-
lems [Sho97], there has been extensive research to construct post-quantum secure public-
key encryption schemes'. This line of work varies from constructing public-key encryption
schemes from quantum-hard assumptions [McE78, Reg05] to considering stronger secu-
rity notions for public-key encryption schemes [BZ13b]. (For instance, the IND-qCCA
notion introduced in [BZ13b] in which a quantum adversary has superposition access to
the decryption oracle.)

Traditionally, the PA2 plaintext-awareness notion, accompanied by the IND-CPA no-
tion, is used to prove IND-CCA security. If we use public-key encryption schemes based
on quantum-hard assumptions, we will get the same result in the presence of a quantum

L Along with NIST competition to standardize the post-quantum public-key encryption schemes.
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adversary as well (PA2 + IND-CPA implies IND-CCA in the presence of a quantum ad-
versary). However, if one wants to achieve a stronger level of security (e.g. IND-qCCA
security), the classical PA2 notion is not sufficient. In fact, we show that Classical PA2
+ IND-qCPA does not imply IND-qCCA security (see Corollary 5.23.). Therefore, we
need to formalize a stronger plaintext-awareness notion to achieve a security level of type
IND-qCCA for public-key encryption schemes.

In addition, a post-quantum plaintext-awareness notion is used in a high-level manner
in some existing security proofs in the literature without giving any formal treatment of
the notion. For instance in [Ebr22], to show IND-qCCA security of plain OAEP trans-
form in the quantum random oracle model, the adversary’s inability in producing a valid
ciphertext (without executing the encryption oracle or eavesdropping the communication)
is crucial in the transition from Game 4 to Game 5 in their security proof. Note that this
step will not hold with a classical PA2 notion since the adversary attacking in the sense of
the IND-qCCA notion has superposition access to the decryption oracle. However, in the
classical PA2 notion, the adversary can only make classical decryption queries in order
to generate a valid ciphertext. Formalizing a post-quantum plaintext-awareness notion
will lead to more formal and accessible IND-qCCA security proofs. And currently, such a
notion is not available in the literature.

And last but not least, a quantum adversary on input pk can implement the encryption
oracle in his quantum device. So it is natural and necessary to investigate the effect of this
stronger access to the encryption oracle on the plaintext-awareness notion. Currently, it
is unknown if superposition access to the encryption oracle renders public-key encryption
schemes not-plaintext-aware or it does not give a noticeable advantage to the ciphertext-
creator adversary.

The overall conclusion is that formalizing and investigating the plaintext-awareness
notion in the quantum setting seems a natural and necessary extension given the facts
that: 1) a quantum adversary can have quantum access to the encryption oracle and the
effect of this access to PA notions is unknown, 2) available plaintext-awareness notions
are not sufficient to conclude stronger security notions like the IND-qCCA notion, 3)
some post-quantum security proofs rely on post-quantum plaintext-awareness notions in
a high-level argument without any formal definition for PA notions in the quantum setting,
etc.

5.1.2 Challenges and Our Contribution

Intuitively, we say a scheme is (classically) plaintext-aware if for any (ciphertext-creator)
adversary A, there exists a (plaintext-extractor) algorithm A* that, when given access to
the “view” of A, is able to answer the decryption queries outputted by .A.

In the quantum setting, a quantum adversary on input pk can implement the encryp-
tion oracle in its quantum device, or equivalently, the adversary can run the encryption
oracle in superposition. At first glance, it seems that the plaintext-awareness notion might
not be possible to achieve when the adversary can execute the encryption oracle in su-
perposition. Hypothetically, assume that an adversary A is able to access the encryption
oracle by the “minimal-query model” [Kas+02], that is |m) — |Enc(m;r)) (where r is a
classical value chosen uniformly at random from the randomness space), without using
any ancillary registers. In this model, the adversary is able to generate a valid ciphertext
without knowing its corresponding plaintext. Namely, the adversary queries the uniform
superposition of all messages, > |m), to get the superposition of corresponding cipher-
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texts, > |Enc(m;r)). Now if the adversary measures the state Y |Enc(m;r)), the result
is a random valid ciphertext for which the algorithm A* might not be able to decrypt.

Even though the minimal query model has been studied in many works [Kas+02,
GHS16, Car+21, GKS21], it is not a canonical quantum access model. For private-key
encryption schemes, the implementation of this query model requires some ancillary quan-
tum registers and a decryption query. In the public-key setting, the query model can be
implemented for some public-key encryption schemes without knowledge of the secret
key but with access to an ancillary register containing the randomness needed for the
encryption [GKS21]. These encryption schemes are called “recoverable public-key encryp-
tion schemes” in [GKS21]. Note that this implementation of the minimal query model
requires an ancillary register to store the randomness, that is, |r,m) — |r,Enc(m;r)).
Measuring the quantum state after the query fixes a randomness r and ¢ := Enc(m;r)
and using this randomness r, A* is able to recover m from c¢, that is, the adversary knows
the corresponding plaintext of ¢ and the attack sketched above does not work for this
implementation.

In this chapter, we consider the “standard query model” and not the minimal query
model to formulate superposition access to the encryption oracle. For any classical
function f, the standard way to implement this function in a quantum computer is
Us @ |z,y) — |7,y @ f(x)). So for an encryption oracle Encpk, we consider Ugn, :
|m,r,c) — |m,r,c® Enco(m;r)). Clearly, this transformation is a unitary and an invo-
lution. In the above, we briefly discussed that available implementations of the minimal
query model require some ancillary registers along with either a decryption query or access
to the randomness register. Even though there is no implementation of the minimal query
model without using ancillary registers (|m) — |Encyk(m;))) and it might not be possible
at all to implement the minimal query model without the use of ancillary registers (since
a quantum operation is a unitary but the size of the ciphertext space is usually bigger
than the size of the plaintext space and the operation |m) — |Encp(m; 7)) might not be a
unitary), we give an argument below why it is not reasonable to consider the query model
|m) — |Encpk(m; 7)) to define plaintext-awareness notions.

5.1.3 Philosophical reasoning.

Note that in the public-key setting, the encryption oracle can be implemented in the
standard way, so any effort conducted by the adversary to implement the query model
|m) — |Encpk(m; 1)) instead of implementing the encryption oracle as a standard query
might be considered an intentional effort to forget the corresponding plaintext that is
encrypted. Considering it from a different angle, let us consider this classical scenario
in which the classical adversary encrypts a message m to obtain the ciphertext ¢ :=
Enc(m;r), then it permanently deletes m from its memory. Now, the adversary possesses
a ciphertext ¢ without knowing its corresponding plaintext. We argue that any effort by
the adversary to implement the query model |m) — |Encpk(m;r)) lies in the “encrypt-
then-forget” argument sketched above.

In addition, we need to propose a notion that captures the vague intuition that we
established above: “a valid ciphertext that is not the output of a superposition execution
of the encryption oracle”. Note that a superposition query to the encryption oracle can
contain an exponential number of ciphertexts and thus we cannot argue that the output
of the adversary is not in this superposition of ciphertexts.
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PGPA2-Qgec PqPA2-Cyec PGPAL-Qqec PqPA1-Cyec PGPAO-Qgec PGPAO-Cyec
PqPA2-Qqec — Theorem 5.14 | _ Theorem 5.15 = iy =
pqPA2-Cgec s Theorem 5.17 = —Theorem 5.14 | g Corollary 5.19 =
PqPA1-Qgec = s Theorem 520 — Theorem 5.14 | Theorem 5.16 =
pqPA1-Cy > > s Theorem 5.17 > — Theorem 5.16
ec
paPA0-Qq = - - & Theorem 5.21 — Theorem 5.14
ec
pqPA0-Cec - N > - & Corollary 5.18

Table 5.1: Implications and separations between definitions. An arrow in row n, column
m indicates whether n implies or does not imply m. The superscript number next to an
arrow indicates the number of the corresponding theorem. Arrows without a superscript
follow by transitivity.

5.1.4 Our Contribution

In the superposition setting (when a classical public-key encryption scheme is attacked by
a quantum adversary), we present various definitions. These definitions vary with respect
to the following criteria:

e Number of decryption queries: one or many.
e Type of decryption queries: classical or quantum.
e Possibility of eavesdropping some ciphertexts.

Then, we study the relationship between these notions. Table 5.1 summarizes these no-
tions and their relations with each other. In the abbreviation of notions, pq stands for
post-quantum, Cgec stands for classical decryption queries, Qgec stands for quantum de-
cryption queries, PAQ is a notion with one decryption query and without the possibility of
eavesdropping, PA1 is a notion with many decryption queries and without the possibility
of eavesdropping and PA2 is a notion with many decryption queries and the possibility of
eavesdropping. So for example, pqPA1-Qgec is a notion in which the adversary is allowed
to make many quantum decryption queries but is not allowed to eavesdrop ciphertexts.

Our notions are an adaptation of classical PAO, PA1, and PA2 notions in the standard
model [BP04] to the quantum setting. Vaguely speaking, a public-key encryption scheme
is plaintext-aware with respect to a class of adversaries if for any adversary A in the
class, there exists a plaintext-extractor algorithm A* that given access to the view of A is
able to simulate the decryption algorithm without using the secret key. Classically, given
access to the view of A is formalized by given A* the access to the coin tosses of A. In
our setting, the adversaries are QPT algorithms and are able to generate randomness by
doing some quantum operations. For instance, applying Hadamard to |0) and measuring
the result in the computational basis gives a random bit. To formalize our notions, we
give A* access to the internal quantum registers of A.

For instance, we say a public-key encryption scheme is pqPA1-Qqec if for any QPT
ciphertext-creator adversary A that makes quantum queries to the decryption oracle,
there exists a QPT plaintext-extractor algorithm A* that given access to the internal
registers of A can simulate the decryption queries. In more detail, the execution of A
querying the decryption oracle is indistinguishable from the execution of A querying A*
for any QPT distinguisher D.

For PA2 notions, the possibility of eavesdropping the communication is given to A
by classical access to a randomized algorithm P (called a plaintext-creator) that upon
receiving a query from A generates a message, encrypts it and sends the ciphertext to
A. (Since in the post-quantum setting the honest parties use the classical public-key
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encryption schemes to communicate, we do not consider the possibility of eavesdropping
a superposition of ciphertexts in this chapter.) Note that A* does not have any access
to the internal quantum registers of P, so it might not be able to decrypt a ciphertext
obtained from P. The list of these ciphertexts is given to both the decryption oracle and
A* to return L when one of these ciphertexts is submitted as a decryption query.

5.1.5 Organization

We present some preliminaries in Section 5.2. In Section 5.3, we define six possible defini-
tions for the plaintext-awareness notion in the post-quantum setting. Section 5.4 discusses
the relationships between notions. Finally, we discuss the achievability of our notions in
Section 5.5.

5.2  Preliminaries

Any classical function f : X — Y can be implemented as a unitary operator Uy in a
quantum computer where Uy : |z,y) — |z,y @ f(x)) and it is clear that U} =Us. A
quantum adversary has standard oracle access to a classical function f if it can query the
unitary Uy.

5.2.1 Definitions

We define a strong quantum-secure pseudo-random permutation as a permutation that is
indistinguishable from a random permutation when the quantum adversary has superpo-
sition access to the permutation and its inverse.

Definition 5.1. We say a permutation P a strong quantum-secure pseudo-random per-
mutation if for any QPT adversary A,

|Pr[b=1:b+ A"V, —Prb=1:b+« A"~Y=1]| < negl(x),

where 7 is a truly random permutation and k is the security parameter.

5.2.2 Commitment Scheme

In the following, we define a commitment scheme.

Definition 5.2 (Commitment Scheme). A commitment scheme consists of three polyno-
mial algorithms Gen, Com and Ver described below.

e The key generating algorithm Gen that on the input of the security parameter 1%
returns a public-key pK.oy, -

e The commitment algorithm Com on the inputs pk
randomness r and returns ¢ := Com(pk
information w.

com and a message m chooses a

coms M 7) and the corresponding opening

e The wverification algorithm Ver on the inputs pk
(b=1) or rejects (b=0).

coms €, w and m, either accepts

93



The scheme has the correctness property, that is, the verification algorithm returns 1 with
the probability 1 if c,w are the output of Com:

Pr[b =1 : pkeyy, < Gen(17), (¢, w) < Com(pk, gy, M), b < Ver(pk,o,m,, ¢, w, m)] = 1.

com

We define the hiding and binding properties of a commitment scheme against a QPT
adversary.

Definition 5.3. We say a commitment scheme (Gen(1%), Com, Ver) is computationally
hiding if for any pk + Gen(1%), for any two messages my, mo and for any QPT
distinguisher D

com

‘PI‘ [D(pkcom7 Cl) =1: (Clvwl) — Compkcom (ml)} -
Pr[’D(pkcom,Q) =1:(co,wa) < Comyy, (mg)]| < negl(k).

Definition 5.4. A commitment scheme (Gen(1"), Com, Ver) is computationally binding
if for any commitment ¢, and any QPT adversary A

| Pr [Ver(pk c,my,wi) = 1A Ver(pkeon,

PKoom — Gen(17), (my, w1, ma, wa) < A(c, pkeom )] < negl(x).

coms c,ma,w2) = 1 Amy #may:

Note that these properties are achievable, for instance, the commitment scheme in
[Jai+12] fulfills these properties under certain computational assumptions.

We define a one-way public-key encryption scheme below. This is the minimum se-
curity requirement for an encryption scheme. This is needed for separation theorems
between PA notions to exclude trivial encryption schemes, for example, the identity en-
cryption scheme that is defined as Encpc(m) = m, which are plaintext-aware with respect
to any reasonable definition.

Definition 5.5. We say a public-key encryption scheme I1 = (KeyGen, Enc, Dec) is one-
way if for any QPT adversary A

Pr [A(pk, ¢) =m : (pk,sk) < KeyGen(1%),m & M,c <+ Encpk(m)} < negl(k),
where M is the message space. It is implicitly assumed |M| = poly(k).

5.2.2.1 IND-qCPA and IND-qCCA.

Here, we define a quantum IND-CPA and quantum IND-CCA notion used in this chapter.
Note that a quantum adversary can implement a public-key encryption algorithm in its
quantum device since pk is public. To define IND-qCPA and IND-qCCA notions, we
need to determine whether the challenge queries and decryption queries are classical or
quantum. There are many quantum IND-CPA notions available in the literature [Car-+21]
that include definitions with classical challenge queries and quantum challenge queries, on
the other hand, there is only one definite quantum IND-CCA notion (called IND-qCCA)
available in the literature that only allows classical challenge queries [BZ13b]? the weakest
quantum IND-CPA notion which, accompanied by our quantum PA2 notion, implies the
IND-qCCA notion. We follow the definitions proposed in [BZ13b] by Boneh and Zhandry
in this chapter.

2There are some very recent research to define a quantum IND-CCA notion with quantum challenge
queries (for instance [CEV22, GKS21]).
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Definition 5.6. We say an encryption scheme Enc is IND-qCPA secure if the following
two games are indistinguishable for any QPT adversary X .

3 qCPA
_Game 0: GX’0

(pk, sk) + KeyGen(1"), mo, my < X(pk),
Enc(mg;rg) < Challenger(mg, my), b < X(pk, Enc(mg;ro))

3 qCPA
_Game 1: GX’1

(pk,Sk) <~ KeyGen(1H)7 mo, My <— X(pk),
Enc(mq;71) < Challenger(mg,m1), b < X(pk, Enc(mq;71))

In other words, | Pr [GQX(’E)A = 1] —Pr {Gng’fA = 1]| < negl(k) for any QPT adversary
X.

5.22.2 IND-qgCCA

Here, a quantum adversary can query the encryption and decryption oracle on a superpo-
sition of inputs but the challenge queries are classical. Let List be the list of ciphertexts
obtained during the challenge phase. We say List is defined if at least one challenge query
has been executed. We define a decryption algorithm Dec'(sklist) as follows:

1 if List is defined and ¢ € List

Decek(c) otherwise

Dec/(sk,List) (c) = {

Definition 5.7. We say an encryption scheme Enc is IND-qCCA secure if the following
two games are indistinguishable for any QPT adversary X .

. ~qCCA
_Game 0: GX’0

Up..s
(pk, sk) < KeyGen(1*), Mo, my <— X ek List) (pk),
Up..s
Enc(mg;ro) < Challenger(mg, my), b+ X Pe<(ak, List) (pk, Enc(mq; 1))

. qCCA
_Game 1: GX’1

U /
(pk7sk) — KeyGen(l”), mo’énl X PC(sk,List) (pk),
Enc(mi;r) 4 Challenger(mg,m1), b4 X "<torise) (pk, Enc(mi; 7))

In other words, | Pr [Ggfg‘q = 1} —Pr [GgSICA] | < negl(k) for any QPT adversary X.

5.3 Post-quantum Plaintext-awareness

In this section, we define plaintext-awareness for classical encryption schemes in the pres-
ence of a quantum adversary. Let Q;,; indicate the internal registers of the ciphertext-
creator adversary A. Note that Q,: includes the input, output and some ancillary regis-
ters of A.
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5.3.1 Post-quantum PAO, PA1

There are two possible cases to define PAO and PA1. Namely, either A’s goal is to output
a classical ciphertext without knowing its corresponding plaintext or its goal is to output
a superposition of ciphertexts where the corresponding quantum plaintext is unknown to
A. In the formulation of these two possible cases, the access to the decryption oracle will
differ. Namely, either the adversary A has classical access to the decryption oracle or it
has superposition access to the decryption oracle. In other words, to say that A is not
able to output a valid classical (quantum) ciphertext unless it executes the encryption
algorithm, there should be an algorithm .4* that can respond to classical (quantum)
decryption queries given the internal registers of A. That is, any valid ciphertext known
to A can be decrypted if A* has access to the internal register of A.

5.3.1.1 Classical decryption queries

We define the definition using two games. In the real game, A given pk has access to
the decryption oracle. In the fake game, the decryption queries will be answered with an
algorithm A* that has access to the internal register of A. In both games, A outputs a
quantum state in the end. We say a public-key encryption scheme is plaintext-aware if,
for any QPT adversary A, there exists a QPT algorithm A* such that the output of these
two games is indistinguishable for any QPT distinguisher D. Without loss of generality,
we assume that the output of D is determined with a computational basis measurement.
This computational indistinguishability definition for quantum states is common in the
literature, for instance in Definition 1 in [Kaw05].

Game G’:gz\l'cd“. In this game, the ciphertext-creator adversary A given pk has classical
access to the decryption oracle. At the end, A outputs a quantum state.

PqPA1-Cyec
Game G,

( (pk, sk) < KeyGen(1%), p, < AP (pk)

Game G‘}ﬂf'cdec. In this game, A’s decryption queries will be responded by a plaintext-
extractor algorithm A*. Here, A* has access to pk and the internal register of A. At the
end, A outputs a quantum state.

pqPA1-Cyec
Game Gfake

(pk, sk) < KeyGen(1%), p,. + AA (PkQint) (pk)

Definition 5.8 (pqPA1-Cyec). We say a public-key encryption scheme Enc is pqPA1-Cyec
plaintezt-aware if for any QPT ciphertext-creator A, there exists a QPT plaintext-extractor
A* such that for all QPT distinguishing algorithms D, the advantage of D in distinguishing

Gﬁgg?l_cd“ and G?ﬁil'cd“ is negligible as a function of the security parameter:

AdVD,A = |Pr [D(pn) =1: Pr — G?gs’?l'cdec] _
Pr ['D(p,ﬁ) =1:p, G?%ZAel_Cdec | < negl(x),

where the output of D is determined with the computational basis measurement.
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Definition 5.9 (pqPA0-Cqec). This is defined similarly to pqPA1-Cyec except the adversary
A is allowed to make only one decryption query.

5.3.1.2 Superposition decryption queries.

In this subsection, we define plaintext-awareness definition when the adversary A has su-
perposition access to the decryption oracle. Similar to the above definition, we define this
notion using two games.

Game Gﬁ:gfl'Qd“. In this game, the ciphertext-creator adversary A given pk has quantum
access to the decryption oracle. At the end, A outputs a quantum state.

quPAl'Qdec

Game G},

’7 (pk, sk) < KeyGen(1%), p, < AUpess (pk)

Game G?ZF,;AELQ‘*“. In this game, A’s quantum decryption queries will be responded to by
a plaintext-extractor algorithm A*. Here, A* has access to pk and the internal register of
A. At the end, A outputs a quantum state.

PqPA1-Qqec
Game Gfake

(pka Sk) — KeyGen(l“), Pr A'A*(pk’Qi"t)(pk)

Definition 5.10 (pqPA1-Qgec). We say a public-key encryption scheme Enc is pqPA1-Qgec
plaintezt-aware if for any QPT ciphertext-creator A, there exists a QPT plaintext-extractor
A* such that for all QPT distinguishing algorithms D, the advantage of D in distinguishing

Gﬁjsﬁl'Qd“ and G?ﬁﬁLQm is megligible as a function of the security parameter:

Advp 4 = |Pr|D(ps) =1: py quPAl'Qdec:| _

real

Pr [D(p,{) =1:p, G?ﬁél_Qd“]

< negl(x),

where the output of D is determined with the computational basis measurement.
Definition 5.11 (pqPA0-Qgec). This is defined similarly to pqPA1-Qqec except the adver-

sary A is allowed to make only one decryption query.

5.3.2 Post-quantum PA2

In pgqPAO and pgPA1l definitions, it has not been considered that the adversary may be
able to eavesdrop some ciphertexts and use them to generate new ciphertexts without
knowing their corresponding plaintexts. There are two scenarios for the eavesdropping:

e The adversary may eavesdrop some classical ciphertexts.
e The adversary may obtain some superposition of ciphertexts.

Note that in the post-quantum setting, the honest parties are using their classical devices
to communicate. So the assumption that the adversary may be able to eavesdrop some
superposition of ciphertexts seems too exotic and we do not analyse it in this chapter.
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A possible plaintext-awareness definition that considers superposition eavesdropping
may be difficult to define due to the no-cloning theorem. For instance, if we follow the
above formalism, the plaintext-creator adversary P upon receiving the input and output
registers Qinp and Qo from A, can apply a random unitary to Qinp, then applies the
encryption unitary and sends both registers back to the adversary. But now it is not clear
how one can handle decryption queries. More specifically, the superposition ciphertexts
that have been created by calling P can not be recorded in general and if one of them is
submitted as a decryption query, in the real game, the decryption oracle will return the
corresponding superposition of messages but in the fake game, A* is not able to return
the corresponding superposition of messages without access to the internal register of P.
Note that if A* is able to decrypt those queries without access to the internal register of
‘P and the secret key, it renders the encryption scheme insecure.

The possibility for eavesdropping is granted to the adversary by a randomized algo-
rithm P (called the plaintext-creator). Here, P upon receiving a query from A outputs the
encryption of a message of its choosing to A. Additionally, P adds m and its corresponding
ciphertext to a List.

Similar to pgPAO0 and pqPA1l, we consider two possible goals for the adversary .A:
outputting a classical ciphertext without knowing its corresponding plaintext or a super-
position of ciphertexts without knowing its corresponding superposition of plaintexts.

Recall that DecéskyLiSt) is defined as:

1L if List is defined and ¢ € List
Decek(c) otherwise '

Decl(sk,List) (c) = {

5.3.2.1 Classical decryption queries

In this subsection, we define plaintext-awareness when the adversary A has classical access
to a plaintext creator algorithm P and the decryption oracle Dec'(sk,List). Similarly, we
define the notion using two games.

Game GESZF'C“C. In this game, the ciphertext-creator adversary A given pk has oracle
access to P. It has classical access to the decryption oracle Dec/(sk)List). At the end, A
outputs a quantum state.

pqPA2-Cyec
Game G,

( (pk, sk) + KeyGen(1%), p, < AP Psrion (pk)

Game G;‘lz/f'cd“. In this game, A’s decryption queries will be responded to by a

plaintext-extractor algorithm A*. Here, A* given pk has access to List and the inter-
nal register of A. At the end, A outputs a quantum state.

pqPA2-Cyec
Game Gfake

(pk, sk) < KeyGen(1%), p, < APA" (PkList,Qine) (pk)

Definition 5.12 (pqPA2-Cyec). We say a public-key encryption scheme Enc is pqPA2-Cyec
plaintezt-aware if for any QPT ciphertext-creator A, there exists a QPT plaintext-extractor
A* such that for any QPT plaintext-creator P and any QPT distinguishing algorithms D,
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pqPA2-Cyec and quPA2‘Cdec

roal Fake is negligible as a function

the advantage of D in distinguishing G
of the security parameter:

real

Advp 4 = |Pr|D(p.) = 1: p. quPAz-cdec] _

Pr[D(pw) = 1: pr = GTA7] | < megl(n),

where the output of D is determined with the computational basis measurement.

5.3.3 Superposition decryption queries.

In this subsection, we define plaintext-awareness when the adversary A has classical ac-
cess to a plaintext creator algorithm P and superposition access to the decryption oracle
DecEsk’List). Similarly, we define the notion using two games.

Game G?ZZF'Q"“. In this game, the ciphertext-creator adversary A given pk has oracle
access to P and superposition access to the decryption oracle. At the end, A outputs a
quantum state.

Game GP? PA2-Qqec

real
P, Upecs
|7 (pk, sk) < KeyGen(1%), p,. < A = "Gerise) (pk)

Game G%ZA&Q'Q"“. In this game, A’s decryption queries will be responded to by a
plaintext-extractor algorithm A*. Here, A* given pk has access to List and the inter-
nal register of A. At the end, A outputs a quantum state.

PAPA2-Qqec
Game G Fake

(pk, sk) < KeyGen(1%), p, < APA"(PkList.Qint) (pl)

Definition 5.13 (pqPA2-Qgec). We say a public-key encryption scheme Enc is pqPA2-Qec
plaintext-aware if for any QPT ciphertext-creator A, there exists a QPT plaintext-extractor
A* such that that for any QPT plaintext-extractor P and any QPT distinguishing algo-
rithms D, the advantage of D in distinguishing GFT’SZZAQ'Q““ and G‘]’cﬂﬁz-Qd“ is negligible as
a function of the security parameter:

Advp 4 = |Pr|D(ps) =1: ps quPAQ'Qdec:| -~

real

Pr[D(pe) = 1: pu = GHIA %] | < negl(w),

where the output of D is determined with the computational basis measurement.

5.4 Relationships Between Notions
In this section, we study the relations between different PA notions defined in this chap-

ter. In addition, we show that the pqPA2-Qqec plaintext-awareness notion defined in this
chapter along with IND-qCPA security implies IND-qCCA security.
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5.4.1 Relationships between PA notions

5.4.1.1 Implications.

First, we show the implications between the notions. Clearly, pqPAi-Qqgec plaintext-
awareness implies pqPAi-Cgyec plaintext-awareness for ¢ = 0,1,2. The reason is the exis-
tence of a plaintext-extractor algorithm A4* for an adversary 4 that makes superposition
queries to the decryption oracle is enough to prove pqPAi-Cgec plaintext-awareness. In
other words, the algorithm A* is a plaintext extractor for an adversary attacking in the
sense of pqPAi-Cyec.

Theorem 5.14. For anyi = 0,1, 2, a public-key encryption scheme Enc that is pqPAI-Qgec
plaintext-aware, it is pqPAi-Cyec plaintext-aware.

Below, we investigate the relations between PAi notions for different i.

Theorem 5.15. If an encryption scheme is pqPA2-Qu aware then it is pqPA1-Qu aware
when Qu S {Cdec; Qdec}-

Proof. The proof is straightforward because an adversary A that breaks pqPA1-Qu aware-
ness can be run to break pqPA2-Qu awareness. In more detail, the reduction adversary B
runs A and simulates A’s decryption queries using its decryption oracle. (Note that the
reduction adversary B does not use the possibility of querying the plaintext-creator and
breaks the pgPA2-Qu awareness notion.) O

Theorem 5.16. If an encryption scheme is pqPA1-Qu aware then it is pqPAO-Qu aware
when Qu € {Cdec; Qdec}-

Proof. The proof is obvious since the only difference between PA1 and PAO notions are
the number of decryption queries, which is polynomially many queries and one query,
respectively. O

5.4.1.2 Non-implications.

The rest of this subsection shows non-implications (i.e. separations) between notions.
Note that in order to exclude the trivial encryption schemes that are plaintext-aware with
respect to all definitions (for instance, the identity encryption), we add a security require-
ment (one-wayness or IND-qCPA security) for encryption in the separation theorems.

Below, we show that pqPAi-Qgec is strictly stronger than pqPAi-Cgec for i = 1,2. The
high-level idea is to take an encryption scheme that is pqPAi-Cyec plaintext-aware and
modifies its decryption algorithm in a way that remains pqPAi-Cgec plaintext-aware but
it leaks a valid ciphertext to the pqPAi-Qgec adversary.

Theorem 5.17. A one-way pqPAi-Cgec plaintext-aware public-key encryption scheme is
not necessarily pqPAI-Qgec plaintext-aware for i =1, 2.

Proof. Let II = (KeyGen, Enc, Dec) be a public-key encryption scheme that is pqPAi-Cyec
plaintext-aware. Let {0,1}" be the ciphertext space of II. Let the ciphertext ¢, be gen-
erated by choosing a random message m and a randomness r and computing Enc(m;r).
We modify IT to a new encryption scheme II' = (KeyGen’, Enc’,Dec’). The algorithm
KeyGen’ runs KeyGen to get (pk,sk), it outputs a key pk,,,, for a computationally hiding
and binding commitment scheme (Com, Ver), and it chooses a random periodic func-
tion f on ¢,. (That is for any = € {0,1}", f(z ® ¢,) = f(x).) It returns the pair
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(pk’,sk’) = ((pk, Pk om), (sk, f)) and the commitment value coo,m = Com(pk,,,,,C,) with
the corresponding opening w. For any message m in the message-space of II, Enc;k/ (m) =

Encpk(m)|| L. The new decryption algorithm Decl(sk, s) takes as input a ciphertext from
({0,1}" U L) x ({0,1}™ U L) and operates as the following:

Decqk(c1) if ¢; #1L and ¢y =1
D v if c; =1L and ¢y = ¢,
Decl(sk f,r) (01762) = eCSk(c )”THW 1 “ anc e ¢ .
o 1 ifcg =L and ¢y # ¢,
f(c2) otherwise

Since Decyys (Encyy(m)) = Decg(Encp(m)), 11" satisfies the correctness property. It is
clear that II' is one-way since II is one-way. We show that II’ is pqPA1-Cge. plaintext-
aware. Let A* be the QPT plaintext-extractor algorithm for II. We construct a QPT
plaintext-extractor algorithm A"* for II’. Namely, A™* chooses a random function f’ with
the same domain and co-domain as f and for any (c1,ce) operates as follows:

A*(c1) ifep #L and o =1
A*(e1,e0) =< L if c; =1
f'(e2)  otherwise

Note that an adversary with classical access to the decryption oracle is not able to get ¢, .
In addition, the commitment scheme is computationally hiding and ¢, reveals ¢, only
with a negligible probability. Therefore, the decryption query (L,c,) will be submitted
with a negligible probability. Since for a polynomial-time adversary with classical access
to f and f’, these two functions are indistinguishable, A’* is a successful polynomial-time
plaintext-extractor algorithm for IT'.

However, an adversary A with superposition access to Dec’, can choose a random
ciphertext ¢’ from {0,1}" and queries |') ® 3° ¢ (g 1}n ﬁ |c) to Dec’. Therefore, the ad-
versary can employ Simon’s quantum algorithm [Sim97]to obtain ¢, and break pqPAi-Qgec
plaintext-awareness. In more detail, A submits (L, ¢,) as a decryption query. After get-
ting a response m/||r’||w’, it checks if ¢, = Enc(m/;7") and Ver(pK, o, Ccom, Cv,w') = 1. If
both equalities hold, it returns 1, otherwise, it returns 0.

In the real case, the Dec’ returns Decg(c,)||r and A outputs 1 with a high probability,
namely the probability of Simon’s algorithm succeeding. However, in the fake game, since
Enc is one-way and the commitment scheme is computationally binding, there is no QPT
algorithm A* that can simulate an answer to the decryption query (L, ¢,) such that both
equalities above hold with a non-negligible probability. So A returns 1 with a negligible
probability in this case. Consequently, a distinguisher that returns the output of A can
distinguish between the real game and the fake game with a non-negligible probability. [

We can use a similar trick to show that pqPA0-Qgec is strictly stronger than pqPAO-Cyec.
Since Simon’s algorithm needs a polynomial number of queries to extract ¢, but in the
pgPA0-Cgec notion the adversary is only allowed to make a single query, we need to modify
Dec’ a bit further. Namely, we expand the ciphertext space and define Dec” as the
following:

Dec(e1) ifep #L andeg=---=¢, =1
DeCH(Cl,CQ, o ,Cm) _ Decsk(cv)||r||w lf ClL=C =" "+=2Cnp =1 and Co = Cy .

1 if c; =1 and ¢y # ¢,

f(e2)||---||f(em) otherwise
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The adversary queries

e . %M@-“@ >

1
Tn |c)
ce{0,1}n ce{0,1}"

NG

to Dec” to extract c,. (Note that m is big enough that Simon’s algorithm returns ¢, with
a high probability.)

Corollary 5.18. A one-way pqPA0-Cyec plaintext-aware public-key encryption scheme
Enc is not necessarily pqPA0-Qqec plaintext-aware.

Therefore, we can conclude that even the strongest plaintext-awareness notion with
classical decryption queries will not imply the weakest plaintext-awareness notion with
quantum decryption queries.

Corollary 5.19. A one-way pqPA2-Cyec plaintext-aware public-key encryption scheme
Enc is not necessarily pqPA0-Qqec plaintext-aware.

Proof. The proof is similar to the proof of Corollary 5.18. O

In the theorem below, we show that an adversary with the ability to eavesdrop some ci-
phertexts is strictly stronger than an adversary without this ability. Namely, we show that
an encryption scheme that is pqPA1-Qqec plaintext-aware is not necessarily pqPA2-Cyec
plaintext-aware. The high-level idea to show this claim is to design an encryption scheme
that is malleable on the last bit, however, this malleability does not change the corre-
sponding plaintext. In other words, if we flip the last bit of any ciphertext, we will get a
valid ciphertext, but, without any change on the corresponding plaintext. A PA1 adver-
sary is not able to use this malleability since this does not change the plaintext inside of
the ciphertext. However, an PA2 adversary can obtain a valid ciphertext (¢, b) by eaves-
dropping and change it to a new ciphertext (c,b@® 1) where its corresponding plaintext is
unknown to the adversary.

Theorem 5.20. A public-key encryption scheme that is pqPA1-Qqec plaintext-aware and
IND-qCPA secure, it is not necessarily pqPA2-Cyec plaintext-aware.

Proof. Let II = (Enc, Dec, KeyGen) be a pqPA1-Qgec plaintext-aware. We construct the
following encryption scheme IT':

o KeyGen' = KeyGen
e Enc'(m) = Enc(m)]|0
e Dec/(c||b) = Dec(c), where b € {0, 1}

The IND-qCPA security of I’ is obtained easily by the IND-qCPA security of II. We show
that IT' is also pqPA1-Qqgec plaintext-aware. Let A be an adversary that attacks II” in the
sense of pqPA1-Qqgec. We construct an adversary 3 that attacks II. The adversary B runs A
and answers its decryption queries as follows. Let Q., @y be the input quantum registers
for ¢, b respectively. Let Q¢ be the output quantum register. The adversary B upon
receiving Q., Qp, Qour registers from A, it forwards @, Qo registers to its decryption
oracle. After getting back Upec(QcQout) from its decryption oracle, it sends all three
registers to A. It is clear that the decryption queries are simulated perfectly for A. Since
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IT is pqPA1-Qqgec plaintext-aware, there exists a plaintext-extractor algorithm B* for B.
Now from B*, one can construct an extractor A* for A. Namely, A*(c||b) := B*(c).

However, II" is not pqPA2-Cyec plaintext-aware. Let A be an adversary that sends two
messages mg := 0" and m := 1" as a query to its plaintext-creator P. Upon receiving
a ciphertext (c||0) from P, it sends (c||1) as a decryption query. If the answer is 07, it
returns 0, otherwise it returns 1. Consider a plaintext-creator algorithm P, that upon
receiving a query mg,mq, it sends m; to Enc. Then, it forwards (¢;||0) := Enc(my) to the
adversary. Let D be a distinguisher that returns the output of A. Proof by contrary, let’s
assume that II is pqPA2-Cgec plaintext-aware. Then, there exists a plaintext-extractor
algorithm A* that works for (A, Py, D) and (A, P1, D). That is,

quPA2'Cdec (A, UDec’a Po, D) A G?f?llzzz-(:dec (.A, A*, PO» D)

real

and

GPIPAZCoee (A, Upeer, P, D) 2 GRIATCoe (A, A, Py, D)

real

It is clear that in the real case, D returns 0 with the probability 1 when A interacts with Py
and it returns 1 with the probability 1 when A interacts with P;. So these two games are
distinguishable. Consequently, in the fake game, A’s interaction with Py is distinguishable
from its interaction with P;. And this is a contradiction to the IND-qCPA security of
IT". Namely, an adversary B that runs A and answers its decryption queries with A4* and
its queries to a plaintext creator with II'’s challenger can break IND-qCPA security of
Ir. O

In the following theorem, we show that a one-way public-key encryption scheme that
is plaintext-aware against adversaries that make a single quantum decryption query is
not necessarily plaintext-aware against adversaries that make many classical decryption
queries. The high-level idea is that the decryption oracle partially reveals a valid ciphertext
in each query. In more details, we write a valid ciphertext ¢, as XOR of two random values

c,(Jl) and C5,2)7 that is ¢, = cg,l) &) 01(,2). Then the decryption oracle reveals one of cz(,l) or

05,2) randomly in each query. Obviously, the adversary with a single query is able to get

one of cgl) or c£2) and that does not give any useful information. On the other hand, the

adversary with many decryption queries is able to obtain c,,.

Theorem 5.21. A one-way pqPA0-Qqec plaintext-aware public-key encryption scheme is
not necessarily pqPA1-Cyec plaintext-aware.

Proof. Let II = (KeyGen, Enc, Dec) be a pgPA0-Qgec plaintext-aware encryption scheme.
Let ¢, be a ciphertext that is generated by choosing a random message m and a randomness

r and computing Enc(m;r). Let cg,l) and 05,2) be two random elements such that ¢, =

cg,l) @ 05,2). We construct an encryption scheme IT' = (KeyGen’, Enc’, Dec’). The algorithm
KeyGen' runs KeyGen to get (pk,sk) and it outputs a key pk.,,, for a computationally
hiding and binding commitment scheme (Com, Ver). That is, the outputs of KeyGen’ are
((pk, PKeom,)s sk) and the commitment value ¢eom = Com(pk,,,,, ¢») With the corresponding
opening w. Note that a QPT adversary is not able to compute ¢, from c.o, with a
non-negligible probability since the commitment scheme is computationally hiding. Let
w = wHPw® for random values w*) and w®. For any message m, Enc’(m) = Enc(m)||0.
Dec’ is a probabilistic algorithm and is defined as:

, Dec(c) if Dec(c) #L orb=0
Dec'(c[b) =1 ;) ; . . -
ey ||r|w® for a random i € {0,1} if b =1 and Dec(c) =L
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It is clear that Dec’(Enc’(m)) = m with the probability 1. We make a convention that
for any bit string z, z® L= x. We show that IT' is pqPA0-Qqec plaintext-aware. Let A
be an adversary that attacks IT" in the sense of pqPAO-Qgec. From A, we construct an
adversary B that attacks II in the sense of pqPAO-Qgec. The adversary B runs A and
answers to its decryption query as follows. Let Q.,Q, be the quantum input registers
to store the c-part and the b-part of the ciphertext, respectively. Let Q.. be a register
to store the output. The adversary B upon receiving these three registers Q., Qp, Qout,
it forwards Q., Qou: to its decryption oracle. After getting Upec(QcQout) back from its
decryption oracle, it applies a control operator U.,; on Q., Qp, Qout- The unitary U,y
XORs a classical random value ¢||r'||w’ to the Qout register if b = 1 and Dec(c) =L.
Otherwise, U.,; is identity. It is clear that the decryption query is simulated perfectly.
Since IT is pqPAO-Qqec, there exists a successful plaintext-extractor B* for B. Now we
construct a successful plaintext-extractor for .A. Namely,

A (cllb) B*(c) if B*(¢c) AL orb=0
C =

dIr'jw’ ifb=1and B*(c) =L’
where ¢/, 7’ and w’ are random values.

The encryption scheme IT' is not pqPA1-Cgyec aware since an adversary A is able to
obtain ¢, w, and the corresponding randomness r. It then sends ¢, as a decryption query
to get m/. Then it outputs 1 if ¢, = Enc(m/;7) and Ver(pk oy, Ccom, Cvsw) = 1. Otherwise,
it returns 0. It is clear that in the real case, A outputs 1 with the probability 1. However,
in the fake game, A outputs 0 with a non-negligible probability since II is one-way and
the commitment scheme is computationally binding. O

5.4.2 Relation with IND-qCCA

First, we show that IND-qCPA security and pqPA2-Cge. plaintext-awareness notions are
not enough to conclude IND-qCCA security. The proof technique is similar to the proof
of Theorem 5.17.

Theorem 5.22. A public-key encryption scheme Enc that is pqPA2-Cyec plaintext-aware
and IND-qCPA secure is not necessarily IND-qCCA secure.

Proof. Let Enc with the decryption algorithm Dec be a public-key encryption scheme that
is pqPA2-Cye. plaintext-aware and IND-qCPA. Let {0,1}" is the ciphertext space of Enc.
We modify Dec to a new decryption algorithm Dec’ in which it takes as input a ciphertext
from {0,1}"™ x {0,1}"™ and operates as the following:

Dec’(cr. ¢3) — {Dec(cl)H L if Dec(er) £1
L|f(e2) otherwise

where f is a periodic function on the secret key sk. (That is for any z € {0,1}", f(z@®sk) =
f(z).) Tt is clear that Enc remains pgPA1-Cye. plaintext-aware and IND-qCPA secure
with this modification to Dec since exponential classical decryption queries are needed
to recover sk. However, an adversary with superposition access to Dec’, can choose a
random ciphertext ¢’ from {0,1}" and queries [¢') ® 3 c (g 13n ﬁ |c) to Dec’. Since Enc
is pqPAi-Cyec plaintext-aware, with overwhelming probability Dec(¢’) =L1. Therefore,
the adversary can employ Simon’s quantum algorithm [Sim97] to obtain sk and breaks
IND-qCCA security. O
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Since pqPA2-Cyec plaintext-awareness notion implies classical PA2 notion, we can con-
clude that PA2 + IND-qCPA notion does not imply IND-qCCA security.

Corollary 5.23. A public-key encryption scheme Enc that is PA2 plaintext-aware and
IND-qCPA secure is not necessarily IND-qCCA secure.

In the theorem below, we show that a plaintext-awareness notion that allows quantum
decryption queries, namely the pgPA2-Qgec notion, along with the IND-qCPA notion is
enough to imply IND-qCCA security.

Theorem 5.24. Any public-key encryption scheme Enc that is pqPA2-Qqgec plaintext-
aware and IND-qCPA secure is IND-qCCA secure.

Proof. Let X be a QPT adversary that attacks the encryption scheme Enc in the sense of
IND-qCCA. We start with IND-qCCA game with the challenge bit b = 0 (GgCCA) and
reach the IND-qCCA game with the challenge bit 1 (G4°“?) by introducing intermediate
games that are in a negligible distance.

Game 0: G994

U /
(pk7Sk) . KeyGen(l"‘)7 m076n1 X P(skList) (pk)7
Enc(mg;ro) < Challenger(mg,my), b+ X Pclok, List) (pk, Enc(mq;m9))

Let Py be a plaintext-creator that upon receiving a query of type mg, my chooses a
randomness 7y and returns Enc(mg, ). We replace the challenger in Gggg A Wwith Py to
reach Game 1.

Game 1: GPIN2Quee it Py

real
Upeo
(pk, sk) < KeyGen(1%), mo,my 4 X "L (pk),

Up,.s
Enc(mg;ro) < Po(mo,m1), b+ X Pec{sk, List) (pk, Enc(mq; 7))

It is obvious that Game 0 and Game 1 are indistinguishable.
Since Enc is pqPA2-Qgec aware there exists a successful ciphertext extractor A* for X.
Let Q;n: be the internal register of X'. In Game 2, we replace the decryption oracle with

A*.
Game 2: G??IF,:ZQ_Q"QC with Py

(pk, sk) < KeyGen(1%), mg,my < XA (PkQine)
Enc(mo; o) < Po, b+ XA (PhList.Qint) (pk Enc(mog; o))

Since A* is a successful ciphertext extractor for X, Game 1 and Game 2 are indistin-
guishable.

Let P; be a plaintext-creator algorithm that upon receiving a query of type mg,my
chooses randomness r; and returns Enc(mq;7r1). We replace Py with P; in Game 2 to
reach Game 3.
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Game 3: G;?IF,;?_Q““ with Py

(pk, sk) + KeyGen(1%), mo,mq < XA (PKQint)
Enc(my;r1) < Pu, b+ XA*(Pk’LiSt’Qi”‘)(pk, Enc(mq;r))

Since Enc is IND-qCPA secure, Game 2 and Game 3 are indistinguishable. In more
detail, let us assume there is a distinguisher D with a non-negligible advantage for these
two games. Now Y = (X, A*, D) is an adversary to break IND-qCPA security of Enc that
is a contradiction.

In Game 4, we replace A* with the decryption oracle.

Game 4

U /
(pka Sk) A KeyGen(l”), Mo, M1 < X P(aList) (pk)v

Uy
Enc(my;r1) < Pi(mg,my), b X "eoLiso) (pk, Enc(my;ry))

Since A* is a successful plaintext-extractor for X', these two games are indistinguish-
able.

Finally, we replace P; with the challenger in Game 5 to reach Gi’CCA.

Game 5: G194

U !
(pk, sk) < KeyGen(1%), moyma - 2P0 (pk),
U !
Enc(mq;71) < Challenger(mg,m1), b X “eoLiso (pk, Enc(mq;ry))

It is clear that Game 4 and Game 5 are indistinguishable. And this finishes the
proof. [

5.5 Achievability

In this section, we lift a public-key encryption scheme that is PA2 plaintext-aware against
a quantum adversary (PA2 notion with classical decryption) to an encryption scheme that
is pqPA2-Qgqec-

Let I1*%Y = (KeyGen®®¥ Enc®*Y, Dec®®") be a public-key encryption scheme that is PA2
plaintext-aware against QPT adversaries. We construct a public-key encryption scheme
vt = (KeyGenhyb7 Enc?, Dechyb) and show that it is pqPA2-Qgec. The encryption
scheme T1"¥? is defined as :

e The algorithm KeyGen"® on input of the security parameter x runs KeyGen®Y(x)
and returns its output (pk,sk).

e For any message m € {0,1}", the algorithm Enc™’ chooses a randomness r and
returns Encziy(r)HqPRPr(mHOk) where ¢PRP is a strong quantum-secure pseudo-
random permutation and k depends on the security parameter x.

e For any ciphertext (c1,c2), Dec™? first decrypts c; using sk, if the output is L, it

returns L. Otherwise, it uses the output as the key for ¢PRP to decrypt co. If the
k1 least significant bits of the outcome is not 0, it returns L, otherwise it returns
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the n most significant bits of the outcome.

n if DecgV(c1) =L
DeChyb(Cl, 02) —_ 1 if [qPRPD_eiasy(Cl)(CQ)]k 7é Ok .

sk

[qPRPD_eigksy (c1) (c2)]™  otherwise

Theorem 5.25. Under the assumption of the existence of a quantum one-way function,
the public-key encryption scheme IT"Y = (KeyGenhyb, Enc?, Dechyb) described above is
quA2'Qdec'

Proof. Let A be an adversary that attacks II"¥® in the sense of pqPA2-Qgec. We construct
an adversary B that attacks II*° in the sense of PA2. Let P be a plaintext-creator ad-
versary that upon receiving a query, chooses a randomness r and sends it to the encryption
oracle TI**¥ to receive Ency ¥ (r). Then it sends Enc;”(r) to the ciphertex-creator adver-
sary. The adversary B runs A and answers to the decryption queries as follows. When A
makes a decryption query ). ac, |c1) [c2), the adversary B forwards only the first part of
the ciphertext (c1) to its oracle. (Note that ¢; is a classical value and it is not entangled
with the rest of the query. So forwarding the c;-part does not disturb the decryption
query.) If its oracle on input ¢; returns L, B returns L. Otherwise, if its oracle on input
¢y returns r (#£L1), B uses r as the key for ¢PRP to decrypt the co-part. Note that if the
k1 least significant bits of gPRP1(c3) is not zero, the output of B will be L. Otherwise,
the output will be the n most significant bits of gPRP!(cy). When A makes a query
m to its plaintext-creator P4, B makes a query to Pg to receive the ciphertext ¢;. Then
it sends (c1,7(m||0%)) to A where 7 is a random permutation. Since 1%V is PA2, there
exists a ciphertex extractor B* for B.
Now we consider the ciphertex extractor Ua: where for any (c1,¢2),

1 if B*(cy) =L
Aj(er,e2) = q L if [qPRpil(cl)(Cz)]k # 0
[¢PRP, _*1(01) (c2)]™  otherwise

We show that Uy4: is a successful plaintext-extractor for A in the following.

Game 0: We start with Gfgsﬁz'Qd“ that is run by a plaintext-creator P4 and a distin-
guisher D.

Game 1: We change the plaintex creator P4 to a new plaintext-creator Pj that upon
receiving a query m runs Pp to obtain c;, then it chooses a random permutation 7 and re-
turns (c1, m(m||0¥)). We show that these two games are indistinguishable. An observation
is that the first part of the P4’s output (¢1) is independent of P4 since it is the encryption
of a random string that is chosen by the encryption algorithm. In other words, the c¢1-part
is generated exactly the same by P4 and Pj. The indistinguishability of the ca-part holds
as well since a quantum-secure pseudo-random permutation is indistinguishable from a
random permutation.

Game 2: In this game, the decryption queries will be answered by U4:. An observation

hyb asy

is that A7 is indistinguishable from Dec™” because B* is indistinguishable from Dec,
(the rest of A} and Dec"" are the same). Therefore, these two games remain indistin-
guishable. In other words, these two games are indistinguishable because B* is a successful

plaintext-extractor for 5.
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Game 3: In the last game, we replace the plaintext-creator Py with P4. The same
reasoning as Game 0,1 shows that Game 2 and Game 3 are indistinguishable and this
finishes the proof. O

5.5.1 OAEP transform

The main motivation to present the first definition for plaintext-awareness notion [BR95]
was to show the security of Optimal Asymmetric Encryption Padding (OAEP). Even
though our definitions for PA notions are in the standard model, we argue that these defi-
nitions apply to the random oracle model as well because queries to the random oracles are
a part of the internal register of the adversary. We briefly explain why we think OAEP is
pqPA1-Qgec plaintext-aware. We take this from a recent work on the IND-qCCA security of
OAEP transform [Ebr22]. There, Ebrahimi started with the actual decryption algorithm
Upec and introduced a sequence of indistinguishable decryption algorithms to construct a
decryption algorithm Up,.s) that does not use the secret key. (Since the queries to the ran-
dom oracles are quantum, Zhandry’s compressed oracle technique [Zhal9] has been used
in [Ebr22].) This decryption algorithm Up.. can be invoked by a plaintext-extractor
adversary A* in the fake game. The indistinguishably of Upe. and Up, sy gives us the
pqPA1-Qgec plaintext-awareness. However, whether OAEP is pqPA2-Qqec plaintext-aware
or not is an open question. The reason is the random oracle queries that are submitted
by a plaintext-creator P are not accessible by A*. So Up..1) sketched above is not able
to decrypt a ciphertext that is obtained by indirect (for instance by a malleability of a
ciphertext obtained from P) use of these random oracle queries.

5.6 Quantum Plaintext-awareness

In the previous sections, we discussed plaintext-awareness for classical schemes in a quan-
tum setting. In this section, we consider quantum encryption schemes instead, showing
how we can define and achieve plaintext-awareness in the quantum setting. We will es-
tablish the same variants as in previous sections.
Definition 5.26 (QPA1). Let G and G?Z:el be GPADAI=Cace g G?Z},:?lfcd“ respec-
tively, except with quantum oracles A* and Dec.

We say a quantum public-key encryption scheme Enc is QPAL plaintext aware if for any
quantum polynomial-time ciphertext creators A, there exists a quantum polynomial-time
plaintezt extractor A* such that for all quantum polynomial-time distinguishing algorithms
D, the advantage of D in distinguishing G4 and GIAL

ol Fake 18 negligible as a function of
the security parameter:
Advp 4 = | Pr [D(p,.i) =1:p, + GS;All] -
Pr {D(pn) =1:p,; < G?E,?elh < negl(k),

where the output of D is determined with the computational basis measurement.

We use the hybrid construction from Construction 2.7 to construct a PKQES that
satisfies QPAL. Intuitively, it is clear why plaintext-awareness of the PKES directly trans-
lates to plaintext-awareness of the hybrid scheme; if a plaintext extractor exists that can
extract the symmetric key & from the second part of the hybrid ciphertext, then this key
can trivially be used to decrypt the first part, thus extracting the quantum plaintext.
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Theorem 5.27. Let II¢ = (KeyGenC|, Enc®, DecC|) be a pgPAl — Qgec plaintext aware
PKES and TI?" = (KeyGen®", Enc®, Dec®) any SKQES. Then II™P[II 119 is a PA1
plaintext aware PKQES.

Proof. Let A® be an arbitrary quantum polynomial-time ciphertext creator for
MBI 11 with access to the quantum oracle O € {A*, Decg} (where A* is defined
later). Define BY" as A, but with every oracle call replaced by the following procedure:

1. Upon input p, call @’ to decrypt the second part of p.
2. Decrypt and then return the first part of p using Dec®.

Note that by construction, when setting O’ = UDecc'k , this procedure is equivalent to

calling DecHyb(p). Furthermore, since II¢ is pgPAl — Qe plaintext-aware, there exists
a plaintext extractor B* such that for every D, Advp g < neg(x), where Adv is as in the
definition of pgPAl — Qgec.-

Now define A* to be the above procedure with O’ = B*. This means that, by
construction, playing G?;,i\el using A and A* is the same as playing G?Z};flde“ with

B and B*. Furthermore, we observed earlier that playing GS;AII using A and Decgkyb

is the same as playing GfgﬁAl*Qd“ with B and Upea . It follows that for any D,

Advp 4 = Advp g < negl(x). O

Similar to the classical case, plaintext awareness can also be used in the quantum
setting to boost IND-CPA security to IND-CCA security.

Definition 5.28 (QIND,[Ala+16]). A PKQES is QIND-CPA secure if for every QPT
adversary A = (M, D) we have:

where p* «+ M(pk), p¥ = Try [p”F] and probability is taken over (pk,sk) <— KeyGen
and the internal randomness of Enc and A. A PKQES is QIND-CCA1 secure if in the
QIND-CPA definition, M is given oracle access to Decs.

Pr [D{(Encp ® 1)p"“'} = 1] — Pr [D{(Encpk 1) |0) (0] @ p©} = 1} H < negl(x)

Theorem 5.29. Any PKQES II that is QIND-CPA secure and PA1 plaintext aware is
QIND-CCA1 secure.

Proof. Let A = (D, MP) be an arbitrary QIND-CCA1 adversary for II. Consider
M as a ciphertext creator for QPAL. Since II is QPA1 plaintext aware, there exists a
plaintex extractor M* such that p"'* « MPes(pk) and p/‘\”"‘ — MM (PKQint) cannot
be distinguished by any QPT distinguisher. In particular, they cannot be distinguished
by the following distinguishers Dj (p"*)

e if b= 1: replace the M register with |0) (0"
o C + Encp(M)
e Output D(CE)
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Consider (D, M') as a QIND-CPA adversary for II, where M’ is M except all decryption
queries are simulated using M*. Then we have

(0"") =1
(p ") = 1}
D{(Encp @ I)p M7} = 1]

Pr [D{(Encok @ I)p"" "'} = 1]
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where A ~ B means ||A — B|| < negl(x). This means || Pr [D{(Encpx @ I)p"/ "} =1] —
Pr | D{(Encp @ I)([0) (0] @ p)} = 1] || < negl(x) and thus IT is QIND-CCA1 secure.
O

5.6.1 Quantum PA2

While the definition of QPAL is a natural extension of the pqPA1 definitions, the PA2
case does not present such a natural extension. The reason for this is mostly the List
construct used to record ciphertexts that the adversary has eavesdropped. Of course, it is
not possible to maintain copies of arbitrarily produced ciphertexts, but some efforts have
been made to facilitate this. In [AGM18] a method of recording is presented where the
challenger simply encrypts half of an entangled pair |¢), and uses a projective measure-
ment on the space of this single state to test authenticity. This method is further refined in
[AM17] to allow an adversary to provide an arbitrary (unitary inducing a) message space.
However, both these methods only work for recording a single state, and the recording of
multiple, possibly entangled, states remains an open issue.

Another way of implementing a decryption oracle that works on every ciphertext except
the challenge one is also presented in [AGM18]. This method is used in the QIND-CCA2
definition and works in a counterfactual way. In a first game, instead of restricting the
oracle, the adversary is simply given access to a decryption oracle (that works on all states),
with the objective of distinguishing an adversarially prepared state from a random state.
In a second game, the adversary always gets the encryption of half of an entangled state
from the challenger and is caught cheating if it queries this state to the decryption oracle.
The idea behind this is that if the adversary would query the challenge ciphertext to
the decryption oracle in the first game, it would also do so in the second game and get
caught. Thus if one subtracts the probability of getting caught cheating from the winning
probability of the adversary in the first game, one obtains a probability that an adversary
can distinguish a real challenge ciphertext from a random one without querying it to the
decryption oracle.

We will use this second form of recording to define a version of QPA2. In the definition
below, the ‘test’ game is where the adversary is challenged to distinguish a decryption
oracle from a plaintext-extractor in the same way an adversary would be challenged to
distinguish between the real and fake games in the PA1 definition. To keep the adversary
from cheating, a ‘cheat’ game is used to determine the probability that the adversary will
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try to decrypt a ciphertext created by the plaintext creator. This ‘cheat’ game will make
use of a list of entangled pairs to catch a cheating adversary. A critical part of “recording”
such a list of ciphertexts in this way is to characterize the encryption as a unitary map.
This way, one can start with a known state, transform it into a ciphertext, but one is
able to undo this process. If one uses half of an entangled state as the input to this
process, the authenticity of the state after undoing the encryption can then be verified by
a measurement on the space spanned by the original entangled pair.

Using the decomposition from Lemma 2.8, we define QPA2.

_Game G%f’é?f;fjt (b)

(pk, sk) < KeyGen(1%)

If b= 0: p, + APPes(pk)

If b= 1: p, « APA (PKQint) (pk)
Output D(px)

_Game Gﬁiﬁz{heat(b)

k = (pk, sk) <+ KeyGen(1%); List = ()

~P'()
MM |¢+>A\1A\1/
&5 {0, 1} s
C « Encg,. (M)

Add (r, M) to List
Output C'

_Dy(C)

MT « V,ICVy
Measure {0: P} ,1: P} }

If the outcome is 1, apply C + Vk(MT)V,j and return Dec(C)
For each pair (r, M’) in List:

1. Measure {0 : |k r) (Yrr|, 11— |Yg ) (Yrr|} on T

2. If the outcome is 0, measure {0 : IIT,1: 1 —II"} on MM’
3. If the outcome is again 0, output cheat

Return M

pr = AT P (pk)
If a query to Dy, ouputs cheat or b = 0 output cheat
Else output win

Definition 5.30 (QPA2). We say a quantum public-key encryption scheme Enc is QPA2
plaintext aware if for any quantum polynomial-time ciphertext creators A, there exists a
quantum polynomial-time plaintext extractor A* such that for any quantum polynomial-
time plaintext creator P and any quantum polynomial-time distinguishing algorithms D,
the advantage of D in distinguishing G%F:é?ﬁ-':‘fjt and G%sz'(:heat 1s negligible as a function
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of the security parameter:
AdV'D)A = PbI' b= b/ | b/ “— G%?g?l_—l—it(b)} -
f;r [cheat — Ggfﬁz'cmat(b)] < negl(x)

Note that the absence of the absolute value here is intentional. Indeed, the adversary
can always query the plaintext creator once and immediately query the decryption oracle
on this input to achieve a cheating probability of 1.

5.6.1.1 Separation between QPA1 and QPA2

The separation between QPAl and QPA2 follows in a similar fashion as in the post-
quantum case.

Theorem 5.31. A PKQES that is QPAL plaintext-aware and QIND-CPA secure is not
necessarily QPA2 plaintext aware.

Proof. Let II = (KeyGen, Enc, Dec) be a QPA1 plaintext-aware and QIND-CPA secure
PKQES. We define II' = (KeyGen’, Enc’, Dec’) as follows:

o KeyGen' = KeyGen

B

e Enc'(M) = Enc(M)“ ®|0) (0

e Dec'(CB) = Dec(C) (B is traced out)

It is trivial to see that IT' is still QIND-CPA secure, as D simply gets an additional
0) (0]” as input but otherwise receives the same input. To see that IT' is still QPA1
plaintext-aware, consider an arbitrary adversary B for the QPA1 security game with IT'.
We construct an adversary A for I that does the exact same thing as B, except traces
out the B register before any decryption query. Since IT is QPAL, there exists a plaintext
extractor A* for A. Let B*(CB) = A*(C), then B* is a plaintext extractor for B. Since
B was arbitrary, this means IT’ is also QPAL.

We show, however, that II’ is not QPA2. Assume towards a contradiction that IT is
QPA2. Let A* be the plaintext extractor for the A adversary that does the following,
with oracle O € {A*, Decg, Dy }:

e Prepares ‘Olog‘M|> in M.

e Runs OB « P(M)

e Performs a Pauli-X gate on B, which transforms |0) (0| into |1) (1]
e Runs M’ + O(CB)

e Outputs M’

Note that because of the Pauli X gate, the state queried to the oracle is orthogonal
to the one received from the plaintext creator. This means that Dy in the Gg?’f{heat(b)
game measures 1 on step 1 of the for loop each time and thus outputs cheat ’only with
negligible probability. This means

Pr [cheate GAPAZ-Cheat )| _ 2 < negl(x) (5.1)

1
2
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For b € {0,1}, let Py(-) = Encp(|b'°2!M)), ie. Py is the plaintext creator that
outputs an encryption of the classical state of the string of all 0 bits, regardless of input,
and likewise for P;. Let Dy be the distinguisher that measures its input state in the
computational basis and outputs 0 if the measurement is the all 0 string and 1 otherwise
and let Dy :=1— Dy, i.e. the complement. Note that for an approximately correct II, in
all but negligible cases the game G%':Aﬁo-rﬁs,t 4(0) outputs 0, as all that is done is encrypting
and then decrypting an all 0 state, then measuring it in the computational basis. The

same is true for the G%Tf%fﬁs,t, 4(0) game. This means that, for d € {0,1},
1— [GgSA;dT;Sf (0) = o} < negl() (5.2)
Lastly, we construct for b € {0,1} the QIND-CPA adversaries Ainp.s = (Minp; Dinp,p)
with the same M register as II’ and no E register. Myp simply prepares a |11°g|M |>

state. Dinp,» does the following, on input register CB:

e Run M’ + A9%:A" where Opp is the oracle that provides CB on its first query
and nothing afterwards.

e Run ¥/ «+ Dy(M'")
e Output
Note that, by construction, running Diyp,» on the all 0 input is equivalent to running

Dy (APA™) and similarly running Diyp p on the all 1 input is equivalent to Dy (APHAT).
Since Dy and D; are complementary, we have

Pr ['D|ND71{EnCpk(p”)} = 1} =1—Pr [D|ND70{Encpk(p”)} = 1} .

This means there exists a d € {0,1} such that Pr [D.ND a{Encpk(p ‘”)} = 1] > % By
QIND-CPA, we also have that, for the same d, Pr {’D.ND a{Encpi(|0) "y = 1} > 5 —g,

where ¢ < negl(x). This means we have either Pr [D; (A" AT) =1] >4 (inthed =1
case) or Pr [Dy(APA ) =1] > 1 — ¢ (in the d = 0 case). Le.
1
5 = Pr |G A(1) = 1] < negl(x) (5.3)
Using this, we can conclude
1
Advp, 4 = Pr [b — V|V GIAZ T A(b)} (5 +e) By (5.1)
1 1 1
= Pr[le GERRTE W]+ G -e) - (G+e) By (52)
1,1 1 1
> 5(5—53)"‘(5—52)—(5 +51) By (53)
1 €
=1~ (5 Texten) £ negl(x),
where e1, 9,23 < negl(x). Since A* was arbitrary, this means II’ is not QPA2. O
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5.6.1.2 Relation between QPA2 and QIND-CCA?2

Like with QPA1, QPA2 can be used to boost the indistinguishability of a scheme from
QIND-CPA to QIND-CCA?2 in a sense, although some shortcomings arise.

_Game G%FjAZ'TESt(b)

(pk, sk) « KeyGen(1*)
MS — AP (pk)

If b=0: C < Ency (M)
If b=1: C < Encp(r")
b« AZ*(C'S, pk)
Output b’

_ Game Gg?ﬁAZCheat(b)

k = (pk,sk) < KeyGen(1*)
M AY**(pk)

MM ‘¢+>A\/’A\/”

r & {0, 1} s T

C <+ Ency,r (M)

Store (r, M")

—Dy(C)

MT « Vicv,
Measure {0 : PJTk,l : PUTk}

If the outcome is 1, apply C + Vj (MT)V,C'r and return Decg (C')
For the stored (r, M"):

1. Measure {0 : |k ) (Y|, 11— |Ypr) (Yrr|} on T

2. If the outcome is 0, measure {0 : IIT,1:T— 11"} on MM"
3. If the outcome is again 0, output cheat

If no cheat was output, return M

b «— ADF(CS, pk)
If a query to Dy ouputs cheat or b = 0 output cheat
Else output win

Definition 5.32 (QIND-CCA2, [AGM18]). A PKQFES 1I is QIND-CCA2 if, for all QPT
adversaries A = (A1, Ag),

1? bV =0b|V «+ G%?jA2’TeSt(b)} - lzl’)r [G%?jA2_Cheat(b) — cheat| < negl(x).

Like in the definition of QPA2, the omission of the absolute value in the definition of
QIND-CCA2 is intentional. The key observation here is that when limiting |List| = 1, the
Dy, oracles in the QPA2 and QIND-CCA2 cheat games are identical. For QPA2 adversaries
who make exactly one query to P, the cheat detection games are completely identical.

Unfortunately, here is where a shortcoming of our definition presents itself. The nat-
ural way to prove QCCA2 security is to use QPA2 to replace the decryption oracle with
the plaintext extractor, invoke QIND-CPA security since the adversary is now operating
without decryption oracles, and then replace the extractor with the decryption oracle
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again. However, with our counterfactual definition, this process incurs a penalty in the
tightness equal to the cheating amount of the adversary, that is, the probability that Dy
in GRS outputs cheat.

Note that the probability that an adversary is caught cheating is completely controlled
by the adversary themselves, as they control whether they query a state from the plaintext
creator to the plaintext extractor. Thus, we conjecture that this result can be extended
to all adversaries, by arguing that for any adversary there is an adversary that achieves
the same QCCA2 advantage while only getting caught cheating with negligible probability.
The proof of this we leave for future work.

Theorem 5.33. Any PKQES 11 that is QIND-CPA secure and QPA2 plaintext-aware is
also QIND-CCA2 secure against adversaries A for which

1
Pr [Gﬁ?jAQ'Cheat(b) — cheat| — 3 < negl(k).

Proof. The basic idea of boosting CPA to CCA2 security is to simulate the decryption
queries with a plaintext extractor, thus allowing an adversary to achieve the same advan-
tage with or without decryption oracles. To do this, we start with a PKQES II that is
QIND-CPA secure and QPA2 plaintext-aware.

Let Aqccaz = (A1, A2) be an arbitrary QIND-CCA2 adversary for II. We construct
the following QPA2 adverary Agﬁgz for II, with oracle access to O € {Decg, A*, Dy }:

Agﬁ(/zz(Pk)
MS + A9 (pk)
C+ P(M)
v+ AD(CS, pk)
Output |b)

Since II is QPA2, there exists A* that satisfies the QPA2 requirements for all plaintext
creators P and distinguishers D. In particular, define Po(M) = Encp(M), Pi(-) =
Encpx(7'7). Also let Dy(p) be the distinguisher that measures p in the computational
basis and outputs 0 if the result is 0 and 1 otherwise, and let D1 (p) = 1 — Dy(p), i.e. the
bit flipped output of Dy.

Note that Agqpas makes only one query to P and thus limits the size of List to 1. This
means that G%’?ﬁ;&:eat(b) and G%?jgfcﬁheat(b) are almost identical for b € {0,1}. The only
difference is that Aqpa encapsulates the output bit ' in a quantum state, but since this
output is disregarded this does not influence the output of the games. Thus we have:

Popeat := Pl’)r G%?ﬁi;g‘eat(b) — cheat] = Pbr [Gﬁ?jgjc';heat(b) — cheat} (5.4)

Furthermore, by construction, we have that running the b = 0 case of the QPA2-Test
game with Dy and Py (d € {0,1}) is equivalent to running the b = d case of the
QCCA2-Test game, with the only difference being that the output bit &’ is directly output
in the QCCA2 game and in the QPA2 game is wrapped in a classical state and then imme-
diately measured, which does not influence the output. Note however that we are running
the b = 0 case of QPA2, which means that when d = 1 the same game is run and the
same b’ is output, but in the QPA2 this means b # b’ whenever in the QCCA2 case there
is d = /. We can fix this discrepancy by running the QPA2-Test game with Dy instead of
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Dy, in which case the game outputs 0 if and only if the QCCA2-Test game outputs b’ = d.
This gives us the following equivalence for any b € {0,1}:

PgestO -— Pr [0 — G%‘:”A;;Tﬁs’quAz (O):| = Pr |:b/ =) | b/ — G%Fjgczc—:;%t(b)} (55)

For the next part, consider that the b = 1 case of the QPA2-Test game is run without
any oracle access to Decgc. Since Aqpaz only requests one state from P, it is trivial to
see that QIND-CPA security implies that AgOP’A“g* and ASE’A“;* produce states that cannot
be distinguished from each other by any QPT distinguisher with more than negligible
probability. This means we have, for d € {0,1}:

|

Next, we remember that Dy and D7 are eachothers complement, therefore we have for
any d € {0, 1}:

PA2-Te PA2-Te
Pr (1 e G T, (0] — Pr[L e G872, (1] < neal(s) (56)

QPA2-Te _ QPA2-T
Pr(1e GERRTE, ()] =1-Pr1 e GETe, ()] (5.7)

For b € {0,1}, let Pt := Pr {1 . G%’Z’fﬁjﬁiuc)m(l)}. Then we have, combining

equation 5.6 and 5.7:
letestl _ (1 _ PSestl)H S HCgl(li) (58)

Furthermore, since II is QPA2 plaintext-aware, we have for b € {0,1}:

1
HQ(PJeStO + By*) — Prepeat|| < negl(r) (5.9)

Lastly, we combine all the results. For simplicity, we will write z =~ y if ||z — y|| <
negl(x), which defines an equivalence relation.

1 1
Peheat =~ §Pf65t0 + §P1te5t1 By 5.9, b=1
1 1 1
~ 7Ptest0 - 7Ptest1 By 5.8
2 1 + 2 2 0 y
1 testO 1 1 testO
~ PRt = Poear — =P By 5.9, b=0
2 2 2
1 1 1
= Pcheat - 5 ~ §P1teSt0 + §P5e5t0 - Pcheat

We can combine this with Equation 5.2 to say that the QIND-CCA2 advantage of
Aqccaz is equal to 3 Pfest0 1 piest0— Py which is equal to Pepeat — 5+ With € < negl(x).
Combining this with the assumption that Peheat — % < negl(k), this implies that II is
QIND-CCA2 secure. O]

5.7 Conclusion

In this chapter, we discussed various forms of plaintext-awareness in the post-quantum
and quantum setting. Importantly, we showed for each variation how it can be satisfied
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and what the relationship is between the presented notion of plaintext-awareness and in-
distinguishability. Furthermore, we presented the relations between all the post-quantum
notions, as well as the hierarchy of quantum notions.

However, some open questions remain in the field of plaintext-awareness in the set-
tings we discussed. Firstly, it remains an open question whether OAEP is pqPA2Qqec, as
discussed at the end of Section 5.5.1. Furthermore, the achievability of the QPA2 notion
we presented remains an open question as well. We believe that a hybrid construction
will achieve the notion similar to how QPA1 was achieved, however, we were not able to
prove this.
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CHAPTER 6

Non-malleability for Quantum Public-key
Encryption

This chapter is based on the paper “Non-malleability for quantum public-key encryption”
[MSW19], which I wrote together with Christian Schaffner and Christian Majenz.

Non-malleability is an important security property for public-key encryption (PKE).
Its significance is due to the fundamental unachievability of integrity and authenticity
guarantees in this setting, rendering it the strongest integrity-like property achievable
using only PKE, without digital signatures. In this work, we generalize this notion to the
setting of quantum public-key encryption. Overcoming the notorious “recording barrier”
known from generalizing other integrity-like security notions to quantum encryption, we
generalize one of the equivalent classical definitions, comparison-based non-malleability,
and show how it can be fulfilled. In addition, we explore one-time non-malleability notions
for symmetric-key encryption from the literature by defining plaintext and ciphertext
variants and by characterizing their relation.

6.1 Introduction

The development of quantum information processing technology has accelerated recently,
with many large public and private players investing heavily [Wall8]. A future where
communication networks include at least some high-capacity quantum channels and fault-
tolerant quantum computers seems therefore more and more likely. How will we secure
communication over the resulting “quantum internet” [WEH18]? One approach is to
rely on features inherent to quantum theory to get unconditional security, e.g. by using
teleportation. Such methods are, however, a far cry from the classical standard internet
cryptography in terms of efficiency, as they require interaction. A different and more
efficient approach is to generalize modern private- and public-key cryptography to the
quantum realm.

In this chapter, we focus on the notion of non-malleability, which captures the idea that
an encrypted message cannot be altered by a third party in a structured manner. This
form of security does not inherently prevent a third party from learning the message that
was encrypted and in the world of classical (non-quantum) computers, these notions are
considered separate. When considering quantum computers we will see that an inherent
connection between these two notions exists, but it is still valuable to consider both.
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Non-malleability, first introduced by Dolev, Dwork and Naor [DDNO03|, derives its
importance in quantum cryptography from the fact that it is the strongest integrity-
like notion that is achievable using public-key encryption only. By this, we mean that one
cannot implement digital signatures or any other publicly-verifiable form of authentication
on quantum states [AGM21]. The aim of this work is to generalize the notion of non-
malleability to public-key encryption of quantum data.

A recent attack that exemplifies the relevance of the concept of non-malleability is the
“efail”-attack on the PGP protocol for confidential and authenticated e-mail communica-
tion [Pod+18]. The attack demonstrates a flaw in the symmetric-key phase of the PGP
protocol which allows a possible attacker to insert a text of her own choosing into an
encrypted message, which in turn exploits the behaviour of the program used to receive
the e-mail. This kind of attack, where an attacker is not directly able to learn the message
yet is still able to modify it, is exactly what non-malleable encryption secures against.

The classical notion of non-malleability is based on the notion of related plaintexts. For
a non-malleable encryption scheme, it should, roughly speaking, be hard for an adversary
to transform an encryption of a message m into a different ciphertext that decrypts to
a related message m’. Here, “related” just means that the adversary has some control
over the transformation that is applied to the plaintext underlying the ciphertext he
attacks. Generalizing this notion to the quantum case is complicated by the quantum no-
cloning theorem: After a message has been encrypted and modified by the adversary and
subsequently decrypted, it cannot be compared with the result anymore. In addition, it
cannot be checked in a straightforward manner whether the adversary has indeed modified
the ciphertext.

In this work, we overcome these obstacles. The key ideas are the following. In the
classical security game, an adversary is first asked to submit a distribution from which
a plaintext is sampled. In the quantum setting, any message sampling procedure can be
implemented by first performing a unitary quantum computation, and then discarding
the contents of an auxiliary register. Instead of discarding this register, we view it as
an extra record that is created along with the message. This extra record is then used
instead of the original plaintext for evaluating the quantum analogue of a relation. The
test whether the adversary has indeed modified the ciphertext is performed by running
the sampling- and encryption computations backwards on the attacked ciphertext. If the
ciphertext was not modified, this returns the registers into their initial blank state, which
can be detected.

We establish confidence in the new security notion by showing that it becomes equiv-
alent to the classical notion when restricted to the post-quantum setting, i.e. to classical
PKE schemes and classical plaintexts and ciphertexts. We also show how to satisfy the
new security notion using a classical-quantum hybrid construction.

6.1.1 Related Work

Non-malleability has been studied extensively in the classical setting, see [BS99, PsV06]
and references therein. In quantum cryptography, non-malleability has been, to our knowl-
edge, the subject of only two earlier works [ABW09, AM17]|, which were only concerned
with one-time security for symmetric-key encryption.

Quantum public-key encryption has been studied in [BJ15, Ala+16] with respect to
confidentiality.

Problems due to quantum no-cloning and the destructive nature of quantum measure-
ment similar to the ones we face in this work have arisen before in the literature. In

79



particular, devising security notions for quantum encryption where the classical security
definition requires copying and comparing plaintexts or ciphertexts [AGM18, AGM21], as
well as in some quantum attack models for classical cryptography [BZ13a, BZ13b, Ala+20]
requires tackling similar obstacles. Another important case where the generalization of
classical techniques is complicated by the mentioned features of quantum theory is that
of rewinding and reprogramming [Unr12, Wat18, Don+19].

6.1.2 Summary of Contributions

We propose a definition for public-key quantum non-malleability in a computational set-
ting, by adapting the classical definition for comparison-based non-malleability found in
[BS99], a real-vs-ideal definition. In the following, we describe informally what main chal-
lenges the generalization of the classical security experiments (the real and the ideal one)
to the quantum setting poses, and how we resolved them.

In the first step in the classical security experiments, the adversary submits a proba-
bility distribution p over messages. In both experiments, a plaintext from this distribution
is sampled, encrypted and sent to the adversary. The adversary now has the opportunity
to manipulate (or “malleate”) the ciphertext with the goal that the output decrypts to a
related plaintext.! The relation according to which the plaintexts are related, is supplied
by the adversary. Of course, there are examples of relations that allow for easy creation
of a ciphertext that decrypts to a related plaintext, like e.g. the trivial relation where any
plaintext is related to any other plaintext. To not credit an adversary with a break for
fulfilling such a relation, her success in two experiments is compared: in the real world,
the relation is evaluated on the initial and final plaintexts, but in the ideal world, it is
evaluated on the final plaintext and a plaintext that is independently sampled from p.

Attempting a naive quantum generalization, we face two main challenges: How does
the challenger ensure that the ciphertext he received from the adversary is actually mod-
ified? And how does he evaluate a relation on the input plaintext and the decrypted
one? Both questions are complicated by the fact that quantum information cannot be
copied. The first question has a rather elegant solution. Instead of asking the adversary
to provide a distribution of messages, we ask her to provide a state preparation circuit,
a strict generalization of the former. Such a state preparation circuit starts from a blank
register and prepares a quantum state on the plaintext register and an auxiliary register.
But quantum operations are reversible, which means that to test whether the plaintext
has changed after encryption, attack and decryption,? we can run preparation backwards
and measure whether we got back a blank register. If so, the ciphertext was not changed,
and the candidate manipulated plaintext is discarded. If not, we run preparation forward
again, recovering (the actually changed part of) the adversary’s candidate malleation.

The second question is solved by exploiting the fact that in the quantum setting, any
message-sampling procedure can be implemented by first performing a unitary quantum
computation, and then discarding the contents of an auxiliary register. We can therefore
ask the adversary to provide a state-sampling unitary and store the auxiliary register as a
record indicating which plaintext has been created. After proceeding with the experiment
as in the classical case and using the modification test as described above, instead of

1In the actual experiments, the adversary is allowed to transform the ciphertext into many attempted
manipulated ciphertexts. In this informal description, we simplify as no significant additional technical
challenges arise from the generalization.

2Here we have to undo encryption in a different way as decryption is an irreversible process in general,
see Section 6.3 for details.
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checking whether the original and the attacked plaintext are related, we can now, in the
real-world case, check whether the attacked plaintext is related to the record. In the ideal
world, the record is replaced with an independently created one.

Definition 6.1 (QCNM, informal). A scheme is quantum comparison-based non-malleable
(QCNM) if no adversary can achieve a better than negligible advantage in distinguishing
the real and ideal versions of the quantum comparison-based non-malleability experiment
described above.

We go on to show that QCNM is a consistent generalization of CNM.

Theorem 6.2 (6.10, informal). When restricted to the post-quantum setting, QCNM and
CNM are equivalent.

Finally, we show that a QCNM scheme can be constructed from a CiNM scheme.
The quantum-classical hybrid construction, which was extensively studied in [AGM21]
with respect to confidentiality and integrity, is obtained by encrypting every plaintext
with a symmetric-key, one-time secure quantum encryption scheme and a fresh key, and
then encrypting that key with a non-malleable classical public-key encryption scheme and
appending it to the ciphertext.

Theorem 6.3 (6.13, informal). Using a CNM classical scheme and a NM quantum scheme
it is possible to construct a QCNM scheme via quantum-classical hybrid encryption.

6.2 Preliminaries

In this section, we will briefly introduce the classical definitions that this chapter is built
on, as well as the existing notion of non-malleability for quantum symmetric-key commu-
nication. We will build upon the classical definitions of non-malleability [BS99| and the
existing quantum definitions of non-malleability [ABW09, AM17].

Game 13: CNM-Real Game 14: CNM-Ideal
Input :II, Ak Input :II, Ak
Output: b € {0,1} Output: b € {0,1}

(pk, sk) < KeyGen(1*)

(M, s) < Ai(pk)

x4 M

y < Encpi(x)

(R7 Y) <~ A2(Sa y)

x < Dec(y)

Output 1 iff (y € y) A R(z,x)

(pk, sk) < KeyGen(1*)

(Mv S) A Al(pk)

x, T+ M

g < Encpi(2)

(R7 5’) <~ A2(Sa g)

% < Decy(y)

Output 1 iff (§ € ¥) A R(z,X)

B =R B VU R
N 0 s W =

Definition 6.4 (Definition 2 in [BS99] (CNM-CPA)). A PKES II is comparison-based
non-malleable for chosen-plaintext attacks (CNM) if for any adversary A = (A1, As) it
holds that

Pr[CNM-Real(II, A, k) = 1] — Pr [CNM-Ideal(I1, A, k) = 1] < negl(k),
if A is such that:

e A; and Ay are PPT
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o Ay outputs a valid message space M which can be sampled by a PPT algorithm
e A5 outputs a relation R computable by a PPT algorithm
o Ay outputs a vector y such that L ¢ Decg(y)

For comparison-based non-malleability, we consider adversaries that are split into two
stages, where each stage is a probabilistic algorithm. The first stage takes as input the
public key and produces a message distribution, which is (a description of) a probabilistic
algorithm that produces a plaintext. The second stage takes as input one ciphertext of a
plaintext produced by this algorithm and produces a vector of ciphertexts and a relation
R. The goal of the adversary is to construct R in such a way that R holds between the
original plaintext and the (element-wise) decryption of the produced ciphertext vector,
but not between another plaintext which is sampled independently from the message
distribution and the decryption of this same vector. If an adversary can achieve this
relation to hold with non-negligible probability, then intuitively the adversary was able
to structurally change an encrypted message, which would indicate that the scheme is
malleable.

In the existing literature on non-malleability in the quantum setting, the approach
taken is quite different from the notion described above. Here, the focus is put on uncon-
ditional one-time security notions of symmetric-key non-malleability and authentication.
In this setting, a notion of non-malleability was first introduced in [ABW09], which defines
non-malleability as a condition on the effective map of an arbitrary attack. The effective

AMB=ME Dec, o A4 o Ency, and
k+<+—KeyGen(1%)

can be thought of as the average effect of an attack on the plaintext level.

map of an attack Afg“%(v’} is defined as

The main idea of this definition is that a ciphertext cannot be meaningfully trans-
formed into the ciphertext of another message, which means that the effective map of any
attack is either identity, in case no transformation is applied or a map (p), that replaces
the ciphertext by a fixed one. Note that this way of defining non-malleability can also be
satisfied by a scheme which has the property that an attacker can transform a ciphertext
into another ciphertext of the same message. In other words, the non-malleability is only
enforced on the plaintext level, which means it is a form of plaintert non-malleability. The
classical notions discussed in the previous section do not allow for attacks that map an
encrypted message to a different encryption of the same message. This restriction means
non-malleability is enforced on the ciphertext level and thus these classical notions define
forms of ciphertext non-malleability.

This effective-map-based way of describing non-malleability was continued in [AM17],
where an insufficiency of the previous definition was demonstrated and a new definition
was given. Their definition is given in terms of the mutual information between the
plaintext and the side information collected by the attacker, which allows them to use
quantum-information-theoretic tools to analyze the definition. Their definition also con-
siders more powerful adversaries and protects against a “plaintext-injection” attack, where
the adversary can send any chosen plaintext to the receiver instead of the intended mes-
sage. One of the main results in their paper is a characterization theorem, which we will
consider as the definition instead.

Definition 6.5 (Theorem 4.4 in [AM17]). A SKQES (KeyGen, Enc, Dec) is e-non-malleable
(e-NM) if, for any attack AG" 7, its effective map
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ALY P ME s such that

1

<
ICP—1 =

<

HAA - (id“ @AY T + (IC1?(Decx (7)) —id) " ® Agﬂ'}>

where
Ay =Treer [¢>+(V(MAA(¢+(W ® ('))} and
ha = Troo [1°7 = 6 a6 0 ()]
A SKQES is non-malleable (NM) if it is e-NM for some ¢ < negl(k).

In the symmetric-key setting, one can also consider the notion of authentication. A
scheme satisfying this notion not only prevents an attacker from meaningfully transforming
ciphertexts but any attempt to do so can also be detected by the receiving party. In
[DNS12] a definition is given for this notion, which we adapt slightly to use the diamond
norm instead of the trace norm.

Definition 6.6 (Definition 2.2 in [DNS12]). A SKQES II is e-DNS authenticating (e-
DNS) if, for any attack A4 7, its effective map A;}{Uﬁ‘”b’ is such that

|34 = (0¥ ears? + 0 (wh oA )| <e
<

for some CPTNI maps Agee, Arej such that Agee + Arej is CPTP.
A SKQES II = (KeyGen, Enc, Dec) is DNS authenticating (DNS) if it is € — DNS for
some € < negl(k).

It is shown in [AM17] that a NM scheme can be modified to a scheme that is DNS
authenticating by appending a tag to the encoded plaintext.

6.3 Non-Malleability for Quantum PKE

In this section, we will define a notion of many-time non-malleability for quantum public-
key encryption, quantum comparison-based non-malleability (QCNM), as a quantum ana-
logue of the classical notion of comparison-based non-malleability (CNM) introduced in
[BS99]. We first analyze CNM with the goal of finding appropriate quantum analogues of
each of its components.

The message distribution M in the CNM definition allows an adversary to select mes-
sages that she thinks might produce ciphertexts that can be modified in a structural
way. This choice is given because the total plaintext space is exponentially large, thus if
one picks a message completely at random and only a few of them can be modified into
related ciphertexts, then the winning probability is negligible despite the scheme being
insecure. In the quantum representation of this message space, we consider the following
requirements:

1. As mentioned earlier, the quantum no-cloning theorem prevents copying the plain-
text after sampling it for future reference. In order to check the relation in the last
step of CNM, we require that two related states are produced, one of which will be
kept by the challenger and the other encrypted and used by the adversary.
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2. It must not be possible for the adversary to correlate herself with either of the
produced messages. This is to prevent the adversary from influencing the second
copy of the state later on. For example, consider the case where the adversary
produces the state %(|000> +]111)), where the first two qubits are the two copies of
the message and the last is kept by the adversary. The adversary can then measure
her qubit, collapsing the superposition and informing her in which (classical) state
the second copy now is. This allows her to trivially construct a relation between her
output and the second copy.

In order to satisfy requirement (1), we have chosen to represent M by a unitary U/’
such that U |0) is a purification of the message distribution, where the message resides in
M, the second (reference) state in R, and P is used for the purification®. This purification
register allows the adversary to implement any QPT quantum channel on M R, with U
being a Stinespring dilation of that channel. Note that this does not allow the adversary
to give an auxiliary input to the message sampling algorithm, which is crucial in avoiding
the trivial attack presented in requirement (2). If any input state can be passed to the
message sampling algorithm, this can be used by the adversary to build an entangled
state between their registers and the plaintext, and collapsing this state after encryption
of the message would be a malleability attack. In this setting, the adversary is thus able
to implement any message state sampling channel that starts with no input as a unitary
U. The first part of the quantum adversary, .4, produces this unitary in the form of a
(classical description of a) circuit along with some side information S to be passed on to
the next stage. We denote this process by (U, S) < A;(pk).

For the QCNM definition we define two experiments, similar to the CNM definition. In
the following paragraph, we describe how the different elements of the CNM experiment
are instantiated in the quantum case. The appropriate quantum notion of a relation
R on plaintexts is given by a POVM element 0 < E"* < I. The two registers M R are
considered to contain related states if an application of the measurement { E,I— E'} returns
the outcome corresponding to E. Of course, this POVM is provided by the adversary in
the form of a circuit and must hence be efficient. The quantum analogue of the vector y is
given by a collection of registers C = C ... C,,, where m is at most polynomial in n, the
security parameter of the considered scheme, and each C; satisfies M;T; = C; = C = MT.
The quantum analogue of the vector x is similarly given as M = Mj ... M,,. Observe
that any PKQES can also be seen as a SKQES, with keys of the form k = (pk, sk), which
allows us to use Lemma 2.8%. For any PKQES II = (KeyGen,Enc,Dec) with security
parameter s, let {Vi | k = (pk,sk) < KeyGen(1%)}, t = log|T|, {¢xr | k = (pk, sk) +
KeyGen(1%),r € {0,1}!} and {px | k = (pk, sk) < KeyGen(1%)} be as in Lemma 2.8 in the
QCNM experiments.

Lastly, we define the unitary Up,., combining the preparation of the message state
and the encryption of its part in register M. This means a check similar to the y € y
check in the CNM experiments can be implemented by sequentially undoing Up.p on all
combinations C; RP and then measuring whether the result is |0) (0|, which is only the case
if C; contained part of Uy,ep |0), which is the original ciphertext given to the adversary.

We are now ready to define the real and ideal experiments for quantum comparison-
based non-malleability.

3 A purification is a quantum register that is similar to the “garbage” register in reversible computation.
4This characterization could also be invoked with k = pk, however, the resulting encryption unitary
is then (likely) not efficiently implementable.
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Game 15: QCNM-Real
Input :II, Ak
Output: b € {0,1}
k = (pk,sk) < KeyGen(1*)
(UM S + A1 (pk)
r &5 0,1}
Construct Uy, such that U, 0)" = )"
Construct U, .}, = V(U @ U)
Prepare Uprep [0) (0| U, in MTRP
(C,E) + Ay(MT,S)
fori=1,...,|C| do
Perform Ugrep on C;RP
1 Measure {|0) (0| ,I—|0) (0|} on C;RP with outcome b
11 if b =0 then
12 L Output 0

13 Perform Upyep on C; RP

14 M + Decg(C)
15 Measure {E,I — E} on RM with outcome e
16 Output e

© 00 N O Uk W N

o

Game 16: QCNM-Ideal
Input :II, Ak
Output: b € {0,1}
1 Run lines 1-14 of Experiment QCNM-Real
15 Prepare U |0) (0|UT in MRP
16 Measure {F,T— E} on RM with outcome e
17 Output e

A PKQES is now defined to be QCNM-secure, if no adversary can achieve a higher
success probability in the experiment QCNM-Real than in QCNM-Ideal.

Definition 6.7. A PKQES II is quantum comparison-based non-malleable
(QCNM) if for any QPT adversary A = (A1, As) it holds that

Pr[QCNM-Real(II, A, k) = 1] — Pr [QCNM-Ideal(II, A, k) = 1] < negl(x),
if A such that:
o A; outputs a valid unitary U which can be implemented by a QPT algorithm,
e Ay outputs a POVM element E which can be implemented by a QPT algorithm,

e Ay outputs a vector of registers C such that L ¢ Decg(C).

6.3.1 Relation Between QCNM and CNM

In order to compare QCNM to CNM, we consider both definitions modified for quantum
adversaries and encryption schemes that have classical input and output but can perform
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quantum computation. In the case that a quantum state is sent to such a post-quantum
algorithm, it is first measured in the computational basis to obtain a classical input.
Game 17: QCNM-Realpq
Input :II, Ak
Output: b € {0,1}
1 k = (pk,sk) < KeyGen(1*)
2 (UM 8) « A;(pk)
r 10,1}
Construct Uy, such that U, 10)" = |¢hrr)”
Construct UML7 = VT (VI @ UT)

3
4
5
6 Prepare Uprep [0) (0] Ugmp in MTRP
7
8
9

Measure MTR in the computational basis with outcome y"/” 2/

(C,E) + Ay(MT, S)

fori=1,...,|C| do
10 Measure {|y) (y|,I— |y) (y|} on C; with outcome b
11 if b =y then
12 L Output 0

13 M « Decg(C)
14 Measure {E,I — E} on RM with outcome e
15 Output e

Game 18: QCNM-Ideal pq
Input :II, A &
Output: b € {0,1}
1 Run lines 1-13 of Experiment QCNM-Ideal pg
14 Prepare U |0) (0| Ut in MRP
15 Measure MR in the computational basis

16 Measure {F,T — E} on RM with outcome e
17 Output e

We consider the above experiments to be the post-quantum version of the QCNM
experiments. The main modification is the measurement in Step 7, which enforces the
requirement that As only takes classical input. The modification of Steps 9 through 12
is made because the measurement in Step 7 disturbs the state in an irreversible fashion,

thus performing U;frep no longer inverts the sampling/encryption process. Lastly, in the

Ideal setting, Step 15 is added to mimic the effect that Step 7 would have on M’.

Definition 6.8. A PKQES II is post-quantum comparison-based non-malleable (QCNM p(,)
if for any adversary A = (A1, As) it holds that

Pr [QCNM-Real pg(I1, A, k) = 1] — Pr [QCNM-ldeal po(I1, A, k) = 1] < negl(x),
if A and I1 are such that:
e Ay and Ay are QPT and output only classical states,
e Ay outputs a valid unitary U which can be implemented by a QPT algorithm,
e Ay outputs a POVM element E which implementable by a QPT algorithm, and
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o Ay outputs a vector of registers C such that L & Decg(C).

Sampling of the message by the challenger is now done by not only applying U to
|0), but in addition also measuring in the computational basis. Similarly, we define a
post-quantum version of CNM.

Definition 6.9. A PKQES II is comparison-based non-malleable against post-quantum
adversaries (CNMpg) if for any QPT adversary A = (A, As) it holds that

Pr [CNM-Real(II, A, k) = 1] — Pr[CNM-Ideal(II, A, x) = 1] < negl(k),
if Il and A are such that:
e Ay and As are QPT and output classical strings,
o A, outputs a valid QPT algorithm M which produces classical strings,
e As outputs a QPT algorithm R,
o Ay outputs a vector'y such that L & Decg(y).

The only difference between CNM and CNMpg is that the latter allows the encryp-
tion scheme, adversary and any algorithms produced by the adversary to use a quantum
computer. Furthermore, the relation R has become probabilistic, but since it is used only
once there is no difference between using a probabilistic relation or picking a deterministic
relation at random. Observe that CNMpq is simply a stronger requirement than CNM
since it requires security against a strict superset of adversaries, and thus trivially implies
CNM.

Theorem 6.10. A PKQES II is QCNMpg, if and only if II is CNMpg.

Proof. For the = direction, let II be an arbitrary PKQES which is QCNM pg-secure and
let A = (A1, Az) be an arbitrary quantum adversary intended to perform the CNMpg
experiments. Assume that IT is such that Enc and Dec take only classical input and
produce only classical output. Define B = (B, Bs) as follows:
Bl(pk)Z
(M, s) < A1(pk)
Let pps(x) be the probability that  <— M, then construct U such that
MM'P MM'P
U |0) = ﬁ T%:R |M(r)M(r)r) = z;M Voum () |zzd,) , where

M' = M is the reference register, R is the set of possible input for M and ¢, is
the uniform superposition over all |r) such that x < M(r).
Output (U, |s) (s|)

Ba(|s) (sl ly) (""" ):

(R7 y) — ‘,42(:1/7 S)

Construct &= R(i.j) [ij) (5
ij

Output (£, |y) (y|”* )

Observe that the definition of QCNM-Realpg (I1, B, k), after some simplification, yields

N =

w

N =

w
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k = (pk,sk) < KeyGen(1%)
(M, 5) < Ai1(pk)
3 Let par(x) be the probability that 2 < M, then construct U such that

U‘0>.\I\/’I’_ Z \/m‘xx¢z>.\/.\l/l"

B x—M
a & {0,1)
Construct Uy, such that U 10)" = |¢hrr)”

Construct Up‘/eg‘//" = VMMM g Uy,)

Prepare Uprep [0) (0| U}, in MTM'P

TEP

N o=

9]

Measure MT M’ in the computational basis with outcome yz

(R, y) — -AQ(y7 8)
10 Construct E = > R(i,]) |4j) (ij]
1,

© 0 N o

11 Prepare |y) (y| in C

12 fori=1,...,|C| do

13 Measure {|y) (y|,I— |y) (y|} on C; with outcome b
14 if b =y then

15 L Output 0

16 M « Decg(C)
17 Measure {E,I — E} on M'M with outcome e
18 Output e

Here Steps 3,5,6,7 and 8 together simply execute « <— M;y < Ency,,(z). Furthermore,
if y € y then some C; contains |y) (y|, which will guarantee the output to be y in Step
13. Conversely if y ¢ y, then all C; contain some state orthogonal to |y) (y| and thus
Step 13 has 0 probability of outputting y in this case, thus Step 13 effectively implements
the y € y check. Lastly, note that E is a projective measurement which projects onto
the space spanned by all |ij) such that R(i,j), which means that Step 17 outputs 1 iff
R(x,x), where z is stored in M’ and x in M. We conclude that QCNM-Real p (I1, B, r)
produces the same random variable as CNM-Real(II, A, ). By similar reasoning the same
is true for the Ideal case, with the additional observation that preparing U |0) in MM'P
and measuring M in the computational basis with result z is equivalent to < M and
collapses M’ to . It follows that II is CNM PQ-

For the <« direction, let II be an arbitrary PKQES fulfilling CNMpg and let A =
(A1, A2) be an arbitrary classical adversary on this scheme intended to perform the
QCNMpq experiments. Define B = (By, Bs) as follows:

Bl(pk)

L (U ]9) s]")  Ar(pk)

2 Prepare U |0) twice, in MoRyPy and MR P,

3 Measure MyRoM; Ry in the computational basis with outcome mgzomq21
4 Construct M to be the uniform distribution over {mq,m;}

5 Output (M, smozomi21)

BZ(S/ay):
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Parse s’ as smgzomi 21
(E,y) « As(ls) (51, [y) (™'
Construct R(z,x) to be
Find 7 such that m; =z
prepare |zx) (z;x| in R'M
measure {F,I — E} on R'M, output 1 iff the outcome is E

7 Output (R, |y) (y])
Observe that the definition of CNM-Realpg (11, B, k), after some simplification, yields

k = (pk,sk) < KeyGen(1*)
(U, Is) (s]”) « Av(pk)
Prepare U |0) in MyRoPy
Prepare U |0) in M1 R Py
Measure MoRyM; R, in the computational basis with outcome mgzgm1 21
Pick i + {0,1}
y <+ Encpk(my)
(B |y) (y]) < As(ls) (s [y} (wl")
x < Decg(y)
if y € y then
L Output 0
12 Find j such that m; = m;
13 Prepare |z;x) (z;x| in RM
14 Measure {E,I — E} on RM with outcome e
15 Output e

=

o oA~ WN

© W0 N O A W N -

[
= o

Similarly, the CNM-Ideal pg (11, B, k) yields the same Experiment except with line 12
replaced with “Pick j < {0,1}”. Note that Step 7, the encrypting, is not performed by
Uprep but simply by Enc and that Step 10 simply checks y € y instead of the loop that
we earlier argued to be equivalent. Additionally, the measurement in Steps 3 and 4 are
equivalent to measuring the ciphertext after encryption (as is done in QCNM), because it
is assumed that encryption, and thus Vj, maps classical states to classical states.

Note that w.l.o.g. we can assume that mgy # my, since if this is not the case then the
Real and Ideal cases are equivalent and thus the adversary has no hope of winning. This
makes that the CNM-Realpg (11, B, k) and QCNM-Real pg (11, A, k) are equivalent given the
observations in the previous paragraph. Furthermore, when ¢ = j in the CNM-Ideal case
then it is equivalent to the CNM-Real case. When ¢ # j, the CNM-Ideal pg(II, B, k) and
QCNM-Ideal p (11, A, n) experiments are equivalent. Thus the advantage of B in CNM is
half the advantage of A in QCNM, which implies that II is QCNMpg,. O

Note that we argued earlier that, for any PKES, being CNMpg trivially implies being
CNM, thus we derive the following corollary.

Corollary 6.11. Any QCNMpgy PKES is CNM.

6.3.2 A QCNM Secure Scheme

In this section we show how QCNM-security can be achieved using a quantum-classical
hybrid construction like the ones used in [AGM18, AGM21], that we presented in Con-
struction 2.7. We continue by proving that if II® is unitary and secure according to
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NM, and II¢ to be CNM, then IT"?[ITR T1¢] is QCNM.To prove QCNM security of the
classical-quantum hybrid scheme, we need the following lemma.

Lemma 6.12. Let IT = (KeyGen, Enc, Dec) be a SKQES, let { €N, let C=Cy...Cp = C*
and M = M, ... M, = M* be vectors of registers, let A C be a CPTP map, and set

AM-M _ F [(Deck)w oAo Enck} .
k<« KeyGen(17™)

If SKQES is CiNM secure, then for some py and {o;}; we have that

¢
AM-M _ Zpi idM =M ®01M "+ pofog’),

where q; is the probability that is equal to Ay from Definition 6.5 applied to the attack map
Trcﬂ. oA and M—i = M1 ce Mi—lMi+1 ce M[ and Pi = q; — \C\%—l(l - qi)'

Proof. For fixed i, consider the attack A’ = Trc_, oA on II and observe that its effective
map satisfies A’ = Ey, [Decy, o Tre_, oA o Enci] = Trm_, oA. Because II is NM, we have
A = p;iid+(1 — p;)(Decg (7)) and thus

Tra_, oA(¢T M) = pip ™M 4 (1 = p;)Dece(r) @ 7" (6.1)

Consider the state A(¢+""""). Because ¢/ is a pure state, we know that A(¢™" ")
is a convex combination of terms of the form p;¢*""" @ oz, and a term poodt @ 7,
ie.

A(etM szgb“' M’ g M- +pood @7V (6.2)

By the Choi-Jamiolkowski isomorphism|[Jam72, Cho75] this means that
Al[%M — sz id‘\l%A\I, ®UZN[ 4 p0<o_(l)\/[>

Using Equation (6.1), we get in addition that all single-system marginals of ¢;, : = 0, ..., ¢
are equal to Decg (7). O

Note that a similar statement can be proven for attack maps A" BMB with side
information, but we only need the above statement in Theorem 6.13.
Using this lemma, we can show that the hybrid scheme is indeed QCNM-secure.

Theorem 6.13. Let 1% = (KeyGen® Enc®”, Dec®) be a NM secure SKQES with uni-
tary encryption and decryption map, and II¢ = (KeyGenCl7 EncC|7 DecC|) a CNMpg secure
PKES. Then T[T TI¢] 45 QCNM.

Proof. We begin by defining modified versions of the two experiments used in defining
QCNM, sckQCNM-Real and sckQCNM-Ideal (for spoofed classical key). These two experi-
ments are defined exactly as the experiments QCNM-Real and QCNM-Ideal, except for the
following modifications:
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1. When creating the ciphertext register C' that is handed to the adversary, its classical
part c¢ is produced by encrypting a fresh, independently sampled one-time key &’ <
KeyGen®. The pair (c, k) is stored (k being the key used for encryption with Enc®".)

2. The test whether the ciphertext was modified by the adversary is done by first
checking whether the classical part ¢’ is equal to c. If it is not, the ciphertext
was modified and no further test of the quantum part is necessary. If ¢/ = ¢, the
modification check from the games QCNM-Real and QCNM-Ideal is applied, using
the stored one-time key k. Note that this is equivalent to the check mandated for
the QCNM experiments.

3. Before decrypting any ciphertext, the challenger checks whether its classical part
is equal to ¢. If not, he proceeds with decryption, otherwise, he just decrypts the
quantum ciphertext with DecS”.

Let A be a QCNM-adversary against IT"P. Recall that it was proven in [BS99] that
CNM is equivalent to IND-parCCA2, indistinguishability under parallel chosen ciphertext
attacks. In this attack model, after receiving the challenge ciphertext, the adversary is
allowed to submit one tuple of ciphertexts that are decrypted in case none of them is equal
to the challenge ciphertext. Define the following IND-parCCA2 adversary A’ against 1.
A’ simulates the QCNM-Real (TT"?| A, k)-experiment. When the QCNM-Real challenger
is supposed to encrypt a plaintext to be sent to A, A’ sends my = k and m; = k' as
challenge plaintexts to the IND-parCCA2 challenger, where k, k' <+ KeyGenQ“7 and k is
used to encrypt the quantum plaintext. After storing a copy of the resulting classical
ciphertext ¢ and the one-time key k, A’ continues to simulate QCNM-Real(TT"®, A, k)
but using the mixed quantum-classical modification check from the spoofed classical key
experiments defined above. Decryption is done using the parCCA2 oracle, except for the
ciphertexts with classical part ¢, which are just decrypted using the stored one-time key
k. Now A’ outputs the result of the simulated experiment QCNM-Real(IT"", A x).

Now observe that if the IND-parCCA2 challenger’s bit comes up b = 0, A’ faithfully
simulated the experiment QCNM-Real(IT" A, k), while the case b = 1 results in a simu-
lation of sckQCNM-Real(TI"® A, k). Therefore, the IND-parCCA2 security of I implies
that the games QCNM-Real and sckQCNM-Real have the same result, up to negligible
difference.

We can also define an IND-parCCA2 adversary A" against II¢ in the same way as
A’, but this time using the QCNM-Ideal experiments. This implies analogously that the
experiments QCNM-Ideal and sckQCNM-Ideal also have the same result, up to negligible
difference.

Finally, what is left to prove is that the experiments sckQCNM-Real and sckQCNM-Ideal
have the same outcome due to the NM security of II?". If the classical part of the ciphertext
has been modified, Decy, is never applied. By the fact that the scheme II® is IND secure
[AM17], M is independent of (i.e. in a product state with) R, i.e. MR and MR have
the same state. Therefore, sckQCNM-Real and sckQCNM-Ideal have the same outcome.
For the remaining case of ¢’ = ¢, note that the modification test in lines 8 through 13 of
Experiments 15 and 16 are identical, and that the application of (V‘” )T (T is trivial for
unitary encryption) is equal to decryption. We can hence decrypt all ciphertexts before
the modification test in the experiments sckQCNM-Real and sckQCNM-Ideal (line 9 in
experiments QCNM-Real and QCNM-Ideal), and replace Upep by U. It follows that the
rest of the experiment after decryption does not depend on the one-time key k anymore.
Hence the experiment has the form of a multi-decryption attack on the scheme IIQ i.e.
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where one ciphertext (the one that Aj receives as input) is mapped to many ciphertexts
(the ones in C) and are subsequently decrypted. We can therefore apply Lemma 6.12 to
conclude that the modification test outputs 0 unless M is in product with R, in which
case MR and MR have the same state. sckQCNM-Real and sckQCNM-Ideal, therefore,
have the same outcome. O

6.4 Conclusion

After providing the first definition of non-malleability for quantum public-key encryption
and showing how to fulfil it, and providing a comprehensive taxonomy of one-time security
notions in the symmetric-key case, our work leaves a number of interesting open questions.

While our proposed definition of QCNM provides a natural extension of CNM to
the quantum setting, a number of alternative but equivalent definitions of classical non-
malleability exist, such as simulation-based non-malleability as defined in [BS99]. Besides
the natural question of whether QCNM truly captures non-malleability, one might want to
consider quantum versions of other classical notions of non-malleability and the relations
between them. Furthermore, a symmetric-key version of QCNM could be explored, which
we suspect to be distinct from computational versions of existing symmetric-key notions
[MSW19] due to the mismatch of the way side information is handled.
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CHAPTER 7

Conclusion

In this thesis, we were able to shed light on some of the problems all of us face in the
world of emerging quantum technologies, and the opportunities we have ahead of ourselves.
Overall, this thesis brought together various primitives in the quantum and post-quantum
worlds and highlighted their similarities when tackling their implementation. We high-
lighted a number of open questions for each of the topics. Furthermore, the natural open
question is which other primitives can be brought to the quantum setting using similar
techniques as used in this thesis, and what could their implementation in the quantum
setting imply for the overall security landscape.

In the sections below, we highlight the biggest results of the three concepts we tackled.

7.1 Deniability

To build towards deniable QKE, we first discussed a more complete form of sender-privacy
that enhances the use of strong designated verifier signature schemes in both the classical
and quantum settings. Here, the strongest results were those boosting existing 2-party
sender-privacy to the n-party setting through Theorem 3.24 and Theorem 3.23. This shows
that our definition of sender-privacy, which was designed to be more easily applicable in
constructing proofs while encompassing more edge cases, is implied by a combination of
common properties.

Theorem 7.1 (Theorem 3.24). Any DVS scheme II that is 2-party sender-private, strongly
unforgeable, and computationally non-transferable is n-party sender-private for any n > 2.

Theorem 7.2 (Theorem 3.23). Letn € N and O = {(9(1) o ol o0& ol o

sign’ “~sign? ~sim? ~ sim) Y veri? veri}
be the n-sender standard oracles. Any DVS scheme that is n-party sender-private with re-

spect to O' = {(’)(1) 0? ob 0@ o0 _ 0, 0® 0} and strongly unforgeable is

sign?’ ~sign? ~sim? 7 sim)  vert vert

n-party sender-private (with respect to Q).

We were directly able to showcase the usefulness of these enhancements by using
our form of sender-privacy as a building block for participation-deniable quantum key
exchange. Moreover, the scheme we construct is an instantiation of the (slightly modified)
BB84 scheme, which is one of the most well-studied QKE schemes.

Theorem 7.3 (Theorem 4.7). AuthBB with authentication scheme Ilspys is deniable if
IIspvs is an SDVS with non-transferability against quantum adversaries.
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Corollary 7.4 (Corollary 4.8). Under Assumptions 4.2 and 4.3, SUSDVS (from [NJ16])
is an SDVS with non-transferability against quantum adversaries, thus AuthBB wusing
SUSDVS is deniable in the standard model.

7.2 Plaintext-Awareness

We went on to study the concept of plaintext-awareness, bringing it to the post-quantum
setting. Here, we consider the various challenges that occur in a setting where recording
queries for future use is not possible in the classical sense. We defined various notions of
PA in this setting and showed their satisfiability, as well as numerous relations between
them. A key result here is the proof of the expected relation between IND-qCPA, pqPA2
and IND-qCCA.

Theorem 7.5 (Theorem 5.24). Any public-key encryption scheme Enc that is pqPA2-Qgec
plaintezt-aware and IND-qCPA secure is IND-qCCA secure.

After this, we move to the setting of communication between quantum computers, and
explore the same questions in this setting, obtaining novel notions of plaintext-awareness
in this context that mirrors the classical setting. Here we again show the expected relations
between our presented notions, as well as the way in which QPA2 can be used to achieve
QIND-CCA2 security.

Theorem 7.6 (Theorem 5.33). Any PKQES II that is QIND-CPA secure and QPA2
plaintext-aware is also QIND-CCA2 secure against adversaries A for which

1
Pr Gg?jAz'Cheat(b) — cheat| — 3 < negl(x).

7.3  Non-Malleability

Lastly, we use our newly-acquired familiarity with the recording barrier in the quantum
setting to tackle non-malleability for public-key communication between quantum com-
puters. This provides us with an integrity primitive in a setting where digital signatures
are not possible. We show how our notion relates to the classical equivalents. The key
result we present in this context is the satisfiability of the newly constructed QCNM notion.

Theorem 7.7 (Theorem 6.13). Let 11 = (KeyGen®", Enc®, Dec®) be a NM secure
SKQES with unitary encryption and decryption map, and II¢ = (KeyGenCl, Enc(:l7 DecC|)
a CNMpq secure PKES. Then TI™P[IIR T1¢] is QCNM.

Jeroen van Wier is supported by the Luxembourg National Research Fund (FNR),
under the joint CORE project Q-CoDe (CORE17/IS/11689058/Q-CoDe/Ryan).
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