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Agenda

1. group intro
2. space systems security intro

• different types of attacks at 
various parts of the system

3. need for research infrastructure
• to experiment
• to educate

4. the CritiX S4 Lab
• goals and capabilities
• functions
• intended use
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CritiX
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Autonomous Vehicles  
and Resilient,  
Adaptive Control

Fintech

Resilient Space  
Systems

Internet/Cloud

eHealthRESILIENT COMPUTING

01
ULTRA-RESILIENT
Minimal Roots-of-trust  
and Enclaves

02
HYBRIDISATION-AWARE
Distributed, Algorithms,  
Models, and Architectures

03
HIGH-CONFIDENCE
Vertical Verification
of Mid-sized Software

04
PRIVACY-AND
INTEGRITY-PERSERVING
Decentralised Data Processing

FOUR OBJECTIVES
to enable resilient computing in a wide range of application areas:

CritiX Mission
CritiX
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CritiX Space Safety
CritiX
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CritiX Space Security
CritiX
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Into the Space 
Systems (in)Security
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The “High Ground” fallacy
The myths

In military doctrines 
Space Assets are 
considered a High 
Ground...

... this has also spilled 
over to civilian sector.
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Let’s compare old and modern High Grounds
The myths

Castle
• hard to reach and hit
• easy to defend
• effective to fight back
• oversees the surroundings
• controls the area
• built using local resources
• resupplied using local resources

J. Oberg, Space Power Theory, UASF Academy, 1999

Satellite
• quite easy to reach and hit
• challenging to defend
• no way to fight back
• oversees what is below, .. for a while
• ?
• have to take all resources on a mission
• very rarely resupplied (for now) 
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Sanctuary lost? Yes, if we go digital.
The stakes are high – enter cyberspace

classic threats

• easy to attribute
• sophisticated technology
• expensive
• efficient in non-networked env.

high entry barrier

cyber threats

• hard to attribute
• common technology
• inexpensive
• efficient in networked environment

low entry barrier

...best thing about cyber is that results may also be physical and large scale!
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Space Assets are very 
vulnerable!
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Curious death of ROSAT (1998)
It happened!

2008: NASA investigators were reported to have 
found that the ROSAT failure was linked to a cyber-
intrusion at Goddard Space Flight Center.

1999: advisory report by Thomas Talleur, senior 
investigator for cyber-security at NASA:
• series of attacks from Russia that reached 

computers in the X-ray Astrophysics Section
• took control of computers used for the control of 

satellites, not just a passive "snooping" attack

Reference: Network Security Breaches Plague NASA, Newsweek / Bloomberg / BusinessWeek,  2008
https://www.cs.clemson.edu/course/cpsc420/material/Papers/NASA.pdf
http://www.kepstein.com/2008/11/20/network-security-breaches-plague-nasa/
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Landsat, Terra EOS (2008 - 2009)
It happened!

06 & 10.2008: the spacecraft was targeted by 

hackers who gained unauthorized access to its 

C&C systems, but (as is claimed by US officials) did 

not issue any commands.

• last from series of similar attacks that were 

launched on Landsat and Terra EOS satellites.

• No details whether it was rogue GS or hack into 

existing one (polar regions)

Reference: 2011 Report to Congress of the 
U.S.-China Economic and Security Review 
Comission, November 2011
https://www.uscc.gov/annual-report/2011-
annual-report-congress/
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NASA JPL breach (2011 & 2018)
It happened!

• compromised accounts of high privilege
• hackers had full system access for months
• explore NASA networks beyond JPL

• the same happened in 2018
• unauthorized RPi plugged into facility 

network -> WiFi access for hackers
• access to confidential documents
• access to DSN
• > 14 months, 500 MB of ITAR-controlled 

docs stolen
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Mayhem at TV5Monde (2015) 
It happened!

• in 2015 TV5Monde experienced devastating 
attack on its broadcast facilities

• all 12 channels were down, for many hours
• months before attack internal station networks 

were thoroughly mapped
• investigated the broadcast process
• listed the equipment

• grand finale involved deployment of malicious 
software that targeted critical elements of ground 
stations causing permanent hardware damage

• APT28 maskirovka as Cybercaliphate
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Basic GPS spoofing (2019)
It happened!

Positions of ships 
reported through AIS
became clearly 
erroneous:

• ships moved inland
• sailing in circles

• first spotted in 
Shanghai on Yangtze
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It took a while to 
realize there 
might be a 
problem

Space Threats Paper

2001 
Rumsfeld’s 
warning2007 Terra

2009 JPL

2010 NASA

2011 JPL

2015 TV5
2018 JPL

2019 NATO
2019 USSF2020 SPD-5

2020 DE, FR
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Space Infrastructure
Attack Vectors
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Space infrastructure
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The threats
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Supply chain, AIVs
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The threats
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Attack Vectors – Supply Chain and AIV’s

1 / /2022 4 1

The threats

Rafał Graczyk, Sanctuary lost: a cyber-physical warfare in space

Loss of \ Affecting supply chain assembly & 
integration test

confidentiality design / spec theft documentation theft test plan / results theft

integrity component tainting
design modification documentation modification

test specification modification
test equipment setting 

modification

availability component supply disrupt
design deletion

documentation deletion
facility unavailability

test equipment unavailability
test results deletion
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Ground segment
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The threats
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Attack Vectors – Ground segment

1 / /2022 4 1

The threats

Rafał Graczyk, Sanctuary lost: a cyber-physical warfare in space

Loss of \ Affecting ground station mission control space traffic mgmt

confidentiality eavesdropping
tracking eavesdropping tracking

integrity masquerading
message replay

modification of commands
modification of telemetry

MITM attack on ephemerides 
distribution

catalogue modification

availability denial of service
jamming

denial of service
facility unavailability

tracked object deletion for 
data pool

tracking facility unavailability
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Launch segment
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The threats
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Attack Vectors – Launch segment

1 / /2022 4 1

The threats

Rafał Graczyk, Sanctuary lost: a cyber-physical warfare in space

Loss of \ Affecting launch operations

confidentiality payload disclosure
tracking

integrity trajectory modification
GNSS meaconing / spoofing

availability loss of launcher
no separation
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Space segment
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The threats
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Attack Vectors – Space segment

1 / /2022 4 1

The threats

Rafał Graczyk, Sanctuary lost: a cyber-physical warfare in space

Loss of \ Affecting satellite mesh / relay user terminal

confidentiality unauthorised access eavesdropping eavesdropping
tracking

integrity
unauthorised access and 

commanding
fault induction

masquerading
data modification

meaconing
spoofing

availability
jamming
blinding

failure induction

denial of service
jamming

jamming
service disruption
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Space system attack hierarchy
Space Threats Paper
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Let’s educate!
Others

1. Red teams
• what is there to attack?

• what skillsets are required?

2. Blue team
• how to monitor the assets and infrastructure?

• how to ensure system availability?

3. Raise awareness
• on criticality of space infrastructure

• on risk factors and how to manage them
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Let’s experiment!
Others

1. Search for vulnerabilities
• open source HW/SW

• standard interfaces

• common building blocks

2. Develop resilience
• experiment with fault and intrusion tolerance

• in realistic set-up, with real-world limitations
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Mapping the space systems attacks - knowledge
Space Threats Paper
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Mapping the space systems attacks - knowledge
Space Threats Paper
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Mapping the space systems attacks - comms
Space Threats Paper
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Mapping the space systems attacks - comms
Space Threats Paper
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Mapping the space systems attacks – track & mon
Space Threats Paper
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Mapping the space systems attacks – track & mon
Space Threats Paper
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Mapping the space systems attacks – attack
Space Threats Paper
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Mapping the space systems attacks – attack
Space Threats Paper
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Building secure future for space infrastructure is a 
team work!

Call to action
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We’re open for collaboration: 
• joint research
• partnership
• consultancy

Feel free to get in touch:
rafal@graczyk.io
rafal.graczyk@uni.lu

https://www.linkedin.com/in/rafalgraczyk/
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Thank You!

CritiX Space Safety and Security Lab: a 
path towards trustworthy space systems

Rafał Graczyk
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