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Abstract—The integration of aerial platforms to provide ubiq-
uitous coverage and connectivity for densely deployed terrestrial
networks is expected to be a reality in emerging sixth-generation
networks. Energy-effificient design and secure transmission are
two crucial issues for integrated terrestrial-aerial networks.
With this focus, due to the potential of RIS in substantially
saving power consumption and boosting the security of private
information by enabling a smart radio environment, this paper
investigates the energy-efficient hybrid beamforming for multi-
layer reconfigurable intelligent surface (RIS)-assisted secure in-
tegrated terrestrial-aerial network for defending against simul-
taneous jamming and eavesdropping attacks. Specifically, with
the available of angular information based imperfect channel
state information (CSI), we propose a framework for the joint
optimization of user’s received precoder, terrestrial BS’s and
HAP’s digital precoder, and multi-layer RIS analog precoder
to maximize the system energy efficiency (EE) performance. For
the design of received precoder, a heuristic beamforming scheme
is proposed to convert the worst-case problem into a min-max
one such that a closed-form solution is derived. For the design
of digital precoder, we propose an iterative sequential convex
approximation approach via capitalizing the auxiliary variables
and first-order Taylor series expansion. Finally, a monotonic
vertex-update algorithm with penalty convex concave procedure
is proposed to obtain analog precoder with low computational
complexity. Numerical results show the superiority and effective-
ness of proposed optimization framework and architecture.

Index Terms—Reconfigurable intelligent surface, secure inte-
grated terrestrial-aerial network, energy-efficient hybird beam-
forming, imperfect angular information.

I. INTRODUCTION

W ITH the increasing demand for sustainable and flexible
connectivity in either semi-urban/rural areas or disaster

rescue, monitoring/surveillance scenarios, the usage of aerial
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platforms for enhancing the network coverage and, thereby,
the service availability of terrestrial networks, has received
substantial attentions [1]. This vision has been proposed by the
3rd Generation Partnership Project (3GPP) for the operation
of New Radio in non-terrestrial networks, which basically
consists of high-altitude platform stations (HAPSs), unmanned
aerial vehicles and satellite deployments due to their intrinsic
features such as longer operating time, small footprinting and
wide coverage area [2]. To exploit the advantages of both
terrestrial and HAP networks, the framework of integrated
terrestrial-aerial networks (ITAN) have been proposed for
future sixth-generation (6G) communication networks [3]–[5].

Due to the inherent openness and broadcast nature of the
wireless medium, ITAN is vulnerable to security breaches,
including the active jamming attacks for interrupting trans-
missions and the passive eavesdropping attacks for data inter-
ception. Traditionally, frequency hopping (FH) [6] and spatial
anti-jamming method [7] have been extensively adopted to
tackle the jamming attacks in wireless networks, where the
former method can turn the current working frequencies of
cooperative parties to be orthogonal to the jamming signals
and the later method boosts desired signal and nullify jamming
signal at the intended recipient (see [6], [7] and reference
therein). However, FH consumes extra spectrum resources,
and the implementation of spatial beamforming with multiple
antennas incur high hardware cost. As for combating eaves-
dropping attacks, the existing works in the literature utilized
the intrinsic randomness of the noise and the characteristics
of wireless channel to limit the eavesdroppers achievable rate,
which includes multi-antenna beamforming [8], [9], artificial
noise (AN) [10], and cooperative jamming [11]. Particularly,
the multiple-antenna techniques use spatial selectivity to im-
prove the stealthiness of wireless channel through directional
transmission, while AN tries to avert the negative impact of
jamming signals on legitimate channels. Besides, cooperative
relaying scheme relies on cooperation from the intermediate
node to facilitate the channel difference between the legitimate
users and eavesdroppers. Nevertheless, the implementation of
AN and cooperative jamming incurs additional power con-
sumption, and cooperative jamming needs to cooperate with
additional nodes, which constitutes an inevitable burden from
the perspective of deployment scalability.

In addition, due to the huge power consumption of base
stations, energy efficiency (EE) has been regarded as an
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important metric for the future communication networks in
terms of economic and ecological aspects [12]. In this regard,
the authors in [12] jointly optimized the transmit beamforming
and AN covariance matrix to maximize the global EE in
a multiple-input-single-output (MISO) system. In [13], the
authors studied the EE maximization problem for a ITAN, and
proposed two array signal processing methods based on the
Dinkelbach’s transformation to obtain approximate solutions.
However, due to the huge number of active antennas required
by transmit beamforming, the abovementioned schemes have
extreme high hardware power consumption and hence EE is
very low. Although the alternative hybrid beamforming has
been proposed to address the issue, the analog network still
consumes high hardware power and thus has low EE [14].

To address the abovementioned shortcomings, a spectrum
and energy-efficient paradigm, called reconfigurable intelli-
gent surface (RIS), is utilized to enhance the security and
improve the EE of ITAN in this paper. Specifically, RIS is a
metasurface comprising of many low-cost passive units, where
each unit can impose a phase shift and/or amplitude to the
incident signal, thus reflecting the electromagnetic (EM) wave
to the desired direction [15]. Current state-of-the-art for RIS-
assisted communication system can be generally divided into
two aspects: RIS as a passive reflector for reconfiguring the
EM propagation environment [15] and RIS acts as an active
transceiver for analog beamforming at low hardware cost and
power consumption [16]. In the existing literatures, RIS-based
passive reflector has been widely investigated to improve
network capacity and EE [17], [18], enhance physical layer
security [19]–[21], and improve anti-jamming performance
[21]. In our previous work [21], RIS was first utilized to
enhance secure transmission against both jamming and eaves-
dropping attacks in the cellular networks, where the achievable
rate was maximized by joint optimizing the active transmit
beamforming at the BS and the passive reflecting beamforming
at the RIS under secrecy constraint and imperfect channel
state information (CSI). However, RIS-based passive reflector
can also reflect the jamming signal such that the enhancement
of desired signal and the suppression of the jamming signal
cannot be perfectly balanced. After all, RIS-based passive
reflector may suffers from the “double fading” effect, namely,
the large-scale fading first in the transmitter-RIS link and then
again in the RIS-receiver link. Thus, this paper turns to the
second aspect: RIS-assisted transmitter. The key advantage of
the RIS-assisted transmitter is that it requires much less power
and cost compared with the conventional transmitter, since it
eliminates the need for active phase shifter, power amplifiers,
and complicated RF chains [14]. The authors in [14] first
proposed two novel RIS-aided transmitter architectures for
single-user massive MIMO system, but the non-uniform feed’s
power distribution on RIS leads to performance degradation.
To address this issue, the authors in [22] proposed multi-layer
RIS-aided transmitter to make the power distribution more
uniform, and thus both phase and amplitude of the signal pen-
etrating multi-layer RIS-aided transmitter can also be partially
controlled so that the performance is enhanced. However, the
aforementioned works on design and implementation of RIS-
based transmitter architectures are not applicable to the het-

erogeneous multi-user systems. Moreover, the EE optimization
under the secure transmission perspective remains an open
issue, which requires deep investigation, particularly in the
presence of CSI imperfection.

Motivated by the above observations, we investigate the
EE optimization problem for multi-layer RIS-assisted secure
ITAN in the presence of imperfect CSI. Specifically, the main
contributions of this paper are summarized as follows:
• An architecture of RIS-aided secure ITAN against si-

multaneous jamming and eavesdropping attacks is first
proposed, where a multi-layer RIS-assisted transmitter is
adopted at the BS to secure downlink transmission and
facilitate the employment of large-scale array1, which can
break the dimensionality limit of beamforming design
and reduces the hardware cost of ITAN. Besides, under
the imperfect angular CSI of both jamming and wiretap
channel and no knowledge of the jammer’s transmit
beamforming, a worst-case optimization problem is for-
mulated to maximize the EE by jointly designing the
received precoder at users, the digitial precoder at BS and
HAP, and the analog precoder at RIS, while satisfying the
desired target rate and wiretap rate requirements.2

• Since the formulated EE maximization problem is non-
convex, an optimization framework is proposed to solve
it. Specifically, we first express the continuous angular
uncertainty as the weighted combination of discrete ele-
ments, and then we convert the worst-case problem into
min-max one such that a heuristic beamforming scheme
is proposed to identify the closed-form solutions of
received precoder. Then, we propose a sequential convex
approximation (SCA) method to solve the worst-case EE
maximization problem for obtaining the digital precoder.
Finally, a novel monotonic vertex-update (MVU) algo-
rithm combining with penalty convex concave procedure
(P-CCP) is proposed to achieve analog precoder.

• It is worth-mentioning that the proposed optimization
framework can be also applicable to the achievable
rate maximization (as well as secrecy EE maximiza-
tion) problem in the RIS-aided downlink system, and
the same optimization problem with typical transmitter
architectures. Numerical results clearly demonstrate the
potential performance gains reaped by our proprosed
optimization framework and architecture against various
existing benchmark approaches and architectures.

The remainder of this work is organized as follows. The
system model and the problem formulation are presented in
Section II. In Section III, the heuristic beamforming method,
SCA method, and MVU scheme, including the discretization
method and P-CCP, are proposed. Numerical results are pro-

1In the traditional antenna arrays, numerous radio-frequency (RF) compo-
nents, like RF chains in the fully digital architecture and phased arrays in
the hybrid architecture, is required, which leads to high hardware cost and
excessive power consumption at BS.

2To the best of our knowledge, the EE maximization problem with a
multi-layer RIS-assisted hybrid array is addressed for the first time in this
paper whereas existing works on TAIN focused on different performance
criteria with different array architectures, e.g. [8] aimed at power minimization
with all digital array, while [23] focused on secrecy EE maximization with
conventional hybrid array.
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Fig. 1: System model of the considered secure ITAN.

vided in Section IV. We conclude this paper in Section V.

II. SYSTEM MODEL AND PROBLEM FORMULATION

A. System Model

Fig. 1 illustrates the system model of considered secure
ITAN, where BS equipped with the multi-layer RIS-assisted
transmitter, tries to establish the reliable links with K cellular
users (CUs) using broadcast communications, while the HAP
acts as a fixed aerial base station to serve M earth stations
(ESs) using unicast communications as in [5] and [9] 3. In
addition, there exists both L active jammers for disrupting
legitimate transmissions and R passive eavesdroppers (Eves)
for unauthorized data interception. It is assumed that the
BS is equipped with NRF feeds, and the multi-layer RIS is
composed of A layers having NR,a units on the a-th layer.
Furthermore, we assume that the HAP and the l-th jammers
apply uniform planar arrays (UPA) with NH units and NJ,l
antennas, respectively. To nullify the jamming signals and
eliminate the interference from the other network, the k-th CU
and m-th ES are equipped with NC,k and NS,m UPA antennas,
respectively. Without loss of generality, we set NR,a =
NR,∀a ∈ [A], NJ,l = NJ ,∀l ∈ [L], NC,k = NC ,∀k ∈ [K],
and NS,m = NS ,∀m ∈ [M ]. Since the eavesdroppers wishes
to intercept the data form different directions, we assume it
use omnidirectional single-antenna.

B. Multi-Layer RIS-Assisted Transmitter Architecture

Conventional MIMO systems have three typical transmitter
architectures, namely, the full-digital precoding architecture,
the fully-connected hybrid precoding architecture, and sub-
connected hybrid precoding architecture, which has been
illustrated in Fig. 1 (a)-(c) in [14]. Clearly, the RF chains
required by the full-digital precoding architecture are equal
to the number of antennas, and thus obtains better spectral
efficiency with prohibitively RF power consumption and com-
putational burden. Alternatively, the fully-connected hybrid
precoding architecture is exploited to achieve a satisfactory
cost-performance trade-off due to the use of fewer RF chains.

3The multi-layer RIS-assisted transmitter can be also deployed at the
HAP using a similar structure, which can also achieve the structural benefits
discussed, and the optimization algorithms proposed in Section III can be also
applied to it. Thus, the work that apply the multi-layer structure at both the
BS and the HAP is omitted in this paper for simplicity.
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Fig. 2: System model of multi-layer RIS-assisted transmitter.
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Fig. 3: A simulation result of power distributions of the signal
received on different layers when NR = 8× 8.

However, since each RF chains of fully-connected scheme are
connected to all the phase-array antennas, the number of re-
quired phase shifters is proportional to the number of antennas
as well as the number of RF chains, which makes the fully-
connected scheme also not scalable and energy-hungry. To
address this issue, the sub-connected scheme, whose RF chains
is connected to a part of antennas, is proposed to eliminate the
need for RF combiners and phase shifters. Nevertheless, the
analog network’s cost of sub-connected scheme is still very
high for large numbers of antennas [14]. With this regard,
in the proposed RIS-assisted transmitter architecture, the low-
cost and energy-efficient RIS is utilized to replace the energy-
hungry phased array in the conventional hybrid architecture
to perform the analog beamforming, see Fig. 2. Specifically,
the RIS is vertically deployed in front of the feeds to serve as
both the analog networks and transmit antennas. However, as
illustrated in Fig. 3 (a), the power distribution from the feeds
to the RIS is non-uniform. In particular, the central elements
are assigned most of the power, whereas the non-central units
has a limited contribution, which leads to the performance
degradation. To overcome this shortcoming, the multi-layer
RIS are vertically stacked in front of the feeds to form
the energy-efficient transmitter, with a flexible gap between
adjacent vertical layers [22]. As such, as shown in Fig. 3 (b),
the power distribution is transformed into a more balanced
power pattern in the second layer. Note that the key advantages
of the multi-layer RIS-assisted transmitter is two-fold. Firstly,
the feed mechanism of proposed architectures is referred to as
space feeding mechanism, while that of conventional hybrid
architecture is through the analog network which can incur a
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TABLE I: Description of the signal model parameters

Parameter Definition
B1 channel vector (CV) between feeds and 1st layer
Ba CV between (a− 1)-th layer and a-th layer

HC,k / HS,m CV between BS and k-th CU / m-th ES
FC,k / FS,m CV between HAP and k-th CU / m-th ES
ZC,lk / ZS,lm CV between l-th jammer and k-th CU / m-th ES
hE,r / fE,r CV between BS / HAP and r-th Eve

σ2
C,k / σ2

S,m / σ2
E,r noise variance at k-th CU / m-th ES / r-th Eve

high hardware cost. Secondly, according to Lemma 1 in [22],
as compared to the single-layer RIS-assisted transmitter, the
power distribution on RIS is more uniform, and the amplitude
of the signal penetrating multi-layer RIS-assisted transmitter
can be also partially controlled, which brings about a new
degree of freedom (DoF) for beamforming design that can
be beneficially exploited for performance enhancement. Thus,
the abovementioned advantages confirms the fact that the
multi-layer RIS-assisted transmitter is inherently more energy-
efficient [14], [22], [24], [25].

C. Signal Transmission Model

Denote xH,m as the desired information signal transmitted
by the HAP to the m-th ES, which satisfies E

{
|xH,m|2

}
= 1.

Prior to transmission, the signal is weighted by a digitial beam-
forming vector wH,m ∈ CNH×1. Meanwhile, the BS transmits
a composite normalized signal xB , i.e., E

{
|xB |2

}
= 1, to the

CUs in its coverage area. As analyzed in Section II-A, to re-
duce the system cost and complexity induced by a large num-
ber of RF chains, the BS employs the multi-layer RIS-assisted
transmitter to perform hybrid analog-digital beamforming,
where Pa = diag {pa} = diag

{
ejθa,1 , · · · , ejθa,NR

}
∈

CNR×NR denotes the a-th RIS-aided analog precoder and
wB ∈ CNRF×1 denotes the digital beamforming vector for
xB . Here, the symbol ejθa,n ∈ [0, 2π) denotes the phase shift
of the n-th RIS unit on the a-th layer. In addition, the k-th CU
and m-th ES employ the baseband digital processing matrix
vC,k ∈ CNC×1, vS,m ∈ CNS×1 to nullify the jamming signals
and balance the interference, respectively. Other system model
parameters are listed in Table I. As such, the received signals at
the k-th CU, m-th ES, and r-th eavesdropper are, respectively,
expressed as

yC,k = vHC,k

(
HC,kΩ(1,A)wBxB +

M∑
m=1

FC,kwH,mxH,m

+

L∑
l=1

ZC,lkwJ,l + nC,k

)
, (1)

yS,m = vHS,m

FS,mwH,mxH,m +

M∑
i=1,i6=m

FS,mwH,ixH,i

+HS,mΩ(1,A)wBxB +

L∑
l=1

ZS,lmwJ,l + nS,m

)
, (2)

yE,r=hHE,rΩ(1,A)wBxB +

M∑
m=1

fHE,rwH,mxH,m+nE,r, (3)

where nC,k ∼ CN (0, σ2
C,kINC ), nS,m ∼ CN (0, σ2

S,mINS ),
and nE,r ∼ CN (0, σ2

E,r) denote the additive white Gaussian
noise (AWGN) for k-th CU, m-th ES, and r-th Eve, respec-
tively. For notational simplicity, we define

Ω(u,v) =


v∏

a=u
PaBa, u, v ∈ [A] ,

INR , u = A, v = A+ 1,
INRF , u = 0, v = 1.

(4)

The achievable rate of k-th CU and m-th ES are given by
RC,k = log2

(
1 +

∣∣vHC,kHC,kΩ(1,A)wB

∣∣2/βC,k) , (5)

RS,m = log2

(
1 +

∣∣vHS,mFS,mwH,m

∣∣2/βS,m) , (6)
where

βC,k=

M∑
m=1

∣∣vHC,kFC,kwH,m

∣∣2+ L∑
l=1

∣∣vHC,kZC,lkwJ,l

∣∣2+∣∣vHC,knC,k∣∣2,
βS,m=

M∑
i=1,i6=m

∣∣vHS,mFS,mwH,i

∣∣2 +
∣∣vHS,mHS,mΩ(1,A)wB

∣∣2
+

L∑
l=1

∣∣vHS,mZS,lmwJ,l

∣∣2 +
∣∣vHS,mnS,m

∣∣2,
And the wiretapped achievable rate of the r-th Eve on the CUs
and the m-th ES are, respectively, written as4

RB,r = log2

1 +

∣∣hHE,rΩ(1,A)wB

∣∣2
M∑
m=1

∣∣∣fHE,rwH,m

∣∣∣2 + σ2
E,r

 , (7)

RH,rm=log2

1+
∣∣fHE,rwH,m

∣∣2
M∑
i6=m

∣∣∣fHE,rwH,i

∣∣∣2+∣∣∣hHE,rΩ(1,A)wB

∣∣∣2+σ2
E,r

. (8)

Moreover, the total power consumption Ptot of the considered
secure ITAN can be formulated as

Ptot=η1

M∑
m=1

‖wH,m‖2 + η2‖wB‖2 + PB + PH , (9)

PB= (NRF +KNC)Prc + (ANR)Pris + Pbb, (10)
PH = (NH +MNS)Prc + Phb, (11)

where η1 > 1 and η2 > 1 are the power amplifier inefficiency
of the BS and HAP, Prc and Pris denote the power consump-
tion of the RF chains and RIS units, and Pbb and Phb are the
power consumed by baseband processor of the BS and HAP.

D. Channel Model

In the secure ITAN, there are two types of channels: the
near-field channel and the far-field channel. The feeds-RIS and
RIS-RIS channel are termed as the near-field channel, which
can be characterized as the geometric radar model [14]. Thus,
the near-field channel bwtween a-th layer and (a−1)-th layer

4According to [21], since the jammers and the eavesdroppers are coop-
erative communication parties, the jammers can utilize the multi-antenna
technique to position the eavesdroppers in the null space of the jamming
signal, and the eavesdroppers can also use the signal processing methods to
eliminate the interference. Thus, it is reasonable to consider the worst case
that the eavesdroppers can nullify the jamming signals, which leads to the
wiretapped rate achieves the maximum.
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(or the feeds when a = 1) can be expressed as [14]

Ba=

λ
√
ρGDu,v (θR, ϕR)GRu,v (θD, ϕD)

4πdu,v
e−j

2πdu,v
λ


u,v

, (12)

where λ is the wavelength, ρ denotes the power efficiency
of RIS, du,v is the distance between the (u, a)-th unit and
the (v, a − 1)-th unit, and GDu,v

(
θR, ϕR

)
, GRu,v

(
θD, ϕD

)
are the active and passive antenna gains from the (u, a)-
th unit and the (v, a − 1)-th unit, respectively. Here, the
symbol (i, j)-th unit denotes the i-th RIS units on the j-
th layer. Besides, Ba depends on the illumination strategies,
including relative orientation and positioning of (u, a)-th unit
and the (v, a − 1)-th unit. According to [14], the uniform
separate illumination (USI) has superior performance than
other illumination strategies, thus we directly adopt USI to
illuminate each RIS layer. As such, Ba can be simplified to

Ba =
[
χae
−j 2πdu,v

λ

]
u,v
, (13)

with

χa =

{
λ

4πd

√
4πρ

1−cos(θSI0 )
, n ∈ NR

0 otherwise
,

where d is the average distance between the units on a-th
layer and the units on (a + 1)-th layer, and θSI0 denotes
the illumination angle. Note that Ba is a fixed matrix and
can be precisely measured, due to the fact that the distance
between adjacent vertical layers is very short [25]. In addition,
the RIS’s power loss is implicitly captured by Ba, i.e., the
power efficiency ρ, which includes spillover loss, taper loss,
and aperture loss [14].

As for the terrestrial and aerial downlink channels, it can be
regarded as the far-field channel, which can be modeled as the
superposition of a predominant line-of-sight (LoS) component
and a sparse set of single-bounce non-LoS (NLoS) components
[26]. Thus, the downlink channels are written as

Z = H = F=g0aP
(
θR0 , ϕ

R
0

)
aHP
(
θT0 , ϕ

T
0

)
+

√
1

PL

PL∑
d=1

gdaP
(
θRd , ϕ

R
d

)
aHP
(
θTd , ϕ

T
d

)
, (14)

h=f=g0aP
(
θT0 , ϕ

T
0

)
+

√
1

PL

PL∑
d=1

gdaP
(
θTd , ϕ

T
d

)
, (15)

where PL is the total number of multiple paths, θT (θR) is the
vertical AoD (AoA), and ϕT (ϕR) denote the horizontal AoD
(AoA). g represents the large-scale fading coefficients, and g ∼
CN (0, 10Loss/10), where Loss = −30.18−26 log 10 (ds)[dB]
and ds is the link distance. In addition, aP (θ, ϕ) is the steering
vectors of UPA, which is given by

aP (θ, ϕ) =
[
1, ej

2πd1
λ sin θ cosϕ, · · · , ej

2πd1(N1−1)
λ sin θ cosϕ

]T
⊗
[
1, ej

2πd2
λ cos θ, · · · , ej

2πd2(N2−1)
λ cos θ

]T
, (16)

where N1/N2 denotes the number of array elements along the
UPA side, and d1/d2 is the inter-element spacing along the
UPA side. In this paper, we set the inter-element spacing as
the half-wavelength, i.e., d1 = d2 = λ/2.

Since the CUs/ESs can send pilot signals to BS/HAP for
facilitating the channel estimation, the system has ability to
periodically obtian the CSI of the legitimate nodes [20]. In the

recent works, there are several channel estimation techniques
to acquire the accurate CSI in the RIS-assisted systems, e.g.,
[27]. Therefore, we assume that all the involved legitimate
CSI, i.e., HC,k, HS,m, FC,k, and FS,m, can be accurately
obtained during the whole transmission period. However, as
the malicious jammer and the potential eavesdroppers are not
expected to cooperate with the system for the CSI estimation,
we further assume that the accurate illegitimate CSI, i.e.,
ZC,lk, ZS,lm, hE,r, and fE,r, is unavailable to the system.
To account for this effect, we suppose that the illegitimate
CSI belong to a given AoA-based range, which is given by5

∆J,l={ZC,lk,ZS,lm|θZlk∈
[
θZlk,L, θ

Z
lk,U

]
, θZlm∈

[
θZlm,L, θ

Z
lm,U

]
ϕZlk ∈

[
ϕZlk,L, ϕ

Z
lk,U

]
, ϕZlm ∈

[
ϕZlm,L, ϕ

Z
lm,U

]
,
∣∣gZlk∣∣ ∈[

gZlk,L, g
Z
lk,U

]
,
∣∣gZlm∣∣ ∈ [gZlm,L, gZlm,U]} ,∀l, k,m, (17)

∆E,r=
{
hE,r,fE,r|θhr∈

[
θhr,L,θ

h
r,U

]
,θfr∈

[
θfr,L,θ

f
r,U

]
,ϕhr∈

[
ϕhr,L,ϕ

h
r,U

]
ϕfr∈

[
ϕfr,L,ϕ

f
r,U

]
,
∣∣ghr ∣∣∈[ghr,L,ghr,U],∣∣gfr ∣∣∈[gfr,L,gfr,U]},∀r, (18)

where θU and θL denote the upper and lower bounds of vertical
AoD (AoA), ϕU and ϕL are the upper and lower bounds of
horizontal AoD (AoA), and gU and gL is the upper and lower
bounds of the channel gain amplitude.

E. Problem Formulation

In this paper, a worst-case energy efficiency (EE) maxi-
mization problem is formulated, where the EE is defined as
the ratio of the sum weighted achievable rate to the power
consumption. Specifically, under the CSI uncertainties ∆J ,
∆E and both jamming and eavesdropping attacks, we aim to
maximize the worst-case EE by jointly designing the received
precoder vC,k, vS,m, digital precoder wB , wH,m, and analog
precoder Pa, while meeting the rate requirements, transmit
power constraints and RIS unit-modula constraint. Thus, the
corresponding problem can be formulated as

max
wB ,Pa,wH,m,
vC,k,vS,m

min
∆J

(
K∑
k=1

µC,kRC,k+

M∑
m=1

µS,mRS,m

)/
Ptot (19a)

s.t. min
∆J

RC,k ≥ ΓC,k,∀k, (19b)

min
∆J

RS,m ≥ ΓS,m,∀m, (19c)

max
∆E

RB,r ≤ ΓB,r,∀r, (19d)

max
∆E

RE,rm ≤ ΓE,rm,∀r,m, (19e)

‖wB‖2 ≤ PB,max,

M∑
m=1

‖wH,m‖2 ≤ PH,max, (19f)∣∣∣[Pa]i,i

∣∣∣ = 1, a=1, · · · , A, i = 1, · · · , NR, (19g)

‖vC,k‖2 = 1,∀k, (19h)

‖vS,m‖2 = 1,∀m, (19i)
where µC,k and µS,m are the positive weighted factor of

k-th CU and m-th ES, ΓC,k, ΓS,m, ΓB,r, and ΓE,rm are the

5Note that the imperfect angular information based CSI model in (14) and
(15) can characterize the channel more accurately than the widely adopted
statistical or bounded uncertainty model, which is only suitable for the
uncorrelated Rayleigh fading channels without LoS signal component [8].
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rate target for k-th CU, m-th ES, and l-th Eve, and PB,max,
PH,max are the maximum power in the BS and HAP side.

Different from the existing digital beamforming scheme
which has been widely adopted to solve EE maximization
problems [28], the multi-layer RIS-assisted hybrid beamform-
ing scheme is a more general form involving both analog
and digital beamforming optimization problem. Besides, the
existing schemes for optimizing the digital beamforming
cannot be directly extended to solve the abovementioned
complex problem due to the non-convex objective function
with coupled variables, and the non-convex constraints on the
RIS elements of the analog precoder. Moreover, the imperfect
angular information based CSI leads to infinite non-convex
constraints in both the objective function and the constraints,
which constitutes another challenge for solving (19).

III. MULTI-LAYER RIS-ASSISTED HYBRID SECURE
BEAMFORMING DESIGN

In this section, we adopt the block coordinate descent
(BCD) method to solve the intractable problem (19) and thus
obtain the received precoder, digital precoder, and RIS-aided
analog precoder in an iterative manner.

A. Heuristic Beamforming Scheme for vC,k and vS,m

First, the optimization of the received precoder vC,k and
vS,m are investigated. Note that vC,k and vS,m only determine
the achievable rate RC,k and RS,m, respectively, and thus
we should only optimize vC,k and vS,m to maximize RC,k
and RS,m in this subsection. In this regard, by dropping the
monotonic increasing function log2(.) in RC,k and RS,m, the
corresponding optimization problem can be expressed as the
following worst-case problems

max
vC,k

min
ZC,lk∈∆J

∣∣vHC,kHC,kΩ(1,A)wB

∣∣2/βC,k s.t.(19h). (20)

max
vS,m

min
ZS,lm∈∆J

∣∣vHS,mFS,mwH,m

∣∣2/βS,m s.t. (19i). (21)

However, since the system can obtain neither the instantaneous
CSI ZC,lk, ZS,lm nor the jamming beamforming wJ,l insides
βC,k and βS,m, the problem (20) and (21) are still challenging
to solve. To ensure the problems is feasible, we first utilize
the Cauchy-Schwarz inequality to obtain the upper bound of
received jamming power insides βC,k and βS,m, i.e.,

L∑
l=1

∣∣vHC,kZC,lkwJ,l

∣∣2 ≤ L∑
l=1

p̂J,l
∥∥vHC,kZC,lk∥∥2

, (22)

L∑
l=1

∣∣vHS,mZS,lmwJ,l

∣∣2 ≤ L∑
l=1

p̂J,l
∥∥vHS,mZS,lm

∥∥2
, (23)

where p̂J,l denotes the the estimation of the BSs transmit
power, which can be obtained by the rotational invariance
techniques [29]. As such, the unknown wJ,l is addressed and
after some mathematical transformations, we can tranform (20)
and (21) into

max
vC,k

min
ΛC,k

vHC,kAC,kvC,k

vHC,kDC,kvC,k
s.t. (19h), (24)

max
vS,m

min
ΛS,m

vHS,mΞS,mmvS,m

vHS,mDS,mvS,m
s.t. (19i), (25)

where

DC,k =

M∑
m=1

ΞC,km +

L∑
l=1

p̂J,lΨC,lk + σ2
C,kI,

DS,m=AS,m +

M∑
i6=m

ΞS,mi +

L∑
l=1

p̂J,lΨS,lm + σ2
S,mI,

AC,k = aC,ka
H
C,k = HC,kΩ(1,A)wB

(
HC,kΩ(1,A)wB

)H
,

AS,m = HS,mΩ(1,A)wB

(
HS,mΩ(1,A)wB

)H
,

ΞC,km = FC,kwH,m(FC,kwH,m)
H
,

ΞS,mi = ξS,miξ
H
S,mi = FS,mwH,i(FS,mwH,i)

H
,

ΨC,lk = ZC,lkZ
H
C,lk,ΨS,lm = ZS,lmZHS,lm,

ΛC,k =
{

ΨC,lk| θZlk ∈
[
θZlk,L, θ

Z
lk,U

]
, ϕZlk ∈

[
ϕZlk,L, ϕ

Z
lk,U

]
,∣∣gZlk∣∣∈[gZlk,L, gZlk,U] ,∀l},ΛS,m=

{
ΨS,lm| θZlm∈

[
θZlm,L,θ

Z
lm,U

]
,

ϕZlm ∈
[
ϕZlm,L, ϕ

Z
lm,U

]
,
∣∣gZlm∣∣ ∈ [gZlm,L, gZlm,U] ,∀l} .

However, the problems (24) and (25) are still difficult to solve
due to the imperfect jammer’s CSI induced by ΛC,k and ΛS,m.
To address the issue such that the worst case is achieved, we
formulate the convex hull of ΛC,k and ΛS,m, respectively, as

ΨC,k=


QC,k∑
i=1

αC,lkiΨC,lki

∣∣∣∣∣∣
QC,k∑
i=1

αC,lki=1, αC,lki≥0,∀l

,∀k, (26)

ΨS,m=


QS,m∑
i=1

αS,lmiΨS,lmi

∣∣∣∣∣∣
QS,m∑
i=1

αS,lmi=1, αS,lmi≥0,∀l

,∀m,(27)

where αC,lki, αS,lmi is the weighted coefficient, ΨC,lki,
ΨS,lmi denotes the i-th discrete element in the convex hull
ΛC,k, ΛS,m, and QC,k, QS,m represents the number of
samples of ΛC,k, ΛS,m. To proceed on, the following two
propositions are needed.

Proposition 1: The objective functions insides (24) and (25)
with ΛC,k and ΛS,m can be equivalently transformed into that
with ΨC,k and ΨS,m, i.e.,

max
vC,k

min
ΛC,k

vHC,kAC,kvC,k

vHC,kDC,kvC,k
= max

vC,k
min
ΨC,k

vHC,kAC,kvC,k

vHC,kDC,kvC,k
, (28)

max
vS,m

min
ΛS,m

vHS,mΞS,mmvS,m

vHS,mDS,mvS,m
= max

vS,m
min
ΨS,m

vHS,mΞS,mmvS,m

vHS,mDS,mvS,m
.

(29)

Proof : Please refer to Appendix A. �

Proposition 2: The max-min problems (28) and (29) is
equivalent to the following min-max problem, namely,

max
vC,k

min
ΨC,k

vHC,kAC,kvC,k

vHC,kDC,kvC,k
= min

ΨC,k
max
vC,k

vHC,kAC,kvC,k

vHC,kDC,kvC,k
, (30)

max
vS,m

min
ΨS,m

vHS,mΞS,mmvS,m

vHS,mDS,mvS,m
= min

ΨS,m
max
vS,m

vHS,mΞS,mmvS,m

vHS,mDS,mvS,m
.

(31)

Proof : Please refer to Appendix B. �

According to Proposition 1, Proposition 2 and using the
convex hull in (26), (27), the intractable problems (24) and
(25) can be equivalently reformulated as

min
{αC,lki}

max
vC,k

vHC,kAC,kvC,k

vHC,kDC,kvC,k
s.t. (19h), (32)
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min
{αS,lmi}

max
vS,m

vHS,mΞS,mmvS,m

vHS,mDS,mvS,m
s.t. (19i), (33)

where

DC,k =

M∑
m=1

ΞC,km +

L∑
l=1

p̂J,l

QC,k∑
i=1

αC,lkiΨC,lki + σ2
C,kI,

DS,m=AS,m+

M∑
i6=m

ΞS,mi+

L∑
l=1

p̂J,l

QS,m∑
i=1

αS,lmiΨS,lmi+σ
2
S,mI.

Then, to obtain the analytical beamfoming weight vectors,
given {αC,lki} and {αS,lmi}, the optimization problems with
generalized Rayleigh quotient form can be obtained as

max
vC,k

vHC,kAC,kvC,k

vHC,kDC,kvC,k
s.t. (19h), (34)

max
vS,m

vHS,mΞS,mmvS,m

vHS,mDS,mvS,m
s.t. (19i). (35)

Clearly, the optimal solution to (34) and (35) is given by
vC,k=eig

(
AC,k,DC,k

)
, γC,k=λmax

(
AC,k,DC,k

)
, (36)

vS,m=eig
(
AS,m,DS,m

)
, γS,m=λmax

(
AS,m,DS,m

)
, (37)

where λmax (A,D) is the largest generalized eigenvalue of the
matrix pair (A,D), and eig (A,D) denotes the corresponding
principle generalized eigenvector.

Proposition 3: The optimal solution (36) and (37) can be
further simplified, respectively, as

vC,k =
D
†
C,kaC,k∥∥∥D†C,kaC,k∥∥∥ , γC,k = aHC,kD

†
C,kaC,k, (38)

vS,m =
D
†
S,mξS,mm∥∥∥D†S,mξS,mm

∥∥∥ , γS,m = ξHS,mmD
†
S,mξS,mm. (39)

Proof : Please refer to Appendix C. �

By using the Proposition 3, an alternative expression of
(36) and (37) can be utilized to reduce the computational
complex of the algorithm. Then, we aim to choose {αC,lki}
and {αS,lmi} for minimizing the objective function (32) and
(33), respectively, such that the worst case is achieved. By
utilizing the Cauchy-Schwarz inequality, we can obtain thatQC,k∑

i=1

αC,lkiv
H
C,kΨC,lkivC,k

2

≤

QC,k∑
i=1

α2
C,lki

QC,k∑
i=1

(
vHC,kΨC,lkivC,k

)2 , (40)

QS,m∑
i=1

αS,lmiv
H
S,mΨS,lmivS,m

2

≤

QS,m∑
i=1

α2
S,lmi

QS,m∑
i=1

(
vHS,mΨS,lmivS,m

)2 . (41)

Obviously, the equality hold only when
αC,lk1

vHC,kΨC,lk1vC,k
=

αC,lk2
vHC,kΨC,lk2vC,k

= · · ·=
αC,lkQC,k

vHC,kΨC,lkQC,k
vC,k

and
αS,lm1

vHS,mΨS,lm1vS,m
=

αS,lm2

vHS,mΨS,lm2vS,m
= · · ·= αS,lmQS,m

vHS,mΨS,lmQS,m
vS,m

.
In order to achieve the worst-case achievable rate in (20) and

(21), {αC,lki} and {αS,lmi} should be chosen as

αC,lki =
vHC,kΨC,lkivC,k

QC,k∑
i=1

vHC,kΨC,lkivC,k

,∀i, (42)

αS,lmi =
vHS,mΨS,lmivS,m

QC,k∑
i=1

vHS,mΨS,lmivS,m

,∀i. (43)

Finally, the optimal vC,k and vS,m can be obtained in an
iterative manner using the method proposed in Section III-A.

B. Sequential Convex Approximation for wB and wH,m

In this subsection, we aim to solve wB and wH,m with
given vC,k, vS,m and Pa. However, the initial optimazation
problem (19) is challenging to solve due to the non-convex
objective function and infinite non-convex uncertainties ∆J

and ∆E , thus we first develop a novel discretization method
to tackle the continuous uncertainties, and then a method based
on sequential convex approximation (SCA) is proposed to
solve the intractable problem.

First, we focus on addressing the CSI uncertainties. In terms

of ∆J , since the jamming power
∑L
l=1

∣∣∣vHC,kZC,lkwJ,l

∣∣∣2 and∑L
l=1

∣∣vHS,mZS,lmwJ,l

∣∣2 in (5) and (6) involves no terms of
wB , wH,m, we can regard it as a fixed power in the subsection,
and thus the term min∆J

insides (19a)-(19c) can be directly
removed. As for ∆E , we first let

∣∣ghr ∣∣ =
∣∣ghr,U ∣∣ and

∣∣gfr ∣∣ =∣∣∣gfr,U ∣∣∣ ,∀k,m, l, r so that the wiretap rate is maximal. Then, we
utilize the following discretization method to form the worst-
case Eve’s CSI. Specifically, any continuous uncertainty ∆g

can be expressed as
∆g = {G1, · · · ,GSa} , (44)

where Gn is one possible channel in ∆g and Sa denotes the
discrete sample number. Note that the discrete-form uncer-
tainty is a general form due to the fact that Sa can be taken
as infinity. Here, we can use the following sample method to
discrete ∆g . According to [30], since only angular information
based uncertainty region is known, the angle in the set of ∆g

can be uniformly selected, which is given by
θ(i) = θL + (i− 1) ∆θ, i = 1, · · · , Q1, (45)

ϕ(j) = ϕL + (j − 1) ∆ϕ, j = 1, · · · , Q2, (46)
where

{
θ(i), ϕ(j)

}
are the angular information of G(i,j),

Q1 ≥ N1 and Q2 ≥ N2 denote the sample number of θ and ϕ,
and ∆θ = (θU − θL)/(Q1−1), ∆ϕ = (ϕU − ϕL)/(Q2 − 1).
Then, the discrete uncertainty of channel matrix can be ex-
pressed as

∆̂g =
{
G1G

H
1 , · · · ,GSaG

H
Sa

}
. (47)

Thus, any imperfect CSI in angular uncertainty set ∆g can
be expressed as the combination of discrete elements in (47),
which is consistent with (26) and (27). As such, we can obtain
the worst-case Eve’s CSI, namely,

F̃E,r =
∑NS1

i=1

∑NS2

j=1
αF,ijf

(i,j)
E,r f

(i,j),H
E,r , (48)

G̃E,r=
∑NR1

i=1

∑NR1

j=1
αG,ijg

(i,j)
E,r g

(i,j),H
E,r , (49)

where NR = NR1 × NR2, NS = NS1 × NS2, and gE,r =
ΩH

(1,A)hE,r. To make the EE at its maximum for all possible
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channel errors, according to [8], [9], [30], [31], αG,ij = 1/NR
and αF,ij = 1/NS should be choosen to achieve the worst
case. As such, the max∆E

in (19d) and (19e) can be removed.
Then, we turn to tackle the non-convex objective function

(19a). By introducing a positive auxiliary variable t into ob-
jective function and after some mathematical transformations,
the optimzation problem on wB , wH,m can be rewritten as

max
wB ,wH,m,t

t (50a)

s.t. (19b)
∗
, (19c)

∗
, (19f), (50b)(

K∑
k=1

µC,kRC,k+

M∑
m=1

µS,mRS,m

)/
Ptot ≥

√
t, (50c)

Γ̃B,rTr
{

G̃E,rWB

}
−
M∑
m=1

Tr
{

F̃E,rWH,m

}
≤σ2

E,r,∀r,

(50d)

Γ̃E,rmTr
{

F̃E,rWH,m

}
−
M∑
i 6=m

Tr
{

F̃E,rWH,i

}
− Tr

{
G̃E,rWB

}
− σ2

E,r ≤ 0,∀r,m, (50e)
where
Γ̃B,r=1

/(
2ΓB,r − 1

)
, Γ̃E,rm=1

/(
2ΓE,rm − 1

)
,

WB = w
(n−1)
B wH

B + wBw
(n−1)H
B −w

(n−1)
B w

(n−1)H
B ,

WH,m = w
(n−1)
H,m wH

H,m + wH,mw
(n−1)H
H,m −w

(n−1)
H,m w

(n−1)H
H,m .

and the constraint (X)∗ denotes the modified version of (X)
without min∆J

. Here, WB and WH,m are obtained by the
first-order Taylor series, and s(n−1) is the optimal solution
obtained at the (n− 1)-th iteration.

It is observed that there is an additional constraints (50c)
introduced by the auxiliary variable t, which constitutes a
challenge for solving the problem (50). To address the issue,
by adding an auxiliary variable ς , the non-convex constraint
(50c) with the auxiliary variable t can be equivalently be
decomposed into

K∑
k=1

µC,kRC,k +

M∑
m=1

µS,mRS,m ≥
√
tς, (51)

η1

M∑
m=1

‖wH,m‖2 + η2‖wB‖2 + PB + PH ≤
√
ς. (52)

Nevertheless, the constraints (51) and (52) are sitll non-convex.
To handle the non-convexity of (51), we first introduce a set
of slack variables {δC,k} , {δS,m} into it and obtain that

K∑
k=1

µC,kδC,k +

M∑
m=1

µS,mδS,m ≥
√
tς, (53)

RC,k ≥ δC,k,∀k, RS,m ≥ δS,m,∀m, (54)
Then, replacing the concave term

√
tς insides (53) with the

first-order Taylor series, constraint (51) can be rewritten as
K∑
k=1

µC,kδC,k +

M∑
m=1

µS,mδS,m ≥
√
t(n−1)ς(n−1) (55)

+
1

2

√
t(n−1)

ς(n−1)

(
ς − ς(n−1)

)
+

1

2

√
ς(n−1)

t(n−1)

(
t− t(n−1)

)
.

As for the non-convex constraint (54), we add another slack
variables {aC,k} and {aS,m} to equivalently reformulate it.
Taking the term RC,k ≥ δC,k in (54) as an example, it can be

reformulated as
ln (1 + aC,k) ≥ (ln 2) δC,k = δ̃C,k,∀k (56)∣∣∣gHC,kwB

∣∣∣2
M∑
m=1

∣∣∣sHC,kwS,m

∣∣∣2 + σ̃2
C,k

≥ aC,k,∀k, (57)

where
gHC,k=vHC,kHC,kΩ(1,A), s

H
C,k=vHC,kFC,k,

σ̃2
C,k =

L∑
l=1

∣∣vHC,kZC,lkwJ,l

∣∣2 +
∣∣vHC,knC,k∣∣2,

Obviously, the constraint (56) can be directly transformed into
a tractable one, i.e., 1 + aC,k ≥ eδ̃C,k ,∀k. Nevertheless, the
term eδ̃C,k insides (56) is a generalized non-linear convex pro-
gram, which leads to the high computational complexity. Thus,
by referring to [32], the constraint (56) can be approximated
by a series of second order cone (SOC) forms, i.e.,

1 + zC,k1 ≥
∥∥∥∥[1− zC,k1, 2 + δ̃C,k

/
2Q−1

]T∥∥∥∥ ,
1 + zC,k2 ≥

∥∥∥∥[1− zC,k2, 5/3 + δ̃C,k

/
2Q
]T∥∥∥∥ ,

1 + zC,k3 ≥
∥∥∥[1− zC,k3, 2zC,k1]

T
∥∥∥ ,

zC,k4 ≥ 19/72 + zC,k2 + zC,k3/24,

1 + zC,kq ≥
∥∥∥[1− zC,kq, 2zC,k(q−1)

]T∥∥∥ , q = 5, · · · , Q+ 3,

1 + zC,k(Q+4) ≥
∥∥∥[1− zC,k(Q+4), 2zC,k(Q+3)

]T∥∥∥ ,
1 + aC,k ≥ zC,k(Q+4),∀k.

(58)
where {zC,kq} is the introduced slack variables. Next, to
handle the non-convexity of constraint (57), we add a positive
slack variable {θC,k} and re-express (57) as the following
equivalent form, i.e.,∣∣gHC,kwB

∣∣2 ≥ aC,kθC,k,∀k, (59)
M∑
m=1

∣∣sHC,kwS,m

∣∣2 + σ̃2
C,k ≤ θC,k. (60)

Without loss of generality, since an arbitrary phase rotation of
wB can be added to make the imaginary part of gHC,kwB to
be zero and it does not change the rate, the constraint (59) can
be reformulated as the
<
(
gHC,kwB

)
≥
√
aC,kθC,k,=

(
gHC,kwB

)
= 0,∀k, (61)

Similar to (55), to tackle the concave term
√
aC,kθC,k, we

replace it with the first-order Taylor series, and thus constraint
(61) can be recast as

<
(
gHC,kwB

)
≥
√
a

(n−1)
C,k θ

(n−1)
C,k +

1

2

√√√√a
(n−1)
C,k

θ
(n−1)
C,k

(
θC,k − θ(n−1)

C,k

)

+
1

2

√√√√θ
(n−1)
C,k

a
(n−1)
C,k

(
aC,k − a(n−1)

C,k

)
,∀k. (62)

In terms of the non-convex constraint (60), by introducing
the slack variable {bC,km} and using the first-order Taylor
series expansion, it can be directly converted into the SOC
constraints

∣∣∣sHC,kwH,m

∣∣∣ ≤ bC,km,∀k,m,
θC,k+1

2 ≥
∥∥∥∥[ θC,k−1

2 , {bC,km} , σ̃C,k
]T∥∥∥∥ ,∀k, (63)
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Similar to the abovementioned approximation of the the term
RC,k ≥ δC,k in (54), the other term RS,m ≥ δS,m of (54) can
also be reformulated as

1 + zS,m1 ≥
∥∥∥∥[1− zS,m1, 2 + δ̃S,m

/
2Q−1

]T∥∥∥∥ ,
1 + zS,m2 ≥

∥∥∥∥[1− zS,m2, 5/3 + δ̃S,m

/
2Q
]T∥∥∥∥ ,

1 + zS,m3 ≥
∥∥∥[1− zS,m3, 2zS,m1]

T
∥∥∥ ,

zS,m4 ≥ 19/72 + zS,m3 + zS,m3/24,

1+zS,mq ≥
∥∥∥[1− zS,m1, 2zS,m(q−1)

]T∥∥∥ , q=5, · · · , Q+ 3,

1 + zS,m(Q+4) ≥
∥∥∥[1− zS,m(Q+4), 2zS,m(Q+3)

]T∥∥∥ ,
1 + aS,m ≥ zS,m(Q+4),∀m,

(64)

<
(
sHS,mwH,m

)
≥
√
a

(n−1)
S,m θ

(n−1)
S,m +

1

2

√√√√a
(n−1)
S,m

θ
(n−1)
S,m

(
θS,m−θ(n−1)

S,m

)

+
1

2

√√√√θ
(n−1)
S,m

a
(n−1)
S,m

(
aS,m − a(n−1)

S,m

)
,∀m, (65)

∣∣sHS,mwH,i

∣∣ ≤ bS,mi, ∣∣gHS,mwB

∣∣ ≤ cS,m,∀m,
θS,m+1

2 ≥
∥∥∥∥[ θS,m−1

2 , {bS,mi} , σ̃S,m
]T∥∥∥∥ , i 6=m,∀m, (66)

where {zS,mq, aS,m, θS,m, bS,mi, cS,m, δC,k} are the positive
slack variables, and
gHS,m=vHS,mHS,mΩ(1,A), s

H
S,m=vHS,mFS,m, δ̃S,m = (ln 2) δC,k,

σ̃2
S,m =

L∑
l=1

∣∣vHS,mZS,lmwJ,l

∣∣2 +
∣∣vHS,mnS,m

∣∣2.
The non-convexity of constraint (52) can be tackled by

adding a new positive slack variable ϑ and decomposed into√
ς ≥ ϑ, (67)

η1

M∑
m=1

‖wS,m‖2 + η2‖wB‖2 + PS + PB ≤
√
ς. (68)

Obviously, the constraint (67) and (68) can further be trans-
formed as the following SOC constraints:

√
ς ≥ ϑ⇒ ς+1

2 ≥
∥∥∥[ ς−1

2 , ϑ
]T∥∥∥ ,

‖wH,m‖ ≤ dH,m,∀m, ‖wB‖ ≤ dB ,
ϑ+1
2 ≥

∥∥∥[ϑ−1
2 ,
{√
η1dH,m

}
,
√
η2dB ,

√
PS ,
√
PB
]T∥∥∥, (69)

where {dH,m} and dB are the positive slack variables.

Using the above approximations, the original non-convex
objective function (19a) and the additional constraints (50c)
can be addressed. However, the problem remains non-convex
due to the non-convex constraints (19b)

∗ and (19c)
∗. First,

we convert (19b)
∗ and (19c)

∗ into the equivalent forms:

Γ̃C,k
∣∣gHC,kwB

∣∣2 ≥ M∑
m=1

∣∣sHC,kwH,m

∣∣2 + σ̃2
C,k,∀k, (70a)

Γ̃S,m
∣∣sHH,mwS,m

∣∣2≥M∑
i 6=m

∣∣sHS,mwH,i

∣∣2+∣∣gHS,mwB

∣∣2+σ̃2
S,m,∀m,

(70b)
To proceed on, we define a proxy function as follows [33]

f ($i,j) =
∣∣gHi wj

∣∣2 =
∥∥∥[< (gHi wj

)
,=
(
gHi wj

)]T∥∥∥2

, (71)

where $i,j =
[
<
(
gHi wj

)
,=
(
gHi wj

)]T
. Then, by applying

the first-order Taylor series expansion and considering two
most significant terms, we can obtain that

f ($i,j)∼=f
(
$

(n−1)
i,j

)
+2
(
$

(n−1)
i,j

)T (
$i,j−$(n−1)

i,j

)
. (72)

By using (72), each element in the constraints (70) can be
transformed into the following linear function:∣∣gHi wj

∣∣2 ∼=
∥∥∥∥∥∥
 <(gHi w

(n−1)
j

)
=
(
gHi w

(n−1)
j

) ∥∥∥∥∥∥
2

+2

 <(gHi w
(n−1)
j

)
=
(
gHi w

(n−1)
j

) T

×

 < (gHi wj

)
−<

(
gHi w

(n−1)
j

)
=
(
gHi wj

)
−=

(
gHi w

(n−1)
j

)  . (73)

By incorporating all of these approximations, the original
problem (50) can be reformulated as

max
wB ,wH,m,t,ς,ϑ{zS,mq},{zC,kq},{aC,k},{θC,k},{δC,k},
{δS,m},{bC,km},{aS,m},{θS,m},{bS,mi},{cS,m},{dH,m},dB

t (74)

s.t.(55), (58), (62)− (66), (69), (70a), (70b), (19f), (50d), (50e),

where constraint (X) denotes the modified version of
(X) by replacing (73) instead of each term in (X). As
such, the initial EE-Max problem (50) can be iteratively
solved using the convex problem (74), whose convergence
can be found in [34]. However, since the initial point{

w
(0)
B ,w

(0)
H,m, t

(0), ς(0), a
(0)
C,k, θ

(0)
C,k, a

(0)
S,m, θ

(0)
S,m

}
is randomly

obtained, the convergence and the feasibility of (74) cannot be
always generated. To handle this drawback, we use a positive
variable ε to judge whether the constraints of (74) are satisfied
and obtain the feasible initial point, which is given by

max
ε,wB ,wH,m,t,ς,ϑ{zS,mq},{zC,kq},{aC,k},{θC,k},{δC,k},
{δS,m},{bC,km},{aS,m},{θS,m},{bS,mi},{cS,m},{dH,m},dB

ε (75)

s.t. (̂55), (̂58), (̂62)− (̂66), (̂69),

(̂70a), (̂70b), (̂19f), (̂50d), (̂50e),

where constraint (̂X) denotes the modified version of (X)
with ε. In particular, the original constraint f(X) ≤ 0 is
replace with f(X) ≤ ε. Thus, the feasible initial points{

w
(0)
B ,w

(0)
H,m, t

(0), ς(0), a
(0)
C,k, θ

(0)
C,k, a

(0)
S,m, θ

(0)
S,m

}
can be found

by solving (75), whose convergence has been proved in [35].

C. Monotonic Vertex-Update Scheme over Pa

In this subsection, we focus on optimizing the analog
precoder Pa,∀a. Since Pa does not affect the value of
Ptot, the initial problem can be transformed into a sum rate
maximization problem, which is given by

max
Pa

min
∆J

K∑
k=1

µC,kRC,k +

M∑
m=1

µS,mRS,m (76)

s.t.(19b)− (19e), (19g).
According to Definition 3.1 and Definition 3.2 in [36],
the problem (76) maximizes a strictly increasing objective
function over {RC,k, RS,m}, and thus it can be solved by
using the outer polyblock block approximation. As such, a
novel monotonic vertex-update approach (MVU) is proposed
to solve Pa,∀a. Specifically, we first construct a set of
overlapping vertices which contains the the achievable region
where the optimal solution lies in. Then, we search for the
optimal solution {RC,k, RS,m} in the vertices set, and thus
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the size of vertices set decreases in an iterative manner until
coverage to the optimal solution. Therefore, defining the slack
variables r = {rC,1, · · · , rC,K , rS,1, · · · , rS,M} to denote the
achievable rate {RC,k, RS,m}, the problem can be recast as

max
pa

min
∆J

g (r) =

K∑
k=1

µC,krC,k +

M∑
m=1

µS,mrS,m (77)

s.t.(19b)− (19e), (19g),
where g (r) denotes the objective function of r. Before utiliz-
ing the MUV approach, we also use the discretization method
proposed in Section III-B to tackle the CSI uncertainties ∆J

and ∆E , i.e., (48) and
H̃E,ra =

∑NR1

i=1

∑NR2

j=1

1

NR
h

(i,j)

E,rah
(i,j),H

E,ra ,∀r, a, (78)

where h
H

E,ra=hHE,rΩ(A,a+1)diag
(
BaΩ(a−1,1)wB

)
. As such,

min∆J
and max∆E

in (77) can be removed. After some
mathematical transformations, the optimzation problem on
independent pa can be rewritten as

max
pa

g (r) =

K∑
k=1

µC,krC,k +

M∑
m=1

µS,mrS,m (79a)

s.t. <
(
h
H

C,kapa

)
≥
√
βC,k

(
2r̂C,k − 1

)
,∀k, (79b)∣∣∣hHS,mapa∣∣∣ ≤√ξS,mm/(2r̂S,m − 1
)
− σ̂2

S,m,∀m, (79c)

Tr
{

H̃E,raPa

}
≤ σ̂2

E,r

(
2ΓB,r − 1

)
,∀r, (79d)

Tr
{

H̃E,raPa

}
≥ ξE,rm

(2ΓE,rm − 1)
− σ̃2

E,rm,∀r,m, (79e)

|[pa]i| = 1, i = 1, · · · , NR, (79f)
where r̂C,k = max {rC,k,ΓC,k}, r̂S,m = max {rS,m,ΓS,m},
h
H

C,ka=vHC,kHC,kΩ(A,a+1)diag
(
BaΩ(a−1,1)wB

)
,

h
H

S,ma = vHS,mHS,mΩ(A,a+1)diag
(
BaΩ(a−1,1)wB

)
,

ξS,mi =
∣∣vHS,mFS,mwS,i

∣∣2,∀i, ξE,rm = wH
S,mF̃E,rwS,m,

σ̂2
S,m =

M∑
i=1,i6=m

ξS,mi + σ̃2
S,m, σ̃

2
E,rm =

M∑
i=1,i6=m

ξE,ri + σ2
E,r,

σ̂2
E,r =

M∑
m=1

wH
S,mF̃E,rwS,m + σ2

E,r,

Pa = p(n−1)
a pHa + pap

(n−1),H
a − p(n−1)

a p(n−1),H
a .

Note that (79b) is obtained by adding an arbitrary phase
rotation which is similar to (61), and Pa are obtained by the
first-order Taylor series.

Then, the MVU approach is adopted to solve the optimal
{RC,k, RS,m} and pa in (79). Here, we use the MVU ap-
proach to obtain p1 → pa → pA in an iterative manner.
Firstly, we define the Pareto boundary and the vertex set.

Definition 1: The upper bound of the defined rate region is
called Pareto boundary, which is constituted by {RC,k, RS,m}.

Definition 2: Given u ≤ v ∈ RK+M
+ , the hyper rectangle

[u,v] = {x|u ≤ x ≤ v} is defined as the vertex set.

We initialize a vertex set O=
[
u(0),v(0)

]
, where the minimal

rate of each user in {RC,k, RS,m} is obtained by the rate
threshold in (19b) and (19c), which is expressed as ΓC,k and
ΓS,m. And the maximal value of {RC,k, RS,m} is calculated as

log2

(
1 +NR

∥∥∥hHC,ka∥∥∥2
/
βC,k

)
or log2

(
1 + ξS,mm

/
σ̂2
S,m

)
,

which is obtained by letting BS/HAP only serves one user
with maximum transmit power and ignoring the interference
from HAP/BS. Moreover, we use the Cauchy-Schwarz in-
equality to obtain the upper bound of desired signal power,

i.e.,
∣∣∣hHC,kapa∣∣∣2 ≤ ‖pa‖2∥∥∥hHC,ka∥∥∥2

= NR

∥∥∥hHC,ka∥∥∥2

. Thus,
the initial upper and lower bounds of g (r) is given by
gmax = g

(
v(0)

)
and gmin = g

(
u(0)

)
.

Clearly, the optimal solution lies in O. Thus, we first choose
a vertex set

[
u(n),v(n)

]
insides O at the n-th iteration, where

g
(
u(n)

)
= gmin and g

(
v(n)

)
= gmax. Then, we define luv

as the line that connects the two vertices u(n) and v(n), and
search along line luv for the optimal solution. In particular,
any point χ on luv with Rsum = g (χ) can be expressed as

luv : χ = u(n) +
(
u(n) − v(n)

) Rsum − gmin

g
(
u(n) − v(n)

) . (80)

Since u(n) may be infeasible to the problem (79), we
should check the feasibility of vertex u(n) at first. Given
{rC,k, rS,m}=u(n), the feasibility-check problem can be for-
mulated as

max
pa

0 s.t. (79b)− (79f). (81)

However, the problem remains non-convex due to the non-
convex strict equality (79f). Thus, we propose a P-CCP method
to optimize (81). Specifically, we introcuce two real positive
vectors τ a = [τa,1, · · · , τa,NR ]

T and ηa = [ηa,1, · · · , ηa,NR ]
T

to convert constraint (79f) into the following form:
1− τa,i ≤ |pa,i|2 ≤ 1 + ηa,i,∀i. (82)

Note that the left inequality in (82) is still non-convex, and

thus we approximate it as 2Re
{
p

(n−1),∗
a,i pa,i

}
−
∣∣∣p(n−1)
a,i

∣∣∣2 ≥
1 − τa,i. Moreover, to guarantee that the slack variables can
converge to zero,

∑NR
i=1 τa,i +

∑NR
i=1 ηa,i is introcuced to the

objective function of (81) based on the concept of P-CCP,
which is penalized by a penalty parameter γ [37]. As such,
problem (81) can be reconstructed as

max
pa,τa,ηa

− γ

(
NR∑
i=1

τa,i +

NR∑
i=1

ηa,i

)
(83a)

s.t. (79b)− (79e), |pa,i|2 ≤ 1 + ηa,i,∀i, (83b)

2Re
{
p

(n−1),∗
a,i pa,i

}
−
∣∣∣p(n−1)
a,i

∣∣∣2 ≥ 1− τa,i,∀i. (83c)
Here, we refresh γ in each iteration, and it is bounded by the
upper limit γmax. According to [37], problem (83) is always
guaranteed to converge, where the proof can be found in
[37] or [19]. Hence, with given γ, the feasibility and optimal
solution to (79) can be obtained by solving (83).

If u(n) is feasible to problem (79), we utilize Fibonacci
search method along line luv to obtain the intersection point
ρ(n) on the Pareto boundary [38], which is is omitted for
brevity. Thus, the lower bound of g (r) is updated to gmin =
g
(
ρ(n)

)
. Next, in order to improve the the upper bound of

g (r), we update the vertex set by using the following method.
Based on the intersection point ρ(n), K + M new upper
vertices adjacent to v(n) can be expressed as

v(n),i = v(n) −
(
v

(n)
i − ρ(n)

i

)
ei, i = 1, · · · ,K +M, (84)

where v(n),i is the i-th new vertex generated at the n-th
iteration, v(n)

i and ρ
(n)
i denotes the i-th element of v(n) and
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ρ(n). Then, the corresponding lower vertices adjacent to u(n)

can be obtained by

u(n),i =

{
u(n), i = 1,

u(n),i−1 +
(
ρ

(n)
i−1 − u

(n)
i−1

)
ei−1, i > 1.

(85)

As such, the new new vertex set can be updated to
O = O

/[
u(n),v(n)

] ⋃
i=1,··· ,K+M

[
u(n),i,v(n),i

]
. (86)

Since the intersection point ρ(n) is close to the Parato bound-
ary, the updated vertex set also contains the optimal solution,
and the size of new vertex set becomes smaller. The illustration
of each iteration is shown in Fig. 4. Then, the whole iterative
algorithm can terminate to the optimal {RC,k, RS,m}. Finally,
the optimal pa can be obtained by solving (83).

(1),1( )u u v

(1)
ρ

( )1 ,1
v

( )1 ,2
v

(1),2
u

CR

SR

( )g r

SumR

( ) min ming g=r r

maxg

(a) (n− 1)-th iteration.

(1),1
u

(2)
ρ

( )1 ,1
v

( )1 ,2
v

(1),2
u

(2),1
u

( )2 ,2
v

( )2 ,1
v

(2),2
u

maxg

( ) min ming g=r r
( )g r

SumR

CR

SR

(b) n-th iteration.

Fig. 4: Illustration of each iteration K +M = 2.

Remark 1: Different from the outer polyblock block ap-
proximation in [36] which optimizes the target in whole
achievable rate region, the MUV approach only maintains
the optimal solutions and update the achievable rate region
in each iteration, and thus it can be regarded as more efficient
polyblock. On the other hand, as compared to the improved
polyblock scheme in [9] which use the bisection method to
search for the Pareto boundary, the MVU approach utilize
the Fibonacci search method to obtain the Pareto boundary,
and thus the lower computational time can be achieved due
to the no use of division [38]. Besides, since we directly use
the point umin to compute the intersection point, the size of
vertex set of MUV approach is shortened than the polyblock
scheme in [9]. Above all, a novel feasibility check scheme
combined with SCA, Taylor expansion, and P-CCP is proposed
to transform the beamforming matrix into a linear formulation
of beamforming vector, avoiding the process of semidefinite
relaxation (SDR), which may leads to suboptimal or even far
from optimal one. In the nutshell, the proposed MVU approach
is a more efficient polyblock than that of [9] and [36].

IV. SIMULATION RESULTS

In this section, numerical simulations are presented to illus-
trate the superiority and validity of the proposed architectures
and algorithms. Here, we consider a scenario of K = 2
CUs, M = 2 ESs, L = 2 jammers, and R = 3 Eves. The
achievable rate thresholds of the ESs and CUs are set as
ΓC,k = ΓS,m = 2 bps/Hz, and the wiretap rate targets are set
as ΓB,r = ΓE,rm = 0.5 bps/Hz. For simplicity, the weighted
factor of user rate are set as µC,k = µS,m = 1/(K+M). The

number of jammer’s antennas is set as NJ = 8 × 8, and the
jamming beamforming are obtained by using the beamforming
algorithm in [22], whose main lobe points to the nearest user.
The total power consumption of the full-digital, the fully-
connected, and sub-connected architecture are shown in [23],
and is omitted for simplicity. In addition, the RF chains, the
power amplifiers, the phase shifters, the RIS unit, and the
baseband processor power consumption of the BS and HAP
are set as Prc = 100 mW, Pa = 30 mW, Ps = 10 mW,
Pris = 5 mW, and Pbb = Phb = 400 mW, respectively
[14]. The carrier frequency of all network is 5.8 GHz, and the
noise power variance is set as σ2

C,k = σ2
S,m = σ2

E,r = 10−8.
We set the inefficiency and the maximum power of BS and
HAP as η1 = η2 = 1.25 and PB,max = PH,max = 0.5 W,
respectively. Here, we compare the performance of proposed
beamforming (BF) scheme and architecture with that of the
following schemes and architectures: (1) SDR-based multi-
layer BF scheme: the MVU approach combined with the SDR
method is adopted to solve problem (77) instead of that with
proposed P-CCP; (2) SCA-based multi-layer BF scheme:
SCA method is utilized to transform the sum rate maximiza-
tion problem (76) into a convex iterative one; (3) Proposed
single-layer BF scheme: single-layer RIS-assisted architecture
is adopted at BS side, and the proposed algorithm is used to
solve the single-layer EE maximization problem; (4) Fully-
connected BF scheme: the proposed algorithm with fully-
connected architecture at BS; (5) Sub-connected BF scheme:
the proposed algorithm with sub-connected architecture at BS.

Fig. 5 shows the radiation and received beampattern of
different architectures and compare the quality of the beam by
comparing their sidelobes and mainlobes. Here, we set ∆E =
∆J = 2◦, pJ = 1 W, NRF = 4, and NR = NH = 8 × 8.
As we can observe, the mainlobes of all the beampatterns
point to the desired target with a value of at least -1 dB,
and the nulls can be accurately generated at the region of
undesired targets under the CSI imperfection. Specifically, two
mainlobes of the RIS-aided beampattern point to two CUs,
while the received SINR of the Eves and ESs are limited at
the required thresholds. Meanwhile, as illustrated in Fig. 5 (f),
both the jamming signals transmitted by two jammers and the
interference leakaged by HAP are nullified, and thus only the
desired signal quality can be improved at the receiver. On the
other hand, compared to single-layer RIS-assisted scheme, the
multi-layer one has a higher mainlobe to sidelobe ratio and
beam resolution, which is due to the new DoF in amplitude
terms caused by the additional layer. Our findings verify that
both the multi-layer RIS-assisted beamforming scheme and
the received beamforming scheme can efficiently improve the
received signal quality at the intended users, suppress the
signal leakage at unintended users and simultaneously nullify
the undesired signal in the channel uncertainty region.

Fig. 6 depicts the EE versus the number of received antennas
NC and NS for different algorithms and architectures. It can
see that EE of all the schemes can achieve the maximum at
NC = NS = 4 × 4, which can be explained by the reason
that the beam resolution generated by 4 × 4 geometry can
accurately nullify the jamming and interference with the lowest
circuit power consumption. This phenomenon further confirms
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(a) 3D vision of multi-layer RIS-assisted BF ∆E=2◦. (b) 3D vision of single-layer RIS-assisted BF ∆E=2◦. (c) 3D vision of CU’s received BF vC,2 ∆J =2◦.

(d) 2D vision of multi-layer RIS-assisted BF ∆E=2◦. (e) 2D vision of single-layer RIS-assisted BF ∆E=2◦. (f) 2D vision of CU’s received BF vC,2 ∆J =2◦.

Fig. 5: Radiation beampattern with different architectures
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Fig. 8: Outage probability versus pJ .

the validity of our proposed received BF design. Besides, we
can also observe that the EE performance of the RIS-assisted
architectures is more unstable and even lower than that of
three typical architectures when NC = NS > 6 × 6. This is
because the power consumption of RIS-assisted architectures
is very low so that the total power consumption of proposed
architecture is dominated by that of receiver. Furthermore,
when NC = NS = 4 × 4, the proposed multi-layer BF
scheme is enhanced by 0.0814 and 0.1190 bps/Hz/Joule in
comparison with SDR-based BF scheme and SCA-based BF
scheme, respectively, which verifies the superiority of our
proposed optimization framework. In addition, in terms of
EE, our proposed multi-layer architecture always outperforms
other architectures, which demonstrates that our proposed
architecture can achieve efficient and secure communications.

The EE versus the transmitter UPA geometry NR is il-
lustrate in Fig. 7, with NRF = 4, NH = 8 × 8, NC =
NS = 4 × 4, pJ = 1 W, and ∆E = ∆J = 2◦. It can
be observed that the EE increases as NR increases from

4 × 4 to 8 × 8, this because increasing NR can significantly
improve the DoF and diversity. Besides, the difference in EE
between the multi-layer RIS-assisted architecture and other
four architectures becomes larger. This can be explained by
two reasons. First, as NR increases, the power distribution of
single-layer architecture become more non-uniform, but the
multi-layer architecture can balance it (see Fig. 2), so that
the performance gap between the single-layer architecture and
the multi-layer one becomes larger. Second, compared with
three typical architectures which are composed of many phase
shifters and power amplifiers, the multi-layer architecture has
much lower power consumption, and thus the EE difference
between them increases as increasing NR. Moreover, it is
noted that increasing NR from 8× 8 to 12× 12 can raise the
beam resolution such that the spectral efficiency is slightly
improved, however, it also increase the power consumption
and, in turn, degrades the EE performance. In Fig. 8, the outage
probability (OP) versus the jamming power at each jammer pJ
is shown. Obviously, the proposed BF scheme with omnidi-
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rectional single-antenna at users, i.e., NC = NS = 1, achieves
the highest OP, verifying the serious threat of the jammers and
the importance of designing received BF. Meanwhile, the OP
of proposed multi-layer BF scheme with NC = NS = 4×4 is
lower than other four benchmark schemes. This is because the
additional layer can boost and partially control the amplitude
of the signal, such that the OP performance is enhanced.
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Fig. 9: EE versus channel uncertainty ∆.

Fig. 9 presents EE versus the channel uncertainty bound
∆. We assume NR = 8 × 8, and the other parameters are
the same as those in Fig. 7. As expected, the larger channel
uncertainty region is, the lower EE obtained. In addition,
due to the non-uniform power distribution, the performance
decrease speed of single-layer BF scheme is faster than that
of other schemes, especially with wiretap channel uncertainty
bound ∆E , verifying that the proposed multi-layer BF scheme
has stronger robustness. It can be also seen that when the
jamming channel uncertainty bound ∆J becomes larger, the
performance decrease speed of all the BF schemes becomes
faster, this is because the jamming signal cannot be accurately
nullified as ∆J increases such that the received jamming
power is enhanced. Thus, we can conclude that ∆J has larger
negative effect on the performance as compared to ∆E .

V. CONCLUSIONS

In this paper, we investigated a novel energy-efficient hybrid
beamforming design in the presence of simultaneous jamming
and eavesdropping attacks in the RIS-assisted secure ITAN.
Considering only the imperfect AoA/AoD is available, and
employing multi-layer RIS-assisted transmitter at the BS, we

solved the energy efficiency maximization problem to ob-
tain user’s received precoder, BS/HAP’s digital precoder, and
multi-layer RIS analog precoder, while meeting the desired
rate target and wiretap rate requirements. Specifically, a se-
quential optimization framework was developed by leveraging
the heuristic beamforming scheme using the characteristic
of convex hull, the iterative SCA approach, and the MVU
combined with the P-CCP. The advantage of proposed energy-
efficient hybrid beamforming comes from the low power
consumption and the additional DoF in amplitude generated by
multi-layer architecture. Numerical results confirmed the va-
lidity and efficiency of the developed optimization framework
and architecture. Our proposed framework and architecture can
provide an effective solution to enhance the EE and security
of the secure ITAN as well as the extended systems.

APPENDIX A
PROOF OF PROPOSITION 1

Here, we take the derivation of max-min problem (28) as an
example. Since the ΨC,k is the convex hull of ΨC,k, we can

obtain ΛC,k ⊂ ΨC,k,∀k, and then max
ΨC,lk⊂ΛC,k

L∑
l=1

p̂J,lΨC,lk ≤

max
ΨC,lk⊂ΨC,k

L∑
l=1

p̂J,lΨC,lk can be achieved, which leads to

min
ΛC,k

vHC,kAC,kvC,k

vHC,kDC,kvC,k
≥ min

ΨC,k

vHC,kAC,kvC,k

vHC,kDC,kvC,k
. (A1)

Meanwhile, according to the characteristic of convex hull
and using the defination (26), for ∀ΨC,lk ⊂ ΨC,k, the term
vHC,kΨC,lkvC,k insides vHC,kDC,kvC,k can be decomposed as
vHC,kΨC,lkvC,k=vHC,k

(
αC,lk1ΨC,lk1+· · ·+αC,lkQC,kΨC,lkQC,k

)
vC,k

= αC,lk1v
H
C,kΨC,lk1vC,k + · · ·

+ αC,lkQC,kv
H
C,kΨC,lkQC,kvC,k, (A2)

Due to the fact that ∀ΨC,lk ⊂ ΨC,k ={
QC,k∑
i=1

αC,lkiΨC,lki

∣∣∣∣∣QC,k∑i=1

αC,lki = 1, αC,lki ≥ 0,∀l

}
, there

must exist a ΨC,lkq ⊂ ΛC,k satisfying
vHC,kΨC,lkqvC,k

vHC,kAC,kvC,k
≥

vHC,kΨC,lkvC,k

vHC,kAC,kvC,k
. (A3)

As such, we can find a ΨC,lkq ⊂ ΛC,k, which results in

min
ΛC,k

vHC,kAC,kvC,k

vHC,kDC,kvC,k
≤ min

ΨC,k

vHC,kAC,kvC,k

vHC,kDC,kvC,k
. (A4)

By combining (A1) and (A4), the proof to (28) is completed.
Note that the proof to (29) is similar to the abovementioned
proof to (28), and thus is omitted here for simplicity

Hence, the proof is completed. �

APPENDIX B
PROOF OF PROPOSITION 2

Here, we also take the derivation of max-min problem
(30) as an example. To prove Proposition 2, the following
defination is presented for later derivation, which is given by

f (vC,k,ΨC,lk)=
vHC,kAC,kvC,k

vHC,kDC,kvC,k

∆
=

Tr {AC,kVC,k}
Tr {DC,kVC,k}

, (A5)

where VC,k=vC,kv
H
C,k satisfying rank (VC,k) = 1. Note that

ΨC,lk is a convex set, and thus f (VC,k,ΨC,lk) is a convex
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function with respect to ΨC,lk ∈ ΨC,k. By reffering to [39],
there must exist a saddle point

(
V∗C,k,Ψ

∗
C,lk

)
satisfying

f
(
VC,k,Ψ

∗
C,lk

)
≤ f

(
V∗C,k,Ψ

∗
C,lk

)
≤ f

(
V∗C,k,ΨC,lk

)
,

∀VC,k,ΨC,lk ∈ ΨC,k, (A6)
Then, according to the saddle point property in the minimax
theory [39], we can obtain that

f
(
V∗C,k,Ψ

∗
C,lk

)
= max

VC,k

min
ΨC,k

f (VC,k,ΨC,lk)

= min
ΨC,k

max
VC,k

f (VC,k,ΨC,lk) . (A7)

The equation (A7) suggests that the max-min problem are
equivalent to the min-max one, and thus both have the
same optimal solution at the saddle point

(
V∗C,k,Ψ

∗
C,lk

)
. As

such,we can get

max
VC,k

min
ΨC,k

Tr {AC,kVC,k}
Tr {DC,kVC,k}

=min
ΨC,k

max
VC,k

Tr {AC,kVC,k}
Tr {DC,kVC,k}

. (A8)

Replacing VC,k by vC,k, we can transform (A7) into (30).
Similar to the proof to (30), the the proof to (31) can obtained,
and thus is omitted here for simplicity.

Hence, the proof is completed. �

APPENDIX C
PROOF OF PROPOSITION 3

For simplicity, we still take the derivation of (38) as an
example. By denoting η =

∥∥DC,k

∥∥2
, it can be observed that

D
†
C,kaC,ka

H
C,kvC,k = D

†
C,kaC,k

(
aHC,k

1
√
η

D
†
C,kaC,k

)
=
(
aHC,kD

†
C,kaC,k

) 1
√
η

D
†
C,kaC,k

= λ1vC,k, (A9)
where λ1 = aHC,kD

†
C,kaC,k > 0. It suggests that vC,k is an

eigenvector of D
†
C,kAC,k.

Besides, according to the matrix rank property, we can
obtain

rank
(
D
†
C,kAC,k

)
≤ min

{
rank (AC,k) , rank

(
D
†
C,k

)}
≤ rank (AC,k) = 1. (A10)

Moreover, since D
†
C,kAC,k is a non-zero matrix, we get

rank
(
D
†
C,kAC,k

)
= 1. As such, vC,k is the only eigenvector

of D
†
C,kAC,k corresponding to its maximal eigenvalue. Sim-

ilar to the proof to (38), the the proof to (39) can obtained,
and thus is omitted here for simplicity.

Hence, the proof is completed. �
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