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ABSTRACT

Privacy preserving protocols typically involve the use of Zero Knowledge (2K)
proofs, which allow a prover to prove that a certain statement holds true, to a ver-
ifier, without revealing the witness (secret information that allows one to verify
whether said statement holds true) to the verifier. This mechanism allows for the
participation of users in such protocols whilst preserving the privacy of sensitive
personal information. In some protocols, the need arises for the reuse of the in-
formation (or witnesses) used in a proof. In other words, the witnesses used in a
proof must be related to those used in previous proofs. We propose Stateful Zero
Knowledge (SZK) data structures, which are primitives that allow a user to store
state information related to witnesses used in proofs, and then prove subsequent
facts about this information. Our primitives also decouple state information from
the proofs themselves, allowing for modular protocol design. We provide formal
definitions for these primitives using a composable security framework, and go on
to describe constructions that securely realize these definitions.

These primitives can be used as modular building blocks to attenuate the secu-
rity guarantees of existing protocols in literature, to construct privacy preserving
protocols that allow for the collection of statistics about secret information, and to
build protocols for other schemes that may benefit from this technique, such as
those that involve access control and oblivious transfer. We describe several such
protocols in this thesis. We also provide computational cost measurements for our
primitives and protocols by way of implementations, in order to show that they are
practical for large data structure sizes. We finally provide a notation and a compiler
that takes as input a ZK proof represented by said notation and outputs a secure SZK
protocol, allowing for a layer of abstraction so that practitioners may specify the
security properties and the data structures they wish to use, and be presented with
a ready to use implementation without needing to deal with the theoretical aspects
of these primitives, essentially bridging the gap between theoretical cryptographic
constructions and their implementation.

This thesis conveys the results of FNR CORE Junior project, Stateful Zero
Knowledge.



RESUME

Les protocoles de préservation de la vie privée impliquent généralement I'utilisation
de preuves a divulgation nulle de connaissance, qui permettent 2 un prouveur
de prouver 4 un vérificateur qu’une certaine déclaration est vraie, sans révéler le
witness (informations secretes nécessaires pour vérifier si la déclaration est vraie) au
vérificateur. Ce mécanisme permet aux utilisateurs de participer a ces protocoles
tout en préservant la confidentialité des informations personnelles sensibles. Dans
certains protocoles, le besoin se fait sentir de la réutilisation d’informations (ou
témoins) utilisées dans une preuve. En d’autres termes, les témoins utilisés dans une
preuve doivent étre liés a ceux utilisés dans les preuves précédentes.

Nous proposons des structures de données Zero Knowledge, qui sont des prim-
itives qui permettent 4 un utilisateur de stocker des informations d*¢tat, puis de
prouver des faits sur ces informations. Nos primitives découplent également les
informations d*état des preuves elles-mémes, permettant une conception de pro-
tocole modulaire. Nous fournissons des définitions formelles pour ceux-ci a 'aide
d’un cadre de sécurité composable, et poursuivons en décrivant des constructions
qui réalisent ces définitions en toute sécurité. Ces primitives peuvent étre utilisées
comme blocs de construction modulaires pour atténuer les garanties de sécurité des
protocoles existants dans la littérature et pour construire des protocoles de préser-
vation de la vie privée qui permettent la collecte de statistiques sur les données et
les protocoles pour d’autres schémas, tels que le contréle d’acces. Nous fournissons
des mesures de cotit de calcul pour nos primitives et protocoles en les implémen-
tant, et enfin fournissons une notation et un compilateur qui prend en entrée une
preuve ZK représentée par la notation et génére un protocole SZK sécurisé pour
celle-ci, permettant une couche d’abstraction telle que les développeurs peuvent
spécifier les propriétés de sécurité et les structures de données qu’ils souhaitent
utiliser, et se voir présenter une implémentation préte 2 I'emploi sans avoir  traiter
des aspects théoriques de ces primitives, comblant essentiellement le fossé entre les
constructions cryptographiques théoriques et leurs implémentations.

Cette these transmet les résultats du projet FNR CORE Junior, Stateful Zero
Knowledge.
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ZUSAMMENFASSUNG

Datenschutzprotokolle beinhalten typischerweise die Verwendung von Zero
Knowledge Proofs, die es einem Beweiser ermdglichen, einem Priifer zu beweisen,
dass eine bestimmte Aussage wahr ist, ohne dem Priifer die Aussage selbst zu
offenbaren. Dieser Mechanismus erméglicht es Benutzern, an solchen Protokollen
teilzunehmen und gleichzeitig die Vertraulichkeit sensibler persénlicher Infor-
mationen zu wahren. In einigen Protokollen entsteht die Notwendigkeit fiir die
Wiederverwendung von Informationen (oder Zeugen), die in einem Beweis ver-
wendet werden. Mit anderen Worten, die in einem Beweis verwendeten Zeugen
miissen mit denen verwandt sein, die in fritheren Beweisen verwendet wurden.

Wir schlagen Zero-Knowledge-Datenstrukturen vor, die es einem Benutzer er-
moglichen, Zustandsinformationen in Bezug auf Zeugen zu speichern und dann
Fakten tiber diese Informationen zu beweisen. Unsere Grundelemente entkoppeln
auch Zustandsinformationen von den Beweisen selbst, was ein modulares Pro-
tokolldesign erméglicht. Wir stellen formale Definitionen daftr bereit, indem wir
ein zusammensetzbares Sicherheitsframework verwenden, und somit Konstruktio-
nen zu beschreiben, die diese Definitionen sicher realisieren. Diese Grundelemente
kénnen als modulare Bausteine verwendet werden, um die Sicherheitsgarantien
bestehender Protokolle in der Literatur abzuschwichen und um die Privatsphire
wahrende Protokolle zu konstruieren, die das Sammeln von Statistiken iiber Daten
und Protokolle fiir andere Schemata, wie z. B. Zugangskontrolle, ermdglichen. Wir
stellen Rechenkostenmessungen fiir unsere Primitive und Protokolle bereit, indem
wir sie implementieren. Wir stellen schliefSlich eine Notation und einen Compiler
bereit, der einen durch die Notation reprisentierten ZK-Beweis als Eingabe nimmt
und ein sicheres SZK-Protokoll dafiir ausgibt, was eine solche Abstraktionsebene
ermdoglicht. Entwickler kénnen die Sicherheitseigenschaften und Datenstrukturen
angeben, die sie verwenden méchten, und erhalten eine gebrauchsfertige Imple-
mentierung.

Diese Diplomarbeit vermittelt die Ergebnisse des FNR CORE Junior Projekts,
Stateful Zero Knowledge.
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MOTIVATION

"So this was a major breach of trust and I’m really sorry that this
happened. You know we have a basic responsibility to protect peo-
ple’s data and if we can’t do that then we don’t deserve to have the
opportunity to serve people.”

These were Mark Zuckerberg’s words [72] to a news anchor in the aftermath of
the Cambridge Analytica scandal, in early 2018. The fact that an entity had been
allowed to harvest data relating to several individuals, without their consent, had
just come to light.

THE CAMBRIDGE ANALYTICA INCIDENT  Cambridge Analytica, an or-
ganization established in 2013 that positioned itself as a political consultancy and
voter profiling firm was tasked with aiding the Ted Cruz and the Donald Trump
political campaigns in 2016 [87], by building psychographic models of their elec-
torates. The firm was of the opinion that targeted advertising campaigns tailored to
the personality traits of voters, could help influence their political leanings. When
the firm realized that the data required to build these models was hard to come
by, they turned to Alexander Kogan, a data scientist, who went on to produce a
Facebook application which sent surveys and quizzes to willing participants on
a social network, in order to implicitly elicit information on their psychological
traits. They also collected information on the "likes” of these users on the social
network, and used it to map them to specific personality traits. While doing so,
Cambridge Analytica went so far as to gather personally identifiable information
from these users, including their dates of birth, cities of residence, and likes and
interests, amongst other information [94].

However, much to the consternation of the world, the application leveraged the
power of Facebook’s Open Graph Platform to additionally gather such information
from the "friends” of the application’s users on the social network. This allowed
Cambridge Analytica to collect personally identifiable information from about 87
million people, and in some cases, without their consent.

Zuckerberg: "Well, clearly I wish we'd taken those steps earlier. I mean,
that, that I think is probably the biggest mistake that we made here ...
the feedback from the community and the world has overwhelmingly
been, that, if you balance these two values of being able to take your
data and some data from friends to be able to have social experiences
on other apps on the one hand, this ideal of kind of data portability.
And on the other hand, making sure that your data’s always locked
down. Guaranteeing that it never goes anywhere. You know I think
we’ve started off alittle bit on the idealistic, and maybe naive side, right,
of thinking that that vision around data portability and enabling social
apps was gonna be what our community preferred, and I think what
we’ve learned over time very clearly is that the most important thing
always is making sure that people’s data is locked down." [72]

Alexander Kogan had
carlier claimed to
Facebook Inc., that the
data he bad been
collecting was meant to
be used for purely

academic purposes.
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Facebook’s aspirations, in this case, reflect those of most other "data behemoths”
on the internet: using customer data to enhance user experiences and boost cus-
tomer retention and sales. However, in hindsight, Zuckerberg admits to the fact
that the privacy of users and sanctity of data is of sublime importance when it comes
to handling such information.

CLAIRVOYANCE THROUGH PROFILING  There is also an ugly side to the
extent of personal information that may be gleaned from user behaviour, with their
consent, producing arguably more harrowing results. Take for instance the case of
a retailing giant, who assigns identification numbers to its customers in order to
collect purchase information, along with a host of other demographic information

[4s]:

An employee from the marketing department of the retailer, to a
statistician: "If we wanted to figure out if a customer is pregnant, even
if she didn’t want us to know, can (sic) you do that?" [4s]

The retailer in question was able to build profiles of their customers and use
statistical data analysis techniques to predict changes in their lives and habits.

“As soon as we get them buying diapers from us, they’re going to
start buying everything else too. If you’re rushing through the store,
looking for bottles, and you pass orange juice, you’ll grab a carton.
Oh, and there’s that new DVD I want. Soon, you’ll be buying cereal
and paper towels from us, and keep coming back.” [4s]

This allowed the retailer to determine when and how targeted advertising and
discounts would produce the best results.

ADAMOCLES sWORD?  Companies that manage colossal amounts of data re-
lating to their users also have greater responsibilities to protect this data, and attacks
can have catastrophic results. An IT operator responsible for the collection and
analysis of frequent flyer information for airline companies fell prey to a cyberattack
in 2021 [47]. Though the operator claimed that this breach didn’t result in the
leakage of sensitive information apart from names and membership numbers, the
company does hold personal customer data, passport information, and itineraries.

ILI OUR CONTRIBUTION
LL.1  Privacy Preserving Protocols To The Rescue

The cryptographic primitives and protocols laid out in this thesis aim to provide a
solution to the aforementioned problems of excessive user profiling and exposure
of personal information. We propose an alternative means of allowing entities
to compute aggregate statistics on customer data (in order to be able to carry out
customer retention activities, such as offering discounts to customers for purchasing
several items belonging to a particular category from a department store, frequent
flyer discounts, and the like), whilst essentially handing power and control back to
the users: the users of these services are allowed to hold their own data and reveal
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only the output of an aggregate statistical function against this data to the other
party, whilst proving that their copy of this data is accurate. We do this by means of
novel cryptographic primitives we refer to as Stateful Zero Knowledge (SZK) data
structures.

The notion of a ZK proof allows one party (commonly referred to as a prover) to
prove that a certain statement holds true, without revealing the witnesses for this
statement to another party (commonly referred to as a verzfier). This cryptographic
primitive can be used to build privacy preserving protocols, which are said to be
"privacy preserving” in the sense that the user’s privacy and data is protected when
it interacts with other parties in the protocol. These primitives and protocols allow
for stronger privacy guarantees, whilst still allowing organizations to carry out
customer retention and incentivization practices.

Our SZK data structures allow users to store witnesses (secret information known
only to the prover) that have already been used in a proof, so that they may be used
to prove additional facts about this secret information. For instance, one of our
protocols features a loyalty program scheme, where users may prove that they have
been allotted the correct number of loyalty points for a purchase. They may then go
on to compute aggregate statistics on their purchases and prove that these statistics
have been computed correctly, without revealing the actual purchase history to a
retailer. In existing schemes, ZK proofs and the witnesses they use are closely tied
to each other, but our primitives decouple proofs from data structures that store
witnesses, providing us with modular constructions.

112 The Case For Composability

Throughout this thesis, we employ a composability framework (namely that of
the Universal Composability (UC) Framework [29]); this provides for some useful
properties. In a nutshell, we gain the following:

1. Security properties hold when a protocol designed in accordance with the
UC framework is executed concurrently in the presence of multiple instances
of the same protocol or other protocols.

2. The protocol may be designed modularly so that modules of the protocol
may be replaced by others that securely realize them. This conceptis described
in detail in Section 2..2.

3. Security analysis is clear-cut: the security of each module may be analysed
independently rather than in situ, thanks to the "Composability Theorem”,
also described in Section 2..2.

113 Bridging The Gap

"A colleague once told me that the world was full of bad security
systems designed by people who read Applied Cryptography.” - Bruce
Schneier, author of the book "Applied Cryptography” [89].

The security of implementations of cryptographic software proves to be a bone of
contention for cryptographers and developers alike. Though most cryptographic

The verifier learns no
information on the
secret held by the
prover, hence the
eponymous term "Zero

Knowledge'.

The reader is advised
to refer to Section 2.2
for a detailed account
of the UC framework
and related concepts.



Open source
cryptography
development teams are
often understaffed and
underfunded. In 2015,
GnuPG was being
maintained by a single
developer, whilst the
OpenSSL project was
also suffering from
similar problems when
the Heartbleed
vulnerability was

discovered [8].
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libraries have been implemented true to their theoretical roots, numerous security
issues do arise when developers misuse these libraries whilst implementing software

[65, 96].

"I don’t see a reason to have a(sic.) x of about the same size as the p. It
should be sufficient to have one about the size of q or the later used k
plus a large safety margin. Decryption will be much faster with such
an x." - a comment in the code for a critical GPG library. [62]

There have also been cases of security vulnerabilities in cryptographic libraries
themselves, arising from the fact that the reasons behind the configuration rec-
ommendations for important cryptographic parameters and other such design
choices are often lost in translation whilst programmers build libraries based on
mathematical constructions. The developer of the GnuPG library saw it fit to adjust
certain parameters in an implementation for an EIGamal encryption function in
order to optimize the library, but these changes came at a cost: they significantly
downgraded the security guarantees of the libgcerypt library [79].

Nadi et al. [77] learnt from surveys of developers that they prefer "high level task
based cryptography APIs" over low level functions [77]. With this in mind, we are
of the opinion that a compiler would aid the adoption of the protocols in this thesis,
and help developers build secure privacy preserving protocols without having to
deal with the minute details, in the sense that we abstract away the cryptography so
that developers may focus on the other aspects of building such protocols, while
they may rest assured that if they are able to specify their security requirements
via our notation, the compiler provides them with a secure implementation. This
also does away with the need for developers to be acquainted with the state of
the art with respect to the low level primitives used in our protocols. Part IV of
this thesis describes our notation and compiler, which provides proof of concept
implementations of our data structures, but we intend to extend this compiler with
production ready libraries in the future.

I.2 ORGANIZATION

* In the following chapters of Part I, we go on to describe the technical prelim-
inaries of this thesis.

¢ In Part II, we use the UC framework to describe formal definitions for various
SZK data structures and the security properties they guarantee. We also depict
constructions that securely realize the definitions laid out in Part II, and
present computational cost measurements from implementations of some
of these data structures.

* In Part ITI, we describe real world applications for our data structures, by
way of privacy preserving protocols, such as the privacy preserving loyalty
rogram protocol described earlier in this chapter. We also describe existin
prog p p g
protocols in literature whose security properties have been attenuated by the
addition of SZK data structures, and present computational cost measure-
ments from implementations of some of these protocols.
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* Dart IV provides descriptions of aspects related to the implementations of
our data structures and of the protocols described in Part ITI. We also de-
scribe a notation for SZK protocols and an SZK compiler, which takes an
SZK data structure description in said notation as input, and produces an
implementation for the data structure as output.
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21 INTRODUCTION

This chapter deals with a discussion of the cryptographic preliminaries which serve
as the theoretical basis for our primitives and protocols described in Part IT and
in Part III respectively. Sections 2.3 through 2.8 also appear in public deliverables

submitted to the FNR [36, 37].

2.2 UNIVERSALLY COMPOSABLE SECURITY

We employ the UC framework [29] to define our primitives and protocols, and to
analyse their security. Security analysis using the framework essentially involves
comparing the views of a real protocol in execution in a real world to that of an
idealized version of the protocol, defined to be secure by definition, in an ideal
world, when observed by a party we refer to as the environment.

1. We first define an Jdeal Protocol, consisting of all parties in a protocol in
addition to an Ideal Functionality. The Ideal Protocol is defined in such a way
that it is secure by definition, and so that it guarantees the security properties
we wish to achieve. The Ideal Protocol gathers inputs from all parties, securely
computes their outputs on their behalf, and sends the outputs back to each

party.

2. On the other hand, we also consider a Real Protocol, composed of all parties
but with the exclusion of an Ideal Functionality. All parties use their local
inputs to participate in the protocol and produce their outputs.

3. The environment interacts with the adversary in the real world, who has
the power to control network communication and to corrupt parties. To
account for the presence of this adversary, we introduce a Simulator, who is
allowed to behave as the adversary does, within the ideal protocol.

4. The view of the environment Z (transcripts of messages from all parties) in
the ideal world and that of the real world are now compared. If the environ-
ment cannot distinguish between the view of the ideal world and that of the
real world, we state that the real protocol securely realizes the ideal protocol.

As defined in [29],

Definition 2.2.x Two binary distribution ensembles X and Y are indistin-
guishable if for any c,d € N, there exists ko € N, such that for all k > ko
and all a € Uj<1.a{0, 1}¥, we have:

|Pr(X(k,a) =1) — Pr(Y(k,a) =1)| < k=¢

The environment is
allowed to interact
with all other parties in
the real and the ideal
worlds.

We consider only static
corruptions in our
models.
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Using definition 2.2.1,let REAL, 4 z(k, a) represent the computational output
of Z when the adversary A and all other parties execute the protocol ¢ in the real
world, and let IDEAL 7, s, z(k, a) represent that of Z when the simulator S and all
dummy parties execute the ideal protocol F, in the ideal world, where k represents
the security parameter, and a represents the input to Z.

We state that protocol ¢ securely realizes F, if for all polynomial time A there
exists a polynomial time S such that for all polynomial time Z,

REAL, 4,z(k,a) ~ IDEALf, s z(k, a) [36].

2.2.1 The Composition Theorem

2.2.11  Protocol Emulation

A protocol is said to UC-emulate another, if interacting with one protocol in the
presence of an adversary is indistinguishable from interactions with the other and
another adversary.

From [29], we have,

Definition 2.2.2. Protocol m UC-emulates protocol ¢ if for any adversary
A there exists an adversary S, such that for any environment Z and on any
input, the probability that Z outputs 1 after interacting with A and parties
running T differs by at most a negligible amount from the probability that
Z outputs 1 after interacting with S and ¢.

A protocol is said to UC-realize an ideal functionality, if the protocol emulates
the functionality.

2.2.1.2 Hybrid Protocols

The UC framework also allows for the definition of hybrid protocols, where parties
within a protocol may make subroutine calls to ideal functionalities.

Consider a protocol 7, which makes subroutine calls to another protocol ¢. The
composition theorem states that if 1) emulates ¢, the protocol 7%/?_ obtained by
replacing calls to ¢ by calls to 1, emulates 7.

Therefore, if a protocol gog securely realizes an ideal functionality F in the G-
hybrid model where ¢ is allowed to invoke the ideal functionality G, then for any
protocol v, which securely realizes G, the composed protocol ¥ which is obtained
by replacing every invocation of an instance of G with an invocation of an instance
of 1), securely realizes F [36].

2.2.2. A Note On Notation

Throughout this thesis, we make use of a notation to describe aspects of our formal
descriptions of UC framework models.

INTERFACES Interfaces denote points where parties may interact with ideal
functionalities and send messages to or receive messages from functionalities,
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depending on the tasks that must be performed with respect to the overar-
ching protocol. We denote every message with a name consisting of three
segments:

SEGMENT 1 The name of the functionality or the protocol the message
corresponds to. All messages that relate to a specific functionality or
protocol will share the same values in the first segment.

For instance, “pplp” for a privacy preserving loyalty program protocol.

SEGMENT 2 The name of the interface. For instance, "setup” for an inter-
face associated with the task of setting up parameters in a protocol.

SEGMENT 3 A third field which allows for messages of different types to
be sent to the same interface. We typically use 5 different entries for

this field:

1. "ini" for the first message sent to an interface,
" . " .
2. "sim" for messages to the simulator,
3. "rep"” for responses from the simulator,
4. "req" for requests for algorithm descriptions to the simulator,

" " . . . . . .
5. "alg" for messages containing algorithm descriptions in response
to a previously received req message.

6. "end" for the last message denoting the end of the execution of a
task.

These fields are combined to produce the name of a message. For example:
pot.setupprices.ini

refers to the first message sent to the sezupprices interface of a priced oblivious
transfer protocol.

This notation allows us to discern the functionality a message relates to, the
task it is responsible for, and the phase within that task.

IDENTIFIERS Aswe model protocols in the framework around Interactive Tur-
ing Machine Instances (IT1s), the need arises for a means of distinguishing
between machines that belong to the same protocol instance, and between
machines that are “local” to one another, because the UC framework mod-
els communication over networks, i.e., ITIs belonging to different parties
would need to resort to communicate over a network where the simulator
may delay or modify messages. However, ITIs belonging to the same party
may communicate directly with one another, and we refer to this mode of
communication as local.

We assign a session identifier sid and a party identifier pid to each ITI. We
use a pid to represent I'TIs that belong to the same party. An sid is used to
distinguish between ITIs that represent different protocol instances, and a
functionality may only send or receive messages associated with the same

sid. An Ideal Functionality
] is considered to be
* We use a session identifier sid to denote ITls that belong to the same Tocal” to all other
pl‘OtOCOl instance. partiesin an Ideal

Protocol.
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* We use a party identifier pid to denote ITIs that belong to the same
party within a protocol. Thus, ITTs with the same pid can transfer
messages between each other without having to resort to sending them
over a network.

* Communication over the network may be controlled by the adversary:
the adversary may delay, modify or drop messages altogether.

* ITIs with differing pid values must communicate over the network (as
they represent distinct parties within a protocol).

QUERY IDENTIFIERS In some cases we may wish to model the fact that an
interface may be invoked more than once and the simulator may generate
appropriate albeit delayed responses; we must employ a mechanism that
allows for delayed responses to ensure that these responses can be correlated
to the requests that generated them, even when the original order of requests
is not maintained. In this case, we use a query identifier or a gid.

MESSAGE STRUCTURE Building upon the conventions described earlier in this
section, every message to or from a party follows the following structure:

(pot.setupprices.ini, sid, <message>)
Repeated messages to an interface include a gid:

(pot.setupprices.sim, sid, gid, <message>)
(pot.setupprices.rep, sid, gid, <message>)

ABORTS An ideal functionality may halt its execution after receiving a message
from a party. In this case, the functionality sends a special abortion message
to the initiating party. However, if the functionality aborts after receiving a
message from the simulator, the abortion message is sent to the party which
was meant to receive a response from the functionality.

To reiterate the benefits of using this framework:

coMmPoOsITION Thanks to the composition theorem, security properties are
retained when a new protocol is composed of others defined using the frame-
work.

MODULARITY The framework allows for the construction of "hybrid" proto-
cols, composed of other protocols defined in the UC framework, as building
blocks. This allows us to replace these building blocks by any protocol that
securely realizes these constructions. This in turn provides for future-proof
constructions, in the sense that building blocks may be replaced by more
efficient protocols, without the need for reanalysing the security of the over-
arching protocol.

SECURITY ANALYSIS As hybrid protocols are composed of building blocks
where security holds upon composition, this also means that the security of
these protocols may be studied independently.
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2.3 BILINEAR MAPS

Let G, G and G¢ be groups of prime order P )
A bilinear map isamap e from Gand Gto G (e : G x G — Gy), where the
following properties hold:

BILINEARITY e(g%, ¢¥) =-e(g,q)"™,

NON-DEGENERACY Forall generators ¢ € Gand § € G, e(yg, §) generates
Gt;

EFFICIENCY There exists an efficient algorithm G (1%) that outputs the pairing
group setup grp + (p,G,G,Gy, e, §G) and an efficient algorithm to
compute e(a,b) foranya € G,b € G.

2.4 SECURITY ASSUMPTIONS
2.4.1  U-Diffie-Hellman Exponent

We use the .-DHE assumption, adapted to asymmetric pairing groups, as in [43].

Let (p,G,G,Gy, e, 9,9) < G(1*) and a + Z,.

Given (p7 GJ Ga Gta €9, g) and a tuple (gl) gla <o 9oy g@a ge+2;5 - - - 7gZZ) such

that ¢; = ¢(®) and §; = §*, for any p.p.t. adversary A,

Pr[g(a“_l) «— A<p7 G7 Ga Gta €, 9,9, 91,91, -+ 9¢5 Gt ge+25 -+ 925)] < E(k)

2.4.2  Cube Diffie-Hellman

Let (p, G, @,EGt, e,9,4) + G(1*¥) and x < Z,.

Given (p, G, G, Gy, e, g, g, g%, §%), for any p.p.t. adversary A,
a3 e 5 4T AT

Prle(g,9)" + A(p,G,G, Gy, e,9,3,9%, §7)] < (k) [64].

2.§ SIGNATURE SCHEMES

Assignature scheme consists of the algorithms KeyGen, Sign and VfSig. KeyGen(1*)
outputs a secret key sk and a public key pk, which include a description of the
message space M. Sign(sk, m) outputs a signature sig on the message m € M.
VfSig(pk, sig, m) outputs 1 if sig is a valid signature on m and 0 otherwise. This
definition can be extended to blocks of messages m = (my, . .., my,). In this case,
KeyGen(1*, n) receives the maximum number n of messages as input. A signature
scheme must be existentially unforgeable [52].

Definition 2.5.1 [Existential Unforgeability] Let O be an oracle that, on
input sk and a message m € M, outputs Sign(sk, m), and let Ss be a set
that contains the messages sent to Og. For any ppt adversary A,

(sk, pk) & KeyGen(1%); (m, sig) E A(pk)©s(55) .
1 = VfSig(pk, sig,m) A m € M A m ¢ S,

Pr <e(k) .
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2.6 COMMITMENTS

A commitment scheme consists of algorithms CSetup, Com and VfCom. CSetup(1%)
generates the parameters par., which include a description of the message space
M. Com(pare, x) outputs a commitment com to z € M and an opening
open. VfCom(parc, com, z, open) outputs 1 if com is a commitment to z with
opening open or 0 otherwise.

A commitment scheme must be hiding and binding. The hiding property ensures
that a commitment com to x does not reveal any information about z, whereas
the binding property ensures that com cannot be opened to another value z’.

Definition 2.6.x [Hiding Property] For any PPT adversary A,

pare & CSetup(1%); (z0, st) & A(par.);
Z1 il M;

pE {0,1}; (com, open) & Com(pare, zp);
b’iA(st,com): neEMAbL=D

1

Definition 2.6.2 [Binding Property] For any PPT adversary A,

pare & CSetup(1¥);

(com, z, open, z', open’) & A(par.) :
Pri zeMA2z eM < e(k) .
A1 = VfCom(par., com, x, open) A

| 1= VfCom(par, com, z’, open’) N\ z # z' |

We use a commitment scheme that is additively homomorphic. Given two com-
mitments com and coms to messages x; and z» with openings open, and open.,
there exists an operation - such that com < comy - coms is a commitment to
xr = x1 + 2 with opening open = open, + openy. If 13 = 0, then com is a
rerandomization of comy, which we denote by com <— CRerand(com1, opens).

2,7 VECTOR COMMITMENTS
271 Hiding Vector Commitments

Hiding vector commitments [32, 69] allow us to commit to a vector of messages and
to open the commitment to one of the messages in such a way that the size of the
opening (also referred to as the witness) is independent of the length of the vector.
A hiding vector commitment (VC) scheme consists of the following algorithms.

VC.Setup (1%, £). On input the security parameter 1¥ and an upper bound ¢
on the size of the vector, generate the parameters of the commitment scheme
par, which include a description of the message space M and a description
of the randomness space R.
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VC.Commit(par,x,r). Oninputavectorx € M" (n < {)andr € R,
output a commitment vc to X.

VC.Prove(par,i,x,r). Computea witness w for X[].

VC.Verify(par, ve, z, i, w). Output 1if w is a valid witness for x being at
position 7 and 0 otherwise.

VC.ComUpd(par, ve,j,z,r,z’,r"). On input a commitment vc with
value x at position j and randomness 7, output a commitment v¢’ with
value z’ at position j and randomness 7. The other positions remain un-

changed.

VC.VerComUpd(par, ve, ve', w, j, z, r,z’,r"). Oninputcommitments
ve and ve’, a witness w, a position j, the values 2 and 2" and the randomness
rand /, output 1 if w is a valid witness for x being at position j in the
commitment vc and if v¢’ is an update of ve that replaces x by &’ at position
jandrbyr’.

VC.WitUpd(par, w, i, j,z,r,z’,r"). Oninputawitness w fora position
i valid for a commitment ve with value x at position j and randomness 7,
output a witness w’ for position 7 valid for a commitment v¢’ with value 2/
at position j and randomness 7.

Definition 2.7.1 A vector commitment scheme must be correct, hiding, and binding.

CORRECTNESS. Correctness requires that for par < VC.Setup(1*,¢),x =
(x[1],...,x[n]) < M", r + R, vc + VC.Commit(par,x,r),i
[1,n] and w <« VC.Prove(par,i,x,r), VC.Verify(par, ve,x][i], i, w)
outputs 1 with probability 1.

HIDING. The hiding property requires that any ppt adversary A has negligible
advantage in the following game. A chooses a vector and sends it to the
challenger. The challenger picks a random vector, commits to one of the
vectors and sends the commitment to A. A guesses which vector was used to
compute the commitment. More formally, for £ polynomial in k we require

par < VC.Setup(1*, 0); (xq, st) « A(par); r < R;
Pr| x; & M b« {0,1}; ve < VC.Commit(par, xp, );
V< A(st,vc): b=V A x9 e M
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When updating a commitment, we require that A cannot distinguish
whether a commitment vc is an update of a commitment to a vector specified
by the adversary or a commitment to a random vector, i.., that

par < VC.Setup(1*,0); (x, 4,7, st) + A(par);
'« R; x & M

Pr =
ve + VC.Commit(par,x’,r’) :
l=A(st,yc) N xe MENGE[LONT EMATER
[ par < VC.Setup(1*,0); (x, 4,7, st) < A(par);
/ :
el 7 — R;

ve < VC.ComUpd(par, VC.Commit(par, x, ), j, x[j],r,2',r') :
| 1=A(st,oc) \xeMNGELUANT EMATrER

BINDING. The binding property requires that no adversary can output a vector
commitment v¢, a position i € [1, ¢], two values 2 and 2" and two respective
witnesses w and w’ such that VC.Verify accepts both, i.e., for £ polynomial
in k:

par < VC.Setup(1*,0); (ve,i,z, 2", w, w') + A(par) :
Pr | VC.Verify(par, ve,z,i,w) =1 A x # 2’ A <e(k) .
VC.Verify(par,ve, 2’ i, w') =1 N i€ [1,4] ANx,2' € M

We use VC schemes that are additively homomorphic. Given two commitments
vey and veg to vectors X1 and X9 with randomness 71 and r9, there exists an
operation - such that vc - wvecy - veg is a commitment to X = X1 + X with
r = r1 + r2. (If vcg is a commitment to the vector x[i] = O foralli € [1,/],
then vc is a rerandomization of vcy, which we denote by v¢ = VC.Rerand(veq,
r2).) In addition, if wy ; is a witness for X [i] being a position i in the vector X1
committed in veq, and wy ; is an opening for X2 [i] being a position 7 in the vector
X2 committed in veg, then w; <— wy ; - w ; is an opening for x; [i] + x2[i] being
at position ¢ in the vector X committed in vc.

2.7.1.1  Construction

We show a hiding vector commitment scheme that is secure under the Difhe-
Hellman Exponent (DHE) assumption [69]. Let k € N denote the security param-
eter.

VC.Setup(1%, ¢). Generate groups (p,G,G,Gy,e,g,5) — G(1F), pick
« ¢ Zp, and compute (g1, g1, - - -+ gr, G, Ge+2, - - - » G2¢), where g; =
¢ and g; = §(@"). Output the parameters par = (p, G, G, Gy, e, 9,4,
91915 905 Ges Ge+2, - - -5 G20, M = Zp, R = Zy).

VC.Commit(par,x,r). Let|x| = n < {. Output

n
j 1
ve=g" - H 921]1}—]' —q - gzc[ I, ”gﬁq]_n _
j=1
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VC.Prove(par,i,x,r). Let|x| =n < {. Output

n
_ x[j]
w=g; H Joet1—j+i -
j=1g#i

VC.Verify(par, ve,z,i, w). Outputlife(ve, §;) = e(w, §) - (g1, Ge)*,
else output 0.

VC.ComUpd(par,ve, j,z,r,xz’,r"). Output the commitment

,',./ x/
9" GF; ot
vl =ve- ——L = e g" T-gfﬂfj.

r . 4T
9 " ov1—j

VC.VerComUpd(par, ve,ve',w, j,xz,r,x’,r"). Runv + VC.Verify(par,
ve, x, §, w). Ifv <= 0, output v, else run ve + VC.ComUpd(par, ve, 4, x,r, ', r').
If ve = vc/, output 1, else output 0.

VC.WitUpd(par, w,i,j,z,r, ', r"). Ifi = j, output w. Otherwise out-
put the witness

a9,

r i I 1—j+i r'—r  x'—x

w=wr e WS Yy
9i " Gev1—5+i

Theorem 2.7.2 This vector commitment scheme is correct, hiding, and binding as
defined in 2.7.1 under the (-DHE assumption.

PROOF OF THEOREM 2.7.2.  Correctness can be checked as follows.

e(g" i XN a(at)
e(ve, gi)/ elw, 9) = e(g<£gf)+z;1,#ix[j1<af+1gj+i>>) 7
e(gm @S X I oy
(g O XTI
= e(g, gy

= e(glv gNE)XM .

9)

This vector commitment scheme fulfils the hiding property in an information-
theoretic way.

We show that this vector commitment scheme fulfils the binding property under
the /-DHE assumption. Given an adversary .4 that breaks the binding property
with non-negligible probability v, we construct an algorithm 7 that breaks the
¢-DHE assumption with non-negligible probability v. First, T receives an instance
(e,G,G,Gy, p, g, 7, 91, Gus -5 905 G5 Get2, - - - go¢) of the ¢-DHE assumption.
T sets par < (p, G, G, Gy, e,9,4, 91, G1y---» 9o, Gy Got2, - - -, g2¢) and sends
par to A. A returns (ve, i, z, 2’ , w, w’) such that VC.Verify(par, ve, x, i, w)
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= 1, VC.Verify(par, ve, 2’ i,w") = 1,1 € [1,4], x,2' € Myandx # /. T
computes gy as follows:

e(w, §)e(gr, Go)* = e(w', §)e(gr, Go)™
e(w/w',§) = e(g1, §o)"
e(
(

9]

e((w/w)Y =) ) = e(g1, o)
e((w/w) =) g) = e(go41, ) -

The last equation implies that g¢ 1 = (w/w’)" =), T returns (w/w’)"/*'=%)
as a solution for the -DHE problem.

2.7.2 Non Hiding Vector Commitments

A non-hiding vector commitment (NHVC) scheme [32, 69] allows one to succinctly
committoavectorx = (x[1],...,x[n]) € M" suchthatitis possible to compute
an opening w to x[i], with the size of w independent of 7 and . The scheme consists
of the following algorithms.

VC.Setup (1%, £). On input the security parameter 1¥ and an upper bound ¢
on the size of the vector, generate the parameters of the vector commitment
scheme par, which include a description of the message space M.

VC.Commit(par,x). Oninputavectorx € M" (n < {), outputa commit-
ment vC to X.

VC.Prove(par,i,x). Compute an opening w for x[i].

VC.Verify(par, ve, z, i, w). Output 1 if w is a valid opening for = being at
position 7 and 0 otherwise.

VC.ComUpd(par, ve, j, z, z’). Oninputa commitment vc with value x
at position j, output a commitment v¢’ with value 2 at position j. The
other positions remain unchanged.

VC.WitUpd(par, w, 1, j, z,z’). Oninputanopening w for position 7 valid
for a commitment ve with value z at position j, output an opening w’ for
position 4 valid for a commitment v¢’ with value 2 at position j.

A non-hiding VC scheme must be correct and binding [32].

CORRECTNESS. Correctness requires that for par < VC.Setup(1¥, £), x «
(x[1],...,x[n]) € M", vc < VC.Commit(par,x), i < [1,n]and
w < VC.Prove(par, i, x), VC.Verify(par, ve, x[i], i, w) outputs 1 with
probeability 1.

BINDING. Thebinding property requires that no adversary can output a vector
commitment vc, a position i € [1, £], two values x and 2" and two respective
witnesses w and w’ such that VC.Verify accepts both, i.e., for £ polynomial
in k:

par < VC.Setup(1*,0); (ve,i,x, o', w, w') + A(par) :
Pr | 1= VCVerify(par,ve,z,i,w) A x # ' A <e(k) .
1 = VC.Verify(par,ve, 2’ i, w') AN i€ [1,4 A z,2' € M
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2.7.2.1  Construction

We use an NHVC scheme secure under the /-DHE assumption [69)].

VC.Setup(1%,¢). Generate groups (p, G, G,Gy,e,q9,4) « G(1%), pick
« <_ Zp and Compute (gla glv -5 90, gfv g£+~27 ey 925)9 where g =
g(az) and gNl = g(al). Output par — (vaa G7 Gta €, 9, ga g1, §17 ey
ge, g~€7 9o+25 - - -5 920, M = Z]’)

VC.Commit(par, x). Let|x| =n < £ Output ve =[]}, gzj[rjl]_j .

VC.Prove(par,i,x). Let|x| =n < £ Output w = H?:L#i gﬁjl]_ﬂi )
VC.Verify(par, ve, z,i, w). Outputrif e(ve, §;) = e(w, §) - e(g1, Ge)*,
else o.

' —x

VC.ComUpd(par, ve, j, z,z"). Output v’ = ve - gty

VC.WitUpd(par, w,i,j,z,z’). Ifi = j, output w, else w’ = w -
-z

9o+1—j+i -
Theorem 2.7.3 The NHVC scheme is correct and binding under the -DHE as-
sumption.

PROOF OF THEOREM 2.7.3. Correctness can be checked as follows:

6(’[)6, gl)/e(wu g~) =
e(gZ?:1 X[j](OC[*l’j)’ g(ai))
e(g(Z}Ll,j;ﬁi X[J’](a”“”i))’ )
_ e(g(Z?:l X[j](a”l_j*"), §)
6(9(2?:1,#1‘ X[J'](a“l_j“))’ q)
= e(g, g”)x[i](a“'l)
= e(glu g~€)XM .

We show that this NHVC scheme fulfils the binding property under the /-DHE
assumption. Given an adversary A that breaks the binding property with non-
negligible probability v, we construct an algorithm 7 that breaks the /-DHE as-
sumption with non-negligible probability v. First, T receives an instance (e, G, G,
Gty 9 G5 915 915+ -+ 5 Gos Ges Ge42, - - - 2¢) of the &-DHE assumption. T sets
par <— <p7 G7G7 Gt7 €9, ga g1, glv <o gey gfv G425+ -5 925) and sends par
to A. A returns (ve, i, x, 2/, w, w') such that VC.Verify(par, ve, x, i, w) = 1,
VC.Verify(par,ve, 2’ i, w') = 1,i € [1,4], z,2" € M,andz # 2/. T com-
putes gg1 as follows:

/

The last equation implies that gg 1 = (w/w’)"/ ' =%) T returns (w/w’) "/ (*' =)
as a solution for the -DHE problem. This concludes the proof of Theorem 2.7.3.
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2.7.3  Sub Vector Commitments

A subvector commitment (SVC) scheme allows us to succinctly compute a commit-
ment svc toavector X = (x[1],...,x[(]) € M¥. A commitment svc to x can be
opened to a subvector x; = (x[i1], ..., X[iy]), where I = {i1,...,4,} C[1,/]
is the set of indices that determine the positions of the committed vector X that are
opened. The size of an opening wy for X7 is independent of both the size of I and
of the length ¢ of the committed vector. We extend the definition of SVC in [64]
with algorithms to update commitments and openings.

SVC.Setup(1*,¢). Oninput the security parameter 1* and an upper bound
¢ on the size of the vector, generate the parameters par, which include a
description of the message space M.

SVC.Commit(par, x). Oninputavector x € M, output a commitment
SVC to X.

SVC.Open(par,I,x). Oninputavector x andaset I = {iy,... i} C
[1, £], compute an opening wy for the subvector x; = (x[i1], ..., X[in]).

SVC.Verify(par, sve,xr, I, wy). Output 1 if wy is a valid opening for the
set of positions I = {i1,...,i,} C [1,£] such thatx; = (x[i1],...,
xX[in]), where X is the vector committed in svc. Otherwise output 0.

SVC.ComUpd(par, svc,x, 4, x). Oninputacommitment svUc to a vector
X, output a commitment svc’ to a vector X’ such that x'[i] = x and, for all

j € [LA\A{i} (] = x[j].

SVC.OpenUpd(par, wr,x,I,i,2). On input an opening wy for a set [
valid for a commitment to a vector X, output an opening w} valid for a
commitment to a vector X’ such that x[¢] = x and, forall j € [1, /] \ {i},
x'[j] = x[j].

An SVC scheme must be correct and binding [64]. We recall the correctness and
binding properties [64] and define correctness for the update algorithms.

CORRECTNESS. Correctness requires that for any par < SVC.Setup(1*,¢),x
— (x[1],...,x[{]) € MY, svc + SVC.Commit(par,x), I = {i1,...,
in} C [1,] and wy + SVC.Open(par, I,x), SVC.Verify(par, svc, X,
I, wr) outputs 1 with probability 1, where x; = (x[i1], ..., X[iy]).

For the update algorithms, correctness requires that, for any par, x, svc,
I and wy computed as shown above, and forany i € [1,/], z € M, svc’
+ SVC.ComUpd(par, sve,x, i, z) and w; <— SVC.OpenUpd(par, wy,
x, 1,1, ), SVC.Verify(par, suc’,x}, I, w}) outputs 1 with probability 1,
where x| = (x[i1],...,%'[in]) and X is such that X'[{] = = and for all

j € [LA\Ai} x[j] = x[j].

BINDING. This property requires that no adversary can output a commitment
sve, two sets of positions I = {i1,...,4,} C [1,{]and J = {j1,...,
Jn} € [1, 4], two subvectors x; = (x[é1], ..., X[in]) and x; = (X'[41],
..., X'[jn]) and two openings wy and w; such that SVC.Verify accepts
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both, but there exists an index ¢ € I N J such that x[i] # x/[i], i.e., for
polynomial in k:

par < SVC.Setup(1¥,0); (svc, I, J,x1, %7, wy, wy) < A(par) :
1 = SVC.Verify(par, sve,xz, I, wr) A
1 = SVC.Verify(par, sve,x 5, J, wy) A

21

Pr| I'={i,....,in} CLO AT =1, 0w} C LA <e(k) .

xp = (x[i1], ..., x[in]) € M A
xy = (X'[j1], ..., X [jn]) € M" A
| 34 € I N Jsuch thatx[i] # x'[7]

2.7.3.1  Construction

We use an SVC scheme secure under the CubeDH assumption [64], which we
extend with update algorithms for commitments and openings.

SVC.Setup(1%,¢). Generate (p,G,G, Gy, e, g,§) — G(1¥). Foralli €
[1, 4], pick z; <— Zy, and compute g; <— ¢* and §; <— ¢*.Foralli € [1, /]
and 7’ € [1, ] such that i # i/, compute h; ; < g**’. Output par <
(9,G,G, Gy, e, 9, G,{9is GiYviep,q, {hii bviare,g,izi)-

SVC.Commit(par,x). Output svc = Hle gix[i} .

SVC.Open(par,I,x). Outputwy = [[;c; Hi’¢1 h;ci[/ﬂ .

SVC.Verify(par, sve,xr, I, wr). Parse I as{i1,...,in} C [1,¢] and xs

as (x[i1], ..., x[in]). Outputrif
sve
e M7H9~i> = e(wr, g)
(Hie[ 9i . iel

x—x[i] .

SVC.ComUpd(par, sve,x, i, z). Output suc’ = svc - g
SVC.OpenUpd(par, wr,x,I,i,x). Ifi € I, output wy, else w; = wr -
I1. h"?fx[i]
Jel %54 :

This scheme is correct and binding under the CubeDH assumption [64].

2.8 IDEAL FUNCTIONALITIES



22

TECHNICAL PRELIMINARIES

We use the following ideal functionalities as building blocks to construct our
primitives and protocols:

2.8.1 Common Reference String

. . . C
Our constructions use the functionality F

.. CRS.Setup . . . .
generation in [29)]. CRg SeWP i1 teracts with any parties P that obtain the common
reference string, and consists of one interface crs.get. A party P uses the crs.get

. . . CRS.Set
interface to request and receive the common reference string crs from F, uP

CRS :
fégg'setw generates crs by running algorithm CRS.Setup.

RS.Setup f f .
RS Or common rererence Stl‘lllg

In the first invocation,

The simulator S also receives c¢rs. We describe fégg'setu‘) below.

DESCRIPTION OF ]:-((j:llj?{g.Setup. fégg'setu') is parameterized by a ppt algo-

rithm CRS.Setup. ]_-chgg.Setup interacts with any parties P that obtain the com-
mon reference string:

1. Oninput (crs.get.ini, sid) from any party P:
* If(sid, crs)isnotstored, run crs <— CRS.Setup andstore (sid, crs).
* Create a fresh gid and store (gid, P).
* Send (crs.get.sim, sid, qid, crs) to S.
S. Oninput (crs.get.rep, sid, gid) from the simulator S:
* Abortif (gid, P) is not stored.

* Delete the record (qid, P).
* Send (crs.get.end, sid, crs) to P.

2.8.2 Key Registration

We depict the ideal functionality FRgq for key registration in [29]. Frrg interacts
with any party 7 that registers a message v and with any party P that retrieves the
registered message. FREG consists of two interfaces reg.register and reg.retrieve.
T uses reg.register to register a message v with Frgq. P uses reg.retrieve to
retrieve v from Freg. We depict Freg below.

DESCRIPTION OF FREG. JREG is parameterized by a message space M.

1. Oninput (reg.register.ini, sid, v) from a party 7:

* Abortif sid # (T, sid’),orif v ¢ M orif thereisa tuple (sid, v’,0)

stored.
* Store (sid, v,0).
* Send (reg.register.sim, sid, v) to S.
S. Oninput (reg.register.rep, sid) from the simulator S:

* Abortif (sid, v, 0) is not stored or if (sid, v, 1) is already stored.
* Store (sid, v, 1) and parse sid as (T, sid’).
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* Send (reg.register.end, sid) to T .

2. Oninput (reg.retrieve.ini, sid) from any party P:
e If (sid, v, 1) is stored, set v < v;else set v’ «— L.
* Create a fresh ¢id and store (qid, P, v').

* Send (reg.retrieve.sim, sid, qid, v') to S.
S. Oninput (reg.retrieve.rep, sid, gid) from the simulator S:

* Abortif (gid, P, v") is not stored.
* Delete the record (gid, P, v').

* Send (reg.retrieve.end, sid, v') to P.

2.8.3  Authenticated Channel

Our constructions use the functionality F oy for an authenticated channel in [29].
FauT interacts with a sender 7 and a receiver R, and consists of one interface
aut.send. T uses the aut.send interface to send a message m to Faut. FAuT leaks
m to the simulator S and, after receiving a response from S, FayT sends m to R.
S cannot modify m. The session identifier sid contains the identities of 7 and R.
We describe FayT below.

Figure 2.6: Description of FAyuT.

FauT is parameterized by a message space M.

1. On input (aut.send.ini, sid, m) from a party 7
* Abortif sid # (T, R, sid) orif m ¢ M.
* Create a fresh gid and store (qid, R, m).

* Send (aut.send.sim, sid, gid, m) to S.

S. Oninput (aut.send.rep, sid, gid) from S:

* Abortif (¢id, R, m) is not stored.
* Delete the record (gid, R, m).
* Send (aut.send.end, sid, m) to R.

2.8.4  Secure Message Transmission

Our constructions use the functionality Fgum for secure message transmission
described in [29]. Fgnm interacts with a sender 7 and a receiver R, and consists
of one interface smt.send. 7 uses the smt.send interface to send a message m to
Fsmr- Fsmr leaks [(m), where [ : M — Nis a function that leaks the message

length, to the simulator S. After receiving a response from S, Fgyt sends m to R.

S cannot modify m. The session identifier sid contains the identities of 7 and R.

23
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Figure 2.7: Description of FsmT.

FsMmT is parameterized by a message space M and by a leakage function
[ : M — N, which leaks the message length.

1. On input (smt.send.ini, sid, m) from a party 7 :
* Abortif sid # (T, R, sid") orif m ¢ M.
* Create a fresh gid and store (qid, R, m).
* Send (smt.send.sim, sid, qid, [(m)) to S.
S. Oninput (smt.send.rep, sid, gid) from S:
* Abortif (gid, R, m) is not stored.
* Delete the record (gid, R, m).

* Send (smt.send.end, sid, m) to R.

2.8.5  Oblivious Transfer

Our constructions use the ideal functionality For for oblivious transfer. For
interacts with a sender £ and a receiver R, and consists of three interfaces: ot.init,
ot.request and ot.transfer.

1. & uses the ot.init interface to send the messages <mn>g:1 to For. FoT
stores (my,)Y_; and sends the number N of messages to R. The simulator
S also learns V.

2. R uses the ot.request interface to send an index o € [1, N|, a commitment
com, and an opening open,, to For. FoT parses the commitment com
as (parcom, com,, COM.Verify) and verifies the commitment by running
COM .Verify. For stores [0, com,| and sends com, to E.

3. & uses the ot.transfer interface to send a commitment com,, to For.Ifa
tuple [0, com,| is stored, FoT sends the message mq to R.

For is similar to existing functionalities for OT [27], except that it receives a com-
mitment com, to the index o and an opening open,, for that commitment. In ad-
dition, the transfer phase is split up into two interfaces ot.request and ot.transfer,
so that € receives com,, in the request phase. These changes are needed to use in
our POT protocol the method in [20] to ensure that, when purchasing an item, the
buyer sends the same index o to For and to other functionalities. It is generally
easy to modify existing UC OT protocols so that they realize our functionality

For.

Figure 2.8: Description of For.

Functionality For runs with a sender £ and a receiver R, and is parame-
terized with a maximum number of messages Nz and a message space

M.

1. On input (ot.init.ini, sid, (m,)Y_,) from &:
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a) Abortifsid ¢ (€, R, sid’'), orif (sid, (my,)Y_;, 0)is already
stored, orif N > Nopaz.

b) Abortifforn = 1to N, m, ¢ M.
¢) Store (sid, (m,)N_,0).
d) Send (ot.init.sim, sid, N) to S.

S. Oninput (ot.init.rep, sid) from S:

a) Abort if (sid,(m,)"_,,0) is not stored, or if

n=1»

(sid, (my)N_1, 1) is already stored.
b) Store (sid, (my,)Y_;, 1) and initialize an empty table Tbly.
c) Send (ot.init.end, sid, N') to R.

2. Oninput (ot.request.ini, sid, o, com, open,,) from R
a) Abortif (sid, (m,)N_;, 1) is not stored.
b) Abortifo ¢ [1, N].
c) Parse com, as (parcom, com,, COM.Verify).
)

d) Abort if COM.Verify is not a ppt algorithm, or if 1 #
COM .Verify(parcom, com,, open,,, o).

e) Create a fresh ¢id and store (qid, o, com, ).

f) Send (ot.request.sim, sid, gid, com,) to S.

S. Oninput (ot.request.rep, sid, gid) from S:
a) Abortif (gid, o, com, ) is not stored.
b) Append [0, com,] to Tbly.
c¢) Delete the record (gid, o, com, ).
)

d) Send (ot.request.end, sid, com,) to E.

3. Oninput (ot.transfer.ini, sid, com, ) from &:
a) Abort if there is no entry [0, com] in Tbly.
b) Create a fresh gid and store (qid, com,).
c) Send (ot.transfer.sim, sid, gid) to S.
S. On input (ot.transfer.rep, sid, qid,b), if £ is corrupt, or
(ot.transfer.rep, sid, qid), if € is honest, from S:
a) Abortif (gid, com, ) is not stored.
b) If £ is corruptand b = 0, set v <—_L.
c) Else, set v < m,.

)
)
d) Delete the record (qid, com,).
e) Send (ot.transfer.end, sid, v) to R.
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2.8.6  Secure Pseudonymous Channel

We depict an ideal functionality vy for an idealized secure pseudonymous
channel. We use Ny to describe some of our constructions in order to abstract
away the details of real-world pseudonymous channels. vy is similar to the
functionality for anonymous secure message transmission in [25]. Fxyw inter-
acts with senders 7, and a replier R and consists of two interfaces nym.send and
nym.reply. 7 uses nym.send to send a message m and a pseudonym P to R. R
uses nym.reply to send a message m and a pseudonym P. Fywm checks if there is
a party 7, associated with pseudonym P that is awaiting a reply, and in that case
sends m and P to Tj. Therefore, R replies to messages from 7T}, by specifying P.
We depict Fnywm below.

Figure 2.9: Description of FNyM.

FNyM is parameterized by a message space M, a leakage function [, which
leaks the message length, and a universe of pseudonyms U,.
1. On input (nym.send.ini, sid, m, P) from Ty:
* Abortif sid # (R, sid'), orif m ¢ M, orif P ¢ U,,.
* Create a fresh gid and store (gid, P, Ty, m).
* Send (nym.send.sim, sid, gid, l[(m)) to S.
S. Oninput (nym.send.rep, sid, gid) from S:
* Abortif (¢id, P, Ty, m) is not stored.
* Store (sid, P, Ty).
* Delete the record (qid, P, Tg, m).
* Parse sid as (R, sid').
* Send (nym.send.end, sid, m, P) to R.

2. Oninput (nym.reply.ini, sid, m, P) from R:

* Abortif sid # (R, sid'), orif m ¢ M, orif P ¢ U,.

* Abortifthereisnotatuple (sid, P’, T,) stored such that P’ =
P.

* Create a fresh gid and store (qid, P, Ty, m).

* Delete the tuple (sid, P, Ty,).

* Send (nym.reply.sim, sid, qid, [(m)) to S.
S. Oninput (nym.reply.rep, sid, gid) from S:

* Abortif (gid, P, Ty, m) is not stored.

* Delete the record (qid, P, Tg, m).

* Send (nym.send.end, sid, m, P) to T.
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2.8.7  Public Bulletin Board

We depict a functionality Fpp for a public bulletin board BB [97]. A BB is used to
ensure that all the readers receive the same version of the database, which is needed
to provide unlinkability. /g interacts with a writer YV and readers Rj,. WV uses
the bb.write interface to send a message m to Fpp. FBR increments a counter ct
of the number of messages stored in BB and appends [ct, m] to BB. Ry, uses the
bb.getbb interface on input an index i. If ¢ € [1, ct], Fpp takes the message m
stored in [, m] in BB and sends m to Ry,. We depict Fpp below.

Figure 2.10: Description of Fpg.

JBB is parameterized by a universe of messages U,,,. Fpp interacts with a
writer VV and readers Rj,.
1. Oninput (bb.write.ini, sid, m) from W
* Abortif sid ¢ (W, sid").
* Abortif m ¢ Up,.
* If (sid, BB, ct) is not stored, set BB <— L and ¢t « 0.

* Increment ct, append [ct, m| to BB and update ¢t and BB in
(sid, BB, ct).

* Create a fresh ¢id and store qid.

* Send (bb.write.sim, sid, gid, m) to S.
S. Oninput (bb.write.rep, sid, ¢id) from S:

* Abort if gid is not stored.

* Delete gid.
* Send (bb.write.end, sid) to W.

2. Oninput (bb.getbb.ini, sid, 7) from Ry:
* Create a fresh gid and store (¢id, R, ©).
* Send (bb.getbb.sim, sid, gid) to S.

S. Oninput (bb.getbb.rep, sid, gid) from S:

s Abortif (qid’, Ry, i) such that gid’ = gid is not stored.

* If (sid, BB, ct) isstored and 7 € [1, ct], take [, m| from BB
and set m’ < m,elsesetm’ < L.

* Send (bb.getbb.end, sid, m’) to Ry.

2.8.8  Interactive Zero-Knowledge Proofs of Knowledge

‘We use two versions of fé%K, one for protocols that require unlinkability and an-
other for protocols that do not require unlinkability. Both versions follow the
functionality for zero-knowledge in [29].
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In the version of F&. for protocols that require unlinkability, the functionality
interacts with provers Py, and a prover is identified by a pseudonym P towards the
verifier V. In the version of 72 for protocols that do not require unlinkability, the
functionality interacts with one prover P and the identifier P is revealed to V.

Let R be a polynomial time computable binary relation. For tuples (wit, ins)
€ R we call wit the witness and ins the instance. F consists of one interface
zk.prove. A prover uses zk.prove to send a witness wit and an instance ins to Fé%K.
fé%K checksif (wit, ins) € R, and, in that case, sends ins to V. We depict below
the }—é%K without unlinkability.

Figure 2.11: Description of fé{K (without unlinkability).

ng is parameterized by a description of a relation R. ]:é%K interacts with a
prover P and a verifier V.

1. On input (zk.prove.ini, sid, wit, ins) from P:
* Abortif sid # (P, V, sid") orif (wit, ins) ¢ R.
* Create a fresh gid and store (qid, ins).
* Send (zk.prove.sim, sid, qid, ins) to S.

S. Oninput (zk.prove.rep, sid, gid) from S:

* Abortif (gid, ins) is not stored.
* Parse sid as (P, V, sid').
* Delete the record (gid, ins).

* Send (zk.prove.end, sid, ins) to V.

In the version for protocols that require unlinkability, the prover also sends a
pseudonym P, which is sent by }—é%K to V. We depict below .Fé{K with unlinkability.

Figure 2.12: Description of .7:%{ (with unlinkability).

fé%K (with unlinkability) is parameterized by a description of a relation R
and by a universe of pseudonyms U, ]-"é%K interacts with provers Py and a
verifier V.

1. On input (zk.prove.ini, sid, wit, ins, P) from Py:
* Abortif sid # (V, sid’), orif (wit, ins) ¢ R, orif P ¢ U,
* Create a fresh ¢id and store (qid, ins, P).
* Send (zk.prove.sim, sid, gid, ins) to S.

S. Oninput (zk.prove.rep, sid, gid) from S:

* Abortif (gid, ins, P) is not stored.
* Parse sid as (V, sid’).
* Delete the record (¢id, ins, P).

* Send (zk.prove.end, sid, ins, P) to the verifier V.




2.8 IDEAL FUNCTIONALITIES

2.8.8.1  Construction

To instantiate F?K (with or without unlinkability), we use the scheme in [24].

In [24], a UC ZK protocol proving knowledge of exponents (wy, . . . , wy,) that
satisfy the formula ¢ (w1, . . ., wy,) is described as

Nwy,...,wy : d(wy, ..., wy) (2.1)
The formula ¢ (w1, . . ., wy,) consists of conjunctions and disjunctions of “atoms”.

. k F;

An atom expresses group relations, such as [ | i=19; 7 = 1, where the g;’s are

elements of prime order groups and the F;’s are polynomials in the variables (w1,
Cee, Wh).

A proof system for (2.1) can be transformed into a proof system for more expres-

sive statements about secret exponents sexps and secret bases sbases:
AN sexps, sbases : ¢(sexps, bases U sbases) (2.2)

The transformation adds an additional base  to the public bases. For each g; €
sbases, the transformation picks a random exponent p; and computes a blinded
base g; = g;hP7. The transformation adds g} to the public bases bases, p; to the
secret exponents sexps, and rewrites g]].:j into g}fj h=Firi,

The proof system supports pairing product equations H§:1 e(95,9;)77 = 1in
groups of prime order with a bilinear map e, by treating the target group Gy as the
group of the proof system. The embedding for secret bases is unchanged, except for
the case in which both bases in a pairing are secret. In this case, e(g;, §;)”7 must
be transformed into e(g7, g;)]:j e(g, h)~TiPie(h, g;-)_]:j”j e(h, h)iPibs.

The instantiation with unlinkability uses a pseudonymous channel for com-
munication between prover and verifier. The one without unlinkability uses an
authenticated channel.

2.8.9  Non-Interactive Zero-Knowledge

We describe a functionality }—I\I?IZK for non-interactive zero-knowledge proofs of
knowledge. Functionality FI\II%IZK interacts with any parties P that obtain the param-
eters par and compute and verify proofs. The interaction between the functionality
fl\};iIZK and these parties takes place through the following interfaces:

1. Any party P employs the nizk.setup interface to obtain the parameters par.

2. Any party P employs the nizk.prove interface to obtain a proof 7 on input
a witness wit and an instance ins such that (wit, ins) € R.

3. Any party P employs the nizk.verify interface to verify a proof 7 for an
instance ins.

FE uses a table Thl. Tbl consists of entries of the form [ins, 7, u], where
ins is an instance, 7 is a proof, and w is a bit that indicates whether 7 is a valid proof
for the instance ins or not. Fijp also uses a set S that contains all the parties that
have obtained the parameters par.

F . is similar to the ideal functionality for non-interactive zero-knowledge
in [53]. fl@IZK asks the simulator S to provide simulation and extraction algorithms

29



30

TECHNICAL PRELIMINARIES

at setup. In [53], the functionality asks the simulator to provide simulated proofs
and to extract witnesses when the nizk.prove and nizk.verify interfaces are invoked.
We choose the first alternative because it hides from the simulator when the parties
compute and verify proofs and the proof instances.

The functionality F, 1 does not allow the computation and verification of
proofs using parameters par that were not generated by the functionality. As can
be seen, the interfaces nizk.prove and nizk.verify do not receive the parameters of
the scheme as input and, in order to compute and verify proofs, the functionality
employs the parameters that it stores. Therefore, a construction that realizes this
functionality must ensure that the honest parties employ the same parameters. To
achieve this, some form of trusted setup is required. We depict fI\}IZIZK below.

Figure 2.13: Description of ‘FI\II?iZK'

NIZK.SimProve and NIZK.Extract are ppt algorithms. &, is parame-
terized with a description of a relation R. Fff, . interacts with any parties
P that obtain the parameters par and compute and verify proofs.

1. Oninput (nizk.setup.ini, sid) from any party P:

* Generate a random ¢id and store (gid, P).

* If the tuple (sid, par, td, NIZK.SimProve, NIZK.Extract)
is not stored, send the message (nizk.setup.req, sid, gid, P)
to S, else send (nizk.setup.sim, sid, gid, P) to S.

S. On input (nizk.setup.alg, sid, qid, par, td, NIZK.SimProve,
NIZK.Extract) from S:

* Abortif (gid, P) is not stored.

* If (sid, par, td, NIZK.SimProve, NIZK.Extract) is not
stored, do the following:

— Store (sid, par, td, NIZK.SimProve, NIZK.Extract).
— Create an empty set S.

* SetS«+ SUP.

* Delete (qid, P).

* Send (nizk.setup.end, sid, par) to P.

S. Oninput (nizk.setup.rep, sid, ¢gid) from S:

* Abort if (qid,P) is not stored or if (sid,par,td,
NIZK.SimProve, NIZK.Extract) is not stored.

* SetS <+ SUP.

* Delete (gid, P).

* Send (nizk.setup.end, sid, par) to P.

2. On input (nizk.prove.ini, sid, wit, ins) from a party P:

* Abortif P ¢ Sorif (wit, ins) ¢ R.
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* Run 7 < NIZK.SimProve(sid, par, td, ins).

* Append [ins, m, 1] to Table Tbl.

* Send (nizk.prove.end, sid, ) to P.

3. Oninput (nizk.verify.ini, sid, ins, w) from a party P:

* Abortif P ¢ S.

* If there is an entry [ins, 7, u] in Thl, set v < u.

* Else, do the following:
— Extract wit < NIZK.Extract(sid, par, td, 7, ins).
— If (wit, ins) ¢ R,setv < 0, else set v + 1.
— Append [ins, 7, v] to Thl.

* Send (nizk.verify.end, sid, v) to P.

We now discuss the three interfaces of the ideal functionality Fi, .

1. The nizk.setup.ini message is sent by any party P. If the algorithms are not
stored, fl@IZK asks the simulator S for the parameters par, the trapdoor td
and the algorithms NIZK.SimProve and NIZK.Extract. Otherwise, ‘FI\}EIZK
asks the simulator to allow the setup phase to be completed for party P.
When the simulator provides the parameters, trapdoor and algorithms, the
functionality stores them if they were not stored before. When the simula-
tor provides the algorithms or when it simply prompts the completion of
the setup phase for party P, the functionality records that P obtains the
parameters and sends the parameters to P.

2. The nizk.prove.ini message is sent by any honest party P on input a witness
wit and an instance ins. Fi, . aborts if P did not obtain the parameters.
This is required because Fl@IZK enforces that the computation of a proof
is a local process (note that Fi%,; does not communicate with the sim-
ulator when computing a proof), so parties in the real world must have
obtained the parameters before computing a proof. & runs the algo-
rithm NIZK.SimProve on input par, td and ins to get a simulated proof
. NIZK.SimProve does not receive the witness wit as input, and therefore
a proof of knowledge scheme that realizes this functionality must fulfill the
zero-knowledge property. iy stores [ins, 7, 1] in Tbl and sends 7 to P.

3. The nizk.verify.ini message is sent by any honest party P on input a proof
7 and an instance ins. Fiy, i aborts if P did not obtain the parameters
because the verification of a proof is enforced to be a local process. If there is
an entry [ins, 7, u| already stored in Tbl, then the functionality returns the
bit u. Therefore, any non-interactive zero-knowledge proof of knowledge
scheme that realizes this functionality must be consistent. Otherwise, the
functionality runs the algorithm NIZK.Extract to get a witness wit such
that (wit, ins) € R. Therefore, any scheme that realizes Fi, must be
extractable. If extraction fails, the functionality sets the verification result to 0,
i.e., extraction must succeed unless the proof is incorrect. The functionality
records the verification result in Tbl and returns this result.
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2.8.10 Non-Interactive Commitments

Our constructions use the functionality Fnic for non-interactive commitments
in [20]. As explained in [20], FNic requires a trapdoor, which implies that it pro-
vides the hiding security property. Fnic interacts with parties P; and consists of
the following interfaces:

1. Any party P; uses the com.setup interface to set up the functionality.

2. Any party P; uses the com.commit interface to send a message m and obtain
a commitment com and an opening open. A commitment com = (com/,
parcom, COM.Verify), where com’ is the commitment, parcom are the
public parameters, and COM . Verify is the verification algorithm.

3. Any party P; uses the com.validate interface to send a commitment com
to the functionality in order to check that com contains the correct public
parameters and verification algorithm.

4. Any party P; uses the com.verify interface to send (com, m, open) to the
functionality in order to verify that com is a commitment to the message m
with the opening open.

Jic can be realized by a perfectly hiding commitment scheme, such as the Peder-
sen commitment scheme. [20].

Figure 2.14: Description of Fnic.

COM.TrapCom, COM.TrapOpen and COM.Verify are ppt algorithms.

1. On input (com.setup.ini, sid) from a party P;:

o If (sid, parcom, COM.TrapCom, COM.TrapOpen,
COM . Verify, tdcom) is already stored, include P; in the set
[P, and send (com.setup.end, sid, OK) as a public delayed
output to P;.

* Otherwise proceed to generate a random g¢id, store (gid, P;)
and send the message (com.setup.req, sid, gid) to S.
S. Oninput (com.setup.alg, sid, gid, m) from S:
* Abortif no pair (gid, P;) for some P; is stored.
* Delete record (gid, P;).

o If (sid, parcom, COM.TrapCom, COM.TrapOpen,
COM . Verify, tdcom) is already stored, include P; in the set
[P and send (com.setup.end, sid, OK) to P;.

* Otherwise proceed as follows.

—m is (parcom,COM.TrapCom, COM.TrapOpen,
COM .Verify, tdcom).

— Initialize both an empty table Tbl.y,, and an empty
set P, and store (sid,parcom,COM.TrapCom,
COM.TrapOpen, COM.Verify, tdcom).
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— Include P; in the set P and send (com.setup.end,
sid, OK) to P;.

2. On input (com.validate.ini, sid, com) from any party P;:

« Abortif P; ¢ P.
* Parse com as (com’, parcom’, COM .Verify').

e Setv « 1 if parcom’ = parcom and COM.Verify! =
COM Verify. Otherwise, set v < 0.

* Send (com.validate.end, sid, v) to P;.
3. On input (com.commit.ini, sid, m) from any party P;:

* Abortif P; ¢ Porif m ¢ M, where M is defined in parcom.

* Compute (com, info) < COM.TrapCom(sid, parcom,
tdcom).

* Abort if there is an entry [com, m’, open’, 1] in Tbleop, such
that m # m/.

* Run open <~ COM.TrapOpen(sid, m, info).
* Abortif 1 # COM.Verify(sid, parcom, com, m, open).
* Append [com, m, open, 1] to Tblcom,.
* Set com < (com, parcom, COM.Verify).
* Send (com.commit.end, sid, com, open) to P;.
4. On input (com.verify.ini, sid, com, m, open) from any party P;:
* Abortif P; ¢ Porif m ¢ M orif open ¢ R, where M and
R are defined in parcom.

* Parse com as the tuple (com’,parcom’, COM.Verify').

Abort if the parameters parcom’ #  parcom or
COM.Verify’ # COM.Verify.

* If there is an entry [com’, m, open, u] in Tbloop, set v < w.
* Else, proceed as follows:

— If there is an entry [com’, m/, open/, 1] in Tblopm, such
that m # m/, setv « 0.

— Else, proceed as follows:
* Setv <— COM.Verify(sid, parcom, com’, m, open).
* Append [com’, m, open, v] to Tblcopm,.

* Send (com.verify.end, sid, v) to P;.
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2.9 PUTTING IT ALL TOGETHER

When we construct protocols in the hybrid model, situations arise where we must
ensure that the same inputs are being sent to two or more ideal functionalities being
used as building blocks in a larger protocol. For instance, if we would like to prove
facts about a specific secret value, whilst also writing this information to a data
structure, for security guarantees to hold we would need to ensure that the same
secret information is being sent to both an ideal functionality for a zero knowledge
proof, and to another for the data structure. In these cases, we use a technique
described in [20]:

1. A party first uses com.commit to get a commitment com to an input value
m with opening open,

2. The party then sends (com, m, open) as input to each of the functionalities
that need to receive m,

3. Each functionality runs COM . Verify to verify the commitment,

4. Other parties in the protocol receive the commitment com from each of the
functionalities and use the com.validate interface to validate com.

If com received from all functionalities is the same, the binding property provided
by Fic ensures that all functionalities have received the same input m.



Parc 11

VBRI

STATEFUL ZERO-KNOWLEDGE DATA
STRUCTURES

oC2zDo-

We introduce formal security definitions for our Stateful Zero Knowl-
edge (SZK) data structures, in the Universal Composability (UC) frame-
work, followed by constructions that securely realize these definitions.
For each data structure, we also list the security properties they guar-
antee, and variants of these definitions that may find use in specific
cases when it comes to using these data structures as building blocks
in larger privacy preserving protocols.






INTRODUCTION

In Part IT, we describe six data structures that may be broadly classified based on
the security properties they guarantee, as follows:

1. Databases where entries are hidden from the verifier.
a) Updatable Committed Databases (CDs)
b) Unlinkable Committed Databases (UCDs)
c) Non-interactive Committed Databases (NICDs)

2. Databases where entries are hidden from the verifier, but the verifier may
update a prover’s copy of its data structure.

a) Unlinkable Updatable Hiding Databases (UUHDs)

3. Databases where entries are visible to both the prover and the verifier.
a) Updatable Databases (UDs)
b) Unlinkable Updatable Databases (UUDs)

These data structures come with their own distinct gperations, which typically
allow parties to read, write, update, or prove facts about data.
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UPDATABLE COMMITTED DATABASES

Work by Jan Camenisch, Maria Dubovitskaya, and Alfredo Rial. This primitive
was published in a paper presented at the 34th IEEE CSF Symposium in 2019 [21].
Though the author was not involved in the work done towards this paper, it forms a
part of the preliminary results for our FNR project and is a component in the protocol
in Chapter 11.

A CD is defined as the task of maintaining a database Tbl .4 consisting of entries
of the form [, v], where i ranges from 0 to Ny, 4z, between two parties: a prover P
and a verifier V. i represents a position whilst v represents the value stored at that
position in Tbl.4. The initial values of Tbl.q are known to both parties.

41 OPERATIONS
WRITE. During a write operation, P updates an entry in the database, whilst
hiding the entry being written to and its position from V.

READ. Duringa read operation, P proves knowledge of an entry in the database,
whilst hiding the entry being read and its position from V.

4.2 SECURITY PROPERTIES

ZERO-KNOWLEDGE. Whenever P performs a read or a write operation against
the database, the values and their positions are hidden from V. V receives
hiding commitments to these positions and their values, but the hiding
property ensures that ) does not learn this information.

BINDING. P may only read entries that have been written to the database.

Additionally, Fcp also guarantees that a value read from Tbl.4 at position 4 is
equal to the value previously written to ¢, and that all database entries are hidden

from V.

4.3 IDEAL FUNCTIONALITY

Figure 4.1: Ideal Functionality Fcp

Fcp is parameterized by a universe of values U,, and by a maximum database
size Nypqq. Fop interacts with a prover P and a verifier V.

1. Oninput (cd.setup.ini, sid, Tbl.q) from V:
* Abortif sid ¢ (P,V, sid’) orif (sid, Tbl.q) is already stored.

* Abort if Tbl.; does not consist of entries of the form [i, v], or
if the number of entries in Tbl.g is not Ny,qz.
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* Abortiffori = 1to Npqs, v ¢ U, for any entry [4, v] in
Tbl.4.

* Initialize a counter cv < O for the verifier and store (sid, cv)

and (sid, Thbl.q).
* Send (cd.setup.sim, sid, Tbl.4) to S.

S. Oninput (cd.setup.rep, sid) from S:
* Abort if (sid, Tbl.q) is not stored, or if (sid, Tbl.q, cp) is
already stored.

* Initialize a counter cp <— O for the prover and store (sid,
Tbleg, cp).

* Send (cd.setup.end, sid, Tbl.q) to P.
2. On input (cd.read.ini, sid, com;, i, open;, comy, vy, open,.)
from P:
* Abortif (sid, Tbl.g, cp) is not stored.

* Abortifi ¢ [1, Npaz), orif v, & Uy, orif [¢, v,] is not stored
in Thl.g4.

* Parse the commitment com; as (com),parcom;,

COM . Verify;).

* Parse the commitment com, as (com!.,parcom,,

COM . Verify,.).
* Abort if COM.Verify; or COM.Verify, are not ppt algo-

rithms.
* Abortif 1 # COM.Verify,(parcom;, com}, i, open;).
* Abortif 1 # COM.Verify,(parcom,, com.., v, open,.).
* Create a fresh gid and store (gid, com;, com,., cp).

* Send (cd.read.sim, sid, gid, com;, com,) to S.
S. Oninput (cd.read.rep, sid, gid) from S:

* Abortif (gid, com;, com,, cp') is not stored.
* Abortif cp’ # cv, where cv is stored in (sid, cv).
* Delete the record (gid, com;, com., cp’).
* Send (cd.read.end, sid, com;, com,) to V.
3. On input (cd.write.ini, sid, com;, i, open;, comy,, vy, open,,)
from P:
* Abortif (sid, Tbl.g, cp) is not stored.
* Abortifi ¢ [1, Nyaz), orif vy, & U,.

* Parse the commitment com; as (com!,parcom;,

COM . Verify;).




4.4 CONSTRUCTION

* Parse the commitment com, as (com!,, parcom,,

COM . Verify,,).

* Abort if COM.Verify, or COM.Verify,, are not ppt algo-
rithms.

* Abortif 1 # COM.Verify;(parcom;, com!, i, open;).
* Abortif 1 # COM.Verify,, (parcom,,, com.,, v, open,,).

* Increment the counter cp in (sid, Tbl.q4, cp) and store [i, vy,

in Thl.4.
* Create a fresh gid and store (gid, com;, com,,, cp).

* Send (cd.write.sim, sid, gid, com;, comy,) to S.
S. Oninput (cd.write.rep, sid, ¢id) from S:

* Abortif (qid, com;, com,,, cp’) is not stored.

* Abortif c¢p’ # cv + 1, where cv is stored in (sid, cv).
* Increment the counter cv in (sid, cv).

* Delete the record (gid, com;, comy,, cp’).

* Send (cd.write.end, sid, com;, com,,) to V.

Fcp features three interfaces:

4.4

. The setup interface cd.setup allows V to initialize Tbl.q to values that are

known to both V and P. F¢p initializes two counters ¢p and cv in order
to count the number of write operations sent by P and those received by
V respectively. This allows Fcop to enforce the fact that both parties are
using the same version of the Tbl.q. Fcp stores Tbl.4, sends Tbl4 to the
simulator S, and outputs Tbl.q to P.

. The read interface cd.read allows P to perform a read operation. P sends a

database position 7 and the value to be read at that position v;., and commit-
ments and openings to both values (com;, open;, com,., open,.) asinput to
Fep via cd.read. If [4, v, ] is a valid entry in the database, Fcp verifies both
commitments and sends them to §. These commitments are then passed as
output to V.

. The write interface cd.write allows P to perform a write operation. P sends

a database position ¢ and the value to be written to that position v,,,, and
commitments and openings to both values (com;, open;, com,,, open,,,)
as input to Fcp via cd.write. Fcp verifies both commitments and sends
them to S, after updating the value stored at position @,, with vy, in Tbl4.
The commitments are then passed as output to V.

CONSTRUCTION

IIcp uses a hiding vector commitment (VC) scheme (see Section 2.7.1). A vector

commitment vc is used to store the database Tbl.4. A position in the vector com-
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mitment acts as a position in Tbl.q, and the value committed to in that position
acts as the value stored in Tbl4 in that position.

Figure 4.2: Construction IIcp

IIcp uses a hiding vector commitment scheme and the ideal functionalities

VC. . . .
]:CRSS emp, FAuT, .7:;}2 and fé%f(” . The database size IV, 4 is the maximum
length of a committed vector, and the universe of values U, is given by the
message space of the VC scheme.

1. Oninput (cd.setup.ini, sid, Tbl.4), V and P do the following:

. VC.S .
* V uses the crs.get interface of Fpg WP 5 obtain the VC
parameters par.

* Vinitializes a counter cv <— 0 that counts the write operations
received.

* V stores Tbl.g in a vector x: for i = 1 to Npag, X[i] = v,
where [, v] € Tbl.g.

* V commits to X: set 7 <— 0 and run vc < VC.Commit(par,
X, 7).

* Vstores (sid, cv, par, vc).
* V uses the aut.send interface of FayT to send Thl.4 to P.

* P follows the same steps as ) to get par, set X and compute
ve.

* P initializes a counter cp <— 0 that counts write operations
started.

* P stores (sid, cp, par, ve,X,r).
* P outputs (cd.setup.end, sid, Tbl.q).
2. On input (cd.read.ini, sid, com;, i, open;, com,, v,, open,.), P
and V do the following:
* P parses com; as (com,, parcom;, COM.Verify,).
* P parses com, as (com., parcom,., COM.Verify,.).

* P takes the stored tuple (sid, cp, par, ve,x, ).

If (sid, ¢, w) is not stored, P computes a VC witness w for
position ¢: run w < VC.Prove(par, i,x,r) and store (sid,
i, w).

* P sets wit, < (w, i, open;, v, open,,).

* P sets ins, < (par,ve, parcom;, com), parcom,., com.,,
cp).




4.4 CONSTRUCTION

R, is
R, = {(wit,, ins,) :
1 = COM .Verify,(parcom,;, com}, i, open;) A (4.1)
1 = COM.Verify, (parcom,., com!., v, open,.) A (4.2)
1 = VC.Verify(par, ve, v, i, w)} (4.3)

In equation 4.1, P proves that com/, is a commitment to ¢ with opening open,;.
Similarly, in equation 4.2, P proves that comn/. is a commitment to v, with opening
open,.. In equation 4.3, P proves that v, is stored in the position 7 of the vector
commitment vc.

¢ P uses the zk.prove interface to send wit, and ins, to gﬁ

* V receives ins, = (par’,vc’, parcom;, com}, parcom,.,
com.., cp).

* V takes the stored tuple (sid, cv, par, vc).
* Vabortsif cp # cv, orif par’ # par, or if vc’ # ve.
* Vsets com; < (com!, parcom;, COM.Verify;).
* Vsets com, < (com!., parcom,., COM.Verify,.).
* Voutputs (cd.read.end, sid, com;, com,.).
3. On input (cd.write.ini, sid, com;, i, open;, comy, Uy, OpeN,,),
P and V do the following:
* P takes the stored tuple (sid, cp, par, ve, x, 7).
* P parses com; as (com,, parcom;, COM.Verify,).
* P parses comy, as (com.,, parcom,,,, COM.Verify,,).

s If (sid, i, w) is not stored, P computes a VC witness w for
position ¢: run w < VC.Prove(par, i,x,r) and store (sid,
i, w).

* P updates the vector commitment vc to ve': pick random
r’ + R and run v¢’ < VC.ComUpd(par, ve, i, v, 7, Uy,
'), where v, + x[i].

* P increments the counter of write operations started cp’ <
cp + 1.

* P sets wity, < (w, i, open,, vy, Uy, 0PN, T, 7").

* P sets insy, < (par,ve, vc, parcom;, com), parcom,,,,
com.,, cp’).

* P updates the vector x to X': set X' <— x and X'[] < v,
* P updates the stored tuple to (sid, cp’, par, vc’, x", r').

* P updates the stored witnesses: for j = 1 to Ny, if (sid, j,
w) is stored, run w’ < VC.WitUpd(par, w, j, i, z,r, 2, r")
and update to (sid, j, w’).
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R, is

Ry = {(wity, insy) :

1 = COM .Verify,(parcom;, com}, i, open;) A

1 = COM .Verify,, (parcom,,, coml,, vy, open,,) A

1 = VC.VerComUpd(par, ve, ve', w, i, vy, 7, vy, ') } (4.6)

In equation 4.4 and equation 4.5, the prover proves that com) and com!, are
commitments to 7 and v, respectively. In equation 4.6, the prover proves that v,
is stored in the position ¢ in the vector commitment vc, and that vc! is a vector
commitment that stores the same values as vc, except that it stores v, in the position
i and that its random value is 7’ instead of 7.

¢ P uses the zk.prove interface to send wit,, and ins,, to ]:é%f("

* Vgets ins,, = (par,vc, v, parcom;, com), parcom,,, com,,,
cp).

* V takes the stored tuple (sid, cv, par, vc).
* Vabortsif ¢cp # cv + 1, orif par # par, orif vc # vc.

* Vsets cv’ <— cv + 1 and updates the stored tuple to (sid, cv’, par,
/
vc').

* Vsets com; < (com}, parcom;, COM.Verify;).
* Vsets comy, < (coml,, parcom,,, COM.Verify,,).

* V outputs (cd.write.end, sid, com;, comyy).

1. In the setup interface cd.setup, P and V use the functionality J,—_-élliz.Setup

to generate parameters for the VC scheme par. V receives as input a table
Tbl.q and computes 2 commitment ve to Tbl.g with 0 randomness. V then
sets up a counter cv and sends a copy of the initial state of Tbl.4 to P via
the functionality FayT. P sets up a counter cp, and both parties generate a
vector commitment vc to Tbl.g (with randomness set to o).

2. In the read interface cd.read, P receives a position ¢ and the value stored at
that position in Tbl.4 v, with commitments and openings (com;, open;)
and (com,., open,,.) to i and to valr respectively, as input. P uses the ideal
functionality .7:;2}2 to prove to V that com; and com,. commit to % and vr;
such that v, is the message committed at position 7 in the commitment ve.

This proves that i, v,] € Tblgg.

3. In the write interface cd.write, P receives a position 7 and the value to be writ-
ten to this position in Tbl.g, vy, with commitments and openings (com;,
open;) and (comy,, open,,) to i and to v, respectively, as input. P updates
the commitment v to a commitment v¢’ that commits to v, at position 4,
while all other entries remain unchanged. P uses the functionality fézf(“ to
prove to V that com; and com,, commit to 7 and to vy, and that v¢’ is an
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update of vc where vy, is committed to, at position 7 in Tbl.4. We note that
vc’ contains randomness chosen by P and thus, after the first execution of
the write interface, the committed table will be hidden from V.

SECURITY ANALYSIS

Theorem 4.5.x Ilcp securely realizes Fop in the Fogs > FAUT .7:;}7('
and ffl‘{” -hybrid model if the VC scheme is hiding and binding.

VC.Setup

The proof of Theorem 4.5.1 is described in [21].

4.6

INSTANTIATION AND EFFICIENCY ANALYSIS

We refer the reader to [21] for instantiation details and a discussion on computational

COsts.

4.7 VARIANTS

* The setup interface cd.setup may be modified to allow P to initialize a

database instead of V.

The read and write interfaces cd.read and cd.write may be modified to allow
P to read and write multiple database entries simultaneously, by receiving tu-
ples of the form (4, v;, com;, open;, comy ;, openy i )vies (S C [1, Npaz])
as input. This would allow P to read and write more than one database entry
at a time whilst reducing communication rounds.

The database Tbl.q may be modified to contain entries of the form [¢, v; 1,
-+, Vi m], e, adatabase where a tuple of values is stored in each entry. In the
cd.write and cd.read interfaces, P sends (¢, v; 1, . . . , Vi m) to Fop, along
with commitments and openings to the position and values of the entry
read or written. The position j € [1,m] of each value read or written is not
hidden from V. This variant of Fcp is useful for protocols where a party
needs to read a tuple of values and prove that they are stored in the same
entry and that each value is stored at a certain position j within the entry.
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Joint work with Alfredo Rial. This primitive was described in a public deliverable
submitted to the FNR. [36].

Fucp runs between multiple provers Py, and a verifier V, and holds one database
per prover DB consisting of entries of the form [i, v; 1, . . ., v; 1], where i ranges
from 0 to N. The initial values of DB are known to all parties. Fycp also allows
provers to use a pseudonym to identify themselves, allowing for unlinkability be-
tween database operations. i represents a position whilst (v; 1, . . ., v; 1) represents
the values stored at that position in DB.

5.1 OPERATIONS

WRITE. During a write operation, Py, updates an entry in its database, whilst
hiding the entry being written to and its position from V.

READ. Duringa read operation, Py, proves knowledge of an entry in its database,
whilst hiding the entry being read and its position from V.

5.2 SECURITY PROPERTIES

UNLINKABILITY. P} uses a unique pseudonym Y to identify itself towards
Fucp whilst interacting with the ucd.read and ucd.write interfaces;this
allows for unlinkability of operations.

ZERO-KNOWLEDGE. Whenever P, performs a read or a write operation against
the database, the values and their positions are hidden from V. V receives
hiding commitments to these positions and their values, but the hiding
property ensures that } does not learn this information.

BINDING. P} may only read entries that have been written to the database.

5.3 IDEAL FUNCTIONALITY

Figure s.1: Ideal Functionality Fuycp

Fucp is parameterized by a database size IV, an entry size L, an initial
database DB/, a universe of pseudonyms Uy, and a universe of values U,,.

1. On input (ucd.read.ini, sid, Y, (i, com;, open;, (vi j, com; j,
open; ;)vjen,r))) from Pg:

* Abortif sid ¢ (V, sid'),orif Y ¢ U,
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Abort if there is a tuple (sid, Y', P}, flag) stored such that
Y’' = Y and P, # Py, or such that P}, = P}, and flag # 1.

If a tuple (sid, Py, DB) is not stored, set setup < 1, take
the initial database DB’ and store (sid, Py, DB’). Else, set
setup < 0.

Abortif [i, v 1,...,v; 1] ¢ DB.

Parse the commitment com; as (com!, parcom,

COM . Verify).
Abortif 1 # COM.Verify(parcom, com!, i, open;).
Forall j € [1, LJ:
— Parse the commitment com; ; as (com; ;, parcom,
COM . Verify).
— Abort if 1 #  COM.Verify(parcom, com; ;, v,
open; ;).
Set flag <— 0 and store (sid, Y, Py, flag).

Create a fresh ¢id and store (qid, Y, setup, (com;,
<Comi,j>we[1,L}))-

Send (ucd.read.sim, sid, qid, (com;, (com; j)v;ep,1))) to

S.

S. Oninput (ucd.read.rep, sid, gid) from S:

Abort if (gid', Y, setup, (com;, (com;j)vjep,r))) such
that gid = ¢id’ is not stored.

Delete the tuple (gid’, Y, setup, (com;, (com; j)vjcq,1)))-

Send (ucd.read.end, sid, Y, setup, (com;,
<Comi7j>Vj€[1,L})) to V.

2. On input (ucd.write.ini, sid, Y, (i, com;, open;, (v; j, com; ;,
open; ;)vjen,r))) from Pg:

Abortif sid & (V, sid'), orif Y ¢ U,,.

Abort if there is a tuple (sid, Y', Py, flag) stored such that
Y' = Y and P, # Py, or such that P}, = P}, and flag # 1.

If a tuple (sid, Py, DB) is not stored, set setup < 1, take
the initial database DB’ and store (sid, Py, DB’). Else, set
setup < 0.

Abortifi ¢ [1, N, orif, forj = 1to L, v; j ¢ U,.

Parse the commitment com; as (com}, parcom,

COM . Verify).
Abortif 1 # COM.Verify(parcom, com;, i, open;).
Forallj € [1, L]:
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— DParse the commitment com; ; as (comgjj,parcom,

COM . Verify).
— Abort if 1 # COM.Verify(parcom, com;’j,vi,j,
openm-).
* Set flag < 0 and store (sid, Y, Py, flag).

* Write [vj 1, . . ., v; 1] into the entry ¢ in DB stored in (sid, Py,
DB).

* Create a fresh ¢id and store (qid, Y,setup,(com;,
<Comi7j>Vje[1,L}))'
* Send (ucd.write.sim, sid, gid, (com;, (com; j)vje[1,1])) tO
S.
S. Oninput (ucd.write.rep, sid, qid) from S:
* Abort if (gid', Y, setup, (com;, (com;j)vjcp,z))) such
that gid = qid’ is not stored.
* Delete the tuple (gid’, Y, setup, (com;, (comi j)vjepn.r)))-
* Send (ucd.write.end, sid, Y, setup, (com;,
(comij)vjen,n))) o V.
3. Oninput (ucd.accept.ini, sid, Y') from V:
* Abortif a tuple (sid, Y', Py, flag) such that Y’ = Y and
flag = 0 is not stored.

* Update flag < 1 in the tuple (sid, Y’, Py, flag) with Y’ =
Y.

* Create a fresh gid and store (gid, Py, V).
* Send (ucd.accept.sim, sid, gid) to S.

S. Oninput (ucd.accept.rep, sid, gid) from S:
* Abort if a tuple (gid’, Py, Y) such that ¢id = qid’ is not

stored.
* Delete the record (gid’, Py, Y') such that gid = gid’.
* Send (ucd.accept.end, sid, V) to Py.

JFucp features three interfaces:

1. The read interface ucd.read allows P}, to perform a read operation. Py,
sends a database entry (i, (v; j)vje,r))> and commitments and openings
to the database position 7 and the values in the entry (com;, open;) and
((com; j, open; ;)vje[1,1)) respectively, as input to Fycp via ucd.read. If
(4, (i j)vjel1,r)) is a valid entry in the database, Fcp verifies all commit-
ments and sends them to S. These commitments are then passed as output
to V. Py, also uses a pseudonym Y to identify itself towards Fycp.
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2. The write interface ucd.write allows Py, to perform a write operation. Py,

sends a database entry (4, (v; j)vje[1,1])» and commitments and openings
to the database position 7 and the values in the entry (com;, open;) and
((com; j, open; ;)vjeli, 1)) respectively, as input to Fycp via ucd.read.
Fucp verifies all commitments and sends them to S, after updating the
value stored at position ¢ with the new database entry in DB. The com-
mitments are then passed as output to V. P}, also uses a pseudonym Y to
identify itself towards Fycp.

. The accept interface ucd.accept allows V to notify Py, identified by a

pseudonym Y, of the fact that a read or a write operation has been registered
successfully, and of that fact that Fycp is now ready to receive another
operation. Hence, every read or write operation must be followed by the
execution of the ucd.accept interface.

The setup phase has been incorporated into the read and the write interfaces: when
Py, executes one of these interfaces for the first time, the value of the variable sezup
is set to 1. Fycp is also parameterized by an initial database DB. This allows V to
ensure that all parties are using the right initial database.

5.4 VARIANTS

* The read and write interfaces ucd.read and ucd.write may be modified to

allow P}, to read and write multiple database entries simultaneously, by receiv-
ing tuples of the form (i, com;, openy, (v; j, com; j, open; ;)vie(1,r])vies
(S C [1, N]) as input. This would allow Py, to read and write more than
one database entry at a time whilst reducing communication rounds.



NON-INTERACTIVE COMMITTED DATABASES

Joint work with Alfredo Rial. This primitive was described in a public deliverable
submitted to the FNR. [36].

A Non-Interactive Committed Database allows a prover P to maintain databases
Tbl; consisting of entries of the form [¢, v], where i ranges from 0 to Ny,q7 and ct
represents the number of times the database has been written to, and interact with
multiple verifiers V. P may then perform read operations, which involve proving
knowledge of a position and its associated value in Tbl ., or write operations, where
P proves that an entry in Tbl ;1 has been updated to produce Tbl . i represents
a position whilst v represents the value stored at that position in Tbl ;.

6.1 OPERATIONS

WRITE. During a write operation, P updates an entry in the most recent version
of a database to produce a new one, whilst hiding the entry being written to
and its position from V.

READ. Duringa read operation, P proves knowledge of an entry in the database,
whilst hiding the entry being read and its position from V.

6.2 SECURITY PROPERTIES

ZERO-KNOWLEDGE. Whenever P performs a read or a write operation against
adatabase, the values and their positions are hidden from V. V receives hiding
commitments to these positions and their values, but the hiding property
ensures that } does not learn this information. The proofs computed by
the algorithm NICD.SimProve do not receive as input the position ¢ or
the value v; of the database entry read, and thus they do not contain any
information on [7, v1].

BINDING. P may only read entries that have been written to the database.

coNsSISTENCY. Allthe verifiers verify read and write operations with respect to
the same database, i.c., after ct write operations, the prover cannot produce
. . / . .
different versions Tbl.; and Tbl,; of the database for different verifiers.

6.3 IDEAL FUNCTIONALITY

The interaction between the functionality FNicp, the prover P and the verifiers V
takes place through the following interfaces:

1. The prover P and the verifiers V use the nicd.setup interface to obtain
parameters.
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2. The prover P uses the nicd.write interface to prove that two commitments
com and como commit to a position 4 and to a value vo such that the entry
for position 7 in Tbl;—1 is updated to contain v in Thbl.. Tbl,—; is the
last database stored by Fnicp before Thl, i.e., the prover can only modify
the last version of the database.

3. Averifier V uses the nicd.writevf interface to verify that, on input a counter
value ct, two commitments com and como commit to the position and the
value that were updated in Tbl.; with respect to Tblg;—;.

4. The prover P uses the nicd.read interface to obtain a proof 7 that two
commitments com and com; commit to a position ¢ and to a value v; such
that there exists an entry [7, v1] in a table Tbl .

5. A verifier V uses the nicd.readvf interface to verify a proof 7 on input a
counter value ¢t and two commitments com and com to a position and a
value.

Jnicp uses a table Tbl,.. Tbl,. consists of entries of the form [com, comq, T,
ct, u], where 7 is a proof, ct is a counter value, and u is a bit that indicates whether
7 is a valid proof that the commitments com and com commit to a position ¢
and to a value v; such that there exists an entry [¢, v1] in Tbl .

FNicD uses a set S that contains all the parties that have obtained parameters.
Additionally, Fx1cp uses sets S¢; that contain all the verifiers that have verified a
write operation for commitments com and comy and counter value ct. We depict
JFNicD below.

Figure 6.1: Ideal Functionality FNicp

NICD.SimProve and NICD.Extract are ppt algorithms. Fnicp is param-
eterized by a universe of values U, and by a database size Ny, qz. FNICD
interacts with a prover P and verifiers V.

1. Oninput (nicd.setup.ini, sid) from any party 7 :
* Abortif sid # (P, sid’), where sid is the identifier of the
prover.

* Generate a random ¢id and store (qid, T).

* If (sid, par, td, NICD.SimProve, NICD.Extract) is not
stored, send (nicd.setup.req, sid, gid, T) to S, else send
(nicd.setup.sim, sid, qid, T) to S.

S. On input (nicd.setup.alg, sid, gid, par, td, NICD.SimProve,
NICD.Extract) from S:
* Abortif (gid, T) is not stored.

» If (sid, par,td, NICD.SimProve, NICD.Extract) is not
stored, do the following.

— Store (sid, par, td, NICD.SimProve, NICD.Extract).
— Create an empty table Tbl,..
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— Setct < 0, createatable Tbl.; with entries [7, L] fori =
1 to N4z, create a set S, that contains all the identities
of verifiers, set info ., < L, com <— L and comg + L,
and store (sid, ct, Tbl., S, info,,, com, coms).

— Create an empty set S.
* SetS«+SUT.
* Delete (qid, T).
* Send (nicd.setup.end, sid, par) to T.
S. Oninput (nicd.setup.rep, sid, gid) from S:
* Abort if (gid,T) is not stored or if (sid,par,td,
NICD.SimProve, NICD.Extract) is not stored.
* SetS+ SUT.
* Delete (qid, T).
* Send (nicd.setup.end, sid, par) to T .
2. On input (nicd.write.ini, sid, com, i, open, coma, v, opensy)
from the prover P:
* Abortif P ¢ S,orif i & [1, Npag], orif va & U,.

* Parse the commitment com as (com’, parcom, COM.Verify)
and the commitment coma as (comb, parcoms,

COM . Verify,).

* Abort if parcom # parcoms, or if COM.Verify #
COM .Verifyy, or it COM.Verify is not a ppt algorithm.

Abort if 1 # COM.Verify(parcom, com’, i, open).

Abortif 1 # COM.Verify(parcom, comly, va, opensy).

* Take the stored tuple (sid, ct, Tble,Set, info,,, com,
comy) with the highest value of ct.

* Abort if thereis a tuple (sid, ct’, com, i, coma, v3) such that
ct' = ct + 1.

* Set ct’ < ct + 1 and store (sid, ct’, com, i, coma, v3).

* Send (nicd.write.sim, sid, ct’, com, coms) to S.

S. Oninput (nicd.write.rep, sid, ct, info) from S:

* Abort if (sid, ct’, com, i, coma, v3) such that ¢t = ct’is
not stored or if (sid, ct, Tblyy, Set, info,,, com, coms) is al-
ready stored.

* Set Tbl.; + Tbl.;_1, write [i, 1] into Tbl.s, set S¢p + 0
and store (sid, ct, Tbl., Sy, info ,, com, coms).

* Send (nicd.write.end, sid, ct) to P.

3. Oninput (nicd.writevf.ini, sid, ct, com, comg) from V:
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* Abortif V ¢ Sorif V & S¢—1.

o If (sid, ct’', Tbloy, Set, info,, com’, com}) such that c¢t’ =
ct is not stored, set v + L. Else, if com <« com' and
comy <— comlb, setv < 1, else set v < 0.

* Generate random ¢id and store (qid, ct, V, v).

* Send (nicd.writevf.sim, sid, qid, ct) to S.
S. Oninput (nicd.writevf.rep, sid, ¢id) from S:
* Abortif (¢id, ct,V,v) is not stored.

* Ifv = 1, include V in the set S stored in the tuple (sid, ct,
Tblet, Set, info,,, com, coms).

* Delete record (gid, ct,V,v).
* Send (nicd.writevf.end, sid, ct,v) to V.

4. On input (nicd.read.ini, sid, ct, com, i, open, comy, vi, open, )
from the prover P:

* Abort if P ¢ S or if (sid, ct’, Tbl.t, Set, info,, com,
coms) such that ¢t = ct’ is not stored.

* Abortifi ¢ [1, Nygql,orif vy & Uy, orif[i, v1]is notstored
in Tblct.

* Parse the commitment com as (com’, parcom, COM.Verify)
and the commitment comy as (com}, parcom,,

COM . Verify,).

* Abort if parcom # parcomq, or if COM.Verify #
COM .Verifyy, or if COM.Verify is not a ppt algorithm.

* Abortif 1 # COM.Verify(parcom, com’, i, open).

* Abortif 1 # COM.Verify(parcom, com!, v1, open,).

* Run © « NICD.SimProve(sid, par, td, parcom, com/,
coml, info ., ct).

* Append [com, com, T, ct, u] to Table Thl,..

* Send (nicd.read.end, sid, 7) to P.

5. On input (nicd.readvf.ini, sid, com, com, ct, 7) from a verifier

V:

* Abort if (sid, ct’, Tbl.,Set, info
stored orif V ¢ S,;.

* If thereis an entry [com, comy, m, ct,u| in Tbl,, set v < u.

ety COM, COM2) is not

* Else, do the following:

— Parse the commitment com as (com’, parcom,
COM . Verify) and the commitment com; as (com/,
parcomy, COM.Verify, ).
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— Extract (7,v1) <« NICD.Extract(sid, par, td,m,
parcom, com’, com’, info, ct).

— If[i, v1] & Thlg, setv < 0, else set v < 1.
— Append [com, com1, T, ct,v] to Tbl,.

* Send (nicd.readvf.end, sid, v) to V.

For the interfaces nicd.read and nicd.readvf, Fnicp follows the same approach
used in ]:I@IZK in Section 2.8.9. Fnicp runs algorithms NICD.SimProve and
NICD.Extract in order to compute read proofs and extract from read proofs.

However, for interfaces nicd.write and nicd.writevf, Fnicop follows a different
approach. In the nicd.write interface, FN1oD receives as input two commitments
com and coms along with a position and a value and the corresponding commit-
ment openings from the prover. Fnicp creates Tbl.; by updating Tbl.;_; and
stores com and coms. In the nicd.writevf interface, Fnicp receives two com-
mitments com’ and com}, and if com = com’ and coma = com,, it informs
JFNi1cp that those commitments commit to the position and value written by the
prover.

In both nicd.write and nicd.writevf, Fnicp communicates with the simulator.
Therefore, although the functionality does not imply communication between
prover and verifiers, the computation and verification of proofs is not a local process.

In interface nicd.write, the simulator inputs database information info ;. In the
security proof for our construction for FNicp, nfo ., is the vector commitment
that commits to the database. FNicp needs info ., to give it as input to algorithms
NICD.SimProve and NICD.Extract as part of the instance of proofs.

There are two reasons why we chose this approach for nicd.write and nicd.writevf:

¢ Fnicp must ensure that all the verifiers have the same version of the database,
i.e., the prover should not be allowed to evolve the database difterently for
each of the verifiers. To ensure that all verifiers have the same database, in the
nicd.write or nicd.writevf interfaces, any construction for Fnicp must im-
plement a mechanism that allows verifiers to check that they share a common
version of the database. In our construction, this implies checking that the
same vector commitment is used to verify write proofs. This mechanism in-
evitably implies that the verification of write proofs cannot be a local process.
For example, verifiers could communicate with each other, or they could
retrieve the vector commitment from a trusted registration functionality,
which is the approach taken in our construction. Because the process is not
local, Fnicp needs to inform the simulator so that Ficp is realizable.

* It would be possible to design Fnicp in such a way that Ficp allows the
prover to compute several write proofs for the same write operation, each
proof for a different commitment pair com and comsa. However, in practice
this does not provide any extra functionality or property. We remark that
each write operation modifies a single position in the table, and that thus the
different commitment pairs com and comsg would have to commit to the
same position and values. Additionally, giving different commitments com
and comy to each verifier does not provide any unlinkability between prover
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and verifier because, to achieve unlinkability, a number of other changes
would be required.

6.4 CONSTRUCTION

We propose a construction IIniop for Fniep. Hniep uses a hiding vector com-
mitment scheme (see Section 2..7.1). It uses the functionality fégé'set“p for a com-
mon reference string (see Section 2.8.1), which is parameterized by the setup algo-
rithm VC.Setup = CRS.Setup of the vector commitment scheme. VC.Setup
outputs the parameters par. It also uses the registration functionality Freg (see
Section 2.8.2).

A vector commitment vc is used to store the database. A position in the vector
commitment acts as a position in the database, and the value committed to in that
position acts as the value stored in the database in that position. To compute a
read proof and a write proof, the prover uses the functionalities fl@fZK and fl@IwZK
respectively (see Section 2.8.9). The relation R, is defined as follows.

R, ={(wit,, ins,) :

1 = COM.Verify(parcom, com, i, open) A (6.1)
1 = COM.Verify(parcom, comy, vy, openy) A (6.2)
1 = VC.Verify(par, ve, v1, 4, w) } (6.3)

where the witness wit, is (w, i, open, v1, open, ) and the instance ins, is (par,
ve, parcom, com, comy, ct). The counter ¢t counts the number of write proofs
sent by the prover. In equation 6.1, the prover proves that com is a commitment to
i with opening open. Similarly, in equation 6.2, the prover proves that comq isa
commitment to v; with opening openy. In equation 6.3, the prover proves that
the value vy is stored in the position ¢ of the vector commitment vc.

The relation R, is defined as follows.

Ry ={(wity,, insy) :

1 = COM.Verify(parcom, com, i, open) A (6.4)
1 = COM.Verify(parcom, coma, va, openy) A (6.5)
1 = VC.VerComUpd(par, ve, ve', w, i, vy, r, v, 77)} (6.6)

where the witness wit,, is (w, i, open, v1, v2, opengy, 7, ') and the instance ins,,
is (par, ve, ve', parcom, com, coma, ct). In equation 6.4 and equation 6.5, the
prover proves that com and comg are commitments to ¢ and vy respectively. In
equation 6.6, the prover proves that vy is stored in the position 7 in the vector
commitment vc, and that ve’ is a vector commitment that stores the same values as
vc, except that it stores v in the position 7 and that its random value is 7’ instead
of r.

We recall that the sizes of a vector commitment vc and of a witness w are inde-
pendent of the length of the vector. Therefore, there exist efficient zero-knowledge
protocols that realize ]:1\1?{2}( and }-I%wZK whose communication complexity does
not depend on the length of the vector. We depict IInicp below.

DESCRIPTION OF IIntep.  Ilniep uses a hiding vector commitment scheme

. . .. VC.Set
and the ideal functionalities }-CI-C{SS P Frea, 'FI\}T{ITZK and J—"I\?I%K. The constant
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Npqz denotes the size of the database, and the universe of state values U, is given

by the message space of the vector commitment scheme.

Figure 6.2: Construction IINicp

1. On input (nicd.setup.ini, sid), a party T does the following:

* If par is not stored, 7 does the following:

— T sends (crs.get.ini,sid) to Fogao? and re-

ceives (crs.get.end, sid, par) from the function-

ality .F(\j/}C{'SsetuP. To compute par, f(\jllg'ssetu') runs

VC.Setup(1*, Nppag).
— T sends (nizk.setup.ini, sid) to fﬁfZK and receives
(nizk.setup.end, sid, par,.) from fﬁ{ZK.
— 7T sends (nizk.setup.ini, sid) to fﬁI%IwZK and receives
(nizk.setup.end, sid, par,,) from fﬁfﬂZK.
* T sets par < (par, par,,par,,), stores par and outputs

(nicd.setup.end, sid, par).

2. On input (nicd.write.ini, sid, com, 7, open, coms, va, opens,),
the prover P does the following:
* P aborts if par is not stored.
* Pabortsif i & [1, Nypaz), orif va & U,.

* P parses the commitments com as (com/',parcom,
COM.Verify) and  coma as  (comb, parcoms,
COM . Verify,).

* P aborts if parcom F# parcoms, or if COM.Verify #
COM . Verify,, or it COM.Verify is not a ppt algorithm.

* Pabortsif 1 = COM.Verify(parcom, com’, i, open).
* Pabortsif 1 # COM.Verify(parcom, comly, va, opens).

* If there is no tuple (0, ve, x, ) stored, P initializes a counter
ct < 0and a vector x such that x[i] = L for i = 1 to Nyqq.
P sets < 0 and runs vc < VC.Commit(par, x,7). (The
symbol L represents that no value is committed at a specific
position and its actual value depends on the concrete imple-
mentation of the VC scheme.) P stores (ct, vc, X, 7).

* P takes the tuple (ct, ve, x, ) with the highest value of ct.

* P picksrandom 7’ <— R and runs v¢’ +— VC.ComUpd(par,
ve, i, v, 1, va,7"), where vy < x[i].

* Pruns w < VC.Prove(par, i,x,r).

* P sets wit,, < (w,i,open, vy, vy, opengy, T, 1), where
v+ x[i].

* Psetsinsy  (par, ve, vc', parcom, com’, comly, ct +1).
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P sends (nizk.prove.ini, sid, wit,, ins,) to ‘7:1£121UJZK and re-
ceives (nizk.prove.end, sid, m,, ) from fﬁIwZK.

P sets ct’ < ct + 1, sets sidggg < (sid, ct’), sends
(reg.register.ini, sidrpg, (vc’, com, coma, my,)) to FREG
and receives (reg.register.end, sidrgg ) from FrueG.-

P sets x' < x and X'[i] « vo.
P stores (ct’, vc', x',r").

Send (nicd.write.end, sid, ct’) to P.

3. On input (nicd.writevf.ini, sid, ct, com, coms), a verifier V does
the following:

Y aborts if par is not stored.

If there is no tuple (0, vc) stored, V initializes a counter ¢t <—
0 and a vector x such thatx[¢{] = L for i = 1 to Nyqq. V sets
r <= 0 and runs vc <= VC.Commit(par, x, ). (The symbol
1 represents that no value is committed at a specific position
and its actual value depends on the concrete implementation
of the vector commitment scheme.) V stores (ct, vc).

Abortif (¢t — 1, ve) is not stored.

V sets sidrpg < (sid, ct), sends (reg.retrieve.ini, sidrrg)
to FREG and receives the message (reg.retrieve.end, sidrpg,
v') from FREG.

Ifv' # L, Vsets (vc, com, coma, my,) < v/, else sets v
1 and outputs the message (nicd.writevf.end, sid, ct, v).

If com # com orif comg # coma, V setsv < 0 and
outputs (nicd.writevf.end, sid, ct,v).

) vparses the commitments com as (com’, parcom
) b

COM.Verify) and  coma as  (comb, parcoms,
COM . Verifys,).

V sets insy, < (par, ve, vc’, parcom, com’, comly, ct).

V sends (nizk.verify.ini, sid, ins,, my) to FI\}IZI”ZK and re-
ceives (nizk.verify.end, sid, v) from ]—'I\I?II%K.

Ifv = 1,V stores (ct, vc’).

V outputs (nicd.writevf.end, sid, v).

4. Oninput (nicd.read.ini, sid, ct, com, i, open, comy, v, open),
the prover P does the following:

P aborts if par is not stored, or if (ct’, ve, x, ) such that ct
= ct’ is not stored.

Paborts le §7_£ [1, Nmam]> or ifvl §é U'w or le[’l,] ?é v1.
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* P parses the commitments com as (com',parcom,
COM.Verify) and  com; as  (com], parcom;,
COM . Verify, ).

* P aborts if parcom # parcomy, or if COM.Verify #
COM .Verifyy, or if COM.Verify is not a ppt algorithm.

P aborts if 1 # COM.Verify(parcom, com’, i, open).

P aborts if 1 # COM.Verify(parcom, com’, vi, open,).
* P runs w < VC.Prove(par, i,x,r).

* P sets wit, < (w, i, open, vy, open, ).

* Psets ins, < (par,ve, parcom, com’, com’, ct).

* P sends (nizk.prove.ini, sid, wit,, ins,) to ]:ﬁfZK and re-
ceives (nizk.prove.end, sid, ) from ]-'ﬁfZK.

* P outputs (nicd.read.end, sid, 7).

5. On input (nicd.readvf.ini, sid, com, com, ct, ), a verifier V
does the following:

* Vaborts if par is not stored or if (¢t’, vc) such that ¢t = ct’
is not stored.

* V parses the commitments com as (com’,parcom,
COM.Verify) and  com; as  (com/, parcom;,
COM . Verify,).

* Vsets ins, < (par, vc, parcom, com’, com}, ct).

* Vsends (nizk.verify.ini, sid, ins,, 7) to fl\?fZK and receives
(nizk.verify.end, sid, v) from ]-"I\}ffZK.

* V outputs (nicd.readvf.end, sid, v).

6.5 SECURITY ANALYSIS

Theorem 6.5.x IInicp securely realizes Fnicp in the J—“gﬁfet“P, FREG,

fﬁg and fgfg -hybrid model if the VC scheme is hiding and binding.

The proof of Theorem 6.5.1 is described in Section A.1.

6.6 VARIANTS

* The read and write operations of Fnicp can be modified to allow P to read
several database entries simultaneously. To this end, the nicd.read interface
is modified so that the prover inputs a tuple (com;, 7, open;, com; 1, vi 1,
open,; 1 vies (S C [1, Niaz]) of database entries to be read. The algorithm
NICD.SimProve receives as input the tuple (com;, com; 1)vies of com-
mitments. The nicd.readvf is modified so that the verifier inputs the tuples
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(com;, com; 1)vies,and algorithm NICD.Extract also receives those tuples
as input. For the write operation, the nicd.write interface is modified so that
the prover sends a tuple (com;, i, open;, com; 2, v; 2, open,; 5)vies. The
nicd.writevf interface is modified so that the verifier sends a tuple (com;;,

Comi,Q)\ﬁeS-

* Fnicp can be modified to store a database Tbl ., of the form [i, v; 1, . . . , Vi m],
i.e., a database where a tuple of values is stored in each entry. In the read
and write operations, the prover and the verifiers would include commit-
ments and openings to each of the values in a database entry. The position
J € [1,m] of each value read or written is not hidden from V. This variant
of Fnicp is useful for protocols where a party needs to read a tuple of values
and prove that they are stored in the same entry and that each value is stored
at a certain position j within the entry.
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Joint work with Alfredo Rial. This primitive was published in a paper presented at
the Privacy Enbancing Technologies Symposium in zoz1 [41]. The primitive finds use
as a building block in the protocol described in Chapter 13.

An Unlinkable Updatable Hiding Database is a protocol between an updater I/
and multiple readers Rj,. A UUHD consists of an update phase and a read phase.
In an update phase, U updates the database stored by a reader R, identified by a
pseudonym P. We consider a simple database DB with entries of the form [4, vr;],
where 7 is the position and vr; the value stored at position ¢. U does not learn the
contents of DB and cannot link it to previous updates. However, I/ is ensured that
he is updating the last version of DB given to R. In the read phase, R}, commits
to some data from the database and proves to U that it is stored in DB. Later, Ry,
can use these commitments to prove in zero-knowledge other statements about the

datain DB.

71 OPERATIONS

UPDATE. Duringan update operation, U updates an entry in the last version of
a database DB stored by R, whilst the contents of DB and the identity of
R, remain hidden from U.

READ. Duringa read operation, Ry, proves knowledge of an entry in the database,
whilst hiding the entry being read and its position from U.

7.2 SECURITY PROPERTIES

UNLINKABILITY. The read operations remain unlinkable towards /. The func-
tionality FyynD reveals to U a pseudonym P rather than the identifier Ry,
and Fyunp checks that P is unique for each read operation.

HIDING. U does not learn the contents of any DB. U sets the initial values of
each DB but as read operations are unlinkable, I/ cannot keep track of the
updates performed on each DB and thus does not know their contents.
Additionally, when reading, R}, sends &/ commitments to database entries,
which are hiding as guaranteed by Fnic. When Fyynp is used as building
block of a protocol, Ry, can prove in ZKs statements about the committed
values rather than revealing them.

UNFORGEABILITY. Ry cannot modify her database DB or read from DB en-
tries that were not stored or updated by ¢/. Additionally, R}, cannot make
U update an old version of DB.
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7.3 IDEAL FUNCTIONALITY

Figure 7.1: Ideal Functionality Fuunp

JuunD is parameterized by a DB size N, a universe of pseudonyms U, a
universe of values U, and an operator ® : U, x U, — U,,.

1. Oninput (uuhd.read.ini, sid, P, (i, vr;, ccom;, copen;, ccomr;,
copent;)ics) from Ry:
* Abortif sid ¢ (U, sid"), orif P ¢ U,,.

* Abort if there is a tuple (sid, P’, R}, flag) stored such that
P" = P, orsuch that R} = Ry, and flag # L.

* Ifa tuple (sid, Ry, DB) is not stored, set flag < 1, else set
flag « 0.

s Ifflag = 0and S # 0, foralli € S, do the following:
— Abortifi ¢ [1, N], orif vr; ¢ Uy, orif [i, U,] is not

stored in DB.

— Darse the commitment ccom; as (ccom!, parcom,
COM . Verify).

— DParse the commitment ccomr; as (ccomr,, parcom,
COM . Verify).

— Abort if COM.Verify is not a ppt algorithm.
— Abortif 1 # COM.Verify(parcom, ccom!, i, copen;).

— Abort if 1 # COM.Verify(parcom, ccomry, vr;,
copent;).

* Create a fresh gid and store (qid, P, Ry, flag, (ccom;,
ccomry)ies)-

* Send (uuhd.read.sim, sid, qid, (ccom;, ccomr;);cs) to S.
S. Oninput (uuhd.read.rep, sid, gid) from S:
* Abort if (qid’, P, Ry, flag, (ccom;, ccomr;);es) such that
qid = ¢id’ is not stored.
* Store the tuple (sid, P, Ry, flag).
* Delete the tuple (gid, P, Ry, flag, (ccom;, ccomr;)ics).
* Send (uuhd.read.end, sid, P, flag, (ccom;, ccomr;)ics) to
Uu.
2. On input (uuhd.update.ini, sid, P, (i, vu;);c, n]) from U:
* Abort if a tuple (sid, P’, Ry, flag) such that P" = P and
flag # L is not stored.
* Abortif, fori € [1, N|, vu; ¢ U,,.

* Ifflag = 1, set DB < (4, vu;);e)1,n) and store a tuple (sid,
Ry, DB).
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If flag = 0, take the stored tuple (sid, Ry, DB), parse DB as
(4, vri)ieq1,n) and update DB « (i, vr; © vu;)ieq1, ) in the
tuple (sid, Ry, DB).

* Update flag < L in the tuple (sid, P’, Ry, flag) with P’ =
P.

* Create a fresh gid and store (qid, Ry, P, (i, vu;)ic(1,n])-

Send (uuhd.update.sim, sid, qid) to S.

S. Oninput (uuhd.update.rep, sid, qid) from S:
* Abortifatuple (gid’, R, P, (i, vu;)ic(1,v]) such that gid =
qid’ is not stored.
* Delete the record (gid', Ry, P, (i, vus);c,n)) such that
qid = qid’.
* Send (uuhd.update.end, sid, P, (i, vu;);c[1,n]) to Ry

7.4 CONSTRUCTION

We propose a construction IIyunp for Fuunp. Ilyunap uses a hiding vector com-
mitment (VC) scheme as its main building block (see Section 2.7.1). A VC scheme
allows us to compute a vector commitment vc to a vector X of values, where each
value x([i] is stored at a given position i. Additionally, v¢ can be opened to x[i]
with communication cost independent of the vector length. We use a VC scheme
that is additively homomorphic. IIyunp also uses a pseudonymous channel that
provides unlinkability in communications between any Ry, and U.

A VC vc is used to store the database DB by committing to a vector x such that
x[i] = vr;. In its first interaction with the updater U, the reader R, obtains a VC
ve to an initial DB. U signs vc and gives the signature sig to Ry. In subsequent
interactions, R t, may want to read entries from DB, to make f update the database,
or both. To read entries [i, vr;], Ry, gets as input the commitments and openings
(ccomy, copen;, ccomr;, copent;)cs. Ry, uses }“ZRIQ to prove in ZK that ccom;
and ccomr; commit to an entry [¢, vr;] in DB. U receives a randomized version vc’
of ve. To update DB with (i, vu; )1, 5], U computes a VC veg to (4, vu; )i, )
and then uses the homomorphic property of the VC scheme to set ve,, < vc’ - vea.
The VC ve,, that commits to the updated database is signed and sent to Ry.

To prevent R, from reading an old database, Ilyunp uses a double-spending
detection mechanism. A commitment com is signed along with every vc. com
commits to a random value s = s; + So, where s1 and sy are random values
contributed by R, and U respectively. In a read operation, R, reveals a randomized
version com’ of com and opens com’ to s.U checks that s has never been received
before. The message space of the commitment scheme should be sufficiently large
in order to avoid collisions of random values.

To provide unlinkability, in addition to rerandomizing v¢’ and com/, Ry, com-

municates with U through a secure pseudonymous channel modelled by Fxym

(see Section 2.8.6). Sgg'set“p (see Section 2.8.1) is used by R, and U to retrieve the

VC parameters and the commitment parameters. (We note that the commitments
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(ccomy, copen;, ccomr;, copent;);es received as input by Ry, are computed out-
side the protocol by Fn1c and may have other parameters.) FReG (see Section 2.8.2)
is used to register the signing public key of U.

Figure 7.2: Description of Ilyunp

ITyunp is parameterized by a database size N, a universe of values U,,
which is given by the message space of the VC scheme, and a universe of
pseudonyms Uy, which parameterizes Fnym.

1. Oninput (uuhd.read.ini, sid, P, (i, vr;, ccom;, copen;, ccomr,
copent;)ics), Ry, and U do the following:

* Ifatuple (sid, par, parc, pk, ve,x, r, com, s, open, sig) is
not stored:

— Ry uses the crs.get interface of féﬁg'setw to obtain

the VC parameters par and the commitment parameters
pare.

— Ry, picks a random value s1 <= M, computes a com-
mitment (com1, open;) < Com(par., s1) and stores
(sid, par, pare, comy, s1, openy).

— Ry, picks a random pseudonym P < U, and uses the
nym.send interface of Ny on input P to send com
tolU.

— If P was received before, U aborts.

— U sets a flag flag < 1 (because a single commitment
comy is received) and (ccom;, ccomr;)ics < L.

— U stores (sid, P, flag, comy).
* Ifatuple (sid, par, parc, pk, ve,x, r, com, s, open, sig) is
stored:

— Ry, picks rg <— R, sets 7’ < r + 73 and executes vc’ <
VC.Rerand(wve, 12) to rerandomize ve.

— Foralli € S, Ry, does the following:
* Abortif x[i] # vr;.
* Compute an opening w; < VC.Prove(par, i, x,
).
* Parse the commitment ccom; as (ccom, parcom,

COM . Verify).

* Darse the commitment ccomr; as (ccomry, parcom,

COM . Verify).

— Ry, picks random opens, sets open’ < open + open,
and runs the algorithm com’ <— CRerand(com, opens)
to rerandomize com.
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— Ry sets the witness wit, < (sig, ve, com,ra, open,,
(1, vr;, w;, copen;, copenri)ies) and ins, < (pk,
par, pare, ve', com’, parcom, (ccom, ccomry);cs).

— Ry, replaces ve by ve’ and r by 7’ in the stored tuple (sid,
par, pare, pk, ve, X, r, com, s, open, sig).

R, is

R, ={(wit,, ins,) :

1 = VfSig(pk, sig, (vc, com)) A (7.1)
ve’ = VC.Rerand(vc, m2) A (7.2)
com’ = CRerand(com, opensy) A (7.3)
{1 = COM.Verify(parcom, ccom, i, copen;) N (7.4)
1 = COM.Verify(parcom, ccomry, vr;, copenr;) A (7.5)
1 = VC.Verify(par, vc’, vry, i, w;) bvies } (7.6)

In equation 7.1, R, proves that vc and com were signed by U/. In equation 7.2 and

equation 7.3, Ry, proves that v¢’ and com’ are rerandomizations of ve and com.

In equation 7.4 and equation 7.5, Ry, proves that ccom, and ccomr] commit to
i and vr; respectively. In equation 7.6, Ry, proves that x[i] = vr;, where x is the
vector committed to in vc’.

— Ry, randomly picks a pseudonym P <— U, and uses the
zk.prove interface to send wit,., ins, and P to f?ﬁ.

— U receives ins, and P. U aborts if P has already been
received in the past. U checks if the signing public key, VC
parameters and commitment parameters in 4ns, are equal
to those stored in the tuple (sid, par, par., pk, sk). U
sets a flag flag <— 0 and stores (sid, P, flag, vc’, com”).

— U sends a message (Open com’) to U by using the
nym.reply interface of FNym on input P. (Here we con-
sider that any construction for .7-"%{}2 uses FNyM, 0 U can
reply through Fnvyw.)

— Ry, picks a random value s1 < M, computes a com-
mitment (com1, open;) <— Com(par., s1) and stores
(sid, comq, s1, openy).

— Ry, uses the nym.send interface of FNywm on input P
to send the message and the opening (s, open’) of com’
and a new commitment comy to U.

— U verifies the opening by running VfCom(par., com’,
s, open’). U checks if s has not been received in the past,
which ensures that the reader uses the last version of the
database x in ve. U replaces com’ by com; in the stored
tuple (sid, P, flag, vc’, com;).

6s
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U outputs (uuhd.read.end, sid, P, flag, (ccom;,
ccomry)ies)-

2. Oninput (uuhd.update.ini, sid, P, (i, vu;);cn, ), U and Ry, do
the following:

* U aborts if there is not a tuple (sid, P’, flag, . ..) such that
pP=r.

* If (sid, par, par., pk, sk) is not stored, U obtains par and
par, from ]:(ngg'set“p. U computes a signing key pair (pk,
sk) < KeyGen(1*) and uses the reg.register interface of
FREG to register pk. U stores (sid, par, pare, pk, sk).

e Ifflag =1,

— U takes the stored tuple (sid, P, flag, comy).

— U sets a vector x[i] < vu; (foralli € [1, N]) and com-
putes a vector commitment vc — VC.Commit(par,
x, 0) with 0 as randomness.

— U picks a random value s2, computes a commitment
(coms,0) < Com(pare, s2) with 0 as opening, and
computes COmM < COMq - COMa.

— U computes a signature sig < Sign(sk, (vc, com)) on
vc and com.

— U uses nym.reply on input P to send (X, s2, 5ig) to Ry.
— Ry takes the stored (sid, par, par., comy, s1, openy).

— Ry, computes ve <— VC.Commit(par, x,0) with o as
randomness.

— Ry computes (coms,0) < Com(pare, s2) with o as
opening and sets com < comy - coma.

— Ry uses the reg.retrieve interface of FRrpg to retrieve
the public key pk of U and verifies the signature sig by
running VfSig(pk, sig, (ve, com)).

— Ry stores (sid, par, parc, pk, ve, X, r < 0, com, s <
$1 + S2, open < openy, sig).

* Ifflag =0,
— U takes the stored tuple (sid, P, flag, vc’, comy).

— U setsavector X, [i] < vu; (foralli € [1, N), computes
a commitment vcg < VC.Commit(par, x,,0) with 0
as randomness and sets vc,, +— vc’ - ves.

— U picks a random value s2, computes a commitment
(coms,0) < Com(pare, s2) with 0 as opening, and
computes Comy, — COmMy - COMsa.

— U setsasignature sig < Sign(sk, (vcy, comy,)) on vey,
and com,,.
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U uses nym.reply on input P to send (xy, 2, sig) to
R.

— Ry, takes the stored tuple (sid, comq, s1, openy).

— Ry, computes (coms,0) < Com(parc, s2) with 0 as
opening and sets com,, <— comy - coma.

— Ry, takes vc from the stored tuple (sid, par, pare,
pk,vc,x, T, com, s, open, sig), computes UCy
VC.Commit(par, x,0) with 0 as randomness and sets
VCy $— VC - VCa.

— Ry, verifies the signature sig by running VfSig(pk, sig,
(vey, comy,)).

— Ry, updates the tuple (sid, par, pare, pk, ve < vey,
X 4 X+ Xy, T, cOM, S < S1 + S2, 0pen < openq,
51g).

* Ry outputs (uuhd.update.end, sid, P, x).

piscussioN. Inllyynp,anupdate operation always follows a read operation,
and vice versa. We remark that, when only an update is required, the tuple (i,
ury, ccomy, copen;, ccomr;, copent;)ics can be empty, and when only a read
operation is needed, the tuple (4, vu;);¢(1, ) can equal (4, 0)e1, n1-

In ITyunp, U updates databases without knowing their content. The update
operator is the sum. In our instantiation, the sum is done modulo p. We assume
that p is large enough so that the sums accumulated are always smaller.

ITyunDp ensures that Ry, cannot modify a database and that R, cannot use old
versions of the database. However, IIyynap does not prevent a user from creating
several reader identities and thus holding several databases. For applications where
it is desirable that each user has only one database, IIyunp can be modified so that
communication takes place through an authenticated channel when the initializa-
tion of a database is requested. Authentication allows U to reject those users who
already have a database.

IIyuap does not prevent adversarial readers from sharing their databases.
ITyunp can be extended with existing mechanisms to discourage transferabil-
ity of anonymous credentials [26].

7.5 SECURITY ANALYSIS

Theorem 7.s.1 Tlyunp securely realizes Fuunp in the Fong o,

FREG, FNYM and f;&-hybrz'd model if the VC scheme is hiding and bind-
ing, the commitment scheme is hiding and binding, and the signature scheme
is existentially unforgeable.

The proof of Theorem 7.5.1is described in Section A.2.
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7.6 INSTANTIATION AND EFFICIENCY ANALYSIS

We describe an instantiation of IIyygp that uses the VC scheme in Section 2.7.1.1,
the Pedersen commitment scheme [80], the signature scheme in [2] and the UC
ZK proof protocol in [24].

7.6.1  Commitment Scheme

We use the Pedersen commitment scheme [80]. CSetup(1*¥) takes a group G of
prime order p with generator g, picks random «, computes h <— g and sets the
parameters par. < (G, g, h), which include a description of the message space
M <« Z,. Com(par,, z) picks random open < Z, and outputs a commitment
com < g*h°P°" to x € M and an opening open. VfCom(par., com, x, open)
outputs 1 if com = g”hP". This scheme is perfectly hiding and computationally
binding. In [20], it is shown that Pedersen commitments realize Fnic. Therefore,
we use Pedersen commitments to instantiate both the commitments computed in
ITyunp and those computed by Fnic and received as input to Ilyunp.

7.6.2 Signature Scheme

We use the structure-preserving signature (SPS) scheme in [2]. In SPSs, the public
key, the messages, and the signatures are group elements in G and G, and verification
must involve the evaluation of pairing product equations. We employ SPSs to sign
group elements, whilst still supporting efficient ZK proofs of signature possession.
In this SPS scheme, a elements in G and b elements in G are signed.

KeyGen(grp,a,b). Letgrp < (p,G,G,Gy, e, g, §) be bilinear map param-
eters. Pick at random wy, . . ., up, v, w1, . . . W, 2 <= Z; and compute U;
=g",1 € 1.0,V = g¢",W; = §¥,i € [l.a] and Z = §*. Return
the verification key pk < (grp, Uy, ..., Uy, V,W1,..., Wy, Z) and the
signing key sk < (pk,u1, ..., up, v, w1, ..., W, 2).

Sign(sk, (m1,...,mayp)). Pickr <= Zfset R < g7, 8 < ¢ "V [[{; m; ™",

and T (G [T, m,)Y/", and output the signature sig < (R, S, T).

Vf{Sig(pk, sig, (m1, ..., mayp)). Outputlife(R,V)e(S,§) [1i_, e(m;,
Wi) = e(g, 2) and e(R, T) [T~y (Ui, mati) = e(9, 9).

7.6.3 ZK Functionality
To instantiate ffK, we use the scheme in [24] as described in Section 2.8.8.1.

7.6.3.1  UC ZK Proof for the Read Relation

To instantiate fgg with the protocol in [24], we need to instantiate R, with our
chosen VC, commitment and signature schemes. Then we need to express R,
following the notation for UC ZK proofs described above. We use a ZK proof
similar to the one in [63].
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In R,, we need to prove that the position ¢ committed to in ccom, equals the
position opened in the VC v via the verification equation e(vc, §;) = e(w, §) -
e(g1, §e)*. In our VC scheme, « is secret, which makes the relation between §; =
§®" and i not efficiently provable. To solve this problem, the updater computes
SPSs that bind ¢° with §;. Given the parameters par = (p, G, G,Gy, e, 9,4, g1,
Gls-os 00, G0s Qo2 - - - G20, M = Zp, R = L), and the key pair (sk, pk), the
updater, for i € [1, £], computes sig; < Sign(sk, (g™ 4 G, G%).

Leth < G.Let (g,h) € G®and (g, h) € G? be two sets of parameters of the
Pedersen commitment scheme for the commitments (ccom}, ccomr}) and com
respectively. R, involves proofs about secret bases, and we use the transformation
described above for these proofs. The base A is also used to randomize secret bases
in G, and his added to randomize bases in G.

Let (Uy, Us, V, W1, Z) be the public key of the signature scheme for signing 1
element of G and 2 elements of G. Let (R;, S;, Tj) be a signature on (g, G, §%).
Let (R, S, T) be a signature on ve, com and §°%@. We describe the ZK proof for
R, as follows:

Nwve, com, R, S, T, {i, copen;, vr;, copenr;, Gi, wi, Ri, Si, T; bvies

e(R,V)e(S, §e(ve, Wi)e(g, Z) "L =1 A (7.7)
e(R, T)e(Uy, com)e(Ua, 55 %Ve(g,§) L =1 A (7.8)
{ccom) = g P A ccomr] = gV hOPET A (7.9)
e(Ri, V)e(Si, )e(9**, Wh)e(g, Z2) ™ =1 A (7.10)
e(Ri, Ty)e(Un, Gi)e(Uz, §)'e(g,§) " =1 A (7.11)
e(ve, §i) " e(ws, §)e(gr, §0)"" = vies (7.12)

Equation 7.7 and equation 7.8 prove knowledge of a signature (R, S, T’) on vc,
com and . Equation 7.9 proves knowledge of the openings of the Pedersen com-
mitments ccom,, and ccomr. Equation 7.10 and Equation 7.1 prove knowledge of
asignature (R;, S;, T;) on a message (g, g;, §'). Equation 7.12 proves that the
value vr; in ccomry is equal to the value committed to in position i of the vector
commitment vc.

To prove knowledge of the secret bases (ve, com, R, S, T, { g, wi, R;, S;,
Ti}vies), the equations need to be modified following the transformation de-
scribed above. This means that each of the bases is rerandomized and added to
the instance. Therefore, a reader rerandomizes com and ve, and the fact that they
are a rerandomization of the values signed in the signature (R, S, T') is proven via
equation 7.7 and equation 7.8. In the case of vc, we use g instead of h as the base
used for randomization.

7.6.4  Efficiency Analysis

7.6.4.1  Storage Costs

R . stores the common reference string, which consists of the VC and commitment
g
parameters. The VC parameters grow linearly with the maximum size N of the
database. R, also stores the public key pk, which is of constant size. Throughout
% Y g
protocol execution, Ry, stores the last updated values of sig, vc and com, the
committed values and their openings. In conclusion, the storage cost for Ry, grows
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linearly with V. U stores the common reference string and the signing key pair and
thus its storage cost also grows linearly with V.

7.6.4.2  Communication Costs

In a read operation, Ry, and U run a ZK proof for R, where wit, and ins, grow
linearly with the number [S| of positions read, but are independent of N. Therefore,
the communication cost grows linearly with |S| butisindependent of N. Ry sendsa
Pedersen commitment comn and an opening (s, open’) to U, which have constant
size. In an update, U sends Ry an update x,, for v¢/, a signature on v¢’ and com’
and the random value so. The signature and s3 are of constant size. Although
the size of x,, could be NV, in practice, x,, only needs to contain the values for
positions that are updated. Consequently, the communication cost of read and
update operations grows linearly with the number of positions read or updated
and is independent of N.

7.6.4.3  Computation Costs

In a read operation, Ry, needs to compute VC openings w; for the positions read.
If w; is computed for the first time, the computation cost grows linearly with V.
However, by using the homomorphic property of the VC scheme, when vc is
updated, each opening w; can be updated with cost that grows linearly with the
number of updated positions but is independent of N. The remaining steps in the
computation and verification of the proof for R, are also independent of N. Ry,
computes a commitment comy, which entails constant cost. In the first update
operation, i computes a commitment v¢ to an initial database with cost linear to
N. Subsequently, U updates vc by using the homomorphic property of the VC
scheme. The computation cost grows with the number of positions updated.

In summary, the communication cost is independent of IV and the amortized
computation cost is also independent of N, which makes our instantiation of
ITyunp practical for large databases.

7.6.5  Implementation and Efficiency Measurements

We have implemented our instantiation of IIyypnp in the Python programming
language, using the Charm cryptographic framework [4], on a computer equipped
with an Intel Core is-7300U CPU clocked at 2.60 GHz, and 8 gigabytes of RAM.
The BN2s6 curve is used for the pairing group setup. To compute the UC ZK
proofs for R,., we use the compiler in [24]. The cost of a proof depends on the
number of elements in the witness and on the number of equations composed
by Boolean ANDs. The computation cost for the prover of a ¥-protocol for R,
involves one evaluation of each of the equations and one multiplication per value in
the witness. The compiler in [24] extends a ¥-protocol and requires, additionally,
a computation of a multi-integer commitment that commits to the values in the
witness, an evaluation of a Paillier encryption for each of the values in the witness,
a Y-protocol to prove that the commitment and the encryptions are correctly
generated, and 3 exponentiations in the DSA group. The computation cost for the
verifier, as well as the communication cost, also depends on the number of values
in the witness and on the number of equations. Therefore, as the number of values
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in the witness and of equations is independent of N in our proof for relation R,
the computation and communication costs of our proof do not depend on N.

INTERFACE N=100 N-=1000
First Update 0.6731 6.1561
Computation of vc or w; 0.0076 0.0712
1- entry update of vc or w; 0.0001 0.000I
1- entry Read (1024-bit key) 1.4378 1.3991

s -entry Read (1024-bitkey)  4.7172 5.0626
1-entry Read (2048-bitkey)  6.2507 6.4053
5 - entry Read (2048-bitkey)  22.3381 22.0744

Table 7.1: ITyyup execution times in seconds.

Table 7.1 lists the execution times of the interfaces of the protocol, in seconds,
evaluated against IV and the key length of the Paillier encryption scheme. In a first
update, the public parameters of all building blocks are computed, and the database
is set up by computing vc. In the second row of Table 7.1, we show the cost of just
computing ve, which is virtually the same as that of computing an opening w;, and
these costs are very small. In a 1-entry update, one database entry is modified and ve
is updated, and the cost of updating an opening wj is virtually the same. As can be
seen, the cost of the first update grows linearly with IV, as does the cost of setting
up ve or w;, whereas the cost of updating ve or wj is very small and independent of
N. The timings for the read interface depend greatly upon the security parameters
for the Paillier encryption scheme, and also increase linearly with the number of
entries read [S|. However, the timings are independent of N.

7.7 VARIANTS

FuunD can be modified to store a database DB of the form [, vr; 1, ..., 07 m],
i.e., a database where a tuple of values is stored in each entry. In the uuhd.update
interface, U sends (7, VUi 1, - - - , VUi m)vie[1,n], and each value vu; ; (j € [1,m])
can be updated or not independently of other values in the same entry. In the
uuhd.read interface, Ry, sends (4, vr; 1, . . ., UTi m )ics along with commitments
and openings to the position and values of each of the entries read, i.e., all the values
in an entry are read. The position j € [1,m] of each value vr; ; is not hidden
from U. This variant of Fyunp is useful for protocols where a party needs to read
a tuple of values and prove that they are stored in the same entry and that each
vr; j is stored at a certain position j within the entry. To construct this variant, vc
commits to a vector X of length N' X m such thatx[(i — 1)m + j] = vr; j for
alli € [1, N]and j € [1, m]. In the update phase, each vector component can be
updated independently of others regardless of whether they belong to the same
database entry or not. To read the database entry 7, R, needs to compute openings
(W(i—1)m+15 - - - » Wim) to open the positions [(i — 1)m + 1, 9m] of the committed
vector X. Ry, must also prove that those positions belong to the database entry . To
this end, the relation R, is modified to involve a witness wit, < (sig, ve, com,
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T2, 0peny, (i, copen;, {w(i—l)m-i-j»Uri,ja OTi,j}Vje[Lmﬁz‘eS) and ins, < (pk,
/ / / /
par, pare, vc', com’, parcom, (ccom,, {ccomrj bvieli,m))ies)-

R, ={(wit,, ins,) :
1 = VfSig(pk, sig, (ve, com)) A
vc’ = VC.Rerand(vc, m2) A
com’ = CRerand(com, openy) A
{1 = COM.Verify(parcom, ccom, i, copen;) N

{1 = COM.Verify(parcom, ccomrj{, Urij, 0T ) A

1 = VC.Verify(par, ve, vr; j, (i — 1)m + J, Wi—1)m+j) bvje1,m] Fvies }

Itis worth noting that Fyunp cannot be modified so that it authenticates readers
towards the updater. If readers were authenticated, then the updater would be able
to track all the changes performed on each of the databases, and thus the contents
of the databases would not be hidden from the updater.
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Joint work with Alfredo Rial. This primitive was published in a paper presented
at AFRICACRYPT in 2020 [38]. The primitive finds use as a building block in the
protocol in Chapter 11. Reproduced with permission from Springer Nature.

We define UD as a two-party task between a reader R and an updater U. U sets a
database DB and may update it at any time during protocol execution. DB consists
of N entries of the form [i, vr;| (Vi € [1, N]), where i is the position and vr; is
the value stored at that position. Both R and ¢/ know the content of DB. R reads
in ZK an entry [i, vr;] from DB. Fyp ensures that it is not possible to falsely prove
that [i, vr;] is stored in DB. Fyp stores a counter cr for R and a counter cu for
U. These counters are used to check that R and U have the same version of DB.
When U initiates the ud.update interface, cu is incremented. When Fyp sends
the update to R, Fup checks that cu = ¢r 4 1 and then increments cr. In the
ud.read interface, Fyp checks that the counters of both parties are equal, which
ensures that they have the same DB.

8.1 OPERATIONS

UPDATE. During an #pdate operation, U updates an entry in a database DB.
READ. During a read operation, R proves knowledge of an entry in the database,

whilst hiding the entry being read and its position from Y.

8.2 SECURITY PROPERTIES

ZERO-KNOWLEDGE. A read operation does not reveal the database entry read
tolU.

UNFORGEABILITY. R} cannot read an entry if that entry was not stored in DB

by U.

8.3 IDEAL FUNCTIONALITY

Figure 8.1: Ideal Functionality Fyp

Jup is parameterized by a universe of values U, and by a database size V.
1. Oninput (ud.update.ini, sid, (4, vu; )vic[1,n)) from U:
* Abortif sid ¢ (R,U, sid’).
* Foralli € [1, N], abortif vu; ¢ U,,.
* If (sid, DB, cu) is not stored:
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— Foralli € [1, N], abortif vu; = L.

— Set DB < (i, vu;)viec[1,n) and cu < 0 and store (sid,
DB, cu).

* Else:
— Foralli € [1, N],if vu; # L, update DB with [z, vu;].
— Increment cu and update DB and cu in (sid, DB, cu).

* Create a fresh gid and store (gid, (i, vu;)vie[1,n]> CU)-

* Send (ud.update.sim, sid, qid, (i, vu;)vic[1,n]) to S.

S. Oninput (ud.update.rep, sid, gid) from S:
* Abortif (gid’, (i, vu;)yicp,ny, cu’) such that gid = gid' is
not stored.

* If (sid, DB, cr) is not stored, set DB <~ (i, vu; )v;e[1, v) and
cr < 0 and store (sid, DB, cr).

* Else:
— Abortif cu’ # cr + 1.
— Foralli € [1, N}, if vu; # L, update DB with [i, vu;].
— Increment ¢r and update ¢r and DB in (sid, DB, cr).
* Delete the record (gid, (4, vu; )viep1, vy, cu')-
* Send (ud.update.end, sid, (7, vu; )vic[1,n]) to R.

2. On input (ud.read.ini, sid, 1, vr;, com;, open;, comr;, opent;)
from R:

* Abortif (sid, DB, cr) is not stored.
* Abortifi ¢ [1, N|, orif vr; ¢ Uy, orif [, vr;] ¢ DB.

* Parse the commitment com; as (com/, parcom,

COM . Verify).

* Parse the commitment comr; as (comrl, parcom,

COM . Verify).
* Abort if COM.Verify is not a ppt algorithm.
* Abortif 1 # COM.Verify(parcom, com;, i, open;).
* Abortif 1 # COM.Verify(parcom, comr,, vr;, opent;).
* Create a fresh ¢id and store (gid, com;, comr;, cr).

* Send (ud.read.sim, sid, qid, com;, comr;) to S.
S. Oninput (ud.read.rep, sid, qid) from S:

e Abortif (qid’, com;, comr;, cr') such that gid = gid’ is not
stored, or if ¢’ # cu, where cu is in (sid, DB, cu).
* Delete the record (gid, com;, comr;, cr’).

* Send (ud.read.end, sid, com;, comr;) told.
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8.4 CONSTRUCTION

We propose a construction Ilyp for Fyp. Ilyp is based on non-hiding vector
commitments (NHVC) [32, 69] (see Section 2.7.2). An NHVC scheme allows us

to compute a commitment v¢ to a vector X = (x[1],...,x[N]). To open the
value x[i] to committed at position ¢, an opening w; is computed. The size of w; is
independent of V.

ITyp works as follows: U sends a database DB to R, and both ¢/ and R map
DB to a vector x and compute a commitment vc to X. To update an entry [,
vri] to [i,vr}], U sends [i, vr}] to R, and both ¢ and R update vc to obtain a
commitment v¢’ to a vector X’ such that x'[i] = vr], while the other positions

remain unchanged. Therefore, updates do not need any revocation mechanism.

To prove in ZK that an entry [z, vr;] is in DB, a party computes an opening w; for
position ¢ and computes a ZK proof of knowledge of (w;, %, vr;) that proves that
x[i] = vr.
We describe the interfaces of IIyp in more detail:
1. Inthe ud.update interface, U uses FAyuT (see Section 2.8.3) to send to R the

update (i, vu; )vie[1,n)- In the first execution of this interface, U and R run

. . . . . VC.Setup
VC.Commit to commit to (7, vu; )y, n]- The functionality Frgg

(see Section 2.8.1) for a common reference string is used to compute the
parameters of the NHVC scheme. In the following executions, i and R
update ve by using VC.ComUpd. If R already stores openings w;, R runs
VC.WitUpd to update them.

2. In the ud.read interface, R uses ./Té%K (see Section 2.8.8) to prove that com;
and comr; commit to a position 7 and a value vr; such that x[i| = vry, where

x is the vector committed in ve. The witness of R includes an opening w;.

R runs VC.Prove to compute it if it is not stored.

Figure 8.2: Description of IIyp

N denotes the database size. The universe of values U, is given by the
message space of the NHVC scheme.

1. Oninput (ud.update.ini, sid, (4, vu;)viep,n]):
* If (sid, par, vc, X, cu) is not stored:
— U uses crs.get to obtain the parameters par from

fgf;;'sset”p. To compute par, fgﬁ'sset“p runs

VC.Setup(1*, N).

— U initializes a counter cu < 0 and a vector x such
that x[i] = wvu; foralli € [1,N]. U runs ve <
VC.Commit(par, x) and stores (sid, par, ve, X, cu).

¢ Else:

— Usets cu' + cu+ 1, x" + xand v¢’ < wc. For
alli € [1, N] such that vu; # L, U computes vc’ <
VC.ComUpd(par, vc', i, x'[i], vu;) and xX'[1] < vu;.

— U replaces the stored tuple (sid, par, ve, X, cu) by (sid,
par,vc', x', cu').
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* U uses aut.send to send the message {(i, vu; )vie1,n7, cu’) to
R.

* If (sid, par, ve,x, cr) is stored and cu’ # cr + 1, R aborts.

/

* Forj = 1lrto N, if (sid, j, wj) is stored, R sets w <
w; and, for all i € [1, N] such that vu; # L, wi <

VC.WitUpd(par, w}, j, 4, [i], vu;). R replaces (sid, j, w;)
by (sid, j, w;).

* 'R performs the same operations as U to set or update a tuple
(sid, par, ve,x, cr).

* R outputs (ud.update.end, sid, (i, vu; )vic1,N])-
2. Oninput (ud.read.ini, sid, i, vr;, com;, open;, comr;, opent;):
* R parses com; as (com;, parcom, COM .Verify).
* R parses comr; as (comr,, parcom, COM.Verify).
* R aborts if COM . Verify is not a ppt algorithm.
* R abortsif 1 # COM.Verify(parcom, com/, i, open;).
* R abortsif 1 # COM.Verify(parcom, comry, vr;, openr;).

* R takes the stored tuple (sid, par, ve,x, cr) and aborts if
x[i] # vry.

* If (sid, i, w;) is not stored, R runs w; < VC.Prove(par, i,
x) and stores (sid, 7, w;).

The relation R is

R ={(wit, ins) :
1 = COM.Verify(parcom, com, i, open;) A
1 = COM.Verify(parcom, comr,, vr;, opent;) A
1 = VC.Verify(par, ve, vr;, i, w;) }

* R sets the witness wit <+ (wj, i, open;, vr;, openr;) and
the instance ins < (par, ve, parcom, com), comr}, cr). R
uses zk.prove to send wit and ins to FL..

* U receives ins = (par’,vc’, parcom, com., comry, cr)
R
from F 5.

* U takes the stored tuple (sid, par, vc,x, cu) and aborts if
cr # cu, or if par’ # par, orif ve' # vc.

* U sets the commitments com; <  (com], parcom,

COM.Verify) and comr; — (comry, parcom,
COM.Verify). (COM.Verify is part of the description
of R.)

* U outputs (ud.read.end, sid, com;, comr;).
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8.5 SECURITY ANALYSIS

Theorem 8.5.x Ilyp securely realizes Fup in the (.F(\Jllg'ssetu", FAUT,

ffK )-hybrid model if the NHV'C scheme is binding.

The proof of Theorem 8.5.1is described in Section A.3.

8.6 INSTANTIATION AND EFFICIENCY ANALYSIS

To instantiate ITyp, we use an NHVC scheme secure under the -DHE assump-
tion [69], as described in Section 2.7.2.1.

8.6.1 Commitment Scheme

‘We use the Pedersen commitment scheme [80] as described in Section 7.6.

8.6.2  Signature Scheme

We use the structure-preserving signature (SPS) scheme in [2], as described in
Section 7.6.

8.6.3 ZK Functionality
To instantiate F 2, we use the scheme in [24] as described in Section 2.8.8.1.

8.6.3.1  UC ZK Proof for the Read Relation

To instantiate .7:;}2 with the protocol in [24], we need to instantiate R, with our
chosen NHVC, commitment and signature schemes. Then we need to express R,
following the notation for UC ZK proofs described above.

In R, we need to prove that the position ¢ committed to in com; equals the posi-
tion opened in the NHVC wvc via the verification equation e(ve, §;) = e(w, §) -
e(g1, §e)*. In our NHVC scheme, « is secret, which makes the relation between
G; = ¢ and i not efficiently provable. To solve this problem, the public parame-
ters are extended with SPSs that bind g" with g;. Given the parameters par = (p,
G,G,Gyt,e,9,G,91, 01,90, G Ge425 - - - G20, M = Zp, R = Zp,), and the
key pair (sk, pk), fori € [1,/], (CJE{%.Setup computes sig; + Sign(sk, (g°, gi,
G')), where sid is the session identifier.

Let (U1, Uz, V, W1, Z) be the public key of the signature scheme. Let (R, S,
T) be a signature on (g™, §;, G*). Let (g, h) be the parameters of the Pedersen
commitment scheme. R involves proofs about secret bases, and we use the transfor-

mation described above for those proofs. The base A is also used to randomize secret
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bases in G, and another base h < G is added to randomize bases in G. Following
the notation in [24], we describe the proof as follows.

N i, open;, v, openri, Gi,w, R, S, T :

com; = g'h°P™ A comr; = RPN (8.1)
e(R,V)e(S, §)e(g*®, Wh)e(g, Z) "' = 1 A (8.2)
e(R,T)e(Ux, Gi)e(Uz §)'e(g,§) " =1 A (8.3)
e(ve, g:) " e(w, §)e(gr, 4r)" =1 (8.4)

Equation 8.1 proves knowledge of the openings of the Pedersen commitments
com; and comr;. Equation 8.2 and Equation 8.3 prove knowledge of a signature
(R, S, T)onamessage (g°™, g;, §'). Equation 8.4 proves that the value v in comr;
is equal to the value committed in the position ¢ of the vector commitment ve.

8.6.4 Efficiency Analysis

We analyse the storage, communication, and computation costs of our instantiation

of ITyp.

8.6.4.1 Storage Costs

R and U store a common reference string, whose size grows linearly with N.
Throughout protocol execution, R and U also store the last updated values of
ve and the committed vector. R stores the openings w;. In conclusion, the storage
costis linearin V.

8.6.4.2  Communication Costs

In the ud.update interface, U sends (4, vu; )vie[1,n) to R. The communication
cost is linear in the number of entries updated, except for the first update in which
all entries must be initialized. In the ud.read interface, R sends an instance and a ZK
proof to U. The size of the witness and of the instance is constant and independent
of N. Therefore, the communication cost of the proof is constant. In conclusion,
after the first update phase, the communication cost does not depend on V.

8.6.4.3 Computation Costs

In the ud.update interface, U/ and R update vc with cost linear in the number
of updates (except for the first update where all positions are initialized). R also
updates the stored openings w; with cost linear in the number of updates. In the
ud.read interface, if w; is not stored, R computes it with cost that grows linearly
with N. However, if w; is stored, the computation cost of the proof is constant and
independent of V.

We note that it is possible to defer opening updates to the ud.read interface,
so as to only update openings that are actually needed to compute ZK proofs.
Thanks to that, the computation cost in the ud.update interface is constant. In
the ud.read interface, if w; is stored but needs to be updated, the computation
cost grows linearly with the number of updates but is independent of N. The only
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INTERFACE N=100 N-=1000
First Update 0.6844 5.9952
Computation of vc or w; 0.0032 0.03787
1-entry update of vc or w;  0.0001 0.0001I
Read 0.7496 0.7545

Table 8.1: IIyp execution times in seconds (1024-bit key).

overhead introduced by deferring opening updates is the need to store the tuples
(4, vui )vie[1,n) sent by U.

In summary, after initializing vc and the openings w;, the communication and
computation costs are independent of IV, which makes our instantiation of Ilyp
practical for large databases.

8.6.5  Implementation and Efficiency Measurements

We have implemented our instantiation of Iyp in the Python programming lan-
guage, using the Charm cryptographic framework [4], on a computer equipped
with an Intel Core is-7300U CPU clocked at 2.60 GHz, and 8 gigabytes of RAM.
The BN256 curve was used for the pairing group setup.

To compute the UC ZK proofs for R, we use the compiler in [24]. The pub-
lic parameters of the proof system contain a public key of the Paillier encryption
scheme, the parameters for a multi-integer commitment scheme and the specifica-
tion of a DSA group. (We refer the reader to [24] for a description of how these
primitives are used in the compiler.) The cost of a proof depends on the number
of elements in the witness and of the number of equations composed by Boolean
AND:s. The computation cost for the prover of a Y-protocol for R involves one
evaluation of each of the equations and one multiplication per value in the witness.
The compiler in [24] extends a ¥-protocol and requires, additionally, a computa-
tion of a multi-integer commitment that commits to the values in the witness, an
evaluation of a Paillier encryption for each of the values in the witness, a ¥-protocol
to prove that the commitment and the encryptions are correctly generated, and 3
exponentiations in the DSA group. The computation cost for the verifier, as well as
the communication cost, also depends on the number of values in the witness and
on the number of equations. Therefore, as the number of values in the witness and
of equations is independent of N in our proof for relation R, the computation
and communication costs of our proof do not depend on N .

Tables 8.1 and 8.2 list the execution times of the update and read interfaces of
the protocol, in seconds. The execution times of the interfaces of the protocol have
been evaluated against the size N of the database, and against the security parameter
of the Paillier encryption algorithm.

In a first update, the public parameters of all the building blocks are computed,
and the database is set up by computing ve. In the second row of Tables 8.1 and
8.2, we show the cost of just computing vc, which is virtually the same as that of
computing an opening w;. The computation time of vc and wj is very small. In a 1-
entry update, one database entry is modified and vc is updated. The cost of updating
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INTERFACE N=100 N-=1000
Interface N =100 N =1000
First update 0.7940 6.0822
Computation of vc or w;  0.0032 0.03787
1-entry update of vc or w;  0.0001 0.0001I
Read 3.894s 3.5911

Table 8.2: Ilyp execution times in seconds (2048-bit key).

an opening wj is virtually the same. As can be seen, the cost of the first update grows
linearly with the size IV of the database, as does the cost of setting up vc or wj,
whereas the cost of updating vc or w; is very small and independent of N. The
execution times for the read interface depend greatly upon the security parameters
for the Paillier encryption scheme. However, the execution time is independent of
the database size V.

8.7 VARIANTS

* It is straightforward to modify the ud.read interface of Fyp to allow R
to read a tuple (7, vry, com;, open;, comr;, opent;)vics (S C [1, N]) of
database entries simultaneously. This variant of Fyp allows us to reduce
communication rounds when a party in a protocol that uses Fyp needs to
read more than one value simultaneously, e.g. a buyer that purchases several
items at once and reads the prices of those items from the database.

* Fup canalso be modified to store adatabase DB of the form [, v75 1, . . ., U7 ],
i.e.,adatabase where a tuple of values is stored in each entry. In the ud.update
interface, U sends (i, vu; 1, . . . ,Uui,m)WE[LN], and each value vu; j (j €
[1,m]) can be updated or not independently of other values in the same
entry. In the ud.read interface, R sends (¢, vr1,. .., 07 ) along with
commitments and openings to the position and values, i.c., all the values in
an entry are read. The position j € [1, m] of each value v7; ; is not hidden
from U. This variant of Fyp is useful for protocols where a party needs to
read a tuple of values and prove that they are stored in the same entry and
that each vr; j is stored at a certain position j within the entry, e.g. a user
that consumes some utility and reads a pricing function that is represented
by a tuple of values.

* Fup can also be modified to interact with two parties such that both of them
can read and update the database, or such that a party reads and updates and
the other party receives read and update operations.

8.8 APPLICATIONS

Consider the following relation R':

R' ={(wit, ins) : [i,v] € DB A 1 =pred;(i) A 1= pred,(v)}



8.8 APPLICATIONS

where the witness is wit = (i, v) and the instance is ins = DB. pred,; and pred,,
represent predicates that ¢ and v must fulfil, e.g., predicates that require % and v to
belong to a range or set of values.

We would like to construct a ZK protocol for R’ that separates each of the
equations of R’. We show how this protocol is constructed by using Fyp and
Jic as building blocks, along with the functionalities ]:é%f( and ]:é%ﬁ

1. On input DB, the verifier uses the ud.update interface to send DB to Fyp,
which sends DB to the prover.

2. Oninput (¢, v), the prover checks if [i, v] € DB.

3. The prover runs the com.setup interface of Fnyc. The prover uses the
com.commit interface of FNic on input 7 to obtain a commitment com;
with opening open;;. Similarly, the prover obtains from Fnyc a commitment
com,, to v with opening open,,.

4. The prover uses ud.read to send (4, v, com;, open;, com,,, openy,) to Fup.
JFup sends com; and com,, to the verifier.

5. The verifier runs the com.setup interface of Fnic. The verifier uses the
com.validate interface of Fnic to validate the commitments com; and
com,,. Then the verifier stores com; and com,, and sends a message to the
prover to acknowledge receipt of the commitments.

6. The prover parses the commitment com;; as (com/,, parcom, COM .Verify).
The prover sets the witness wit < (i, open;) and the instance ins <
(parcom, com). The prover uses the zk.prove interface to send wit and
ins to fé{é, where R; is

R; = {(wit, ins) : 1 = COM.Verify(parcom, com;, i, open;) A

7. The verifier receives ins from ]:é%f{ The verifier checks if the commitment in
ins is equal to the stored commitment com;. If they are equal, the binding
property guaranteed by Fnic ensures that Fyp and fé%( have also received
the same position ¢ as input.

8. The last two steps are replicated to prove that v fulfils 1 = pred, (v) by
using é%fé
We believe that a modular design has two main advantages: firstly, it allows for
simpler security analysis. A security proof of a protocol described in the hybrid
model is much simpler than a proof that requires reductions to the security proper-
ties of different cryptographic primitives. Moreover, each of the building blocks
realizes a simpler task and thus requires a simpler protocol with a less involved secu-
rity analysis. Secondly, it facilitates the study in isolation of how to create efficient
and secure ZK data structures. Namely, different constructions for Fuyp can easily
be compared in terms of security and efficiency.
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APPLICATIONS TO POT. The Priced Oblivious Transfer (POT) protocols
in [18, 85] are based on previously proposed Oblivious Transfer (OT) protocols.
However, they do not use OT as a building block. Instead, the OT protocol is
modified ad-hoc to create the POT protocol, and its security has to be reanalysed
when analysing the security of the POT protocol.

JuDp can be used to design a POT protocol modularly. The database DB consists
of entries (¢, p;], where p; is the price to be paid for message m;. To purchase m;,
the buyer uses the ud.read interface of Fyp to read the entry [7, p;]. The provider
receives the commitments ¢; to ¢ and cr; to p;. cr; is used as input to a functionality
fﬁz where the buyer proves that he subtracts the price p; from his account. ¢; is
used as input to a functionality for oblivious transfer (modified to receive committed
inputs as described in [20]) to allow the buyer to retrieve m;.

Therefore, Fup allows for the design of a POT protocol that uses a functionality
for OT as building block. Thanks to that, the POT protocol can be instantiated with
multiple OT schemes and their security does not need to be reanalysed. Moreover,
Fup allows the provider to update prices at any time.

APPLICATIONS TO PPB. In the Privacy Preserving Billing (PPB) protocols
in [83, 84], a meter reading comprises a consumption ¢ and the time interval 7 of
consumption. A tariff policy associates a different function p = f;(c) to each time
interval (and possibly to each consumption interval). Fuyp can be used to design a
PPB protocol modularly, where the database DB consists of entries [4, f;]. The PPB
protocol works as follows:

* The meter outputs a signed meter reading (¢, 7).

* The user reads [4, f;] via Fup, and the provider receives commitments ¢; to
iand cr; to f;.

* ¢; is used as input to a functionality .7:;2 to prove that i equals the value
signed in the meter reading.

* cry is used as input to a functionality F o to prove thatp = f;(c).

If f; is represented by a tuple of values (e.g. the coefficients of a polynomial) the
variant of Fyp for databases of the form [i, vr; 1, . .., 0T 5| should be used. If
the formula f; also changes with the consumption interval, the database can also
store the minimum and maximum values of the consumption interval to allow the
user to prove that she uses the right formula. Using Fyp allows for the design of
PPB protocols modularly and allows the provider to modify the pricing policies
efficiently and at any time.
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Joint work with Alfredo Rial. This primitive was published in a paper presented at
the 25th Australasian Conference on Information Security and Privacy in 2020 [39].
The primitive finds use as a building block in the protocol in Chapter 12. Reproduced
with permission from Springer Nature.

We define UUD as a task between multiple readers Ry, and an updater U. U
sets a database DB and may update it at any time during protocol execution. DB
consists of N entries of the form [i, v; 1, . . . , vj, 1], where 7 identifies the database
entry and (v; 1, . .., v; 1) are the values stored in this entry. Any Ry, and U know
the content of DB. A reader R}, can read DB by computing a zero-knowledge (ZK)
proof of knowledge of an entry [4, v; 1, . . . , vj,1]. Fuup hides from ¢/ which entry
was read but ensures that it is not possible to falsely prove that an entry is stored in
DB. Fuup allows R, to remain pseudonymous and unlinkable when reading DB.

JFuuD stores counters cry, for Ry, and a counter cu for U. These counters are
used to check that R, has the last version of DB. When U sends an update, cu is
incremented. When R, receives DB, Fyup sets ¢ry < cu. When Ry, reads DB,
JFuup checks that ¢ry. = cu, which ensures that R, and U have the same DB.

91 OPERATIONS

UPDATE. During an #pdate operation, U updates an entry in a database DB.

READ. Duringa read operation, Ry, proves knowledge of an entry in the database,
whilst hiding the entry being read, its position, and the identity of R}, from
U.

9.2 SECURITY PROPERTIES

UNLINKABILITY. JFyup reveals tof a pseudonym P rather than the identifier
Ry Ry, can choose different random pseudonyms so that read operations
are unlinkable.

ZERO-KNOWLEDGE. A read operation does not reveal the database entry read

told.

UNFORGEABILITY. R} cannot read an entry if that entry was not stored in DB
by U.
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9.3 IDEAL FUNCTIONALITY

Figure 9.1: Ideal Functionality Fyup

Juunp is parameterized by a universe of pseudonyms Uy, a universe of values

U, and by a database size N.
1. On input (uud.update.ini, sid, (i, vi 1, - - -, Vi L)vieq,n]) from
U:
* Abortif sid ¢ (U, sid’).
* Foralli € [1, N]and j € [1, L], abortif v; ; ¢ U,.
* If (sid, DB, cu) is not stored:
— Foralli € [1, N]and j € [1, L}, abortif v; j = L.

— Set DB « (i, Vilye - Ui,L)Vie[l,N] and cu < 0and
store (sid, DB, cu).

* Else:
— Foralli € [1, N]and j € [1, L], if v; ; # L, update DB

by storing v; ; at position j of entry i.

— Increment cu and update DB and cu in (sid, DB, cu).
* Create a fresh ¢id and store qid.
* Send (uud.update.sim, sid, gid, (i, vi 1, - - -, Vi,L)vie[1,n])

to S.
S. Oninput (uud.update.rep, sid, ¢gid) from S:

* Abortif gid is not stored.
* Delete gid.
* Send (uud.update.end, sid) toU.

2. Oninput (uud.getdb.ini, sid) from Ry:
* Create a fresh gid and store (qid, Ry).
* Send (uud.getdb.sim, sid, gid) to S.
S. Oninput (uud.getdb.rep, sid, gid) from S:

e Abortif (qid’, Ry) such that gid’ = gid is not stored.
If (sid, DB, cu) is not stored, set DB «— L.

* Else, set cry, < cu, store (Ry, DB, cry) and delete any previ-
ous tuple (Ry, DB, cr}).

* Delete (gid, Ry,).
* Send (uud.getdb.end, sid, DB) to Ry.

3. On input (uud.read.ini, sid, P, (i, com;, open;, (v; j, com; j,
open; ;)vjen,r))) from Ry:
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Abortif P ¢ U, orif [i,v1,...,v;, 1] ¢ DB, orif (R,
DB, cry) is not stored.

* Parse the commitment com; as (com], parcom,

COM . Verify).
Abortif 1 # COM.Verify(parcom, com!, i, open;).
Forallj € [1, L]:

— Parse the commitment com; ; as (com; ;, parcom,

COM . Verify).
— Abort if 1 #  COM.Verify(parcom, com; ;, vij,
open; ;).
* Create a fresh ¢id and store (qid, P, (com;,
<007niJ>Vje[L14)aCTk)-
* Send (uud.read.sim, sid, qid, (com;, (com; j)vje[1,z])) to
S.
S. Oninput (uud.read.rep, sid, qid) from S:

* Abort if (gid’, P, (com;, (comi j)vjepn,i)); €r};) such that
qid" = qid is not stored or if ¢}, # cu, where cu s in (sid,
DB, cu).

* Delete the record (gid, P, (comq, (com; j)vjcp,1]), €T%)-

* Send (uud.read.end, sid, P, (com;, (com; j)vje(1,1])) tO
U.

9.4 CONSTRUCTION

‘We describe a construction IIyyp for Fyup. Ilyup is based on subvector com-
mitments (SVC) [64] (see Section 2.7.3), which we extend with a UC ZK proof of
knowledge of a subvector. An SVC scheme allows us to compute a commitment
sve to a vector X = (x[1], ..., X[N]). svc can be opened to a subvector x; =
(x[i1], ..., x[in]), where I = {i1,...,i,} C [1, N]. Thesize of the opening wy
is independent of N and of |I|. SVC were recently proposed as an improvement
of vector commitments [32, 69], where the size of wy is independent of N but
dependent on |I]. In Section 2.7.3, we extend the definition of SVC in [64] to
include algorithms to update commitments and openings when part of the vector
is updated.

ITyup works as follows: U uses a bulletin board BB to publish the database
DB and any Ry, obtains DB from BB. A BB ensures that all readers obtain the
same version of DB, which we need to guarantee unlinkability. Both ¢/ and any
Ry, map a DB with NV entries of the form [7, vj 1, . . ., v; 1] to a vector X of length
N x Lsuch thatx[(i — 1)L + j] = v; jforalli € [1, N]and j € [1, L], and
they compute a commitment svc to X. To update a database entry, i updates BB,
and U and any R}, update svc. Therefore, updates do not need any revocation
mechanism. To prove in ZK that an entry [7, v; 1, . . . , v; 1] isin DB, Ry, computes
an opening wy forI = {(i —1)L+1,...,(i—1)L+ L} and uses it to compute a
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ZK proof of knowledge of the subvector (x[(: — 1)L +1],...,x[(i — 1)L+ L]).
This proof guarantees that I is the correct set for index ¢.
We describe in more detail each of the interfaces of IIyp:

1. In the uud.update interface, U uses Fgp (see Section 2.8.7) to publish
the DB and to update it. When DB is published for the first time, ¢/ runs
SVC.Commit to commit to DB. The functionality fé\}/{g'setw (see Sec-
tion 2.8.1) for a common reference string is used to compute the param-
eters of the SVC scheme. When DB is updated, I/ updates svc by using

SVC.ComUpd.

2. In the uud.getdb interface, any R, retrieves DB and its subsequent updates
through Fg. Ry, follows the same steps as U to compute and update svc.
Additionally, if Ry, already stores openings w;, Ry, runs SVC.OpenUpd to
update them.

3. In the uud.read interface, Ry, uses ]:é%K (see Section 2..8.8) to prove that the
commitments (com;, {€om; j)vje,r)) commit to an entry 4 and values
Vi1, ..,V such thatx[(¢ — 1)L + j] = v; j forall j € [1, L], where
x is the vector committed to in svc. R requires proving knowledge of an
opening wy fortheset I = {(i —1)L+1,...,(i — 1)L+ L} of positions
where the values for the database entry 7 are stored. Ry, runs SVC.Open to
compute wy if it is not stored. R also requires a proof to associate ¢ with I,
which we denote by I = f (i), where f is a function that on input 7 outputs
theindices I = {(¢ —1)L+1,...,(i — 1)L+ L}.

Figure 9.2: Construction ITyup

N denotes the database size and L the size of any entry. The function f (i) =
((i—1)L+1,...,(i—1)L+ L) mapsi € [1, N] toaset of indices where
the database entry i is stored. The universe of values U, is given by the
message space of the SVC scheme.

1. On input (uud.update.ini, sid, (4, vi1, - - - , Ui, L)vie[1,N]), U does
the following:

* If (sid, par, svc, X, cu) is not stored:

— U uses crs.get to obtain the parameters par from

SVC.Setu SVC.Setu
FCRs P. To compute par, FCRs P runs

SVC.Setup(1*, N x L).

— U initializes a counter cu <— 0 and a vector x such that
x[(1 — 1)L+ j] = v foralli € [1, N]and j € [1, L].
U runs sve < SVC.Commit(par, x) and stores (sid,
par, Sve, X, cu).

¢ FElse:

— Usets cu' + cu+1,x" < xand svc’ + svc.Foralli €
[1,N]and j € [1, L] such that v; ; # L, U computes
svc’ <= SVC.ComUpd(par, svc’,x, (i—1)L+j, v; ;)
and sets X'[(i — 1)L + j] < v; ;.
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— U replaces the stored tuple (sid, par, sve,x, cu) by
(sid, par, svc’ ,x', cu’).

* U uses the bb.write interface to append (%, v;1,...,
Vi, L)vie[1,N] to the bulletin board.

* U outputs (uud.update.end, sid).

2. Oninput (uud.getdb.ini, sid), R}, does the following:

3.

On

* If (sid, par, svc, X, cry) is not stored, Ry, obtains par from

V . o o.0 5l
}—(SJRg SEtUP 2nd initializes a counter crp <+ 0.

* R} increments cry and uses the bb.getbb interface to read
the message (4, v; 1, - - - , Vi, L)vie[1,n] Stored at position cry,
in the bulletin board. R, continues incrementing the counter
and reading the bulletin board until the returned message is L.

Ry, sets a tuple (4, v 1, .. ., Ui,L)\ﬁe[l,N]: such that v; ; (for
i € [1,N]and j € [1,L]) is the most recent update for
position j of the database entry 7 received from the bulletin
board. If (sid, par, sve,x, cry,) is not stored, (4, v 1, ...,
Vi, L)vie[1,n] contains the current database to be used to set
X, otherwise it contains the update that needs to be performed
on X.

* Fori = 1to N, if (sid, i, wy) is stored, Ry sets X' < x and
w; < wr and, forallé € [1,N]and j € [1, L] such that
v;.; # L, wy <= SVC.OpenUpd(par, wy,x', I, (i — 1)L +
Jsvij) and X'[(¢ — 1)L + j] = v; ;. Ry, replaces (sid, i, wr)
by (sid, i, wy).

* Ry, performs the same operations as U to set or update svc
and x, and stores a tuple (sid, par, sve, x, cry,).

* R outputs (uud.getdb.end, sid, x).

input (uud.read.ini, sid, P, (i, com;, open;, (v; j, com; ;,

Openi,j>Vj€[1,L])):

* Ry parses com; as (com;, parcom, COM.Verify).
* Ry abortsif 1 # COM.Verify(parcom, com!, i, open;).
* Forallj € [1, L]

/

— Ry, parses the commitment com;; ; as (com% i

COM . Verify).
— Ry aborts if 1 # COM.Verify(parcom, com ;, vij,
openm-).
* Ry takes the stored tuple (sid, par, svc, x, cry) and aborts
if, forany j € [1, L], x[(¢ — 1)L + j] # v; ;.

If (sid, i, wr) is not stored, Ry, computes I < f (), runs wy
+ SVC.Open(par, I,x) and stores (sid, i, wy).

parcom,
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The relation R is

R ={(wit, ins) :
1 = COM.Verify(parcom, com, i, open;) A
(1 = COM.Verify(parcom, com ;, v; j, open; ;))wjcp,) A
1 = SVC.Verify(par, svc, (vi j)vjen,o), L, wr) N I = f(i)}

* Ry sets the witness wit <«  (wy,I,i, open;, (v, j,
open; ;)vjen,r)) and the instance ins <«  (par, svc,
parcom, com;, {com; ;)vje(1,z], €Tk)- R uses zk.prove to
send wit, ins and P to ]-%{K.

* U receives P and ins = (par’, svc, parcom, com;,
(com; ;)vjep,z)» crk) from FL..

* U takes the stored tuple (sid, par, svc, X, cu) and aborts if
cry # cu, orif par’ # par, or if svc’ # svc.

* U sets com; < (com,parcom,COM.Verify) and
sets (com;j < (comj ;, parcom, COM.Verify))y e, 1)-
(COM . Verify is in the description of R.)

U outputs (uud.read.end, sid, P, (com;,
<00mi,j>\7je[1,L]))-

9.5 SECURITY ANALYSIS

Theorem 9.5.1 Ilyup securely realizes Fuup in the (fé\ég'setu‘), FBB,
FL )-hybrid model if the SVC scheme is binding.

The proof of Theorem 9.5.1is described in Section A.4.

9.6 INSTANTIATION AND EFFICIENCY ANALYSIS
‘We describe an instantiation of IIyyp that uses the SVC scheme in Section 2.7.3,

the Pedersen commitment scheme [80], the signature scheme in [2] and the UC
ZK proof protocol in [24].

9.6.1  Commitment Scheme

We use the Pedersen commitment scheme [80] as described in Section 7.6.

9.6.2  Signature Scheme

We use the structure-preserving signature (SPS) scheme in [2], as described in
Section 7.6.
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9.6.3 ZK Functionality
To instantiate fé?'K, we use the scheme in [24] as described in Section 2.8.8.1.

9.6.3.1  UC ZK Proof for the Read Relation

To instantiate fé{K with the protocol in [24], we need to instantiate R with our
chosen SVC and commitment schemes. Then we need to express R following the
notation for UC ZK proofs described above.

In R, we need to prove that [ = f(i) = {(i — 1)L+ 1,...,(: — 1)L +
L}, ie., we need to prove that the set I of positions opened contains the po-
sitions where the database entry i is stored. To prove this statement, the pub-
lic parameters of the SVC scheme are extended with SPSs that bind ¢° with
(9(—1)L+15 Gli—1) L+15 - - = » Yi—1) L+L> I(i—1) L+ L)> i€, © is bound with the bases
of the positions in I. Given the parameters par < (p,G, G, Gy e, 9,4, {9,
Gi Yvie, s 1 hii bvisire(1,0,iir )> we create the key pair (sk, pk) < KeyGen((p,
G,G,Gy, e, 9,§), L+1, L+1) and, fori € [1, /], we compute sig; — Sign(sk,
(G L4155 G0 L4 Ls 95 Gl—1) L4 15 - -+ G(i—1) L+ 1> §°4)), where sid is
the session identifier. We remark that these signatures do not need to be updated
when the database is updated.

Let (Ui,...,Ur41,V,Wh,...,Wr41,Z) be the public key of the signa-
ture scheme. Let (R, S,T) be a signature on (g(—1)r41,- - - 9(i—1)[+L>» q’,
GG=1)L+15 -+ G(i—1) L+ L G%). Let (g, h) be the parameters of the Pedersen
commitment scheme. R involves proofs about secret bases, and we use the transfor-
mation described above for those proofs. The base A is also used to randomize secret
bases in G, and another base h + G is added to randomize bases in G. Following
the notation in [24], we describe the proof as follows.

A i? open;, <v’i,j7 Openi,]ﬁ g(’ifl)lri’j? g(’i*l)LJrj)VjE[l,L}? wr, R7 Sv T

com; = g'hoP™M A (comi ;= " RPN )yien 1) A (91)
e(B.V)e(S,9)( ] elga-ynrs Wilelg, Wiga)'elg, Z2)~" =1 A
JelL, L]

(92)

e(RT)( ] e, du—1yre))eUner, 7 )e(g, )" =1 A
JELL]
(93)
ve . B

€ Vi , H Ji-y+j | = ewr, 9) (9:4)

[ien,n 9624 €L

Equation 9.1 proves knowledge of the openings of the Pedersen commitments
com; and (com; ;)vje,z)- Equation 9.2 and Equation 9.3 prove knowledge of a

signature (12, S, T') on a message (g(i—l)L+1> o3 9Gi—1)L+L> 9% G(i—1)L+1s -+ -

G(i—1)L+ L gNSid). Equation 9.4 proves that the values <vi7j >Vj€[1,L} in <com;’j>vj€[17”

are equal to the values committed in the positions I = f(i) = {(: — 1)L +
1,...,(: = 1)L + L} of the vector commitment vc.

When a range of indices [inin, imaz] always stores (i.e., even after database
updates) the same tuple [v; 1, . . ., vj 1], we can improve storage efficiency as fol-
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lows: we compute signatures on tuples (g('—1) 1415 - - - » J(i'—1) L+L> gimin | glmas
GG =1Lt 1> -+ > G —1) L+ Lo §%'@) that bind all the indices in [i,in, imaz] With the
bases for the positions where the tuple is stored. (¢’ is used to denote the position
in the SVC where the tuple is stored.) Then, in the UC ZK proof for R, we add a
range proof to prove that i € [ipin, imagz), Where 7 is committed to in com), to
prove that we are opening the right subvector for 7.

9.6.4  Efficiency Analysis

We analyse the storage, communication, and computation costs of our instantiation
of Ilyup.

9.6.4.1  Storage Costs

Any Ry, and U store the common reference string, whose size grows quadratically
with N. Throughout protocol execution, Ry and U also store the last updated
values of vc and the committed vector. Ry, stores the openings wy. In conclusion,
the storage cost is quadraticin N x L.

9.6.4.2  Communication Costs

In the uud.update interface, U sends the tuples (i, vi 1, - - - , Vi, L)vie[1,n]» which
are retrieved by Ry, in the uud.getdb interface. The communication cost is linear in
the number of entries updated, except for the first update in which all entries must
be initialized. In the uud.read interface, R, sends an instance and a ZK proof to .
The size of the witness and of the instance grows linearly with L but is independent
of N.In conclusion, after the first update phase, the communication cost does not

depend on N.

9.6.4.3  Computation Costs

In the uud.update and uud.getdb interfaces, f and Ry, update vc with cost linear
in the number ¢ of updates, except for the first update where all positions are
initialized. R}, also updates the stored openings wy with cost linear in ¢ x L. In
the uud.read interface, if wy is not stored, R, computes it with cost that grows
linearly with N' x L. However, if wy is stored, the computation cost of the proof
grows linearly with L but is independent of V.

It is possible to defer opening updates to the uud.read interface, so as to only
update openings that are actually needed to compute ZK proofs. Thanks to that, the
computation cost in the uud.getdb interface is independent of N. In the uud.read
interface, if wy is stored but needs to be updated, the computation cost grows
linearly with ¢ x L, but it is independent of N. The only overhead introduced by
deferring opening updates is the need to store the tuples (7, vi 1, - - - , Vi, L)vie[1,N]-

In summary, after initialization of vc and the openings wy, the communication
and computation costs are independent of IV, so in terms of communication and
computation our instantiation of IIyyp is practical for large databases.
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INTEREFACE N=s0o N=100 N=100 N=150 N=20 N =200

L=10 L=y L=15 L=10 L=y L=15
Setup 61.35 61.37 553.71 554.52 249.61 2205.72
Update 0.000I  0.0002  0.000I  0.000I  0.0002 0.000I
Getdb 0.0004 0.0004 0.0006 0.0004 0.0003  0.0004
Computation of vc 0.0371  0.0350 0.1093 0.1035 0.0707 0.2145
One value update of ve L59e-05 L59e-05  L7Ie-05 1.99e-05 L69€-05  L.59€-05
Computation of wy 0.3491 0.1753 15659 1.0485 0.3513 3.1330
One value update of wy 0.0002  0.000I  0.0003  0.0002  0.000I 0.0003
Read proof (1024-bitkey)  3.6737 2.1903 4.9621 3.6811 21164 5.0268
Read proof (2048-bitkey) 16.6220 10.6786 252909  16.8730 9.8916 23.4896

Table 9.1: IIyyp execution times in seconds.

9.6.5  Implementation and Efficiency Measurements

We have implemented our instantiation of IIyyp in the Python programming
language, using the Charm cryptographic framework [4], on a computer equipped
with an Intel Core is-7300U CPU clocked at 2.60 GHz, and 8 gigabytes of RAM.
The BN256 curve was used for the pairing group setup.

To compute UC ZK proofs for Ry, we use the compiler in [24]. The public pa-
rameters of the proof system contain a public key of the Paillier encryption scheme,
the parameters for a multi-integer commitment scheme, and the specification of a
DSA group. (We refer the reader to [24] for a description of how these primitives
are used in the compiler.) The cost of a proof depends on the number of elements in
the witness and on the number of equations. The computation cost for the prover
of a ¥-protocol for Ry, involves one evaluation of each of the equations and one
multiplication per value in the witness. The compiler in [24] extends a ¥-protocol
and requires, additionally, a computation of a multi-integer commitment that com-
mits to the values in the witness, an evaluation of a Paillier encryption for each
of the values in the witness, a ¥-protocol to prove that the commitment and the
encryptions are correctly generated, and 3 exponentiations in the DSA group. The
computation cost for the verifier, as well as the communication cost, also depends
on the number of values in the witness, and on the number of equations. Therefore,
as the number of values in the witness and the number of equations is independent
of N in our proof for relation R, the computation and communication costs of
our proof do not depend on N.

Table 9.1 lists the execution times of the uud.update and uud.getdb interfaces,
the computation costs for read proofs, and the costs for computing and updating wy
and vc, in our implementation, in seconds. The execution times of the interfaces
of the protocol have been evaluated against the size N of the database, and the
size of each entry L of the database. In the setup phase, the public parameters of
all the building blocks are computed, and the database is set up by computing
ve. In the second and third rows of Table 9.1, we depict the execution times for
the uud.update and uud.getdb interfaces for the updater ¢/, and a reader Ry,
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respectively, after the update of a single value in an entry of the database. In the
fourth row of Table 9.1, we show the cost of computing vc, and as can be seen from
these values, the computation times for vc depend on the total number of values
N x L in the database. However, the cost of updating vc is very small, and linear
in the number ¢ of updates, and this in turn results in small computation costs
for the uud.update interface, independent of N. The cost of computation of wy
also depends on the total number of values N X L in the database, while the cost
of updating wy is linear in ¢t X L, and thus the execution times for the uud.getdb
interface (which involves the updates of stored witnesses, in addition to the update
of vc as in the case of the uud.update interface) are also small.

In the last two rows of Table 9.1, we show the computation costs for a read
proof. These values have been evaluated against varying key lengths for the Paillier
encryption scheme used in the proof system in our instantiation of Ilyyp. The
execution times for the read interface depend greatly upon the security parameters
of the Paillier encryption scheme, and increase linearly with the entry size of the
database L. However, the execution times are independent of the database size V.

9.7 VARIANTS

* Itis straightforward to modify the uud.read interface to allow R, to read
several database entries simultaneously. This variant allows us to reduce
communication rounds when R, needs to read more than one entry simul-
taneously.

* Fuup can also be modified to interact with two parties such that both of
them can read and update the database, or such that a party reads and updates
and the other party receives read and update operations.



SUMMARY

Table 10.1 provides an overview of the data structures set out in this thesis, the
security properties they guarantee, and the operations they support. The notation
proposed in Part IV can be used to produce specifications of these data structures
and the statements to be proved during the course of execution of their operations,
and the SZK compiler described in Part IV can be used to produce an implementa-
tion of the data structure and proof functionalities in question, on receiving the
specification as input.

SECURITY PROPERTY CD UCD NICD UUHD UD UuUD

Zero Knowledge v v v’ v’ v Vv
Binding vV v’

Unlinkability v’ v’ v’
Consistency v’

Hiding v’

Unforgeability v’ vV
OPERATIONS

Read v Vv v’ v’ v v
Write v Vv v’

Update v’ v Vv

Table 10.1: An overview of our data structures and the security properties they provide.

Part IIT exemplifies the possibility of using these data structures for real world
applications by describing several privacy preserving protocols that use them as

building blocks.

93






Part III
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STATEFUL ZERO-KNOWLEDGE PROTOCOLS

We describe privacy preserving protocols that use the Stateful Zero
Knowledge (SZK) data structures from Part II as building blocks.






PRICED OBLIVIOUS TRANSFER WITH STATISTICS
AND DYNAMIC PRICING

Joint work with Maria Dubovitskaya and Alfredo Rial. This protocol was published

in a paper presented at INDOCRYPT in zo19 [35]. This protocol makes use of the
functionalities Fop and Fup from Chapter 4 and Chapter § respectively. Repro-
duced with permission from Springer Nature.

II.1 INTRODUCTION

A POT [3] protocol is a cryptographic protocol between a seller or vendor V and a
buyer B that can be used to protect privacy in e-commerce applications. V sells N
items (represented as messages) (m,,)Y_; with prices (p,)2_; assigned to them.
At any transfer phase, B3 chooses an index o € [1, N] and purchases the message
Mg Security for B ensures that V does not learn the index o or the price p, paid by
B. Security for V ensures that B pays the correct price p, for the message m, and
that B does not learn any information about the messages that are not purchased.

Typically, POT schemes use a prepaid mechanism [3, 10, 18, 82, 85, 86]. B makes
an initial deposit dep to V, revealing the amount dep to V. B and V can use an
existing payment mechanism of their choice to carry out this transaction. After the
deposit phase, when B purchases a message 1, the price p, is subtracted from the
deposit, but the POT protocol ensures that:

1. V does not learn the new value dep’ = dep — p, of the deposit, and,

2. dep’ > 0.

LACK OF MODULAR DESIGN. POT schemes [3, 10, 18, 82, 85, 86] have so far
been built by extending an existing OT scheme. OT is a protocol between a sender €
and a receiver R. £ inputs N messages (m,,)2_; . At each transfer phase, R obtains
the message m, for her choice o € [1, N|. £ does not learn o, while R does not
learn any information about other messages.

In OT schemes that have been used to build POT schemes, the interaction between
& and R consists of an initialization phase followed by several transfer phases. In the
initialization phase, £ encrypts messages {m,,)\_; and sends the list of ciphertexts
to R. In each transfer phase, R, on input o, computes a blinded request for £. £
sends a response that allows R to decrypt the ciphertext that encrypts m,,.

Roughly speaking, to constructa POT scheme from an OT scheme, the OT scheme
is typically extended as follows: first, in the initialization phase, the computation
of the ciphertexts is modified in order to bind them to the prices of the encrypted
messages, e.g. by using a signature scheme. Second, a deposit phase, where B sends
an initial deposit to V, is added. As a result of this deposit phase, } and BB output
a commitment or encryption to the deposit dep. Third, in each transfer phase,
the request computed in the OT scheme is extended by B in order to send to V an
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encryption or commitment to the new value dep’ of the deposit and to prove to V
(e.g. by using a zero-knowledge proof) that dep’ = dep — p, and that dep” > 0.

The main drawback of the design of existing POT schemes is a lack of modularity.
Though each POT scheme is based on an underlying OT scheme, the latter is not used
as a black-box building block. Instead, every OT scheme is modified and extended
ad-hoc to create the POT scheme, blurring the line between the components that
were present in the original OT scheme and the components which were added to
create the POT scheme.

This lack of modularity results in two disadvantages: first, existing POT schemes
cannot easily be modified to use another OT scheme as a building block, for example,
amore efficient one. Second, every time a new POT scheme is designed, the proofs
need to be built from scratch. This means that the security of the underlying OT
scheme will be reanalysed instead of relying on its security guarantees. This is error-
prone.

LACK OF PURCHASE STATISTICS. POT schemes [3, 10, 18, 82, 85, 86] ef-
fectively prevent V from learning what messages are purchased by B. Although
this is a nice privacy feature for BB, customer and sales management becomes more
difficult for V. For example, V is not able to learn which items are in more demand
by buyers and which ones sell poorly. As another example, VV cannot use marketing
techniques like offering discounts that depend on the previous purchases of a buyer.
It would be desirable that, whilst protecting the privacy of each individual purchase,
V could obtain aggregate statistics about B’s purchases.

LACK OF DYNAMIC PRICING. In existing POT schemes [3, 10, 18, 82, 8,
86], the price of a message is static, i.e. each message is associated with a price in
the initialization phase and that price cannot change afterwards. In practical e-
commerce settings, this is undesirable because sellers would like to be able to change
the price of a product easily. However, modifying existing POT schemes to allow
sellers to change the prices of messages at any time throughout protocol execution
is not straightforward and would require rerunning the initialization phase.

11.1.1 Our Contribution

FUNCTIONALITY FpoTs. We use the Universal Composability (UC) frame-
work [29] to describe an ideal functionality FpoTs for priced oblivious transfer
with purchase statistics and dynamic pricing. We modify a standard POT function-
ality to enable aggregate statistics and dynamic pricing.

Existing functionalities for POT [18, 85] consist of three interfaces: an initialization
interface where V sends the messages (my,)"_, and the prices (p,)_; to the
functionality; a deposit interface where BB sends a deposit dep to the functionality,
which reveals dep to V; and a transfer interface where B sends an index o € [1, N]
to the functionality and receives the message m,, from the functionality if the
current deposit is higher than the price of the message. The functionality stores the
updated value of the deposit.

Our functionality FpoTs modifies the initialization interface so that V only
inputs the messages (m,,)"\_,. Additionally, this interface can be invoked multiple
times to send different tuples (m,,)V_; of messages, where each tuple is associated
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with a unique epoch identifier ep. The idea is that messages of different epochs
but with the same message index correspond to the same type or category of items.
(This happens, e.g. when using POT to construct a conditional access system for pay-
TV [10].) FpoTs also modifies the transfer interface in order to store the number
of times B purchases items of each of the types or categories.

Moreover, Fpors adds three new interfaces: a “setup price” interface where
V inputs the prices, an “update price” interface where V modifies the price of a
message, and a “reveal statistic” interface where FpoTsg reveals to ) the value of a
statistic about the purchases of B.

We propose a scheme IIpors that realizes Fpors. IIpoTs is designed modularly
and provides purchase statistics and dynamic pricing, as described below.

MODULAR DESIGN. Inthe UC framework, protocols can be described modu-
larly by using a hybrid model where parties invoke the ideal functionalities of the
building blocks of a protocol. For example, consider a protocol that uses as building
blocks a zero-knowledge proof of knowledge and a signature scheme. In a modular
description of this protocol in the hybrid model, parties in the real world invoke
the ideal functionalities for zero-knowledge proofs and for signatures.

We describe IIpoTs modularly in the hybrid model. Therefore, VV and B in
the real world invoke only ideal functionalities for the building blocks of IIpoTs.
Interestingly, one of the building blocks used in IIpoTs is the ideal functionality
for oblivious transfer Fo1. Thanks to that, ITpors separates the task that is carried
out by the underlying OT scheme from the additional tasks that are needed to create
a POT scheme.

The advantages of a modular design are twofold. First, IIpors can be instanti-
ated with any secure OT scheme, i.e., any scheme that realizes Fo1. The remaining
building blocks can also be instantiated with any scheme that realizes their corre-
sponding ideal functionalities, leading to multiple possible instantiations of IIpoTs.
Second, the security analysis in the hybrid model is simpler and does not require a
reanalysis of the security of the building blocks.

One challenge when describing a UC protocol in the hybrid model is that the
need arises to ensure that two or more ideal functionalities receive the same input.
For example, in IIpoTs, it is necessary to enforce that B sends the same index
o € [1, N] to the transfer interface of For and to another functionality Fup that
binds o to the price p,. Otherwise, if an adversarial buyer sends different indexes
o and ¢’ to For and Fyp, B could obtain the message m,, and pay an incorrect
price p,. To address this issue, we use the method proposed in [20] and described
in Section 2.9, which uses a functionality FNic for non-interactive commitments.

PURCHASE STATISTICS. InIlpoTs, V can input multiple tuples (ma)N_,
of messages. We consider that messages associated with the same index o belong to
the same category.

ITpoTs allows B to reveal to V information related to how many purchases were
made for each of the item categories. B stores a table Tblg; of counters of how
many purchases were made for each category. Tbly contains position-value entries
[0, V|, where o € [1, N1 is the category index and v, is the counter. Any time a
message M, is purchased, the counter for category o is incremented in Thlg;. At
any time throughout the execution of IIpoTg, B can choose a statistic ST, evaluate

it on input Tblg; and reveal to V the result.

99



100

PRICED OBLIVIOUS TRANSFER WITH STATISTICS AND DYNAMIC PRICING

Additionally, B must prove to V that the result is correct, and thus we need
a mechanism that allows V to keep track of the purchases made by B, without
learning them. For this purpose, IIpoTs uses the functionality for a committed
database Fcp described in Chapter 4. Fcp stores the table Tblg; of counters and
allows B to read the counters from Tbl,; and to write updated counters into Tbl
each time a purchase is made. }V does not learn any information read or written but
is guaranteed of the correctness of that information. Fcp allows B to hide from V
not only the value of counters read or written, but also the positions where they are
read or written into Tblg. This is a crucial property to construct ITporg, because
the position read or written is equal to the index o, which needs to be hidden from
V in order to hide what message is purchased. The method in [20] is used to ensure
that the index o is the same both for the counter v, incremented in Fcp and for
the message m,, obtained through For. In [21], an efficient construction for Fcp
based on vector commitments (VC) [32, 69] is provided, where a VC commits to a
vector x such that z[o] = v, for 0 € [1, N]. In this construction, after setup, the
efficiency of the read and write operations does not depend on the size of the table,
which yields efficient instantiations of IIpoTs when IV is large.

We note that V' could be more interested in gathering aggregated statistics about
multiple buyers rather than a single buyer. Interestingly, IIpoTs opens up that
possibility. The functionalities Fcp used between V and each of the buyers can
be used in a secure multiparty computation (MPC) protocol for the required
statistic. In this MPC, each buyer uses Fcp to read and prove correctness of the
information about her purchases. With the instantiation of F¢p based ona VC
scheme, V and the buyers would run a secure MPC protocol where V inputs one
vector commitment for each buyer and each buyer inputs the committed vector
and the opening.

DYNAMIC PRICING. Inexisting POT schemes [3, 10, 18, 82, 85, 86], when V
encrypts the messages (my, ) é\le in the initialization phase, the price of the encrypted
message is somehow bound to the corresponding ciphertext. This binding is done
in such a way that, when B computes a request to purchase a message my, V is
guaranteed that the correct price p, is subtracted from the deposit while still not
learning p,. In some schemes, 1V uses a signature scheme to sign the prices in the
initialization phase, and B uses a zero-knowledge proof of signature possession to
compute the request.

It would be possible to modify the initialization phase of these schemes so that
ciphertexts on the messages (m;,,)Y_; are computed independently of the signatures
on the prices (p, ) V_,, yetenforcing that requests computed by 3 use the right price
Do for the requested index . (For example, both the ciphertext and the signature
could embed the index o, and B, as part of a request, would be required to prove in
zero-knowledge that the indices in the ciphertext and in the signature are equal.)
This would allow V to modify the prices of messages by issuing new signatures,
without needing to re-encrypt the messages. However, this mechanism to update
prices would also require some method to revoke previous signatures, which would
heavily aftect the efficiency of the IIpoTg protocol.

Instead, we use the functionality Fyp for an updatable database described in
Chapter 8. Fyp stores a database DB with entries [0, p,], where 0 € [1, N]isan
index and p, is a price. V sets the initial values of DB and is also able to modify
DB at any time. B knows the contents of DB but cannot modify them. When
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purchasing a message of index o, BB reads from Fyp the entry [0, p,]. V does not
learn any information about the entry read, yet V is guaranteed that a valid entry is
read. As in the case of F¢p, we stress that Fyp reveals to V neither the position
o nor the value p,, and that the method in [20] is used to prove that the index o
received by Fup and by For are the same. In [38], an efficient construction for
Fup based on a non-hiding VC scheme [32, 69] is provided, where a non-hiding
VC commits to a vector z such that z[o] = p, foro € [1, N]. In this construction,
after setup, the efficiency of the read and write operations does not depend on the
size of the table, which yields efficient instantiations of [IpoTs when N is large.

Though it might seem that dynamic pricing undermines buyer privacy in com-
parison to existing POT schemes, e.g. when an adversarial V offers different prices
to each of the buyers and changes them dynamically in order to narrow down the
messages that a buyer could purchase, this is not the case. In existing POT schemes,
a seller is also able to offer different prices to each buyer, and to change them dy-
namically by restarting the protocol. The countermeasure, for both IIpoTg and
other POT schemes, is to have lists of prices available through a secure bulletin
board where buyers can check that the prices they are offered are equal to those for
other buyers.

1I.2 RELATED WORK

POT was initially proposed in [3]. The POT scheme in [3] is secure in a half-
simulation model, where a simulation-based security definition is used to protect
seller security, while an indistinguishability based security definition is used to
protect buyer privacy. Later, POT schemes in the full-simulation model [18] and
UC-secure schemes [85] were proposed. The scheme in [18] provides unlinkability
between V and B, i.e., V cannot link interactions with the same buyer.

We define security for POT in the UC model, like [85], and our protocol does not
provide unlinkability, unlike [18] or the PIR-based scheme in [55]. Although unlink-
ability is important in some settings, an unlinkable POT scheme would require the
use of an anonymous communication network and, in the deposit phase, it would
hinder the use of widespread payment mechanisms that require authentication.
Therefore, because one of the goals of this work is to facilitate sellers’ deployment
of POT schemes, we chose to describe a scheme that does not provide unlinkability.

The use of POT as a building block in e-commerce applications in order to protect
buyer privacy has been described, e.g. in the context of buyer-seller watermarking
protocols for copyright protection [82] and conditional access systems for pay-
TV [10]. Our POT protocol is suitable to be used in any of the proposed settings,
and it provides additional functionalities to V. In [86], a transformation that takes a
POT scheme and produces a POT scheme with optimistic fair exchange is proposed.
This transformation can also be used with our POT scheme.

Oblivious Transfer with Access Control (OTAC) [17, 33] is a generalization of
oblivious transfer where messages are associated with access control policies. In order
to obtain a message, a receiver must prove that she fulfils the requirements described
in the associated access control policy. In some schemes, access control policies are
public [17, 33, 66, 100], while other schemes hide them from the receiver [16, 19].

POT could be seen as a particular case of OTAC with public access control policies.
In POT, the public access control policy that B must fulfil to get a message is defined
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as her current deposit being higher than the price of the message. However, existing
OTAC schemes cannot straightforwardly be converted into a POT scheme. This is
due to the fact that in adaptive POT, the fulfilment of a policy by B depends on
the history of purchases and deposits of B, i.c., whether the current deposit of B
allows her to buy a message depends on how much B deposited and spent before.
Therefore, POT schemes need to implement a mechanism that allows V to keep
track of the current deposit of B without learning it, such as a commitment or an
encryption of the deposit that is updated by B at each deposit or purchase phase.
In contrast, existing OTAC schemes do not provide such a mechanism. In these
schemes, a third party named an "issuer” usually certifies the attributes of a receiver,
and the receiver may then use these certifications to prove that she fulfils an access
control policy.

The oblivious language-based envelope (OLBE) framework in [12] generalizes
POT, OTAC and similar protocols like conditional OT. However, as in the case of
OTAC schemes, the instantiation of POT in the OLBE framework is only straight-
forward for non-adaptive POT schemes, where V does not need to keep track of the
deposit of BB.

Privacy protection in e-commerce can also be provided by other protocols that of-
fer anonymity/unlinkability. Here the goal is to protect the identity of B rather than
the identity of the items purchased. Most solutions involve anonymous payment
methods [22] and anonymous communication networks [42].

1.3 IDEAL FUNCTIONALITY

We depict our functionality FpoTs for POT with purchase statistics and dynamic
pricing. FpoTs interacts with a seller V and with a buyer B and consists of the
following interfaces:

1. V uses the pot.init interface to send a list of messages (m,)Y_; and an
epoch identifier ep to Fpots. FpoTS stores <mn)g:1 and ep, and sends
N and ep to B. In the first invocation of this interface, Fpos also initializes
a deposit dep’ and a table Tbly with entries of the form [, v,], where
o € [1, Nmaz] isa category and v, is a counter of the number of purchases
made for that category.

2. V uses the pot.setupprices interface to send a list of prices <pn)ﬁ/2f5” to
Fpots, where NV oy is the maximum number of messages in an epoch.
FpoTs stores ( pn%[:l‘“” and sends <pn>ﬁ[21‘” to B.

3. V uses the pot.updateprice interface to send an index n and a price p to
Nmaac

" with p at position n, and

Fprots- Fpots updates the stored list (py, )
sends n and p to B.

4. B uses the pot.deposit interface to send a deposit dep to Fpors. FPoTS
updates the stored deposit dep’ < dep’ + dep and sends dep to V.

5. B uses the pot.transfer interface to send an epoch ep and an index o to
Frots. If dep” > ps, FpoTs increments the counter for category o in
Tblg and sends m,; for the epoch ep to B.
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6. B uses the pot.revealstatistic interface to send a function ST to FpoTs.

Fports evaluates ST on input table Tbly; and sends the result v and ST to
V. ST may be any function from a universe ¥.

In previous functionalities for POT [18, 85], }V sends the messages and prices
through the pot.init interface. In contrast, Fpors uses the pot.setupprices and
pot.updateprice interfaces to send and update the prices. This change allows for the
design of a protocol where V can update prices without rerunning the initialization
phase. We also note that, in FpoTs, all the messages m,; of the same category o have
the same price for any epoch. The idea here is that messages of the same category
represent the same type of content, which is updated by V at each new epoch.
Nevertheless, it is straightforward to modify FpoTg so that V can send a new list
of prices for each epoch. Our construction in Section 11.4 can easily be modified to
allow different prices for each epoch.

FPpoTs initializes a counter ct, and a counter ctp in the pot.setupprices in-
terface. ct, is incremented each time V sends the update of a price, and ct; is
incremented each time B receives the update of a price. These counters are used
by FpoTs to check that V and B have the same list of prices. We note that the
simulator S, when queried by FpoTs, may not reply or may provide a delayed
response, which could prevent price updates sent by V from being received by B.

The session identifier sid has the structure (V, B, sid’). This allows any vendor
V to create an instance of FpoTs with any buyer B. After the first invocation of
Frots, FroTs implicitly checks if the session identifier in a message is equal to
the one received in the first invocation.

When invoked by V or B, Fpors first checks the correctness of the input. Con-
cretely, Fpors aborts if this input does not belong to the correct domain. FpoTs
also aborts if an interface is invoked at an incorrect moment in the protocol. For ex-
ample, V cannot invoke pot.updateprice before pot.setupprices. Similar abortion
conditions are listed when FpoTs receives a message from the simulator S.

Before FpoTs queries S, FpoTs saves its state, which is recovered when receiv-
ing a response from §. When an interface, e.g. pot.updateprice, can be invoked
more than once, FpoTs creates a query identifier ¢id, which allows Fpors to
match a query to S to a response from S. Creating ¢id is not necessary if an in-
terface, such as pot.setupprices, can be invoked only once, or if it can be invoked
only once with a concrete input revealed to S, such as pot.init, which is invoked
only once per epoch.

Compared to previous functionalities for POT, FpoTs looks more complex, as
we list all the conditions for abortion and because FpoTs saves state information
before querying S and recovers it after receiving a response from &. These opera-
tions are also required but have frequently been omitted in the description of ideal
functionalities in literature. We describe Fpors below.

Figure 11.1: Functionality Fpors

Functionality FpoTs runs with a seller VV and a buyer 5, and is parameter-
ized with a maximum number of messages Noas> 2 message space M, a
maximum deposit value dep,,, ., a maximum price Py qz, and a universe
of statistics ¥ that consists of ppt algorithms.

1. On input (pot.init.ini, sid, ep, (my,)Y_,) from V:
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Abortif sid ¢ (V, B, sid").

Abort if (sid, ep’, (mn)Y_;,0), where ep’ = ep, is already
stored.

Abortif N > Nz, orifforn = 1to N, m, ¢ M.
* Store (sid, ep, (my)N_;,0).
* Send (pot.init.sim, sid, ep, N) to S.

S. Oninput (pot.init.rep, sid, ep) from S:
* Abort if (sid,ep,(my)_1,0) is not stored, or if
(sid, ep, {my)N_, 1) is already stored.

* Ifatuple (sid, Thbly) is not stored, initialize dep” — 0 and

a table Tbly; with entries [, 0] for i = 1 to Nyjaq, and store
(sid, dep’, Thlg).

e Store (sid, ep, (my)N_;,1).
* Send (pot.init.end, sid, ep, N) to B.

2. On input (pot.setupprices.ini, sid, (p )ﬁ@f“)from V:

* Abortif sid ¢ (V, B, sid") or if (sid, (pn> mer ety ) is al-
ready stored.

* Abortif, for n = 1 to Nonazs Pr € (0, Prnaz)-

* Initialize a counter ct, < 0 and store (sid, (p n)ﬁ@f“, cty).

* Send (pot.setupprices.sim, sid, (pn>Nm”) toS.

S. Oninput (pot.setupprices.rep, sid) from S:

* Abort if (sid, (p > mer cty) is not stored, or if (sid,
<pn>Nma’” cty) is already stored

* Initialize a counter ct; < 0 and store (sid, (p >N"“”” ctp).

* Send (pot.setupprices.end, sid, <pn)Nm‘”)to B.
3. On input (pot.updateprice.ini, sid, n, p) from V:

* Abortif (sid, (p, )N’”” ct, ) is not stored.
* Abortif n ¢ [1, Niaal, orif p & (0, Praal-

* Increment ct,, set p, < p and store them into the tuple

(sid, (pn)¥rs, ).
* Create a fresh gid and store (¢id, n, p, cty).
* Send (pot.updateprice.sim, sid, gid, n,p) to S.
S. Oninput (pot.updateprice.rep, sid, ¢id) from S:

* Abort if (qid,n,p,ct,) is not stored, or if
(sid, (pn)ﬁ@fz, ctp) is not stored, or if ct,, # cty, + 1.
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* Increment cty, set p, < p, and store them into the tuple
(sid, (pu)p i cty).

* Delete the record (gid, n, p, ct).

* Send (pot.updateprice.end, sid, n, p) to B.

4. Oninput (pot.deposit.ini, sid, dep) from B:

* Abortif (sid, dep’, Tblg) is not stored, or if dep” + dep ¢
[0, deppaz]-

* Create a fresh ¢gid and store (qid, dep).

* Send (pot.deposit.sim, sid, gid) to S.

S. Oninput (pot.deposit.rep, sid, gid) from S:

* Abortif (gid, dep) is not stored.

* Set dep’ < dep’ + dep and update (sid, dep’, Tbly).
* Delete the record (qgid, dep).

* Send (pot.deposit.end, sid, dep) to V.

s. On input (pot.transfer.ini, sid, ep, o) from B:

o Abortif (sid, ep’, (m,)N_;, 1) for ep’ = ep is not stored.

n=1»

o Abort if (sid, (p,YNmee | cty) and (sid, (pn)Nmae | ct,) are

n=1 »
not stored, or if ctp # cty.

e Abortifo ¢ [1, N, orif dep’ < p,, where dep’ is stored in
(sid, dep’, Thlg).

* Create a fresh gid and store (qid, ep, o, m,).

* Send (pot.transfer.sim, sid, gid, ep) to S.

S. Oninput (pot.transfer.rep, sid, gid) from S:

* Abortif (¢id, ep, o, my) is not stored.

* Set dep’ < dep’ — p,, increment v, for the entry [0, v,] in

Tblg, and update (sid, dep’, Thlg;).
* Delete the record (qid, ep, o, my).

* Send (pot.transfer.end, sid, m,) to B.
6. On input (pot.revealstatistic.ini, sid, ST) from B:
* Abortif (sid, dep’, Tblg) is not stored.
Abortif ST ¢ W.

* Setv < ST(Tblg).
* Create a fresh gid and store (qid, v, ST).

* Send (pot.revealstatistic.sim, sid, gid) to S.

S. Oninput (pot.revealstatistic.rep, sid, gid) from S:
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* Abortif (gid,v,ST) is not stored.
* Delete the record (qid,v,ST).
* Send (pot.revealstatistic.end, sid, v,ST) to V.

1II.4 CONSTRUCTION

INTUITION. Foreach epoch ep, V and B use a new instance of For. In the
pot.init interface, V uses ot.init to create a new instance of For on input the
messages (m,,)_; . In the pot.transfer interface, B uses ot.request on input an
index o and receives the message m,, through the ot.transfer interface.

To construct a POT protocol based on FoT, V must set the prices, and B must
make deposits and pay for the messages obtained. Additionally, our POT protocol
allows V to receive aggregate statistics on purchases.

PRICES. To set prices, V uses Fpp. In the pot.setupprices interface, the seller
V uses ud.update.ini to create an instance of /pp on input a list of prices
(pn)ﬁ[;”f”” ,which are stored in the table DB in Fpg. In the pot.updateprice

interface, V uses ud.update.ini to update a price in the table DB.

DEPOSITS. JFcp is used to store the current funds dep’ of B. In the pot.init
interface, V uses cd.setup to create an instance of Fcp on input a table
Tbl.q that contains a 0 at every position. The position 0 of Tbl.4 is used
to store dep’. In the pot.deposit interface, B makes deposits dep to V,

which are added to the existing funds dep’. B uses .7:;}26” to prove in zero-
knowledge to ) that the deposit is updated correctly as dep’ +— dep’ + dep.
The interfaces cd.read and cd.write are used to read dep’ and to write the
updated value of dep’ into Tbl4.

PAYMENTS. In the pot.transfer interface, B must subtract the price p, for the
purchased message m, from the current funds dep’. B uses ud.read to
read the correct price py from DB. Then B uses }'é%}‘{"“"s to prove in zero-
knowledge that dep’ < dep’ — p,. The interfaces cd.read and cd.write

of Fep are used to read dep’ and to write the updated value of dep’ into
Thblq.

STATISTICS. JFcp is used to store counters on the number of purchases of each
item category in the positions [1, Ny,qz] of table Tbl.g. In the pot.transfer
interface, BB uses cd.read to read the table entry [0, count;] in Tbl.4, where
o is the index of the message purchased m, and count; is the counter for
that category. B computes county <— county+1and uses .Fé%““"t to prove
in zero-knowledge that the counter is correctly incremented. Then B uses
cd.write to write the entry [0, counta] in Tbl.4. In the pot.revealstatistic
interface, I3 uses é?’}? to prove in zero-knowledge to V' that a statistic v is
the result of evaluating a function ST on input Tbl.4. For this purpose, B
uses cd.read to read the required table entries in Thbl.q.
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Figure 11.2: Construction IIpors

IIpoTs uses FAuT, FSMT> FNIC» ]:é%K, and For from Chapter 2, and
Fop and Fyp from Chapter 4 and Chapter 8 respectively. IIpoTs is pa-
rameterized with a maximum number of messages Nyqz, 2 message space
M, a maximum deposit value dep,,,,, 2 maximum price Prqq, and a
universe of statistics ¥ consisting of ppt algorithms.

1. On input (pot.init.ini, sid, ep, (m,)_,),V and B do the follow-
ing:
* Vabortsif sid ¢ (V, B, sid’).

* Vabortsif (sid, ep’, N) is already stored for ep’ = ep, else
stores (sid, ep, N).

* Vabortsif N > Npqq, orifforn =1to N, m, ¢ M.

e If this is the first execution of this interface, V and B do the
following:

— Vsets a table Tbl.g of V4, entries where each entry is
of the form [¢, 0] for i = 0 to Nypaz-

— V sends (cd.setup.ini, sid, Tbl.4) to a new instance of
Fep.

— B receives (cd.setup.end, sid, Tbl.4) from Fcp.

— If (sid, Tbl.g) is already stored or if, for i = 0 to Npaq»
there exists an entry (¢, v] in Tbl.g such thatv # 0, B
aborts, else 3 stores (sid, Tbl.q).

— Bsets sidaut < (B, V, sid’) and sends (aut.send.ini,
stdauT, (Setup>) to FAUT.-

— V receives (aut.send.end, sidayuT, (setup)) from
Faur.

* Vsets sidor < (sid, ep).

* V sends (ot.init.ini, sidor, (m,)Y_;) to a new instance of

For.-
* B receives (ot.init.end, sidoT, N) from the instance of For.
* B takes ep from sidor and stores (sid, ep, N).

* Boutputs (pot.init.end, sid, ep, N).

2. On input (pot.setupprices.ini, sid, (pn>Nmfz), Y and B do the

n=

following:
* Vabortsif sid ¢ (V, B, sid’) orif (sid, (p@f[;ﬁ”) is already
stored.

* Vabortsif, for n = 1 to Nz, Pn € (0, Praz]-
* Vstores (sid, (pn)ﬁ/;”f’c).

* Forn = 1to Nz, V sets a table DB with entries [1, py,].
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* Vsends (ud.update.ini, sid, DB) to a new instance of Fyp.
* B receives (ud.update.end, sid, DB) from Fyp.

* B parses DB as [n, p,], for n = 1 to Ny, and stores
(sid, (pa)pmy).

* Boutputs (pot.setupprices.end, sid, <pn)NmaI).

n=1
3. Oninput (pot.updateprice.ini, sid, n, p), V and B do the follow-
ing:
* Vabortsif (sid, <pn>ﬁ/’2fz) is not stored.

* Vabortsif n ¢ [1, Niaal, orif p & (0, Prag)-

* Fori = 1to Nyqz, V sets a table DByey,p, with entries [, 0],
and [i, p] where i = n.

* Vsends (ud.update.ini, sid, DBtemp) to Fup.

* B receives (ud.update.end, sid, DBy ) from Fyp.
Nmaz)

n=1

* Bsets p,, < p) and updates the stored tuple (sid, (pp,)
* B outputs (pot.updateprice.end, sid, n, p).

4. Oninput (pot.deposit.ini, sid, dep), V and B do the following:
* Babortsif sid ¢ (V, B, sid").
* Babortsif (sid, ep, N) is not stored for any ep.
* B retrieves [0, v] from Tbl.qg and sets dep; < v.
* Babortsif dep; + dep ¢ [0, dep,,,qz)-

* If this is the first execution of the deposit interface, B does the
following:

— B sends (com.setup.ini, sid) to FNic.-
— B receives (com.setup.end, sid, OK ) from Fyic.

* If (sid, comgep,, opengep,) is already stored, B sets
COMgep, <= COMgep, and OPENgep, 4=  OPEM ey, .
Otherwise, B does the following:

— B sends (com.commit.ini, sid, dep; ) to FNic.

— B receives (com.commit.end, sid, com gep, , opendepl)
from Fnic.

* Bsets depy < dep; + dep.
* B sends (com.commit.ini, sid, dep) to FNic-

* B receives (com.commit.end, sid, com gep, 0pen 4,,) from
FNIC.
* B sends (com.commit.ini, sid, deps) to FNic.

* B receives (com.commit.end, sid, com gep,, 0pen 4y, )
from Fnic.
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* B sets witge, < (dep,openg,,, depy, 0peN 4oy, » depsy,
Open gep, )-

* B parses the commitment comge, as (comiiep, parcom,
COM.Verify), the commitment comgep, as (comj,, ,
parcom, COM .Verify), and the commitment com gy, as
(com’dep2 , parcom, COM . Verify).

* Bsetsinsge, < (parcom, com’, . com!, . com!, )

ep ’ dep? depy’ depy/*

* Bstores (sid, wit gep, 1S gep, writedeposit).

The R g¢p is defined as follows.
Raep ={(witgep, inSgep)
1 = COM.Verify(parcom, com 4ep, dep, open 4.,,) A
1 = COM.Verify(parcom, com ey, , depy, open 4o, ) A
1 = COM.Verify(parcom, com gep, , dep,, opendep2) A
depy = dep + dep, A depy € [0, dep,aql}

e B sets sidyk — (B,V, sid"), and sends

(zk.prove.ini, sidzk, Wit dep, iNS4ep) to a new instance

Rdcp
of Frx™.

: . , R
* V receives (zk.prove.end, sidzxk, ins gep) from F .

* If this is the first execution of the deposit interface, } does the
following:

— Vsends (com.setup.ini, sid) to FNiC-
— V receives (com.setup.end, sid, OK) from Fnic.

* V parses ins gep as (parcom, com', . com!, . com!, )
p dep p ’ dep’ dep’ depy/*

: !/
* V sets the commitment comge, < (comy,,, parcom,
0 . /
COM . Verify), the commitment comgep, < (comy,, ,
parcom, COM.Verify), and the commitment com gep,
; :
(comy,,, , parcom, COM . Verify).

* V aborts if (sid, comy,, ) is stored and comy,, — #
COM dep, -

* If (sid, com(y,,, ) is notstored, V does the following:
— Vsends (com.validate.ini, sid, com 4ep, ) to FNicC-
— V receives (com.validate.end, sid, bgep, ) from Fnic.
— Vabortsif bgep, # 1.

* Vsends (com.validate.ini, sid, com 4ep, ) to FNic-

* V receives (com.validate.end, sid, bgep, ) from Fnic.

* V sends (com.validate.ini, sid, com 4ep) to FNic.

* V receives (com.validate.end, sid, bgep ) from Fnic.
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* Vabortsif bgep, = bgep = 1 does not hold.
* Vstores (sid, i gep ).

* Vsets sid\yr  (sid) and sends (aut.send.ini, sid'y ;s
(writedeposit)) to FAuT.

* B receives (aut.send.end, sid’yy, (writedeposit)) from
FAuT-

* Babortsif (sid, wit gep, ins gep, writedeposit) is not stored.

* B parses ins gep as (parcom, com gep, COM gep, ; COMdep, )

* B parses witgep, as (dep, 0pen 4e,y, depy, 0PeN dep. dep,,
OPEN gep, )-

* Bdeletes (sid, wit gep, i gep, writedeposit) and stores (sid,
Wit gep, NS gep, revealdeposit).

e If this is the first execution of this interface, 3 does the follow-
ing:
— B sends (com.commit.ini, sid, 0) to FNic-
— B receives (com.commit.end, sid, comg, open) from
FNIC-
— Bstores (sid, comg, openy).
* Bstores (sid, oM gep,, 0PEN 4y, )-
* B sends to Fcp the message (cd.write.ini, sid, comy, 0,
openg, oM ep,, deps, OPEn 4y, ).
* V receives (cd.write.end, sid, comg, com gep, ) from Fcp.
* Vaborts if (sid, ins 4ep) is not stored.

* Vabortsif the commitment com gep, in i1 g¢p is not the same
as that received from Fcp, or if comy stored in (sid, com)
is not the same as the commitment received from Fcp.

* V sends the message (aut.send.ini, sid Ay, (revealdeposit) )
to F, AUT-

* B receives (aut.send.end, sidaurT, (revealdeposit)) from
FAUT-

* Babortsif (sid, wit gep, ins gep, revealdeposit) is not stored.
* B deletes the record (sid, wit gep, ins gep, revealdeposit).

* Bupdates Tbl.q with [0, dep,].

* Bsets sidsyr <+ (B, V, sid’).

e If this is the first execution of this interface, 5 and V do the
following:

— B sends the following message (smt.send.ini, sidgm,
(dep, open 4, 0, openy, depy, opendepl)) to func-
tionality FsyT.
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— V receives from functionality Fsyvt the following
message  (smt.send.end, sidsm, (dep, open g, 0,
openg, depy, 0pen ey, ))-

— Vsends (com.verify.ini, sid, comg, 0, openg) to FNIC-

— V receives (com.verify.end, sid, vp) from Fnic and
aborts if vg # 1.

— Vsends (com.verify.ini, sid, com gep, , depy, opendepl)
to JT"NIC-

— V receives (com.verify.end, sid, vgep, ) from Fnic and
aborts if vgep, 7 1.

— Vaborts if dep; = 0 does not hold.
Otherwise, B and V do the following:

- B sends the message
(smt.send.ini, sidsn, (dep, open ge,)) to FsMT-

— V receives (smt.send.end, sidsnit, (dep, open g, ))
from FsMT.

V sends (com.verify.ini, sid, com 4ep, dep, open 4.,) to
FNIC-

V receives (com.verify.end, sid, v) from Fyic and aborts if
v # 1.

V aborts if dep ¢ [0, dep,,qz)-

V outputs (pot.deposit.end, sid, dep).

5. On input (pot.transfer.ini, sid, ep, o),V and B do the following:

B aborts if sid ¢ (V, B, sid’).

B aborts if (sid, ep, N) is not stored, or if (sid, (py,)
not stored, orif o ¢ [1, N].

Nmaz) jg
B retrieves [0, v] from Tbl.g4, and sets dep; < v.

B aborts if dep; < pg.

B sets com gep, <= €OM dep, and open g, <= 0pen g, -

B sets depsy <— depy — po-

B sends (com.commit.ini, sid, dep,) to FNiC-

B receives (com.commit.end, sid, comgep,, OPEN gep, )
from Fnic.

B sends (com.commit.ini, sid, o) to FNIC-

B receives (com.commit.end, sid, com,, open,) from
FNIC-

B sends (com.commit.ini, sid, p, ) to FNIC-

B receives (com.commit.end, sid, com,,, open,, ) from
JNic-
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* B sets wityans < (po,open, ,depy, 0PEN 4oy - dePy,
Open gep, )-

* B parses the commitment com,, as (com, ,parcom,
COM.Verify), the commitment comgep, as (comj,, ,
parcom, COM.Verify), and the commitment com 4ep, as
(comiiep2 , parcom, COM Verify).

!/

* Bsets inSyans < (parcom, comy,_,

/ /
comy,, comdep2).

* B stores (sid, Wit rans, iNS trans, readprice).

The relation Ryyqns is defined as follows:

Rirans :{ ( Wil trans 5 NS trans ) :

1 = COM.Verify(parcom, comy,, ps, open,, ) A
1 = COM.Verify(parcom, com 4ep, , dep, opendepl) A
1 = COM.Verify(parcom, com ey, , deps, 0pen 4o, ) A

dep2 = depl — Po A dep2 € [07 depmax]}

* B sets sidzx <+ (B,V,sid’), and sends the message
(zk.prove.ini, sidzk , Wit trans, iNStrans ) to a new instance of
‘FRt'mns

ZK
* V receives (zk.prove.end, sidzk , inSirans ) from fﬁ“{““.

/!

* V parses inSrqns as (parcom, comy,

/ !/
COMy,,, > COMy,, pk).

* V sets the commitment com,, < (com), ,parcom,
o
5 o /
COM . Verify), the commitment comgep, < (COmdep17
parcom, COM.Verify), and the commitment com gep,
p :
(comy,,, , parcom, COM . Verify).

* V sends (com.validate.ini, sid, com,_ ) to FNic.
* V receives (com.validate.end, sid, by, ) from Fic.
Y aborts if b, # 1.

* Vsends (com.validate.ini, sid, com gep, ) to FNic-

* V receives (com.validate.end, sid, bgep, ) from Fyic.
V aborts if bgep, 7 1.

* Vaborts if com gep, stored in (sid, com gep, ) is not the same

as COM dep, i INStrans-
* Vstores (sid, inStrans)-

* Vsets sidyy ¢ (sid) and sends to functionality FauT the
following message
(aut.send.ini, sidyy, (readprice)).

* B receives (aut.send.end, sid ouT, (readprice)) from Faur.

* Babortsif (sid, Wit trans, 1S trans , readprice) is not stored.




II.4 CONSTRUCTION

B deletes the tuple (sid, witiyans, NS trans, readprice) and
stores (sid, Wit trans, INS trans , commitdeposit).

B sends to functionality Fyp the following message
(ud.read.ini, sid, com,, 0, open,,, comy,, , py, open,, ).

B receives (ud.read.end, sid, com,, com,, ) from Fyp.
V aborts if (sid, insyrans) is not stored.

V aborts if the com,, in S yans is not the same as that re-
ceived from Fyp.

V sends (com.validate.ini, sid, com, ) to Fnic.

V receives (com.validate.end, sid, b, ) from Fnic.
V aborts if by # 1.

V adds com to NS rans and stores (sid, inSirans )-

V sends the message (aut.send.ini, sid’y 1, (commitdeposit) )
to FAUT.

B receives (aut.send.end, sid’y T, (commitdeposit)) from
FauT-

B deletes the tuple (sid, wit yrans, iNS trans , commitdeposit)
and stores (sid, Wit yrans, iNStrans, commitcounter).

B sends to Fcp the message (cd.write.ini, sid, comy, 0,
OpeNg; COM dep,, ;s AEP2, OPEN ey, )-

V receives (cd.write.end, sid, comg, com gep, ) from Fep.
V aborts if (sid, inStrans) is not stored.

V aborts if the com gep, in iNSyrans is not the same as that
received from Fcp, or if comy received from Fcp is not the
same as comy stored by V during the first execution of the
deposit interface.

V sends the message (aut.send.ini, sid’yy, (commitcounter))
to FAUT.

B receives (aut.send.end, sid’y 1, (commitcounter)) from
FauT.

B aborts if (sid, witrans, iNStrens, commitcounter) is not
stored.

B stores (sid, com gep, ).

B updates Tbl.q with [0, deps].

B retrieves [0, v] from Tbl.q and sets count; < v.
B sets county < county + 1.

B sends (com.commit.ini, sid, county) to FNic-

B receives (com.commit.end, sid, com count, , Open
from Fnic.

county )
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* Bsends (com.commit.ini, sid, countsy) to FN1C-

* B receives (com.commit.end, sid, com county, OPEN count, )
from Fnic.

* Bsets Wit count < (0, 0pen,, counti, 0Pen g, » cOunta,
Opencountz)'

B parses the commitment com, as (com.,parcom,
a . /

COM . Verify), the commitment com count; as (COM 0y, 5

parcom, COM.Verify), and the commitment com count, as (

COM s, » PaTcom, COM. Verify).

count
* Bsetsins < (parcom, com.,, com/ c
count p ) o county’

/
om counto ) .

* B deletes the tuple (sid, witrans, NS rans, commitcounter)
and stores the tuple (sid, Wit count, iNS count , readcounter).

The relation R oyn: is defined as follows:
Reount :{(Witcounta inscount) :
1 = COM.Verify(parcom, com, o, open,) A
1 = COM.Verify(parcom, com count, , COUNt1, 0PEN coyny, ) N
1 = COM.Verify(parcom, com counts, COUNta, 0PEN coyny, ) N

county = county + 1}

B sends (zk.prove.ini, sidzk , Wit count, 1S count ) t0 2 new in-
stance of Fézé"“"".

V receives (zk.prove.end, sidzi, ins count ) from fgg"“”t.

0 / / /
* Vparses ins count as (parcom, comy, COM'uyuns, » COM'ount, )-

V sets the commitment com, < (coml, parcom,
COM . Verify), the commitment com count; = (COM/pyns,
parcom, COM.Verify), and the commitment com count,

(com/ g, » parcom, COM . Verify).

V sends (com.validate.ini, sid, com count, ) to FNIC-

V receives (com.validate.end, sid, beount, ) from Fyic.
V aborts if bopynt, # 1.

V sends (com.validate.ini, sid, com count, ) to FNIC-

* V receives (com.validate.end, sid, beount, ) from Fnic.
* Vaborts if beount, 7 1.

e YV aborts if the commitment com,, in inS¢rqns is not the same
as the commitment com in NS count.

* Vstores (sid, inS count)-

* V sends the message (aut.send.ini, sid’yy, (readcounter))
to F, AUT-

* B receives (aut.send.end, sid’yy, (readcounter)) from
FAuUT-
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B aborts if (sid, wit count, iNS count , readcounter) is not
stored.

B parses ins count as (parcom, come, COM count, s COM counts )-

B parses Wilcount as (o, open,,, county, open
counta, open

county

counto ) 0

B deletes the tuple ( sid, Wit count , iNS count , readcounter) and
stores the tuple (sid, Wit count, iNS count , Writecounter).

B sends the message (cd.read.ini, sid, com,,o, open,,
COM county » COUNLL, OPEN (oypy, ) 1O FCD.

V receives (cd.read.end, sid, comy, cOM count, ) from Fop.
V aborts if inS coyunt is not stored.

V aborts if the commitments in 1S coynt are not the same as
those received from F¢p.

V sends the message (aut.send.ini, sidy 1, (writecounter))
to FAUT-

B receives (aut.send.end, sid’yy1, (writecounter)) from
Faur.

B aborts if (sid, wit count, iNS count , Writecounter) is not
stored.

B deletes the record (sid, wit count, NS count , Writecounter)
and stores the tuple (sid, Wit count, NS count , transfer).

B sends to functionality Fcpthe following message
(cd.write.ini, sid, comy, 0, open ., COM coynt,, COUNt2,
Opencountg)'

V receives (cd.write.end, sid, comy, COM count, ) from Fop.
V aborts if 918 coyunt i not stored.

V aborts if the commitments in 7718 coynt are not the same as
those received from Fcp.

V sends the message (aut.send.ini, sid/y T, (transfer)) to
FAuT.

B receives (aut.send.end, sidyy, (transfer)) from Faur.
B aborts if (sid, wit count, 1NS count , transfer) is not stored.
B updates Tbl.q with [0, counts)].

B sets sidor < (sid,ep), and sends the message
(ot.request.ini, sidor, 0, com, open,) to For.

V receives (ot.request.end, sidoT, com, ) from For.

V aborts if com,, received from For is not the same as that
contained in NS count.

V sends the message (ot.transfer.ini, sidoT, coms) to For.

B receives (ot.transfer.end, sidor, my) from For.
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* Boutputs (pot.transfer.end, sid, m, ).

6. Oninput (pot.revealstatistic.ini, sid, ST), Band V do the follow-
ing:

B aborts if sid ¢ (V, B, sid’).

* Babortsif (sid, ep, N) is not stored for any ep.
B aborts if ST ¢ 1.

* B computes result <— ST(Tbl.q).

* For each entry [i, v;] in Tbl.g4, where v; represents a value that
was used by B to compute result, B and V do the following:

— B sends the message (com.commit.ini, sid, i) to Fnic.

— B receives (com.commit.end, sid, com;, open,).

— B sends the message (com.commit.ini, sid, v;) to Fnic.

— B receives (com.commit.end, sid, com.,, open,,.).

— Bstores (sid, com;, comy,).

— B sends (cd.read.ini, sid, com;, i, open;, com,,, v;,
open,,.) to Fcp.

— V receives (cd.read.end, sid, com;, com,,) from Fcp.

— V sends the message (com.validate.ini, sid, com;) to
FNIC-

— V receives (com.validate.end, sid, b;) from Fic.

— V sends the message (com.validate.ini, sid, com,,,) to
FnIC-

— V receives (com.validate.end, sid, b,, ) from Fnic.

— Vaborts it b; = b,;, = 1 does not hold.

— V sets sidaur < (sid) and sends (aut.send.ini,
sidauT, (OK, com;, comy,)) to FAUT.

— Breceives (aut.send.end, sidaut, (OK, com;, com,,))
from FAuT.

— Babortsif (sid, com;, com,, ) is not stored.

* Bsetswitst < ({i, open;, vi, open,,, )vi).
* B parses the commitment com; as (com}, parcom,
COM.Verify) and the commitment com,, as (com;,,,

parcom, COM.Verify) for all 7.

* Bsetsinsst — (result, parcom, (com!, com;, v;).

7
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The relation Rg is defined as follows:

Rst ={(witsT, inssT) :
[Vi 1 = COM.Verify(parcom, com;, i, open;) A
1 = COM.Verify(parcom, com.,, vi, open,,.) | A
result = ST((i,vi)w) }

* Bsets sidzx < (B, V), sid’) and sends (zk.prove.ini, sidzx,

) . . R
witsT, inssT) to a new instance of F,2".

* V receives (zk.prove.end, sidzk, inssT) from ézl?.

* YV aborts if the commitments received from Fcp are not the
same as those in inssT.

* V outputs (pot.revealstatistic.end, sid, result,ST).

1II.§ SECURITY ANALYSIS

Theorem 11.5.x Construction Ilpors realizes functionality Fpors in the
(Faur, Femr, Faic||Snic, Fi ., For, Fep, Fub )-hybrid model.

To prove that our construction IIpoTs securely realizes the ideal functionality
FpoTs, we have to show that for any environment Z and any adversary A there
exists a simulator S such that Z cannot distinguish between whether itis interacting
with A and the protocol in the real world or with § and Fpors. The simulator
thereby plays the role of all honest parties in the real world and interacts with
Fpors for all corrupt parties in the ideal world.

Our simulator S runs copies of the functionalities FauT, FsmT, FNIC» fézK,
Fot, Fcp, and Fyp. When any of the copies of these functionalities abort, S
implicitly forwards the abortion message to the adversary if the functionality sends
the abortion message to a corrupt party.

SECURITY ANALYSIS OF IIpors WHEN B 1s CORRUPT  We first describe
the simulator S for the case in which the buyer B is corrupt. S simulates the protocol
by running the seller’s side of protocol IlpoTs and copies of the ideal functionalities
involved.

Figure 11.8: Security Analysis of [IpoTs when B is corrupt

* Upon receiving a message from A, S uses the first field of that mes-
sage to associate the message with one of the ideal functionalities
R
Faut, Fsmts FNics Fzis Fots Fop, or Fup, and runs a copy of
the corresponding functionality on input that message.

* When a copy of the functionalities FauT, FsmT, FNIC, fé%K, For,
Fcp, or Fup sends a message to B or to S, S forwards the output
of the functionality to A.

ry
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* When a copy of the functionalities FauT, FsmT, FNIC, ]:é%K, For,
Fcp, or Fup sends a message to V, S runs protocol IIpotg for
the seller on input that message, except when Fnic sends a delayed
output (com.setup.end, sid, OK) to V.

* When FpoTs sends the message (pot.init.sim, sid, ep, N)to S, S
sends the message (pot.init.rep, sid, ep) to Fpors.

* When Fpots sends the message (pot.setupprices.sim, sid, (p
)f}’g{ﬂ") to S, S sends the message (pot.setupprices.rep, sid) to

FPOTS-

* When Fpots sends the message (pot.updateprice.sim, sid, gid,
n,p) to the simulator S, the simulator S sends the message
(pot.updateprice.rep, sid, gid) to functionality Fpors.

* When Fpors outputs the message (pot.init.end, sid, ep, N), S
runs the protocol ITpors for the seller on input (pot.init.ini, sid,
ep, (my)N_1), where (m;,)V_ are selected at random.

* When Fpors outputs the message (pot.setupprices.end, sid,
(pp)Nmaz) S runs protocol Mpors for the seller on input (

pot.setupprices.ini, sid, (p@ﬁ;”f’”).

* When Fpors outputs the message (pot.updateprice.end,
sid,n,p), S runs protocol IIpors for the seller on input (
pot.updateprice.ini, sid, n, p).

* When protocol IIpors for the seller outputs the message
(pot.deposit.end, sid, dep), S sends the message (pot.deposit.ini,
sid, dep) to FpoTs-

When Fpots sends the message (pot.deposit.sim, sid, gid) to S,
S sends (pot.deposit.rep, sid, gid) to FpoTs.

* When protocol IIpoTs outputs the message (pot.transfer.end,
sid, m, ), the simulator S retrieves the message (ot.request.ini, sid,
g, comg, open,) sent by the adversary A to the ideal functionality
For. The simulator S sets m/, <— my for the copy of For asso-
ciated with sid(yp, such that sidiyp € (sid, ep). The simulator S
sends the message (pot.transfer.ini, sid, ep, o) to the functionality
Frors. When Fpors sends the message (pot.transfer.sim, sid,
qid, ep) to S, S sends (pot.transfer.rep, sid, gid) to Fpors.

* When protocol Ilpors for the seller outputs (
pot.revealstatistic.end, sid,v,ST), S sends the message (
pot.revealstatistic.ini, sid, ST) to Fpors. When FpoTtgs sends
the message (pot.revealstatistic.sim, sid, gid) to S, S sends the
message (pot.revealstatistic.rep, sid, ¢id) to Fpors.

* S outputs failure if A produces two openings for a commitment.
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Theorem 11.5.2 When the buyer B is corrupt, the construction 1lpors
described in Section 115 securely realizes Fpots in the (FauT, FSMT,
Fnicl|Snic, ng, Fot, Fcp, Fup)-hybrid model.

PROOF OF THEOREM 11.5.2.  We show by means of a series of hybrid games
that the environment Z cannot distinguish between the ensemble REALT, 1, 4,2
and the ensemble IDEAL £, s,z with non-negligible probability. We denote
by Pr [Game 7| the probability that the environment distinguishes Game i from
the real-world protocol.

GAME 0: This game corresponds to the execution of the real-world pro-
tocol.
Therefore, Pr [Game 0] = 0.

GAME 1: This game proceeds as Game 0, except that Game 1 replaces
the messages (1m)2™s* that are sent as input to the ot.init interface
by random messages. This change does not alter the view of the
environment because, in the ot.init interface, o1 does not send the
messages to the simulator or to the buyer. Moreover, Game 1 copies
the correct message m,, to the copy of Fo before the ot.transfer
interface is executed, so the corrupt buyer receives the correct message.
Hence, [Pr [Game 1] — Pr [Game 0]] = 0.

GAME 2: This game proceeds as Game 1, except for the fact that Game 2
outputs failure when the adversary produces two openings for the
same commitment. However, the probability that the adversary may
produce two such openings is negligible, thanks to the binding prop-
erty enforced by Fic. Therefore, [Pr [Game 2] —Pr [Game 1]] = 0.

§ is indistinguishable from the real world protocol because it runs as the real-
world protocol, except when it outputs failure. The probability that S outputs
failure is negligible thanks to the security properties ensured by the functionalities
Faur, FsmTs FNIC ‘Fé{K’ For, Fcp, and Fup. FNic serves to ensure that
all commitments used in the protocol are binding, while .Fé%K guarantees that
the witness and instance values provided by the buyer for the deposit, transfer,
and revealstatistic phases of the protocol satisfy the relations R gep, Rirans and
R count, and Rst respectively. R4, is used to check whether the buyer is updating
deposit values correctly during the deposit phase, while also ensuring that the
commitments COM gep, COM gep, >, and com gep, commit to the deposit value dep,
the initial deposit dep, and the final deposit value dep,. The protocol relies on
Rirans to ensure that the buyer updates deposit and counter values consistently
after a purchase, while also ensuring that the commitments to the message price
Do initial and final deposit values dep; and dep,, counter index o, and initial
and final counter values county and counts are valid. RgT is used to make sure
that the result of the evaluation of function ST on Tbl.4 is accurate, and that
the commitments to all the indices and values of the counters in Tbl.4 used to

determine the result of ST(Tbl.q) are valid. Fcp ensures that the buyer’s deposit
Nmaz

value dep and all counter values (county,),, ™

read from positions in Tblgs are
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equal to the values previously written to those positions. Fyp is used to ensure
that the buyer can prove that she is using the right prices for the right messages (p,
is used for m,). Finally, For ensures sender security (the buyer does not learn any
information about messages that have not been purchased).

The distribution of Game 2 is identical to that of our simulation. This concludes
the proof of theorem 11.5.2.

SECURITY ANALYSIS OF IIpoTg WHEN V 1s CORRUPT  In this section,
we describe the simulator S for the case in which the seller V is corrupt. S simulates
the protocol by running copies of the ideal functionalities and protocol IlpoTs
for the buyer.

Figure 1.1 Security Analysis of IIpoTs when V is corrupt

* Upon receiving a message from A, S uses the first field of that mes-
sage to associate the message with one of the ideal functionalities
FauT, Fsumts FNIC, Fite, FoT, Fep, of Fup, and runs a copy of
the corresponding functionality on input that message.

* When a copy of the functionalities FauT, FsmT, FNIC, ]:é%K, For,
Fop,or Fup sends amessage to V or to S, S forwards the output of
the functionality to A, except when Fic outputs a delayed message
(com.setup.end, sid, OK).

* When a copy of the functionalities FauT, FsmT, FNIC, ]:é%K, For,
Fcp, or Fup sends a message to BB, S runs protocol Ilpors for the
buyer on input that message.

* When protocol ITpoTs for the buyer sends a message to any of the
functionalities FauT, FSMT> FNIC, fg“K, For, Fcp, or Fup, S
runs the copy of the respective functionality on input that message.

* When Fpors sends the message (pot.deposit.sim, sid, gid) to S,
S sends the message (pot.deposit.rep, sid, gid) to FpoTs.

* When Fpots sends the message (pot.revealstatistic.sim, sid,
qid) to S, S sends the message (pot.revealstatistic.rep, sid, gid)

to -FPOTS-

* When Fnic outputs the message (com.setup.req, sid, qid), S
runs a copy of Snic on input that message. When Snic replies with
(com.setup.alg, sid, gid, m), S runs Fic on input that message.

* When protocol IIpors for the buyer outputs the message
(pot.init.end, sid, ep, N), S sets sidp < (sid, ep), and re-
trieves (ot.init.ini, sidor, (m,)Y_;) sent by A to For such
that sidyy = sidor, and sends the message (pot.init.ini,
sid, ep, (my)_,) to Fpors. When FpoTs sends the message
(pot.init.sim, sid, ep, N) to S, S sends the message (pot.init.rep,
sid, ep) to FpoTs.-
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* When protocol Ilpors for the buyer outputs the message
(pot.setupprices.end, sid, <pn>N;”f”), S sends the message
(pot.setupprices.ini, sid, (py, ), ") to the functionality FpoTs.
When Fpors sends the message (pot.setupprices.sim, sid,
<pn>g’:"i”) to S, S sends the message (pot.setupprices.rep, sid)

to FpoTS-

* When protocol Ilpors for the buyer outputs the message
(pot.updateprice.end, sid, n,p), S sends the message (
pot.updateprice.ini, sid, n, p) to FpoTs.-

* When Fpors sends (pot.updateprice.sim, sid, gid, n, p) to S,
S sends the message (pot.updateprice.rep, sid, gid) to FpoTs.

* When Fpors outputs the message (pot.deposit.end, sid, dep),
S sends the message (pot.deposit.ini, sid, dep) to protocol ITIpoTs
for the buyer.

* & selects o such that o is associated with the message with the low-
est price p, and sends the message (pot.transfer.ini, sid, ep, o) to
IIpoTs for the buyer.

* When FpoTs outputs the message (pot.revealstatistic.end, sid,
v,ST), S sends the message (pot.revealstatistic.ini, sid,ST) to
protocol IIpors for the buyer.

Theorem 11.5.3 When the seller V is corrupt, the construction Ilpors
described in Section 115 securely realizes Fpots in the (FAUT, FSMT,

Fnic||Snic, -7:%%[(7 Fot, Fcp, Fup)-hybrid model.

PROOF OF THEOREM 11.5.3.  We show by means of a series of hybrid games
that the environment Z cannot distinguish between the ensemble REALt, 16,4, 2
and the ensemble IDEAL £, s,z with non-negligible probability. We denote
by Pr [Game 7| the probability that the environment distinguishes Game i from
the real-world protocol.

GAME 0: This game corresponds to the execution of the real-world pro-
tocol. Therefore, Pr [Game 0] = 0.

GAME 1: This game proceeds as Game 0, except that in Game 1, the sim-
ulator simulates the buyer’s side of the protocol by selecting o associ-
ated with the message with the lowest price. This does not alter the
view of the environment. Therefore, [Pr[Game 1] — Pr[Game 0] =
0].

Our simulator § is indistinguishable from the real world protocol because it
runs as the real-world protocol, except when it outputs failure. The probability
that S outputs failure is negligible thanks to the security properties ensured by
the functionalities FAouT, FSMT> FNIC, ]:é%K, Fot, Fcp, and Fyp. Concretely,
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Jic ensures that commitments are binding, and .4 does not learn any information
on o, thanks to FoT. The obliviousness property provided by Fcp also ensures
that A does not learn any information on the counter values count,, and deposit
value dep stored in Tbl 4.

The distribution of Game 1 is identical to that of our simulation. This concludes
the proof of theorem 11.5.3.

INSTANTIATION AND EFFICIENCY ANALYSIS. In previous work [3, 10,
18, 82, 85, 86], the computation and communication cost of POT protocols is dom-
inated by the cost of the underlying OT scheme. This is also the case for IIpoTs.
However, ITpog has the advantage that it can be instantiated with any OT protocol
that realizes FoT. The OT schemes used to construct UC-secure POT schemes [85],
and other UC-secure OT schemes are suitable. Moreover, when new and more effi-
cient OT schemes are available, they can also be used to instantiate IIpos.

We also note that the overhead introduced by Fnic to allow for the modular
design of IIpoTs is small. Fnic can be instantiated with a perfectly hiding com-
mitment scheme, such as Pedersen commitments [20]. Therefore, the overhead
consists of computing a commitment to each of the values that need to be sent to
more than one functionality, and ZK proofs of the openings of these commitments.

As discussed above, to construct POT from an OT scheme, } must set the prices,
and B must make deposits and pay for the messages obtained. Additionally, our
POT protocol allows V to receive aggregate statistics on purchases. For these tasks,
IIpoTs uses Fup and Fep. These functionalities can be instantiated with a non-
hiding and hiding VC scheme respectively [21, 38], equipped with ZK proofs of an
opening for a position of the vector. In [21, 38], concrete instantiations based on the
Diffie-Hellman Exponent (DHE) assumption are provided. These instantiations
involve a common reference string that grows linearly with the length of the com-
mitted vector, which in IIpos is the number NV of messages. A non-hiding VC
and a hiding VC commit to the tables DB and Tbl . respectively. The vector com-
mitments, as well as openings for each position of the vector, are of size independent
of N. The computation of a commitment and of an opening grows linearly with V.
However, when the committed vector changes, both the vector commitment and
the openings can be updated with cost independent of N. Therefore, they can be
updated and reused throughout the protocol, yielding amortized cost independent
of N. The ZK proofs of VC openings offer computation and communication cost
independent of N. Therefore, with this instantiation, IIpors remains efficient
when the number N of messages is large.

We compare below IIpoTs to the UC-secure scheme in [85], but we note that
this comparison would be similar for other full-simulation secure POT protocols.
We can conclude that IIpotg provides additional functionalities such as dynamic
pricing and aggregated statistics with cost similar to POT protocols that do not
provide them.

PRICES. In [8s],in the initialization phase, } encrypts the messages and for each
message,  computes a signature that binds a ciphertext to the price of the
encrypted message. This implies that one signature per message is sent from
V to B, and thus the cost grows linearly with N. In IlpoTs, Fup is used,
which can be instantiated with a non-hiding VC scheme. In this instantiation,
only one vector commitment which commits to a vector that contains the
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list of prices, needs to be sent from V to B. Nevertheless, adding the size of
the common reference string, the cost also grows linearly with V.

However, non-hiding VC schemes provide dynamic pricing at no extra cost.
The vector commitment can be updated with cost independent of INV. With
a signature scheme, )V could also provide a new signature on the price with
cost independent of N. However, V needs to revoke the signature on the
old price. The need for a signature revocation mechanism makes dynamic
pricing costly in this case.

DEPOSIT. In [8s],in the deposit phase, B sends a commitment to the new value
of the deposit and a ZK proof that the deposit is updated. In IIpoTs, Fcp is
used, which can be instantiated with a hiding vector commitment that stores
the deposit at position 0. The size of commitments, as well as the cost of a ZK
proof of deposit updated, does not depend on IV in both cases. However, the
common reference string of the VC scheme grows linearly with V. (We recall
that Fcp not only stores the deposit but also the NV counters of purchases.)
By applying the UC with joint state theorem [31], it could be possible to share
the common reference string for the DHE instantiations of the non-hiding
and hiding VC schemes, but this affects the modularity of IIpoTs.

PAYMENT. In [8s], B proves in ZK that the price of the purchased message is
subtracted from her current funds. This involves a ZK proof of signature
possession, to prove that the correct price is used, and a ZK proof of commit-
ment opening, to prove that the correct value of the deposit is used. The cost
of these proofs is independent of N. In IIpoTs, when using non-hiding and
hiding VC schemes to instantiate Fyp and Fcp, we need two ZK proofs of
a vector commitment opening: one for the non-hiding VC scheme (for the
price) and one for the hiding VC scheme (for the deposit). The amortized
cost of these ZK proofs is also independent of N. The cost of a ZK proof of
commitment opening for the DHE instantiation is similar to the ZK proof
of signature possession in [8s].

sTaTisTICs. Unlike [85], IIpoTs allows V to get aggregate statistics about the
purchases of B. Fcp is used to store the counters of the number of purchases
for each category. With the instantiation based on a hiding VC scheme,
updating the counters and reading them to compute a statistic involves ZK
proofs of the opening of positions of a vector commitment, whose amortized
computation and communication cost is independent of V.

AGGREGATE STATISTICS ON MULTIPLE BUYERS. IIpors allows ) to
gather statistics about the purchases of each buyer separately. Nonetheless, V is
possibly more interested in gathering aggregate statistics about multiple buyers. This
is also appealing to better protect buyer’s privacy. Fortunately, IIpors enables this
possibility. The functionalities F¢p used in the execution of IIpors between V
and each of the buyers can be used to run a secure multiparty computation (MPC)
protocol for the required statistic. In this protocol, each buyer reads from F¢p the
counters needed for the statistic. We note that Fcp provides commitments to the
counters read. These commitments can easily be plugged into existing commit-and-
prove MPC protocols [30] to run an MPC between the seller and the buyers. We
note that previous POT protocols do not provide this possibility because buyers
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do not have any means to prove statements on their purchase histories. Fcp acts
as a ZK data structure that stores information about what buyers have proven in
zero-knowledge, so that this information can be reused in subsequent ZK proofs.
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Joint work with Alfredo Rial. This protocol was published in a paper presented at
the 25th Australasian Conference on Information Security and Privacy in 2020 [39].
This protocol makes use of the functionality Fyup from Chapter 9. Reproduced with
permission from Springer Nature.

121 INTRODUCTION

Oblivious Transfer with Access Control (OTAC) protocols [17, 33] run between
asender 7" and receivers R. T receives as input a tuple (m;, ACP;)yic1,n] of
messages and their associated access control policies. In a transfer phase, a receiver
Ry, chooses an index ¢ € [1, N] and obtains the message m; if Ry, satisfies the
policy ACP;. T does not learn ¢, whereas R, does not learn any information about
other messages.

In the following, we only consider OTAC schemes in which the receivers learn
all policies (ACP;)y;c(1, 5], schemes that are stateless, i.e. fulfilment of a policy
by R}, does not depend on the history of messages received by Ry, and schemes
that are adaptive, i.e. there are several transfers and Ry, can choose % after receiving
messages in previous transfers. In Section 12.2, we discuss stateful and adaptive
OTAC schemes and OTAC schemes with hidden policies. Additionally, we focus
on OTAC schemes that provide anonymity and unlinkability, i.c., schemes where
T cannot link a transfer to a receiver identity Ry, and where transfers to Ry, are
unlinkable with respect to each other.

Existing adaptive and stateless OTAC schemes follow a common pattern in their
design. In the initialization phase, 7 computes N ciphertexts ¢; that encrypt m;.
Some OTAC schemes [1, 17, 66] use a signature that binds ACP; to ¢;, while oth-
ers [81, 98—100] use fuzzy identity-based encryption (IBE) or ciphertext-policy
attribute-based encryption (CP-ABE) to encrypt m; under ACP;. The receivers
obtain (c;, ACP;)v;e[1,n]- To prove fulfilment of policies, Ry, proves to an author-
ity that she possesses some attributes and obtains a credential or a secret key for her
attributes. In the transfer phase, Ry, interacts with 7 in such a way that Ry, can
decrypt c; for her choice 7 only if her certified attributes satisfy ACP;. These OTAC
schemes have several shortcomings in their design:

MODULARITY. Though some OTAC schemes are extensions of adaptive Oblivi-
ous Transfer (OT) protocols, they do not use OT protocols as building blocks.
Instead, the OT scheme is modified ad-hoc to produce the OTAC scheme,
blurring the line between elements which were part of the OT scheme and
those which were added to provide access control. This lack of modularity
results in two disadvantages: first, when the security of the OTAC scheme is
analysed, the security of the underlying OT scheme needs to be reanalysed.
Second, the OTAC scheme cannot be instantiated with any secure adaptive
OT scheme, and consequently, whenever more efficient OT schemes are pro-
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posed, the OTAC scheme cannot incorporate them and would need to be
redesigned.

roLIiCY UPDATES. Allexisting OTAC schemes do not allow for policy updates,
i.e., if a policy ACP; needs to be updated, the initialization phase needs to be
rerun. In practical applications of OTAC schemes (e.g. medical or financial
databases), it would be desirable to be able to update policies dynamically
throughout protocol execution without needing to re-encrypt messages. To
enable policy updates, we would need to separate the encryptions ¢; of m;
from the method used to encode policies ACP;. As explained above, OTAC
schemes use signatures schemes or CP-ABE to bind policies to ciphertexts.
It would be possible to separate, for instance, a signature on the policy ACP;
from the encryption ¢; of m;, whilststill allowing R, to prove the association
between ¢; and ACP; in the transfer phase. However, a revocation mech-
anism to revoke outdated signatures would also need to be implemented,
which would decrease efficiency.

STORAGE cOST. Allexisting OTAC schemes associate each encryption ¢; with a
policy ACP;. However, in practical applications, multiple database records
are associated with a single policy. Therefore, if we separate the ciphertexts
¢; from the method used to encode policies ACP;, it would be possible to
improve efficiency by associating a policy to multiple ciphertexts.

12.1.1  Our Contribution

We use UUD from Chapter 9 to construct a modular OTAC protocol which enables
dynamic policy updates without the need for a revocation mechanism, and allows
for the association of a policy to multiple messages.

We propose a functionality Forac, which follows previous OTAC functional-
ities [17] but introduces two main modifications. First, it splits the initialization
interface into two interfaces: otac.init, in which the sender 7" receives (m; )vie[1, v,
and otac.policy, in which T receives (ACP; )y, 5] This enables 7" to make
policy updates via otac.policy during protocol execution. Second, previous func-
tionalities include an issuance phase where an issuer certifies R, attributes. Instead,
Fotac allows for more open and flexible ways of proving possession of attributes.
7T sets and updates a relation Racp that specifies what R, must prove to obtain
access to messages. Each policy ACP; is an instance ins for Racp and, in the trans-
fer phase, R, must provide a witness wit such that (wit, ins) € Racp. wit could
contain, e.g., signatures from an issuer on R, attributes, but in general any data
required by Racp.

We also describe a modular construction IloTac. Ilorac uses as building
block For, and thus IIoTac can be instantiated by any secure adaptive OT pro-

. R
tocol. To implement access control, IloTac uses Fuup and F, 5. T stores
(ACPZ')WG[LN} in DB in Fyuyp. Each entry [, v; 1, . . ., v;,1] stores the index ¢
and the representation ACP; = (v;1,...,v; ) of a policy. In a transfer phase,
.. R
Ry, uses Fyup to read ACP; for her choice 7 and then .FZIQCP/ to prove fulfilment
of ACP;. One challenge when defining a hybrid protocol is to ensure that two
functionalities receive the same input. For example, in the transfer interface of
IIoTac, we need to ensure that the choice ¢ sent to FoT (to obtain m;) and to
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Fuup (to read ACP;) are equal. To this end, we use the method in [20] and de-
scribed in Section 2.9, in which functionalities receive committed inputs produced
by a functionality Fnic for non-interactive commitments.

Our modular design has the following advantages. First, it simplifies security
analysis because security proofs in the hybrid model are simpler, and by splitting the
protocol into smaller building blocks, security analysis of constructions for those
building blocks are also simpler. Second, it allows for the construction of multiple
instantiations by replacing each of the functionalities by any protocols that realize
them.

coNsTRUCTION IIyyp.  InChapter 9, we propose a construction ITyyp for
Fuup- Hyup is based on subvector commitments (SVC) [64], which we extend
with a UC ZK proof of knowledge of a subvector. An SVC scheme allows us to
compute a commitment vc to avector X = (x[1],...,x[N]). vc can be opened to
asubvector x; = (x[i1],...,X[in]), where I = {i1,... i} C [1, N]. The size
of the opening wy is independent of N and of | I|. SVC were recently proposed as an
improvement of vector commitments [32, 69], where the size of wy is independent
of N but dependent on |I|. We extend the definition of SVC to include algorithms
to update commitments and openings when part of the vector is updated.

ITyup works as follows: U uses a bulletin board BB to publish the database
DB and any Ry, obtains DB from BB. A BB ensures that all readers obtain the
same version of DB, which we need to guarantee unlinkability. Both ¢/ and any
R, map a DB with NV entries of the form [i, v; 1, . . ., v; 1] to a vector x of length
N x Lsuch thatx[(¢ — 1)L+ j] = v; jforalli € [1, N]and j € [1, L], and they
compute a commitment vc to X. To update a database entry, U updates BB, and U
and any Ry, update vc. Therefore, updates do not need any revocation mechanism.
To prove in ZK thatan entry [4, v; 1, . . ., v;, 1] is in DB, Ry, computes an opening
wrfor] ={(t—1)L+1,...,(i — 1)L+ L} and uses it to compute a ZK proof
of knowledge of the subvector (x[(¢ —1)L+1],...,x[(¢ — 1)L+ L]). This proof
guarantees that / is the correct set for index 1.

We describe an efficient instantiation of IIyyp in Chapter 9 that uses an SVC
scheme based on the Cube Diffie-Hellman assumption [64]. In terms of efficiency,
the storage cost grows quadratically with the vector length N x L. However, after
initializing vc and the openings wy to the initial DB, the communication and com-
putation costs of the update and read operations are independent of N. Therefore,
our instantiation allows for an OTAC where the database of policies can be updated
and read efficiently.

We describe a variant of our instantiation where each database entry is [imn,
imazs Vi,ls - - - Ui, 1], where [Imin, tmaz] € [1, N]isarange of indices. This allows
for an OTAC with reduced storage cost. If the messages (7,,,,,,, - - - » M., ) L€
associated with a single policy ACP, only one database entry is needed to store ACP.
In contrast, previous OTAC that use signatures or CP-ABE need to embed a policy
in every ciphertext.

ITyup can be regarded as an efficient way of implementing a ZK proof for a
disjunction of statements. Namely, proving thatan entry [, v; 1, . . ., ;1] isin DB
is equivalent to computing an OR proof where the prover proves that she knows at
least one of the entries.
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12.2 RELATED WORK

Our OTAC is adaptive, i.e., R}, can choose an index ¢ after having previously received
other messages. In [12], an oblivious language-based envelope protocol (OLBE) is
proposed based on smooth projective hash functions. OLBE can be viewed as a
non-adaptive OTAC.

Our OTAC is stateless, i.e. fulfilment of a policy by Ry, does not depend on the
history of messages accessed by Ry. In [33], a stateful OTAC is proposed where
policies are defined by a directed graph that determines the possible states of R,
the transitions between states and the messages that can be accessed at each stage.
Priced Oblivious Transfer (POT) protocols [3, 18, 85] require the user to pay a price
for each message. Typically, they involve a prepaid method, where R, makes a
deposit and later subtracts the prices paid from it without revealing the current
funds or the prices paid. Recently, a modular POT protocol was proposed [35] based
on an updatable database without unlinkability [38]. Our OTAC differs from it in
that it provides unlinkability to /R, and in that it considers more complex policies
expressed by tuples of values, while in POT the policy is simply the message price.
Additionally, our OTAC can improve storage efficiency when the same policy is
applied to several messages.

Our OTAC reveals the policies to Ry In [16, 19], OTAC with hidden policies are
proposed. Our approach based on SVC cannot be followed to modularly design
OTAC with hidden policies that allow for policy updates.

12.3 IDEAL FUNCTIONALITY

Fotac interacts with a sender U and receivers R .. FoTAC consists of the following
interfaces:

1. U uses the otac.init interface to send the messages (my,)!\_;.

2. The receiver R}, uses the otac.retrieve interface to retrieve N.

N
n=1

3. U uses the otac.policy interface to send (or update) the policies (ACP,,)
and the relation Bacp to FOTAC-

N
n=1

4. Ry uses the otac.getpol interface to obtain (ACP,,),"_; and Racp.

5. Ry uses the otac.transfer to send a choice 7 and a witness wit to FoTaC-
If (wit, ACP;) € Racp, FoTac sends m; to Ry.

The relation Racp is

Racpr ={(wit, ins) :
1= f(wit, (vij)vjen,n)}

The instance otac.policy = (v; j)vje[1,1) of Racp isa policy represented asa tuple
of values. The function f evaluates whether the witness wit satisfies the policy.
wit can contain different elements depending on f. It can, for instance, contain
signatures of the attributes of Ry, certified by an issuer.



12.3 IDEAL FUNCTIONALITY 129

Figure 12.1: Functionality FoTac

FoTAc is parameterized by universes of messages U,;, and policies U,,;.

1. On input (otac.init.ini, sid, (m,)_,) from U:

* Abortif sid ¢ (U, sid’), or if (sid, (my,)_;,0) is already

stored.
* Abortifforn =1to N, my, ¢ Up,.
* Store (sid, (my)N_;,0).
* Send (otac.init.sim, sid, N) to S.

S. Oninput (otac.init.rep, sid) from S:

* Abortif (sid, (m,)_,, 0) is notstored, or if (sid, (m,)N_;,
1) is already stored.

* Store (sid, (my)N_;, 1).

* Send (otac.init.end, sid) to .

»

On input (otac.retrieve.ini, sid) from Ry:

* Create a fresh ¢id and store (gid, Ry,).

* Send (otac.retrieve.sim, sid, qid) to S.

)

On input (otac.retrieve.rep, sid, qid) from S.

* Abortif (qid’, Ry) such that gid’ = qid is not stored.
If (sid, (my,)_;, 1) is not stored, set N < L.

* Else, store (sid, R, N).

* Delete (gid, Ry).

* Send (otac.retrieve.end, sid, N) to Ry.

3. On input (otac.policy.ini, sid, (ACP,)"_, . Racp) from U:

e Abortif (sid, (my,)Y_;, 1) is not stored or if the number of
policies is not equal to number of messages received.

* Foralln € [1, N|, abortif ACP,, ¢ U,,.

* If (sid, (ACP,,)N_, | Racp, cu) is not stored:
— Foralln € [1, N], abortif ACP,, = L.
— Abortif Racp = L.
— Store (sid, (ACP,)N_, | Racp, cu).

* Else:

— Foralln € [1, N],if ACP,, # L, update ACP,, in the
stored tuple (sid, (ACP,)N_, | Racp, cu).

— If RACP 75 J_ update RACP in (szd <ACP )n 15
Racp, cu).
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N

— Increment cu and update cu in (sid, (ACP,),_;,

Racp, cu).
* Create a fresh gid and store gid.
¢ Send (otac.policy.sim, sid, gid, (ACP,,)N_;, Racp) to S.
S. Oninput (otac.policy.rep, sid, ¢id) from S:
* Abortif gid is not stored.
* Delete gid.

* Send (otac.policy.end, sid) to U.
4. On input (otac.getpol.ini, sid) from Ry:

* Create a fresh gid and store (qid, Ry).
* Send (otac.getpol.sim, sid, gid) to S.

S. Oninput (otac.getpol.rep, sid, gid) from S:
* Abortif (qid’, Ry) such that gid’ = qid is not stored.

If (sid, (ACP,)"_,, Racp,cu) is not stored, set

<ACP7L>N < L and RACP =N

n=1

* Else, set cry, < cu, store (Ry, (ACP,)N_, | Racp, cry) and

n=1»
delete any previous tuple (R, (ACP. )N Racp, cr).

* Delete (qid, Ri).
* Send (otac.getpol.end, sid, (ACP,,)"_,, Racp) to Ry.

n=1>
5. On input (otac.transfer.ini, sid, i, wit) from Ry;:
* Abort if (sid, R}, N) or (R}, (ACP,)N_|, Racp, cr)
such that R}, = R}, are not stored.
e Abortif ¢ ¢ [1, N], or if(’wit, ACPZ) ¢ Racp.

* Createafresh qid and store (gid, m;, cry,), where m; is stored
in the tuple (sid, (my)N_;, 1).

n=1
* Send (otac.transfer.sim, sid, gid) to S.
S. Oninput (otac.transfer.rep, sid, gid) from S:

* Abortif (gid, m;, cry) is not stored, or if ¢ry, # cu, where

cu is stored in the tuple (sid, (ACP,,)_, . Racp, cu).

* Delete the record (qid, m;, cry).

* Send (otac.transfer.end, sid, m;) to Ry.
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12.4 CONSTRUCTION

ITorac uses an ideal functionality FoT from Chapter 2 as building block. For
is used to implement the otac.init and otac.retrieve interfaces, as well as to allow
R} to obtain messages obliviously in the otac.transfer interface.

To implement access control, Iloac uses the functionalities Fyyp from Chap-
ter 9, and Fgg and f;ﬁcp/ from Chapter 2. In the otac.policy interface, U uses
JFuup to store the policies, and U uses Fpp to store the relation Racp. In the
otac.getpol interface, R, retrieves the policies and the relation from Fyyp and
FBB.

In the otac.transfer interface, R, reads the policy ACP; = (v; ;)v;e, 1) for
her choice 7 by using Fyup. To do this, R, obtains commitments com; and
(comi j)vje(1,r) to i and to the values (v; j)vje[1,z) that represent the policy.

. R
(com; j)yjen, i are sent as input to F, 2" so that Ry, proves fulfilment of the

policy. com; is sent as input to FoT to obtain the message m;.

Racp is a modification of Racp. In Racpr, the instance <Ui,j>Vj€[1,L] of Racp
is replaced by (com j)vje, 1), while the witness is extended to contain wit
(wit, {v; j, open; ;)vjel1,1])- Le., the instance in Racps contains commitments
to the policy rather than the policy itself, which allows R}, to hide which instance
is being used from U. The relation Racp is

Racp :{(wit/, ins/) :
. /
(1 = COM.Verify(parcom, com; ;, vi j, open; ;))vje[,r) A

L= f(wit, (vij)vjen,r)}

Figure 12.2: Construction IloTac

ITorac is parameterized by universes of pseudonyms U,,, messages U,,, and
policies U;.
1. On input (otac.init.ini, sid, (m,)_,):
* U uses the ot.init interface to send the messages (m,,)2_; to
For.
* U outputs (otac.init.end, sid).
2. On input (otac.retrieve.ini, sid):
* Ry uses the ot.retrieve interface of For to retrieve the num-
ber of messages N.
* Ry outputs (otac.retrieve.end, sid, N).

3. On input (otac.policy.ini, sid, (ACP,)_, | Racp):

* U parses (ACP,)N_ 1 as (n, v 1, -y Vn, L)vne1,N]- Upol ad-
mits policies that can be represented by tuples of values.

* U uses the uud.update interface to send (n,vp1,...,
Un,L)Vne(1,N] t© FUUD-

* U uses the bb.write interface of Fgp to write Racp into the
bulletin board.
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* U outputs (otac.policy.end, sid).
4. Oninput (otac.getpol.ini, sid):

* Ry, uses the uud.getdb interface of Fyup to retrieve the poli-

cies DB = (n, Upn,1y« -y Un,L)Vne[l,N} = <ACPn>£lv:1.
* If (sid, cry, (ACP,)N_,, Racp) is not stored, Ry, sets cry,
+— 0.

* Ry increments cry, and uses the bb.getbb interface of Fgg to
receive the description of a relation Racp. Ry, continues incre-
menting the counter and reading the bulletin board until the
returned message is L. Then Ry, takes the previous cr, and the
last description of a relation Racp received from Fpg, stores
(sid, cry, (ACP,)N_, . Racp) and deletes any previous tuple
(Sid, CTk, <ACPn>N RACP)-

n=1»

* Ry outputs (otac.getpol.end, sid, <ACPn>N Racp).

n=1"
5. On input (otac.transfer.ini, sid, i, wit):

* In the first execution of this interface, R, runs the com.setup
interface of Fnic.

* Ry picks the policy ACP; = (7,v;1,...,v;1) and Racp
from the stored tuple (sid, cry, (AC P.)N 1, Racp).

n=1>
° Rk aborts if(wz't, ACPZ') ¢ RACP-
* R} uses the com.commit interface of FNyc to obtain commit-
ments and openings (com;, open;, (com; j, open; ;hvie1,1]
todand v;1,..., V.

* Ry picks a random pseudonym P <— U,

* Ry uses the uud.read interface to send (P, (7, com;, open;,
(i 5, comy j, open; ;)vie(1,z])) to Fuup.
* U receives (P, (com;, (com; j)vie(1,r))) from Fyup.

* In the first execution of this interface, I runs the com.setup
interface of Fnic.

* U uses the com.validate interface of Fic to validate the com-
mitments (com, (comi,j>vj€[1,L]).

* U uses the nym.reply interface of Fy to send to Ry a mes-
sage that acknowledges receipt of the commitments. (Here, we
assume that Fyyp uses the nym.send interface of Fy to
send a message from R, tol4.)

* Ry sets the instance ins’ < ({com; j)v;ep,z)) and the wit-
o/ .
ness wit’ + (wit, ((v; ;, openi7j>vj€[17L])).
* Ry, uses the zk.prove interface to send wit’, ins’ and P to

Rcpr
Fo k.




12.§ SECURITY ANALYSIS

. . R . .
* U receives ins’ and P from fZI’éCP' .U aborts if the commit-

ments in ins’ or the pseudonym are not equal to the ones
received from Fyup.

* U uses the nym.reply interface of Fyywm to send to Ry a mes-

sage that acknowledges receipt of the ZK proof. (Here, we
R .

assume that fzfécp/ uses the nym.send interface of FyywMm to

send a message from R, to4.)

* Ry uses the ot.request interface to send P, 7, com;, and open;
to JT"OT-

e U receives P and com; from For. U aborts if com; or the
pseudonym is not equal to the commitment received from
Fuup.

* U uses the ot.transfer interface to send P and com to For.

e Ry receives m; from For.

* Ry outputs (otac.transfer.end, sid, m;).

12.§ SECURITY ANALYSIS

Theorem 12.5.x IloTAC securely realizes Fotac in the (For, Fnic, Fuubs
Vg ?écp,; FBB, FNYM)-bybrid model.

When U is corrupt, our simulator § proceeds by running the receiver part of
ITorac, with two modifications: first, the choice 7 is replaced by a random choice.
This change does not alter the view of the environment because Fo1 does not leak

any information on 7 to the adversary. Second, because S does not know wit, S

R R
does not run fzfécp/ .Instead, S creates the message sent by ZIQCP' to the adversary.

This change does not alter the view of the environment because }"é%fécp' does not
leak any information on wit to the adversary.

When Ry, is corrupt, S proceeds by running the sender part of IloTac, with
the following modifications: first, when the honest I/ inputs the messages, S sends
N random messages to FoT. When the adversary sends its choice ¢, S obtains m;
from Fotac and replaces the random message stored in FoT by m; before the
ot.transfer interface of For is run.

133






PRIVACY PRESERVING LOYALTY PROGRAMS

Joint work with Alfredo Rial. This protocol was published in a paper presented at the
Privacy Enbancing Technologies Symposium in 2021 [41]. This protocol makes use of
the functionality Fuunp from Chapter 7.

131 INTRODUCTION

Loyalty Programs (LPs) are marketing strategies implemented by vendors (Vs) to
establish lasting relationships with buyers (Bs). LPs offer accumulating benefits
to Bs who purchase certain brands or buy products from certain stores [56]. LPs
benefit Vs in two ways:

° They improve customer retention.

* By storing Bs’ Purchase Histories (PHs) and Personally Identifiable Infor-
mation (PII), and thanks to data mining techniques, LPs allow Vs to profile
Bs. These Buyer Profiles (BPs) are used for market research and targeted
advertising.

LPs have raised privacy concerns because BPs can reveal sensitive PII, which Vs
could sell to third-party advertisers and to data brokers [58]. These privacy concerns
have been shown to have an impact on participation in LPs [56].

PREVIOUS WORK. LPscan be classified depending on the type of PII and PHs
collected, on whether they involve a single or multiple Vs, on the type of rewards
given to Bs, on whether those rewards are transferable to other Bs, and so on. For
privacy’s sake, the key issue is whether V requires the collection of PH or not.

Some Privacy Preserving Loyalty Programs (PPLPs) do not allow Vs to collect
PHs [13, 14, 46, 73]. In [46], blind signatures are used to provide unlinkability
between the issuance and the redemption of loyalty points (Ipts). In [73], Bs can
anonymously download a batch of loyalty cards and use them in an unlinkable
manner. In [13], an updatable anonymous credential scheme is proposed that allows
Bs to get V to add Ipts at each purchase without revealing the total number of Ipts
accumulated. Recently, in [14], the scheme in [13] was improved to add features such
as the recoverability of failed spent Ipts or backward unlinkability. Despite offering
privacy protection to Bs, these solutions prevent any form of buyer profiling, and
thus they limit the benefits that Vs obtain from LPs.

Other solutions do allow V to obtain some information on PHs [11, 75, 95].
In [75, 95], B obtains an anonymous credential at registration. At each purchase, B
shows her anonymous credential and chooses whether her purchases are linkable
or unlinkable to previous purchases. In [11], B, at each purchase, obtains a blind
signature. This signature signs purchase data along with a value chosen by B. To
obtain Ipts, B can link signatures of different purchases when they sign the same
B-chosen value. B then reveals these signatures to V. Therefore, in [11, 75, 95], at
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In our PPLP, V (resp.
By) plays the role of U
(resp. Ri).

PRIVACY PRESERVING LOYALTY PROGRAMS

each purchase, Bs need to decide whether they want the purchases to be linkable to
previous purchases. The PPLPs in [11, 75, 95] have two drawbacks:

PRIVACY OF PHS. Profiling consists of running a classification algorithm over
a B’s PH. A PPLP should minimize the disclosure of PHs. However, in [11,
75, 95], when Bs choose to link their purchases in order to benefit from the
LP, V receives more information on PHs than is actually required to create a
BP. In [75, 95], all PH is revealed, while in [11] a taxonomy of products and
product types is defined and Bs can reveal the exact product purchased or
the product’s category.

UNLINKABILITY OF PURCHASES. In [11, 75, 95], Bs need to decide whether
purchases are linkable or unlinkable at the moment of purchase. It would be
desirable to have a scheme where purchases are always unlinkable, and yet at
a later stage Bs can be profiled based on their PH and benefit from Ipts.

3.1 Our Contribution

We propose a PPLP that addresses these drawbacks. First, it protects B’s privacy by
avoiding the disclosure of PHs to V. Second, it guarantees that purchases are always
unlinkable. PHs and Ipts are stored on B’s side and can later be used for profiling
or to redeem Ipts.

Our PPLP involves a vendor V and multiple buyers B, and can be used in e-
commerce and physical shops. Bs are equipped with an electronic device (e.g., a
smartphone). The PPLP consists of the following phases.

REGISTRATION. By, signs up for the PPLP.

PURCHASE. Bj’sPHand Ipts arestored on By, ’s side. Each purchase is unlinkable
to previous ones. Despite unlinkability, at each purchase, V updates Bj,’s PH
and Ipts without learning any of them.

REDEMPTION. B}, proves that she has accumulated a number of Ipts.

PROFILING. By, reveals to V the result of running a profiling algorithm on her
PH (or, in general, any computation run on her PH) and proves that this
result is correct without disclosing her PH. We describe a variant of this phase
where V does not learn the profiling result either, but is able to use it to, for

instance, give B, more Ipts.
To describe our PPLP, we use the updatable unlinkable hiding database (UUHD)

functionality described in Chapter 7 A UUHD is a protocol between an updater U
and multiple readers R . A UUHD consists of an update phase and a read phase.
In an update phase, I/ updates the database stored by a reader Ry, identified by a
pseudonym P. We consider simple databases DB with entries of the form [4, vry],
where 7 is the position and vr; the value stored at position ¢. U does not learn the
contents of DB and cannot link it to previous updates. However, U is ensured that
she is updating the last version of DB given to Rj. In the read phase, R}, commits
to some data from the database and proves to I/ that it is stored in DB. Later, Ry,
can use these commitments to prove in Zero Knowledge (2K) other statements
about the data in DB. For instance, R}, can prove the correctness of the result of
running an algorithm on input this data. One key property of UUHD is that R,
is able to prove in ZK statements about both vr; and .
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In Chapter 7, we define security for UUHD in the Universal Composability (UC)
framework [29]. We define an ideal functionality Fyypap for UUHD thatis suitable
for modular design, i.c., that can be used as a building block of a protocol. In the
UC framework, a protocol can be described modularly in the hybrid model, where
parties use ideal functionalities for the building blocks of the protocol. However,
many functionalities in literature cannot be used for modular design whenever we
must guarantee that two or more functionalities receive the same input. To solve
this issue, we use the method in [20], described in Section 2.9, which is based on
sending committed inputs to functionalities.

We propose a construction ITyypp for UUHD in Chapter 7. ITyynp uses a
vector commitment (VC) scheme as its main building block. A VC scheme allows
us to compute a vector commitment vc to a vector X of values, where each value
x[i] is stored at a given position 7. Additionally, vc can be opened to x[i] with
communication cost independent of the vector length. We use a VC scheme that is
additively homomorphic. ITyynp also uses a pseudonymous channel that provides
unlinkability in communications between any R, and U.

A VC vc is used to store the database DB by committing to a vector x such that
x[i] = vr;. Initially, Ry, obtains a signed vc to an initial database DB from U. To
read DB in an unlinkable manner, Ry, rerandomizes vc to vc’, reveals vc’ to U and
proves in Zero Knowledge (2K) that v¢’ is a rerandomized version of a commitment
signed by U. Then Ry, can prove statements about the database committed to in
vc'. To update DB, U uses the homomorphic property of the VC scheme to update
the database in v¢’ (without learning its contents) and produce an updated VC vc,,,
which U signs and sends to Ry, Ilyynap implements a double-spending detection
mechanism to ensure that in the next read phase, R}, uses vc,, and not previous
commitments received from U.

To construct a PPLP based on UUHD, we store [3;,’s PH in the form of a database
DB that, for each product (or product category, depending on the detail needed
to create BPs), stores the number of purchases or the amount of money spent by
By on that product. Therefore, DB is a vector x where each position 7 represents a
product and x[7] is the number of purchases or the amount of money spent on that
product. An additional position is used to store the accumulated Ipts. When Bj,
purchases some products, to update DB, V computes another VC to a vector x,,
that stores the information regarding the products purchased and additional Ipts.
Then, by using the homomorphic property, VV multiplies both vector commitments
to geta VC to X + X,, and sends the new VC to Bj.

Our PPLP guarantees unlinkability between purchases and minimizes the PH
disclosure towards V. Thanks to double-spending detection, our PPLP ensures
that By, uses the last version of the PH at the next update or when reading it for
profiling or redeeming Ipts. Nevertheless, we note that BB, can refuse to use the
PPLP for certain purchases or create more than one profile. This leads generally to
the creation of better profiles but, if needed, can be discouraged.

ITyunp benefits from the efficiency properties of VCs. Particularly, updating
the database is very efficient thanks to the homomorphic property. In Chapter 7,
we show that the communication cost of read and update operations, as well as
the computation cost of update operations, is independent of the database size N.
Read operations have amortized computation cost which is also independent of N.
Therefore, Ilyunp is suitable for large databases.
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13.2 RELATED WORK

vc scHEMES.  VC schemes [32, 69] can be based on different assumptions
such as CDH, RSA and DHE. We could use VCs secure under the more standard
CDH or RSA assumptions, but VCs based on DHE have efficiency advantages.
A mercurial VC scheme based on DHE was proposed in [69], and subsequently
DHE VC schemes were used in [57, 63, 67]. In our instantiation of IIyygp, we
extend the VC scheme with signatures to enable ZK proofs of an opening w;.

Polynomial commitments (PCs) allow us to commit to a polynomial and open
the commitment to an evaluation of the polynomial. PCs can be used as VCs by
committing to a polynomial that interpolates the vector to be committed. In [59], a
construction of PCs from the SDH assumption is proposed. A VC based on the
PC scheme from SDH has the disadvantage that the VC cannot be updated. A
further generalization of VCs and PCs are functional commitments [68].

ZK PROOFS FOR LARGE DATASETS. Inmost ZK proofs, the computation
and communication costs grow linearly with the size of the witness, which is inade-
quate for proofs about datasets of large size N. However, some techniques attain
costs sublinear in /N Probabilistically checkable proofs [61] achieve verification cost
sublinear in IV, but the cost for the prover is linear in V. In succinct non-interactive
arguments of knowledge [51], verification cost is independent of N, but the cost for
the prover is still linear in [N ZK proofs for oblivious RAM programs [76] consist
of a setup phase where the prover commits to the dataset, with cost linear in NV
for the prover and constant for the verifier. After setup, multiple proofs can be
computed on the dataset with cost sublinear (proportional to the runtime of an
ORAM program) for prover and verifier.

Our construction is somehow similar to [76], i.e. a database is committed to, and
ZK proofs are computed. Storage cost is linear in N. However, the verification cost
of a ZK proof is constant and independent of N. To compute a ZK proof, only the
cost of computing an opening w; is linear in /N, but w; can be reused and updated
with cost independent of N. Therefore, computing a ZK proof has an amortized
cost independent of IV, which makes our construction practical for large databases.

UPDATABLE ANONYMOUS CREDENTIALS. In Anonymous Credential
(AC) [26] schemes, issuers sign user attributes. Users show that they possess a
signature from an issuer on their attributes and selectively disclose, or prove in ZK
statements, about their attributes. Unlinkability ensures that uses of a credential
cannot be linked to each other or to the issuance of the credential. Recently, an
updatable AC scheme had been proposed in [13] and applied to LPs. An updatable
AC scheme allows users to update their signed attributes blindly, i.e., without the
issuer knowing the attribute values. A UUHD can thus also be used to construct an
updatable AC scheme. In [13], the cost of proving and verifying statements about
attributes grows with the number of attributes signed in a credential. In their LP,
only the number of Ipts is signed, and vendors do not receive any information on
buyer profiles. Our construction IIyynp provides ZK proofs of cost independent
of IN. This allows us to design a PPLP where, in addition to Ipts, V' signs and updates
the whole purchase history of buyers, which could consist of hundreds or thousands
of products, with a computation and computation cost comparable to [13]. Buyers
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can then be profiled based on the result of a profiling algorithm, without disclosing
further purchase data to V.

13.3 IDEAL FUNCTIONALITY

J1p interacts with a vendor V and multiple buyers Bj,. F1,p maintains one database
DB per buyer. Each DBis of size N = M +1 and stores the PH for M products and
the [pts accumulated by By,. F1,p consists of the interfaces Ip.register, Ip.purchase,
Ip.redeem, Ip.profile and Ip.updatedb.

1. Abuyer By, sends the Ip.register.ini message on input a pseudonym P. Fi,p

checks if P is unique and if By, did not send a registration request in the past.

In this case, after being prompted by the simulator &, F1,p sends P to V.

2. A buyer By, sends the Ip.purchase.ini message on input a pseudonym P.

F1p checks if By, is already registered, if P is unique and if B has not

initiated another purchase, redeem or profile phase that is still unfinished.

In this case, after being prompted by S, F1.p sends P to V.

3. A buyer By, sends the Ip.redeem.ini message on input a pseudonym P and
anumber of loyalty points p. F1,p checks if By, is already registered, if P is
unique, if By, has not initiated another purchase, redeem or profile phase
that is still unfinished, and if Bj, has accumulated at least p loyalty points. In
this case, after being prompted by S, F1,p sends P and p to V.

4. Abuyer By, sends the Ip.profile.ini message on input a pseudonym P and a
profiling function f. F1,p checks if By, is already registered, if P is unique,
and if By, has not initiated another purchase, redeem or profile phase that is
still unfinished. In this case, 1,p evaluates f on input the purchase history
of Bj;. After being prompted by S, F1,p sends P and the profiling result res
to V.

5. The vendor V sends the Ip.updatedb.ini message on input a pseudonym P
and a database (i, vu;);c(1,n]- FLP checks if there is a request pending for
pseudonym P, which is associated with a buyer By,. For a registration request,
J1.p initializes the database DB of B}, to contain 0 at every position. For a
purchase request, Fp uses (4, vu;);e[1, n] to update the PH and the loyalty
points stored in DB. For a redeem request, F1,p updates DB by subtracting
p loyalty points redeemed by By,. For a profile request, F1,p does not update
the database. After being prompted by S, Fpp sends P and (4, vu;)e[1, 3]
to Bk.

J1p guarantees that the requests made by buyers are unlinkable for V. As can
be seen, F,p reveals to V a pseudonym that is unique for every request. F1,p also
ensures that the PH and Ipts of a buyer are hidden from V. Fi,p never reveals a
buyer’s database to V) and, thanks to unlinkability, V is not able to link the updates
of a database. F1,p also ensures unforgeabilty of databases, i.e. buyers are not able
to modify their databases. This guarantees that Ipts can only be redeemed if they
were accumulated, and that the profiling result is correct.
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Figure 13.1: Ideal Functionality F1,p

J1.p is parameterized by a database size V, a universe of pseudonyms Uy, a
function family F and a universe of values U,,.

1. Oninput (Ip.register.ini, sid, P) from By:

* Abortif sid ¢ (V,sid"), orif P ¢ U,. Abort if there is a
tuple (sid, P', By, . ..) stored such that P’ = P, or a tuple
(sid, P, By, 0) such that B}, = Bj.

* Store (sid, P, By, 0), create a fresh gid, store (qid, P, By,)
and send (Ip.register.sim, sid, qid) to S.

w

. Oninput (Ip.register.rep, sid, gid) from S:
* Abortif (qid’, P, By) such that gid = gid’ is not stored.

* Store (sid, P, By, Ip.register), delete (gid, P, By) and send
(Ip.register.end, sid, P) to V.

)

. Oninput (Ip.purchase.ini, sid, P) from Bj:

* Abortif sid ¢ (V, sid’), orif P ¢ U,. Abortif a tuple (sid,
P’ B}, 1) such that B}, # By, is not stored. Abort if there is
atuple (sid, P', By, . ..) stored such that P’ = P, or (sid,
P’ B}, 0) such that B, = By,.

* Store (sid, P, By, 0), create a fresh qid, store (qid, P, By)
and send (Ip.purchase.sim, sid, gid) to S.

w

. On input (Ip.purchase.rep, sid, gid) from S:
e Abortif (qid’, P, By,) such that gid = gid’ is not stored.
* Store (sid, P, By, Ip.purchase), delete (qid, P,By) and
send (Ip.purchase.end, sid, P) to V.
3. Oninput (Ip.redeem.ini, sid, P, p) from B:

* Abortif sid ¢ (V, sid'), orif P ¢ U,. Abortif a tuple (sid,
P’ By, 1) such that Bj, # By, is not stored. Abort if there
is a tuple (sid, P’, B}, ...) stored such that P’ = P, ora
tuple (sid, P’, B}, 0) such that B, = By. Take the stored
tuple (sid, By, DB) and take the entry [N, uy] € DB. Abort
it p ¢ [0, vy].

* Store (sid, P, By, 0), create a fresh ¢id, store (gid, P, By, p)
and send (Ip.redeem.sim, sid, gid) to S.

S. Oninput (Ip.redeem.rep, sid, qid) from S:

* Abortif (qid', P, By, p) such that qid = gid’ is not stored.

* Store (sid, P, By, Ip.redeem, p), delete (qgid, P, By, p) and
send (Ip.redeem.end, sid, P, p) to V.

4. Oninput (Ip.profile.ini, sid, P, f) from Bj:
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* Abortif sid ¢ (V, sid'),orif P ¢ U,,of if f ¢ F. Abortifa
tuple (sid, P, B, 1) such that B}, # B, is not stored. Abort
if there is a tuple (sid, P’, By, . . .) stored such that P’ = P,
oratuple (sid, P’, B, 0) such that B} = Bj.

* Take (sid, By, DB) and compute res < f((i, v)ies), where
(i,v)ies C DB andSis defined in f.
* Store (sid, P, By, 0), create a fresh gid, store (¢id, P, By,
res) and send (Ip.profile.sim, sid, qid) to S.
S. Oninput (Ip.profile.rep, sid, gid) from S:

* Abortif (qid’, P, By, res) such that gid = gid’ is not stored.

* Store (sid, P, By, Ip.profile), delete (gid, P, By, res) and
send (Ip.profile.end, sid, P, res) to V.

5. On input (Ip.updatedb.ini, sid, P, (i, vu;)ie[1,n)) from V:

* Abort if (sid, P', B, lp.x,...) such that P’ = P is not
stored, or if, for i € [1, N}, vu; ¢ U,.

* Iflp.x = Ip.register, set DB < (3, 0);¢[1, ) and store a tuple
(sid, By, DB).

* If Ip.x = Ip.purchase, take the stored tuple (sid, By, DB),
parse DB as (4, vry);e)1, ) and update DB < (i, vr; +
vU;)ie(1,n] in the tuple (sid, Bg, DB).

* If Ip.x = Ip.redeem, take p from the tuple (sid, P’, By,
Ip.purchase, p). Take the stored tuple (sid, By, DB), parse
DB as (i, vr;) i1, n) and update the database entry [V, vr; +
p] in the tuple (sid, By, DB).

* Delete the tuple (sid,P’,Bj,lpx,...). If lpx  #
Ip.purchase, set (4, vu;) e, N < L

* Create fresh gid, store (qid, By, P, 1p.x, (i, vu;);cn,n)) and
send (Ip.updatedb.sim, sid, gid) to S.

S. Oninput (Ip.updatedb.rep, sid, gid) from S:
* Abort if a tuple (gid’, By, P, Ip.x, (i, vu;);ep1,n7) such that
qid = ¢id’ is not stored.

* In the tuple (sid, P, By, 0) such that P’ = P, if lp.x =
Ip.register, replace 0 by 1, else replace o by L.

* Delete  (qid’, By, P,lp.x, (i, vu;);ep,n]) and  send
(Ip.updatedb.end, sid, P, (i, vu;);c, ) to Bi.

13.4 CONSTRUCTION

Iy ,p is described modularly in the hybrid model, where V and B}, use the func-
tionalities FyuHD, f;&d, fézfér, FNywMm and Fyic. .7:;12‘1 and FgﬁT are ZK func-
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tionalities used in the redemption and profiling phases respectively. This modular
design allows for multiple constructions of IIy,p

JFuuHD is used to store the buyers’ databases DB. During registration, By, invokes
the uuhd.read interface for the first time, and V invokes the uuhd.update inter-
face on input (7, 0);¢[1, 3] to initialize DB. In the purchase phase, By, invokes the
uuhd.read interface without reading the database, and V invokes the uuhd.update
interface on input (7, vu;);e[1, v] to update the PH and Ipts stored in DB.

To redeem p Ipts, By, invokes the uuhd.read interface to read the database entry
[N, vn], which stores the accumulated Ipts. By, uses fézﬁd to prove that p € [0,
vn]. Both f;ﬁd and FyuHD receive as input commitments output by Fnic to
ensure that the value vy read is used in the ZK proof. V invokes the uuhd.update
interface on input (4, 0);e(1,a1|| [V, —p] to subtract the redeemed loyalty points
from DB.

In the profiling phase, Bj, invokes the uuhd.read interface to read the subset S of
database entries required by the function f. By, uses f?ﬁr to prove correctness of
the evaluation of f. Commitments produced by Fnic are again used to guarantee
that the entries read are used in F,¢" . V invokes the uuhd.update interface without
updating the database to conclude this phase.

Figure 13.2: Construction ITp

I p is parameterized by a database size NV, a universe of pseudonyms U, a
function family F and a universe of values U,,.

1. Oninput (Ip.register.ini, sid, P), By, and V do the following:

° Bk sends (uuhd.read.ini, Sid, P, J_) to ]:UUHD-

* V receives (uuhd.read.end, sid, P, flag, 1) from Fyuup.
If flag = 1, V stores (sid, P, Ip.register) and outputs
(Ip.register.end, sid, P).

2. Oninput (Ip.purchase.ini, sid, P), By, and V do the following:

* By, sends (uuhd.read.ini, sid, P, 1) to Fyunp.

* Vreceives (uuhd.read.end, sid, P, flag, L) from Fyunp. If
flag = 0 and no commitments to read data are received, V

stores (sid, P, Ip.purchase) and outputs (Ip.purchase.end,
sid, P).

3. Oninput (Ip.redeem.ini, sid, P, p), B, and V do the following:

* By, takes the stored (7, v;);e[1, v] and checks that p € [0, vy].

* B}, uses the com.commit interface of Fnic on input N and
UN to get two commitments and openings (comy, open y,
com, open,, ) to N and vy.

R,4is

R,q = {(wit,q, insyq) : 1 = COM.Verify(parcom, com,, vn, open,) Ap € [0, vy]}
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By proves that vy is committed to in com,, and that p < vy. For the latter, By,
uses a range proof [1s].

* By, sets a witness wit,q  (vy,open,) and ins,q <
(p, com,, comp, N, open ). By, uses the zk.prove interface
to send wit,q, ins,q and P to f?&d.

* V uses the com.verify interface of Fnic on input (comy,
N, open y) to verify that com y commits to the position N.
V uses the com.validate interface on input com,, to check
that com,, is a commitment computed by Fnic. V stores the
commitments (comy, comy,).

* V sends a message (Read DB) to By, by using the nym.reply
interface of Fym on input P. (Here we consider that any
construction for f?ﬁd uses FNyM, so V can reply through
FNyM-)

* By, stores (sid, P, p) and sends the message (uuhd.read.ini,
sid, P, (N, vy, compy, openy, com,, open,)) to FUUHD-

* V receives (uuhd.read.end, sid, P,flag, (comy, com,))
from Fuunp. V checks that the commitments (comy,
comy) equal the ones received from fé%ﬁd. V stores (sid, P,
Ip.redeem, p) and outputs (Ip.redeem.end, sid, P, p).

4. Oninput (Ip.profile.ini, sid, P, f), By, and V do the following:

* By, takes her purchase history (7, v;)ie[1,n]- Let S C [1, M]
contain the indices needed to evaluate f. By, commits to (¢,
v;)ies, i.e., foralli € S, By, uses com.commit on input ¢ and
v to get (¢;, 04, €Ty, OT;).

* By computes 1es < f((7, v;)ies)-

Ry, is

Ry ={(wity, inspy) :
{1 = COM.Verify(parcom, c;,i,0;) N i € SA
1 = COM.Verify(parcom, cr;, v;, or;) bvies A res = f((i, v;)ics) }

By proves that ¢ and v; are committed in ¢; and ¢y, and that i € S. B}, also proves
that res is the result of evaluating f on input (7, v;);es.

* By, sets a witness wity, < ({i, 04, vj, 0T;)ics) and insp, <
((ci, cri)ies). By uses the zk.prove interface to send wityy,
. R
inspr and P to F 0",

* V uses com.validate to check that (¢;, ¢r;);es are commit-
ments computed by Fnic and stores (¢;, ¢75)ics.
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* V sends a message (Read DB) to By, by using the nym.reply

interface of Fywm. (Here we consider that any construction

for ]:ézﬁ’" uses FNym, so V can reply through Fnyar.)

By, sends Fuunp the message (uuhd.read.ini, sid, P, (i, v;,
Cs, 05, CT, OT¢ )ies)-

V receives (uuhd.read.end, sid, P, flag, (¢;, cr;);es) from
Fuunbp. V checks that the commitments (¢;, ¢7;);es equal
the ones received from f?ﬁd. V stores (sid, P, Ip.profile) and
outputs (Ip.profile.end, sid, P, res).

5. On input (Ip.updatedb.ini, sid, P, (i, vu;)icp1,n])> V and By do
the following:

* V finds the tuple (sid, P’, Ip.x, .. .), such that P' = P.

* Iflp.x = Ip.register, V initializes a database (i, 0);¢[1, 5] and

sends (uuhd.update.ini, sid, P, (7,0);e1,n]) to FUuHD-
By receives (uuhd.update.end, sid, (,0);c1,n)) from
FuunDp, checks that (4, O)ie[l, w1 contains 0 in all positions,
stores (i, 0);e1,n] and outputs (Ip.updatedb.end, sid, P,
1).

Iflp.x = Ip.purchase, V sends (uuhd.update.ini, sid, P, (i,
vU;)ie(1,n]) t0 FUUHD.- By, receives (uuhd.update.end, sid,
(4, vui)ig[1,n)) from Fyunp and checks that (4, vu;) g1, vy s
correct, i.e., the database was updated by using the correct prices
paid by By, for the products purchased and the correct number
of Ipts was added. By, updates her database (i, v} );c[1,n] by
setting (i, v} + vu;)ie1,n] and outputs (Ip.updatedb.end,
Sid, P, (i, UUi)iE[l,N])-

If lp.x = Ip.redeem, V takes p from the tuple (sid,
P,lp.redeem, p) and sets a database (i, v;);c[1,n) Where
v; = 0fori € [1,M] and vy = —p. V sends
(uuhd.update.ini, sid, P, (i, v;)jcn1,n]) to Fuunp- By re-
ceives (uuhd.update.end, sid, (7, v;)ie[1,n]) from Fuyunp
and checks that v; = O fori € [1,M]and vy = —p,
where p is stored in the tuple (sid, P, p). By, updates her
database (4, v;);e1, ] by setting (N, vjy + vn) and outputs
(Ip.updatedb.end, sid, P, L).

If Ip.x = Ip.profile, V initializes a database (3, 0);c[1, ) and
sends (uuhd.update.ini, sid, P, (4,0);cn1,n)) to FuunD-
By receives (uuhd.update.end, sid, (4,0);¢(1,n)) from
Fuunp and checks that (,0);c1,n) contains 0 in all
positions. By, outputs (Ip.updatedb.end, sid, P, L).

13.5
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13.6 IMPLEMENTATION AND EFFICIENCY MEASUREMENTS

. . Rpyr
Theorem 13.5.1 1lyp securely realizes Fip in the Fuunp, ]:é%}gd, Foik's FNYM

and FNic-hybrid model.

II1,p provides the unlinkability and hiding properties of F1,p, which protect
buyers’ privacy. Regarding unlinkability, Fuyunp, fﬁg‘i, f;’{ and FNywM reveal
to V a pseudonym and not the identifier By,. By, chooses a different pseudonym for
each phase. Regarding the hiding property, in the purchase phase V does not learn
any information on the PH or on the Ipts of By. In the redemption phase, V only
learns that Bj, accumulated at least p points. In the profiling phase, V only learns
the result of evaluating f on input the PH of Bj,. We recall that Fic ensures that
commitments are hiding.

IIy,p prevents an adversarial By, from forging her PH or her Ipts. Fyunp ensures
that only V sets up and modifies databases. Fyynp also ensures that Bj, cannot
reuse her PH or her Ipts. Additionally, the binding property ensured by Fnic
guarantees that commitments sent to Fyupp and to the ZK functionalities are
opened to the same value. Therefore, By, can only prove knowledge of the PH or
Ipts that were stored by V.

13.6 IMPLEMENTATION AND EFFICIENCY MEASUREMENTS

We have implemented Iy p in the Python programming language, using the Charm
cryptographic framework [4], on a computer equipped with an Intel Core is-7300U
CPU clocked at 2.60 GHz, and 8 gigabytes of RAM. Although we have used a
single core implementation of the protocol for our evaluations, we comment that
the protocol may benefit from parallelization in the setup phase. The BN256 curve
has been used for the pairing group setup. We use the compiler in [24] to compute
UC ZK proofs for R,.q and Ry, and the Paillier encryption scheme uses a 2048-bit
key in both cases. We also employ the range proof scheme described in [15] in the
redemption and profiling phases, which requires the computation and storage of
a CRS of about 152 bytes. For the purposes of evaluating the profiling phase, we
have used a profiling function f which checks whether the sum of the amounts
paid by By, for products represented by a specified set of database entries surpasses
a specified threshold value. Table 13.1 depicts the average computation times for
all phases of the protocol over 10 trial runs, against a database size N = {100,
1000}, which we consider adequate for shops of average size (particularly when
each entry is associated with a product category rather than an individual product).”
The timings include the database update operation performed by V for each of the
phases. The last three rows of Table 13.1 list the average computation times for the
profiling phase when a set S of 1, s and 10 database entries have been passed as input
to the profiling function. The execution times for the profiling phase grow with the
size of S. However, the computation cost is independent of IN. We remark that the
purchase and redemption phases do not depend on S, and that the profiling phase
does not have real-time requirements. Figure 13.5 represents the relation between
the execution time of the profiling phase and the size of S.

The number of SKUs of a typical supermarket, which is a kind of shop that frequently uses
loyalty programs, is anywhere from 15000 to 60000 (https://www.fmi.org/our-research/
supermarket- facts)
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PHASE N=100 N=1000
Registration 0.6404  0.6396
Purchase 0.8776  0.8270
Redemption 2.6733 2.6656
Profiling (1-entry) 2.7701 2.7977

Profiling (s-entries)  14.0836  14.2737
Profiling (10-entries) 28.7699  28.2452

Table 13.1: PPLP phase execution times in seconds.
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Figure 13.5: Profiling phase input entry size vs. execution time.
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Waork in progress. This protocol makes use of the functionality Fcp from Chapter 4.

141 INTRODUCTION

Auctions typically involve a seller (or a vendor) and multiple bidders, and can be
classified into several categories. Of these, the most prominent classes are those
of English auctions, where bidders make increasing bids towards one or more
goods that are being sold by a seller; and Dutch auctions, where the bids decrease.
These auction types are also commonly referred to as open cry dynamic auctions,
as bids are publicly revealed and bidders may submit more than one bid. Other
classifications include first price and second price auctions, depending on whether
the winner of an auction pays the amount of the highest bid or that of the second

highest bid respectively.

The term "Sealed bid auctions”, on the other hand, refers to the class of auctions
where bidders are allowed to cast only a single sealed bid during a bidding phase,
and an auctioneer opens and examines these bids to determine the outcome of an
auction; these bids are not revealed to the other bidders. Sealed bid auctions [44]
are of particular interest because they require only a single round of computation,
and because they make use of "sealed bids", where each bidder submits a signed
encrypted bid to an authority, and all bids are revealed to the authority at the same
time.

The concept of Vickrey auctions was first proposed in [93], and refers to a variant
of a sealed bid auction, where the product that is being auctioned is sold to the
bidder with the highest bid value, provided this bidder pays the bid value of the
second-highest bid. Some Vickrey auction protocols in literature use threshold
trust to provide security guarantees [49, 60]; in other words, the protocol is secure
as long as a specific number of auctioneer servers are honest. [70] describes two
cryptographic auction schemes which do away with the need to maintain threshold
trust between the bidders and the servers responsible for computing the outcome of
auctions, whilst also introducing an auction authority. The protocol described in
[78] additionally introduces an auction issuer who defines the program or garbled
circuit that the auctioneer must execute in order to determine the winner in an
auction. For privacy to hold, the auctioneer and the auction issuer must not collude.

However, an impediment that stands in the way of the widespread use of crypto-
graphic auctions is fraudulent bidding. [9] mentions collusion between bidders as
one of the drawbacks of Vickrey auctions. For instance, the term shill bidding [91]
refers to a technique by which a party makes use of fake bidders to influence the
winning price in an auction. Bid rigging [88] is another issue wherein several bidders
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may collude to influence the selling price of an auction. Whilst several algorithms
for the detection of collusive bidders who participate in fraudulent bidding do exist
for some classes of auctions, the same approach cannot be applied to sealed bid
auctions where bids are encrypted. One such algorithm for online English auctions
has been described in [92], where a shill score is computed for one or more bidders
after studying bidding patterns over a series of auctions.

14.1.1  Our Contribution

We propose a protocol for sealed bid auctions where we use Fcp for a committed
database to allow bidder profiling algorithms (or aggregate statistical functions) to
be run by bidders on their bid histories, without revealing the histories to other
parties. The bidder may then prove that they have not been engaging in fraudulent
bidding activities, to the vendor (the bidder could also exchange this result with an
authority for a signed certificate, for instance, to be used with other vendors).

* We propose a functionality Fsga for Sealed Bid Auctions, modelled around
the protocols described in [70]. We also modify the protocol in [70] by
introducing a non-interactive zero knowledge proof, allowing the auctioneer
to prove to the bidders that the outcome of an auction has been computed
correctly. Our Fspa is additionally parameterized by a function which is
used to determine the outcome of the auction, allowing it to be used for
various auction classes. This functionality can be used as a modular building
block to build larger auction protocols.

* We propose a functionality Fspag for a Sealed Bid Auction with Bidder
Statistics, allowing bidders to reveal the result of a running a profiling or
statistical function against their bid histories to a vendor.

* We propose a hybrid protocol IIsgag for a Sealed Bid Auction with Bidder
Statistics that securely realizes Fspas, constructed using Fcp and Fspa.

Though our protocol allows for the execution of profiling and statistical func-
tions against the bid history of a single bidder, we remark that these functionalities
can also be used in MPC commit and prove protocols thanks to the fact that we
have modified them to receive commitments as input, in order to detect bidder
collusion between multiple bidders by running fraud detection algorithms against
their histories.

14.2 IDEAL FUNCTIONALITY FOR SEALED BID AUCTIONS

Functionality Fspa interacts with bidders By, a vendor V, and an auctioneer
A. Tt consists of eight interfaces: sba.setup, sba.bidrequest, sba.bid, sba.close,
sba.checkclosed, sba.result, sba.bidrequest, and sbha.verify.

1. The auctioneer A uses the sba.setup interface to initialize the auction, and
sends a sba.setup.end message to the vendor V. As in Section 2.8.9, the
sba.setup interface is also used to obtain the parameters par, trapdoor td,
and the algorithms SBA.SimProve and SBA.Extract from S. An empty
set S is created to store the identities of bidders who have received these
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parameters, as the verification of proofs is a local process (implying that the
bidders must receive these parameters before they may execute the sba.verify
interface).

2. A bidder By, uses the sba.bidrequest interface to submit a bid value bid, a
commitment com ;4 and an opening open ;4 to bid to Fsa. FsBA parses
the commitment comy;q as (comy,;, parcom, COM.Verify), and verifies
this commitment by running COM.Verify. Fsga then stores bid and its
commitment com p;q. The simulator S learns the identity of the bidder, but
not bid.

3. The vendor V uses the sba.bid interface to mark a bid as "received”. VV sends
a commitment com p;q to a previously submitted bid bid to Fspa. Fspa
then records the bid bid associated with the commitment com ;4 as received.
We split the bid phase into two interfaces in order to allow V to ensure that
a bidder By, writes the correct bid value to functionality Fcp in a hybrid
protocol.

4. The vendor V uses the sba.close interface to trigger the bid opening phase.
Fspa will not accept any new bids from a bidder during the bid opening
phase.

5. Abidder By, or the auctioneer A uses the sba.checkclosed interface to check
whether the bid opening phase has been triggered by V. If the bid opening
phase has been triggered, Fspa sends all commitments received from execu-
tions of the sba.bid interface to By, or to A.

6. A uses the sba.result interface to compute and send the outcome of the
auction to the vendor V. Fspa determines the result of the auction by means
of a function F. Fgpa also computes a simulated proof 7 in order to prove
that the result of the auction has been computed correctly. The identity of
the winning bidder By, the bid amount to be paid by the winning bidder
result, and the proof 7 are sent to V.

7. A bidder By, uses the sba.bidrequest interface to retrieve the results of the
auction. If the outcome of the auction has already been computed and stored,
FsBa sends the results of the auction v and a proof 7 to By,.

8. Abidder By, uses the sba.verify interface to determine whether the winning
bid has been determined correctly and in accordance with F by the auctioneer

A.

For a Vickrey auction,
bid . represents the

Figure 14.1: Functionality Fspa second-highest bid

value while
Functionality Fspa interacts with bidders By, a vendor V, and an auction- y=z+1
eer A. It is parameterized by a maximum permissible bid value bid,;,4,, and
a function F from a universe of functions ¥ used to determine the outcome
of the auction. SBA.SimProve and SBA.Extract are ppt algorithms.

1. Oninput (sba.setup.ini, sid) from A:
* Abortif sid ¢ (A, V, sid").
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* Abort if (sid, par,td, SBA.SimProve, SBA.Extract) is al-
ready stored.

* Abortif (sid, setup, 0) is already stored.
* Store (sid, setup, 0).
* Send (sba.setup.req, sid) to S.

S. On input (sba.setup.alg, sid, par,td, SBA.SimProve,
SBA .Extract) from S:

* Abort if (sid, setup, 0) is not stored, or if (sid, setup, 1) is
already stored.
* Store (sid, par,td, SBA.SimProve, SBA.Extract).
* Create an empty set S.
* Store (sid, setup, 1).
* Send (sba.setup.end, sid) to V.
2. On input (sba.bidrequest.ini, sid, bid, comp;q, openy;;) from

By

* Abort if (sid, B, bid’, comyg, 0), for any value of bid’ is
already stored.

* Abortif bid ¢ [0, bidmaz)-

* Parse the commitment comy,y as (com),,, parcom,

COM . Verify).
* Abortif 1 # COM.Verify(parcom, com),;, bid, openy;q).
* Store (sid, B, bid, comp;q, 0).
* Send (sba.bidrequest.sim, sid, comp;q) to S.

S. Oninput (sba.bidrequest.rep, sid, comy;q) from S:

* Abort if (sid, By, bid, comy;q,0) is not stored, or if
(sid, B, bid', com},;,, request) is already stored.

Abortif (sid, setup, 1) is not stored.

Abortif (sid, (comp;g, )vi, 1) is already stored.
* SetS <+ SU By.
* Store (sid, B, bid, comp;q, request).

* Send (sba.bidrequest.end, sid, comy;q) to V.
3. Oninput (sba.bid.ini, sid, comy;q) from V:

* Abortif (sid, B, bid’, comy,,, request), where com ;4 =
coMp;q is not stored, or if (sid, By, bid, comp;q,sim) is al-
ready stored.

* Store (sid, B, bid, comp;q,sim).

* Send (sba.bid.sim, sid, comy;q) to S.
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S. Oninput (sba.bid.rep, sid, comy;q) from S:
* Abort if (sid, By, bid, comp;q,sim) is not stored, or if
(sid, By, bid', comy;qr, 1) is already stored.
* Store (sid, B, bid, comp;q, 1).

* Send (sba.bid.end, sid, comy;q) to By.

4. Oninput (sba.close.ini, sid) from V:

* Abortif (sid, setup, 1) is not stored.

* Abort if (sid, (compia, )vi, 0) or (sid, (compg, )vi, 1) is al-
ready stored.

* Retrieve and shuffle (comy;q, )vi from all values of comy;q
received from executions of the bid interface and store

(sid, (compig; )vi, 0).

* Send (sba.close.sim, sid, (comp;q, )vi) to S.
S. Oninput (sba.close.rep, sid) from S:

* Abort if (sid,(compiq,)vi,0) is not stored, or if
(sid, (compia, )vi, 1) is already stored.

* Store (sid, (compid, )vi, 1).

* Send (sba.close.end, sid) to V.

5. On input (sba.checkclosed.ini, sid) from By, or A:
* Create a fresh gid and store (sid, qid, By) or (sid, gid, A).
* Send (sba.checkclosed.sim, sid, gid) to S.
S. Oninput (sba.checkclosed.rep, sid, gid) from S:
* Abortif (sid, gid, By,) or (sid, gid, A) is not stored.
* Delete (sid, gid, By) or (sid, qid, A).

If (sid, (compd, )vi, 1) is not stored,

— Setv « 0.
¢ Otherwise,
— Setw < (compia, )vi-

— Store (sid, retrieved, By) or (sid, retrieved, A), if it is
not already stored.

* Send (sba.checkclosed.end, sid, v) to By, or to A.
6. Oninput (sba.result.ini, sid) from A:

* Abortif (sid, result, Byin, , u, 0) is already stored.

* Abortif (sid, retrieved, A) is not stored.
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Compute (result, Byin) such that (result, Bym) =
(bidy, By) is the result of computing F against all values
stored in the tuples (sid, B;, bid;, comp;q,, 1)v;.

Run 7 < SBA.SimProve(sid, par, td, (comp;d, )vi)-

* Setu < 1andstore (sid, result, Byn, 7, u,0).

Send (sba.result.sim, sid, result, By, ) to S.

S. Oninput (sba.result.rep, sid) from S:
* Abort if (sid, result, By, T, u,0) is not stored, or if
(sid, result, Byin, T, u, 1) is already stored.
* Setv  (result, Byin).
* Store (sid, result, By, m,u, 1).

* Send (sba.result.end, sid, v, ) to V.

7. On input (sba.retrieveresult.ini, sid) from By;:

* Abortif (sid, retrieved, By,) is not stored.
* Create a fresh gid and store (sid, qid, By,).

* Send (sba.retrieveresult.sim, sid, gid) to S.

S. Oninput (sba.retrieveresult.rep, sid, gid) from S:

* Abortif (sid, qid, By,) is not stored.
Delete (sid, qid, By).

If (sid, result, Byin, 7, u, 1) is not stored,

— Setv « 0.

Otherwise,
— Setv « (result, Byn, ).

— Store (sid, resultretrieved, By,) if it is not already stored.

Send (sba.retrieveresult.end, sid, v) to B.
8. On input (sba.verify.ini, sid, 7) from Bj:
* Abort if (sid, resultretrieved, By) is not stored.

* Abort Ika ¢ S.

* If (sid, result, Byin, 7, u, 1) is stored, set v <— u. Otherwise,

do the following:

— Extract ((bid;)y;) < SBA.Extract(sid,par,td,
(comupia; )i, ).

— Retrieve the tuple (sid, By, bid, comp;q, 1).

— Ifbid ¢ ((bid;)vi), setv < 0, otherwise set v <— 1.

* Send (sba.verify.end, sid, v) to By.
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14.3 IDEAL FUNCTIONALITY FOR SEALED BID AUCTIONS WITH BID-
DER STATISTICS

Functionality Fspag interacts with bidders By, a vendor V, and an auctioneer
A. It consists of six interfaces: sbas.setup, sbas.register, sbas.bid, sbas.result,
sbas.verify, and sbas.revealstatistic.

1. The auctioneer A uses the sbas.setup interface to initialize an auction spec-
ified by an auction identifier aid. Fspag ensures that an auction cannot
commence until the result of all other auctions have been computed, and
sends a sbas.setup.end message to the vendor V.

2. A bidder By, uses the sbas.register interface to generate a table Tbl contain-
ing Nypqz entries of the form [4, v], where i represents a position in the table
and v represents the value stored at that position. Fgpag initializes Thl to
[i, 0] for all entries.

3. A bidder By, uses the sbas.bid interface to send a bid value bid to Fspas,
whilst also specifying an aid. Frunctionalityspas then stores bid and
records this bid in Tbl in the entry that represents aid, i.e., Tbl is updated
to store [aid, bid]. The simulator S learns the identity of the bidder, but
not bid.

4. The vendor V uses the sbas.result interface to trigger the bid opening phase,
and to compute the result of the auction identified by aid. Fspas will not ac-
cept any new bids from a bidder during the bid opening phase. Fspas uses F
against all received bids to compute the result of the auction (result, By ),
and sends it to V.

s. A bidder By, uses the sbas.verify interface to retrieve the result of an auc-
tion identified by aid, and to verify this result. Fsgas sends the result of
verification v to By.

6. Abidder By, uses the sbas.revealstatistic interface to compute the result of
an aggregate or profiling function ST against its bidding history, stored in
Tbl. Fspas sends the result of running ST against the Tbl associated with
Bk, v, to V.

We use auction identifiers (aid) to allow Fspas to execute multiple auctions
after initialization, but we enforce the fact that all auctions must be completed
before a new one can commence. We associate a table Tbl with every bidder after
they execute the sbas.register interface; this table is used to store their bid histories:
every position in Thl represents an aid, whilst the value at the position stores
the bid value cast by the bidder By, in this auction. Fspasg is parameterized by a
function F which is used to determine the outcome of an auction, allowing it to
be used with a wide variety of auction types. In the sbas.revealstatistic interface,
FsBAs executes an aggregate or profiling function ST against the bid history of a
bidder stored in its Thl.

When invoked by V, A, or By, Fspas first checks the correctness of the input.
FsBas aborts if this input does not belong to the correct domain. Fspas also
aborts if an interface is invoked at an incorrect moment in the protocol. For example,
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A cannot invoke sbas.result before sbas.setup. Similar abortion conditions are
listed when Fgpasg receives a message from the simulator S.

Before Fspas queries S, Fspas saves its state, which is recovered upon receiving
a response from S. When an interface, e.g. sbas.revealstatistic, may be invoked
more than once, Fspag creates a query identifier gid, which allows Fspas to
match a query to S to a response from S.

Figure 14.2: Functionality Fspas

Functionality Fspags runs with bidders B, a vendor V, and an auction-
eer A. Itis parameterized by a maximum permissible bid value bid 4z, a
function F, and a function ST from a universe of functions ®.

1. Oninput (sbas.setup.ini, sid, aid) from A:
* Abortif sid ¢ (V, A, sid’).
* Abortif (sid, aid, 0) is already stored, or if aid ¢ [1, Nyqz.
* Store (sid, aid, 0).

* Send (sbas.setup.sim, sid, aid) to S.

S. Oninput (sbas.setup.rep, sid, aid) from S:

* Abortif (sid, aid, 0) isnotstored, orif ( sid, aid, 1) is already
stored.

* If aid # 1, do the following:

— Abort if (sid, aid’, result, Byin,1) where aid =
aid — 1is not stored.

* Store (sid, aid, 1).
* Send (sbas.setup.end, sid, aid) to V.

2. Oninput (sbas.register.ini, sid) from By:
* Abortif (sid, registered, By, 0) is already stored.
* Store (sid, registered, By, 0).

* Send (sbas.register.sim, sid, By) to S.

S. Oninput (sbas.register.rep, sid, By) from S:
* Abort if (sid, aid’, 1), where aid’ = 1 is not stored.

» Abort if (sid,registered, Bg,0) is not stored, or if
(sid, registered, By, Tbl, 1) is stored.

* Initialize a table Tbl with entries [i, 0] fori = 1 to Npqz-
* Store (sid, registered, By, Thl, 1).
* Send (sbas.register.end, sid) to B.
3. Oninput (sbas.bid.ini, sid, aid, bid) from Bj:
* Abortif (sid, aid, By, bid’, 0) for any value of bid' is already

stored.
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Abortif bid ¢ [0, bidmaz).

Abort if (sid, registered, B, Tbl, 1) is not stored.
* Store (sid, aid, By, bid,0).

* Send (sbas.bid.sim, sid, aid, Bg) to S.

S. Oninput (sbas.bid.rep, sid, aid, By) from S:
* Abort if (sid,aid, By, bid,0) is not stored, or if
(sid, aid, By, bid’, 1) is already stored.
* Abortif (sid, aid, 1) is not stored.
s Abortif (sid, aid, (bid;)y;) is already stored.
* Store (sid, aid, By, bid, 1).

* Retrieve the tuple (sid, registered, By, Tbl, 1), and update
the entry [aid, bid] in Thbl.

* Send (sbas.bid.end, sid, aid) to V.
4. Oninput (sbas.result.ini, sid, aid) from A:

* Abortif (sid, aid, result, Buyn, 0) is already stored.

* Store  (sid, aid, (bid;)y;) from all  entries of
(sid, aid, By, bidy, 1) received from executions of the
bid interface.

* Retrieve (result, Byi) such that (result,Byp,) =
(bidy, By) is the result of computing F against all val-
ues stored in the tuples (sid, aid, B;, bid;, 1)y;.

* Store (sid, aid, result, Buyn, 0).
* Send (sbas.result.sim, sid, aid, result) to S.
S. Oninput (sba.result.rep, sid, aid) from S:
* Abort if (sid, aid, result, By, 0) is not stored, or if
(sid, aid, result, Buyn, 1) is already stored.
* Store (sid, aid, result, Byin, 1).
» Setv  (result, Byin).

* Send (sbas.result.end, sid, aid,v) to V.

5. On input (sbas.verify.ini, sid, aid) from By;:
* Abortif (sid, aid, result, Byin, 1) is not stored.

o IfF((bid;, Bi)v;) # (result, Byin), set v < 0. Otherwise,
setv + 1.

* Create a fresh gid and store (sid, aid, gid, By, v).
* Send (sbas.verify.sim, sid, gid) to S.

S. Oninput (sbas.verify.rep, sid, ¢id) from S:
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* Abortif (sid, aid, qid, By, v) is not stored.
* Delete the tuple (sid, aid, gid, B, v).
* Send (sbas.verify.end, sid, aid, v) to B.
6. Oninput (sbas.revealstatistic.ini, sid, ST) from By:
* Abortif (sid, registered, By, Tbl, 1) is not stored.

« Abortif ST ¢ ®.

* Setv <— ST(Tbl) where Tbl s retrieved from the stored tuple
(sid, registered, By, Thbl, 1).

* Create a fresh ¢id and store (sid, qid, ST, B, v).

* Send (sbas.revealstatistic.sim, sid, gid) to S.
S. Oninput (sbas.revealstatistic.rep, sid, gid) from S:

* Abortif (sid, qid, ST, By, v) is not stored.

* Delete the record (sid, qid, ST, By, v).

* Send (sbas.revealstatistic.end, sid, v,ST) to V.

14.4 CONSTRUCTION

INTUITION.

BIDDER REGISTRATION Ainitializes a new copy of Fcp for each By, and uses
Fcp to send an empty initial Thbl to the bidder executing the sbas.register
interface.

BIDDING A initializes a new copy of Fspa for every aid. A bidder By, uses
the sba.checkclosed interface of the Fgpa associated with aid to check
whether bids are still being accepted. If the auction is still open, By, uses 5}’%‘1
to prove to ) in zero knowledge that the bid bid lies in the range [0, bid,qz],
and that comy;q commits to bid with opening open ;. By, then uses the
cd.write interface of its copy of Fcp to write bid to its committed database.
V receives commitments to both aid and to bid, and checks if com ;g is
the same commitment as that received from fg’%d. This ensures that the
Bj; has written the right value to its committed database. To prove that it
has written bid to the right position in its committed database, Bj, opens

€OM 4iq to aid by revealing the opening open ;4 to V.

AUCTION RESULTS V uses the sba.close interface of the copy of Fspa associ-
ated with aid to close an auction before requesting A to determine the out-
come of said auction. A then uses the sba.checkclosed interface of Fgga to
check if the auction has been closed before using sba.result to compute the
result of the auction. The result of the auction (in accordance with F) is sent
to V (in a construction for Fspa, this result would typically be published
to a bulletin board).



14.4 CONSTRUCTION 157

BIDDER STATISTICS AND PROFILING B}, executes an aggregate or profiling
function ST against its bid history stored in its committed database, and
uses the cd.read interface of Fcp to read all entries that are required for
the evaluation of ST; V receives commitments to these entries. ), then
uses . gfg‘” to prove to V in zero knowledge that the result of ST has been
computed correctly. V checks if the commitments received from F¢p and
those from F gfé‘“ are the same. In this case, V learns no information on the
bid history of By, but is still able to learn the result of ST.

Figure 14.3: Description of IIsgas.

Construction IIsgag runs with bidders By, a vendor V, and an auctioneer
A. It is parameterized by a maximum permissible bid value bid 4z, and a
function ST from a universe of functions ®. IIgg o5 uses the functionalities
FSBA, FNIC, FCD, FSMT, FAUT, and }—é%K as building blocks.

1. On input (sbas.setup.ini, sid, aid), A and V do the following:
* Aabortsif sid ¢ (V, A, sid").
* If aid # 1, A does the following:

— Aabortsif (sid, aid’, result, By, ) where aid’ = aid—
1 is not stored, or if (sid, aid, result, By, ) is already
stored.

* A sets a session identifier sid 4;q < (sid, aid) and sends the
message (sba.setup.ini, sid 4;4) to a new instance of FgpA.

* V receives the message (sba.setup.end, sid 4;q) from Fspa.

* V sends the message (com.setup.ini, sid) to a new instance

* V receives the message (com.setup.end, sid, Ok) from Fyic.
* Vstores (sid, aid, setup).

* V outputs (sbas.setup.end, sid, aid).

2. On input (sbas.register.ini, sid), a bidder By, and V do the follow-
ing:
* By abortsif sid ¢ (A, V), sid').

* Bj, uses the aut.send interface of FayT to send the message
(register) to V.

* V receives the message (register) from Fayr, and aborts if
(sid, registered, By,) is already stored.

* Vsets up a table Tbl of N4, entries of the form [7, 0].
* Vstores (sid, registered, By).

* V sets sidg, < (V,Bg,sid), and sends the message
(cd.setup.ini, sidp, , Tbl) to Fop.

* B}, receives the message (cd.setup.end, sidg, , Thl) from
Fep.
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* Bj; sends the message (com.setup.ini, sid) to a new instance

of Fnic.

* B}, receives the message (com.setup.end, sid, Ok) from
Fic.

* B stores (sid,Tbl), and outputs the message
(sbas.register.end, sid).

3. On input (sbas.bid.ini, sid, aid, bid), By, and V do the following:

* By abortsif bid ¢ [0, bidpaz].

* By abortsif (sid, Tbl) is not stored.

* By aborts if (sid, aid, (comypiq)v;) is already stored.

* By, retrieves the entry [aid, j] from Tbl, and aborts if j # 0.

* Bj; sends the message (sba.checkclosed.ini, sid iq) to FSBA.

* By receives the message (sba.checkclosed.end, sidg;q,v)
from FsBA.

* Ifv # 0,

— By, parses v as (comp;q )v;-

— B stores (sid, aid, (compiq )v;)-
¢ Otherwise,

— By, sends the message (com.commit.ini, sid, bid) to
FNIC-

B, receives the message (com.commit.end, sid,
COMpig, 0peNy;q) from Fnic.

By sets wity;g < (bid, OPG”bid)'

B, parses the commitment com ;g as (com/,;;, parcom,

COM . Verify).

. /
By, sets insy;q < (parcom, com),;;).

Bk stores (S’id, ’U)Z'tbid, mns bid)-

The relation Ry;q is defined as follows:

Ryia ={(witpid, inspia) :
1 = COM.Verify(parcom, comyp;q, bid, openy;g) A
bid € [0, bidymas])}

— By, sends (zk.prove.ini, sidp, , wityiq, iNSpiq) to a new

p Ryiq
instance of ",

— V receives the message (zk.prove.end, sidg, , insp;q)
from Fyxk.

° !
— V parses insp;q as (parcom, comy,,).
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— V sets the commitment com ;g < (com’bi 4> parcom,
com.verify).

— V uses com.validate to validate com;q.

— Vabortsif (sid, comyp;q) is already stored.

— Vstores (sid, comp;q).

— V uses aut.send to send the message (writebid) to By,
— By, sends the message (com.commit.ini, aid) to Fnic.

— By, receives the message (com.commit.end, com gq,
open 4;q) from Fic.

— By, stores (sid, comgiq, 0pen ,;q).

— By, sends the message (cd.write.ini, sidp, , com 44, aid,
OPEN 43, COMpid, bid, openy;,) to Fep, in order to
write an entry [aid, bid] to the table of Fcp.

— V receives the message (cd.write.end, sidg, , com g4,
comyp;q) from Fep.

— V aborts if the commitment comy;; stored in
(sid, insp;q) is not the same as the commitment received
from Fcp.

— V uses aut.send to send the message (revealauctionid)
to Bk.

— By updates Tbl with [aid, bid].
— B, uses smt.send to send (aid, open ;) to V.

— V uses com.verify to verify (com g4, aid, open ,;;),and
stores (sid, aid, inSpiq)-

— V uses aut.send to send the message (submitbid) to By.

— By, sends the message (sba.bidrequest.ini, sid 44, bid,
COMpid, OPENp;q) to FSBA.

— V receives the message (sba.bidrequest.end, sid g4,
comyp;q) from FspA.

— V aborts if the commitment comy;; stored in
(sid, aid, insp;q) is not the same as the commitment
received from FspA.

— V sends the message (sba.bid.ini, sid g4, comp;q) to
FSBA-

— By, receives the message (sba.bid.end, sid 4iq, comp;q)
from FsBA.-

* B}, outputs the message (sbas.bid.end, sid, aid).

4. Oninput (sbas.result.ini, sid, aid), Aand V do the following:

* V sends the message (sba.close.ini, sid 4;q) to FSBA.-
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V receives the message (sbas.close.end, sid 4;4) from Fspa.

V uses the aut.send interface of FayT to send the message
(aid, computeresult) to A.

A sends the message (sba.checkclosed.ini, sid 4;4) to FSBA.

A receives the message (sba.checkclosed.end, sid g4, v)
from FsBA.

Aabortsifv = 0.
A sends the message (sba.result.ini, sid 4;4) to Fspa.

V receives the message (sba.result.end, sid 4, v, ™) from
FSBA-
V parses v as (result, By,) and stores (sid, aid, result,
Buwin)-

YV outputs (sbas.result.end, sid, aid).

5. On input (sbas.verify.ini, sid, aid), By, does the following:

By, sends the message (sba.retrieveresult.ini, sidq;q) to
FSBA-

By, receives the message (sba.retrieveresult.end, sid 44, v)
from FsBA-

By, aborts if v = 0.

By, parses v as (result, Byin, 7), and sends the message (
sba.verify.ini, sid 4;4, 7) to FSBA-

By, receives the message (sba.verify.end, sidg;q,v’) from
FSBA-

By, outputs (sba.verify.end, sid, aid, v").

6. On input (sbas.revealstatistic.ini, sid, ST), By, and V do the fol-
lowing:

By, aborts if (sid, Tbl) is not stored.
By, aborts if ST ¢ ®.

B}, computes result <— ST(Tbl) where Tbl is retrieved from
the stored tuple (sid, Thl).

For each entry [, v] in Tbl, where v represents a value that was
used by B}, to compute result, By, and V do the following:

— B uses the com.commit interface of Fic to obtain
commitments com; and openings open; to 1.

— By, uses the com.commit interface of FNic to obtain
commitments com,, and openings open,, to v.

— B, stores (sid, i, com;, v, comy).

— By sends the message (cd.read.ini, sidg, , com;,1,
open;, oM., v, open,,) to Fcp.
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— V receives the message (cd.read.end, sidp, , com;,
comy,) from Fcp.

— V uses the com.validate interface of Fnic to validate
com;.

— V uses the com.validate interface of Fic to validate
COMy.

— YV uses the aut.send interface of FayT to send the mes-
sage (continue, com;, com,,) to By.

* By sets witsiar < ({2, open;, v, open,,)Vi).

* By, parses com; as (com,, parcom, COM.Verify) and com,,
as (com.,, parcom, COM.Verify) for all 4.

* By, sets inssiqr <— (result, parcom, ST, (com), com!))v;).

The relation Rty is defined as follows:

Rstar ={(witstat, inSstat) :
[1 = COM.Verify(parcom, com;, i, open;) A
1 = COM.Verify(parcom, com., v, open,) Jv;A
result = ST((i,v)v;)}

* BB, sends the message (zk.prove.ini, sidg, , inSstat, Wit stat
g ) ) )

to a new instance of f;ﬁmt.

* V receives the message (zk.prove.end, sidg, , insgiqt) from
Rstat
Foet.

* Vaborts if the commitments (com;, com,, )v; received from

JFcp are not the same as those in 1.5 5¢q¢.

* V outputs (shas.revealstatistic.end, sid, result, ST).







Part IV

%@
IMPLEMENTATIONS

o=

We elucidate aspects of our implementations of Stateful Zero Knowl-
edge (SZK) data structures and protocols, introduce an extension of
a notation for Zero Knowledge (ZK) proofs with support for State-
tul Zero Knowledge (5K), and describe a compiler which produces
implementations based on protocols specified by means of the afore-
mentioned notation.






DATA STRUCTURE AND PROTOCOL
IMPLEMENTATIONS

We have implemented some primitives outlined in Part IT and a protocol from
Part I in order to gauge their efficiency, and to show that these schemes are practi-
cal even for large database sizes. We used the Charm Cryptographic Prototyping
Framework [4] to develop proof of concept implementations for these schemes as
Charm provides a Python wrapper that allows us to use Python’s features (such
as lists and native JSON support), whilst low level cryptographic operations are
carried out in C using the Relic toolkit [7].

These implementations were developed modularly so that modules could be
reused as components of the code generator in our SZK compiler. The modules
include:

* Animplementation of a Vector Commitment scheme [32],

* Animplementation of the Pedersen Commitment scheme [80],

* An implementation of an Integer Commitment scheme [34],

* Animplementation of a Structure Preserving Signature scheme [2],

* Implementations of the ideal functionalities in Chapter 2, and,

* Implementations of ZK functionalities based on the compiler in [24].

In order to facilitate the replication of our results and to make it easier for re-
searchers to extend our code, we have published a script with the source code in
[40] which can be used to reproduce our testing environment in a virtual machine,
doing away with the need for the installation and configuration of the libraries
required for the execution of our code.

All efficiency measurements were carried out on a computer equipped with an
Intel Core is-7300U CPU clocked at 2.60 GHz, and 8 gigabytes of RAM. The
BN2s6 curve was used for the pairing group setup in all cases, unless otherwise
specified. These measurements (in Section 7.6.s, Section 8.6.5, Section 9.6.5, and
Section 13.6) all show that our primitives are practical for large database sizes.
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161 INTRODUCTION

As discussed in Chapter 1, the fact that the implementation of the constructions
in this thesis requires knowledge of several cryptographic concepts could prove
to be a hindrance to the adoption of our data structures and techniques (in the
construction and development of privacy preserving protocols) by developers who
are not well versed with these mathematical aspects.

16.2 OUR CONTRIBUTION

We provide a notation allowing practitioners to specify the data structures they
would wish to implement (after determining which of these data structures offers
the security guarantees they desire), and the operations they would wish to run
against these structures, whilst also specifying the proof statements they would
wish to evaluate during the execution of each operation. We then go on to provide a
compiler which takes this notation as input, and produces the following as output:

¢ UC-secure code that implements the requested data structure,

* Functions that execute the requested operations on the generated data struc-
ture, and,

* UC-secure code that implements ZK functionalities that prove statements
specified in the input statement, based on the content of the generated data
structures.

As this compiler was designed with our protocols in mind, we offer support for
pairing product equations and bilinear maps. We also allow for the definition of
task based cryptographic operations via macros in the sense that programmers
can specify predefined function strings representing common cryptographic tasks
such as encryption and signing, without needing to worry about the internals. The
compiler converts these strings into pairing product equations, as depicted in figure
Figure 16.2.

Figure 16.1: Pederson Commitment Macro Expansion

pedcom(par, message, opening) = e(gme5¥9¢ . parPeind | g)
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Formal Specification

¢

YAML Specification

¢

Lexer and Parser

¢

PPE Representation

¢

Code Generation

Figure 16.2: The architecture of our SZK compiler.

16.3 RELATED WORK

Notations for ZK proofs allow you to represent the relation being proved concisely.
A few widely used notations can be found in [23, 28]. In [24], ZK compilers [s, 6, 48,
50, 74] take as input the specification of a ZK proof and output an executable imple-
mentation of the corresponding ZK proof protocol. Some compilers use notations
for cryptographic protocols [s, 6, 24], whilst others take as input computations
represented in restricted high-level languages [0, 74]. The notation in [28] is used
in [s] as input to the compiler. [6] extends [s] to provide a verified compiler. [71]
features a Python library for prototyping composable zero-knowledge proofs in
the discrete-log setting.

Our compiler differs from these compilers by virtue of the fact that we additionally
provide implementations of an SZK data structure as output. As the data structure
has been decoupled from the proof functionality, this would allow us to extend
an existing ZK compiler. However, as our proof statements involve pairing prod-
uct equations and bilinear maps, we chose to build a compiler from scratch. Our
compiler also realizes a hybrid protocol that uses ideal protocols for ZK, SZK and
non-interactive commitments as building blocks which together implement the
specified ZK proof.
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16.4 ARCHITECTURE

The architecture of our compiler is depicted in Figure 16.2. Data structure require-
ments, operations, and statements to be proved are specified using our formal
notation. In order to be fed as input to the compiler, these specifications must be
represented in a data transfer format (YAML), before being sent to a lexer and a
parser. The resulting syntax tree is then used to build pairing product equations
for the proof statements, and the code generator finally produces implementations
for the data structure and operations specified, and implementations for the proof
statements. We describe each section in detail.

16.4.1 Formal Notation

We extend the notation described in [24]. The intuition behind this decision stems
from the fact that this notation guarantees that a UC secure protocol for a relation
exists, if it can be specified using the notation.

CD[purchase : {read : Nw1,...,wy : ¢(w1, ..., wy)}]
L]l L |
OO ®3) 4

SEGMENT 1 To specify the data structure to be used, we use its 2-4 letter acronym.
Thus, the possible options are CD, UCD, UUD, UUHD, NICD, or UD.

SEGMENT 2 To define the operations to be performed against the data structure,
we use a label. This label can be derived from the nature of the task to be
performed, i.e., "deposit” or "profile”.

SEGMENT 3 Within each operation, we specify whether a database read, a write,
or an update is being performed. The permissible options will depend on
the type of database in question.

SEGMENT 4 Within each operation, we use the notation from [24] to denote the
relation to be proved. We use the literals "¢","v","i,," and "vy," to expose the
database entries being read, written or updated, so that they may be included
in the relation. To reiterate, in [24], a UC ZK protocol proving knowledge
of exponents (w1, . .., wy) that satisfy the formula ¢(w1, . .., wy,) is de-
scribed as N w1, ..., wy : ¢(wr, ..., wy). The formula ¢(wy, ..., wy)

consists of conjunctions and disjunctions of atoms. An atom expresses group
relations, such as H§:1 gfj = 1, where the g;’s are elements of prime
order groups and the F;’s are polynomials in the variables (w1, . .., wy).
This proof system can be transformed into a proof system for more ex-
pressive statements about secret exponents sezps and secret bases sbases:
A sexps, sbases : ¢(sexps, bases U sbases). The transformation adds
a base h to the public bases. For each g; € sbases, the transformation
picks a random exponent p; and computes a blinded base g} = g;hP7. The
transformation adds g;» to the public bases bases, p; to the secret exponents

. F . e ,
sexps, and rewrites g * into g;-]:] h=7iPi. The proof system supports pair-

ing product equations H§:1 e(g4,3;)77 = 1in groups of prime order with
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a bilinear map e, by treating the target group Gy as the group of the proof
system. The embedding for secret bases is unchanged, except for the case in
which both bases in a pairing are secret. In this case, e(g;, f]j)]: i must be
transformed into (g7, g;)fj e(g;, h)~FiPie(h, g;)*fjpie(h, h)7iPibs.

16.4.2.  Specification Language

In order to pass protocol specifications to the compiler, they must be transcribed
into a format that can be read by our code. We have used the YAML markup
language for data serialization, and this choice was driven by the fact that YAML
gives us the following benefits:

* Most developers would already be familiar with YAML as it finds use in
several programming languages.

* YAML features several enhancements over alternatives (JSON, XML). For
instance, YAML allows for the use of comments.

* Modularity: YAML is platform independent, which means that these files
may be consumed by other programming languages.

* The markup language is more readable compared to JSON.

Figure 16.4: A sample YAML SZK protocol description file

data_structure: uuhd

operations:
- label: purchase
db_operation: update
witness_vars: [i,v,X,0]
instance_vars: [com,h]
statements: v=(2xi)+x && com=pedcom(h,x,0)
- label: redeem
db_operation: update
witness_vars: [v_2,v_1,y,0]
instance_vars: [com,h]
statements: v_2=v_1-y && com=pedcom(h,y,0)

Our YAML specification files are structured as follows:

DATA STRUCTURE The data structure field contains a value specifying the SZK
data structure to be used, and corresponds to segment 1 in our formal nota-
tion.

OPERATIONS The operations field must be an array containing the specifications
for one or more operations.

LABEL The label field, within an operation, corresponds to segment 2 in our for-
mal specification, and must contain a name denoting the database operation
or task to be performed.
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DB OPERATION This field corresponds to segment 3 in our formal specification,
specifying the database operation (read, write, or update) to be invoked
within an operation.

WITNESS VARS The values meant to be secret within the proof protocol must

be listed in this field.

INSTANCE VARS The values meant to be publicly known within the proof pro-
tocol must be listed in this field.

STATEMENTS The statements field corresponds to segment 4 in our formal spec-
ification. It must contain the relations to be used for the ZK proof within an
operation. We use double ampersand symbols (& &) to specify conjunctions
of statements.

16.4.2.1  Macros

In order to further facilitate the high level use of our compiler, the compiler also
provides support for macros: YAML files containing the description of a function
for a high level cryptographic task, and the equivalent pairing product equation for
the task. For instance, the following YAML file contains the description of a macro
for Pedersen commitments:

Figure 16.5: A macro file for pedersen commitments

macro_title: "Pedersen Commitment"
macro_author: "Test"

macro_label: "pedcom"
argument_count: 3

expansion: $r = e((g"$2)*($17$3),gt)

These macros serve to provide an additional layer of abstraction, if required.

16.4.3  Lexer and Parser

For the front end of our compiler, we use the Python programming language. We
employ Lark [90], an LALR(1) parsing library for tokenization and the construction
of abstract syntax trees using an EBNF grammar specification.

We enforce the fact that all exponents in PPEs must be secret values, and reserve
the literals (), g, gt, i, v, i_n, and v_n for use with PPEs.

16.4.4 Code Generation

The backend of our compiler generates Python code for use with the Charm crypto-
graphic framework [4], which in turn uses the Relic toolkit [7] to execute low level
cryptographic operations in C for increased efficiency. The backend additionally
generates a Vagrant script: a set of instructions that may be used by the Vagrant
virtual machine management tool [54] to set up a virtual machine containing a
pre-configured environment where the aforementioned libraries have been installed,
to save developers from having to deal with the installation and secure configuration
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of these libraries. Thanks to the modularity of our SZK data structures, the code
for all six of our data structures remains static and does not depend on the input
to the compiler. However, the backend converts PPEs into functions. One such
function is depicted in Figure 16.4.4. All secret values for each PPE must be passed
as arguments to a PPE function, and the szde argument allows us to evaluate either
the LHS or the RHS of a PPE.

Figure 16.6: A PPE function in Python

def compute_ppe_1l(self, d_1, d 2, d_3, d_4, side):
"""Pairing product equation 1."""
if side == "lhs":

return (

(pair(self.r_d, self.v) *xx self.one)

* (pair(self.s_d, self.gt) *x self.one)
(pair(self.vcomd, self.w_1) *x self.one)
(pair(self.comd, self.w_2) *x self.one)
* (pair(self.g, self.z) *x -1)

*

*

)
else:
return (
(pair(self.h, self.v) *xx d_1)
* (pair(self.h, self.gt) **x d_2)
* (pair(self.g, self.w_1) *x d_3)
* (pair(self.ped_h, self.w_2) *x d_4)

The function in Figure 16.4.4 corresponds to a PPE function generated by the
compiler based on a PPE function proving that ccom; is a commitment to ¢. The
equivalent PPE is

e(ccom, §) = e(pedy, §)'.e(pedp, §)*P™

Figure 16.7: A generated PPE function for a pedersen commitment in

Python

def compute_ppe_3(self, index, i, copen_i, side):
"""Pairing product equation 3."""
if side == "lhs":

return pair(self.ccom_i, self.gt) *x self.one
else:

return (pair(self.ped_g, self.gt) *x i) * (

pair(self.ped_h, self.gt) *x copen_i
)

The code generator then plugs these functions in to a Y-protocol as described
in [24], and generates code for the computation and verification of integer com-
mitments and Paillier encryptions of all witness values, and code for the Digital
Signature Algorithm, as required by the framework. The output of the code gener-
ator comprises the code for a data structure, and code for the requested UC-ZK
protocols, and functions for each protocol operation: these functions perform



16.5 CONSIDERATIONS

a database read, write, or update, and then pass the values and/or commitments

received as output to the ZK proof functions.

16.5

16.6

CONSIDERATIONS

As our compiler has been designed with the intention of allowing developers
to build protocols that leverage our SZK data structures, it has been imple-
mented to allow for simple proof statements similar to those used by the
protocols described in this thesis, involving range proofs, proofs that prove
that a value has been updated correctly, and so on. The compiler has not
been tested with complex proof statements, though thanks to its modular
design this would only require tweaking the code generator.

The compiler does not currently support multiple database operations
within a protocol operation (for instance, a transfer operation in our POTS
protocol requires multiple read and write operations), as this would add
complexity to our formal notation, requiring a means of declaring variables
and using them to store values between subsequent database operations.
However, itis possible to overcome this limitation by means of a workaround:
a developer would merely need to use the compiler to generate code for one
protocol operation for each database operation required, and then connect
these function calls by adding variables to store state between them.

FUTURE WORK

. The Relic toolkit is not recommended for use in production environments,

and is solely meant for proof of concept implementations. We intend to
replace libraries in our code generator with those meant for production
ready implementations.

. The backend will be enhanced to support the declaration of aliases: variables

that can be used to connect database entries between database operations.
In other words, aliases would allow us to read a value from a database and
then use this value in a write operation, for instance. This would allow for
the generation of complex protocol operations involving multiple database
operations, as discussed in Section 16.s.
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16.7 CONCLUSION

167 CONCLUSION

* In Part II we have provided formal definitions and constructions for our
Stateful Zero Knowledge (SZK) data structures.

* In Part III we use SZK data structures as building blocks to construct privacy
preserving protocols, and compare them to existing protocols. In some of
our protocols, we provide additional features whilst maintaining efficiency
when compared to similar protocols that do not provide such features.

¢ In Part IT and in Part III, we also describe instantiations for some of our
primitives and protocols, and implement them. The measurements from
our implementations attest to the fact that these primitives and protocols
remain efficient even with large input sizes.

* In Part IV, we describe a notation for specifying SZK protocols, and list the
implementation details for a compiler which can be used to produce proof
of concept implementations of SZK protocols.

Our protocols have been designed modularly, allowing for improvements when
building blocks within these protocols are replaced by more efficient instantia-
tions. By decoupling witnesses from proof protocols, we allow users participating
in protocols to maintain control over their data whilst still allowing other enti-
ties (supermarkets, credential issuers, vendors) to compute aggregate statistics on
this data, without loss of privacy. Our primitives can be used to build more such
protocols with a variety of desirable security properties such as unlinkability and
unforgeability. Our compiler can also be extended to produce production ready
implementations. We hope that these features will be appealing to both users, and
entities that wish to collect statistics on user information alike, whilst preserving
privacy and that our compiler will aid in the adoption and development of such
protocols.

16.8 FUTURE WORK

¢ We intend to construct SZK data structures modelled around other data
structures, such as lists and trees.

* Our compiler will be extended to support complex proof specifications.

* Our compiler will be extended to produce production ready implementa-
tions.

* Our Privacy Preserving Loyalty Program (PPLP) program in Part III involves
the use of a database maintained by a user, akin to a loyalty card. A future
research direction could involve the development of mobile computing li-
braries that support such implementations on mobile devices.

* Another protocol involving privacy preserving location based services will

also be designed.
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SECURITY ANALYSIS

Al SECURITY ANALYSIS OF OUR CONSTRUCTION FOR NICD

Theorem A.xx The construction 1INicp securely realizes Fnicp in the

fgﬁ'ssetw, FREG, Fl@erK and fl\?I“JZK—bybmd model if the vector commit-

ment scheme is hiding and binding.

To prove that our construction IInicp securely realizes the ideal functionality
JNicD, we have to show that for any environment Z and any adversary A there
exists a simulator S such that Z cannot distinguish whether it is interacting with
A and the protocol in the real world or with & and Fnicp. The simulator thereby
plays the role of all honest parties in the real world and interacts with Fxycp for all
corrupt parties in the ideal world.

Our simulator S runs copies of the functionalities ]:(\jlﬁ'ssetu‘), FREG, }—1@{21{
and fl\%ﬁ}( When any of the copies of those functionalities aborts, S implicitly for-
wards the abortion message to the adversary if the functionality sends the abortion
message to a COrrupt party.

Our simulator S uses simulators SI{I%ITZK and Sll\?fUZK for the constructions that
realize fl\?erK and fﬁf’JZK, respectively. We note that the simulators for all con-
structions that realize Fl\lffZK and fl@IwZK communicate with each of those func-
tionalities through the same interfaces. We use SﬁfZK and SI{I%fUZK to reply the
corresponding functionality when the functionality requests algorithms.

In Section A.1.1, we analyse the security of construction IInjcp when (a subset
of) verifiers V is corrupt. In Section A.1.2, we analyse the security of construction
IIn1ep when the prover P and (a subset of) verifiers V are corrupt.

AL Security Analysis when (a subset of) Verifiers is Corrupt

We first describe the simulator S for the case in which (a subset of) verifiers is
corrupt.

Figure A.2: Security Analysis of IIntop when (a subset of) Verifiers is Cor-

rupt

A QUERIES ]_-é/Fc{.Ssetup_ On input (crs.get.ini, sid) from A, S runs a

copy of ‘}—SJ/PC{.SSetup on that input. When the copy of ngC{'SSGtUP sends

(crs.get.sim, sid, qid, par), S forwards that message to A.

A RECEIVES par. Oninput (crs.get.rep, sid, qid) from A, S runs a

copy of f(\j/g'ssetu" on that input. When the copy of fglgssetu'j sends

(crs.get.end, sid, par), S sends (crs.get.end, sid, par) to A.
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A QUERIES FI\II%ITZK' On input (nizk.setup.ini, sid) from A, S runs a
copy of fl@fZK on that input.

* When the copy offl\?{ZK sends (nizk.setup.req, sid, gid, P),

S runs a copy of SI{IBfZK on input that message, and when

SﬁfZK sends the message (nizk.setup.alg, sid, qid, par,,

td,, NIZK.SimProve,, NIZK.Extract,), S runs Fagy on

input that message.

¢ When the copy of FﬁfZK sends (nizk.setup.sim, sid, qid,
P), S sends that message to A, and when A sends
(nizk.setup.rep, sid, gid), S runs fl@fZK on input that mes-
Sage.
Finally, when FﬁfZK sends (nizk.setup.end, sid, par,.), S sends
‘Fl\?fZK to A.

A QUERIES fgf“ZK. In this case S proceeds as in the case for fﬁ{ZK,
but replacing Fi . and Sxir, 1 by Fiiw. and S respectively.

S sETs UP Fnicp. When A has received par, par, and par,,, S sends
(nicd.setup.ini, sid) to FNICD-

* If Fnicp was set up before, Fnicp sends (nicd.setup.sim,
sid, gid,T) to S and S sends (nicd.setup.rep, sid, qid) to
JNICD-

* If Fnicp was not set up before, Fnicp sends
(nicd.setup.req, sid, qid,T) to S and S sends
(nicd.setup.alg, sid, qid, par, td, NICD.SimProve,
NICD.Extract) to Fnicp. The values in this last message are
set as follows:

par < (par, par,.).

— td < td,.

NICD.SimProve < NIZK.SimProve'.
NICD.Extract <~ NIZK.Extract'.

NIZK.SimProve’ and NIZK.Extract’ are algorithms that exe-
cute NIZK.SimProve, and NIZK.Extract,., but before doing
so, they parse par to give as input par,. as parameters, and they

add par to the instance given as input.

HONEST PARTY RUNS nicd.setup INTERFACE . (Fnicp already
set up) On input from Fnicp the message (nicd.setup.sim, sid,
qid, T), S does the following:

* S runsa copy of Fong P on input (crs.get.ini, sid). When
the copy of fglg'sset”p sends (crs.get.sim, sid, gid, par), S

forwards that message to A.




After A has sent the three messages described above, S sends
(nicd.setup.rep, sid, qid) to FNICD-

HONEST PARTY RUNS nicd.setup INTERFACE. (FNIcD not set
up) On input from Fnicp the message (nicd.setup.req, sid, gid,
T), S proceeds as above for the case in which Fnicp was already set
up to communicate with A. After that, S replies (nicd.setup.alg,
sid, qid, par, td, NICD.SimProve, NICD.Extract) to JFnNicD,
where the values of this message are set as described above for the

case in which the setup is triggered by A.

HONEST PROVER REGISTERS WRITE OPERATION. Oninput the
message (nicd.write.sim, sid, ct, com, comz) from Fnicp, S pro-
ceeds as follows:

S sets sidrpg < (sid, ct), sends (reg.register.ini, sidrgg, (vc/,
com,
sidrpg, (vc', com, coma, ), S forwards it to A.

A.l SECURITY ANALYSIS OF OUR CONSTRUCTION FOR NICD

On input (crs.get.rep, sid, gid) from A, S runs a copy of
CRS on that input.

S runsa copy of}"ﬁfZK oninput (nizk.setup.ini, sid). When
the copy of ]:ngK sends (nizk.setup.sim, sid, gid, P), S
sends that message to A.

When A sends (nizk.setup.rep, sid, gid), S runs fﬁfZK on
input that message.

S runs a copy OF}'I%WZK oninput (nizk.setup.ini, sid). When
the copy of ff;f“ZK sends (nizk.setup.sim, sid, gid, P), S
sends that message to A.

When A sends (nizk.setup.rep, sid, gid), S runs Fﬁf“ZK on
input that message.

Parse com as (com/, parcom, COM.Verify).
Parse comsg as (comby, parcoms, COM.Verifys).

If there is no tuple (0, ve, X, ) stored, S initializes a counter
ct < 0and a vector x such that x[i] = L for i = 1 to Nyqq.
S sets r < 0 and runs ve + VC.Commit(par,x, 7). (The
symbol L represents that no value is committed at a specific
position and its actual value depends on the concrete imple-
mentation of the VC scheme.) S stores ( ct, ve, X, 7).

Take the tuple (¢t — 1, ve, x, 7).

Pick random vector x" and random 7’ and compute vc’ <
VC.Commit(par,x’,r").

Set ins,, < (par, ve,vc', parcom, com’, comb, ct).
Run 7y, < NIZK.SimProve,, (sid, par,,, tdy, insy).

Append [insy, Ty, 1] to Table Tbl of the copy 0f~7:£IwZK'

coma, my)) to FREG. When Frig sends (reg.register.sim,
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A ALLOWS HONEST PROVER TO FINALIZE WRITE OPERATION.
When A sends (reg.register.rep, sidrra), S runs Frec on that
input. When FRrgg outputs the message (reg.register.end,
sidrEg), S stores (ct, ve’,x’, ') and sends (nicd.write.rep, sid,
Ct, UC/) to JrNICD-

HONEST VERIFIER INITIATES WRITE OPERATION RETRIEVAL.
On input the message (nicd.writevf.sim,sid, gid, ct) from
FNicD, S sets sidrre < (sid, ct) and runs Freg on input
(reg.retrieve.ini, sidrrc ). When Freq sends (reg.retrieve.sim,
sidreG, ¢id, (vc’, com, comg, 7y)), the functionality Frpg
sends that message to A.

HONEST VERIFIER CONCLUDES WRITE OPERATION RETRIEVAL.
On input (reg.retrieve.rep, sidrgg, ¢id) from A, S runs Freg
on that input. When Frpg outputs (reg.retrieve.end, sidreg,
(vc’, com, coma, Ty)), S sends (nicd.writevf.rep, sid, gid) to
FNICD-

A RETRIEVES WRITE OPERATION. On input (reg.retrieve.ini,
sidrgg) from A, S runs Frpg on that input. When Frpg sends
(reg.retrieve.sim, sidrgG, gid, v'), S forwards that message to
A. When A sends (reg.retrieve.rep, sidrga, qid), S runs FREG
on that input. When Frgg outputs (reg.retrieve.end, sid, v'), S
forwards that message to A.

A VERIFIES WRITE PROOF. On input (nizk.verify.ini, sid, ins,,
) from A, S runs Fiiy. on input that input. When Fi
sends (nizk.verify.end, sid, v), S sends that message to A.

A VERIFIES READ PROOF. On input (nizk.verify.ini, sid, ins,, m)
from A, S does the following:
* Parse ins, as (par, ve, parcom, com', com}, ct).

* Set com < (com', parcom,COM.Verify) and com; <«
(com!, parcom,, COM.Verify, ).

* Send the message (nicd.readvf.ini, sid, com, comy, ct, )
to Fnicp and receive the message (nicd.readvf.end, sid, v)
from FNiCD.

S sends (nizk.verify.end, sid, v) to A.

Theorem A.x.2 When (a subset of) verifiers V is corvupt, INicp securely

realizes FNICD 7 the fgfci'ssemp, JFREG, fﬁfZK and fgf”ZK—hybrzd model

if the vector commitment scheme is hiding.

PROOF OF THEOREM A.1.2.  We show by means of a series of hybrid games
that the environment Z cannot distinguish between the ensemble REALN1cD, 4, 2
and the ensemble IDEAL 7, s,z with non-negligible probability. We denote
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by Pr [Game 7| the probability that the environment distinguishes Game i from
the real-world protocol.

Figure A.4: Proof of Theorem

GAME 0: This game corresponds to the execution of the real-world pro-
tocol. Therefore, we have that Pr [Game 0] = 0.

GAME 1: This game proceeds as Game 0, except that in Game 1 the write
proof computed by fl?IwZK is replaced by a proof computed without
giving the witness wit,, as input to £I1UZK Otherwise, the computa-
tion of the proof does not change. This change does not alter the view

of the environment. Therefore, |Pr [Game 1] — Pr [Game 0]| = 0.

GAME 2: Game 2 follows Game 1, except that Game 2 replaces the vec-
tor commitments computed by the honest prover by vector commit-
ments to random vectors.

The probability that the environment can distinguish Game 2 from Game 1 is
bound by the following claim.

Theorem A.x.3 Let M be the number of write proofs sent by the honest prover.
Under the biding property of the vector commitment scheme, |Pr [Game 2] —
Pr(Gamel]| < M - Adul;{d_vc.

The proof of this theorem is similar to the proof of Theorem ?2.
The distribution of Game 2 is identical to our simulation. This concludes the
proof of Theorem A.1.2.

A2 Security Analysis when the Prover and some Verifiers are Corrupt

We now describe the simulator S for the case in which the prover and (a subset of)
verifiers are corrupt.

Figure A.6: Security Analysis of [Intcp when the Prover and some Verifiers

are Corrupt

A QUERIES ]-'23/

of) the verifiers are corrupt.

C.Set i
RSSe “P. & operates as in the case where only (a subset

A RECEIVES par. S operates as in the case where only (a subset of) the
verifiers are corrupt.

R, .
A QUERIES F\[zk- S operates as in the case where only (a subset of)
the verifiers are corrupt.

A QUERIES fl@IwZK' S operates as in the case where only (a subset of)
the verifiers are corrupt.

S SsETS UP FNicp. S operates as in the case where only (a subset of) the
verifiers are corrupt.
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HONEST PARTY RUNS nicd.setup INTERFACE. (Fnicp already
set up) The simulator S operates as in the case where only (a subset
of) the verifiers are corrupt.

HONEST PARTY RUNS nicd.setup INTERFACE. (Fnicp already
set up) The simulator S operates as in the case where only (a subset
of) the verifiers are corrupt.

A COMPUTES WRITE PROOF. On input (nizk.prove.ini, sid, wit,,,
insy) from A, S runs ]-"ﬁf“ZK on input (nizk.prove.ini, sid, wit,,,
insy). When fl\}ff“ZK sends (nizk.prove.end, sid, 7,,), S forwards
that message to A. (If .7:1\1;7‘1“2}( aborts, S forwards the abortion mes-
sage to A.)

A REGISTERS WRITE OPERATION. On input
(reg.register.ini, sidrpg, (vc', com, coma, 7)) from A, S
runs Frpg on that input. When Frpg sends (reg.register.sim,
sidreG, (v, com, comg, my)), S forwards that message to A.
When A sends (reg.register.rep, sidrgg ), S proceeds as follows:

* If there is no tuple (0, vc, x, ) stored, S initializes a counter
ct < 0and a vector x such that x[i] = L for i = 1 to Nyqq.
S sets r < 0 and runs ve « VC.Commit(par, x,7). (The
symbol L represents that no value is committed at a specific
position and its actual value depends on the concrete imple-
mentation of the VC scheme.) S stores (ct, vc, X, 7).

* S takes the tuple (¢t — 1, ve, x, 7). (If this tuple does not exist,
S sends (reg.register.end, sidrpc ) to A and the operations
described below will be carried out once the tuple is stored.)

*» Ssets insy,  (par, ve, ve', parcom, com’, comb, ct).

* Sruns fﬁf”ZK on input (nizk.verify.ini, sid, ins,,, m,) and
receives (nizk.verify.end, sid, v).

*Ifv = 1, S parses the witness wit,, as (w, ¢, open,
v1, V2, openy, T, 1'). (The witness is either extracted by
‘Fl\?lwzw or was previously received by S from A when
A computed a write proof.) If x[i] # v, ie. if the
value x[¢] previously stored by the simulator is not equal
to the value v; in the witness, S outputs failure. Other-
wise S sends (nicd.write.ini, sid, com, i, open, coma, va,
opensy) to Fnicp- When Fnicp sends (nicd.write.sim, sid,
ct’, com, coms), S sends (nicd.write.rep, sid, ct, vc’) to
Fnicp and receives (nicd.write.end, sid, ct) from FNicp.
S sets X' < X, sets X'[i] <— vy, and stores (ct, ve', %', 17).

S sends (reg.register.end, sidrpg) to A.

HONEST VERIFIER INITIATES WRITE OPERATION RETRIEVAL.
S operates as in the case where only (a subset of) the verifiers are
corrupt.
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HONEST VERIFIER CONCLUDES WRITE OPERATION RETRIEVAL.
S operates as in the case where only (a subset of) the verifiers are
corrupt.

A RETRIEVES WRITE OPERATION. & operates as in the case where
only (a subset of) the verifiers are corrupt.

A coMPUTES READ PROOF. When A sends (nizk.prove.ini, sid,
wity, ins, ), S runs }—ﬁfZK on input that message. If fl@fZK sends
(nizk.prove.end, sid, ), i.e., if}'ﬁl"ZK does not abort, then S does
the following:

* S takes the tuple (ct, ve, x, 7). If the tuple is not stored, or if
ve does not equal the value in ins,., S sends (nizk.prove.end,
sid, ) to A and performs the operations described below
when such a tuple is stored.

* S parses wit, as (w, @, open, vy, openy ).

e If x[¢] # w1, S outputs failure. Otherwise S sends
(nicd.read.ini, sid, ct, com, i, open, comq, vy, open, )
to Fnicp and receives (nicd.read.end, sid,w). S sends
(nizk.prove.end, sid, ) to A.

A VERIFIES WRITE PROOF. S operates as in the case where only (a
subset of) the verifiers are corrupt.

A VERIFIES READ PROOF. S operates as in the case where only (a sub-
set of) the verifiers are corrupt.

Theorem A.x.4 When the prover P and (a subset of) verifiers ) are corrupt,

\/C.Setu
Fers ', FREG

J:ﬁerK and fﬁf”ZK-/oybrzd model if the vector commitment scheme is binding.

the construction IINicp securely realizes Fnicp in the

PROOF OF THEOREM A.1.4.  We show by means of a series of hybrid games
that the environment Z cannot distinguish between the ensemble REALN1cD, 4, 2
and the ensemble IDEAL 7, ., s,z with non-negligible probability. We denote
by Pr [Game 7| the probability that the environment distinguishes Game i from
the real-world protocol.

Figure A.8: Proof of Theorem

GAME 0: This game corresponds to the execution of the real-world pro-
tocol. Therefore, we have that Pr [Game 0] = 0.

GAME 1: Game 1 follows Game 0, except that Game 1 outputs failure
when the adversary sends a witness-instance pair to compute a write
or a read proof that fulfil the corresponding relation R,. or R,,, but
such that, for the position 7 in the witness, the value v; in the witness
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is notequal to the value x[¢] that the simulator had recorded as stored
in the position 4.

Theorem A.x.s Under the binding property of the vector commitment
scheme, we bave that |Pr |Game 1] — Pr [Game 0]| < Advg{”_"c.

The proof of this theorem is similar to the proof of Theorem ?2.
The distribution of Game 1 is identical to our simulation. This concludes the
proof of Theorem A.1.4.

A2 SECURITY ANALYSIS OF OUR CONSTRUCTION FOR UUHD

Theorem A.2.1 Tlyunp securely realizes Foump in the Fong o,

FREG, FNYM and fgﬁ-/oybrz'd model if the VC scheme is hiding and bind-
ing, the commitment scheme is hiding and binding, and the signature scheme
is existentially unforgeable.

To prove that IIyunp securely realizes Fyunp, we must show that for any
environment Z and any adversary A there exists a simulator S such that Z cannot
distinguish whether it is interacting with .4 and the protocol in the real world or
with § and Fyynp. S thereby plays the role of all honest parties in the real world

and interacts with Fyynp for all corrupt parties in the ideal world.

CRS.Setu
Fors TP, FrEG, FNYM

and .7:;}2 When any of the copies of those functionalities aborts, S implicitly

Our simulator S runs copies of the functionalities

forwards the abortion message to A if the functionality sends the abortion message
to a corrupt party.

In Section A.2.1, we analyse the security of Ilyynp when (a subset of) readers Ry,
are corrupt. In Section A 2.2, we analyse the security of ITyynp when the updater U
is corrupt. We do not analyse in detail the security of IIyyap whenf and (a subset
of) readers Ry, are corrupt. We note that, in IIyynap, honest readers communicate
with U but not with other readers. Therefore, for this case the simulator and the
security proof are very similar to the case where only U is corrupt.

The use of fégg'setu') to generate the parameters guarantees that they are gener-
ated honestly and that R, and U do not know any trapdoor. When R, is corrupt,
the binding property of the VC scheme guarantees that R, is not able to open a
VC vc to avalue vr; at position 4 if vr; # x[i], where x is the vector committed by
the honest I in ve. The binding property of the commitment scheme guarantees
that the commitment com cannot be opened to a random value s different from
the one committed, which ensures that Ry, cannot open the same commitment
twice without being detected. The unforgeability property of the signature scheme
ensures that Ry, can only use vc and com that were signed by U.

When U is corrupt, the hiding property of the VC scheme guarantees that the
database in vc remains hidden from U. The use of Fywm guarantees unlinkability
between read operations, so that I/ cannot keep track of the updates for a particular
reader. The hiding property of the commitment scheme hides the random value s
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committed in com during the update phase, which is needed to provide unlinkabil-
ity between the update phase and the next read phase. The use of FREg guarantees
thatU does not set up a different public key for each reader, which would also break
unlinkability.

A2.1  Security Analysis when the Readers are Corrupt

We describe S for the case in which (a subset of) Ry, are corrupt.

Figure A.1x: Security Analysis of IIyuynp when the Readers are Corrupt

A REQUESTS PARAMETERS. Oninput (crs.get.ini, sid) from A, S

runs a copy of fégg.Setup on that input. When the copy of
fégg'setw sends (crs.get.sim, sid, qid, (par, par.)), S forwards

that message to A.

A RECEIVES PARAMETERS. On input (crs.get.rep, sid, gid) from
CRS.Setup

A, S runs a copy of Fipg on that input. When the
copy offggg'set”p sends (crs.get.end, sid, (par, par.)), S sends

(crs.get.end, sid, (par, par.)) to A.

A SENDs A zk PROOF. On input the message (zk.prove.ini, sid,
wity, ins,, P) from A, S stores (wit,, ins,, P) and runs .7-"%2 on
that input. When .FZRIQ sends the message (zk.prove.sim, sid, qid,
insy), S forwards that message to A.

HONEST U RECEIVES ZK PROOF. On input (zk.prove.rep, sid,
qid) from A, S runs a copy of ffﬁ on that input. When the copy
of ]:é{fi sends (zk.prove.end, sid, ins,, P), S parses the stored
wit, as (sig, ve, com, To, openy, (i, vr;, w;, 0;, 0r;);cs) and does
the following:

* If the pseudonym P was received before, S aborts. (We recall
that the honest updater also aborts if a pseudonym is reused.)

* Else, if A did not receive a signature sig on (vc, com), S out-
puts failure.

* Else, S finds the stored tuple (ve, x, 7, com, s, open) that con-
tains ve and com. If, forany i € S, x[i] # vr;, S outputs
failure.

* Else, S takes com’ from ins, and runs Fnxym on input
(nym.reply.ini, sid, (Open com'), P). When Fxym sends
(nym.reply.sim, sid, gid, [(Open com’)), S forwards that
message to A.

A RECEIVES (Open com’) MEsSSAGE. When A sends
(nym.reply.rep, sid, qid), S runs a copy of Fxym on that
input. When the copy of Fnym sends (nym.send.end, sid,
(Open com’), P), S forwards that message to \A.
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A SENDS COMMITMENT (AND OPENING). On input
(nym.send.ini, sid, m, P) from A, S runs a copy of Fnym
on that input. When the copy of Fiym sends (nym.send.sim, sid,
qid, l(m)), S forwards that message to A.

HONEST U RECEIVES COMMITMENT (AND OPENING). On
input from A the message (nym.send.rep, sid, gid), the simulator
S runs a copy of Fxym on that input. When the copy of Fnym
sends (nym.send.end, sid, m, P), S parses m as either com; or
(comy, s, open’) and proceeds as follows.

e If m = comy, S aborts if P was already received, else stores
(wit, < L,ins, < L, P)and sends (uuhd.read.ini, sid,
P, J_) to -FUUHD-

* If m = (comq, s, open’), the simulator S finds the stored
tuple (wit,, ins,, P) with the same pseudonym previously
received when A sends a ZK proof. If no such tuple exists, S
aborts. Otherwise S parses ins, as (pk, par, par., vc’, com’,
parcom, (¢}, crl)ies) and aborts if (s, open’) is not a valid
opening for com’. If the opening is valid, S parses wit, as
(sig, vc, com, o, openy, (i, vry, w;, 05, 07;)iecs) and finds
the stored tuple (ve, X, 7, com, s', open) that contains vc and
com.

— If s = ¢/, S aborts (in this case, A double-spent a VC).
— Ifs # &', S outputs failure.

- If s = L1, S stores (s,0pen’ — openy) in that
tuple and sends (uuhd.read.ini, sid, P, (i, vry, ¢;, 05,
CTi, OTi)ieg) to fUUHD- When -FUUHD sends the mes-
sage (uuhd.read.sim, sid, qid, (c;, cri)ics), S sends
(uuhd.read.rep, sid, qid) to Fyunp-

HONEST U SENDSs UPDATE. When Fyupp sends the message
(uuhd.update.sim, sid, gid) to S, S sends (uuhd.update.rep,
sid, qid) to Jyunup. When Fyunp sends (uuhd.update.end,
sid, P, (i, vu;)ien,n])s S sets Xy[i] < vu; (foralli € [1, N])and
picks a random value s2. S picks the stored tuple (wit,, ins,, P)
and the tuple (ve, x, 7, com, s, open) that contains vc and com in
wit,. S follows Ilyynp to compute the new values of vc, X, and
com and updates the tuple (ve, X, 7, com, s, open) accordingly (r
is updated by using wit,). If a signing key pair (pk, sk) is not stored,
S computes and stores (pk, sk) and registers pk with the copy of
FREG- S computes a signature sig on vc and com and runs FNyMm
on input (nym.reply.ini, sid, (xy, S2, sig), P). When Fnywm
sends (nym.reply.sim, sid, gid, l((Xy, S2, sig))), S forwards that
message to A.
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A RECEIVES UPDATE. When A sends (nym.reply.rep, sid, qid), S
runs Fxywm on that input. When Fnywm sends (nym.reply.end,
sid, (xy, S2, stg), P), S forwards that message to A.

A REQUESTS PUBLIC KEY. Oninput (reg.retrieve.ini, sid) from A,
S runs a copy of Freg on that input. When the copy of Frrc
sends (reg.retrieve.sim, sid, gid, pk), S forwards that message to

A.

A RECEIVES PUBLIC KEY. On input (reg.retrieve.rep, sid, qid)
from A, S runs a copy of Freg on that input. When the
copy of Frgg sends (reg.retrieve.end, sid, pk), S sends
(reg.retrieve.end, sid, pk) to A.

Theorem A.2.2 When (a subset of) Ry, are corrupt, Ilyunp securely real-
izes FUUHD i the fégg'setu’), FREG, FNYM and f?ﬁ-hybm’d model if the
VC scheme is binding, the commitment scheme is binding, and the signature
scheme is existentially unforgeable.

PROOF OF THEOREM A.2.2.  We show by means of a series of hybrid games
that Z cannot distinguish between the real-world protocol and our simulation
with non-negligible probability. Pr [Game 7] is the probability that Z distinguishes
Game i from the real-world protocol.

Figure A.13: Proof of Theorem

GAME 0: This game corresponds to the execution of the real-world pro-
tocol. Therefore, we have that Pr [Game 0] = 0.

GAME 1: Game 1 follows Game 0, except that Game 1 outputs failure
when A sends a signature sig on vc and com and A did not receive
a signature on those values before.

The probability that Game 1 outputs failure is bound by theorem A.2.3.

Theorem A.2.3 Under the existential unforgeability property of the signa-

ture scheme, we bhave that |Pr |Game 1] — Pr [Game 0]| < Advi{‘f*s'ig.

We omit a formal proof of theorem A.2.3. In a nutshell, we can construct an
algorithm B that, given an A that makes Game 1 output failure with non-negligible
probability, wins the existential unforgeability game with that probability. B re-
ceives the public key from the challenger and registers it with Frgq. To compute
signatures on vc¢ and com, B uses the signing oracle. When A sends a signature
s1g on vc and com as part of the witness wit, sent to .7:;2}2 such that B did not
compute before a signature on those values, B submits sig along with (ve, com)
in order to win the existential unforgeability game.
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GAME 2: Game 2 follows Game 1, except that Game 2 outputs fail-
ure when A sends a witness (sig, vc, com, r2, opengy, (i, vr;, w;,
0;, 0T;)ies) and an instance (pk, par, par, vc', com’, parcom,
(ct, erl)ies) such that w; opens the commitment vc’ to a value
vr; # x([i] at position ¢, where x is the vector committed in vc (v¢/
is a rerandomisation of vc).

The probability that Game 2 outputs failure is bound by theorem A.2.4.

Theorem A.2.4 Under the binding property of the VC scheme, we have that
|Pr (Game 2] — Pr[Game 1]| < Advzn—vc.

We omit a formal proof of theorem A.2.4. We can construct an algorithm B that,
given an A that makes Game 2 output failure with non-negligible probability, wins
the binding game of the VC scheme with that probability. B receives the parameters
of the VC scheme from the challenger and stores them in the copy of fégg.Setup‘
When A sends an opening w; that opens v¢’ to vr; as described above, B computes
another opening w; that opens v¢’ to x[i]. We note that wit, contains 72, so B
knows the randomness change of v¢” with respect to vc and is able to compute w.
B sends v¢’ along with 4, w;, vr;, w], and x[4] to win the binding game of the VC
scheme.

GAME 3: Game 3 follows Game 2, except that Game 3 outputs failure
when A sends an opening (s, open’) for a commitment comn’ such
that a previous opening (8, open’) was received for a commitment
com’ and both com’ and cém/’ are rerandomisations of com.

The probability that Game 3 outputs failure is bound by theorem A.2.s.

Theorem A.2.5 Under the binding property of the commitment scheme, we
have the following: |Pr (Game 3] — Pr [Game 2]| < Advz"_c"m,

We omit a formal proof of theorem A.2..5. We can construct an algorithm B that,
given an A that makes Game 3 output failure with non-negligible probability, wins
the binding game of the commitment scheme with that probability. B receives
the parameters of the commitment scheme from the challenger and stores them in

the copy of féﬁg'setw. When A sends an opening (s, open’) for a commitment
com’ such that a previous opening (8, open’) was received for a commitment
com’ and both com’ and ¢ém’ are both rerandomisations of a commitment com,
B computes (s, open’ — opensy) and (8, open’ — opens). The values opens,
and open, are the randomness used to rerandomize com into com’ and cém’
respectively, which B obtains through the witnesses wit,. sent to fé‘}g B sends
com along with (s, open’ — openy) and (8, open’ — opens) to win the binding
game of the commitment scheme.

The distribution of Game 3 is identical to our simulation. This concludes the
proof of Theorem A.2.2.
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A2 Security Analysis when the Updater is Corrupt

We describe S for the case in which U is corrupt.

Figure A.19: Security Analysis of Ilyynp when the Updater is Corrupt

A REQUESTS OR RECEIVES PARAMETERS. & runs as in the case
where (a subset of) Ry, are corrupt.

A REGISTERS PUBLIC KEY. On input (reg.register.ini, sid, pk)
from A, S runs a copy of Frgg on that input. When the copy of
FrEG sends (reg.register.sim, sid, pk), S forwards that message
to A.

A ENDS REGISTRATION OF PUBLIC KEY. On input
(reg.register.rep, sid) from A, S runs a copy of Frrg on
that input. When the copy of Frig sends (reg.register.end, sid),
S forwards that message to A.

HONEST Rj STARTS zK PROOE. On input (uuhd.read.sim, sid,
qid, (¢, cri)ies) from Fuunp, S sends (uuhd.read.rep, sid,
qid) to Fyunp and receives (uuhd.read.end, sid, P, flag, (¢;,
cri)ies) from Fyunp. If flag = 0, S does the following:

* S computesa VC vc! to a random vector and a2 commitment
com’ to a random value s with opening open’.

* Darse the commitment ¢; as (¢}, parcom, COM.Verify).
* Darse the commitment cr; as (cry, parcom, COM.Verify).

* S sets the instance as ins, < (pk, par, par., vc', com/,
parcom, (¢}, crl)ies) and stores (qgid, ins,, P) and (sid, P,
ins., s, open’).

* S sends (zk.prove.sim, sid, gid, ins,) to A.

A RECEIVES zK PROOEF. On input (zk.prove.rep, sid, qid) from A,
S does the following:

* S sends an abortion message to A if (gid, ins,, P) is not
stored.

* S deletes the record (¢id, ins,, P).
* S sends (zk.prove.end, sid, ins,, P) to A.

A REQUESTS OPENING. On input (nym.reply.ini, sid,
(Open com’), P) from A, S runs Fxywm on input (nym.reply.ini,
sid, (Open com’), P). When JFnym sends the message
(nym.reply.sim, sid, gid, [(Open com’)), S forwards that
message to A.

HONEST R RECEIVES REQUEST. On input (nym.reply.rep, sid,
qid) from A, S runs a copy of Fym on that input. When Fnywm
sends (nym.send.end, sid, (Open com’), P), S continues with
the case “Honest R, sends commitment (and opening)”.
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HONEST R SENDS COMMITMENT (AND OPENING). On in-
put the message (uuhd.read.sim, sid, qid, (¢;, cr;)ies) from
fUUHD: S sends (uuhd.read.rep, Sid, qid) to JrUUHD and
receives (uuhd.read.end, sid, P, flag, (¢;, cr;)ics) from Fyunp.
S computes a commitment com; to a random value. If flag =1, S
sets m <— comy. Else, after following the case “Honest R, starts
ZK proof”, S picks the stored tuple (sid, P, ins,, s, open’) and
sets m < (comy, s, open’). S runs a copy of FNym on input
(nym.send.ini, sid, m, P). When Fxym sends (nym.send.sim,
sid, qid, l(m)), S forwards that message to A.

A RECEIVES COMMITMENT (AND OPENING). On input
(nym.send.rep, sid, gid) from A, S runs a copy of Fnym
on that input. When the copy of Fnywm sends (nym.send.end, sid,
m, P), S forwards that message to A.

A SENDs UPDATE. Oninput (nym.reply.ini, sid, m, P) from Fnxym,
S runs a copy of Fxym on that input. When the copy of Fnym
sends (nym.reply.sim, sid, qid, [(m)), S forwards that message to

A.

HONEST R RECEIVES UPDATE. On input (nym.reply.rep, sid,
qid) from A, S runs a copy of Fym on that input. When the
copy of Fnym sends (nym.send.end, sid, m, P), S parses m as
(x, s2, sig), picks the stored tuple (sid, P, ins,, s, open’) and
follows the steps described in ITyynp to verify sig. Then S sends
(uuhd.update.ini, sid, P, x) to Fuuup. When Fyunp sends the
message (uuhd.update.sim, sid, gid), S sends (uuhd.update.rep,
sid, qid) to the functionality Fyump.

Theorem A.2.6 When U is corrupt, Ilyunp securely realizes Fuunp in

the FREG, fégg'setu‘), FNyM and }"gﬁ—hybm’d model if the VC scheme is
hiding and the commitment scheme is hiding.

PROOF OF THEOREM A.2.6.  We show by means of a series of hybrid games
that Z cannot distinguish between the real-world protocol and our simulation with

non-negligible probability.

Figure A.21: Proof of Theorem

GAME 0: This game corresponds to the execution of the real-world pro-
tocol. Therefore, we have that Pr [Game 0] = 0.

GAME 1: Game 1 follows Game 0, except that Game 1 does not run
a copy of fﬁg. Instead, Game 1 sets the messages (zk.prove.sim,
sid, qid, ins,) and (zk.prove.end, sid, ins,, P) directly. This
change does not alter the view of Z. Therefore, |Pr [Game 1] —
Pr [Game0]| =0
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GAME 2: Game 2 follows Game 1, except that Game 2 replaces the VC
vc’ in ins, by a commitment to a random vector.

The probability that Game 1 and Game 2 are distinguished by Z is bound by
theorem A.2.7.

Theorem A.2.7 Let M be the number of read operations sent by honest
readers after their first read operation. Under the hiding property of the vector
commitment scheme, |Pr |Game 2| — Pr|Game 1]| < M - Advi{d v

PROOF OF THEOREM A.2.7.  We define a sequence of games. In Game 1.7,
for the last 7 read operations (after their first read operation) sent by honest readers,

the vector commitment vc’ is replaced by a vector commitment to a random vector.

Therefore, Game 1.0 corresponds to Game 1, while Game 1.M corresponds to
Game 2.

We construct an algorithm B that, given an A that distinguishes Game 1.7
from Game 1.(¢ 4 1) with non-negligible probability, breaks the hiding property
of the vector commitment scheme with non-negligible probability. B works as
follows. When the challenger sends the parameters par, B stores par as common
reference string in the copy of Fégé'setu’). B replaces the vector commitment v¢’
by a vector commitment to a random vector in the last  4- 1 read operations by the
honest readers. For the read operation 7, BB sends to the challenger the vector x that
should be committed in v¢’. The challenger sends back a commitment vc’. As can
be seen, if vc’ is a commitment to a random vector, the situation corresponds to
Game 1.(i+ 1), while otherwise the situation corresponds to Game 1.i. Therefore,
if A distinguishes Game 1.7 from Game 1.(¢ 4 1) with non-negligible probability,
B can use A’s guess to break the hiding property of the VC scheme. This concludes
the proof of Theorem A.2.7.

Figure A.23: Proof of Theorem

GAME 3: Game 3 follows Game 2, except that Game 3 replaces the com-
mitment com’ in ins, by a commitment to a random value. The
probability that Game 2 and Game 3 are distinguished by Z is bound
by theorem A.2.8.

Theorem A.2.8 Let M be the number of read operations sent by honest read-
ers. Under the biding property of the commitment scheme, | Pr [Game 3| —
Pr(Game2)| < M - Adv’}*~ <™.

PROOF OF THEOREM A.2.8.  Wedefine asequence of games. In Game 2., for
the last 7 read operations sent by honest readers, the commitment com’ is replaced
by a commitment to a random value. Therefore, Game 2.0 corresponds to Game 2,
while Game 2. corresponds to Game 3.

We construct an algorithm B that, given an A that distinguishes Game 2.7 from
Game 2.(i + 1) with non-negligible probability, breaks the hiding property of the
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commitment scheme with non-negligible probability. B works as follows. When
the challenger sends the parameters par, B stores par, as common reference string
in the copy of féfR{g'set“p. B replaces the commitment com' by a commitment to
arandom value in the last ¢ 4 1 read operations by the honest readers. For the proof
i, B sends to the challenger the value s that should be committed in com’. The
challenger sends back a commitment com/. As can be seen, if com’ is a commitment
to a random value, the situation corresponds to Game 2.(7 + 1), while otherwise
the situation corresponds to Game 2.i. Therefore, if A distinguishes Game 2.7
from Game 2.(¢ + 1) with non-negligible probability, B can use the A’s guess to
break the hiding property of the commitment scheme. This concludes the proof of
Theorem A.2.8.

The distribution of Game 3 is identical to our simulation. This concludes the
proof of Theorem A.2.6.

A.3 SECURITY ANALYSIS OF OUR CONSTRUCTION FOR UD

Theorem A.3.x Ilyp securely realizes Fup in the (Fgﬁ.SSetup’ FAUT,

FL)-hybrid model if the NHVC scheme is binding.

To prove that ITyp securely realizes Fyp, we must show that for any environ-
ment Z and any adversary A there exists a simulator S such that Z cannot distin-
guish whether it is interacting with .4 and the protocol in the real world or with
S and Fyp. S thereby plays the role of all honest parties in the real world and

interacts with Fyp for all corrupt parties in the ideal world.

S runs copies of the functionalities ]:gPC{'SSEtUP, Faut and ]:é%K. In the descrip-

tions of our simulators below, for brevity, we omit part of the communication be-
tween S and A. Whenever a copy of those functionalities sends a message (. *.sim)
to 8, § implicitly forwards that message to A and runs again a copy of that func-
tionality on input the response provided by A. When any of the copies of those
functionalities aborts, S implicitly forwards the abortion message to A if the func-
tionality sends the abortion message to a corrupt party.

In Section A.3.1, we analyse the security of IIyp when R is corrupt. In Sec-
tion A.3.2, we analyse the security of IIyp when U is corrupt.

A3 Security Analysis when the Reader is Corrupt

We describe the simulator S for the case in which R is corrupt.

Figure A.26: Security Analysis of IIyp when the Reader is Corrupt

INITIALIZATION OF 8. &S sets cu < 0. S runs the crs.get interface
VC.Setup

of an instance of Frg to get the parameters par.

HONEST U SENDS AN UPDATE. On input from functionality Fup
the message (ud.update.sim, sid, qid, (i, vu; )vic(1,n])> S sends
the message (ud.update.rep, sid, gid) to Fyp. When Fyp sends
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(ud.update.end, sid, (i, vu;)vicn,n))s if (sid, par, ve,x, cu) is
not stored, S does the following:

* S initializes a counter cu < 0.
* S initializes a vector x such that x[i] = vu; fori € [1, N].

* Sruns ve < VC.Commit(par, x) and stores (sid, par, ve,
X, Cu).

* Ssets cu’ < cu+ 1,sets X' + x and ve’ + we.

* Foralli € [1, N] such that vu; # L, the simulator S com-
putesx'[i] < vu;and vc’ < VC.ComUpd(par, vc’, i, x][i],
V).

* S replaces the stored tuple (sid, par, ve, x, cu) by (sid, par,
ve' X cu').

S uses the aut.send interface of FauT to send ((7, vu; )vien, N]s

cu’) to A.

A REQUESTS AND RECEIVES par. When A invokes the crs.get in-

terface, S runs a copy of fglg'sset“p on that input to send par to
A.

A sENDS A PROOF. When A invokes the zk.prove interface on input
the witness wit and the instance ins, S runs a copy of ng on
that input. Then S parses ins as (par’, vc’, parcom, ¢}, crl, cr)
and wit as (w;, i, 04, vry, or;). S sets the commitments ¢; < (¢},

parcom, COM.Verify) and cr; < (crf, parcom, COM.Verify).

S sends the message (ud.read.ini, sid, i, vr;, ¢;, 04, C14, O15) to

Fup. When Fyp sends the message (ud.read.sim, sid, qid, c;,

cry), S does the following:

* S retrieves the stored tuple (sid, par, ve, x, cu). If ¢r # cu,
orif par’ # par, orif vc’ # ve, S sends Fyp a message that
makes Fyp abort.

* Else, if x[i] # vr;, S outputs failure.

* Else, S sends (ud.read.rep, sid, qid) to Fup.

Theorem A.3.2 When R is corrupt, Ilup securely realizes Fup in the
(fgﬁssetuP, Faut, F2)-hybrid model if the NHVC scheme is binding.

PROOF OF THEOREM A.3.2.  We show by means of a series of hybrid games
that the environment Z cannot distinguish the real-world protocol from the ideal-
world protocol with non-negligible probability. We denote by Pr [Game 7] the
probability that the environment distinguishes Game 7 from the real-world proto-
col.
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Figure A.28: Proof of Theorem

GAaME 0: This game corresponds to the execution of the real-world pro-
tocol. Therefore, we have that Pr [Game 0] = 0.

GAME 1: Game 1 follows Game 0, except that Game 1 runs an initial-
ization phase to set a counter cu and the parameters par. Game 1
stores and updates a tuple (sid, par, vc, x, cu). These changes do
not alter the view of the environment. Therefore, |Pr [Game 1] —
Pr [Game 0]| = 0.

GAME 2: Game 2 follows Game 1, except that, when the adversary sends
a valid proof with witness wit and instance ins, Game 2 outputs
failure if the values 7 and vr; in the witness are such that x[i] # vry,
where x[i] is in the stored tuple (sid, par, ve, X, cu).

The probability that Game 2 outputs failure is bound by the following claim.

Theorem A.3.3 Under the binding property of the NHVC scheme, we have
that | Pr [Game 2] — Pr [Game 1]| < Adyﬂ”_”h"c_

PROOF OF THEOREM A.3.3.  We construct an algorithm B that, given an
adversary that makes Game 2 fail with non-negligible probability, breaks the bind-
ing property of the NHVC scheme with non-negligible probability. B behaves as
Game 2 with the following modifications:

* When the challenger sends the parameters par, B stores par as common
VC.Setup

reference string in the copy of Fgg

* When the adversary sends a valid proof with witness wit = (wj, i, 0;, vry,
or;) and instance ins = (par, vc, parcom, c,, cri, cr) such that the values
i and vr; in the witness fulfil x[i] # vr;, where x[i] is in the stored tuple
(sid, par, ve,x, cu), B runs w, < VC.Prove(par,i,x) and sends (ve,
i, vry, X[i], w;, w]) to the challenger.

This concludes the proof of Theorem A.3.3.
The distribution of Game 2 is identical to our simulation. This concludes the
proof of Theorem A 3.2.

A3 Security Analysis when the Updater is Corrupt

We describe the simulator S for the case in which U is corrupt.

Figure A.30: Security Analysis of IIyp when the Updater is Corrupt

INITIALIZATION OF §. S sets ¢ < 0. S runs the crs.get interface

of an instance of ]—“glgssetu') to get the parameters par.

A REQUESTS AND RECEIVES par. S proceeds as in the case where
R is corrupt.
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A sENDS UPDATE. When A invokes the aut.send interface on input
the message ( (7, vu;)vie[1,N], cu'), S runs a copy of FayT on that
input. If (sid, par, ve, x, cr) is not stored.

* § initializes a counter cr < 0.
* S initializes a vector x such that x[i] = vu; fori = [1, N].

* Sruns ve < VC.Commit(par, x), and stores (sid, par, ve,
X, CT).

* &S sends an abortion message if cu' # cr + 1, orif, forall i ¢

[1, N], vu; ¢ U,.

* Otherwise S sets X' + x and v¢’ « wve. Foralli € [1, N]
such that vu; # L, S computes X'[i] < vu; and v’ <+
VC.ComUpd(par, v, i, x[i], vu;).

* S replaces the stored tuple (sid, par, ve, x, cr) by (sid, par,
v, X, cu').
S sends (ud.update.ini, sid, (i, vu;)vic;1,n)) to Fup. When
Fup sends (ud.update.sim, sid, qid, (i, vu;)viep,n])s S sends
(ud.update.rep, sid, gid) to Fup.

HONEST R SENDS A PROOF. On input from Fyp the message
(ud.read.sim, sid, gid, c;, cr;), S sends (ud.read.rep, sid, gid) to
Fup and receives the message (ud.read.end, sid, c;, cr;) from
Fup. S does the following:

S retrieves the stored tuple (sid, par, ve, x, cr).
* S parses ¢; as (¢, parcom, COM.Verify).

* S parses cr; as (crf, parcom, COM.Verify).

* Ssetsins < (par, ve, parcom, ¢k, erf, cr).

* & sets the message corresponding to the zk.prove interface of
fézK to send 7ns to A. Note that S does not know the witness,
so it does not run a copy of the functionality. Instead, S sets
the message as if it was sent by a copy of Fit..

Theorem A3.4 When U is corrupt, Lluyp securely realizes Fup in the
(F gﬁsset”p, Faut, FL)-bybrid model.

PROOF OF THEOREM A.3.4. The only difference between the real world
protocol and & is that S does not run F2 because S does not know the witness
of the proof. Because ]:é%K does not leak the witness to the adversary, this change
does not alter the view of the environment.
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A.4 SECURITY ANALYSIS OF OUR CONSTRUCTION FOR UUD

Theorem A.4.x Ilyuyp securely realizes Fuyup in the (F(Sj\r/{g'setw, FBB

]:é%K )-hybrid model if the SVC scheme is binding.

To prove that ITyyp securely realizes Fyup, we must show that for any envi-
ronment Z and any adversary A there exists a simulator S such that Z cannot
distinguish whether it is interacting with .4 and the protocol in the real world or
with § and Fyup. S thereby plays the role of all honest parties in the real world
and interacts with Fyyp for all corrupt parties in the ideal world.

S runs copies of the functionalities fg\ég.Setup’ JFBB and fézK. In the descrip-
tions of our simulators below, for brevity, we omit part of the communication be-
tween S and A. Whenever a copy of those functionalities sends a message (. *.sim)
to S, S implicitly forwards that message to A and runs again a copy of that func-
tionality on input the response provided by .\A. When any of the copies of those
functionalities aborts, S implicitly forwards the abortion message to A if the func-
tionality sends the abortion message to a corrupt party.

In Section A.4.1, we analyse the security of Ilyyp when (a subset of) readers Ry,
are corrupt. In Section A.4.2, we analyse the security of Ilyyp when U is corrupt.
We do not analyse in detail the security of Ilyyp when U and (a subset of) readers
Ry, are corrupt. We note that, in ITyyp, honest readers communicate with ¢/ but
not with other readers. Therefore, for this case the simulator and the security proof
are similar to the case where only U is corrupt.

A.4.1  Security Analysis when the Readers are Corrupt

We describe S for the case in which (a subset of) readers R, are corrupt.

Figure A.33: Security Analysis of IIyyp when the Readers are Corrupt

INITIALIZATION OF S. & runs the crs.get interface of an instance of
]:SVC.Setup

CRS to get the parameters par.
HONEST U/ SENDS AN UPDATE. On input (uud.update.sim, sid,
qid, (i, vri; 1, - - UriLL)ViG[l,N]) from the functionality Fuup,
S runs the bb.write interface of a copy of Fpp on input (7, v7y; 1,
-5 UTij 1)vie1,N] to write the update into the bulletin board
in FgB. S follows the same steps described in IIyyp in order
to set and update a tuple (sid, par, svc,x, cu). Then S sends
(uud.update.rep, sid, qid) to Fyup.

A REQUESTS DATABASE. When A invokes the bb.getbb interface
on input an index ¢, S sends (uud.getdb.ini, sid) to Fuyup.
When Fyup sends (uud.getdb.sim, sid, gid), S sends the message
(uud.getdb.rep, sid, gid) to Fyup. When Fyuyp sends the mes-
sage (uud.getdb.end, sid, DB), S runs the bb.getbb interface of
JFBB oninput i to send the update (4, vry; 1, - . ., Wiz’,L)Vie[l,N} to
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A. We recall that the update was already stored in /g when it was
sent by the honest .

A REQUESTS AND RECEIVES par. When A invokes the crs.get in-

VC.
]:S C.Setup

terface, S runs a copy of Fpg on that input to send par to

A.

A SENDS A PROOF. When A invokes the zk.prove interface on
input a pseudonym P, a witness wit and an instance ins, S
runs a copy of fézK on that input. Then S parses ins as (par’,
svc', parcom, ¢z, (crij ;)vjeq1,0)s €rk) and wit as (wr, I, i, oz,
(vriij, o4 j)vien,n))- S sets ¢; < (cj, parcom, COM.Verify)

; :
and (cry; j (cmm,‘parcom,COI\/l.Venfy)}WE[LL]. S sends
(uud.read.ini, sid, P, (i, ci, 0i, (vri; j, CTii j, OTii j)vjel,1]))
to the functionality Fyyp. When Fyup sends the message
(uud.read.sim, sid, qid, (ci, (ciij)vjei,))), S does the
following:

* S retrieves the stored tuple (sid, par, sve, x, cu). If cry, #
cu, or if par’ # par, or if suc’ # svc, S sends Fyup a
message that makes Fyyp abort.

* Else,ifforany j € [1, L], x[(i — 1) L+ j] # vri; ;, S outputs
failure.

* Else, S sends (uud.read.rep, sid, gid) to Fyup.

Theorem A.4.2 When (a subset of) readers Ry, are corrupt, Ilyup securely
realizes Fyup in the (fé}/{%'setu'), FBB, Fit)-hybrid model if the SVC
scheme is binding.

PROOF OF THEOREM A.4.2.  We show by means of a series of hybrid games
that the environment Z cannot distinguish the real-world protocol from the ideal-
world protocol with non-negligible probability. We denote by Pr [Game 7] the
probability that the environment distinguishes Game 7 from the real-world proto-
col.

Figure A.35: Proof of Theorem

GAME 0: This game corresponds to the execution of the real-world pro-
tocol. Therefore, we have that Pr [Game 0] = 0.

GAME 1: Game 1 follows Game 0, except that Game 1 runs an initial-
ization phase to set a counter cu and the parameters par. Game 1
stores and updates a tuple (sid, par, svc, X, cu). These changes do
not alter the view of the environment. Therefore, |Pr [Game 1] —
Pr [Game 0]| = 0.

GAME 2: Game 2 follows Game 1, except that, when the adversary sends
a valid proof with witness wit and instance ins, Game 2 outputs
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failure if, for any j € [1, L], x[(i — 1)L + j] # vry; j, where X is
in the stored tuple (sid, par, sve, x, cu).

The probability that Game 2 outputs failure is bound by the following claim.

Theorem A.4.3 Under the binding property of the SVC scheme, we have
that |Pr|Game 2] — Pr[Game 1]| < Adv5" .

PROOF OF THEOREM A.4.3.  We construct an algorithm B that, given an ad-
versary that makes Game 2 fail with non-negligible probability, breaks the binding
property of the SVC scheme with non-negligible probability. B behaves as Game 2
with the following modifications:

¢ When the challenger sends the parameters par, B stores par as common

reference string in the copy of féﬁg'setu‘).

* When the adversary sends a valid proof with witness wit = (wr, 1,71,
04, {(Vri; 5, OTiq j)vjeq,r)) and instance ins = (par, svc, parcom, c,
(erii j)vjen,m)> crk) such that, forany j € [1, L], x[(i — 1)L + j] #
vry; j, where X is in the stored tuple (sid, par, svc, X, cu), B runs wy <
SVC.Open(par, I,x)and sends (sve, I, I, (vrij j)vie,r)» (X[(1 —1) L+
JDvjen,n), wr, wy) to the challenger.

This concludes the proof of Theorem A.4.3.
The distribution of Game 2 is identical to our simulation. This concludes the
proof of Theorem A.4.2.

A.4.2 Security Analysis when the Updater is Corrupt

We describe S for the case in which i is corrupt.

Figure A.37: Security Analysis of IIyyp when the Updater is Corrupt

INITIALIZATION OF 8. & runs the crs.get interface of an instance of

SVC.S
JCRs P to get the parameters par.

A REQUESTS AND RECEIVES par. S proceeds as in the case where
Ry is corrupt.

A SENDs UPDATE. When A invokes the bb.write interface on input

(4, vrig 15 - Vi, )viel,N, S sends  (uud.update.ini, sid,
(i, UT5515 -« 'Urii,L)Vie[l,N]) to -/TUUD- When FUUD sends
(uud.update.sim, sid, gid, (i, vri; 1, - - -, VTi;, L )vie[1,N])s S

sends (uud.update.rep, sid, gid) to Fyup. When Fuyup sends
(uud.update.end, sid), S follows the same steps described in
ITyup in order to set and update a tuple (sid, par, svc, X, cu).
Finally, S runs the bb.write interface of a copy of Fpp on input (4,

UTi515 -« - Wii,L)vz‘e[LN]-
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HONEST Rj REQUESTS DATABASE. When Fuup sends
(uud.getdb.sim, sid, gid), the simulator S runs the bb.getbb
interface of Fpp on input a random index 4. Then & sends
(uud.getdb.rep, sid, qid) to Fuup.

HONEST Rj SENDS A PROOF. On input (uud.read.sim, sid, qid,
(i, (criij)vien,r)) from Fyup, S sends (uud.read.rep, sid,
qid) to Fuup and receives the message (uud.read.end, sid, P, (c;,
(criij)vjen,r))) from the functionality Fyup. S does the follow-

ing:
* S retrieves the stored tuple (sid, par, sve, x, cu).
* Sparses ¢; as (¢, parcom, COM.Verify) and (cri; j)vje[1, )
as ((cri; j, parcom, COM.Verify))vjc(1, 1)-
* Ssets ins < (par, svc, parcom, c;, (CTif i )vje[1, L], CU)-
* & sets the message corresponding to the zk.prove interface of
fézK to send P and ins to A. Note that S does not know the

witness, so it does not run a copy of the functionality. Instead,
o®s R
S sets the message as if it was sent by a copy of F..

Theorem A.4.4 WhenU is corrupt, Ilyup securely realizes Fuup in the
(FRLS>™P, Fup, FL)-hybrid model.

PROOF OF THEOREM A.4.4. There are two differences between the real
world protocol and S. First, S uses a random index 7 to run the bb.getbb interface
of Fag. This change does not alter the view of the environment because Fpp
does not disclose 4 to the adversary. Second, S does not run F because S does
not know the witness of the proof. Because ]:é%K does not leak the witness to the
adversary and the pseudonym and the instance are not modified, this change does
not alter the view of the environment.
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