Articles

Articles / Aufsitze

— Fil Rouge

The European Union already has an impressive track record
when it comes to the protection of its citizens’ data. Yet the
challenges posed by the digital revolution are not limited to
protecting people’s privacy, but also require finding effec-
tive ways to access data when need be, including for crimi-
nal investigations. The lack of a comprehensive framework
in that respect currently results in more informal solutions
based on the voluntary cooperation of service providers, not
necessarily with due regard to the protection of fundamen-
tal rights. This problem is also a good example of a broader
phenomenon linked with the technological revolution: the
role of service providers as partners in law enforcement.
Their role is not only instrumental in the gathering of e-ev-
idence, but also, for instance, in the fight against the dis-
semination of illicit content online.

The contributions in this issue of eucrim touch upon all
these difficulties. The first two articles — by S. Tosza and hy
J. Daskal — deal with the same problem: law enforcement
access to data held by service providers for the purpose
of criminal investigation. As data is very often held in a dif-
ferent country than the place of criminal investigation, the
complexity of instruments necessary to obtain such data is

out of proportion. S. Tosza presents the EU initiative aimed
at creating a legal framework for direct requests for elec-
tronic evidence sent by law enforcement authorities in the
EU to service providers in another EU Member State (the
“e-evidence initiative”). J. Daskal discusses the recent
changes in U.S. law, which should facilitate the transfer of
data from U.S. service providers to authorities in the EU.
The immense growth in data-analysing capacities has
thrown into question the traditional classification of data,
as even non-content data may be extremely revealing
when gathered in sufficient quantity and properly analysed.
C. Warken critically analyses the current approach to clas-
sifying data and proposes a new take on the matter.

G. Robinson examines the European Commission’s proposal
for a Regulation on preventing the dissemination of terrorist
content online. This highly relevant initiative largely relies
on the good cooperation of service providers, including
their proactive role.

Katalin Ligeti, University of Luxembourg and eucrim Editorial
Board Member & Stanislaw Tosza, University of Utrecht

The European Commission’s Proposal
on Cross-Border Access to E-Evidence

Overview and Critical Remarks

Dr. Stanislaw Tosza

With human activity becoming more and more dependent on digital technologies, criminal investigations increasingly depend
on digital evidence. Yet the gathering of this type of evidence is far from straightforward. Besides technological challenges,
one of the major obstacles that law enforcement authorities encounter is the fact that the data they need is often stored abroad
or by a foreign service provider. At the international level, this results in the need to resort to mutual legal assistance and, at
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the EU level, to the European Investigation Order. Even the length of the procedure when resorting to the EIO is far too slow, be-
cause relevant data can be lost in the meantime. This article discusses the initiative of the European Commission to establish
a European legal framework regarding direct requests for electronic evidence sent by law enforcement authorities in the EU
to service providers in another EU Member State (the “e-evidence initiative”). The initiative, which is currently under debate
in the EU Parliament after the Council agreed on proposed amendments, is not without controversy. The article analyses its
overall structure and the most important aspects of its design, and it offers critical remarks on several major elements of the

initiative.

l. Introduction

A large number of criminal offences, not only cybercrime, is
currently committed in a way that leaves digital traces that
can serve as evidence. In order to effectively investigate and
prosecute these offences, law enforcement must have access
to digital data, which is mostly in the possession of service
providers, often located abroad. The law of criminal procedure
allows the authorities to access this data, while protecting sus-
pects’ procedural safeguards. However, when the service pro-
vider is located in another country or the data is stored abroad,
law enforcement should in principle resort to mutual legal as-
sistance (MLA) because their coercive powers are limited to
their national territory.

As the significance of digital or electronic evidence has grown,
so has the frustration of law enforcement with the cumbersome
procedure to acquire this data in combination with the number
of cases when digital evidence is needed and the relevant data
is held abroad. This has stimulated attempts to find unilateral
solutions forcing providers to deliver data not stored in the
territory of the requesting state circumventing the MLA pro-
cedure, which resulted in significant litigation,' and calls for
reform of the framework. The latter is not an easy undertaking,
as the complexity of the issue is composed of problems linking
criminal procedure, international law, in particular questions
of jurisdiction and sovereignty in the context of criminal in-
vestigations, EU law as well as the impact of fast developing
technology, in particular cloud computing or encryption.?

With the Conclusions of 9 June 2016 the JHA Council request-
ed the Commission to develop a legal framework that would
allow law enforcement to obtain relevant data.> This request
led to the proposal of the Commission of 17 April 2018 that
is composed of two instruments: a regulation and a directive.*
The aim of this contribution is to provide an overview of and a
few critical remarks on the Commission’s proposal, in particu-
lar focusing on the draft regulation, which is the main compo-
nent of the legislative initiative.

At the same time, legislative work has also progressed in the
U.S., with the ultimate adoption of the CLOUD Act in March
2018, which is meant to facilitate access to data held by U.S.

companies by non-U.S. law enforcement authorities. This act
is the subject of the contribution by Jennifer Daskal in this
issue of eucrim.

Il. Commission’s Proposal

The envisaged regulation would create two new instruments:
a European Production Order (EPdO) and a European Preser-
vation Order (EPsO).> An EPdO is defined as “a binding deci-
sion by an issuing authority of a Member State compelling a
service provider offering services in the Union and established
or represented in another Member State, to produce electronic
evidence” (Art. 2(1) of the draft regulation®). An EPsO is “a
binding decision by an issuing authority of a Member State
compelling a service provider offering services in the Union
and established or represented in another Member State, to
preserve electronic evidence in view of a subsequent request
for production” (Art. 2(2)). It is interesting to note that an
EPsO may result not only in an EPdO, but also for instance in
a mutual legal assistance request or a European Investigation
Order (Art. 6(2)).

The crucial characteristic of the Commission’s proposal is
that the orders goes from the issuing authority in one Member
State directly to the service provider in another Member State
and the data should go back the same way. The involvement of
an authority in the executing state is, in principle, avoided and
the basic check of the order is done by the service provider.
In order to guarantee the effectiveness of the regulation, the
second piece of the Commission’s proposal, i.e. the directive,
obliges the Member States to provide for a framework assur-
ing that there is a known and empowered legal representative
of a service provider to whom the order may be addressed.
The choice both of the legal basis and of the legal instrument
is noteworthy: The directive, which must be transposed by
the EU Member States, has an internal market legal basis (see
also 2. below), whereas the — binding and directly applicable
— regulation is based on Art. 82(1) TFEU, which provides for
judicial cooperation in criminal matters on the basis of the mu-
tual recognition principle. While being a regulation, a number
of issues will have to be clarified by national law, most notably
sanctions and remedies (see below).
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1. Draft Regulation

The EPdO and the EPsO have the same objective: they oblige
the service provider to respectively produce or preserve elec-
tronic evidence. The term “electronic evidence” is explained
in Art. 2(6). This definition is characterised by three elements:
Firstly, evidence must be stored in an electronic form either
by the service provider or on its behalf. Secondly, it has to
be stored at the time of receipt of the EPdO or EPsO. This
means that the order concerns the data that is already in the
possession of the service provider and not any data to be ob-
tained in the future, thus excluding any future surveillance.
Thirdly, the term evidence is not defined as such, but the defi-
nition provides for four types of data of which that evidence
might consist: subscriber data, access data, transactional data
and content data.

These four categories of data are further defined in the draft
regulation in Art. 2(7)—(10). The spectrum includes content
and non-content data, with the latter being divided into three
categories (subscriber data, access data, transactional data).
In terms of infringement of fundamental rights, the regulation
provides two groups of categories of data: subscriber and ac-
cess data on the one hand, which are considered less intrusive,
and transactional and content data, where the intrusiveness is
deemed more significant. The differentiation particularly af-
fects the possibility of using the order, which is limited to some
categories of offences for the second group, whereas it is open
to all offences for subscriber and access data. Furthermore,
the differentiation has an impact on the radius of the action of
the prosecutor’s, who is excluded from the list of competent
issuing authorities when it comes to transactional and content
data. As per the Explanatory Memorandum to the proposal, the
differentiation between the two categories is made according
to the following philosophy: data related only to the identifica-
tion of the user is less intrusive and can be made more acces-
sible, whereas data involving predominantly the content of a
person’s activity should be more protected.” The Explanatory
Memorandum considers that the starting point of an investi-
gation is often the subscriber data or access data in order to
reveal the identity of the suspect, before data about the content
is sought.

While the Member States may differ as to which authorities
they give the right to ask for data from service providers in
the national context, the draft proposes a quasi-harmonised
approach in that regard. It should be borne in mind, that no
margin of discretion is allowed, because no implementation of
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the provisions of a regulation is needed (see above). The Com-
mission singled out three categories of authorities that can be
entitled to issue an EPdO or EPsO (Att. 4).

The first group contains authorities that are entitled to issue
both types of orders and for all types of data: judges, courts
and investigative judges. The second group is composed of
prosecutors whose authority is limited to what the draft con-
siders to be less sensitive measures (cf. recital 30 of the pream-
ble). Prosecutors may issue an EPsO for any type of data, but
an EPdO only for subscriber and access data. Given the fact
that a regulation (and not a directive) will be enacted, it does
not seem to be possible for the Member States to restrict the
circle of authorities entitled to issue the orders, e.g. by further
limiting the power of the prosecutor. As a result, it may happen
that a prosecutor might be in the position to issue an EPsO for
content data at the European level, while he or she would not
be able to do so in a purely domestic context.

The third group is defined as follows: “any other competent
authority as defined by the issuing State which, in the specific
case, is acting in its capacity as an investigating authority in
criminal proceedings with competence to order the gathering
of evidence in accordance with national law.” Such orders will
need to be examined for their conformity with the conditions
set out for the validity of the orders. The authorities entitled to
validate the order are the same two (aforementioned) groups
as those for issuing the orders, according to the same range of
competences (with the prosecutor’s competence limited to the
less intrusive types of data). In other words, the third category
would include authorities that are equipped with the neces-
sary power to gather electronic evidence according to the na-
tional laws of the Member States. Thus, prosecutors can also
be entitled to ask for transactional and content data, but with
the necessary authorisation and conferral of powers is at the
discretion of the national legislator. The language of the draft
indicates that a piece of national legislation would be neces-
sary in this respect because, contrary to other instances (e.g.
Art. 5(2)), the draft regulation does not refer to similarities
with national rules or comparable domestic situations.

The recipient of the order is a service provider offering ser-
vices in the Union and established or represented in another
Member State. A service provider can be a natural or a le-
gal person and is otherwise defined by the services it offers,
which, according to Art. 2 (3), can be:

Electronic communication services;

Information society services;

Internet domain name and IP numbering services.
These categories are explained in more detail in the Explana-



tory Memorandum and use also references to other acts. In
practice, the first two categories (electronic communication
services and information society services) comprise such ser-
vices as Skype, WhatsApp, Amazon, Dropbox and mailing
services.® As to the last category of the definition of service
providers (Internet domain name and IP numbering services),
the Explanatory Memorandum makes reference to the provid-
ers of Internet infrastructure services that hold data potentially
of high relevance in identifying the suspect.’

Another requirement is that providers of the services de-
scribed above fall within the scope only if they are offering
services in the Union and are established or represented in
another Member State. These terms are further explained in
the Directive itself (Art. 2(4)) and in the Explanatory Memo-
randum.'® Mere accessibility of the service from the territory
of the European Union cannot be a sufficient criterion, as
this would cause every provider in the world to fall within
the scope. Furthermore, the service provider has to be es-
tablished or represented in another EU Member State, since
otherwise there would be a purely domestic situation, which
is excluded from the scope.

An EPdO or an EPsO should be addressed directly to a le-
gal representative that the service provider shall designate for
the purpose of gathering evidence in criminal proceedings
(Art. 7(1)). The efficiency of this approach is supported by the
proposed Directive (see below 2.) and alternative addressees
if such a representative is not designated (cf. Art. 7(2)—(4)).

The draft regulation provides for a set of common conditions
for issuing EPdOs and EPsOs as well as specific conditions for
each of them. The first common condition is that the order may
be issued only for criminal proceedings, which includes the
pre-trial and the trial phase (Art. 3(2)). According to Art. 3(2),
the order may also be issued in proceedings against legal per-
sons, where these persons may be held liable or punished. This
formulation excludes any sort of double criminality require-
ment in this respect: even if the executing Member State does
not provide for criminal liability of legal persons, the order
still needs to be executed.

The second condition applicable to both orders refers to ne-
cessity and proportionality. The draft regulation distinguishes,
however, between the two types of orders if it comes to the
reference point of the evaluative criteria, which is founded in
the different objectives of these instruments. The EPAO must
be necessary and proportionate for the purpose of the crimi-
nal proceedings in question (Art. 5(2)). By contrast, the EPsO
must be necessary and proportionate to prevent the removal,

deletion or alteration of data in view of a subsequent mutual
legal assistance request, a European Investigation Order or an
EPdO (Art. 6 (2)).

Two additional conditions limit the issuing of an EPdO, both
referring to the national law of the issuing Member State.
First, a similar measure must be available for the same crimi-
nal offence in a comparable domestic situation. This excludes
the use of the EPdO in an issuing Member State that does not
provide for such a measure in this context, thus limiting the
harmonising effect of the regulation and positioning the ap-
plicability of the EPdO within the realm of national law. This
limiting effect must, however, be relativized: firstly, the limi-
tation affects the power of the national authority, but not the
foreign one. Secondly, the formulation does not state that the
condition of application must be identical.

A second additional condition foresees that the application of
the EPdO is also limited depending on the type of data and
the type of offence in question. In case of subscriber or ac-
cess data, the issuance of an EPdO is allowed for any crimi-
nal offence, whereas the issuing of an EPdO for transactional
or content data is limited to two groups of offences. The first
group refers to the national law: the EPdO may be issued
for “offences punishable in the issuing State by a custodial
sentence of a maximum of at least 3 years.” The second one
makes reference to framework decisions and directives (which
harmonised substantive criminal law in specific fields) and
allow national authorities to issue an EPdO regardless of the
severity of punishment on the national level in the following
cases:

Fraud and counterfeiting of non-cash means of payment;

Sexual abuse and sexual exploitation of children and child

pornography;

Attacks against information systems;

Terrorism.

The EPdO or EPsO will be transmitted to the recipient through
certificates.!! The certificates are to be issued according to the
models annexed to the draft regulation (Annex I and IT). Some
flexibility is granted as far as the transmission of the certificate
is concerned. Any means are acceptable provided that they are
capable of producing a written record and allow to establish
the authenticity of the certificate (Art. 8).

Tight deadlines are foreseen for the execution of the orders
(Art. 9). As far as the EPdO is concerned, the draft distinguish-
es as follows: in regular cases, the service provider should
transmit the data to the issuing authority at the latest within 10
days from the moment of receiving the certificate. In emergen-
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cy cases, which are defined as an “imminent threat to life or
physical integrity of a person or to a critical infrastructure,”'?
this deadline is brought down to 6 hours. An EPsO has to be
executed without “undue delay”.

In order to guarantee the practical effectiveness of the instru-
ment, while taking into account potential reservations and
constraints on the side of the service provider or other affected
persons, the regulation provides for a set of procedures and
tools, some of which are prescribed by the regulation itself,
and some of which require intervention on the part of the na-
tional legislator. On the one hand, in order to accommodate
the interests of the service providers, the regulation provides
for instruments of dialogue'® between law enforcement and
service providers in addition to remedies for the latter, the sus-
pects and accused persons as well as for other persons whose
data were obtained. On the other hand, in order to guarantee
effectiveness of the measures, there are procedures for en-
forcement which engage authorities in the executing Member
State and eventually pecuniary sanctions.

After receiving the order, the service provider would have to
perform a check of the order. The draft regulation provides
this as a right, but on many occasions the check will instead
be a duty because of the contractual relationship with the user
or data protection rules. According to the draft, there are three
groups of reasons which may create difficulties for the service
provider to comply with the order and for which the regula-
tion provides ways of remedying the situation. The objections
shall be transmitted to the issuing authority by using a stand-
ard form (annexed to the draft regulation).

The first group of reasons concerns the situation when the or-
der is incomplete, contains manifest errors or does not con-
tain sufficient information to execute. In this case, the service
provider may ask for clarification. The reasons of the second
group arise if the service provider is unable to execute the
order because of force majeure or de facto impossibility, e.g.
either because the order does not concern their customer or
because the data has been deleted already. If the issuing au-
thority confirms the objection, it shall withdraw the order. The
third group of reasons is described as “other”. So, for any other
reason that the service provider does not provide the requested
data within the deadline or does not provide it exhaustively, it
shall also send the annex to the issuing authority explaining
the reasons for failing to provide the data. The only potential
consequence of this action is that the issuing authority shall re-
view the order and, if necessary, set a new deadline. This does
not seem to oblige the authority to withdraw the order even if
there is good reason to do so.
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If the addressee does not comply with the order and the
above dialogue procedure does not cause the issuing author-
ity to accept the reasons provided, the issuing authority may
transfer the order to the competent authority in the execut-
ing Member State. This transforms the procedure into a more
traditional mutual recognition process: the enforcing author-
ity should recognise the order, except if there are grounds to
oppose, which are enumerated in Art. 14(4) or (5), immunity
or privilege under national law, or if its disclosure may im-
pact its fundamental interests such as national security and
defence.

So far, the above rules apply to both types of orders (EPdO
and EPsO). The draft regulation provides, however, an ad-
ditional reason for the service provider not to provide infor-
mation if it comes to the EPdO. This reason is an example of
the above-mentioned “other” reasons and refers to an EPdO
that “cannot be executed because based on the sole informa-
tion contained in the [order] it is apparent that it manifestly
violates the Charter of Fundamental Rights of the European
Union or that it is manifestly abusive.” In this case, the ser-
vice provider must send the respective annex to the enforce-
ment authority in the Member State of the addressee. The
latter authority may then seek clarification from the issuing
authority, including through Eurojust or the European Judi-
cial Network.

The impact of this rule is problematic. While it seemingly
concerns a fundamental question — a significant abuse — it
seems only procedural in nature: it requests that another au-
thority be informed, an authority which may be potentially
involved if the enforcement is needed. How should this fun-
damental rights clause be construed? Should it be read as
if the violation or abuse is not manifest, it is not a ground
to object? Or should it merely be read as saying, that if the
violation or abuse is not manifest, the other authority should
not receive the annex at this stage? If this provision is read
together with the enforcement part, one notices that the ex-
ecuting state authority cannot oppose the execution of the
order if it finds that it violates the Charter or that it is abusive,
unless the violation/abuse is manifest. It results from this
interpretation that, without the fulfilment of this adverbial
condition (“manifestly”), the abuse or violation have no rel-
evance and the execution of the EPdO would be obligatory.
This is a highly questionable outcome. In addition, the Ex-
planatory Memorandum does not explain how to interpret the
word “manifest,” which usually means “obvious” or “clearly
apparent.” Yet, an abuse is an abuse irrespective of whether
it is visible prima facie or not. If the court in the executing
member state reveals its abusiveness, why should it not be
allowed to oppose the order just because it was not possible
to spot it prima facie?



The draft regulation contains provisions on sanctions (Art. 13)
and remedies (Arts. 15—17), although these are relatively re-
strained, making mostly reference to national law. The Mem-
ber States are also obliged to put in place provisions on pecu-
niary sanctions applicable to service providers in the event of
infringements of their duties (as described above). While the
sanctions do not need to be of a criminal nature, they have to
be effective, proportionate and dissuasive. The proposal does
not clarify who shall impose a sanction and who should en-
force it. It is also not clear whether good reasons to refuse pro-
viding information on the part of the service provider, such as
a (non-manifest) violation of the Charter or a (non-manifest)
abuse of the order (see f) above), may be taken into account in
the process of imposing such sanctions.

The draft regulation further contains a chapter entitled “Rem-
edies”, which complements the measures described above and
grants rights not only to the service providers, but also to sus-
pects and accused persons as well as other persons whose data
were obtained. Except for the service providers, the remedies
concerning all the other persons are to be provided by national
law. Such right to an effective remedy shall be exercised be-
fore a court in the issuing state and must offer the possibility
to challenge the legality of the measure, including its necessity
and proportionality. The issuing authority is also responsible
for informing the interested persons about that right (Art. 17).
Within this framework these persons should be able to address
issues of violation of the Charter or the abuse of the order.

It should also be underlined, that Art. 1(2) of the draft regula-
tion contains the same clause as Art. 1(3) of the Framework
Decision on the European Arrest Warrant, which has recently
resulted in cases where the execution of the EAW was put under
question or refused because of fundamental rights concerns.'* It
cannot be excluded that the clause could result in similar ques-
tioning of the orders based on the same or similar concerns.

The service providers’ right to remedy is limited to conflicts of
laws and affects only the EPdO. This remedy is meant to take
into account situations in which the service provider would
find itself in a situation where the order obliges it to provide
information although the applicable law of a third country
prohibits it. According to the Explanatory Memorandum, this
approach should also encourage non-EU countries to respect
the limitations that the providers falling into the scope of this
regulation face, in particular as regards fundamental rights
concerns, including data protection.!” The remedy applies if
compliance with the EPdO would result in a conflict with the
applicable law of a third country prohibiting disclosure of the
data concerned:

On the grounds that this is necessary to either protect the
fundamental rights of the individuals concerned or the fun-
damental interests of the third country in relation to national
security or defence (Art. 15);
On other grounds (Art. 16).
It is expressly stated that the conflict cannot be based just on
the lack of a similar procedure in the third country or on the
fact that the data is stored in that country. The service provider
shall inform the issuing authority about the existence of the
conflict. If the issuing authority intends to uphold the EPdO,
it shall request a review by the competent court in the issuing
Member State. The court shall verify if the law of the third
country applies and if it is so, whether the service provider is
prohibited from disclosing the information. The verification
can have several consequences:
If the court finds no relevant conflicts of law, it shall uphold
the order;
If the court finds that there is a conflict because of “other
grounds,” the court lifting of the order is not mandatory.
The court must (only) consider the conflict when evaluating
a number of criteria specified in Art. 16(5) that are based on
the requirements of data protection, investigation and the
addressee’s interests;
If the conflict is grounded in the protection of the funda-
mental rights of the individuals concerned or of the funda-
mental interests of the third country in relation to its nation-
al security or defence, a central authority of the third state
is engaged. This authority shall respond within 15 days (a
deadline that may be extended upon request from that au-
thority), whether it objects to the execution of the EPdO.
Such an objection obliges the court in the issuing state to
lift the order. Lack of response of the authority results in
a reminder with a five days deadline and if that brings no
reaction, the order shall be upheld. It is worth noticing that
the authority in the third state is not obliged to comply with
the deadlines. While questions of national security or de-
fence may be a sufficient motivation for the authority to
comply with the deadline, the protection of fundamental
rights may not in all cases. Then, such an authority in the
third country may only be motivated by comity or by the
will to protect the service provider because of its connec-
tion with the third state.

2. Draft Directive

The draft directive obliges the Member States to set up rules
ensuring that service providers offering services in the Euro-
pean Union designate at least one legal representative in the
Union empowered to receive and respond to the orders de-
scribed in the regulation. In order for the regulation to be ef-
fective, it is crucial that the name of such representative is
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made known, also in view of relatively short deadlines that the
regulation imposes for the execution of the orders.

Some Member States have already created such obligations
— at the national level — to nominate a service provider’s repre-
sentative. This action is, however, in conflict with the internal
market logic: imposing mandatory legal representation within
the territory of a Member State is in conflict with the free-
dom of services within the internal market.'® Therefore, the
directive aims not only to assure the possibility of an effective
enforcement of the EPdO and EPsO, but also to avoid the risk
that other Member States launch further unilateral initiatives
in this regard, creating divergent legal frameworks and further
obstacles to the internal market. Hence, the directive is issued
on an internal market legal basis, which is explained by its
aim. While the problem described affects the service providers
that are not established in a Member State in question, it does
not exist if they have already been established. As a conse-
quence, and similarly to the draft regulation, the directive does
not affect service providers offering services exclusively in the
territory of one EU Member State.

The obligation to “designate at least one legal representative
in the Union for the receipt of, compliance with and enforce-
ment of decision and order issued by competent authorities of
Member States for the purpose of gathering evidence in crimi-
nal proceedings” concerns service providers established in the
European Union as well as those that are not established in
the Union, but offering services in the territory of the Member
States concerned (Art. 3 (1) and (2) of the draft Directive).
The latter means that such a service provider should have a
substantial connection to the Member State. The meaning of
substantial connection is the same as for the draft regulation
(see above 1¢).'7 In order to guarantee the fulfilment of these
duties, the Member States should also provide for effective,
proportionate and dissuasive sanctions applicable for infringe-
ments of these duties and make sure that they are implemented
(Art. 5).

lll. Next Steps

The Commission’s proposal has already been subject to some
analysis at the request of the European Parliament!® as well as
by the academic community,'® civil society?® and industry.?!
The Council as well as the European Parliament have been dis-
cussing the proposal for the regulation. The Council reached
an agreement on 7 December 2018 proposing a number of
amendments to the Commission’s draft.??> The following are
among the most important amendments:

Including into the scope of application of the regulation that

an order may also be issued for the purpose of the execution
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of custodial sentences or detention orders (with exceptions)
(Art. 3);

Deleting the subsection on orders being manifestly abusive
or manifestly violating fundamental rights (Art. 9(5));
Adding to the provision on sanctions that pecuniary sanc-
tions — of up to 2% of the total worldwide annual turnover
of the service provider’s preceding financial year — can be
imposed (Art. 13);

Abolishing the differentiation between the two remedies for
service providers regarding a conflict of law; according to
the new design, the mandatory opinion of the authority of
the third country is abolished, and only seeking information
from that authority is allowed; it is not obligatory to lift the
order, regardless of the conflict of law (Arts. 15 and 16);
Adding for the EPdOs concerning content data a procedure
requesting notification of the authority of the enforcing
Member State if there are reasonable grounds to believe
that the person whose data is sought is not residing in the
territory of the issuing Member State; this procedure, which
was one of the major issues discussed in the Council, is
meant to safeguard rights stemming from immunities and
privileges (new Art. 7a);?

Including the speciality principle providing limitations on
the use of electronic evidence other than for the purpose of
the proceedings for which it was obtained and its transmis-
sion to another Member State, third country or international
organisation (new Art. 12b).

Following these conclusions, the Council is ready to start the
trilogue negotiations with the European Parliament. Yet, work
on the Directive is still ongoing within the Council, which
hopes to reach an agreement under the Romanian Presiden-
cy.2* As to the regulation, the Parliament still has to agree on
its position, which is being prepared first and foremost by the
LIBE Committee. The committee requested two reports®> and
held a public hearing on 27 November 2018, while the des-
ignated rapporteur issued a working document, which should
help steer further discussion.?® It is difficult to predict whether
the agreement can be achieved before the end of the parlia-
mentary term, given the number of critical voices within the
Parliament and also the fair number of reservations on the part
of Member States that were expressed during the discussions
in the Council.?’

1 Onthe Microsoft Corp. v. United States known as Microsoft Ireland
case, see J. Daskal, “Microsoft Ireland, The CLOUD Act, and International
Lawmaking 2.0, (2018) 71 Stan. L. Rev. Online, 9. For a description and
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