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Summary
The Federal Office for Migration and Refugees
(BAMF) and Saxony’s State Directorate (LDS)
have collaborated at the AnkER facility in Dres-
den to lay the groundwork for a Federal Block-
chain Infrastructure Asylum (FLORA). The col-
laboration has resulted in a new blockchain-
based support system for cross-authority coop-
eration in the German asylum procedure. The
FLORA support system not only helps to im-
prove procedural steps. It also reduces the risk
of procedural errors. Moreover, it strengthens
data protection and offers safeguards against
manipulation. Overall, FLORA is a flagship pro-
ject for the use of blockchain technology in
public administration and may be considered a
digital enabler of federalism.

After an initial feasibility study, the BAMF and
LDS first developed an innovative architecture
that complies with the requirements of the
General Data Protection Regulation (Fridgen et
al. 2019). This architecture was then refined and
integrated into the systems of the two partici-
pating authorities. After a training and testing
period, the FLORA support system was piloted
successfully at the AnkER facility in Dresden
over the summer of 2021.

A key element of this pilot was an extensive
evaluation of the value added by the FLORA
support system. To determine this value, the
BAMF evaluated the supported procedural steps
in a qualitative and quantitative manner before

as well as after the introduction of the FLORA
support system.

Comparing the ex-ante and ex-post data reveals
significant improvements that can be attributed
to the introduction of the FLORA support sys-
tem. The most notable is an increased availabil-
ity and transparency of procedure-relevant in-
formation, which reduces both manual work-
load and communication overhead. Further-
more, the examined procedural steps became
significantly less error-prone, and the corre-
sponding activities far more efficient. Finally,
the FLORA support system not only ensures
more consistent compliance with data protec-
tion requirements. It also provides an essential
impetus for innovative and constructive cooper-
ation throughout the asylum procedure.

Based on these positive results, the BAMF is
planning further development of the FLORA
support system. It has already begun a broad
roll-out to further sites in Saxony and Branden-
burg. This roll-out is not limited to a particular
type of facility (AnkER facilities, arrival centers,
field offices, etc.). Instead, it focuses on oppor-
tunities to optimize the collaboration at all sites.
In addition, the BAMF is involved in the Euro-
pean Blockchain Partnership and the develop-
ment of the European Blockchain Services In-
frastructure (EBSI) to advance the idea of
FLORA supranationally.
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1. Motivation
IT projects are important foundations for many
modernization efforts in public administration
because they can achieve efficiency gains in the
respective administrative processes and improve
communication with citizens (Federal Govern-
ment 2021). This digitalization potential can
also be unlocked for the asylum procedure, yet
challenges remain in getting the various in-
volved authorities to cooperate in a smooth and
efficient manner - particularly when it comes to
the exchange of procedural information and
sensitive data.

Existing IT systems, such as the AZR – a central
database for the storage of master data and
documents – do not fully unlock the digitaliza-
tion potential as they were neither designed nor
intended to support the coordination of the asy-
lum procedure. Moreover, Germany’s federal
structure subjects the asylum procedure to nu-
merous state-specific legal requirements, pro-
cedural variants, and a heterogeneous IT infra-
structure. It has also made it impossible to cen-
tralize control within a single authority, such as
the Federal Office for Migration and Refugees
(BAMF). Procedure-relevant information is thus
often exchanged between the involved authori-
ties in the form of Excel spreadsheets sent by
email. This type of information exchange, how-
ever, is cumbersome, time-consuming, and
prone to errors.

Decentralized IT systems designed for coordi-
nation, control, and documentation – should
the latter be required – hold considerable
promise in dealing with these challenges. Mean-
while, cross-authority automation and monitor-
ing of processes are neither desirable nor feasi-
ble due to the federal distribution of responsi-
bilities and competencies.

With these considerations in mind, the BAMF
has done extensive research into the use of
blockchain technology. The BAMF was espe-
cially interested in how the technology could
add value by improving cross-organizational
communication and cooperation in the asylum
procedure. An initial feasibility study demon-
strated that blockchain technology could indeed

be instrumental in this regard (Fridgen et al.
2018a; Fridgen et al. 2018b) (in short: FLORA
Whitepaper I). Based on this feasibility study,
the BAMF designed a GDPR-compliant archi-
tecture for a blockchain-based pilot system
(Fridgen et al. 2019) (in short: FLORA Whitepa-
per II).

After further development loops and an initial
training and testing phase, the FLORA support
system was trialed in a successful pilot that
started in April 2021, and the system is now in
productive use. The pilot, which involved em-
ployees of the AnkER facility in Dresden, was
accompanied by a comprehensive evaluation to
analyze whether the FLORA support system
meets the expectations placed on it.

This whitepaper presents the refined blockchain
architecture of the FLORA support system, the
implemented procedural logic and functionality,
as well as the technical realization of data pri-
vacy requirements. Furthermore, this whitepa-
per presents the conducted evaluation along
with the quantitative and qualitative evaluation
results. A brief outlook then indicates the future
activities planned for the FLORA project.

Also, this document presents the third in a se-
ries of FLORA whitepapers. Best practices de-
veloped during the FLORA project and the les-
sons learned in its course are available both in
the form of a book chapter and as a fourth 'best
practices’ whitepaper (Amend et al. 2021)
(Amend et al. 2022).

2. First experiences with
blockchain in the
asylum procedure

Germany’s asylum procedure requires close co-
operation and a secure exchange of information
between various authorities at the municipal,
state, and federal levels. While the BAMF – as a
federal authority – is responsible for processing
and ruling on asylum applications, the states
and municipalities are responsible for the initial
registration, accommodation, care, and social
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support, as well as the eventual integration or
repatriation of the applicant. In addition, multi-
ple security agencies carry out background
checks.

This federal organizing structure poses a chal-
lenge to the management of the asylum proce-
dure. In some cases, it leads to considerable lo-
cal variations in procedural logics, which com-
plicates cooperation. What is more, it results in
a heterogeneous IT landscape, which is why in-
formation on the status of individual asylum
procedures is still frequently exchanged in the
form of (excel) lists and e-mails.

To manage the resulting complexity, a system is
required that can be accessed jointly by the in-
volved authorities (at the municipal, state, and
federal levels) and that facilitates cross-author-
ity process coordination. Meanwhile, using con-
ventional IT systems with a centralized archi-
tecture would pose the following challenges:

(1) There would be no legal basis for the intro-
duction of a centralized IT architecture (even at
a purely technical level, considerable legal ad-
justments would be required), and such an IT
architecture is undesirable for all parties in-
volved in the procedure.

(2) A centralized IT architecture that needs to
support various local sub-processes would be
unnecessarily complex, making long-term oper-
ation difficult.

Faced with these challenges, the BAMF is work-
ing on decentralized technical alternatives that
do not require a single authority to coordinate
the procedure. Based on a preliminary consider-
ation of various technical options, the BAMF

decided to conduct a proof-of-concept study to
evaluate blockchain technology for its capacity
to coordinate the asylum procedure. In the
course of this study, the BAMF created a block-
chain prototype for a simplified asylum proce-
dure with three simulated authorities. This pro-
totype used a blockchain component to log the
completion of critical procedural steps and
share this information with the other responsi-
ble authorities. This simplified asylum proce-
dure was then mapped with the use of pro-
gramming logic – so-called smart contracts –
that enabled the automated triggering of subse-
quent process steps. The outcome of this proof-
of-concept study was that a blockchain solution
would have several advantages for the asylum
procedure in Germany – both functional and
technical:

(1) A blockchain solution can enable a “shared
truth” among the responsible authorities about
the status and progress of individual asylum
procedures. Through blockchain, information
could be passed on quickly and securely.

(2) A blockchain solution can facilitate the coor-
dination of the various authorities involved in
the asylum procedure.

(3) A blockchain solution can support the fed-
eral organizing structure and strengthen the
data sovereignty of the participating authorities.

Based on the positive evaluation of the proto-
type, the BAMF decided to expand its block-
chain efforts and test the technology in a pilot
project, starting in the summer of 2018.

Figure 1: Simplified schematic representation of application area I
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The overall objective of this pilot project was to
test whether a Federal Blockchain Infrastruc-
ture Asylum (FLORA) could ensure the efficient,
transparent, and secure completion of the Ger-
man asylum procedure. Furthermore, the pilot
was meant to answer questions about ac-
ceptance and technical optimization.

Due to the complexity of the German asylum
procedure, the scope of the pilot project was
limited to two authorities (the BAMF itself and
Saxony’s State Directorate (LDS)) and their col-
laboration in the context of the AnkER facility in
Dresden. The key feature of the AnkER concept
is the pooling of all functions and responsibili-
ties in one place: from arrival and initial regis-
tration to the asylum application and the ruling
on local distribution and integration or repatria-

tion of asylum seekers1. Importantly, the AnkER
facility is only one exemplary form of collabora-
tion that FLORA can support.

Moreover, the scope was limited to three ‘appli-
cation areas’ where communication had previ-
ously been highly time-consuming and full of
‘media disruptions’, suggesting room for im-
provement. In the further course of the project,
two additional application areas were identified,
application area IV ("Return counseling") and
application area V ("Dublin"). All five of these
application areas were conceptualized but only
application area I was implemented to reduce
technical complexity for the pilot project. For
the purpose of completeness, Figure 1 provides
an overview of all application areas, albeit
somewhat simplified:

(1) Application area I: “Registration, file crea-
tion, and hearing“

(2) Application area II: “Accommodation and
allocation to counties and municipalities“

(3) Application area III: “Decision and execu-
tion“

(4) Application area IV: “Return counseling“

(5) Application area V: „Dublin“

1 For more information on the asylum procedure at the An-
kER facility in Dresden, see FLORA Whitepaper II.

While the proof-of-concept study evaluated the
potential benefits of using blockchain technol-
ogy (see FLORA Whitepaper I), the pilot project
focused on the successful implementation of
data privacy requirements (see FLORA Whitepa-
per II). Moreover, the pilot project sought to
test the FLORA support system in day-to-day
operation, which was accompanied by a com-
prehensive evaluation.

3. Focal points of the
FLORA project

3.1. Further development of
FLORA’s architecture

The refined architecture of the FLORA support
system consists of three levels: (1) Blockchain
Platform, (2) Integration Services, and (3)
Backend Systems (see Figure 2). The overarch-
ing purpose of the blockchain-based system is
to make status updates on the asylum proce-
dure available across various authorities.

Blockchain-Platform

The Blockchain Platform comprises three ele-
ments: the Blockchain Service, the Privacy Ser-
vice, and the Blockchain Component. It is de-
signed uniformly across all authorities. A de-
tailed overview of the Blockchain Platform can
be found in Figure 3.

Blockchain Service

The Blockchain Service is connected to the
Blockchain Component and enables reading
status messages as well as writing them to the
Blockchain Component. The Blockchain Service
interacts with the Privacy Service to establish a
connection between Blockchain-IDs and
FLORA-IDs. The Blockchain-ID is a ‘technical’
key for status messages. In contrast, the
FLORA-ID acts rather as a cross-authority ID
for individual asylum procedures. For a more
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detailed explanation of the Blockchain-ID and
the FLORA-ID (see explanation field).

Privacy Service

All status messages must be attributable to the
respective asylum procedure, and this has to be
doable for all authorities authorized to view
these status messages. This attribution is done
via the so-called Privacy Service. All authorities
connected to the FLORA support system have
their own instance of this Privacy Service, yet
each of these is uniform. Specifically, the Pri-
vacy Service establishes a mapping between a
FLORA-ID and the associated Blockchain-IDs.
Each FLORA-ID can have one or more Block-
chain-IDs assigned to it. A new Blockchain-ID is
generated for each application area. This is done
to satisfy data privacy requirements concerning
visibility and erasure limits. A transfer of re-
sponsibility also triggers the generation of a
new Blockchain-ID. This ensures that all status
messages generated after such a transfer can
then only be viewed by the now responsible au-
thorities.

Blockchain Component

To ensure secure, timely, and reliable distribu-
tion as well as joint and persistent tracking of
status messages across all authorities, the
FLORA support system employs Blockchain
Components for distribution and storage pur-
poses, with transactions recorded through a de-
centralized database structure. Since data

Blockchain-ID and FLORA-ID

The Blockchain-ID is a technical key for sta-
tus messages, comparable to the primary
key of a database. In contrast, the FLORA-
ID facilitates unified attribution to an indi-
vidual procedure across all authorities and is
thus more of a cross-authority application
ID.

As soon as a new procedure is opened in
FLORA, the Business Integration Service of
the ‘creating’ authority generates a FLORA-
ID, whereupon the authority’s Privacy Ser-
vice creates a Blockchain-ID. Meanwhile,
the Business Integration Service links the
backend system IDs (e.g., the Federal Office
uses a combination of the MARiS file num-
ber and person number) with the FLORA-ID
and then the FLORA-ID with the Block-
chain-ID.

As a general rule, a new Blockchain-ID is
generated for each new application area.
This rules out the possibility that, once the
data has been anonymized on the block-
chain, the details of entire procedures could
be retrieved across several application areas
based on their Blockchain-ID. Furthermore,
this allows to set different erasure limits for
each application area, depending on the
purpose that data processing in this area
serves.

Figure 2: Refined architecture of the FLORA support system
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stored on a blockchain cannot be manipulated,
modified data must be distributed through a
new transaction.

Status messages written into a Blockchain Com-
ponent by a participating authority are distrib-
uted in encrypted form to all other responsible
authorities. The data can then be viewed by
these authorities according to their local and
subject matter competencies. The status mes-
sages are tamper-resistant as all Blockchain
Components hold a copy of the hash values
("fingerprints") of all status messages written by
the participating authorities. Each hash value is
deterministic and builds on the previous one,
creating a chain. A subsequent change to a sta-
tus message would be evident to all involved
authorities because the manipulated entry
would change the hash value. The subsequent
hash values would then fail to refer to the ma-
nipulated status message and invalidate the
chain. “Plain text” data, on the other hand, is
only shared between the Blockchain Compo-
nents of the responsible authorities. This sharing
is done in a timely manner and ensures that the
authorities currently responsible for an individ-
ual asylum procedure have the same infor-
mation.

Furthermore, Blockchain Components are able
– with the help from a smart contract – to pre-
vent deviations from a default procedural logic
or to document them fully. Specifically, this
smart contract maps selected sections of the
cross-authority procedure at the AnkER facility
in Dresden in the form of a status machine.
Based on this status machine, a notice concern-
ing any potential deviation from the default
procedural logic can be generated and sent to
users.

The Blockchain Components comprise two es-
sential elements of the Hyperledger Fabric
framework: peer nodes (one peer node per or-
ganization) and an ordering service with a single
orderer node. The peer nodes are the key stor-
age elements that track status message distri-
bution and check the procedural logic. The or-
derer node compiles the hash values of status
messages in blocks and distributes them to all
peer nodes.

Each peer node has the following sub-compo-
nents.

Figure 3: FLORA Blockchain Platform
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Global Ledger:

The Global Ledger contains a blockchain with
the hash values of all status messages. These
status messages are written to the relevant per-
sistent Private Data Collections (PDCs) by the
authorities participating in the network. Each
authority has a copy of the Global Ledger. These
copies are always kept synchronized to ensure
that participating authorities have an identical
copy of the Global Ledger.

Private Data Collection

So-called "Private Data Collections" are
used to realize data separation and thus also
data privacy. They are special elements of
the Hyperledger Fabric Framework and al-
low to submit transactions to the block-
chain network while specifying which au-
thority can store and process the data in
plain text per their legal competencies. All
other network participants receive only a
hash value of the transaction via the block-
chain protocol.

Persistent PDCs for status messages:

Persistent PDCs are private ledgers. These are
only accessible to subsets of the participating
authorities, depending on their local and subject
matter competencies. Status messages are
shared as ’plain text’ data via these private ledg-
ers. To ensure that all participating authorities
of a persistent PDC have an identical copy of
the PDC at all times, the copies are always kept
synchronized, analogous to the Global Ledger.

Temporary PDCs for ID mappings:

For each persistent PDC, there is a temporary
PDC with the same group of participants. These
temporary PDCs are used to exchange map-
pings between Blockchain-IDs and FLORA-IDs.
For the initial mapping, temporary PDCs are
also used to transmit the date of birth and the
AZR number. This is done to enable the respon-
sible partner authorities to identify the correct
procedure. After a certain period, the removal of
the oldest block automatically deletes the map-
pings in the temporary PDCs. To again ensure

that all authorities participating in a temporary
PDC have an identical copy of this PDC at all
times, the copies are always kept synchronized
the same way as the Global Ledger and Persis-
tent PDCs.

World State:

The World State is a CouchDB document data-
base that replicates a current snapshot of the
Global Ledger and the PDCs to facilitate effi-
cient querying of all the data contained in the
Global Ledger and PDCs. The World State is
stored oj the peer node of each authority and
has sub-areas for the peer node’s Global Ledger
and PDCs. Should the World State be manipu-
lated or no longer accessible, it is reconstructed
based on the Global Ledger and the PDCs.

Smart Contract (Chaincode):

Each peer node has a copy of the smart contract
which contains, among other things, the status
machine and a platform-level roles and rights
concept, as defined by the participating authori-
ties. A smart contract is called chain code in Hy-
perledger Fabric.

Integration Services

Meanwhile, the data input to the Blockchain
Platform and the preparation of the data for the
employees’ Frontend are managed by the Inte-
gration Services. These include the Backend For
Frontend (BFF) and the Business Integration
Service (BIS).

Backend For Frontend

The Backend For Frontend (BFF) forms the link
between the Frontend and the Backend Sys-
tems Layer as well as the link between the
Frontend and the Blockchain Platform. The
BFF authenticates users of the Frontend. Fur-
thermore, the BFF is responsible for writing sta-
tus messages transmitted from the backend
systems (MIW Datagrid (MARiS) in the BAMF’s
case) or from the Frontend. It also enriches sta-
tus messages that are transmitted from the
Blockchain Component. This data enrichment
consists of backend system data that is required
for a given read or write use case (e.g., MARiS
master data in the BAMF’s case).
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Business Integration Service

The Business Integration Service establishes a
connection to the backend systems of the par-
ticipating authorities. The backend system IDs
used in the BAMF’s backend systems or in those
of other authorities, such as personal identifica-
tion numbers or application numbers, are
mapped to the FLORA-IDs in the BIS and
stored in so-called mapping tables. This map-
ping is necessary because various authorities
use varying identifiers in their backend systems,
and these identifiers may change over time.
However, collaboration with FLORA requires a
common and stable identifier.

The two final elements worth discussing here
are the Backend Systems Layer, which includes,
for instance, the workflow management system
MARiS in the case of the BAMF or the applica-
tion ASSIST in the case of the LDS, and the
Frontend.

Backend Systems Layer

Rather than replace existing IT systems, the
FLORA support system connects them in what
is effectively a "technical bracket". In doing so, it
harmonizes the fragmented IT landscape. BAMF
employees, for example, can continue to use the
MARiS workflow and document management
system, and LDS employees can continue to use

the ASSIST application. No time-consuming
data migration or system changes are required.
Meanwhile, access to the databases and work-
flow management systems remains limited to
employees of the respective authority. As for
the information that has to be accessed by mul-
tiple parties to enable cross-authority collabo-
ration, this is exchanged via the Blockchain Plat-
form. Once it has been enriched with data from
the individual backend systems, it can be dis-
played via the Frontend.

Frontend

The Frontend offers various options to interact
with the Blockchain Component. The retrieval
and storage of FLORA data can be partially or
fully integrated into existing systems. It can also
be done via a separate dashboard, depending on
the requirements. For the pilot phase of the
FLORA project, a separate dashboard was cho-
sen to avoid overheads for extensive integration.
In the future, separate dashboards can also be a
good option for other authorities to test the
FLORA support system or put it into operation
without delay.

The structure of the Frontend is based on vari-
ous use cases, which can be differentiated into
read and write use cases: with regard to read
use cases, the Frontend provides tabular over-

Figure 4: Frontend of the FLORA support system from the BAMF's point of view
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views of various asylum procedures at a particu-
lar stage of the process. In the BAMF Frontend
(see Figure 4), these overviews can include data
from both the BAMF Blockchain Component
and MARiS. For write use cases, the Frontend
offers corresponding views to generate new sta-
tus messages and save them in the Blockchain
Component.

3.2. Implemented procedural logic
and functionality

The FLORA support system creates a "shared
knowledge base" through secure, timely, and re-
liable distribution and persistent tracking of sta-
tus messages. These status messages are de-
signed to facilitate the sharing of granular pro-
cess information relevant for the coordination
of asylum procedures at a given site. Moreover,
they enable the involved authorities to identify
additional information requirements early on
and exchange that information through the
available communication channels.

Technically speaking, the FLORA support sys-
tem has a process library with a hierarchical
structure of application areas, status categories,
and status messages. The application areas are
structured into functional status categories and
each category comprises one or several status
messages. For example, application area I in-
cludes the status category "asylum application",
which in turn includes various status messages,
such as "asylum application submitted" and
"asylum application in process”. This structure
makes it possible to implement a default proce-
dural logic that supports process integrity.

Moreover, a distinction is made between over-
arching status messages and sub-process status
messages. While overarching status messages
map the procedural logic defined by the Federal
Asylum Act, which is why they are designed to
be uniform throughout Germany, sub-process
status messages are designed for individual
sites, which is why they can reflect regional dif-
ferences in the asylum procedure. Each status
category includes at least one overarching sta-
tus message.

The three-part structure of application areas,
status categories, and status messages is also
relevant to meet the requirements of the Gen-
eral Data Protection Regulation (GDPR), espe-
cially the need for storage limitation and data
minimization. Due to these requirements, the
Blockchain Component also only stores se-
lected status messages.

To support cross-authority coordination, indi-
vidual overviews regarding stored status mes-
sages can be retrieved. The BAMF, for instance,
may wish to look at an overview of open proce-
dures that require the creation of an application
file. The overviews allow the LDS and the BAMF
to remain updated on the status of procedures
that are currently being processed at the other
authority. Based on this information, they can
then plan and execute their next procedural
steps. What is more, they can retrieve the his-
tory of a specific asylum procedure.

Ideally, status messages are written to the
blockchain “automatically” from the backend
systems. In individual cases where no appropri-
ate interface existed in the backend systems
(and could not be provided at short notice), the
FLORA pilot facilitated manual entry via the
Frontend. As for the implementation of the re-
spective read and write rights, this required
concepts for roles and rights at the blockchain
and the frontend level. On the blockchain level,
roles and rights are managed based on an or-
ganization logic. On the frontend level, a sepa-
rate concept was created that assigns roles and
rights based on the respective tasks and respon-
sibilities of the employees.

In each application area, there are various de-
fined dependencies and rules concerning status
messages, status transitions, and the corre-
sponding effects (e.g., new status, parallel status
messages, no changes). These rules and de-
pendencies are reflected in the status machine
and can be changed via simple configuration
files. This status machine, meanwhile, is part of
the smart contract.
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3.3. Data protection in the
application

A key requirement for the FLORA support sys-
tem that goes beyond matters of functionality is
data protection. In particular, the support sys-
tem must meet the requirements of the General
Data Protection Regulation (GDPR) because
personal data is being processed.

Essential requirements of the GDPR include
that clear responsibilities are designated, the
lawfulness of personal data processing is estab-
lished, and all rights to rectification and erasure
are upheld. In general, these requirements re-
quire both technical and organizational
measures (Guggenmos et al. 2020; Rieger et al.
2019).

The most important technical measure in the
FLORA support system is a two-layer pseudon-
ymization by means of the Business Integration
Service and the Privacy Service. Further efforts
were dedicated to the development of a rectifi-
cation and erasure concept (FLORA Whitepaper
II). This concept ensures the rights to rectifica-
tion and erasure of personal data (Articles 16
and 17 GDPR) through specific rectification and
erasure transactions on the blockchain. In addi-
tion to these technical measures, great empha-
sis was placed on effective governance to en-
sure effective distribution of responsibilities for
complying with the requirements of the GDPR.

As part of the pilot project, the BAMF was able
to establish several best practices for the imple-
mentation of a GDPR-compliant blockchain ar-
chitecture. Moreover, the initiative to engage in
exchanges with relevant stakeholders early on
in the development of the architecture proved
to be a key success factor in resolving sensitive
issues, such as data privacy but also IT security.
To name but one example, this involved the
early consultation of the Federal Commissioner
for Data Protection and Freedom of Infor-
mation (BfDI).

4. Evaluation of the
FLORA support system

4.1. Evaluation aims

The purpose of the concurrent evaluation was
to examine the extent to which the FLORA sup-
port system is able to improve particular aspects
of the asylum procedure at the AnkER facility in
Dresden. For this evaluation, various qualitative
and quantitative data points were collected and
analyzed. In a first step, the ‘to-date’ processes
were analyzed to better understand the status
quo (ex-ante analysis). They were then analyzed
a second time after the introduction of the sup-
port system (ex-post analysis). In a third step,
the evaluation was completed by comparing ob-
servations and values before and after introduc-
ing the FLORA support system.

For the FLORA project, various (high-level)
goals were defined that guided the evaluation
process. Specifically, eight evaluation dimen-
sions were defined, each with an applicable
evaluation methodology (qualitative and/or
quantitative data collection and analysis):

(1) Flexibility (qualitative):

This dimension assesses the ability to adapt
parts of the procedure while maintaining its ef-
fectiveness and efficiency. Adaptations may be
required in response to changes in general con-
ditions, new laws or regulations, or changes to
the group of involved partners. Another flexibil-
ity aspect is adaptability in terms of how indi-
vidual cases are handled (although the decision
on how to complete a particular asylum proce-
dure remains with the individual employee).
‘Project-related’ flexibility is an important third
aspect that ensures the ability to remain flexible
when dealing with changing conditions during
the development of the FLORA support system.
Finally, the dimension covers the ability to map
a broad range of procedural variants, which re-
quires a great deal of ‘technical’ flexibility.
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(2) Innovation capability (qualitative):

The dimension ‘innovation capability’ focuses
on the capability to manage innovations or to
initiate them. Innovations can be characterized
as planned and controlled changes in a system
through the implementation of new ideas and
capabilities, such as the use of (digital) technol-
ogies. Specifically, the FLORA support system
introduced blockchain as a new innovative ca-
pability to improve the asylum procedure. The
degree of innovation capability can be deter-
mined, among other things, by an organizations’
innovation potential and climate, such as the
degree to which an organization works both in
an agile and interdisciplinary way.

(3) Integrity (quantitative & qualitative):

The dimension ‘integrity’ focuses on the integ-
rity of each procedural step and evaluates the
extent to which it can be performed in a prede-
fined manner. A high level of integrity can be
characterized by the absence of inadmissible
procedural deviations (when the procedure de-
viates from an ‘ideal’ path, such as interchanged
procedural steps) or procedural errors (when
procedural steps are missing or incompletely
executed). Furthermore, integrity requires any
such deviations or errors to be documented in
detail and in a comprehensible manner. Compli-
ance with the lawfulness of each procedural
step is also essential. Integrity is thus an im-
portant indicator whether confidence is war-
ranted that all necessary steps in the asylum
procedure are carried out correctly and in the
right order.

(4) Communication & cooperation (quantita-
tive & qualitative):

The dimension ‘communication & cooperation’
is essential for authorities such as the BAMF
that have organizational structures character-
ized by departmental boundaries and geograph-
ical separation. Communication, which can take
various forms, is particularly important for the
successful and efficient cooperation in the An-
KER facility in Dresden.

(5) User satisfaction (qualitative):

The dimension ‘user satisfaction’ assesses the
degree to which users are satisfied with the
prior systems, the newly introduced FLORA
support system, and the associated changes.
The relevant users for this dimension are the
employees tasked with the procedural steps un-
der examination as they stand to experience im-
mediate benefits, such as potential simplifica-
tion and relief in their work, and as they are di-
rectly affected by the introduction of the new
system. User satisfaction is also reflected in em-
ployee acceptance.

(6) Legal certainty (quantitative & qualitative):

The dimension ‘legal certainty’ results from the
requirement that legal norms are clear, con-
sistent, predictable, and that their application as
well as the associated legal obligations and au-
thorizations are guaranteed. In particular, legal
certainty requires that data protection is always
guaranteed during the procedure. Moreover, in-
formation quality is essential – especially for
procedural steps with a broad range of data
sources and information users. Information has
to be available to the person requiring it at the
time it is required, and it has to be of the re-
quired quality. The FLORA support system aims
to make this happen across authority bounda-
ries.

(7) Speed (quantitative & qualitative):

The dimension ‘speed’ assesses whether the use
of the FLORA support system results in any effi-
ciency gains. Such gains can only be achieved
when updated knowledge about the status of an
individual asylum procedure and other neces-
sary information related to it are immediately
available across authority boundaries. A higher
degree of information availability could reduce
the waiting times between procedural steps
performed by different authorities. It could also
help accelerate or coordinate the overall proce-
dure. The dimension also assesses ‘to-date’ cir-
cumstances for employees and identifies poten-
tial procedural bottlenecks that could be im-
proved.
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(8) Transparency (qualitative):

The dimension ‘transparency’ evaluates the de-
gree to which the asylum procedure, especially
the history of an individual asylum procedure, is
traceable in a compact, complete, and almost
real-time manner. The project’s guiding vision is
to realize these improvements through the
FLORA support system. Each participating au-
thority is to receive the same knowledge on the
status of individual asylum procedures - in full
appreciation of data privacy concerns and the
respective competencies of the authorities.

4.2. Evaluation procedure

To ensure a rigorous and relevant evaluation of
how the FLORA support system, the evaluation
was limited to application area I ("Registration,
File Creation, and Hearing") at the AnkER facil-
ity in Dresden. The application area was ana-
lyzed in a quantitative and/or qualitatively man-
ner with regard to the eight dimensions dis-
cussed above.

For the quantitative analysis, anonymized data
points were collected for several dimensions.
This collection was done manually on evalua-
tion forms by BAMF employees who worked di-
rectly or indirectly with the FLORA support sys-
tem as part of their activities in application area
I ("Registration, file creation, and hearing"). The
data points were then processed in an anony-
mized manner by employees of the Branch
Business & Information Systems Engineering’ of
the Fraunhofer FIT. Crucially, these employees
did not have a direct supervisor relationship
with the BAMF employees. As a result, both an-
onymity and neutrality could be guaranteed.

Meanwhile, the qualitative data points were col-
lected by means of semi-structured interviews
(approx. 30 minutes) conducted with an inter-
view guide. The interviewees were BAMF em-
ployees involved in application area I at the An-
kER facility in Dresden. To ensure broad cover-
age, the interviews were held not only with em-
ployees who were directly involved in process
steps aided by the FLORA support system, but
also with employees who were merely indirectly
involved.

The evaluation was conducted in two phases.
The first phase covered the status quo in each
of the eight dimensions prior to the introduc-
tion of the blockchain-based system (ex-ante).
The second phase focused on the procedural
details after the introduction (ex-post). In both
evaluation phases, the data points were col-
lected over several weeks to create as large a
sample as possible and in doing so ensure the
reliability as well as the validity of the evalua-
tion’s results. It is also worth noting that the ex-
post data collection was not done until after
those working with the FLORA support system
had been given a transition and acclimatization
period of an adequate duration to prevent po-
tential falsification of results.

The ex-ante evaluation was conducted in the
spring of 2020, the ex-post evaluation in the
summer of 2021. In each phase, more than 120
asylum procedures were traced, which resulted
in a sufficiently large sample to perform a relia-
ble evaluation. Furthermore, in each phase of
the evaluation, 10 interviews were conducted
with employees involved in the various process
steps in application area I.

4.3. Evaluation results

In each of the eight dimensions, the introduc-
tion of the FLORA support system led to (signif-
icant) improvements. An overview of these im-
provements is presented in Table 1, which
shows that they were either notable or even
very notable.

The following pages offer a more detailed dis-
cussion of the evaluation results for each of the
eight dimensions.

Flexibility

The FLORA support system allows for proce-
dural deviations to ensure that employees can
continue to make decisions based on legal and
factual considerations. At the technical level,
the FLORA support system provides a great deal
of standardization as well as the necessary de-
gree of freedom. Regarding project-related flex-
ibility, a promising structure was created that
facilitates a high degree of flexibility in working
on the various parts of the project.
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Dimension

Flexibility Strong

Innovation capability Very strong

Integrity Very strong

Communication & coopera-
tion

Very strong

User satisfaction Strong

Legal certainty Strong

Speed Very strong

Transparency Very strong

Table 1: Overall result of the evaluation of the
FLORA support system

>> Process flexibility: If there are sound rea-
sons to deviate from the implemented proce-
dural logic, employees can choose not to adhere
to it. Furthermore, the procedural logic can be
flexibly adapted, for example, due to changed
circumstances.

>> Technical flexibility: The FLORA support
system provides as much standardization as
possible. This is achieved, for instance, with the
use of the Hyperledger Fabric framework. At
the same time, a high degree of flexibility is
maintained to adequately consider functional
requirements.

>> Project-related flexibility: The project’s ag-
ile approach made it possible to flexibly react to
changes and implement new requirements
quickly in sprints and user stories.

Innovation capability

In general, the FLORA support system is per-
ceived as (very) innovative by the interviewed
employees (4.5 points; see Figure 5). Particularly
noteworthy were the uniqueness of the project
and the early adoption of new technology. Fur-
thermore, the interviewees emphasized that the
FLORA project is more than just an IT project.
Indeed, there was consensus that blockchain
can help to strengthen trust, establish a new
kind of collaboration, and enable users to jointly
implement a grand vision. Overall, the FLORA
project was found to be a bold and worthwile
endeavor.

Integrity

The use of the FLORA support system also leads
to a higher degree of ‘integrity’. It automatically
provides warnings about procedural deviations
and documents them. Furthermore, the FLORA
support system significantly improves the qual-
ity of procedure-related information.

>> Warnings: Employees now receive more IT
support – this support is especially notable for
planning activities.

>> Process deviations: The FLORA support sys-
tem facilitates automatic documentation of pro-
cedural deviations and errors, which enables
employees to detect and correct potentially un-
desirable deviations from the default procedural
logic at an earlier point and with greater ease.

>> Information quality: The quality of proce-
dure-relevant information has improved consid-

Figure 5: Assessment of how innovative the FLORA support system appears from the employees’ point of view
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erably as efforts to minimize susceptibility to er-
rors have proven successful. Further improve-
ments have been made to the quantity of data
as the status and history of an individual asylum
procedure are now easier to track. In some
cases, there is even access to information that
goes beyond individual procedural steps.

Communication and cooperation

Communication and cooperation have been no-
tably simplified and improved by the FLORA
support system as it reduces media disruptions
and makes information more extensively and di-
rectly available to all parties involved in the pro-
cedure.

>> Media disruptions: The FLORA support sys-
tem has not only made it easier to keep track of
the procedure. It has also reduced the likeli-
hood of errors as the frontend now provides a
single point for data entry and processing that
can be used across organizational boundaries in
line with the users’ local and subject matter
competencies.

>> Information availability: As soon as a re-
sponsible person has entered a piece of infor-
mation, it is almost instantly available for fur-
ther processing by other responsible persons
and authorities.

>> Cross-authority database: The FLORA sup-
port system brings together relevant infor-
mation, creating a common database that can
be used by multiple authorities as a trustworthy
repository.

User satisfaction

By and large, user satisfaction with the FLORA
support system is high. In addition, various po-
tentials for improvement could be identified.

>> Usability: The FLORA support system is
clearly and intuitively designed. However, some
isolated cases still required avoidable clicks dur-
ing the pilot phase.

>> Work facilitation: The FLORA support sys-
tem supports employees and makes it signifi-
cantly easier for them to accomplish their daily
tasks, for example, by reducing the complexity
of various procedural steps.

>> Availability and stability: The FLORA sup-
port system contained some minor software er-
rors, especially at the start of the pilot phase.
However, most of these have since been cor-
rected.

Legal certainty

The FLORA support system simplifies compli-
ance with data protection requirements and
makes procedure-related information more
transparent. In doing so, it helps establish a
consistent level of information among authori-
ties and increases the legal certainty of the asy-
lum procedure.

>> Data privacy requirements: Thanks to the
FLORA support system and in its predefined
rules for deleting information, it is now easier to
comply with data protection requirements.

>> Transparency: The FLORA support system
makes it easier to obtain information about the
status and history of an individual asylum pro-
cedure, and it enables multiple authorities to
share this information with one another.

Speed

The FLORA support system contributes to a sig-
nificantly accelerated procedure. In particular,
the overall duration of application area I could
be reduced by more than half across all existing
constellations. However, the collected data is
not conclusive on the extent to which this was
accomplished by the FLORA support system
alone, nor is it entirely clear how otherwise op-
timized procedural steps contributed to this im-
provement. Nonetheless, the substantial reduc-
tion in the duration of the procedural steps in
application area I suggests that the FLORA sup-
port system has a significant impact. Different
aspects can explain the acceleration of the pro-
cedure:

(1) The clearer and earlier distribution of infor-
mation makes it possible to plan ahead,
which in turn makes it possible to process
cases sooner. For example, superfluous ap-
pointments can then be canceled earlier,
whereupon these vacated time slots can be
filled with other persons.
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(2) Waiting times and layovers between proce-
dural steps are eliminated.

(3) The automation of procedural steps helps
employees to process individual procedures
more quickly (e.g., due to the elimination of
"copy & paste" activities in Excel lists or the
manual filling of these Excel lists).

(4) Time spent searching for the status of a par-
ticular file or the current step of the proce-
dure can be reduced significantly. This re-
duction is achieved by the lower complexity
and greater clarity of the FLORA support
system, compared to the various Excel lists
and emails used previously.

Transparency

Finally, the FLORA support system has made a
significant contribution to improved transpar-
ency in the asylum procedure. It establishes a
better and consistent level of information not
only within but also across authority bounda-
ries, which facilitates the planning of procedural
steps.

>> Current status and history: Viewing the sta-
tus and history of an individual asylum proce-
dure is now easy and intuitive for the participat-
ing authorities, their access being limited only
by their roles and rights.

>> Same level of information: Establishing a
shared level of information across authority
boundaries had always been complicated. The
FLORA support system now offers a shared,
trustworthy database that contains all relevant
information.

>> Planning activities: Due to the transparency
facilitated by the FLORA support system, and
due to its early provision of information, it is
now far easier for authorities to plan procedural
steps in advance.

4.4. Conclusion

The evaluation of the FLORA support system
confirms that blockchain technology adds the
expected value in application area I ("Registra-
tion, file creation, and hearing"). Positive

changes are evident across all evaluation di-
mensions and can be substantiated with quali-
tative and quantitative data.

The introduction of the FLORA support system
has a particularly positive effect on data and
process quality, as it simplifies procedural steps
and offers more IT support. Furthermore, it sig-
nificantly reduces manual data entry and the
procedure's duration. The acceleration results,
among other things, from the improved availa-
bility and transparency of procedure-relevant
information. Moreover, the FLORA support sys-
tem’s predefined rules for the erasure of infor-
mation ensure a more stringent observance of
data protection requirements.

Yet, certain aspects of the FLORA support sys-
tem will require future adjustments. For one,
the connection with the backend systems will
need to be improved to support scalability. Fur-
thermore, the pilot operation revealed new
technical requirements and the need for differ-
ent functionalities, all of which will have to be
examined and prioritized for possible future im-
plementation.

In summary, the FLORA support system meets
the expectations placed on it to an exceptionally
high degree and delivers significant added value.
As the evaluation has shown, the introduction
of a blockchain-based support system is more
than just a technology project. Instead, block-
chain technology offers an opportunity to re-
shape federal collaboration in a fundamental
way. In effect, the piloting the FLORA support
system demonstrates that a blockchain-based
system can be valuable for the coordination of
activities in federal contexts and support coop-
eration across authority boundaries.
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5. Outlook
Based on the successful piloting of the FLORA
support system, further expansion stages are
now under way, which are briefly presented be-
low.

Expansion of the federal blockchain infrastruc-
ture asylum at the national level

At the first stage of expansion, the FLORA sup-
port system will be rolled out to further sites
and authorities. This roll-out will initially in-
clude the other Saxon sites in Chemnitz and
Leipzig as well as sites in the State of Branden-
burg. Furthermore, in-depth discussions have
been initiated with the Ministry for Children,
Family, Refugees, and Integration of the State
of North Rhine-Westphalia (MKFFI) regarding
participation in the project and the subsequent
use of the FLORA support system. Initial coor-
dination talks have also taken place with the
Karlsruhe Regional Council (RPK) of Baden-
Württemberg. Meanwhile, other German states
have expressed interest in participating at later
stages of expansion.

Beyond this expansion to different sites and
German states, the scope of the FLORA support
system will be extended. Specifically, this in-
volves adding application areas II to IV, all of
which have already been designed, albeit not
yet implemented.

Support for the Dublin procedure

As part of its work on application area V, the
BAMF has assumed the convenor role for a
working group that will explore and test the
possible use of the European Blockchain Ser-
vices Infrastructure for the Dublin procedure.
This working group will mirror select elements
of the FLORA support system.

The working group has already begun initial
conceptualization work, and the BAMF is cur-
rently in discussions with the French govern-
ment regarding the implementation of a proto-
type for the coordination of the Dublin proce-
dure.
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