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Introduction

In the last decades, the massive development of the internet of things (IoT) has provoked an in-
creasing interest in efficient implementations of cryptographic primitives. The will to integrate
cryptographic protocols into small devices for daily usage has resulted in an increasing demand
of reducing memory and time consumption. Therefore, several methods have been developed
for this purpose. However, it has been observed that embedding these techniques in signa-
tures, encryption, etc., quite often introduces security issues. Hence, an accurate cryptanalysis
of such methods has become actually relevant.

The fast generator of random discrete-log pairs (x,¢® (mod p)) by Boyko, Peinado and
Venkatesan was indeed presented at Eurocrypt 98 [BPV98]| for the purpose of speeding up
computations in small devices, such as smart cards. Given a hidden set of precomputed pairs
{(as, g% (mod p))} the BPV algorithm produces new pairs by combining random subsets.
Due to its simple description, the BPV generator has been later enhanced, revisited and used
for various applications such as server delegation [NSS01, CLV21|, wireless network systems
[ABCT17, OY17], and drones [MV22, ZJL ™21, OY18, LYZ"20].

The cryptanalysis of this method is based on the hidden subset sum problem (HSSP), a
variant of the traditional subset sum problem where the n weights are hidden.

Definition I (Hidden Subset Sum Problem). Let Q be an integer, and let ay, . .., o, be in-
tegers in Zg. Let X1, ..., X, € Z™ be vectors with components in {0,1}. Leth = (hy,...,hy,) €
Z™ satisfying:

h=a1x1 + aexo + -+ apx, (mod Q) )

Given the modulus @ and the sample vector h, recover the vector a = (a,...,a,) and the
vectors X;’s, up to a permutation of the a;’s and X;’s.

Despite the simple formulation of HSSP, its hardness has not been completely understood
yet. Indeed, for certain choices of parameters the problem is at least as hard as the subset sum
problem, while its complexity is still unexplored for other sets of parameters. The purpose
of this thesis is to analyse the hardness of the hidden subset sum problem and some of its
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extensions, having the task of identifying families of easy and hard instances both theoretical
and practical relevance. Specifically, we discuss methods for solving these problems, involving
tools from various mathematical areas and reductions to special instances of well-known prob-
lems, such as finding short vectors of a lattice, solving a multivariate polynomial system, and
disclosing a hidden statistical distribution.

The hardness of the hidden subset sum problem was first discussed by Nguyen and Stern in
their paper [NS99] presented at Crypto’99, where sets of parameters suitable for cryptography
were suggested and the first lattice based attack described. In [NSS01] the same authors
together with Shparlinski also proved sufficient conditions under which the distribution of
the output of the BPV generator is indistinguishable from the uniform distribution. These
two works however do not identify necessary conditions for the hardness. Indeed, although the
Nguyen-Stern algorithm works quite well in practice for moderate values of n, we have observed
that its complexity is likely to be exponential in n. This is because the final step recovers a
very short basis of an n-dimensional lattice, and this takes time exponential in n, since the
BKZ reduction algorithm with increasingly large block-sizes has to be applied. Nevertheless,
the Nguyen-Stern algorithm contains several interesting ideas and served as a basis for our
contributions, which aim to further develop the understanding of the hardness of the hidden
subset problem and its variants.

The main contribution of this thesis is the development of polynomial-time algorithms
for solving the hidden subset sum problem, improving upon the existing algorithms that are
exponential-time. Indeed, we describe two new attacks and we identify parameters for which
they work in polynomial time and space. Furthermore, we introduce the hidden linear combi-
nation problem (HLCP), which is an extension of the HSSP where the coefficients of the x;’s
belong to a larger range {0,...,B} for B € N7, instead of {0,1} only. This problem natu-
rally arises from extending the BPV generator (EBPV), as proposed in [NSS01], by including
small exponentiation. Namely, given a hidden set of precomputed pairs {(a;, g® (mod p))},
the authors suggest to produce new pairs by performing linear combinations of the exponents:
z=> ", & z; mod g and so

n
g = Hﬁjg“ mod p.
i=1

where z; € {0,..., B}. Therefore, as the last contribution of this thesis, we briefly discuss the
hardness of the HLCP, analysing the adaptation of the known attacks to solve the HSSP to
HLCP.

Road map and main contributions of this thesis

This thesis comprises our results included in the works A polynomial-time algorithm for solving
the hidden subset sum problem [CG20a] and Provably solving the hidden subset sum problem via
statistical learning [CG22], both joint with Jean-Sébastien Coron and presented at Crypto2020
and MathCrypt2021, respectively.
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The content of these papers is here revised, enriched and complemented with novel contri-
butions. This entire thesis is constructed as a framework for a coherent and consistent analysis
of the hidden subset sum problem and its variants.

Background Chapter 1 is a collection of preliminaries supporting the main content of the
thesis. In particular, the BPV and EBPV generators are described in Section 1.6.

Introduction to the hidden subset sum problem In Chapter 2 we introduce the hidden
subset sum problem in detail, and we provide more precise explanation. In particular, in
Section 2.1, we specify the notion of random instance, identifying the main parameters
of the problem and defining two main families of hidden subset sums. More specifically,
each component of the vector h in (I) is a subset sum of the hidden weights aq, ..., an;
if the m coordinates are sampled as classic subset sums, then each subset has the same
probability to appear, while only subsets of prescribed cardinality x are selected if the
coordinates are generated by the BPV generator. Therefore, we define the two families of
random instances of the hidden subset sum problem HSSP,,(m, Q) (Definition 2.1) and
HSSP; (m, Q) (Definition 2.2), as those naturally descending from either the classic subset
sum or the BPV generator, respectively. Since depending on the distribution of the binary
vectors the problem inherits different properties, we will observe that making a distinction
is relevant. In Section 2.1 we establish some additional features, useful to characterise
subfamilies of parameters for which we expect the problem to be hard. Then, we show
that for some choices of parameters the distribution of the sample vector h is close to be
indistinguishable from the uniform distribution over Z7, and we can not expect to find
a polynomial time solver. Our work will conversely imply that for certain complementary
choices this is actually possible. Namely, through our analysis of Nguyen-Stern’s and our
algorithms, in the successive chapters we will essentially determine a subset of instances
that are easy on average. Furthermore, Section 2.2 includes an overall description of the
algorithms for solving the hidden subset problem later discussed in the thesis.

The Nguyen-Stern algorithm Chapter 3 is devoted to our analysis of the lattice based
algorithm for solving the hidden subset sum problem described by Nguyen and Stern
in [NS99|. The authors propose to divide the algorithm for solving the problem in two
parts: the first step consists in an algorithm for disclosing a hidden lattice containing the
binary vectors, while the second step is essentially a binary vectors’ search inside of such
a lattice. In Section 3.1, we illustrate the algorithm according to the version we formalised
in [CG20a]. Then in Section 3.2 we provide our analysis, which is an extension of that one
presented in [CG20a], taking into account our novel framework, introduced in Chapter 2.
The original paper of Nguyen and Stern only included a heuristic analysis of the first step,
which is performed by an orthogonal lattice attack using LLL. Adapting and enhancing
that analysis, we are able to find a rigorous condition under which the hidden lattice can
be recovered. In particular, we derive a rigorous lower bound for the bitsize of the modulus
@, as a function of the number of weights n, above which the orthogonal lattice attack
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succeeds in polynomial time. We also compute further heuristic bounds, inferable from our
analysis.

Then, we observe that the bottleneck of Nguyen-Stern attack resides actually in the second
step, as they employ a lattice reduction strategy for retrieving the binary vectors, and for
large values of n this strategy is impractical. Specifically, in Section 3.2.2 we provide
some heuristic arguments supporting that the algorithm should use BKZ with block-size
increasing almost linearly with n to succeed. This would imply a complexity exponential
in n. Moreover, in this chapter we also explain some differences between HSSP,,(m, Q)
and HSSP? (m, Q). In particular, for the second step we address the problem separately,
showing that for the latter family retrieving the correct basis is also not guaranteed.

Our algorithm for solving HSSP in polynomial time Our main contribution of Chap-
ter 4 is a new approach for solving the hidden subset sum problem in polynomial time. Our
analysis of Chapter 3 demonstrates that the orthogonal lattice attack actually works well;
therefore, our algorithm maintains the two step’s structure, but we propose an alternative
method for recovering the binary vectors. Our idea is to reduce the problem of disclosing
the binary vectors to solving a multivariate polynomial system. This algorithm heuristically

2 samples and solves the problem with full asymptotic complexity O(n?).

requires m =~ n
As in the analysis Nguyen-Stern algorithm, we observe that there are some differences be-
tween random instances of HSSP,,(m, Q) and HSSP? (m, @), too. Namely, we show that in
the latter case additional binary vectors naturally arise, and this has an impact especially
on the second step. Therefore, in Section 4.2.2 we describe two distinct strategies for our
multivariate approach, one for each family of hidden subset sum problems.

In order to be able to recover the binary vectors in polynomial time, all our new methods
require large values of m, compared to the original Nguyen-Stern attack that uses m =
2n. Thus, informally, we operate a trade-off between time and memory of the binary
vectors’ search. For this reason, naively applying the orthogonal lattice attack, as described
in Chapter 3, is not convenient, since the running time of the algorithm inconveniently
increases according to the value of m. Thus, in Section 4.1 we discuss new improvements
for the orthogonal lattice attack having two main consequences: first, they allow us to
revise the lower bound on the size of the modulus @, releasing its dependence on the
number of samples, and secondly they make the attack feasible in practice.

Finally, in Section 4.3 we address the problem of distinguishing the target vectors for
instances of HSSP; (m, Q) from the additional binary vectors in the considered lattice.
Indeed, we present an algorithm fulfilling this purpose via exploiting statistical properties
of the problem.

The improved orthogonal lattice attack and multivariate approach for HSSP,, are included
in [CG20a].

Our statistical algorithm for HSSP,, We describe in Chapter 5 another method for solv-
ing HSSP,, based on a statistical learning technique. Specifically, we reduce the problem
of retrieving the binary vectors to solving an instance of the hidden parallelepiped problem
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introduced by Nguyen and Regev in [NR09]. While the multivariate attack is heuristic,
this statistical method is proven to be successful in polynomial time with constant prob-
ability. Furthermore, in Section 7.2 we will also show that this technique can be adapted
for heuristically solving HSSP,, with fewer samples, e.g. for m ~ n? it recovers the x;’s in
less than a minute for n up to 220. This contribution is included in [CG22].

Variants of the hidden subset sum problem Chapter 6 is devoted to the study of two
variants of the hidden subset sum problem: the affine hidden subset sum problem and
hidden linear combination problem. In the affine variant, the main difference is that the
sample vector h in (II) includes an extra shift of an additional vector s - e, where e is a
known vector having components with bounded size and s is a hidden coefficient. While,
the hidden linear combination problem is a natural extension of the HSSP, where the
coefficients of the x;’s belong to a larger range {0,..., B} for a given B € NT and the
sample vector h is obtained as a linear combination of these x;’s.

Definition IT (Affine Hidden Subset Sum Problem). Let QQ be an integer, and let
8,0, ..,0p be random integers in Zg. Let x1,...,X, € Z™ be vectors with components
in {0,1} and e = (e1,...,em) € Z™ be a vector with components in [0,2¢] for t € N. Let
h=(h1,...,hn) € Z™ satisfying:

h+se=a1x1 +asxa+ -+ + ap%x, (mod Q) (I1)

Given Q, h and e, recover s, the vector a = (a1, ...,ay) and the vectors x;’s, up to a
permutation of the o;’s and x;’s.

Definition III (Hidden Linear Combination Problem). Let Q) be a positive integer,
and let o, ..., ap be integers in Zg. Let x1,...,%, € Z™ be vectors with components in
{0,...,B}. Let h = (h1,...,hy) € Z™ satisfying:

h=oa1x; + @sxs + -+ apx, (mod Q) (111)

Given Q,B and h, recover the vector @ = (aq,...,ay) and the vectors x;’s, up to a
permutation of the a;’s and x;’s.

In the first section of this chapter, we briefly analyse the affine hidden subset problem,
which is a variant introduced in [NS99]. Nguyen and Stern observed that in certain cases
the affine variant is actually the correct problem to consider and explained how to modify
their attack to solve this variant, too. Therefore, as done for the HSSP, we illustrate in
Section 6.1 a rigorous analysis of the algorithm, and we place this problem in the framework
we created.

The latter part of the chapter is about the hidden linear combination problem. We defined
this problem in [CG22] and we are not aware of any similar definition in previous literature.
The hardness of HLCP is linked to the cryptanalysis of the EBPV generator. Recall that
this is obtained from the BPV generator by including small exponentiation [NSS01], namely



any generated h is a combination of the form ajx; + - -+ + apx, where z; € {0,..., B}
and exactly k out of n of them are non-zero. Indeed, the components of h in (III) are
obtained as positive linear combinations of that form instead of subset sums. Thus, in
Section 6.3 we discuss the notion of random instance, extending the model established for
the HSSP, and so we define two families of problems HLCP;; p(m, Q) and HLCP,, gp(m, Q)
that extend HSSP? (m, @) and HSSP,,(m, Q), respectively. Namely, for the first family we
consider combinations with a prescribed number of zeros, while we consider positive linear
combinations with uniformly distributed coefficients for the second one.

The addition of the parameter B modifies the hardness of the problem, causing the im-
practicability of certain attacks. For instance, extending our multivariate attack becomes
infeasible already for quite small B > 1. In Section 6.4 we extend the Nguyen-Stern attack
to this new problem. We show that also in this case the orthogonal lattice attack works
quite well and we are able to provide a rigorous condition for its success in polynomial
time, as done for HSSP. Moreover, our heuristic analysis of the application of BKZ for
recovering the bounded vectors x; suggests that the running-time is 2¢(" ~10g0(1) B. The
behaviour of the extended Nguyen-Stern attack is thus coherent with the case B = 1.
Our last contribution regarding the hidden linear combination problem is a heuristic variant
of the statistical attack for the HSSP presented in Chapter 5. We first run the orthogonal
lattice attack and then instead of producing a continuous distribution and applying the
Nguyen-Regev algorithm, we use the FastICA algorithm [HO97|. Indeed, we observed that
the Nguyen-Regev algorithm can be actually seen itself as an instantiation of the FastICA
algorithm, i.e. an algorithm for solving the signal source separation problem, when kurtosis
is chosen as a cost function. The main advantage of using FastICA is that we can partially
release the algorithm from the hypothesis on the underlying distribution and process the
discrete samples directly. Hence, we can expect a better condition on m. A heuristic analysis
of this algorithm indeed suggests that the asymptotic complexity is poly(n, B).

Finally, we show that when B > 1 there are choices of n, B and x for which the algorithm
solves HSSP; (m, @), too. Our algorithm based on statistical learning is discussed in Section
6.5 (a preliminary version appears in [CG22]).

Other contributions

We summarise here two other works developed during the doctoral studies, not included in
this thesis.

o Improved cryptanalysis of the AJPS Mersenne based cryptosystem joint with Jean-Sébastien
Coron presented at NutMiC2019 [CG20b].
At Crypto 2018, Aggarwal, Joux, Prakash and Santha (AJPS) described a new public-key
encryption scheme based on arithmetic modulo Mersenne numbers [AJPS18]. The arith-
metic modulo p, i.e. a prime integer of the form p = 2 —1, has good properties. Specifically,
one can define a correspondence between integers modulo p and binary strings of length
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n. Then, the Hamming weight of a number mod p is the Hamming weight of the unique
binary string associated to it. In the earliest version of their work, the authors presented
a public-key encryption scheme (AJPS-1) somewhat similar to the NTRU cryptosystem,
but based on a new assumption: the Mersenne Low Hamming Ratio Assumption. The
security of such a system relies on the assumption that, given H = F/G mod p, where
the binary representation of F' and G modulo p has low Hamming weight, then H looks
pseudorandom. Namely, that it is hard to distinguish H from a random integer modulo
p. The authors claimed at first that the known lattice attacks against NTRU would not
apply. However, Beunardeau et al. [BCGN17] described a lattice-based attack against the
first AJPS proposal, whose complexity is O(22"), where h is the Hamming weight of F
and G. This attack was further analysed in [dBDJdW18]; where the authors also described
a Meet-in-the-Middle attack against AJPS-1 based on locality-sensitive hash functions to
obtain collisions. It was shown that the lattice attack from [BCGN17] is actually more
efficient. The first proposal AJPS-1 allows to encrypt only a single bit at a time; while in a
later version of the article, published at Crypto 2018 [AJPS18|, Aggarwal et al. described
a variant (AJPS-2) that encrypts many bits at a time. Our contribution is a variant of the
Beunardeau et al. attack against AJPS-2, with improved complexity O(2!-7°")
O(2%"). Specifically, our attack only breaks the indistinguishability of ciphertexts, rather

instead of

than recovering the private-key.

On the weightwise nonlinearity of weightwise perfectly balanced functions joint with Pier-
rick Méaux currently under journal submission [GM22].

In the stream cipher family FLIP [MJSC16] for hybrid homomorphic encryption, Boolean
functions are applied on input ranging only on a subset of Fg, rather than the full space.
Therefore, for a correct understanding of the property of such new construction, some
of the most relevant cryptographic criteria of Boolean functions had to be adapted. This
task was first addressed by Carlet et al. in [CMR17]|. The main purpose of this work is
to improve the general understanding of weightwise perfectly balanced (WPB) functions,
which are those Boolean functions balanced on each set Ej , = {x € F} | hw(x) = k} for
1 < k < n — 1. Specifically, we perform a general study of the weightwise nonlinearity
of WPB functions, i.e. for a function f the minimum distance between its restriction to
Ey, » and affine functions, restricted to the same set. For this purpose, we exploit the con-
nections with other concepts such as spherically punctured Reed Muller codes, zeroes of
Krawtchouk polynomials, and weightwise affine functions. We investigate the minimal and
maximal values of the weightwise nonlinearity of WPB functions, the distribution of these
values, and we finally consider new constructions.
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1

Background

1.1 Introduction to lattices

In this section, we recall the basics about lattices, following [Cas97], [Marl3] and [NV09].
More precisely, after recalling the generic notion of basis and some related facts, we introduce
integer lattices, the concepts of orthogonal lattice and completion, and useful properties. Then
we recall the notions of minima and reduced basis with the main bounds.

1.1.1 Lattices and bases

Definition 1.1. Let by, ..., bg € R™ be linearly independent vectors. The lattice generated by
the basis by,...,bg is the set

d
L(by,...,by) = {Zaibi | al,...,adEZ}.
=1

We say that the matrix B is a base matrixz for the lattice generated by its rows by, ..., by
and in that case we have

L(B):=L(by,....,by) ={a-BlacZ}.
We say that two bases B and B’ are equivalent if they generate the same lattice L(B) = L(B').

Lemma 1.2. Two basis by,...,bg and bl,... bl are equivalent if and only if there exists a
unimodular matriz U € GLy4(Z) such that UB = B'.

Given any basis B we can consider its Gram-determinant d(B) = y/det(BBT). The pre-
vious Lemma implies that this number is invariant under base change, i.e. for any two basis
B, B’ we have d(B) = d(B’).
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Definition 1.3. The determinant of a lattice L is the Gram-determinant of any of its bases
B, namely det(L£) = d(B).

Let by, ...,bg be an ordered basis of a lattice £ and b7, ..., b} its Gram-Schmidt orthogo-
nalization. Letting Q be such that B = QB*, this transformation is orthogonal i.e. QQT =
Thus,

= /det((QB*)(QB*)T) = /det(Q) det(B*(B*)T) det(QT) = d(B*)

Since the b} are orthogonal, det(£) = d(B*) = H?Zl |Iby||, where || - || is the Euclidean norm.
Moreover, since ||b}|| < [|b;||, this implies Hadamard’s inequality:

d
det(£) < [T IIball
i=1

The dimension or rank of lattice dim(L) is the dimension as vector space of
E; = Spang(L),

namely the cardinality of its bases. We say that a lattice is full-rank if it has maximal dimen-
sion. We say that M C L is a sublattice of a lattice L if it is a lattice contained in £, further
we say that £ is a superlattice of M. A sublattice is a subgroup, if dim(£) = dim(M) the
index [£: M] is finite and [£: M] = det(M)/ det(L); in this case we say that M is a full-rank
sublattice. Observe that it must be that det(£) < det(M).

If £(M) C £(B) is a sublattice, there exists a matrix Q with integers coefficients such that
QB = M. Indeed the rows of Q are the coordinates of the given basis of £(IM) with respect to
B, since every point of the sublattlce is also a point of L(B). If £L(M) is a full-rank sublattice,
Q must be invertible and Q™! = Q with Q € M,,(Z) the adjunct of Q and det(Q) € Z.

This implies that det(Q) - B = QM, S0
det(Q) - L(B) C L(M) C L(B) (1.1)

where we denote by A - L the lattice of A-v for v € L.
In the case of sublattices we can have a basis of special shape.

Theorem 1.4 ([Cas97, Theorem I.B|). Let £L C R™ be a lattice of dimension d and
mi,...,myg € L be linearly independent vectors. Then there exists a d x d lower triangular
integral matric V = (v; ;) and by, ..., bg a basis of L such that m; = 2221 v; ;bj.

Corollary 1.5. Let L C R™ be a lattice of dimension d and M a sublattice of dimension r.
A basis my,...,m, of M can be completed to a basis my, ... ,my of L if and only if for any
c € L such that

c=um;—+---+u,m,
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the real coefficients uy,...,u, are integral.

Proof. The condition is clearly necessary. To prove that it is sufficient, consider some vectors
Ny41,...,04 € £ such that the lattice M + L(n,1,...,n4) is full-rank in £. By Theorem 1.4
there exists by,...,by a basis of £ such that m; = 22:1 v; ;b;. We can also suppose that
v;; > 0 and 0 < v;; < v;4, since for the first condition it is enough to multiply both b; and
m; by -1 and for the second it is enough to inter-reduce the basis.

Now, by,...,b, satisfy a relation such that b, = Z;:1 u; ;m; with u; ; € R. Then by
hypothesis we must have b, = 22:1 u;;my with w; ; € Z. Since u;; = 1/v;; the diagonal
elements must be one. This also means that v; ; = 0 for ¢ # j because of the special form of
the matrix V. Thus, b; = m; for ¢ < r. Then m; = b; for i > r complete the my,..., m, to
a basis of L.

O

Integer lattices

Sublattices of Z™ have peculiar properties. These are called integer lattices, and in this thesis
we will generally consider this type, only. Therefore, for the sake of simplicity, in the following
by lattice we always mean integer lattice.

Informally, lattices can be seen as a discrete analogue of vector spaces. So, one can consider
the structure given by the standard scalar product ( , ) of R™. Thus, it is natural to define
the notion of duality:

Definition 1.6. Let £ C Z™ be a lattice. Its dual lattice is
LY ={veE; | YVbeL, (v,b)eZ}.

Observe that Z™ = (Z™)Y. Consider now by,...,bg a basis of a lattice £. Its dual basis
Vi,...,Vq with respect to the standard product must be a basis of £V, since (v;,b;) = 1 if
i = j and 0 otherwise, and therefore BVT = I;. From the uniqueness we get V. = (BTB) " 'B.

This also implies that
det(L) - det(LY) = 1.

Recall that given V' C R™ a vector space, we can always define its orthogonal as V+ =
{veR™ | ¥w eV, (v,w) = 0}. The dual lattice contains a set of elements in Z" which are
orthogonal to all the lattice points, more precisely:

Definition 1.7. Let L C Z™ be a lattice. Its orthogonal lattice is
Lr={vez™ | YbeL, (v,b)=0}=E;NZ™.

Note that (1.1) implies that the orthogonal of a lattice £ is the same as the orthogonal of a
full-rank sublattice M C L.
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We observed that it is not always true that a basis of a sublattice can be completed to
a basis of a lattice; see Corollary 1.5. However, using the orthogonal we can always find a
superlattice of the same dimension which has such property. More precisely, we define the
completion of a lattice £ the lattice £ = E;NZ™ = (L)L, Clearly, £ is a full-rank sublattice
of £. We say that a lattice is complete if it coincides with its completion, i.e. £ = L.

From Corollary 1.5, we have that if F is a subspace of R™ of dimension 7, then a basis
b1,...,b, of the lattice £ N Z™ can be extended to a basis by,...,b,, of Z™. This implies
that a basis of £ can always be extended to a basis of Z™. Using this fact we can prove the
following:

Lemma 1.8. Let L C Z™ be a lattice of dimension r. Then Z™ = L ® (L*)V.

Proof. Let us consider a basis by,...,b, of £. We can extend it to a basis by, ..., b,, of Z™.
Since Z™ = (Z™)V, its dual basis vi, ..., Vv, is another basis of Z™, such that BVT =1,,. In
particular, v,y 1,...,Vy, is a basis of L+, and b,;1,...,b,, is a basis of (£1)V.

O

The dimension of a lattice and its dual coincide. Thus, we obtain the following fact:
Corollary 1.9. Let L C Z™ be a lattice. Then dim £ + dim Lt =m.
Another important consequence of Lemma 1.8 is:

Corollary 1.10. Let £L C Z™. Then det(L+) = det(L).

Proof. We proved that Z™ = L @ (£1)V. Then det(£) - det(£1)Y = 1 and therefore:

det(L) - m =1

1.1.2 Lattice minima, Minkowski’s theorem

In every lattice £ we can find a non-zero vector v of minimal norm. The first minimum of L
is A1 (L) = ||v||. Lattice points whose norm is the first minimum are called shortest vectors.
The Hermite constant 4, in dimension d, is the supremum of A;(£)%/ det(£)4 over all the
lattices of rank d. Using Minkowski convex body theorem [Min97] [Cas97, Section I11.2.2], one
can prove that for each d € NT 0 < v4 < d/4+1.
More generally, one can define:

Definition 1.11. Let L be a lattice. For each 1 < i < dim £, the i-th minimum X;(L) is the
minimum of max; {||v;||} among all the sets {v;},_, of i linearly independent lattice points.
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Theorem 1.12 (Minkowski’s Second Theorem'.). Let £ be a lattice of dimension d. For
each 1 <i<d

1

[Tr@ | < vradet(o)a.

Short vectors of lattices are interesting for many applications. For a “random lattice” it is
known the first minimum by the Gaussian Heuristic [GN08, MW16, LN20]:

1.1.3 Reduced bases

Let by,...,bg be an ordered basis of a lattice £ of dimension d. Let b7, ..., b} be the Gram-
Schmidt orthogonalization, we define for 1 < j < <d
] T * *

Definition 1.13 (LLL reduced basis [LLL82]). Given 1/4 < § < 1, the basis by,...,by is
LLL reduced (with factor 8) if the following properties hold:

1. Size reduced: |p; ;| <1/2 for 1 <j <i<d.
2. Lovész condition: [[b}[|*> > (6 — p3 ;_,)I[bj_,||* for each 2 < j < d.

Traditionally one takes § = 3/4 and LLL-reduced means reduced with respect to such a factor;
in practice one takes § = 0.99. An LLL-reduced basis has many good properties.

Lemma 1.14. Let by,...,bg a LLL reduced basis of the lattice L. Then

1 by <27 Ay (L);
2. ||b;|| <2 A(L) for each 1 < j <i < d;
3.2 N(L) < |Ibi]| < 25\ (L);
% d(d—1)
4. det(L) =TT, 3]l < TT5 Ibs] <275 det(L).

The LLL algorithm [LLL82| outputs an LLL-reduced basis of a rank-d lattice in Z™ in
time O(d®mlog® B), from a basis of vectors of norm less than B. This was further improved
by Nguyen and Stehlé in [NS09] with a variant based on proven floating point arithmetic,
called L2, with complexity O(d*m(d + log B) log B) without fast arithmetic.

In the literature we can find other notions of reduced basis and algorithms [Sch87, GNOS,
MW16, ALNSD20]. For instance, one can consider the BKZ algorithm by Schnorr [Sch87],

! See [Ngu09]
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which is the first block-wise reduction algorithm. Block-wise reduction algorithms can be seen
as a generalisation the LLL algorithm. Informally, the quality of the returned reduced basis
can be controlled by a parameter 3, i.e. the block-size; namely, it holds the larger 8 given
as input, the more refined the reduction. Let £(B) be any lattice of dimension d and c¢; the
first vector of the basis obtained as the output of a specific reduction algorithm. Then, we can
usually define a property of the form

lei]| < € - det(L(B))7 (1.2)

The values ¢ and & % are called Hermite factor and Hermite root factor of the algorithm,
respectively. They both can be used to quantify the quality of the reduction, mentioned above.
Indeed, they provide an intuition on how close the algorithm is to be an SVP-oracle.

If a certain approximation of the shortest vector is needed, we can run BKZ-3 with suffi-
ciently large block size. Indeed, increasing § decreases its Hermite factor £g. Notice that LLL
corresponds to the lowest block-size 8 = 2. However, we have a trade-off between the quality
of the approximation and the running time of the algorithm. Namely, Hanrot, Pujol and Stehlé
showed in [HPS11] that some version of BKZ achieves {3 = 3 5 by using a block-size 3, but
this requires heuristically at least 2% . poly(d, size(B)) time. For instance, this implies that
that we can get as Hermite factor \/n by using BKZ-8 with 8 ~ w(n), but in 22 time.
Recently, in [LN20] this result was extended to the original BKZ algorithm.

1.2 Computing the orthogonal lattice

To compute the orthogonal £1 of a lattice £ C Z™ of rank r one can apply the algorithm
by Nguyen and Stern [NS97] based on LLL, which in practice is faster than standard kernel
computation. Moreover, the output is an LLL-reduced basis of £1.
Letting U be a r x m basis matrix of row vectors of £, the main idea is to consider the
lattice
L:(U)=[c-UT |L,]

where ¢ is a positive integer constant. £.(U) is a rank-m lattice of vectors in Z"™. One first
applies LLL to £.(U) to obtain a basis by, ..., b,, € Z"*™. Then one recovers a basis of L+ by
projecting on the last m coordinates of the first m — r vectors, i.e. w(by),...,7(by—,) where
(V1 oy Umpr) = (Upg1y ooy Umar) € Z™.

Lemma 1.15 ([CSV18|]). Let U be a basis of the lattice L C Z™ of rank r. If by,..., by, €
Z™t™ is an LLL-reduced basis of L.(U) with

c>2"7 Ao (LY), (1.3)

then m(by), ..., m(by_,) is an LLL-reduced basis of L*.
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Heuristic analysis

For a “random lattice” £ we expect the minima of £+ to be balanced, and therefore \,,_, (EL)
to be roughly equal to A; ([,L). This means that can we use the approximated bound:

1

/\m—T (EJ_) < vV Ym—r det(ﬁL)m—T

From Hadamard inequality, we obtain:

r

A (L) < Ay det(L1) 77 < \Amrdet(L) 7 < y/m - [|[U||7

where we denote by ||U|| the maximum Euclidean norm of the row vectors of U. This means
that for a “random lattice” it is sufficient to consider

c>2% . /m - |U|7m=7. (1.4)

For a rank-d lattice in Z", the complexity of computing an LLL-reduced basis with the L?
algorithm is O(d*n(d + log B) log B) without fast integer arithmetic, for vectors of Euclidean
norm less than B. With d = m, n = r +m and B < ¢||U|| < 2™||U||™/™~")| the heuristic
complexity of computing the orthogonal lattice of a rank-r lattice £(U) C Z™ is therefore:

2
O <m5 <m+ u log|U||) > .
m—r

1.2.1 The orthogonal mod ¢

Let a € Z™ be any vector and g an integer, the orthogonal to a mod q is the lattice

Lia) — , —
A7(a) ={ueZ™ | (u,a)=0 (modgq)}.
This is a full-rank sublattice of Z™, since qZ™ C A;- (a). Therefore, it has finite index in Z™

and

L _ [m. la — q
det(AL(a)) = [Z™: AL(a)] acd(q, a1, am)’

Now, we explain how to construct a basis of A(]L(a). Since the case a = 0 mod g is trivial,
we can assume without loss of generality that a; # 0. We write u = [u1, '] where u’ € Z™~ 1.
Similarly we write a = [a;,a’] where a’ € Z™~!. Now, suppose ged(ai,q) = 1. Since a; is
invertible modulo ¢, we get:

uGAj‘(a) < up-a;+{(u,a’) =0 (mod q)
— u + (u,a)-a;' =0 (mod q)

Therefore, a basis of Aé‘ (a) is given by the m x m matrix of row vectors:
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AL _ q

0= | g 1

Notice that the assumption ged(a1,q) = 1 implies det(A; (a)) = ¢. If such assumption is not
satisfied, then ged(q,aq,...,a,) = d # 1, and we can suppose that ged(ay/d,q) = 1. Hence,
similarly @ = a1 /d is invertible modulo ¢ and

AJ_(a): [ q/d ]

—a’- a_l[Q] L. 1

The number of positive integers coprime with ¢ is counted by the Euler’s totient function
©(q). Then the probability that a number is invertible modulo ¢ is ¢(q)/q.
The multiplicativity of this function implies

el@)=q [ 1-1/p)
plg
p prime
Therefore, intuitively the value of (g)/q strictly depends on the decomposability of g. For
instance, if ¢ is a pseudo prime this is very close to one, while if ¢ is a power of 2 the probability
is only 1/2. In the following, we generally expect to be in the first case. Hence, Gaussian
Heuristic suggests that in such a case almost always A (47 (a)) ~ /mq'/™. Moreover, when ¢
is prime we can prove a lower bound for the first lattice minimum:

Lemma 1.16. Let q be a prime. Then with probability at least 1/2 over e sampled uniformly

at random from Zy, we have Al(AfI-(a)) > q'/" /4.

1/n that applies for a significant fraction of the vectors

Proof. We prove a lower bound in ¢
a. More precisely, we prove using a counting argument that for a prime ¢, with probability
at least 1/2 over the choice of o, we have A1 (4, (a)) > q'/™ /4. Given a non-zero vector s of
dimension n with components strictly smaller than ¢, for prime g, there is a fraction 1/¢ of
vectors a € Zy, such that (s,a) = 0 (mod g). Therefore each non-zero vector of norm 8 < ¢
can be a shortest vector of A () for a fraction at most 1/q of vectors a.. Consider now all
vectors s with ||s|| < 8. There are at most (25)™ such vectors, so they can be shortest vectors
of a fraction at most (28)™/q of vectors . By taking 3 such that (28)™/q < 1/2, which gives

B < (g/2)"/™/2, we get that for a fraction at least 1/2 of the choices of a, we have

A (Af () > (q/2)V7 /2 > ¢/ /4
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1.3 Probability and statistics

Let x be a real-valued random variable. The behaviour of such kind of variables is fully de-
scribed by the cumulative distribution function of x, which is usually denoted by F,(a) =
P(z < a). In the following, random variable always means real-valued random variable.

If the range of = is countable, = is called discrete and we can define the probability mass
function as p,(a) = P(x = a). While, if the range of x is continuous, x is called continuous

and we can define the probability density function as a p,(a) = dF;ng)‘ . This implies that

P(z < a) = [*__ p.(£)dE. Notice that the probability mass function can be seen as a proba-

bility density function with respect to the counting measures. Hence, in the following when
x is discrete we always imply using such measure; namely, informally in the discrete case we
interpret integrals as summations.

We define a random vector x = (x1,...,%,) as a column vector whose coordinates x;’s
are random variables. Similar to the univariate case we can define the cumulative distribution
function as Fx(a) = P(x < a). We say that the z;’s are independent if the cumulative distri-
bution function of x is the product of the univariate cumulative distribution functions, i.e.

Fx(a) =iz, Fr,(ai).
Statistical distance for discrete distributions

Let X,Y be two random discrete variables having support included in the finite set S, their
statistical distance is defined as

AXY) = 5 3 Ipx(n) — py ()]
nes

The statistical distance is a metric on distributions and has the following property [NSS01,
Lemma 3]:

Lemma 1.17. Let x = (z1,...,2m) and y = (Y1,...,Ym) two random vectors having both
i.i.d. components distributed according to X and Y, respectively. Then:

A(x,y) <mA(X,Y).

Expected value and moments

Let g(x) a function of a random variable x. The ezpected value of g(x) is

Elg(z)] = / 9()pa(€)de

This definition generalises directly to vectors as E[g(x)] = [ g(&)px(&)d€. Using the properties
of probability density functions and definitions, one can prove:
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Lemma 1.18. The expectation operator has the following properties:

(Linearity 1) Given yi,...,y, random vectors and ay,...,ax scalars, then E[Zj a;y;l =
>_; a;Ely;]-

(Linearity 2) Given A € R™*™ and x random vector of dimension n, then E[Ax] = AE[x]
and E[xT] = E[x]T.

(Composition) Given x,y random vectors. If there exists a vector function g such that'y =
g(x), then Ely] = E[g(x)].

For g(x) = x, E[z] is the mean, or precisely the expectation of x, which is generally denoted
by m,. For a random vector, E[x] is the vector whose components are the expectation of the
components of x computed by using the marginal densities. In particular, we have E[x]; = m,.
Thus, we define my = E[x].

The correlation of two random variables z,y is Elzy]. Given a vector x, its correlation
matriz Ry is the matrix having as (¢,7)th component the correlation of the ith and jth
components of x, i.e. E[z;x;]. Therefore, Ry = E[xxT|. This matrix is always symmetric and
positive definite.

Two variables z, y are uncorrelated if their covariance cgy = Elry] — mgym, is zero. Notice
that independent variables are uncorrelated, but the converse is false. Given a vector x, its
covariance matriz Cy is the matrix of the covariance of the components of x, namely Cx =
E[(x — my)(x — myx)T] = Ry — m,m,T.

For k € N we define the k-th moment of a random variable z as u}, , = E[z¥], and the k-th
central moment as . . = E[(z — m,)¥]. Obviously, 1o.w = poe =1, gy, = my and pg , = 0.
Moreover, the second central moment is usually called variance and denoted either by o2 and
Var(x). The square root of the variance o, is referred as standard deviation. The variance is
always non-negative, and when it is non-zero the standardised central moments fig » = tk,o/ ok
are well defined. In particular, notice that fis , > 1. A useful function of the moments is the
(excess) kurtosis, i.e. Ky = fiaq — 3.

In the following, we usually consider random variables uniformly distributed over a set
S, and we denote this distribution as U(S). Throughout the thesis, s + S indicates that
the random variable s is uniformly distributed over a given set .S. Moreover, in such a case
we often use S instead of s as subscript, e.g. we denote by pj g the central moments of s.
If J = {0,. B}, the mean of U(J) is my; = B/2 and its central moments are po g = 1,
f1,5 =0, po,y = 05 = B(B+2)/2, yz ;=0 and gy = 05(907 — 1)/5.

Estimation of expected values

In practice the probability density function of a random vector may be unknown. Nevertheless,
if a set of samples X = {x1,---,xy} is available, we can compute sample estimations of
expectations by the following formula

& 1 &
.NZ:
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Special cases which we are interested in are

N N
i, = B[x] = % z_;x and Gy = B(x — tie) (x — 1ia)T] = ;{;(xi i) (xi — tig)T

i.e. the sample mean and the sample covariance matrix, respectively.

1.4 The subset sum problem

When talking about subset sum problem, we generally refer to a particular problem belonging
to a class of equivalence of problems.

Definition 1.19 (Decision subset sum problem). Let n be an integer. Given oy, ...,y €
Z and t € Z, decide if there exist x1,...,x, € {0,1} such that

t=ajx1 + -+ anTy.

Definition 1.20 (Computational subset sum problem). Let n be an integer. Given
al,...,an €EZ and t € Z, compute 1, . ..,x, € {0,1} such that

t=o1x1+ -+ oy,

if they exist.

Informally, saying that these problems are equivalent means that we have a mutual poly-
nomial reduction. Indeed, obviously DSSP reduces to CSSP; conversely, suppose that A is an
algorithm for DSSP that outputs either 0 or 1 whether a solution exists or not, respectively,
then 21 = A((ag,...,an),t) and z; = A((z101, ..., Zj—105-1, Qj41, ..., ), T).

Furthermore, some applications require to consider modular sums; thus, we can also define
modular variants of the forementioned problems. For instance, the computational problem
becomes:

Definition 1.21 (Computational Modular subset sum problem). Let n,Q be integers.
Given aq,...,an €Z and t € Z compute 1, . ..,x, € {0,1} such that

t=oix1+ -+ a,r, modQ

if they exist.

As observed by Howgrave-Graham and Joux in [HGJ10], the computational and the compu-
tational modular problems are also equivalent. Obviously, if A(Q) is an algorithm for modular
subset sum this can be applied with modulus @ = max(t, > «;) + 1 to solve the regular CSSP.
Conversely, if B is a solver for the subset sum, considering ¢, o; € [0, Q)NZ we have that ¢t must
lie in [0, n(Q —1)]NZ; this implies that it is sufficient to compute B(t+zQ) for z = 0,...,n—1.
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The decision subset sum problem is known to be NP-complete [GJ90]; so, it has been used
for constructing several cryptographic primitives. The first example is the Merkle-Hellman
public key cryptosystems [MHT78|. Later, other constructions were for example proposed by
Impagliazzo and Naor [IN96], Chor and Rivest [CR88], Lyubashevsky et al. [LPS10] and Ajtai
and Dwork [AD97]. In particular, the latter work links the hardness of the subset problem to
the shortest vector problem, i.e. they show that breaking their scheme is as hard as solving
instances of SVP.

Among the subset sum based systems, many are not really proven as secure as random
instances of the standard subset sum problem, but rather they apply some transformation
to subset sums. For instance, in the Merkle-Hellman cryptosystems superincreasing sequences
are used for the decryption. For this reason several constructions have been broken during the
years; see [0d190]. Nevertheless, those systems that have been proven as secure as the subset
sum problem remained unbroken for some choices of parameters.

Subfamilies of instances are generally characterised by the subset sum density, which ex-
presses the proportion between the number n and the size of the weights aq,...,a,. In the
following, we mainly focus on the modular variant and we take as density the value

n

d= .
log @

When @ = poly(n), we generally talk about high-density subset sums, and we can find many

efficient algorithms to solve the problem in the literature, e.g. dynamic programming strategies
[MST90]. Hence, this implies that using high-density subset sums is not convenient for cryp-
tography. Despite, instead, low-density subset sums (i.e. d < 1) may seem convenient, since
they statistically have a single solution and they are not substantially affected by those at-
tacks, they revealed weaker in practice. Indeed, it was first proven by Lagarias-Odlyzko [LO85]
that given access to an SVP-oracle, almost all subset sums with density about d < 0.6463 can
be broken. Subsequently, this result was improved to d < 0.9408 by Coster, et al. [CJLT92].
Although theoretically this fact does not undermine the hardness of the subset sum problem,
in practice these algorithms for small values of n have competitive performances since LLL and
BKZ simulate quite well such oracles. In particular, in [LO85] is actually proven that for almost
all subset sums having density d = O(1/n) the lattice based algorithm solves the problem in
polynomial time. Finally, for log @ ~ n only exponential time algorithms are known. Namely,
the best running time currently known is of the order of 20-2°1" on average; this algorithm by
Becker, Coron and Joux [BCJ11] is an extension of the Howgrave-Graham and Joux [HGJ10]
technique, having running time O(2°-33™).

Further information regarding the distribution of subset sums will be recalled in Section
1.5; while we conclude this section by giving a simple intuition of the lattice based algorithm
for solving the computational subset sum (Definition 1.20) by Lagarias and Odlyzko, as this
somehow relates to algorithms discussed later in the corpus of the thesis. Given an instance of
the weights aq, ..., a, and a subset sum ¢, the idea is to construct a lattice Ly generated by
the rows of the following (n + 1) x (n + 1) matrix, for a suitable U:
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10---0 Uy

01---0 -Uay

0 ---1-Ua,

00---0 Ut
Now, if e = (z1,...,2,) € {0,1}" is a solution, i.e. t = ayz1 + -+ + @, 2y,, we have that
é = (x1,...,2,,0) € Ly. Since ||&]] < y/n, € is also a short vector. Analysing this lattice,

it is possible to show that under certain circumstances +é& are the shortest vectors of L.
Therefore, in such a case given an SVP-oracle one can compute e and consequently solve the
subset sum problem. See [LO85, Fri86, CJLT92].

1.5 Distribution of modular sums

Linear combinations of random integers are used to generate hard instances of lattice problems
in lattice-based cryptography, since the fundamental work of Ajtai [Ajt96]. Several pieces of
research consider random sums of randomly distributed integers, as for instance those men-
tioned in Section 1.4 and the generator that we will present in Section 1.6. Therefore, in this
section we recall the results of Nguyen, Shparlinski and Stern [NSS01] about the distribution
of modular sums and we discuss some consequences.

Let @ be a positive integer and Z¢g the group of integers modulo Q). For fixed n, given
a=(a1,...,a,) € Z¢ and a set B C Zg, a modular sum is

(o, %) (mod Q)

for some x € B. Here, we are mainly interested in the following parametric families of sets:
B,.(©) = {0,...,0}" and B, .(0) , i.e. subset of {0,...,0}" of vectors having Hamming
weight exactly . In the following, we omit © if equal to one.

For any given ¢ € Zg, let us define No(B,¢) = {x € B: (a,x) =c (mod Q)} and
Po(B,c) = Na(B,c)/|B|. Namely, Py (B, c) is the probability for a random vector sampled
uniformly from B of being a solution of the congruence ¢ = (e, x) (mod Q). Nguyen et al.
proved the following important theorem:

Theorem 1.22 ([NSS01, Theorem 2]). For any B C Zg), the identity

1 1\? Q-1
o L T (rma-5) =g )

OLGZ% cEZLq

holds.

This fact has a large number of corollaries and applications, e.g. see [HGJ10]. In particular,
it implies that
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1 Q

Pa(ac)—@ < Bl (1.6)

DD

QEZg CEZQ

Depending on the context, the previous inequality may be interpreted differently. Let

INCEEDY

c€Zq

Po(B,c) — é’

be the statistical distance between uniform distribution over Zg and the modular sums distri-
bution for fixed o and Q. If § = E[A,(B)] is the mean over the possible choices of o, Markov’s
inequality implies that for a given ¢ > 0, the probability that A, (B) < 29§ is at least 1 —27¢.

Now, suppose B = B,, then B, = 2". Then, from (1.6) we can derive E[A,(B,)] <
v/Q/2% %! and we obtain that for any ¢ > 0

Aa(B,) < /Q[23 (L.7)

with probability 1 —27¢.

In particular, we have that for fixed @ and « the distribution of subset sum outputs is
exponentially close to uniform; namely, there exists ¢’ > 0 such that for log Q < ¢'n the distri-
bution of the modular (subset) sums is close to U(Zg) with high probability. This is coherent
with Section 1.4. In particular, we recall that Impagliazzo and Naor in [IN96] proposed a family
of universal one-way hash functions and pseudorandom generators provably as hard as solving
the subset sum problem for certain choices of parameters. These parameters are identified by
an equivalent of (1.6), obtained from applying the Leftover Hash Lemma [HILL99].

Inequality (1.6) suggests that we can expect a similar behaviour when the modular sums are
generated using B, , for  sufficiently large. Indeed, for instance we have that when x = n/2
we can expect a random distribution, since B, ,, = (:) and asymptotically (7:;2) ~ 2"+ 1\ /2mn.
Conversely, if « is a constant function of n we have that (7) ~ n”/k!, hence B, .. = poly(n).
This implies that, in this case, it is convenient to consider as the fundamental parameter
A= (Z), rather than n, in order to evaluate the randomness.

1.6 BPV and EBPYV generators of discrete log pairs

Boyko et al. presented in [BPV98| a generator of discrete logarithm pairs (x, g”) that can be
used to speed-up the generation of discrete-log based algorithms with fixed base g, such as
Schnorr identification, and Schnorr, ElGamal and DSS signatures.
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Basic BPV generator G, .. The generator of random pairs (x,¢” (mod p)) works as follows.
We consider a prime number p and g € Z,, of order Q.

Preprocessing Step: Take au, ..., a, < Zg and compute 3; = g% for each j € [1,n] and store
(@), B5)-
Pair Generation: To generate a pair (g,¢” mod p), randomly generate a subset S C [1,n]

such that |S| = k; compute d = Zjes a; (mod Q), if d = 0 restart, otherwise compute
D =[] es B (mod p). Return (d, D).

The authors showed that if all the discrete logarithms of the previous outputs are unknown,
computing the discrete log of any future output is at least as hard as solving an arbitrary
discrete logarithm within the same setting.

Theorem 1.23 (Theorem 5 [BPV98]). Let {(b;, B;)} a set of output of G of length £. If
there exists an algorithm that given {B;} computes the discrete log of the next output of G
with success rate €, then there exists an algorithm computing the discrete log on any input in
expected time O(1/e).

However, in many applications of the generator in cryptographic protocols some of these
values may get known. The authors claim that in such cases the security of the generator is
related to the hardness of the hidden subset sum problem, see Definition I. In [NS99] where
hardness of this problem was first discussed, Nguyen and Stern showed that depending on the
security notion addressed, trying to break the BPV fast generator may also lead to an affine
variant of the hidden subset sum problem, see Definition II. Indeed, they described a very
nice passive attack against the generator used in Schnorr’s signatures [Sch90], based on the
affine hidden subset sum problem; the attack is also applicable to ElGamal [Elg85] and DSS
signatures. Under this variant, there is an additional secret s, and given h,e € Z™ one must
recover s, the x;’s and the «;’s such that:

h+se=a1x; +asxs+ -+ + apx, (mod Q)

Namely, consider Schnorr’s signature scheme. Let g be a prime dividing p — 1, let g € Z,,
be a g-th root of unity, and ¥y = ¢g~° mod p be the public key. The signer must generate a
pair (k, g¥ mod p) and compute the hash e = H(mes, z) of the message mes; it then computes
y = k+ se mod ¢; the signature is the pair (y,e). We see that the signatures (y;, e;) give us an
instance of the affine hidden subset sum problem above, with h = (y;), e = (—¢;) and Q = q.

The hardness of hidden subset sum problem and its affine variant is extensively discussed
in the following chapters.

Later in 2001, Nguyen et al. proposed an extended BPV generator (EBPV) [NSS01], in-
cluding small exponentiations.
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Extended BPV generator G, . 9. The generator of random pairs (z,¢” (mod p)) works as fol-
lows. We consider a prime number p and g € Z;, of order Q.

Preprocessing Step: Take a1, ..., q, + Zg and compute 8; = g%/ for each j € [1,n] and store
(@), B5)-

Pair Generation: To generate a pair (g,¢” mod p), randomly generate a subset S C [1,n]
such that |S| = k; for each j € S randomly generate x; € {1,...,6 — 1} compute d =
> jes @jrx; (mod Q), if d = 0 restart, otherwise compute D = [, ¢ B;j (mod p). Return
(d, D).

The authors also explain how to use the generator by including server communications
to reduce the overall memory. Either the BPV and EBPV generators, both in their classic
and revised form, have been used for applications, such as server delegation [NSS01, CLV21]
wireless network systems [ABCT17, OY17], drones [MV22, ZJL ™21, OY18, LYZ" 20| and others
[CMT01, PU19, KRST12, KRS*11, ZAR17].

Regarding the security of the EBPV generator, the authors consider the implementation
of the generator inside any signature scheme consisting of three algorithms: a key-generation
Ay, a signing A, and a verification A4,; where A; calls a probabilistic random oracle returning
DL pairs (¢, g¢ mod p), then being replaced by the EBPV generator. They model an attacker
that can make exactly m queries to the signature algorithm on messages of his choice (adaptive
attack) and succeeds in existential forgery if it produces a valid signature for an unqueried
message. Let T be such an attacker and T™ another attacker behaving according to this model
applied to the scheme, with the same parameters, but where the random oracle is substituted
by the EBPV generator. Then, the pair (T, T*) can be considered in order to study the security
of using of the generator. Indeed, the authors prove that if the distribution of its output is
sufficiently close to uniform, the new signature scheme is secure if the original one is secure.
Specifically, if Pa(n,x,0,m,T*) and P,(m,T) are the probabilities of success of existential
forgery for identical choices of keys, Theorem 4 of [NSS01] states that

& S [Pa(n, 5, 0,m, ) — Pa(m, T)| < my /Q/1Ban(6— 1)] (1.8)

where recall B,, ,,(6 — 1) is the set of n dimensional vector with coefficients {0,...,0 — 1} of
Hamming weight . Their argument for the proof is actually very generic, as it relates the
security to the distribution of modular sums. As we summarised in the previous section, they
provide results regarding the distributions of the sum (a,x) mod @ for x € B for B any set.
Therefore, the same inequality above can be obtained for different distributions. Obviously,
modifying the underlying distribution changes the selection of suitable parameters.

Active and passive attacks described in [NS99] (similar to those mentioned earlier in this
section) can be directly applied when the EBVP generator is used, too. However, the effective-
ness of those attacks now does not rely on the hardness of the hidden subset sum problem, but
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rather on the hardness of another problem, i.e. the hidden linear combination problem (Defi-
nition IIT). The hardness of this further variant of the hidden subset sum problem is discussed

in Chapter 6.






2

Introduction to the hidden subset sum problem

The hidden subset sum problem is a variant of the classical subset sum problem where the
n weights «; are also hidden. Namely, let @ be an integer, and let a4, ..., o, be integers in
Zg. Let x1,...,%, € Z™ be vectors with components in {0,1}. Let h = (h1,...,h,,) € Z™
satisfying:

h=a1x; +asxo+ -+ a,x, (mod Q) (2.1)

The hidden subset sum problem consists in recovering the vector & = (aq,...,a,) and the
vectors x;’s, up to a permutation of the a;’s and x;’s, given the modulus @ and the sample
vector h (Definition I).

The hardness of the hidden subset sum problem was first discussed by Nguyen and Stern
in their paper [NS99| presented at Crypto’99, with an application to the cryptanalysis of a
fast generator of random pairs (z,¢” (mod p)) from Boyko et al. from Eurocrypt’98 [BPV9S|.

Recall that the classical subset sum problem with known weights «;’s can be solved in
polynomial time by a lattice based algorithm [LO85], when the density d = n/log @ is O(1/n).
Additionally, provided a shortest vector oracle, the classical subset sum problem can be solved
when the density d is less than ~ 0.94, by the algorithm is based on finding a shortest vector
in a lattice built from h, aq, ..., apn, @ [CIJLT92|. See Section 1.4. Although the vector h of a
given hidden subset sum problem is a collection of subset sums, the aforementioned attack is
clearly not applicable since the weights «;’s are hidden. Moreover, in practice the coordinates
of h may be sampled from a prescribed distribution, as for example if associated to the BPV
generator!, and we will see that this has an impact of the hardness of the problem.

In order to properly study the hidden subset sum problem, with special regard to cryptog-
raphy, we construct in this chapter a basic framework that will allow us to both provide more
detailed explanations and present our contributions consistently in the next chapters.

1 See Section 1.6.
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2.1 “Random” HSSP

Cryptographic schemes are usually based on average-case hard problems. Informally, one usu-
ally shows that a protocol is secure, under a specific security notion, by proving a reduction to
a problem which is supposed to be hard on average, i.e. such that a “random” instance of such
a problem is difficult to solve. For example, most of the modern lattice-based cryptography is
based on the two main average-case problems, SIS and LWE. These assumptions are consid-
ered robust since they have been proven to admit some worst-case/average-case reductions
[Reg09, Pei09, MRO7, Peil6]. In order to discuss the hardness of the hidden subset sum it is
therefore convenient to specify the notion of “random” HSSP. This is indeed the scope of the
current section.

Although the notion of random instance may be quite intuitive at a high level, a proper
definition is necessary in order to construct a reliable framework. Hence, as a first task we
have to identify the main parameters of the problem:

n is a positive integer, this is the number of weights aq, ..., a, and will be the main hardness
parameter;
m is a positive integer, this is the dimension of the vectors x1, ..., X, h;

Q@ is the modulus of the problem.

Notice that the hidden subset sum problem has an extra parameter compared to the tradi-
tional subset sum problem, i.e. the sample size m. Recall that a “random” instance of the latter
problem is usually produced by sampling the weights a1, ..., o, uniformly random over Zg
and computing h = Y, €;o; (mod @) with ¢; variables uniformly random over {0, 1} [LPS10].
Hence, proceeding coherently we obtain the following definition:

Definition 2.1 (HSSP,(m, Q)). A random instance of HSSP,,(m, Q) is produced by sampling
the weights a1, ..., o, uniformly at random over Zg and the vectors x1,...,X, € Z™ with
independent components sampled uniformly over {0,1}, and computing

h = a1X1 + a9Xo + - - - + ap Xy, (mod Q)

according to Definition I.

The family HSSP,,(m, Q) is consistent when considering the self-standing problem, however
the subset sums that naturally emerge from the BPV generator actually have an additional
parameter. Recall that to generate a pair (g, ¢* mod p), the algorithm randomly generates a
subset S C [1,n] such that [S| = k, then it computes b=, g a; (mod Q). This is equivalent
to sampling a vector € uniformly over B, ., i.e. the set of binary vectors of dimension n and
Hamming weight x, and computing h = (a, €) (mod Q).

Differently from the previous case, here the components of the vector € are not independent.
This implies the Definition 2.1 is not suitable for performing the cryptanalysis of the BPV
generator. Indeed, in this case the vectors x1, ..., X, are not independently distributed. Hence,
we define an additional family of hidden subset sum problems:
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Definition 2.2 (HSSP. (m,Q)). A random instance of HSSP! (m, Q) is produced as follows:

1. the weights o = (a1, . .., ay,) are sampled uniformly at random over Zg;

2. X € Z™™ is a binary matriz whose columns are vectors sampled independently and uni-
Jormly at random from By, ,;

3 h=a-X (mod Q);

4. the vectors X1, ...,%X, are the rows of X.

Generally, it is convenient to take into account both families of problems when discussing
the average-hardness of the hidden subset sum problem, and we will show that some average-
properties can be exploited differently.

It is useful to define further features in order to identify subfamilies of problems. Coherently
with [NS99], we define the density as d = n/log @, which is essentially the density of the subset
sums. This actually differs from the definition of [LO85|, while it is closer to the framework
established by Howgrave-Graham and Joux, in which this is referred as prescribed density; see
Section 2.2 of [HGJ10|. The density measures the proportion between the main parameter n
and the bitsize of the modulus, which is also the bitsize of the coefficients of a and h. We
remark that the given definition of density does not take into consideration the value of m.
Although this may seem inconsistent with the setting of the hidden subset sum problem, our
work will show that this is indeed a correct measure. See Remark 4.3.

We define the sparsity ¢ of a hidden subset sum problem as the (matrix) density of X the
matrix whose rows are the vectors x1,...,X,, i.e. the ratio between the number of non zero
coordinates of X and nm. The expectation of the sparsity of a random instance of HSSP,, (m, Q)
is 1/2. Instead, a random instance of HSSP! (m, Q) has always fixed sparsity ¢ = k/n. We can
characterise an hidden subset sum depending on its sparsity as balanced if ¢ ~ 1/2, and
unbalanced, otherwise; specifically, we call it sparse if ¢ < 1/2.

We establish as a convention that by writing HSSP we refer to any one of the previous
families; namely, we will specify the distribution only if the sampling procedure impacts either
the discussion or the result we are analysing. Moreover, we omit the parameters m, () when
implicit.

About density and hardness of HSSP

In Section 1.4 we recalled that if @ = poly(n) we generally talk about high-density subset
sums, while about low-density subset sums if log @ > n. We also discussed the connection
between density and known attacks. Then, in Section 1.5 we reviewed some facts about the
distributions of modular sums. Specifically, we observed that if d > 1 the distribution of the
subset sums is close to uniform.

A similar result for HSSP,,(m, Q) is straightforward due to the composability of the statis-
tical distance. Indeed, by using (1.7) and Lemma 1.17 we obtain that for ¢ > 0, the statistical
distance between the distribution of any h generated as HSSP,, (m, @) and a random vector
uniformly sampled over Zgy is lower than my/Q/2% ¢t with probability 1 — 27¢. Therefore,
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when m is polynomial in n, we can expect that if d = n/log @ = 1, the sample vector h will be
essentially distributed uniformly over Z¢;. Namely, we have that we can expect high-density
hidden subset sums vectors being indistinguishable from vectors sampled uniformly at random.

Similarly, in the model established by Definition 2.2, the coordinates of h are generated
independently, hence Lemma 1.17 can still be applied. Let A = (2)7 for simplicity we assume
now m = poly(log A). The statistical distance between the distribution of a h, in a random
instance of HSSP¥ (m, Q), and the uniform distributions over Zgy is mC+/Q /X with probability
greater than 1 — 1/C for C' > 0. This implies that sample vectors of balanced high-density
HSSP (m, Q), i.e. when ¢ ~ 1/2 and d =~ 1, are indistinguishable from uniformly sampled
vectors. For sparse instances, fewer samples are sufficient to get collisions using a modular
sum generator, see Section 1.5. Hence, if A is small, a guessing strategy might be efficient.
Nevertheless, the distribution is close to uniform, if A is large enough, e.g. log A ~ n when
d > 1. Therefore, for cryptographic applications whose security is related to the hardness of
HSSP, density-one instances are a valid choice. Conversely, choosing an instance with either
high-density or logA = O(1) may be not wise, since in the former case the problem can
have many solutions, while in the latter the space of possible solutions is quickly exhaustible.
Moreover, our work will show that low-density HSSP are not recommended, too; indeed, in
such a case we can likely break the problem in polynomial time. Specifically, we derive a
rigorous lower bound for the bitsize of the modulus @ implying that d = O(1/(nlogn)), and
heuristically O(1/n), is not advisable for cryptography.

2.2 Solving HSSP in two steps

In their paper [NS99] Nguyen and Stern proposed to divide the algorithm for solving the
problem in two parts: a first one consisting of an algorithm for disclosing an hidden lattice
containing the binary vectors, and a second one that is essentially a binary vectors’ search
inside such a lattice. We will show that the bottleneck of their algorithm resides in the second
step, as they utilise a lattice reduction strategy for retrieving very short vectors. Indeed, for
large values of n it results impractical.

Albeit this issue, this overall strategy is a considerable solution and a fruitful basis for the
successive algorithms. Our new algorithms proceed according to the same model, i.e. in two
steps. This first step is an improvement of the original Nguyen-Stern orthogonal lattice attack
for disclosing the hidden lattice. For the second step, we totally replace their binary vectors’
search, via lattice reduction, with two novel methods. Our new algorithms for the second step
follow two different principles:

e The multivariate method reduces the problem of revealing the binary vectors to solving a
multivariate quadratic system. We show that if m ~ n?, this method heuristically solves
the problem in polynomial time. This attack is partially included in [CG20a] and described
in Chapter 4.
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HSSP : ol > ]  x (mod Q)

Input: h, Q
Output: X, «
Algorithm:

Step 1 : orthogonal lattice attack
(mod Q)

Step 2 : binary vectors search

-

Fig. 2.1. Solving HSSP in two steps.

e The statistical learning method reduces the problem of revealing the binary vectors asso-
ciated to HSSP,, to solving an instance of the hidden parallelepiped problem introduced
by Nguyen and Regev in [NR09]. We propose two versions: a proven and a heuristic algo-
rithm. In fact, since in order to prove that the algorithm is successful the input sample’s
size m required is very large, we also show that it possible to adapt this technique for
heuristically solving HSSP,, with fewer samples, in only a few seconds. Furthermore, this
second method can be adjusted for solving the hidden linear combination problem, too.
The proven algorithm is presented in Chapter 5 and the heuristic one in Chapter 6. We
presented a preliminary version of our statistical method in [CG22].
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The Nguyen-Stern algorithm

Nguyen and Stern presented the first lattice based algorithm for solving the hidden subset sum
problem [NS99] at Crypto’99. Their attack relies on the technique of the orthogonal lattice.
This technique was introduced by Nguyen and Stern at Crypto 97 for the cryptanalysis of the
Qu-Vanstone cryptosystem [NS97], and it was later applied for studying the security of several
applications: as for example, the cryptanalysis of the Ajtai-Dwork cryptosystem [NS98b], of
the Béguin-Quisquater server-aided RSA protocol [NS98a], and fault attacks against RSA-CRT
signatures [CNT10, BNNT11], attacks against discrete-log based signature schemes [NSS04].
It has been also used for the cryptanalysis of numerous homomorphic encryption schemes
[vDGHV10, LT15, FLLT15| and multilinear maps [CLT13, CP19, CN19].

The orthogonal lattice attack for the hidden subset sum problem is based on the following
observation: if a vector u is orthogonal modulo @ to the public vector h, then from (I) we

must have

(u,h) = a1 (u,x1) + - + @ (u,xn) =0 (mod Q)
This implies that the vector p, = ({u,x1),...,{u,x,)) is orthogonal to the hidden vector
a=(ay,...,a,) modulo Q. Now, if the vector u is short enough, the vector p,, will be short

(since the vectors x; have components in {0, 1} only), and if p, is shorter than the shortest
vector orthogonal to a modulo @, we must have p, = 0, and therefore the vector u will be
orthogonal in Z to all vectors x;. The orthogonal lattice attack consists in generating with
LLL many short vectors u orthogonal to h; this reveals the lattice of vectors orthogonal to
the x;’s, and eventually the lattice £, generated by the vectors x;’s. In a second step, by
finding sufficiently short vectors in the lattice L4, one can recover the original vectors x;’s,
and eventually the hidden weight a by solving a linear system.

Complexity of the Nguyen-Stern algorithm

While the Nguyen-Stern algorithm works quite well in practice for moderate values of n, we
argue that its complexity is actually exponential in the number of weights n. Namely in the
first step we only recover a basis of the lattice £ generated by the binary vectors x;, but not



26 3 The Nguyen-Stern algorithm

necessarily the original vectors x;’s, because the basis vectors that we recover can be much
larger than the x;’s. In order to recover the x;’s, in a second step one must therefore compute
a very short basis of the n-dimensional lattice L, and in principle this takes exponential-time
in n, as one must apply BKZ reduction [Sch87] with increasingly large block-sizes. In their
practical experiments, the authors of [NS99] were able to solve the hidden subset sum problem
up to n = 90; for the second step, they used a BKZ implementation from the NTL library
[Sho|] with block-size 8 = 20. In our implementation of their algorithm, with more computing
power and thanks to the BKZ 2.0 [CN11] implementation from [fpl16], we can reach n = 170
with block-size 8 = 30, but we face an exponential barrier beyond this value. See Section 3.3.

3.1 The algorithm

The Nguyen-Stern algorithm for solving the hidden subset sum problem was first presented in
[NS99]. In this section, we present the algorithm, and later in Section 3.2 we will provide our
analysis.

In the hidden subset sum problem, given a modulus @ and h = (hq, ..., h,,) € Z™ satisfying

h=a1x1 + axas+ -+ ap,x, (mod Q) (3.1)

we have to recover the vector a = (a1,...,an) € Z¢ and the vectors x; € {0,1}™. The
Nguyen-Stern algorithm proceeds in 2 steps:

1. From the sample vector h and the modulus @, determine the lattice £y, where Ly is the
lattice generated by the x;’s.

2. From Ly, recover the hidden vectors x;’s. From h, the x;’s and Q, recover the weights ;.

Nguyen and Stern implemented the first step as an orthogonal lattice attack. Namely, they
exploit the properties of the vectors orthogonal to h and the x;’s in order to construct a lattice
containing L. For the second step they perform a lattice reduction for retrieving the hidden
binary vectors.

3.1.1 First step: orthogonal lattice attack

The goal of the first step of the Nguyen-Stern algorithm is to recover the hidden lattice
Ly CZ™, i.e. the completion of the lattice £y generated by the x;’s, given the sample vector
h and the modulus Q.

Let L( be the lattice of vectors orthogonal to h modulo Q:

Lo = Aé(h) ={ueZ” | (uh)=0 (mod Q) }

The main observation from [NS99] is that for any u € Ly, the vector
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pu = ((u,x1), ..., {(u,x,))

is orthogonal to the vector e modulo @, because from (3.1) we have

(u,h) = a1 (u,x1) + - + ap(u,x,) =0 (mod Q).

Hence, if py is shorter than the shortest non-zero vector orthogonal to a modulo @, the
condition p, = 0 must be satisfied. This implies that in such a case u € £y .

For binary the x;’s Nguyen and Stern observed that if the vector u is short, then p, will
be short, too. Therefore, the orthogonal lattice attack first obtains an LLL-reduced basis of
Ly, from which it extracts a generating set for £i; subsequently, it computes the orthogonal
of L obtaining Ly.

The orthogonal lattice attack is summarised by Algorithm 3.1. While, methods for com-
puting both £y and £ are discussed in Section 1.2

Algorithm 3.1 Orthogonal lattice attack

Input: h,Q,n.

Output: A basis of L.
1: Compute an LLL-reduced basis ui, ..., u, of Lo.
2: Extract a generating set of ui, ..., um—n of Li.
3: Compute a basis (ci,...,¢n) of Lx = (Lx) .

4: return (ci1,...,cp)

3.1.2 Second step: BKZ

The output of the first step, i.e. the orthogonal lattice attack, is an LLL-reduced basis

(c1,...,¢p) of the complete lattice Ly C Z™. However, this is not necessarily composed by
the vectors x;. Namely, because of the LLL approximation factor, the recovered basis vectors
(c1,...,¢,) can be much larger than the original vectors x;, which are among the shortest

vectors in L. Therefore, to recover the original vectors x;, we have to apply BKZ instead of
LLL. Indeed, a better approximation factor is obtained when using BKZ. Eventually from h,
the x;’s and @, one can recover the weights «; by solving a linear system; this is the second
step of the Nguyen-Stern algorithm.

The authors of [NS99| did not provide a time complexity analysis of their algorithm. In
Section 3.2.2, we will provide a heuristic analysis of the second step of the Nguyen-Stern
algorithm, based on a model exploiting the gap between the shortest vectors of L (the vectors
x;’s), and the “generic” short vectors of L.
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Recovering the vectors x;

Computing the binary vectors x; we have to take into account that they are not the only short
vectors in Ly; indeed, the vectors x; — x; are roughly equally short, as later shown in Section
3.2.2.

The approach from [NS99] is as follows. Since the short vectors in Ly probably have
components in {—1,0,1}, the authors suggest to transform the lattice Lx into a new one
Ll =2Lx +1Z, where 1 = (1,...,1). Namely in that case a vector v € L5 with components
in {—1,0,1} will give a vector 2v € L with components in {—2,0, 2}, whereas a vector x € Lx
with components in {0,1} will give a vector 2x — 1 € £ with components in {—1,1}, hence
shorter. This should enable to recover the secret vectors x; as the shortest vectors in L. We
will see that the vector 1 plays a special role in HSSP;, and using this method may not be
actually favourable.

A simpler method

We now describe a slightly simpler heuristic approach, in which we stay in the lattice Ly,
which is convenient especially for balanced HSSP.

However, we need to explain first the reason why for large enough values of m we are
unlikely to obtain vectors in {0,£1} N Lx as combination of more that two x;’s if ¢ ~ 1/2.
Namely, if we take a linear combination of the form x; — x; + x;, each component will be in
{-1,0,1} with probability 7/8; therefore for m components the probability will be (7/8)™.
There are at most n® such triples to consider, so we want n® - (7/8)™ < ¢, which gives the
condition m > 16logn — 6loge. With m = 2n and ¢ = 27, this condition is satisfied for
n > 60; for smaller values of n, one should take m = max(2n, 16logn + 24).

Now, suppose that the x;’s are the only binary vectors in L. Hence, after BKZ reduction
with a large enough block-size 5 as above, we expect that each one of the basis’ vectors
(c1,...,¢y) is either equal to +x;, or equal to a combination of the form x; — x; for i # j.
To find the binary vector we can first recover the vectors ¢; = £x; from the basis, and store
them in a list L. Then, we look for new binary vectors of the form c; & v for v € L, updating
the list L, and we iterate until no more vectors v have been added to the list L.

Algorithm 3.2 fully describes this strategy; we denote by Check the function taking as input
a vector v, and returning v or —v if v € {0,1}" or v € {0, —1}" respectively; otherwise, it
returns None.
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Algorithm 3.2 Recovering the x;’s
Input: ci,...,cn,n,m.

Output: x1,...,Xn.

1: L+ 1[]

2: for j < 1 ton do

3: Append Check(c;) to L.
4: end for

5: for all ve L do

6: for j <+ 1ton do
7 ¢ < Check(c; — V)

8 if cand c ¢ L then
9: Append c to L.
10: end if

11: c < Check(c; + V)
12: if cand c ¢ L then
13: Append c to L.
14: end if

15: end for

16: end for

17: return L

After the first loop L must contain at least one of the £x;’s. Indeed, at least one of the c;
is one the target vectors; otherwise, the vector of all ones would belong to the kernel of the
base change between (x1,...,%,) and (cy,...,¢,). Then, suppose L = {c1,...,ct}. The base

change matrix is of the form
IL,f O
M =
( * Mn—t >

Until t < n, fori =t+1,...,n and for any v in L the second loop computes ¢ = +c¢; — v, and
checks if either ¢ or —c are suitable to be added to the set L. Applying the same argument
as before to M,,_; , we must find at least a new vector. The number of checks by round is
O(n — #L). Therefore, O(n3) tests are performed.

We will show in our analysis that for HSSP?, it is not true that the x;’s are the only binary
vectors in Ly. Nevertheless, we will explain why this method can still be applied with a few
modifications.

Recovering the weights «;

Finally, from the samples h, the vectors x;’s and the modulus @, recovering the weights «; is
straightforward as this amounts to solving a linear system:

h = a1X1] + eXo + -+ - + apXy, (mod Q)
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Letting X’ be the n x n matrix with the first n components of the column vectors x; and letting
h' be the vector with the first n components of h, we have h' = X’ - o where o = (av1,...,ap)
(mod Q). Assuming that X’ is invertible modulo @, we get a = X'~ 'h’ (mod Q).

3.2 Our analysis of Nguyen-Step algorithm

In this section we analyse the Nguyen-Stern algorithm, illustrated in Section 3.1.

The authors of [NS99] presented only a heuristic analysis of the orthogonal lattice attack.
Thus, here we expand and adapt their arguments, obtaining a rigorous analysis. More precisely,
we are able to prove that for a large enough modulus @, the orthogonal lattice attack recovers
a basis of Ly in polynomial time, for a significant fraction of the weight «;’s. From this rigorous
condition, we also derive further heuristics.

While for the second step, we provide a heuristic analysis, absent in the original paper.
In spite of the efficient practical behaviour of Nguyen-Stern attack for small values of n, we
argue that the actual running time of the second step is asymptotically exponential. In fact,
we provide a simple model for the minimal BKZ block-size 8 that can recover the secret binary
vectors, based on the gap between the shortest vectors and the other vectors of the lattice.
While relatively simplistic, our model seems to accurately predict the minimal block-size
required for BKZ reduction in the second step. We show that under our model the BKZ
block-size must grow almost linearly with the dimension n.

A preliminary version of this chapter has been published in the proceedings of Crypto2020
[CG20a].

3.2.1 First Step
Rigorous analysis

We provide a rigorous analysis of the orthogonal lattice attack described in Section 3.1.1.
Specifically, we prove the following fact:

Theorem 3.1. Let m > n. Assume that the lattice Lx has rank n. With probability at least 1/2
over the choice of a, Algorithm 3.1 recovers a basis of Ly in polynomial time, assuming that
Q is a prime integer of bitsize at least 2mnlogm. For m = 2n, the density is d = n/log@Q =

O(1/(nlogn)).

The proof is based on two lemmas: Lemma 3.2 states sufficient conditions for the correctness
of Algorithm 3.1, depending on lattice minima; while, Lemma 1.16 determines an average
lowers bound for A (cr). Recall that A () denotes the lattice of vectors orthogonal to o =
(a1,...,05) modulo @, and that all the lattices considered here are integer lattices.
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Lemma 3.2. Assume that the lattice Ly has rank n. Algorithm 3.1 computes a basis of the
lattice Ly in polynomial time under the condition m > n and

Vmn 2% Ap_y (L) < A1 (A5()) (3.2)

Proof. As observed previously, for any u € L, the vector

pu = ((u,x1),...,(u,x,))

is orthogonal to the vector & modulo @. Hence, if py is shorter than the shortest non-zero
vector orthogonal to e modulo @, we have py = 0, and therefore u € £;; this happens when
condition ||pu| < A1 (Aé(a)) Since ||pu|| < v/mn|ul|, given any u € Ly we must have u € L5
under the condition:

Vil < A (44(a) (3.3)

The lattice L is full rank of dimension m since it contains QZ". Now, consider uy, ..., U,
an LLL-reduced basis of Ly. From Lemma 1.14, for each j7 < m — n we have

m
2

Jujll <27 - Aon(Lo) <27+ A (L) (3.4)

since £y is a sublattice of £y of dimension m — n. Combining with (3.3), this implies that
when

Vmn 2% Ap_y (L) < A1 (A5(e)

the vectors uy,...,u,,_, must belong to £;. This means that (ui,...,u,,_,) is a full rank
sublattice of £, and therefore (uy,..., W, _n)* = Ly. Finally, Algorithm 3.1 is polynomial-

X

time, because both the LLL reduction step of £y and the LLL-based orthogonal computation
of L are polynomial-time.
O

We can finally prove Theorem 3.1.

Proof (of Theorem 3.1). In order to apply Lemma 3.2, we first derive an upper-bound on
Am—n (Lx). The lattice £ has dimension m —n and by Minkowski’s second theorem we have

Amen (£x) < \VAmen " "det (Lx) < m™?det (L5) . (3.5)

From det £ = det £, < det £, and Hadamard’s inequality with ||x;]| < y/m, we obtain:

det Ly < det Ly < ] lIxi]| < m"/? (3.6)
=1

which gives the following upper-bound on A,,_, (/.:,f):

An—n (Ci‘) < m™ 22 <m"™.
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Thus, by Lemma 3.2, we can recover a basis of £y when

Vmn 2% . m™ <\ (Aé(a)) .

From Lemma 1.16, with probability at least 1/2 over the choice of & we can therefore recover
the hidden lattice Ly if:

Vmn - 2% .m™ < QY /4. (3.7)

For m > n > 4, it suffices to have log @ > 2mnlogm.

Improved bound for HSSP,

Let us consider a random hidden subset sum problem according to Definition 2.2. Recall that
X € {0,1}""™ is the matrix whose rows are the vectors x;’s, then h = a - X (mod Q) and
the columns of X have Hamming weight «.

Denoting by 1, the vector of dimension s having all components equal to 1, the condition
on the Hamming weight implies that

1, - X =k 1, (3.8)

Recall that the completion of the lattice Ly is Lx = Es, NZ™ = (L1L)1. Therefore, we
have that 1,, € £y and consequently y; = 1,, —x; € Ly forany i = 1,...,n. If 1,, ¢ Ly,
this implies that the lattice is not complete. For the sake of simplicity, in the following we will
always suppose that 1,, # x; for each i.

Moreover, consider £; the lattice generated by the matrix X’ whose rows are 1,,,, X2, ..., X,.
We have that
X — R _]-nfl . X/
0 In—l

and so det(Ly) = xdet(L;). This implies that L, C L1 C Ly, then [Lx: Lx] = [Lx: L1][L1: Ly]-
Therefore, x det(Ly)| det(Ly).

For equation (3.6) in the proof of Theorem 3.1 we used the relation det £ = det £, <
det L. However, we just observed that for HSSP! this bound can be improved to det £ =

det Ly < 1 det Lx. Thus, Equation (3.6) becomes

1 1 1
det £+ < ;det Ly < p H Ix:] < Em"/z (3.9)
i=1

and consequently the sufficient condition is
Vmn 2% om™ k< QY™ /4. (3.10)

Therefore, for HSSP): Theorem 3.1 can be slightly improved:
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Theorem 3.3. Let m > n. Assume that the lattice Ly has rank n and the problem is a random
instance of HSSP. . With probability at least 1/2 over the choice of o, Algorithm 3.1 recov-
ers a basis of Ly in polynomial time, assuming that Q is a prime integer of bitsize at least
2mnlogm — nlog(k).

Heuristic analysis for HSSP,,

In the previous section, we have shown that the orthogonal lattice attack provably recovers
the hidden lattice £y in polynomial time for a large enough modulus @, namely we can take
log Q = O(n?logn) when m = 2n. Now, we show that heuristically we can take log Q = O(n?),
which gives a knapsack density d = n/log @ = O(1/n). We also provide the concrete bitsize
of @ used in our experiments, and a heuristic complexity analysis.

Heuristic size of the modulus Q

In order to derive a heuristic size for the modulus @), we use an approximation of the terms in
the condition (3.2) from Lemma 3.2.

We start with the term \,,_, (Ei‘) For a “random lattice” we expect the lattice minima

to be balanced, and therefore A,,_, (ﬁfg) to be roughly equal to \; (ﬁi‘) This means that
instead of the rigorous inequality (3.5) from the proof of Theorem 3.1, we use the heuristic
approximation:

A (L£35) o v/ A det (L) 77
Using (3.6), this gives:
Am—n (‘Ci_) é \/mm#*”) (3.11)

For the term Ay (Aé (oz))7 using the Gaussian heuristic, we expect:
1
A (A5(@) ~ Q.

Finally the 2™/2 factor in (3.2) corresponds to the LLL Hermite factor with § = 3/4; in practice
we will use § = 0.99, and we denote by 2" the corresponding LLL Hermite factor. Hence from
(3.2) we obtain the heuristic condition:

VIR 2 M < QN

This gives the condition:

PR C—T mEm—n < m@l/n

which gives:
mn

=) logm. (3.12)

n
logQ >t-m-n+ 510g(n~7m,n/'yn) +
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If we consider m = n + k for some constant k, we can take log@ = O(n?logn). If m > c-n
for some constant ¢ > 1, we can take log@Q = O(m - n). In particular, for m = 2n we obtain
the condition:

3
logQ>2L~n2—|—7nlogn+n (3.13)

which gives log Q@ = O(n?) and a knapsack density d = n/log@Q = O(1/n). In practice for our
experiments we use m = 2n and log Q ~ 2tn® + nlogn with « = 0.035. Finally, we note that
smaller values of @ could be achieved by using BKZ reduction of £j instead of LLL.

Heuristic complexity

Recall that for a rank-d lattice in Z™, the complexity of computing an LLL-reduced basis
with the L? algorithm is O(d*m(d + log B) log B) without fast integer arithmetic, for vectors
of Euclidean norm less than B. At Step 1 we must apply LLL-reduction twice.

The first LLL is applied to the rank-m lattice £y € Z™. Therefore the complexity of the
first LLL is O(m®(m+1log Q) log Q). If m = n+k for some constant k, the heuristic complexity
is therefore O(n?log? n). If m > c-n for some constant ¢, the heuristic complexity is O(m7-n?).

The second LLL is applied to compute the orthogonal of £(U) where U is the matrix
basis of the vectors uy, ..., upm_, € Z™. From (3.4) and (3.11), we can heuristically assume
U] < 2m/2.\/m-m=@=m . For m = n+k for some constant k, this gives log ||[U|| = O(nlogn),
while for m > ¢ - n for some constant ¢ > 1, we obtain log ||U|| = O(m). The heuristic
complexity of computing the orthogonal of U is O(m5(m + (m/n)log |U||)?); see Section 1.2.
For m = n + k, the complexity is therefore O(n” log? n), while for m > ¢ n, the complexity is
O(m?/n?).

We summarise the complexities of the two LLL operations in Table 3.2.1; we see that the
complexities are optimal for m = ¢ - n for some constant ¢ > 1, so for simplicity we take
m = 2n. In that case the heuristic complexity of the first step is O(n?), and the density is
d=n/log@ = O(1/n), as in the classical subset sum problem.

| m || logQ | LLLL, | LLL(Li)* |
>n| O(n-m) O(m" - n?) O(m? /n?)
n? O(n?) O(n'%) O(n'%)
2n O(n?) O(n?) O(n")
n+1{| O(n2logn) | O(n’log®n) | O(n"log®n)

Table 3.2.1. Modulus size and time complexity of Algorithm 3.1 as a function of the parameter m.
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Heuristic analysis for HSSP},

When the components of h are sums of subsets of fixed Hamming weight we can get a better
heuristic bound. Indeed, in such case E[||x;||] < y/m#/n. Then, we heuristically have by using

(3.9) )
det(£L) < % (™)

n

that combined with the heuristic approximation

An—n, (Ei‘) ~ /Vm—n det(ﬁi‘)ﬁ

produces the following analogue of (3.11):

Anen (£8) & VA (50 )77 w7 (3.14)
and consequently (3.12) becomes
-2
logQ >t¢-m-n+ mlog(n)—i—
+Elo( / )—i—&lo m+n(n—2) log(x)
This for m = 2n gives us
2 n—2
log @ > 2¢-n* + nlog(n) + log(k) + n.

which is smaller for Kk < n.

3.2.2 Second Step

The second step of Nguyen-Stern approach consists in applying BKZ to the output basis of the
first step and consequently applying a polynomial-time search. In the following, we provide a
heuristic analysis of the second step of the Nguyen-Stern algorithm; while relatively simplistic,
our model seems to accurately predict the minimal block-size [ required for BKZ reduction.
We provide the result of practical experiments in the Section 3.3. Under the proposed model
the BKZ block-size 8 increases almost linearly with n, which implies that the complexity of
the attack should be exponential in n.

As done for the heuristic bounds concerning the first step, it is convenient to address sep-
arately random instances of HSSP,, and HSSP.. Indeed, the different algebraic and statistical
properties of the two distributions affect the performance of BKZ.



36 3 The Nguyen-Stern algorithm

Second Step HSSP,,

In our analysis below, for simplicity we heuristically assume that the lattice £y is complete,
i.e. Lx = L. This is consistent with random instances of HSSP,, (Definition 2.2).

Short vectors in Ly

The average norm of the original binary vectors x; € Z™ is roughly /m/2. If we take the
difference between some x; and x;, the components remain in {—1, 0, 1}, and the average norm
is also roughly /m/2. Therefore, we can assume that the vectors x; and x; — x; for i # j are
the shortest vectors of the lattice Ly.

We can construct “generic” short vectors in £y by taking a linear combination with {0, 1}
coefficients of vectors of the form x; — x;. For x; — x;, the variance of each component is 1/2.
If we take a linear combination of n/4 such differences (so that roughly half of the coefficients
with respect to the vectors x; are 0), the variance for each component will be n/4-1/2 = n/8,
and for m components the norm of the resulting vector will be about y/nm/8. Therefore
heuristically the gap between these generic vectors and the shortest vectors is:

vnm/8 _ yn

m/2 2
Running time with BKZ

To recover the shortest vectors, the BKZ approximation factor +™ should be less than the above
gap, which gives the condition:

< Y= (3.15)

We observed in Section 1.1.3 that achieving such a value as Hermite factor /™ heuristically
requires at least 22(%) time, by using BKZ reduction with block-size 3 ~ n. Therefore the
running time of the Nguyen-Stern algorithm is 2("), with BKZ block-size 8 = w(n) in the
second step.

Second Step HSSP

In the original BPV generator described in Section 1.6, the size of the subset is fixed; namely,
for any 4 the ith coordinate of h is the modular scalar product of & and X = (14,...,Zn),
which has Hamming weight . Namely, we have a random hidden subset sum problem according
to Definition 2.2. Recall X € {0,1}"™ is the matrix whose rows are the vectors x;’s, then
h=a-X (mod Q).

We previously observed that the condition on the Hamming weight implies that

1, - X=x-1,,
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and then we have that 1,, € L. This implies that we have the additional vectors in Ly
yi=1l, —%; € Ly foranyi=1,...,n.

Moreover, we have E[||x;||?] = mr/n and E|||y;||?] = m(n — k)/n, and the vectors x;’s are
not statistically independent. Indeed, given any two coordinates Z;, Z; of X a generic column
of X, we have that E[#;] = k/n, E[#?] = x/n and

-1
E[7:3)] = —

nn—1
This implies that E[(x;,x;)] is m times such value, hence we obtain

KN —K
Elllx; — x;1%) = Elllxil1*] + E[llx;11*] — 2E[(x;, x;)] = 2 T

Similarly, we have that E[7;] = (n — k)/n, E[§?] = (n — k)/n and

n—k)(n—r)—1
n n—1

E[g:9,] =

Notice that y; —y; = x; — x;, then E[|ly; — y;||?] = E[l|x; — x;/|?]. In spite of the fact that
Elllxi — ;1% > Ellxil?] if £ < (n+1)/2, and Eflx; — ;%] > Elllys|?] if & < (n— 1)/2; we
still have that the x; —x; are short vectors. Thus, we have that a “generic” short vector in Ly
can be constructed as a binary combination of such vectors. Namely, consider z = >_}'_, bz,
with b;’s 1.i.d. uniform over {0, 1} and zj either one of x; —x;. The variance of any component

of z is S
El22] = E[B2IE[22.] = ——
[Zz] Ek: [j} [Zkz] Hn_l
This implies that the expectation of the square of the norm of z is mr7—7.

Therefore, we can take as heuristic gap between these generic vectors and the x;’s as the
square root of

n—x
n—1

mek/n

meKk
<N —K.

While the gap between these generic vectors and the y;’s is heuristically the square root of

mr2—~t
n—1

~

m(n—k)/n "~ "

If kK < n/2 the x;’s are very small, while y;’s are closer to the generic short vector. Instead,
when the problem is balanced, i.e. kK & n—x &~ n/2, the x;’s and y;’s have the same likelihood
of being revealed. The unbalanced case k > n/2 is symmetric to kK < n/2, interchanging the
roles of x; and y;.

Thus, via the same arguments used for HSSP,, we get that to recover the shortest vectors,
we should have (™ smaller than the aforementioned gaps. Therefore, we expect that the running
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time of the Nguyen-Stern algorithm is 2("), with BKZ block-size 3 = w(n) in the second step.
For the unbalanced case we actually get a slightly lighter condition, as either for the x;’s or
y; the gap is smaller; however, the asymptotic complexities remain the same.

In Section 3.1.2 we described a heuristic algorithm to recover the binary vectors given the
reduced basis, i.e. Algorithm 3.2. This is a greedy strategy that is based on the assumption
that the vectors of the reduced basis are a combination of at most two of the x;’s. In the
balanced case we have that we can treat the y;’s as the x;’s and expect that the only vectors
of the lattice in {0,£1} are combination of two such vectors, except the special vector 1,,.
Then, applying Algorithm 3.2 artificially including 1,, in the list L, we expect to recover all
the vectors if 1,,, does not belong to the reduced basis. Otherwise, we may have a missing pair.
Notice that the vector 1,, has norm /m, hence the heuristic gap a generic short vector z and
1,, is y/x7=5. This implies that the likelihood of 1,, appearing in the reduced basis is very
similar to the one of either x; or y;, depending on the sparsity. In practice, we observed that
1,, belongs to the bases quite often.

Finally, we remark that in [NS99] the presence of these additional vectors 1,, and y;’s
inside £y is not mentioned explicitly; neither any method for extracting the fixed Hamming
weight basis is illustrated. In the sparse case distinguishing between x;’s and y;’s is quite
straightforward by using the norm of the vectors, while this is not immediate in the balanced
case. Therefore, we propose an algorithm fulfilling this purpose in Section 4.3 an we also
describe a variant working if there is a missing pair.

Hermite factors

The target Hermite factor for the second step of the Nguyen-Stern algorithm for HSSP,, is
v = /n/2, which can be written as v = a” with a = (n/4)"/("). For balanced instances of
HSSP;., we observed that such a value can be taken as a target, too. Table 3.3.1 contains the
corresponding target Hermite factors as a function of n.

We ran some experiments on a different lattice, independent from our model of Section
3.1.2, in order to predict the Hermite factor that we can achieve when using BKZ as a function
of the block-size . In particular, we considered the lattice £ € Z™ of row vectors:

for some prime p, with random ¢;’s modulo p. Since det L = p, by applying LLL or BKZ
we expect to obtain vectors of norm 2¢*(det £)'/™ = 2 . p/" where 2" is the Hermite
factor. Table 3.2.2 summarises the results we obtained. The values up to S = 40 are from our
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experiments with the lattice £ above, while for 8 > 85 the values are reproduced from [CN11],
based on a simulation approach.

Block-size f | 2 | 10 | 20 | 30 | 40 | 8 | 106 | 133
Hermite factor |1.020" [1.015™ [ 1.014™ [1.013™ [1.012" [[ 1.010™ [ 1.009" | 1.008™ |

Table 3.2.2. Experimental and simulated Hermite factors for LLL (8 = 2) and for BKZ with block-
size f3.

Notice that the minimal BKZ block-sizes 8 required experimentally in Table 3.3.1 to apply
Step 2 of Nguyen-Stern, seem coherent with the target Hermite factors from our model, and
the experimental Hermite factors from Table 3.2.2. For example, for n = 70, this explains
why an LLL-reduced basis is sufficient, because the target Hermite factor is 1.021™, while LLL
can achieve 1.020". From Table 3.2.2, BKZ-10 can achieve 1.015™, so in Table 3.3.1 it was
able to break the instances n = 90 and n = 110, but not n = 130 which has target Hermite
factor 1.013™. However, we have that BKZ-20 and BKZ-30 worked better than expected; for
example BKZ-30 could break the instance n = 170 with target Hermite factor 1.011", while
in principle from Table 3.2.2 it can only achieve 1.013™. Despite this discrepancy, we believe
that our model and the above experiments confirm that the complexity of the Nguyen-Stern
algorithm is indeed exponential in n. However, this shows that further investigations regarding
the behaviour of BKZ with respect to the lattices arising in this context is crucial for a better
understanding.

3.3 Practical experiments

We collect in this section experimental results regarding the Nguyen-Stern attack.

We provide in Table 3.3.1 the result of practical experiments for HSSP,,. The first step
consists in the orthogonal lattice attack with two applications of LLL described in Section
3.1.1. For the second step, we receive as input from Step 1 an LLL-reduced basis of the
lattice L. Table 3.3.1 shows that for n = 70 this is sufficient to recover the vectors whose
coefficients are in {£1,0} and subsequently to apply then Algorithm 3.2 in order to retrieve
the hidden vectors x;’s. Otherwise, we apply BKZ with block-size § = 10,20, 30, ... until
we recover the vectors whose coefficients are in {£1,0} and then we apply Algorithm 3.2
to retrieve the x;’s. We see that the two LLLs from Step 1 run in reasonable time up to
n = 250, while for Step 2 the running time of BKZ grows exponentially, so we could not
run Step 2 for n > 170. We provide the source code of our SageMath implementation in
https://github.com/agnesegini/solving_hssp, based on the L? [NS09] and BKZ [CN11]
implementations from [fpl16]. For the following experiments we used an Intel Core i7-8665U

CPU.
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Step 1 Step 2

n m log@Q | LLL Ly | LLL £y | Hermite Reduction Total
70 140 772 26s 1.3 s 1.021" LLL 0.8 s 4.7 s
90 180 1151 80s 4.0 s 1.017" BKZ-10 1.9s 14.1s
110 220 1592 21.9 s 10.0s | 1.015™ BKZ-20 53 s 37.7s
130 260 2095 524 s 19.6 s | 1.013" BKZ-20 16.8 s 89.6 s
150 300 2659 110.2 s 36.7s | 1.012" BKZ-30 127.0 s 5 min
170 340 3282 4 min 76.8 s | 1.011" BKZ-30 385 min | 391 min
190 380 3965 24 min | 151.7s | 1.010™ — - -
220 440 5099 81 min | 41 min | 1.009™ — — —
250 500 | 6366 | 173 min | 72 min | 1.008™ — — —

Table 3.3.1. Running time of the Nguyen-Stern attack for HSSP,,.

Regarding HSSP!., we observed that if ¢ = x/n = 1/2, it is difficult to distinguish the
vectors x;’s from the y;’s. Therefore, in Section 4.3 we will present an algorithm for this
purpose, exploiting some statistical properties of the problem. However, this requires slightly
larger m, e.g. m = 4n. In Table 4.3.2 we will present then the result of practical experiments
including new algorithms present in Chapter 4. While, if the problem is unbalanced, in certain
cases the original Nguyen-Stern strategy is sufficient. During our experiment for HSSP}, with
¢ = Kk/n &~ 1/4 we observed that this however works in a few cases; Table 3.3.2 collects their

running times.

Step 1 Step 2
n K m log@Q | LLL £y |LLL Ly Reduction Total
70 17 140 772 24s 1.1s LLL 0.6s 4.2's
90 22 180 1151 7.7s 3.5s BKZ-10 24s 13.7 s
110 27 220 1592 20.4 s 8.3 s BKZ-20 5.6 s 34.6 s
130 32 260 2095 49.7 s 17.0 s BKZ-20 134's 80.5 s
150 37 | 300 2659 126.4 s 32.6 s BKZ-30 82.5 s 4 min
170 | 42 340 3282 4 min 59.4 s BKZ-30 158 min 162 min
n/a

Table 3.3.2. Running time of the Nguyen-Stern attack applied to instances of HSSP,’".
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Our algorithm for solving HSSP in polynomial time

Our work aims to enhance the understanding of the hardness of the hidden subset sum prob-
lem. We observed in Chapter 2 that for certain choices of parameters, the sample vectors
of HSSP are indistinguishable from vectors uniformly sampled from Z7, e.g. if we consider

HSSP,, and HSSPZ/2 with log @ ~ n. Conversely, the work of Nguyen and Stern [NS99] and
our analysis expose the weaknesses of other collections of parameters, e.g. low-density HSSP.
Despite certain issues in the original paper raised during our study of the Nguyen-Stern algo-
rithm for solving the hidden subset sum, this lattice-based attack contains several innovative
ideas, which are a valid basis to construct our novel solutions for solving the HSSP. Therefore,
in this chapter we propose various algorithms to modify and improve the two-steps attack
described in Chapter 3, in order to get a polynomial-time algorithm for solving the hidden
subset sum problem.

Road map and reasons

Our rigorous analysis of the orthogonal lattice attack produced precise conditions under which
the completion of the lattice £, generated by the binary vectors x;’s associate to an instance of
HSSP can be computed in polynomial time; see Section 3.2 . Specifically, Theorem 3.1 implies
that low-density hidden subset sums are probably weaker, since the lattice L« can be likely
revealed. In Section 4.1 of this chapter we will present our methods for improving the orthogonal
lattice attack. These improvements have both a theoretical and practical impact, because they
allow us to revise the lower bound on the size of the modulus @, releasing its dependence on
the number of samples; moreover, having a better bound leads us to a substantial decrease in
time and space complexity when a large number of samples are involved.

Increasing the number of samples has indeed been decisive in solving a further issue dis-
played by our analysis of the Nguyen-Stern algorithm, i.e. retrieving the binary vectors in
polynomial time. We remind that in Section 3.2.2 we provided a heuristic analysis of the sec-
ond step of the Nguyen-Stern algorithm, in which we justify the exponential behaviour of such
an algorithm and we argue that using BKZ with a very large block size seems necessary. In
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this chapter we propose a novel approach to recover the binary vectors in polynomial time.
However, our algorithm requires m ~ n?, instead of m = 2n as the Nguyen-Stern attack. Fun-
damentally, using vectors of larger dimensions generates a trade-off between the complexity of
the orthogonal lattice attack and that one of the second step.

Our new proposal for the second step is not based on a lattice reduction strategy, as it
is the initial Nguyen-Stern attack. Namely, our algorithm reduces the problem of disclosing
the binary vectors to solving a multivariate polynomial system. This algorithm heuristically
requires m ~ n? samples and solves the problem with full asymptotic complexity O(n?).
Section 4.4 contains experimental results showing that our algorithm performs quite well in
practice, as for instance, we can reach n ~ 250 for HSSP,, in a few hours on a single PC.

We remark that, while discerning the kind of random instance we want to solve has a minor
impact on the orthogonal lattice attack!, the different properties of the instances of HSSP,,
and HSSP; affect the second step in a non-trivial way. This is actually reasonable, since the
main difference between Definition 2.1 and Definition 2.2 is the generation of the binary vectors
x;’s, which are the target of the second step. We already observed a difference when analysing
the behaviour of BKZ in Section 3.2.2, and we will see that the multivariate approach can be
adapted in both cases, by using two different strategies.

Finally, as the last contribution of the chapter in Section 4.3 we describe an algorithm
to reconstruct the original binary vectors forming the basis with fixed Hamming weight as
required for solving HSSP; .

Later in Chapter 5 and Section 6.2, we will present two further algorithms based on statis-
tical learning for solving the HSSP,,. The first algorithm shows that HSSP,, can be provably
solved in polynomial time (using a polynomial number of samples), while the second one is a
heuristic variant using fewer samples that is quite efficient in practice. This statistical learning
approach based on learning a parallelepiped is only applicable for HSSP,,, essentially because
in HSSP} the x;’s are not “statistically” independent.

4.1 Improving the orthogonal lattice attack

We have shown that Nguyen-Stern orthogonal lattice attack recovers the hidden lattice Ly in
polynomial time with probability at least 1/2 over the choice of a.. Both the bound on the size
of the modulus @) given by Theorem 3.1 and the complexity of Algorithm 3.1 depend on m,
i.e. the dimension of the input vector h.

In the following sections we will describe our alternatives to Nguyen-Stern’s second step.
These algorithms will require more samples than in [NS99|, namely at least m > n?/2 samples
instead of m = 2n. This implies that in the first step we must produce a basis of the rank-
n lattice £y C Z™, with the much higher vector dimension at least m ~ n?/2 instead of

1 See Section 3.2.1.
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m = 2n. Then, naively applying Algorithm 3.1 would lead to higher bounds for the moduli
and complexities.

Therefore, we now first explain how to modify Nguyen-Stern’s first step in order to effi-
ciently generate a lattice basis of £, C Z™ for large m. Our technique is as follows: instead
of applying LLL on a square matrix of dimension m, we apply LLL in parallel on m/t square
matrices of dimension ¢ = 2n, which is much faster. Eventually, we show in Section 4.1.2 that
a single application of LLL is sufficient.

We remark that improving the first step has an impact that is both practical and theoretical.
Indeed, it implies that the minimal size of the modulus for which we can disclose the hidden
lattice (thus, solving the hidden subset sum problem) does not depend on the value of m.

4.1.1 Blocks orthogonal lattice attack

In this section, we show how to adapt the first step, i.e. the orthogonal lattice attack from
[NS99] recalled in Section 3.1.1, to the case m > n. More precisely, we show how to generate
a basis of n vectors of L, C Z™ for m = (b+ 1) - n for b > 0, while applying LLL on matrices
of dimension ¢t = 2n only. Notice that b does not have to be constant, e.g. one can consider
b=n.

As illustrated in Figure 4.1, this is relatively straightforward: we apply Algorithm 3.1 from
Section 3.1.1 on 2n components of the vector h € Z™ at a time, and each time we recover
roughly the projection of a lattice basis of £, on those 2n components; eventually, we recombine

those projections to obtain a full lattice basis of L. More precisely, writing h = [hg, ..., hy]
b [ ho [y fh |- b
+
o [@e] - ] -+ [alo] - ]
e [@lal =] - [@l-]a] -]
Ly ’Céb)‘ — ‘Cb‘ — ’CO‘ - ‘Cg
+

Lx AR

Fig. 4.1. Computation of a lattice basis of £y by blocks.

where m = (b+ 1) -n and h; € Z", we apply Algorithm 3.1 on each of the b sub-vectors of
the form (hg,h;) € Z*" for 1 < i < b. For each 1 < i < b this gives us C((f)HCi € 72
the completion of the projection of a lattice basis of L. To recover the m components of the
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basis, we simply need to ensure that the projected bases Céi) |Ci € Z"*?" always start with
the same matrix Cgy on the first n components; see Figure 4.1 for an illustration. This gives
Algorithm 4.1 below. We denote Algorithm 3.1 from Section 3.1.1 by Ortholat.

Algorithm 4.1 Orthogonal lattice attack with m = (b + 1) - n samples
Input: he Z™,Q,n,m=(b+ 1) n.
Output: A basis of L.
1: Write h = [hy, ..., hy] where h; € Z" for all 0 <7 < b.
2: for i <—1to b do
3 yi < [ho, h1]
4 Cg>||Ci <+ Ortholat(y;, Q, n, 2n)
5 Q«CV.(cihH
6
7
8
9

Ci+<Q:-C
: end for
: Co=CV
: return [Co, C1,C5, -, Cj]

A minor difficulty is that in principle, when applying OrtholLat (Algorithm 3.1) to a subset
y; € Z2" of the sample h € Z™, we actually recover the completion of the projection of £, over
the corresponding coordinates, rather than the projection of the completion Ly of Ly. More
precisely, denote by 7 a generic projection on some coordinates of a lattice L. It is always

true that 7(Lx) C 7(Lx) C 7(Lx). Thus applying Algorithm 3.1 with a certain projection
m we recover the completion w(Lx). Hence, if the projection 7(Lx) is complete, we obtain

m(Lx) = m(Lx) = 7(Lx)-

Therefore, to simplify the analysis of Algorithm 4.1, let us first assume that the projection
over the first n coordinates has rank n, and that the projection over the first 2n coordinates
is complete. This implies that the transition matrices Q; = Cél) . (C(()i))*1 for 2 <4 < b must
be integral.

Proposition 4.1. Let m = (b+ 1) - n for b € N and b > 0. Assume that the projection of the
lattice Ly C Z™ over the first n components has rank n, and that the projection of Ly over the
first 2n coordinates is complete. With probability at least 1/2 over the choice of a, Algorithm
4.1 recovers a basis of Ly in polynomial time, assuming that Q is a prime of bitsize at least
an?(logn +1).

Proof. As first task, we show that if @ is a prime of bitsize at least 4n?(logn + 1), with
probability at least 1/2 over «, the orthogonal lattice attack recovers a basis Cgi)HCi of the
completed projection of L to the first n coordinates and the (i + 1)th subset of n coordinates
for each 1 < ¢ < b. Following the proof of Theorem 3.1, this happens if

V2n2 2™ (2n)*" < Ay (A5(a))
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Since this condition does not depend on the projection, a single application of Lemma 1.16 is
sufficient to prove our claim.

Let us denote by X the basis matrix whose rows are the vectors x;’s. By assumption the
vectors x; are linear independent, the first n xn minor X is invertible and the matrices C(()i) for
i =1,...,b must generate a superlattice of Xg. In particular, there exists an invertible integral
matrix Q; such that Qi-Cgi) = C((Jl) foreachi=1,...,b. So, applying Q; = Cél)(C((f))_1 to C;
we find C,, which contains the (¢4 1)th subset of n coordinates of the vectors in a basis having
Co = Cél) as projection on the first n coordinates. This implies that [Cq, Cq,C5, - Ci] is a
basis of Lx.

O

For random instances of HSSP,, we observed that the condition on the completeness was
always verified in our experiments. Conversely, we know that it can never hold true for random
instances of HSSP} . Indeed, we observed in Section 3.2.1 that x1,, € L and that L, C £; C
Ly, where £ is the lattice generated by 1,,,X1,...,X,. Assuming 1 ¢ L, this implies that
7(Lx) € m(L1) C 7(Ly). For each set of coordinates we have 7(1,,) = 1a,,. Then, substituting
in the arguments above £; to Ly, we obtain a similar statement. This proves the following

Theorem 4.2.

Theorem 4.2. Let m = (b+ 1) - n for b € N and b > 0. Assume that the projection of the
lattice Ly C Z™ over the first n components has rank n, and that either the projection of Lx
or L1 over the first 2n coordinates is complete. With probability at least 1/2 over the choice
of o, Algorithm 4.1 recovers a basis of Ly in polynomial time, assuming that Q is a prime of
bitsize at least 4n*(logn + 1).

For random instances of HSSP! the latter assumption was always true for the instances
analysed during our experiments.

Heuristic analysis

Regarding the size of the modulus @Q, since we are working with lattices in Z2", we can take
the same modulus size as in the heuristic analysis of Step 1 from Section 3.2.1, namely

log Q ~ 2un? + nlogn

with ¢« = 0.035. The time complexity of Algorithm 4.1 is dominated by the cost of applying
Ortholat (Algorithm 3.1) to each y;, which is heuristically O(n?) from Section 3.2.1. Notice,
the choice ¢t = 2n is then optimal according to Table 3.2.1.

Therefore, the heuristic complexity of Algorithm 4.1 is b- O(n®) = O(m-n?). In particular,
for m ~ n?/2, the heuristic complexity of Algorithm 4.1 is O(n!?), instead of O(n'®) with the
naive method (see Table 3.2.1). Finally, notice that Algorithm 4.1 can be performed in parallel
starting from the second iteration.

In Section 4.1.2 we will describe an improved algorithm with complexity O(n?).
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Remark 4.3. Theorem 4.2 implies that under given hypotheses the lower bound on the mod-
ulus @ does not depend on the number of samples, but rather on the density. Namely,
d = O(1/(nlogn)) and heuristically d = O(1/n) is sufficient to solve the problem for any m.
Notice that these hypotheses are sufficient but not necessary since, for example, one could state
a similar result using different coordinates for the projection. Alternatively, a sufficient condi-

tion is also only asking that for at least a projection either m(Ly) = m(Lyx) or 7(L£1) = m(L1).

4.1.2 Improvement via size reduction

In Section 4.1.1, we showed a method to compute £, by O(m/2n) parallel applications of
LLL. The overall heuristic time complexity is O(n!?) for m ~ n?.

In this section, we show that only a single application of LLL (with the same dimension)
is required to produce the m — n orthogonal vectors in £3. Namely, we show that once the
first n orthogonal vectors have been produced, we can very quickly generate the remaining
m — 2n other vectors, by size-reducing the original basis vectors with respect to an LLL-
reduced submatrix. Similarly, a single application of LLL is required to recover a basis of
Ly. Eventually, the heuristic time complexity of the first step is O(n?), as in the original

Nguyen-Stern algorithm where m = 2n.

Closest vector problem

Size reduction with respect to an LLL-reduced sub-matrix essentially amounts to solving the
approximate closest vector problem (CVP) in the corresponding lattice.

Definition 4.4 (Approximate closest vector problem). Fiz v > 1. Given a basis for a
lattice L C Z% and a vector t € R?, compute v € L such that ||t —v|| < ¥t —u]| for allu € L.

To solve approximate-CVP, Babai’s nearest plane method [Bab86] inductively finds a lattice
vector close to a vector t, based on a Gram-Schmidt basis. Alternatively, Babai’s rounding
technique has a worse approximation factor v but is easier to implement in practice.

Algorithm 4.2 Babai’s rounding method
Input: a basis by,. .., by of a lattice £ C Z%. A vector t € Z°.
Output: a vector v € L.

1: Write t = 27:1 u;b; with u; € R.

2: return v =% |u;]b;

Theorem 4.5 (Babai’s rounding [Bab86]). Let bq,...,by be an LLL-reduced basis (with
respect to the Buclidean norm and with factor § = 3/4) for a lattice L C R%. Then the output
v of the Babai rounding method on input t € RY satisfies ||t — v|| < (1 +2d(9/2)¥?)||t — u|
for allu e L.
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Generating orthogonal vectors in E;l'

We start with the computation of the orthogonal vectors in L. Consider the large m x m
matrix of vectors orthogonal to hi,...,h, modulo @ corresponding to the lattice L£y. Our
improved technique is based on the fact that once LLL has been applied to the small upper-
left (2n) x (2n) sub-matrix of vectors orthogonal to (hy, ..., hs,) modulo @, we do not need to
apply LLL anymore to get more orthogonal vectors; namely it suffices to size-reduce the other
rows with respect to these 2n already LLL-reduced vectors. After the size-reduction, we obtain
short vectors in Ly, and as previously if these vectors are short enough, they are guaranteed
to belong to the orthogonal lattice £3; see Figure 4.2 for an illustration. This size-reduction is
much faster than repeatedly applying LLL as in Section 4.1.1. We describe the corresponding
algorithm below.

Fig. 4.2. In the initial basis matrix the components of the first column are large. Then by applying
LLL on the 2n x 2n submatrix the corresponding components become small; this already gives n
orthogonal vectors in £i. Then by size-reducing the remaining m — 2n rows, one obtains small com-
ponents on the 2n columns, and therefore m — 2n additional orthogonal vectors. In total we obtain
m — n orthogonal vectors.

The following lemma shows that under certain conditions on the lattice £, Algorithm 4.3
outputs a generating set of m — n vectors of L. More specifically, we have to assume that the
lattice £ contains short vectors of the form [¢; 0 ... 1 ... 0] with ¢; € Z?"; this assumption
seems to be always verified in practice.

Lemma 4.6. Assume that the lattice L& contains n linearly independent vectors of the form
ci=[c; 0--- 0] € Z™ for 1 <i <n with c; € Z*" and ||c;|| < B, and m — 2n vectors of the
formc,=[c; 0 ... 1 ... 0] € Z™ where the 1 component is at index i, for 2n +1 < i <m
with ¢; € Z*" and ||c;| < B. Then if (B + 1)y/mn < X\ (Aé(a)) where v = 1+ 4n(9/2)",
Algorithm 4.8 returns a set of m — n linearly independent vectors in L, namely n vectors
aj Eﬁi for 1 <i<wn, and m — 2n vectors a eﬂi for2n+1<i<m.

Proof. Welet £ C Z*" be the lattice generated by the LLL-reduced basis of vectors ay, . . ., ag,.
By assumption the lattice £ contains n linearly independent vectors ¢; with ||c;|| < B. There-
fore we must have for all 1 < ¢ < n:
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Algorithm 4.3 Fast generation of orthogonal vectors
Input: h € Z™, Q, n, m.
Output: A generating set of L3 C Z™.
1: Let B € Z™*™ be a basis of row vectors of the lattice L of vectors orthogonal to h modulo
Q, in lower triangular form.

2: Apply LLL to the upper-left (2n) x (2n) submatrix of B.

3: Let ay, ..., a2, € Z*" be the 2n vectors of the LLL-reduced basis.

4: for i =2n+1 to m do

5 Let t; = [~h:h Q] 0 --- 0] € Z*>™.

6: Apply Babai’s rounding to t;, with respect to (aj, ..., as,). Let v € Z?" be the resulting
vector.

¢ Let a = [(t; —v) 0 1 0] € Z™ where the 1 component is at index i.

8: end for

9: For 1 < i <mn, extend the vectors a; to a; € Z™, padding with zeros.

10: Output the n vectors a} for 1 <4 < n, and the m — 2n vectors a} for 2n +1 < i < m.

”aIH < 2" . )‘n(ﬁ) < 2" B < ’}/B

This implies ||a}|| = ||la;|| < vB which gives ||a}||lv/mn < A\ (Aé(a)) for all 1 < i < n; this
corresponds to Condition 3.3 in Lemma 3.2. Therefore we must have a} € £ for all 1 <i < n.

For 2n + 1 < i < m, we consider the vector t; = [~h;h;'[Q] O --- 0] € Z*", and the
vector t; = [t; 0---1---0] € Z™ where the 1 component is at index i. We have t; € L.
Since by assumption there exists a vector ¢, = [¢; 0 -+ 1 --- 0] € Ly C Loy, we must have
t, —c,=[t; —c; 0---0] € Ly, and therefore u:=t, —c; € L.

Let v € £ be the vector obtained from Babai’s rounding at Step 6, when given the vector
t; as input. Since the lattice basis ay,...,aq, € Z?" is LLL-reduced, from Theorem 4.5 we
must have:

16 — vil <Allti —ull = ylleil| < vB

where v = 1+ 4n(9/2)". Therefore letting a; = [(t; —v) 0 1 0] € Z™, we must have a} € L
and moreover ||a%|| < ||t;—v||+1 < yB+1. As previously this implies ||a}||/mn < A\ (/H@(a))
and therefore we must have a € Liforall2n+1<i<m. O

Complezity analysis

We assume for simplicity m ~ n?, as this will be the value of m used by our algorithms later
described in this work. Moreover, since the approximation factor v for CVP is similar to the
LLL Hermite factor, we use the same modulus size as previously, i.e. log @ ~ 2:n? + n -logn
with ¢ = 0.035. Then, as in Section 3.2.1 the complexity of the first LLL reduction with L? is
O(n°log? Q) = O(n?).

We now consider the size-reductions with Babai’s rounding. To apply Babai’s rounding we
must first invert a 2n x 2n matrix with log Q) bits of precision; this has to be done only once,
and takes O(n®log® Q) = O(n”) time. Then for each Babai’s rounding we need one vector
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matrix multiplication, with precision log @ bits. Since the vector has actually a single non-zero
component, the complexity is O(nlog? Q) = O(n°). With m = O(n?), the total complexity
of size-reduction is therefore O(n”). In Section 4.1.2, we will describe a further improvement
of the size-reduction step, with complexity O(n?%/3) instead of O(n”). Overall the heuristic
complexity of Algorithm 4.3 for computing a generating set of L3 is therefore O(n?), instead
of O(n'?) in Section 4.1.1.

Computing the orthogonal of £

As in the original [NS99] attack, once we have computed a generating set of the rank m —
n lattice £+ C Z™, we need to compute its orthogonal, with m = n(n + 4)/2 instead of
m = 2n. As previously, this will not take significantly more time, because of the structure of
the generating set of vectors in £y . Namely as illustrated in Figure 4.3, the matrix defining
the m — n orthogonal vectors in £y is already almost in Hermite Normal Form (after the
first 2n components), and therefore once the first 2n components of a basis of n vectors of
Ly = (£:&)* have been computed (with LLL), computing the remaining m — 2n components
is straightforward.

1

Fig. 4.3. Structure of the generating set of £3.

More precisely, from Algorithm 4.3, we obtain a matrix A € ZMm~™)*™ of row vectors
generating £, of the form:

U

where U € Z"*?" and V € Z(m=2M)%2n_ Ag in Section 3.1.1, using the LLL-based algorithm
from [NS97| recalled in Sections 1.2, we first compute a matrix basis P € Z?"*" of column
vectors orthogonal to the rows of U, that is U - P = 0. We then compute the matrix:

P
C = gmxn
Vel

and we obtain A - C = 0 as required. Therefore the matrix C of column vectors is a basis of

Zx = (Ei_)l'
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Optimization of the size-reductions

We describe here a heuristic faster algorithm for the size-reductions, with complexity O(n2o/ 3)
instead of O(n"). The idea is to first apply LLL to the (n/k) x (n/k) upper-left submatrix of
the lattice L£o. Then the vectors are first size-reduced with respect to this small submatrix.
Then LLL is applied to the (2n) x (2n) upper-left submatrix as previously, and the vectors are
then size-reduced with respect to this larger submatrix.

The advantage is that for the first size-reduction, we are now working with a matrix of
dimension n/k instead of 2n. And in the second size-reduction, when working with the full
2n x 2n matrix, we start with vectors with much smaller components, of size roughly (k/n)log Q
instead of log Q. Below we show that taking k = n'/3

For the first size-reduction, as previously, one must first invert once a (n/k) x (n/k) ma-
trix with log Q@ bits of precision, which takes O((n/k)?log® Q) time. The complexity of size-
reducing each vector is then O((n/k)log? Q). Then the vectors have components of size roughly
(k/n)log Q bits. Therefore for the second size-reduction one must first invert a 2n x 2n matrix
with (k/n)log Q bits of precision, which takes O(n?((k/n)log Q)?) = O(nk?log® Q). For each
vector the second size reduction has complexity O(n?((k/n)log Q)?) = O(k*log” Q).

We see that for m = O(n?) vectors to size-reduce, the cost of the two matrix inversions is
dominated by the cost of the size reductions, which take O(n?(n/k)log® Q) and O(n?k? log* Q)
respectively. Therefore, the optimal value is n/k = k2, which gives k = n'/3. The time com-
plexity of the size-reduction step for them = O(n?) vectors is then O(n?%/3) instead of O(n7).

is optimal.

Notice that in practice it is more efficient to size-reduce multiple vectors at a time, in or-
der to have a single matrix-matrix multiplication, rather than a sequence of vector-matrix
multiplications.

4.2 Our multivariate approach

Recall that the Nguyen-Stern attack for solving HSSP is divided in the two following steps.

1. From the sample vector h and the modulus Q, determine the lattice £, where Ly is the
lattice generated by the x;’s.

2. From Ly, recover the hidden vectors x;’s. From h, the x;’s and Q, recover the weights «;.

In the previous chapter we have argued that the complexity of the second step of the
Nguyen-Stern attack is exponential in n, since BKZ with a large block size should be used to
retrieve the binary vectors.

In this section we describe an alternative second step with heuristic polynomial-time com-
plexity. However, our second step requires more samples than in [NS99], namely we need
m ~ n?/2 samples instead of m = 2n. This means that in the first step we must produce a
basis of the rank-n lattice £, C Z™, with the much higher vector dimension m ~ n?/2 instead
of m = 2n.
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For this, the naive method would be to apply directly Algorithm 3.1 from Section 3.1.1
to the vector h of dimension m ~ n?/2. But for n ~ 200 we would need to apply LLL on a
m X m matrix with m ~ n?/2 ~ 20000, which is not practical; moreover, the bitsize of the
modulus @ would need to be much larger due to the Hermite factor of LLL in such a large
dimension (see Table 3.2.1). However, applying our improvements to the orthogonal lattice
attack described in Section 4.1 we can compute a lattice basis of £, C Z™ for large m with
the same asymptotic complexity and by using the same modulus size log @ as for m = 2n.
Although our improved algorithm requires extra assumptions on the lattice Ly, we found that
such hypotheses are always verified in practice by any random instance of the problem.

The output of the first step is a lattice containing the target vectors xi,...,X,; thus,
the goal of the second step is to recover these vectors given as input such a lattice. The
technique we propose in this section reduces the binary vectors’ search to solving a multivariate
quadratic polynomial system. Multivariate systems are a widely studied topic with several
cryptographic applications. Indeed, they are both directly and indirectly linked to the security
of a large number of constructions. Namely, since the task of solving non-linear multivariate
polynomial system is difficult in general, this problem has been taken as underlying assumption
for encryptions and signatures, e.g. [Pat96, DS05]. Moreover, multivariate polynomial systems
have proven themselves to be a very powerful tool for cryptanalysis. Indeed, they have been
used to build attacks both for explicitly related protocols [CKPS00, Pat95, BFP12, Cou01,
FJ03, KS98, KS99| and for constructions based on other assumptions, such as code-based
[FOP*16, FGUO™11] and LWE-based [AG11, ACFP14].

In the first part of this section, we explain how to produce a convenient quadratic multi-
variate polynomial system given the output of the orthogonal lattice attack, both for random
instances of HSSP,, and HSSP;.. Then, the latter part is dedicated to a discussion regarding
the solvability of such a system. Specifically, we describe our ad hoc algorithms based on a
joint strategy of linearization and either eigenspace or half-space exploitation.

The bounds on m and the complexity we obtain by defining our own method for solving
HSSP-systems are comparable to those we could get by using known methods, e.g. Grébner
bases [CLO98]. However, we found that our algorithm is actually more practical and easy
to integrate with the orthogonal lattice attack, since both it exploits the structure and the
peculiarities of the system, and can be described in terms of linear algebra only. Moreover, being
self-contained, it makes the final result on the hardness of the hidden subset sum problem more
comprehensible and accessible for those who are not familiar with computational algebraic
geometry. Experimental results are collected in Section 4.4.
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4.2.1 Deriving a quadratic multivariate polynomial system

Our new algorithm belongs to the family of two-steps algorithms introduced in Chapter 2
and it respects the overall structure pictured by Fig. 2.1. The first step, i.e. the (improved)
orthogonal lattice attack, recovers a basis C = (cy,...,c,) of the hidden lattice £, € Z™.
The goal of the second step is then to retrieve the original vectors x1,...,%, € Ly, namely to
solve the following problem:

Problem 4.1. Let X € {0,1}"*™. Given C € Z"*™ such that WC = X for some W €
Z"*" N GL,(Q), recover W and X.

For any target row vector x; € {0,1}" there exists a row vector w; € Z" such that
w; - C = x;. The crucial observation is that since all components of the vectors x; are binary,
they must all satisfy the quadratic equation

y* —y=0.
Now, denoting by €1, ..., C,, the column vectors of C, we have
W1 X1
C1 - Cp| =
W’Vl Xn

Therefore, for each i = 1,...,n we have:

Ww; - Cc {07 1}771 < VJ c [1,7’77,], <Wi,6j>2 — <Wi,C]’> =0
<~ V] S [1,m], <Wi, (GJ . E;) . WT> — <Wi,6j> =0

K3

-
oo -

Fig. 4.4. Disassembling the row vectors x;’s.
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Let w = (wy,...,wy,) be a row vector of variables, for each column of C we can define a
quadratic polynomial (w,¢;)? — (w, ;) € Z[w]. Then, the vectors wy,...,w, are among the
solutions over Z of the induced quadratic polynomial multivariate system of m equations:

w18l - wl—w-¢ =0
(4.1)
W CpCl Wl —w-C,, =0

Notice that in order to recover the binary vectors x;’s is sufficient solve the system, since given
w; we can compute w; - C = x;. Therefore, our multivariate approach essentially consists in
constructing and solving such a system.

Remark 4.7. In our framework, we presume that the system derived from HSSP is overdeter-
mined, since m > n. According to the literature, we can expect to solve a “random” overdeter-
mined quadratic systems in polynomial time if m > n? by using Grébner basis techniques for
zero dimensional ideals [CLO98, BFSY, BFP12, Fau99, Fau02]. This bound applies also for the
XL algorithm [CKPS00], which however is designed supposing that the system has a unique
solution. This is not the case for our system (4.1). Indeed, depending on the distribution of
HSSP and the parameters, we will see that a precise number of solutions is predictable. More
generally, considering these systems as “random” appears not entirely correct, as they inherit
some structure from the main problem.

Moreover, the aforementioned methods for solving multivariate polynomial systems revealed
themselves inefficient in practice for this specific application. Therefore, in the following we will
discuss how to solve (4.1), taking advantage of our knowledge of the general setting. Eventually,
we will show that for m ~ n?/2 the hidden subset sum problem can be heuristically solved
in polynomial time, using a multivariate approach. We could not substantially decrease this
value by using this explicit approach, but this is, as a matter of fact, coherent with the cited
literature.

4.2.2 Recovering the binary vectors x;’s

Our algorithm for solving system (4.1) performs three main operations: a linearization, a kernel
computation and finally a driven inspection of such a kernel. While the first and the second
phases are pretty straightforward, the latter is highly affected by the distribution that is used
to generate the binary vectors of the HSSP instance we are solving.

Linearization and kernel computation

Linearization techniques for solving systems have been used in literature since [Laz83|. For
instance, the XL algorithm [CKPS00] is a method widely used for cryptanalysis and based on
this principle. We briefly recall how to apply linearization to system (4.1).
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Given C the basis of L. Since the coordinates of its columns are (€)i = Cyj, for all
1 <7 <m, we can write:

n

w-g;el - wT = Z Zyiykcijckj = Z Zwiwk(2 —0;,1)Ci;Chj

i=1 k=1 i=1 k=i

with §;, = 1 if ¢ = k and 0 otherwise. Namely, the coefficient of the degree 2 monomial
wywg for 1 <4 <k <nis (2—0;,)C;jCy;. Thus, we consider the corresponding vectors of
coefficients for 1 < j < m:

'n2 +n

r; = ((2—0;1)CijCrj)i<ic<k<n €Z 2 . (4.2)

77.2 n
We set R € Z" 5 %™ t0 be the matrix whose columns are the r;’s and

n2+3n
E= c7 =z xm,
-C
Hence, (4.1) is equivalent to
Z | W |- E = O
z = (Wiwy)1<i<k<n € L™ 2

This implies that the solution of the system is the intersection of ker E, i.e. the left kernel of
E, and the set

n243n

Z ={((wiwk)1<i<k<n, W) €EZ 2 | we€Z"}.

Therefore, our method consists in first computing ker E, and subsequently we examine it for
computing vectors in such intersection, relying on the heuristic assumption that the matrix
E has the maximal “possible” rank? when m > (n? + n)/2. We observed that this is actually
always verified in practice.

Solving HSSP,, via eigenspace computation

For a random instance of HSSP,,, we expect that the unique non trivial solutions are
W1i,..., Wy, when m > n. Indeed, for large enough m we expect the vectors x; to be the unique
vectors in £, with binary coefficients. More precisely, consider either a vector v = x; + X; or
v = x; — X, for ¢ # j. The probability that all components of v are in {0,1} is (3/4)™, so for
n?/2 possible choices of i,j the probability is at most n? - (3/4)™, which for m ~ n?/2 is a
negligible function of n.

Consider the set of vectors

2 This depends on the number of solutions. See Section 4.2.3.
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Fig. 4.5. Construction of E.

n2+3n

W = {((wiwk)1<i<k<n, W) €EZ" 2 | w e {wy,...,w,}}.

Since by assumption the vectors w;’s are linearly independent, Span(WV) is a subspace of
dimension n of ker E. This implies that dimker E > n.

Heuristic 1. If m > (n? +n)/2, the matriz R has rank (n? +n)/2.

Heuristic 1 implies then rank E > (n?+n)/2. So dim ker E = n. Since the set of n vectors in W

forms then a basis of ker E, the first step is to compute a basis of ker E over Q from the known
TL2 n

matrix E € 25" xm, However, this does not immediately reveal W since the n vectors of W

form a privileged basis of ker E; namely, the vectors in W have the following structure:

2,3
((wiwk)lgigkgn,wl,...wn) S Zn 2 n.

First, note that the last n components in the vectors in W correspond to the linear part in
’712 n
the quadratic equations of (4.1). So, we can consider the base matrix K € Q™* = of ker E

such that the matrix corresponding to the linear part is the identity matrix:

K=[M|L)] (4.4)

n2+n

where M € Q"* 2. A vector v = (v1,...,v,) € Z™" is then a solution of (4.3) if and only if
v - K € W, which gives:

v - M = (v;0)1<i<k<n-

By duplicating some columns of the matrix M, we can obtain a matrix M’ € Z"**" such that:

v - M = (vjvg)1<i<ni<k<n-
We write M’ = [My, ..., M,] where M; € Z"*". This gives:

v-M,=v;-v
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forall 1 <i<n.

This means that the eigenvalues of each M; are exactly all the possible i-th coordinates
of the target vectors wi,...,w,. As a result, the vectors w;’s are the intersections of the left
eigenspaces corresponding to their coordinates.

Eigenspaces computation

Consider the first coordinates w; 1 of the vectors w;, for example. From the previous equation,
we have:
Wy - M1 = Wj,1 " Wj.

Therefore, the vectors w; are the eigenvectors of the matrix M;, and their first coordinates
wj.1 are the eigenvalues. Assume that those n eigenvalues are distinct; in that case we can im-
mediately compute the n corresponding eigenvectors w; and solve the problem. More generally,
we can recover the vectors w; that belong to a dimension 1 eigenspace of M;; specifically, in
that case w; is the unique vector of its eigenspace such that w; - C € {0,1}", and we recover
the corresponding x; = w; - C.

Our approach is therefore as follows. We first compute the eigenspaces E, ..., E of M.
For every 1 < k < s, if dim E), = 1 then we can compute the corresponding target vector, as
explained above. Otherwise, we compute My ;, the restriction map of My at Ej, and we check
the dimensions of its eigenspaces. As we find eigenspaces of dimension 1 we compute more
target vectors, otherwise we compute the restrictions of M3 at the new eigenspaces and so on.
We iterate this process until we find all the solutions; see Algorithm 4.4.

To better understand this procedure, we observe that we essentially construct a tree of
subspaces of Q™, performing a breadth-first search algorithm. The root corresponds to the
entire space, and each node at depth 7 is a son of a node E at depth ¢ — 1 if and only if it
represents a non-trivial intersection of E with one of the eigenspaces of M;. Since these non-
trivial intersections are exactly the eigenspaces of the restriction of M; to E, our algorithm
does not compute unnecessary intersections. Moreover, we know that when the dimension of
the node is 1 all its successors represent the same space; so, that branch of the algorithm can
be closed. See Fig. 4.6 for an illustration.
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Algorithm 4.4 Multivariate attack for HSSP,,

Input: C € Z"X™ a basis of L.
Output: x,...,x, € {0,1}", such that w;, - C=x; fori =1,...,n.
7L2 n
1: Let r; = ((2 — 5i,k)Cijij)1§i§k§n eZ Eh for 1 <j<m.
2 B — |:I‘1 B o) c angan <m

C

n243n

3: K« Ker Ewith K=[M|L,] e Qm* ="

4: Write M = [ﬁlik]lgigkgn where m;;, € Qn

5: Let M; € Q"*" with M; = [Myk]1<k<n, using My, := My, for i > k.
6: L + [1,]

7: for i + 1 ton do

8: L2 — H

9: for all V € L do

10: if rankV =1 then

11: Append a generator v of V to Ls.

12: else

13: Compute A such that V-M,; = A -V.
14: Append all eigenspaces U of A to Lo.
15: end if

16: end for

17: L+ LQ

18: end for

19: X « H

20: for all v e L do

21: Find ¢ # 0 such that x =c-v - C € {0,1}", and append x to X.
22: end for

23: return X

@ (1) M,
O © O, M

G a a M;

Fig. 4.6. An example of the tree we obtain for wy = (2,1,1), wz = (1,0,1), wg = (1,1,1). The matrix
M, has an eigenspace of dimension 1 E; > and one of dimension 2 F1 1. At the first iteration we obtain
therefore w1. Then we compute the restriction of My to Ej 1; this has two distinct eigenvalues 0 and
1, which enables us to recover the eigenvectors wz and ws. All the nodes at depth 2 represent 1-
dimensional spaces, hence the algorithm terminates.



58 4 Our algorithm for solving HSSP in polynomial time

Analysis and improvement via reduction modulo p

The running time of the algorithm is dominated by the cost of computing the kernel of a

matrix E of dimension ”253" x m. For m = O(n?), this requires O(n°) arithmetic operations.

Thus we have shown:

Lemma 4.8. Let C be a base matriz of the lattice Ly associated to a random instance of
n24n

HSSP,,(m, Q). Let R € Z" = *™ the matriz whose columns are the r; constructed as in (4.2).

If R has rank "2;", then the vectors x;’s can be recovered by performing O(n®) arithmetic

operations.

77,2 n
Our algorithm is heuristic as we must assume that the matrix R € Z 2" XM hags rank (n? +

n)/2. In our experiments we took m = (n? + 4n)/2 and this hypothesis was always satisfied.
The coefficients of the input matrix C can be very large, causing the arithmetic operations
to be extremely slow. Therefore, in practice it is more efficient to work modulo a prime p

instead of over Q.
Indeed, Problem 4.1 is defined over the integers, so we can consider its reduction modulo
a prime p:
WC =X (mod p)

and since X has coefficients in {0,1} we obtain a system which is exactly the reduction of
(4.1) modulo p. In particular, we can compute K = ker E modulo p instead of over Q, and
also compute the eigenspaces modulo p. Setting R = R mod p, if R has rank @, then X
can be recovered by O(n® - log? p) bit operations.

Note that we cannot take p = 2 as in that case any vector w; would be a solution of
w; - C = x; (mod 2), since x; € {0,1}™. In practice, p = 3 and m = (n? + 4n)/2 were
sufficient to recover the original vectors Xy, ...,x,. The heuristic time complexity is O(n"),
while the space complexity is O(n*). See Section 4.4.1 for our practical experiments.

Solving HSSP; via bit guessing

Analysing the hardness of random HSSP.;, we have to take into account the relation between
the parameters n and k. If the problem is highly unbalanced, a brute force approach can be
more convenient in terms of overall time and space complexity, e.g. if (2) = poly(n). Conversely,
this is not very efficient if  is too close to n/2. However, similarly to HSSP,,, in this case we
can suppose that the vectors x;’s are the only nonzero binary vectors inside L.

Recall that additional binary vectors belong to Ly, as discussed in Section 3.2.1 and 3.2.2.
Indeed, the associated matrix X has columns of Hamming weight . So, denoting by 1, the

vector of dimension s having all components equal to 1, this implies that
1, - X=x-1,,

Therefore, we have that 1,, € £, and consequently y; = 1,, — X; € Ly for any i = 1,...,n,
i.e. the completion of the lattice L, contains n + 1 new binary vector.
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The linear relation between any x; and y; induces a linear relation among pairs of solutions.
Indeed, if C is a basis of Ly got as the output of the orthogonal lattice attack, there exist vectors
e,w; € Z" such that w;-C=x; fori=1,...,nand e-C =1,,. Then (e — w;) - C = y;. This
implies that the vectors f; = e — w; are solutions of the multivariate quadratic system, too. If
the vectors x;’s,1,, and y;’s are the unique binary vectors of Ly, then 0,e, w1,...wy,,f1,...f,
are the only solutions of the multivariate system.

We consider then the following extended set

’rL2 n
£ = {(wiwp)1<ichen, W) €L | w € {w1,..., Wy, f1,...f,,e}}.

Because of the quadratic monomials, the dimension of Span(€) is larger® than n. As a conse-
quence, Heuristic 1 is not suitable for a system (4.1) associated to random instances of HSSP}.
Nevertheless, we can use the following heuristic:

Heuristic 2. If m > (n? +n)/2, the dimension of ker E is 2n.

We observed that Heuristic 2 is always satisfied in practice if the problem is not highly un-
balanced; see Table 4.2.1, 4.2.2 and 4.2.3 for examples. However, this implies that we can
not apply the eigenspace technique illustrated for HSSP,,. Indeed, we can only obtain a base

. 2n X n2+3n
matrix K € Q 2

of ker E having form

I
K=|M "
TL2 n
where M € Q2?n* cal So, in this case we proceed by using a guessing technique, taking
advantage of the symmetry among the solutions.
Recall, the last n components in the vectors in Z correspond to the linear part in the

quadratic equations of (4.1). A vector v = (v1,...,v,) € Z" is then a solution of (4.3) if and
only if there exists v, 41,...,02, € Z such that vy = (vi,...,0n,Unq1,...,02,) - K € . This
gives:

(V1y ey Uny Ung1s - -+, V2n) - M = (0;08)1<i<k<n (4.5)

Similarly to the previous case, i.e. for HSSP,,, we can also consider the problem reduced
modulo a small prime p. Indeed, there always exists a p preserving the mentioned properties
of the system. Therefore, in the following we directly describe the strategy implicitly assuming
to be over a suitable F,,.

Let us denote by w a generic w; and f the corresponding f;, and w-C=xand f- C =y.
Recall also that any coordinate of x corresponds to a linear equation, e.g. (w,¢;) = x;1. For
instance, then guessing the first coordinate of w - C provides directly n linearly independent
quadratic equations on w;(w,€;) —wjz; =0 for j =1,...,n.

3 See Section 4.2.3.
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Such quadratic equations can be written as linear equations on the vector v, according to
(4.5), and used to split the space of solutions. Namely, guessing the first component determines
two subspaces V7 and V; 1 of IFZ%”, that corresponds to the conditions z; = 0 and z; = 1,
respectively.

Since (f,€1) = 1 — x4, intersecting ker E with V; ¢ and Vi ; splits the space in about half.
Indeed, ker EN Vi ¢ and ker E NV} ; have dimension n and n + 1, respectively. Clearly, the
same argument applies to any coordinate of x. Hence, for any j = 1,--- ,m the intersection
with either Vj o or Vj; halves the space.

The cost of naively computing all the possible intersections requires performing an expo-
nential number of operations. Notice that we had a similar issue for the eigenspaces intersection
method previously discussed. Therefore, we can apply a branching strategy and split the space
by iterating on coordinates j’s that are pivots of C. Without loss of generality, we suppose here
that ¢4,..., ¢, are linearly independent modulo p. Moreover, we can directly start to iterate
over the half space ker E NV} o, since the branching tree is symmetric.

Specifically, we start by computing Ky = ker ENV} o, i.e. the preimage of x; = 0. This space
can be further divided by intersecting it both with V5 ¢ or V5 ;; as a result, we get two subspace
Koo = KoNVa o and Ko = KoNVa 1, respectively. Obviously, we have Ko, = ker ENV; gNVa .
So, as a convention we write for b € {0,1}"

Ky =kerE (] Vi,
ie{l,....k}

This branching strategy naturally creates an unbalanced binary tree, whose leaves are vector
spaces (of dimension one) generated by each one of the coordinates’ vectors of the elements
of £ with respect to the basis K. Recall that as a root we actually consider K rather than
the full space, since if x; (resp. y;) is retrieved starting by Kp, the dual y; (resp. x;) can be
computed directly using the linear relation. This implies that computing all the vectors among
the x;’s and y;’s whose first coordinate is zero is sufficient. The full strategy is summarised by
Algorithm 4.5.

We now discuss two possible situations, depending on the ratio between n and k. For
instance, suppose k/n = 1/2. The fixed Hamming weight columns of X are independent, then
we expect that at each level the dimension of K3, is halved. Moreover, we know the number of
leaves is n. This implies that for a random instance of HSSPZ/ 2 we can expect that the depth
of the tree is H = O(logn). See Figure 4.7.
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no constraints

) e

Fig. 4.7. Expected tree of the multivariate attack applied to HSSP}, for k/n = 1/2.

Instead, the shape of the tree is slightly different if the problem is not balanced. Namely,
suppose that k/n is a value neither extreme nor central, e.g. k/n = 1/4; the probability of
x; = 0 is k/n and the probability of z; = 1 is 1 — x/n. This implies that we can expect the
dimensions of the Ky not being equal, except for Ky and K;,. For instance, when x/n = 3/4
we expect dim K,/ dim Kpp &~ 4 and dim K}/ dim Ky, =~ 4/3. See Figure 4.8.
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no constraints

(%0 ) Ko

Koio

1
e

( Koi10 ) ( Ko111 ) T4

Fig. 4.8. Expected tree of the multivariate attack applied to HSSP;, for x/n = 3/4.

Therefore, if the problem is not perfectly balanced, the average height of the tree increases.
Specifically, we formulate the following heuristic:

Heuristic 3. For a random instance of HSSP) the height is H = O(log,n), where a =
min{n/k,n/(n — k)}

Table 4.2.1, 4.2.2 and 4.2.3 collect experimental values of H for various sets of parameters.

Remark 4.9. Our bit-guessing method illustrated above produces the full list of binary vectors
X1,..,X, and yi,...,y,. Since E[|x;||?] = mx/n and E[||y;||?] = m(n — &)/n, it is not
straightforward to distinguish any x; from any y; if the problem is balanced. In order to fully
identify a target hidden basis, we need therefore a further step. Our algorithm for solving this
final issue is described in Section 4.3.
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Algorithm 4.5 Multivariate attack for HSSP}
Input: C € Z"*™ a basis of Ly.
Output: zy,...,2z, € {0,1}™, such that either z; = x; or z; = y; fori =1,...,n.
1: Let r; = ((2 — 5i,k)Cijij)1§i§k§n € Zﬁ# for 1 <j<m.
o [rieeery n2isn
. In 2n % n243n
3:K<—ker]FPEW1thK:{M O]EFP 2
4: Write M = [fhik]lgigkgn where m;;, € Fp2n.
5: Let M; € F,>"" with M; = [fg]1<k<n, using myy, := iy, for i > k.
6: L + [IQn]
7. C=True
8 7=0
9: while C do
10: for i <+ 1 ton do
11: g, — M1 . éj
12: end for
13: G=I[g,...,8,) eF2"
14: Ly + ]
15: Vg < ker G > This is a basis of V} o
16: if 7 > 0 then
17: E, + G-L,]0,]T € IF‘%"X”
18: Vi + kerE; € IE‘%”X” > This is a basis of Vj 1
19: end if
20: for all V € L do
21: if rankV =1 then
22: Append a generator v of V to Ls.
23: else
24: Compute a base matrix of VNV and append it to Lo if non-zero.
25: if j > 0 then
26: Compute a base matrix of VNV and append it to Lo if non-zero.
27: end if
28: end if
29: end for
30: L+ Ly
31: j—j+1
32: if maxyep rank’V =1 then
33: C + False
34: end if
35: end while
36: X « ||
37: for all v € L do
38: Find ¢ # 0 such that x =c-v-C € {0,1}", and append x to X.
39: end for

40:

return X
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Analysis

For each pair (j,b) computing the spaces V;, requires O(n?) operations. Those spaces are
represented by matrices of given dimension, either n x 2n or (n + 1) x 2n, depending on b.
Since any K}, has dimension at most n x 2n this implies that the computation of each node is
O(n?). Then the full bit-guessing algorithm performs O(n? - 2f1) arithmetic operations; thus,
heuristically this is O(n? - 28 ") = O(n?).

Therefore, the overall complexity of the multivariate approach is dominated by the cost
of computing the kernel of the matrix E, as for the eigenspace approach previously described
for HSSP,,. Then, if Heuristic 2 and Heuristic 3 hold true, we can recover the binary vectors
within time complexity O(n®) and space complexity O(n*). Experimental results are collected
in Section 4.4.2.

Experiments on Heuristic 3

Table 4.2.1, 4.2.2 and 4.2.3 collect experimental values of H, as in Heuristic 3, for various set
of pairs n,x and m = n(n + 4)/2. We remark that Heuristic 2 was always verified for these
choices of parameters in our experiments.

’n ‘ K ‘ a ‘loga(n)—&-l‘fE[H] ‘
90(10|1.12 39.20 37.60

90(20|1.29 18.91 20.90
90|30 (1.50 12.10 14.60

9040 (1.80 8.66 14.30
90|45 (2.00 7.49 14.80
90|50 (1.80 8.66 14.30

90|55 (1.64 10.14 13.90
90|60 (1.50 12.10 15.70
90|70 (1.29 18.91 21.40
90|80 (1.12 39.20 41.50

Table 4.2.1. Collection of a = min{n/k,n/(n — k)}, log,(n) + 1 and experimental mean of H over
10 random instances of HSSPgy, for each . Heuristic 2 was always verified for these choices of n and
K.

4.2.3 Dimension of ker E and number of solutions

Consider the set of vectors associated to the coordinates of the binary vectors x;’s respect to
C:
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’n‘m‘a ‘loga(n)—i—l‘fE[H] ‘
110{ 10 |1.10 50.32 55.20
110} 20 |1.22 24.42 29.40
110} 30 |1.38 15.76 20.60
110} 40 |1.57 11.40 15.00

110} 50 |1.83 8.75 13.90
110| 55 |2.00 7.78 15.40
110} 60 |1.83 8.75 15.10

110| 70 |1.57 11.40 16.70
110} 80 |1.38 15.76 18.60
110} 90 |1.22 24.42 26.00
110{100|1.10 50.32 48.00

Table 4.2.2. Collection of a = min{n/k,n/(n — k)}, log,(n) + 1 and experimental mean of H over
10 random instances of HSSPT,, for each k. Heuristic 2 was always verified for these choices of n and
K.

’TL‘I{‘CL ‘loga(n)Jrl‘]E[H] ‘
130} 20 |1.18 30.14 28.00
130] 40 |1.44 14.24 19.00
130| 50 |1.62 11.03 16.33
130] 65 |2.00 8.02 15.00
130{ 90 |1.44 14.24 18.50
130{110|1.18 30.14 32.00

Table 4.2.3. Collection of a = min{n/k,n/(n —k)}, log,(n) + 1 and experimental mean of H,
computed over 3 random instances of HSSPT3, for each k. Heuristic 2 was always verified for these
pairs of n and k.

n243n

W = {((wswi)1<i<k<n, W) € Z 2

w e {wi,...,w,}}.

Obviously, {0} UW C Z Nker E. Since by assumption the vectors w;’s are linearly indepen-
dent, Span(W) is a subspace of dimension n of ker E. This implies that dimker E > n, and

n2+n
2

In Section 4.2 [CG20a] it is conjectured that for m > (n? + n)/2, the matrix R is likely
to be of rank (n? 4+ n)/2 when generated by a random instance of HSSP,, Namely, for such
values of m we can expect dimker E = n, and that a basis of ker E is given by the set W.
This is in fact always verified in practice. However, we observed that this is no longer true

consequently n < rank E < min {m,

when considering a random instance of HSSP;,. The main reason is that the correct intuition
is actually that the dimension of ker E depends on the number of solutions. Since we showed
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in Section 3.2.2 that additional binary vectors are in Ly in such a case, Heuristic 1 cannot be
correct for HSSP;.

Providing a precise and formal explanation of our new claim would require introducing some
background, without eventually changing the heuristic status of the algorithm. Therefore, the
purpose of this section is just to give an informal intuition of a possible reasoning behind our
conjecture.

System (4.1) is defined by the quadratic multivariate polynomials (w,¢;)? — (w,&;) for
j =1,...,m. Studying the system algebraically is equivalent to considering the ideal I C Q[w]
generated by such polynomials. Now, let W} be the span of the monomial of degree up to &
and I, = I N Wj. For instance, consider

Wy = <{wiwk}1§i§k§n ) {wi}1gign Do

and Is = V5, N I. By construction, the rows of E are the coordinates of the polynomials
(w,€;)? — (w,¢;) for j = 1,...,m respect to the aforementioned monomial basis of Ws.
Therefore, we have that dimg I> > rank E, and consequently dimg W3/I> < dimker E + 1.
Thus, we now observe that dimg Q[w]/I is linked to the number of solutions. Indeed, if
qo € Ve(I), i.e. qo € C" is a solution of (4.1), then qo - C € {0,1}™. This implies that V¢ (1)
has finite cardinality, since C is full rank. It can be proven that this implies that ideal I has
dimension zero and so the dimension of Q[w]/I as Q vector space is finite. This is convenient
because zero dimensional ideals have good properties. For instance, it is possible to prove that

dimg Q[w]/I = dim¢ C[w]/(IC[w]) > #Vc(I),

where the last inequality becomes an equality if I is radical. Since dimg Q[w]/I = dimg V2/I>+
Z, the previous inequalities imply that

dimkerE >Ve(I)-1-=2>V;(I)-1-%

Then, the number of solutions (together with other properties of the ideal associated to the
system) affects the dimension of dim ker E. A similar (but not exactly the same) reasoning can
be applied for working over F,,.

After defining the linearised system (4.3), we claimed that our method relies on the heuristic
assumption that the matriz E has the maximal “possible” rank when m > (n? + n)/2. In
view of the given argument, therefore, we can interpret this as assuming that the previous
conditions are as tight as possible. Obviously, the foregoing does not actually properly justify
our heuristics; however, it partially explains why we can expect the two families of problems
to have different behaviours.
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4.3 Retrieving fixed Hamming weight bases

The methods we discussed for solving the hidden subset sum problem require dealing with
several sub-problems, such as disclosing a hidden lattice and solving a multivariate polynomial
system. We have seen that for random instances of HSSP,, our algorithms directly reveals the
hidden binary vectors xi,...,%,. However, for balanced HSSP/ this is not the case. Indeed,
we have shown that the lattice £, contains additional binary vectors y; = 1,, — x; for any
i=1,...,n, since the matrix X has columns of fixed Hamming weight x. When x/n ~ 1/2, it
is almost impossible to directly distinguish between any y; and x;. Nevertheless, in this section
we present an algorithm that finally retrieves the target vectors x;’s.

Before introducing our new algorithm, it is useful to notice that we can easily distinguish
the (unordered) pairs {y;,x;}. In fact, given the set of vectors {x1,...,Xn,¥y1,-..,¥n}, We can
take those ones having first component equal to zero and get the dual vector by subtraction
from 1,,.4

Thus, the remaining task consists in deciding for each pair which vector is part of the
basis. Enumerating all the possible bases requires to produce 2" matrices, which is clearly
not efficient; therefore, in the first part of this section we describe an iterative algorithm for
completing this task in polynomial time.

Notice that this algorithm cannot always be integrated with the BKZ attack of Section
3.1.2. Indeed, as our analysis in Section 3.2.2 highlighted, the vector 1,, is likely to appear
in the BKZ reduced basis, which implies that one of the pairs {y;,x;} remains unknown.
Nevertheless, in Section 4.3.2 we present a variant of our iterative algorithm that recovers
fixed Hamming weight bases, even if one pair is missing.

4.3.1 Our algorithm

Consider the set of unordered pairs {{y;, Xi}}izl,....n' Then for each i = 1...,n we randomly
select a row vector z; from the ith pair, i.e. z; is either equal to y; or the corresponding x;. The
input of our iterative algorithm is a matrix Z whose rows are z;’s produced by this procedure.
We start by measuring the variance of the vector s = 1, - Z. Namely, we compute the
sample mean i, = Y., s;/m and the sample variance vo = >_ ., (s? — fi?)/m. Subsequently,
we iteratively twist the rows of Z, by exchanging z; with 1,,, — z;, keeping the twisted vector if
and only if the variance of the new s decreases. The output of the algorithm is either the matrix
Y of all y;’s or X that one of all x;’s. Our iterative algorithm is illustrated by Algorithm 4.6.
Finally, to distinguish X and Y is sufficient to solve the linear system for computing the
vector a of the hidden weight and if the chosen basis is correct, then the problem is eventually
solved. Obviously, given one of the two matrix computing the other one is straightforward.

4 Notice that this is straightforward if taking the output of the bit-guessing algorithm of Section
4.2.2.
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Algorithm 4.6 Statistical attack for retrieving fixed Hamming weight bases

Input: Z € {0,1}""™ whose rows are either one of the y;’s or x;’s, e.g. the output of Algo-
rithm 4.5.
Output: Z € {0,1}"*™ whose columns have the same Hamming weight.

1: Let z; for 1 < j < n be the rows of Z.
2:s=1, 7
3 fis = Z;n 1 Sz/m
g vg = S0 (52— i2) /m
5 v =1
6: 1 =0
7: while v # 0 do
8: j <41 modn
9: Zj < 1,, — Z;
10: s+ 1, -7Z
11: fus < Dty 8i/m
120 v Y (s - i) /m
13: if v < vy then
14: Vg U
15: else
16: Zj < 1,, — Z;
17: end if

18: 11+ 1
19: end while
20: return Z

Analysis of Algorithm 4.6

Algorithm 4.6 exploits two properties of the columns of X: they are sampled independently and
they have fixed Hamming weight. In this section we provide a formal analysis of our algorithm,
proving both the correctness and convergence.

Let € = (€1,...,€,) be a random vector of dimension n uniformly distributed over B, .,
we define s, = (€,1,). s is a constant random variable. Namely, E[s,] = x and afﬁ =0. By
Definition 2.2, the columns of X are sampled from the uniform distribution over B,, ,.; therefore,
we can interpret them as a samples of €. In addition, we have that E[s,] = 1, - X/m = x and
52 =0.

Recall that as input of the algorithm we have n row vectors, but for each one we do not
know if we actually have either one the of x;’s or the corresponding y;. Thus, we now introduce
a further kind of random variable in order to formalise this fact. Namely, for any i = 1,...,n,
we want to define a random vector whose coordinate can be either ¢; or 1 — ¢; with the same
probability. Then, we the define the following family of random vectors parameterised by
binary vectors of dimension n: for any b = (b1,...,b,) € By, p(b) is the random vector whose
ith coordinate is
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bie; + (1 — bl)(l - 61‘) =1-0b; + (2[)2 — 1)6i

any ¢ =1,...,n.

If Z is any matrix such that any row z; is sampled uniformly from {y;,x;}, then each
column of Z can be interpreted as randomly sampled from the distribution of p(b) for a fixed
unknown b. We can associate to each loop of Algorithm 4.6 a fixed b, and so twisting the ith
variable corresponds to twisting the ith bit of b.

Let us consider now a single loop, i.e. b is fixed. Writing p(b) = p = (p1, ..., pn) we define

n
s = sz
i=1

We have then that P(s = s,) = 27" and s = 1,,-Z is a vector of samples distributed according
to s. Therefore, if m is sufficiently large, we can get a good estimation of o2.

We are going two show that the value o2 can be used to measure (informally) the “distance”
of p from either € or 1 — €. Recall that these two cases correspond to two target settings: we
have z; = x; forevery i =1,...,nif p=¢; while z; =y; foreveryi=1,...,nif p=1—e.

For each 1 <i,j <n and i # j we define

b 0 otherwhise.

b o_ {1 (pi=e)N(pj=c¢j)or (pi=1—¢)N(p; =1—¢,)
saying that p; and p; are compatible if A?’j = 1. Then if AP = Zi# A;O,j + 1, we call degree
of compatibility of p

i.e. the max number of compatible pairs of variables in p. For instance, € and 1 — € have the
maximal possible degree of compatibility n. Conversely, the minimal degree of compatibility
is either n/2+ 1 or n/2, if n is odd or even, respectively.

In the following we show the relation between o2 and the degree of compatibility of p, and
we prove that by twisting the rows of Z we can decrease o2

2 and consequently maximise the
degree of compatibility of p. Specifically, we prove that the variance o

2

2 can increase only if,

by twisting p;, we decrease the degree of compatibility of p. This is a direct consequence of
the following lemma:

Lemma 4.10. Let b = (by,...,b,) € B,, and j € {1,...,n}. Denoting:
e b’ € B, such that b =b; fori#j and b, =1—b,
¢ p(b) = p and p(b’) = p/,
'SlzlfijFZi;éjPi :ZiPQ-

we have that o2, > o2, if and only if A;’ > (n+1)/2.

Proof. Recall that c,, ,, = E[pip;] — E[p;]E[p;] is the correlation of p; and p;; we have that



70 4 Our algorithm for solving HSSP in polynomial time

n

2 _ 2

Os = § :Upi+2 E : Cpi.p;
i=1

1<i<j<n
Since 02, =07 _, =02 = k(n —k)/n® and 07 = 0 we have
2_ 2 _ 2 _ Z
0s =05 — 05, = 2 (Cpmﬂj - C€i7€j) (46)
1<i<j<n

In addition, notice that

Cl—pi.p; = E[(1 = pi)p;] — E[1 — pilE[p;] = E[p;] — E[pip;] — E[1E[p;] + E[pi]E[p;] = —cp,.p;

and, since ¢, = —k(n — k)/(n2(n — 1)), this implies
—:2(?;—'{1)) if p;, p; are compatible 1yaes k(n — k)

Cp p = __pa., K —k)

o :2(8:?) otherwhise. n2(n—1)

Without loss of generality, suppose we twist the first variable of p and we denote s’ =
1—p1+ Y, pi. Then we get

Kk(n — k) )
o =0t ==4 3 o = —dipn—yy 2 (CUM =

_ éﬁlji., _ n,_: 1)) =
= 4n2(n—1) [—(A; —1)+( 1—(41-1))]
K(n — K)

This implies that if 02, > o2, if and only if Ay > (n + 1)/2, i.e. p1 is actually compatible
with largest part of the other variables. Namely, in such a case twisting p; we are actually
decreasing the degree of compatibility of p.

O

Therefore, we can conclude that, after twisting any of the p;’s, we can just compute the
new value of 02 and keep the twist only if this value is lower than the previous. This is indeed
the loop of Algorithm 4.6, since in terms of samples twisting p; corresponds exactly to twisting
Z;.

This implies that the while loop of Algorithm 4.6 terminates with the correct answer, as
eventually it will reach 02 = 0. The worst case scenario in terms of number of loops is when
we have roughly half rows x;’s and the other half y;’. Nevertheless, this requires anyway less
than 2n loops, which implies that the algorithm is also polynomial.
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’ n ‘ K ‘ F#twist ‘ prob. extra-twist

40 |120| 58.10 0.50
50 (25| 75.10 0.50
60 |30 84.70 0.70
70 35| 93.70 0.50
80 (40| 125.00 0.70
90 (45| 131.60 0.40
110|55| 154.70 0.30

Table 4.3.1. Average number of twisting loops of Algorithm 4.6 applied to the output of the multi-
variate attack, over 10 random instances of HSSP?/2. The last column displays the ratio between the
number of times that the y; have been returned, hence a final round of twists have been necessary to
retrieve the x;’s, and the total number of runs.

For large values of m, e.g. m ~ n?/2 the sample variance is a sufficiently good estimation
of the variance, and as previously observed, s = 1,, - Z is a vector of m independent samples
distributed according to s. Hence, Algorithm 4.6 succeeds in finding either {x1,...,x,} or
{y1,...,¥n} in polynomial time.

Table 4.3.1 is a collection of experimental runs of the algorithm after applying the mul-
tivariate attack to a random instance of HSSPZ/ 2 The practical experimental confirm our
analysis and show that the probability of finding either {x,...,x,} or {y1,...,y»} is about
1/2 when k = n/2.

4.3.2 Variant for the missing pair case

In this section we show how to adapt Algorithm 4.6 when one of the pairs is missing. Without
loss of generality suppose that is {x1,y1}. The main idea is to use the following relation:

Kl — ij =x3 (4.7)
=2

When all the pairs are known, we showed that our algorithm converges to a variance zero
vector. Instead, here we want to use the fact that we know the expected variance of the
coordinates of x; and y1, i.e. k(n — k)/n?.

From (4.7), we have that

1, + ij =(k+ 11, —x1
j=2

Since (k + 1)1,, is a constant vector and opposite variables have the same variance, we obtain
that the expected variance of the coordinates of 1,, + Z?:z x; is k(n — k)/n?. Similarly, we
can derive that the expected variance of 1,, + Z;’L:Q yj is £(n — k)/n?, too.
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Therefore, we apply a strategy which is a variant of Algorithm 4.6. Namely, we start from
a matrix Z whose first row is 1,, and the other rows are only one among y; and x; for each
i = 2...,n; we measure the variance of the vector s = 1,, - Z and iteratively we twist the
rows of Z, by exchanging z; with 1,, — z;, keeping the twisted vector if only if the variance of
the new s decreases. Obviously, the twisting of the first row can be avoided.

This algorithm should converge to a vector with prescribed variance, i.e. either equal to
(k4 1)x1 or (n — k4 1)y1. The fixed Hamming weight basis will be then either {x1,...,x,}

or {y1,...,¥n}, respectively.
Our iterative algorithm is illustrated by Algorithm 4.7.

Algorithm 4.7 Statistical attack for retrieving fixed Hamming weight bases with a missing
pair

Input: Z € {0,1}"*" whose first row is 1,, and the other rows are either one of the y;’s or
x;’s, e.g. the output of Algorithm 4.5. ¢,; a tolerance level.
Output: Z € {0,1}"*™ whose columns have the same Hamming weight.
: Let z; for 1 < j < n be the rows of Z.
s=1,-7Z
fis =3 iy si/m
vo = Yim (s — fi2)/m
V=1
Ve = k- (n—K)/n?
i=0
while |v, — v| > ¢, do
j i modn
if j # 1 then
Zj < 1, — z;
s+ 1, -7Z
fs < Do) 8 /m
v ( fi2)/m
if v <y then
Vg <V
else
zj < 1,, — z;
end if
end if
1=1+1
: end while
PEZ=) 0%
: Ko = max(z)
0 z1 + (Kol — 2)
: return Z

[ N R R I T N R R e R e
S A e N vl S e B U A el A B sl
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Analysis of Algorithm 4.7

We adopt for the analysis of Algorithm 4.7 the notation established in Section 4.3.1. Then, we
define

and we have that

n

2 _ 2

op = E :Upi+2 § : Cpi,p;-
=2

2<i<j<n

Hence, using similar arguments we obtain the following variant of Lemma 4.10:

Lemma 4.11. Let us denote t' = 1+ (1 — p;) + X ;041 5y pi for some j € {2,...,n}. Then
o} > o7, if and only if A® > (n+1)/2.

This implies that the variance o7 can increase only if, by twisting p;, we decrease the degree

of compatibility of p. So again, for large values of m, e.g. m ~ n?/2 Algorithm 4.6 succeeds
in finding either {x1,...,x,} or {y1,...,y¥n} in polynomial time. However, considering the
purpose of including this algorithm after Nguyen-Stern attack, if the value of m considered is
small, as 2n, the probability that the sample estimation is precise enough actually decreases;
this can lead both to slower convergence or divergence of the algorithm in certain cases.

4.3.3 Practical experiment for Nguyen-Stern with fixed Hamming weight

We observed that if ¢ = k/n ~ 1/2, it is difficult to distinguish the vectors x;’s from the y;’s
when solving HSSP}.. Therefore, we described our statistical algorithm for this purpose, and
its variant working also when a pair is missing. However, this requires a slightly larger m, e.g.
m > 4n. In Table 4.3.2 we present then the result of practical experiments of the Nguyen-
Stern algorithm, including our new algorithm present in this section. We denote as extra the
operations performed after BKZ, as for instance the algorithm to retrieve the fixed Hamming
weight basis.

4.4 Practical experiments for our multivariate attack

We provide in this section the result of practical experiments with our algorithm based on a
multivariate approach described in previous sections. Specifically, the algorithm is composed
of two main steps: the improved orthogonal lattice attack of Section 4.1 and a binary vectors’
search based on solving a quadratic multivariate polynomial system, illustrated in Section 4.2.
We see that for the first step, the most time consuming part is the first application of LLL to
the (2n) x (2n) submatrix of Ly; this first step produces the first n orthogonal vectors. The
subsequent size-reduction (SR) produces the remaining m —n ~ n?/2 orthogonal vectors, and
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Step 1 Step 2
] n ‘ K ‘ m ‘ log @ ‘ LLL Lg ‘LLL L Reduction extra Total
70 | 35| 280 | 772 728 1.8 s LLL 3.7s 04s 13.3 s

90 | 45| 360 | 1151 | 183 s 6.2s BKZ-10 8.2s 19s 34.7 s
110 | 55| 440 | 1592 | 43.3s 11.3 s | BKZ-20 25.8 s 1.5s 82.0 s
130 | 65| 520 | 2095 | 101.1s| 31.7s | BKZ-30 529 s 3.9s 3 min
150 | 75| 600 | 2659 | 4 min 57.8 s | BKZ-50 4 min 10.5s | 9 min
170 | 85| 850 | 3282 | 17min | 98.2s | BKZ-60 34 min 274 s | 53 min
190 | 95| 950 | 3965 | 21 min | 154.9s | BKZ-80 | 1510 min | 8.6s 25 h

Table 4.3.2. Running time of the Nguyen-Stern attack for HSSP/2.

is much faster. For these size-reductions, we apply the technique described in Section 4.1.2 with
parameter k = 4. As modulus bitsize we set log Q ~ 2tn? +n -logn with ¢ = 0.035; see Section
3.2.1 and 4.1. Furthermore, we recall that, as discussed in Section 4.2.2, for the second step we
have to use two different strategies depending whether we are considering HSSP,, or HSSP}.
Therefore, in the following we provide our experimental results for both cases. The content
of this section partially appeared in [CG20a]. Our SageMath implementation is available at
https://github.com/agnesegini/solving_hssp.

4.4.1 HSSP,,

In the second step, we receive as input from Step 1 an LLL-reduced basis of the lattice Lx.
As described in Algorithm 4.4 (Step 2), one must first generate a big matrix E of dimension
roughly n?/2 x n?/2, on which we compute the kernel K = ker E; as explained in Section
4.2.1, these operations can be performed modulo 3. As illustrated in Table 4.4.1, computing
the kernel is the most time consuming part of Step 2, while the computation of the eigenspaces
(also modulo 3) to recover the original vectors x; is quite fast.


https://github.com/agnesegini/solving_hssp
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Step 1 Step 2

n m log@Q | LLL £o |LLL £y |Kernel mod 3|Eigenspaces| Total S2 Total

70 2590 772 9.5s 2.1s 20.1 s 0.9 s 25.2's 37.0s
90 4230 1151 29.0 s 5.7 s 46.1 s 0.3 s 57.7s 92.8 s
110 | 6270 | 1592 73.0 s 20.5 s 87.1s 0.6 s 121.0 s 4 min
130 | 8710 | 2095 | 166.3 s 35.8 s 150.8 s 0.5s 3 min 7 min
150 | 11550 | 2659 4 min 60.5 s 5 min 0.8 s 7 min 12 min
170 | 14790 | 3282 10 min 138.6 s 9 min 0.9s 12 min 24 min
190 | 18430 | 3965 34 min 3 min 12 min 0.9s 16 min 53 min
220 | 24640 | 5099 54 min 7 min 34 min 18 min 8 min 124 min
250 | 31750 | 6366 | 119 min | 12 min 65 min 30 min 15 min | 245 min

Table 4.4.1. Running time of our multivariate attack for HSSP,,.

Comparison with Nguyen-Stern

We compare the two algorithms in Table 4.4.2. We see that our polynomial time algorithm
enables to solve the hidden subset sum problem for values of n that are beyond reach for the
original Nguyen-Stern attack. Namely our algorithm has heuristic complexity O(n?), while
the Nguyen-Stern algorithm has heuristic complexity 2°(") . However, we need more samples,

namely m ~ n?/2 samples instead of m = 2n.

n [ 90 [110] 130 | 150 | 170 | 190 | 220 | 250
m |[ 180 220 | 260 | 300 | 340
Nguyen-Stern attack [NS99]it i e 0 1797 518 min [447 mim| - -
m |[4230]6270] 8710 | 11550 | 14790 | 18430 | 24640 | 31750

time|| 66 s|{153 s|6 min|12 min| 20 min |46 min|124 min|245 min

Our attack

Table 4.4.2. Timing comparison between the Nguyen-Stern algorithm and our algorithm, for various
values of n, where m is the number of samples from the generator.

4.4.2 HSSP”

Similarly to HSSP,,, we receive as input from the orthogonal lattice attack an LLL-reduced
basis of the lattice £, then we construct the matrix E of dimension roughly n?/2xn?/2 and we
compute the kernel K = ker E. However, we heuristically expect the kernel to have dimension
2n instead of n. This heuristic was always verified during our experiment. Subsequently, we
apply a bit guessing strategy as described in Algorithm 4.5. Finally, to distinguish the vectors
x;’s and recover the basis with fixed Hamming weight we apply Algorithm 4.6 (FH), of Section
4.3.1.
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Depending on the value k/n, we expect different running times due to Heuristic 3. Exper-
imental results are in Table 4.4.3, 4.4.4 and 4.4.5.

Step 2

n K m log@ | Step 1 |Kernel mod 3|Guessing| FH Total

70 | 35| 2590 771 10.3 s 10.3 s 2.2's 0.8s 28.4 s
90 45 4230 1148 21.9s 27.8 s 3.8s 1.8s 64.7 s
110 | 55| 6270 | 1589 | 50.8s 57.1s 6.4s 33s | 1404 s
130 | 65 8710 2090 | 104.5s 128.6 s 11.3 s 7.6 s 5 min
150 | 75| 11550 | 2654 | 4 min 4 min 14.8 s 11.5s 8 min
170 | 85 | 14790| 3276 | 8 min 6 min 21.2s | 23.3s| 18 min
190 | 95 | 18430 | 3957 | 23 min 10 min 244s | 26.9s| 41 min

Table 4.4.3. Running time of our multivariate attack for HSSPj; with k = n/2.

Step 2
’ n ‘ K ‘ m ‘ log @ ‘ Step 1 |Kernel mod 3‘Guessing‘ FH Total
70 | 17| 2590 770 10.1s 11.1s 2.8 s 0.5s 26.5 s
90 | 22| 4230 | 1149 | 219s 270 s 4.5s 1.2 s 59.2 s
110 | 27 | 6270 | 1589 | 47.7s 66.6 s 10.1s 24s | 136.5s
130 | 32 8710 | 2091 | 107.7s 126.5 s 13.2 s 5.2s 5 min
150 | 37 | 11550 | 2651 4 min 4 min 20.0 s 99 s 9 min
170 | 42 | 14790 | 3276 8 min 6 min 26.7s | 12.9s | 16 min
190 | 47 | 18430 | 3957 | 15 min 10 min 339s | 21.3s| 28 min

Table 4.4.4. Running time of our multivariate attack for HSSP;, with x = n/4.
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Step 2
’ n ‘ K ‘ m ‘ log @ ‘ Step 1 |Kernel mod 3|Guessing| FH Total
70 56 2590 771 9.5s 10.8 s 2.7s 0.5s 25.6 s
90 72 4230 | 1149 | 20.4s 27.3 s 5.8 s 1.3 s 59.6 s
110 | 88 6270 | 1589 | 449s 58.2 s 9.2s 24s | 1244s
130 | 104 | 8710 | 2090 | 92.8s 112.3 s 174 s 4.7 s 4 min
150 | 120 | 11550 | 2655 | 4 min 4 min 26.7 s 8.5 s 9 min
170 | 136 | 14790 | 3272 | 6 min 6 min 28.7s | 16.0s | 15 min
190 | 152 | 18430 | 3957 | 14 min 9 min 375s | 17.1s | 26 min

Table 4.4.5. Running time of our multivariate attack for HSSP;, with x = 4n/5.

4.5 Conclusions and remarks

We described our algorithm for solving the hidden subset sum problem in polynomial time, by
reducing the binary vectors’ search to solving a multivariate polynomial system. We observed
that our algorithm heuristically requires m ~ n2. Thus, in the first part of this chapter we
described several improvements for the orthogonal lattice attack of Nguyen and Stern. These
allowed us to make the algorithm practical, reducing the full asymptotic complexity from
O(n'®) to O(n?). Moreover, as a consequence of those improvements, we could also revise the
lower bound on the size of the modulus @, showing that it only depends on the subset sum
density, under reasonable assumptions. In the second part of the chapter, we explained how to
derive a quadratic multivariate polynomial system from the output of the orthogonal lattice
attack, and we described a method for solving such a system, based on a linearisation technique.
We noticed that we can expect two different situations, depending on the distribution of
the binary vectors. Consequently, we constructed two algorithms using heuristic assumptions,
formulated ad hoc. Finally, we also described an algorithm for retrieving fixed Hamming weight
bases of random instances of HSSP}, exploiting statistical properties.

Our contributions presented in this chapter clarified several open questions about the hard-
ness of the hidden subset problem; however, they introduced new issues and open questions,
too. Here, we collect some of them, together with a brief discussion and some remarks.

- Both ours and the Nguyen-Stern algorithm consist of two steps. The main difference among
them is the second step. Indeed, in this chapter we described an alternative algorithm for
the binary vectors’ search, that allowed us to solve the problem in polynomial time, but
only heuristically. Thus, as a first question, we can consider the problem of finding another
strategy for performing the second step but in provable polynomial time. Actually, we
have been able to partially address this question. Indeed, in Chapter 5 we will describe an
algorithm fulfilling this purpose, but only for random instances of HSSP,,. Moreover, in
Section 6.5.1 we will also present a heuristic version of such an algorithm, more efficient
both in terms of time and space compared to the multivariate attack.
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- As noticed above, our algorithm works under some assumptions and heuristics. Although

we found that all of them were always verified in practice, we believe that further in-
vestigating them could lead us to tighter rigorous conditions regarding the hardness of
HSSP.

We remark that a multivariate quadratic polynomial system like (4.1) can be derived from
any super lattice of Lx. This implies that we do not strictly need the first step to recover
the full Ly, and so we can consider the orthogonal lattice attack successful if its recovers
lattice a generic super lattice of L4, even if strictly contained in L. Moreover, notice
that we only required m = n? in order to solve (4.1) in polynomial time. In fact, for
any value of m, the system (4.1) can be solved, and the binary vectors computed; namely,
other methods, e.g. Grobner bases, can be used independently on the number of equations.
However, the complexity rapidly grows when we decrease m. In the appendix of the full
version of [CG20a], we propose a method for solving (4.1) applicable when a few equations
are missing, based on a hybrid strategy between the eigenspaces’ computation and the
bit-guessing we described in this chapter.

Finally, our theoretical analysis and the result of the practical experiments in Section 4.4
show that the most time consuming part of the algorithm is the first step. In practice,
the improvements we proposed revealed themselves essential to reach large values of n.
Therefore, an interesting question is how to further improve the first step. Furthermore,
Notarnicola and Wiese in [NW21]| recently revised the orthogonal lattice attack of Nguyen
and Stern and proposed an alternative method for disclosing a hidden lattice. Then, we
believe that it would be fruitful to study the impact of their contribution on the under-
standing of the hardness of HSSP.
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Our statistical algorithm for HSSP,,

We presented in Chapter 4 our polynomial time algorithm for solving HSSP. This algorithm
heuristically solves the problem, reducing the binary vectors’ search to solving a quadratic
multivariate polynomial system; this requires m ~ n2, instead of m = 2n as for the original
Nguyen-Stern attack. Essentially, using a sample of size quadratic in n, instead of linear, allows
us to drop the complexity from exponential to polynomial.

Since our multivariate algorithm is heuristic only, the purpose of this chapter is to show that
there exists an algorithm for provably solving the hidden subset sum problem. As previously
discussed, the orthogonal lattice attack works in polynomial time, so we describe here only
another algorithm for retrieving the binary vectors. Namely, we illustrate a statistical learning
technique, reducing the problem of revealing the binary vectors of a random instance of HSSP,,
to solving an instance of the hidden parallelepiped problem introduced by Nguyen and Regev
in [NRO9]. The statistical method as presented in this chapter is proven to be successful with
constant probability, but requires a very large number of samples. Therefore, in Section 6.2
we will show that this technique can be adapted for heuristically solving with fewer samples
both HSSP,, and the hidden linear combination problem, too.

The main idea

As recalled in Chapter 3, the Nguyen-Stern algorithm comprises two steps.

1. From the sample vector h and the modulus @, determine the lattice £y, where Ly is the
lattice generated by the x;’s.

2. From Ly, recover the hidden vectors x;’s. From h, the x;’s and @, recover the weights ;.

Our algorithm uses the same first step as in Nguyen-Stern, improved as described in Section
4.1, but we replace BKZ in the second step by a statistical approach. Namely, we propose here
an alternative method for solving Problem 4.1 that exploits the properties of random instances
of HSSP,,.
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Recall that we denote by X € Z™*™ the binary matrix of row vectors x; € Z™, and that
according to Definition 2.1 its components are uniformly at random over {0, 1}. From the first
step, we obtain a basis of the lattice £y, namely a matrix of row vectors C € Z"*™ such that
X = W . C for some unknown matrix W € Z"*" N GL,,(Q). Therefore, the matrix V.= W~1
is well defined and belongs to GL,,(Q). Moreover, we have that ¢; = VX; for each pair (c;, X;)
of columns of C and X, respectively.

Fig. 5.1. Relation between the columns of X and C.

For the second step, our main observation is that the m columns of C belong to the discrete
parallelepiped associated to V:

Proay(V) = {me D € {0,1}}
i=1

where vi,...,v, € Q" are the columns of V. In other words, the discrete parallelepiped
associated to V is the set of all vectors that can be written as Vx with x € {0,1}".

Therefore, our approach consists in recovering the matrix V from a sample obtained from
C, by using a statistical learning technique. Indeed, given V one can compute the x;’s with
X = V~!C. In the following, we show that this statistical approach allows us to solve HSSP,,
in a provable way.

Continuous and discrete parallelepipeds

The problem of learning a continuous parallelepiped was solved by Nguyen and Regev in
[NRO9] for the cryptanalysis of GGH and NTRU signatures. Given a matrix V € GL, (R), the
associated continuous parallelepiped is defined as:

P (V) = {Z TV 1 x; € [—1,1]}
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Problem 5.1 (Hidden Parallelepiped Problem). Let V € GL,(R) be a matriz of column
vectors [vi,...,vy] and let Pi_q1)(V) = {> /-, #;vi : x; € [=1,1]}. The input to the HPP is
a sequence of poly(n) independent samples from U(Pi_11)(V)), the uniform distribution over
Pi—1,11(V). The goal is to recover a good approvimation of the columns of £V.

More precisely, the authors proved the following theorem:

Theorem 5.1 (Nguyen-Regev). There exists an algorithm A such that for any co > 0,
there exists ¢c; > 0 such that given n* wvectors uniformly sampled from some parallelepiped
Pro1,11(V), for V € GL,(R), the algorithm A returns with constant probability a vector Ve,
where e is within £y distance n= of some standard basis vector e;.

As stated above, the Nguyen-Regev algorithm recovers an approximation of a single column
of £V, but it can be easily modified to provably recover an approximation of all columns of
+V. However, there are two main differences with our case:

e We obtain a set of random vectors independently sampled from the finite parallelepiped
Pio,13(V), whereas the Nguyen-Regev algorithm uses elements from the continuous set
Pr-1,1(V).

e The Nguyen-Regev algorithm only recovers an approximation of the columns of +V with
relative error 1/n, whereas we must recover the exact value of the columns of £V.

Note that in [NRO9] for the cryptanalysis of NTRU and GGH signatures, the matrix V is
an integer matrix whose entries are polynomially bounded in absolute value; therefore, even
with relative error n=, for large enough ¢, the absolute error becomes less than 1/2 in each
coordinate, and the columns of £V can be exactly recovered simply by rounding to the nearest
integer. Therefore, the authors of [NR09| obtain a rigorous proof that the secret key in NTRU
and GGH signatures can be recovered in polynomial time. However, in our case the entries of
V are not polynomially bounded in absolute value.

Nevertheless, in our discrete variant, even if the matrix V has large entries, we can use the
above equation C = V - X, and from an approximation of V obtain an approximation of X;
since the matrix X is binary, we can then recover X by rounding to the nearest integer, which
enables us to eventually recover V. Formally, we consider the following problem:

Problem 5.2 (Discrete Hidden Parallelepiped Problem). Let V € GL,(Q), consider
P13 (V) = {Vx|[x ¢ {0,1}"} the discrete parallelepiped associated to V. Given poly(n)
independent vectors sampled from the uniform distribution over Py 11(V), recover the columns
of V.

Our approach for solving the discrete hidden parallelepiped problem (Problem 5.2) is to reduce
to the continuous hidden parallelepiped problem (Problem 5.1). Namely, we show that we can
easily generate a sample from the continuous distribution from a sample from the discrete
distribution. Then we can use the Nguyen-Regev learning algorithm as a black-box. See Figure
5.2. Clearly, computing the exact value of V is not really necessary for the hidden subset sum
problem, as we are only interested in recovering the vectors x;’s.
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Proa3(V) Pro1,(V)

Step 1

: Ul
‘....-_ _+ é

Fig. 5.2. Our algorithm for HSSP,, based on statistical learning.

5.1 From discrete to continuous

Our goal is to obtain a set of statistically independent vectors from the continuous paral-
lelepiped P[_1 1)(V) from a set of vectors independently sampled uniformly from the discrete
parallelepiped Pyg 13 (V). Throughout this chapter, the fact that a random variable s is defined
as uniformly distributed over a set S is denoted by s < S; similarly, s < S indicates that s is
a random vector uniformly distributed over S.

Consider the continuous distribution =z < [0,1]; we can approximate this distribution
up to k-bit precision by generating a random k-bit binary decomposition, i.e. we can let
Yy = Zle b;2~%. To approximate the continuous distribution z < [—1, 1], we can use one more
bit by, with y = —by + Zle b;2~%. Our main observation is that we can proceed similarly
with the samples from Py 13(V) to generate samples from Pj_; 1;(V). Moreover, to obtain a
continuous distribution, we add a small vector e with continuous components.

Formally, given parameters k € Z and € > 0, we define the random vector

k
v=—u+ Z2‘iui +e (5.1)
i=1

where w; < U(Pgo13(V)) for 0 < i < k and e <+ U([0,£)"). We want to show that for
large enough k and small enough ¢, the distribution of v is statistically close to uniform in

Pi-1,11(V). Indeed, this implies that we can produce samples from the continuous set P;_; 1;(V)
by combining those from the discrete set P 11(V).
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We denote by D(V, k,e) the distribution of the vector formed as in (5.1). By definition,
the vector v from D(V, k,e) can be written as:

k
v=V. (—bo +22ibi> +e
=1

where for all 0 <4 < k the components of b; € Z™ are uniformly random over {0,1}, and
e < [0,&)™. Therefore, the vector v is distributed as v = Vy + e, where e + [0,£)" and the
components of y are sampled uniformly over the set:

k
jk = {_bO + Zbr2_7‘ : (bOa . -7bk) € {0’ 1}k+1 } :
r=1

We define the statistical distance between two probability distributions u and v on a space
FE as

S(p,v) = sup ln(A) —v(A)]

Lemma 5.2. The statistical distance between U(P|_1,1)(V)) and D(V, k,e) with e(k) = 27+/2
is at most n- 2752 (| Voo + [V loo)-

Proof. We first consider an intermediate distribution D’'(V,e) of a = Vx + e where x «+
[~1,1]" and e < [0,¢)". We have that a = V(x+ V~!e). For a fixed u the statistical distance
between x and x + u is at most n - ||u||~. Hence for a fixed e the statistical distance between x
and x+V ~'e is at most n-|[V || -e. Therefore the statistical distance between U (P_1 1(V))
and D’'(V,¢) is also at most n - [|[V7| - &.

Moreover any = € [—1,1] can be decomposed as x = y + d where y € J; and d € [0,27%).
Letting a be a random vector distributed as D’(V,¢), we can therefore write

a=Vx+e=Vy+Vd+e

with y < J*, d + [0,27%)" and e + [0,£)". As previously, the statistical distance between
Vd+eand e is at most n- || V| s -1 -27%. This implies that the statistical distance between
a = Vy+ (Vd + e) and Vy + e satisfies the same bound. This implies that the statistical
distance between D’(V,¢) and D(V,k,¢) is at most n - | V|« - €71 - 27%. Finally, combining
the two bounds and taking e(k) = 27%/2, we obtain the required bound.

O

5.2 The Nguyen-Regev learning technique

As recalled in Theorem 5.1, the Nguyen-Regev algorithm recovers an approximation of a single
column of £V, from polynomially many vectors from U(Pj_11;(V)).
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The Nguyen-Regev strategy can be summarised in three steps [NR09):

1. find a linear transformation of V into an orthogonal matrix A = LV;
2. recover a good approximation of a column +A;
3. recover an approximation of a column of +V by multiplying by L~1.

The main intuition behind the algorithm is that when the input is a parallelepiped P[_; 1j(A)
associated to an orthogonal matrix A, one can prove that its columns ay,...,a, are global
minima on the unit sphere of R™ of a certain function depending on U(P(_,1(A)). Thus, the
algorithm first applies an invertible linear transformation in order to get samples from such
a parallelepiped, and then performs an iterative algorithm to compute one of the a;’s. See
[NRO9].

Repeating the Nguyen-Regev algorithm multiple times does not guarantee to recover all
the columns. However, this can be fixed by slightly changing the algorithm. Suppose V is an
orthogonal matrix, and that we have computed a set of columns V' = {vy,...,v;}; we know
that the remaining target vectors must belong to Span (V)l. Therefore, at each iterative step
we can project on such a space. Although projecting does not work when V is not orthogonal,
this idea can be integrated directly inside the Nguyen-Regev algorithm. Indeed, to obtain an
approximation of all the columns of V, we can simply modify the second step to return a full
approximation of A, by using projections. This gives the following corollary of Theorem 5.1.

Corollary 5.3. There exists an algorithm A’ such that for any co > 0, there exists ¢; > 0
such that given n® samples uniformly distributed over some parallelepiped Pi_1 1)(V), for
V € GL,(R), the algorithm A’ returns with constant probability a matric V.= VE, where
each column of B is within ly distance n=% of a different standard basis vector +e;.

5.3 Our algorithm based on statistical learning

In this section we describe our main algorithm for solving a random HSSP,, based on statistical
learning. This comprises the following operations: first we use the block orthogonal lattice
attack to compute a matrix C such that there exists V € GL,,(Q) such that C = VX; we
extract from C a sample from the discrete parallelepiped Py 13 (V) and compose these vectors
to produce a sample from a continuous parallelepiped Pj_; 1(V); then, we apply the Nguyen-
Regev statistical learning technique to compute an approximation of V; finally, we recover the
binary vectors xi,...,X, via rounding. See Figure 5.2

We recall that the blocks-variant of the Nguyen-Stern orthogonal lattice attack of Section
4.1.1 computes £, C Z™ by running several times the original algorithm with smaller blocks
of dimensions 2n. Specifically, suppose m = (b+ 1) - n for b > 0, we can divide h and X in
b+ 1 blocks of dimension n, i.e. h = [hy,...,hy] and X = [X, X1, Xq, -, X}], respectively.
Algorithm 4.1 runs Algorithm 3.1 on each one of the b sub-vectors of the form (hg,h;) € Z*"
for 1 <4 < b, and outputs a matrix C = [Cy, Cy, C5, - -, C}]. In Proposition 4.1 we proved
that if we assume that the projection of the lattice L, C Z™ over the first n components has
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rank n, and the projection of Ly over the first 2n coordinates is complete, then we get C a
basis of L. This implies that X = W - C for some unknown matrix W € Z"*" N GL,(Q). As
input for the statistical learning, we need samples from a parallelepiped associated to a matrix
V € GL,(Q) such that C = VX. In particular, here we do not actually need that C is a
basis of £, and W € Z"*", since C can have rational coefficients, but only that C = W~1X.
Now, the purpose of the additional hypotheses of Proposition 4.1 on the completion of the
projections over the first 2n is to guarantee that C is integral; this implies that here this
assumption can actually be avoided. Namely, we have that Algorithm 4.1 returns a valid input
for the statistical learning technique with probability at least 1/2 over the choice of v if @ is
a prime of bitsize at least 4n?(logn + 1).

Thus, let V € GL,(Q) be the unique matrix such that [Cy, C1] = V[Xo,X;], this also
implies that C;, = VX for 2 < i < b. Therefore, we can interpreted the set € of all the columns
of C' = [Cy, - -+ , C}] as a sample from the uniform distribution over the discrete parallelepiped
associated to V, i.e. Py 13(V). Indeed, the columns of X are sampled independently and
uniformly from {0,1}". Now, given € we can generate a set U of independent vectors from
Pi-1,11(V) as explained in Section 5.1, and use U as input for the Nguyen-Regev algorithm to
compute an approximation V of V. Finally, the x;’s can be recovered as rounding of V-1C. We
summarise this strategy in Algorithm 5.1, where we denote Algorithm 4.1 by BlocksOrtholLat.

Algorithm 5.1 Statistical attack for HSSP,,

Input: h,Q,n
Output: the vectors x1,...,Xy,.
1: [Co,C1,Ch, -+, Cy] < BlocksOrtholLat(h,n,m)
2: Generate a sample U of U(P(_1,17(V)) by using the columns of C" as shown in Section 5.1.
3: Use Nguyen-Regev algorithm to compute an approximation V of V.
4: Recover X from the rounding of X=Vv-'C.
5: return (x1,...,Xn)

We want to prove that our strategy based on the Nguyen-Regev statistical learning tech-
nique solves HSSP,, in polynomial time for certain choices of parameters. Namely, we will show
the following fact:

Theorem 5.4. There exist constant ng > 0 and £ > 0 such that for any n > ng, and for any
prime integer Q of bitsize at least 4n*log(n+ 1), Algorithm 5.1 solves any random instance of
HSSP,, with constant probability in polynomial time, using m = n’.

In order to prove Theorem 5.4, we have to show that any lattice Ly satisfies our hypothesis
on the rank with at least constant probability.

Lemma 5.5. The projection of any lattice Ly associated to a random HSSP,, over the first n
components has full rank n with probability at least e~2.
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Proof. The lattice Ly is defined as the lattice generated by x1,...,x, € {0,1}" for m > n.
The probability that projection of L4 has full rank n is lower bounded by the probability that
a random n X n binary matrix is invertible in Fy. Let p(n) be this probability, then

i=1

py =27 [0 -2 = [ (0 -27)
k=1

Namely, the first row must be non-zero, so there are 2™ — 1 possibilities, and for 2 < k < n
the k-th row must be linearly independent from the first & — 1 rows, so there are 2" — 2F~1
possibilities. Moreover, using 1 — z > exp(—2x) for 0 < z < 1/2, we obtain:

n n—1 )
H exp(—2-27%) = exp (Z 21> >e 2
k=1 k=0

Therefore, the projection of the lattice L, over the first n components has full rank n with at
least constant probability.

Y

p(n)

O

Proof (of Theorem 5.4). From Lemma 5.5 we get that the projection of the lattice £y €
Z™ over the first n components is full rank with constant probability. In such a case, as
discussed above, we have that the set € of all the columns of C’' = [C5,--- , C;] is a sample of
independent vectors from the uniform distribution over the discrete parallelepiped Pyq 13(V),
for V € GL,(Q) the unique matrix such that [Cy, C1] = V[Xy, X1]. Indeed, the matrix V is
fixed by the first iteration of Algorithm 4.1 and determined by the first 2n components of X.
We recall that the columns of X are sampled independently and uniformly from {0,1}" by
Definition 2.1; consequently, the columns of C” are an actual sample from Py 11(V), because
[Xg, -+, Xp] is independent from V.

Therefore, the first step of Algorithm 5.1 provides a sample € of size my = m — 2n, usable
to generate a set U of m’ = mg/k vectors as explained in Section 5.1. Lemma 5.2 implies that,
for k sufficient large, % is indistinguishable from a sample of U(P_;1;(V)). Hence, we can
apply Corollary 5.3 with cg = 2 and a sample of size m' = n“* from P_; 1;(V). In this way, we
recover a matrix V whose columns are close to the columns of £V, with constant probability.
Without loss of generality, we can assume that the columns of V are close to the columns of V
(instead of £V, by checking at Step 3 that the rows of X have components in {0, 1} instead
of {—1,0}. Namely, this implies that there exists a matrix E such that V = VE and each of
its column is within £y distance e = n~2 of some standard basis vector e;. Therefore, there
exists a permutation matrix P such that EP is close to the identity matrix, i.e. the respective
columns have ¢y distance smaller than e. Without loss of generality, we can assume P = 1.
Thus, it holds that |E — I|max < &, where we define [|A[|max = sup; ; |a ;|-

In order to recover the vectors x;’s by rounding the rows %;’s of X = V~'C, we must have
|x; — Xi|lo < 1/2. For any column c of C there exists a corresponding column x € {0,1}" of
X such that ¢ = Vx. So, with W = V~!, we obtain:
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We—-x=E 'V iVx—x=(E!'-I)x

This implies that |[We — x||oo < ||[E™! — I||o. Therefore, a sufficient condition to recover the
columns of X exactly is [[E~! —I||o < 3.
Given a matrix Q such that ||Qllec < 1, we have (I-Q)~! = >i>0 Q’. Moreover, if

Qe < a < 1/2, we get:

oo

10-Q) "' —Tw = [|D_ Q<D o =

j>1 j=1

«@
<2«

11—«

We can apply this inequality for Q = I — E. Indeed, using ||E —I|jmax < &, we obtain ||Q||oc <
n - ||Qllmax < ne < n~'. This gives [E™! — 1| < 2n7' < 1 as required.

Summarising, we proved that a sample of size m’ = poly(n) of U(P;_; 1)(V)) is sufficient
for applying Nguyen-Regev attack and computing the binary hidden vectors, and that this can
be produced by m = k-m’+2n elements. Now, notice that k& can be chosen as polynomial in 7,
because both log | V||o and log |V ~!| s are polynomial in n. Indeed, if Cy is a n x n invertible
submatrix of C € Z"*™ and X the corresponding submatrix of X € {0,1}"*™, then we have
wW=v-1l= XOCgl where the coefficients of both Cy and X have size polynomial in n; then
log || W||s is polynomial in n. The same holds for the matrix V.= W~1. Hence, a number
of vectors m polynomial in n is enough, i.e. there exists £ > 0 such that we can solve the
problem if m = n’ , within some constant probability. Moreover, this implies that the time
complexity of Algorithm 5.1 is polynomial in n. Indeed, every step is performed applying linear
algebra operations on matrices of dimensions polynomial in n, and whose coefficients have size
polynomial in n, too. More specifically, if v is the size of the coefficients of the elements in U,
Nguyen-Regev algorithm’s complexity is poly(n,m’,v); see [NR09]. Here, the values of v and
m/ polynomially depend on n, k, m and the size of the coefficients of C, which we already
showed to be themselves all polynomial in n.

O

5.4 Conclusions and remarks

We presented in this chapter our new algorithm for solving HSSP,,. This algorithm consists
of two steps: first we disclose a basis of a hidden lattice containing £x by using the block
orthogonal lattice attack, and then we process such a matrix in order to obtain a sample from
the a hidden parallelepiped, so that we can apply the Nguyen-Regev statistical learning attack
[NRO9] to recover the binary vectors x;’s. Recall that the original Nguyen-Stern algorithm for
the hidden subset sum problem has exponential complexity, as explained in Chapter 3, while
the multivariate attack we proposed in Chapter 4 is polynomial-time, but only heuristic. The
statistical method presented in this chapter is proven to be successful in polynomial time. This
new attack requires a very large value of m. Therefore, in Section 6.5 we will show that this
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technique can be adapted for heuristically solving with fewer samples both HSSP,, and an
extension of the hidden subset sum problem.

Finally, we remark that the statistical learning attack we proposed is not applicable to
HSSPZ. Indeed, the Nguyen-Regev strategy considered in Section 5.2 relies on the assumption
that the components of the matrix X are sampled independently, while for random instances
of HSSP} its columns must have fixed Hamming weight. Therefore, the problem of proving
that there exists a polynomial time algorithm for this latter case remains still unsolved. An
interesting question is then understanding if it is possible either to adapt this strategy or find
another path in order to close this theoretical gap between HSSP,, and HSSP!:.



6

Variants of the hidden subset sum problem

The purpose of this chapter is to extend the study of the hidden subset sum problem to two
variants, having application in cryptanalysis.

The hidden subset sum problem naturally arises during the cryptanalysis of the BPV
generator [BPV9S§]; see Section 1.6. Nguyen and Stern in [NS99] notice that, depending on
the application and the security notion, the correct problem to consider may be the affine
hidden subset problem (Definition II) rather than the HSSP. Nevertheless, they showed that
their orthogonal lattice attack can be slightly modified in order to produce a basis of £y in
this case, too. This implies that our algorithms can still be applied to solve this variant, since
as input for our binary vectors’ search we take Ly, too. Thus, in Section 6.1 we recall the affine
problem and we provide our analysis of the affine orthogonal lattice attack.

The second variant we analyse is the hidden linear combination problem (Definition IIT),
which is related to the security of the extended BPV generator (EBPV) by Nguyen, Stern and
Shparlinski, described in [NSS01]. Essentially, Nguyen et al. proposed to include in the BPV
generator small exponents, i.e. given an hidden set of precomputed pairs {(;, g* (mod p))},
they suggest to produce new pairs by performing linear combinations of the exponents: a pair
(z,g") is compute as z = Y. a; - x; mod ¢ and so

n
g' = H B mod p
1=1

where z; € {0,..., B}. See Section 1.6 for details. Hence, the second part of this chapter is
devoted to the study of the hidden linear combination problem. Specifically, in Section 6.2 we
first introduce the problem and summarise our contributions; then, in Section 6.3 we discuss
the notion of random instance and its relation with HSSP. Regarding the attacks, first in
Section 6.4 we analyse the extension of the Nguyen-Stern lattice based algorithm, then in
Section 6.5 we describe a heuristic variant of the statistical learning attack for solving the
hidden linear combination problem in polynomial time. Finally, we provide the result of our
experiments, which shows that this algorithm is also quite efficient in practice.
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6.1 The affine hidden subset sum problem

In this section we analyse the affine hidden subset problem, which is a variant of the hidden
subset sum problem introduced in [NS99]. Namely, let @ be an integer and let s, aq,...,ap
be random integers in Zg; consider xi,...,%X, € Z™ with components in {0,1} and e =
(é1,...,€m) a vector with random components in [0,2°[ for t € N. Let h = (hy,..., hy,) € Z™
satisfying:

h+se = a1x; + aaxa + - + apx, (mod Q). (6.1)

Given @, h and e, the problem consists in recovering both s, the vector & = (a1, ..., a;,) and
the vectors x;’s, up to a permutation of the «;’s and x;’s.

In [NS99], Nguyen and Stern observed that for the cryptanalysis of the embedding of the
BPYV generator in some applications, the correct problem to consider is the affine hidden subset
sum problem. Indeed, they describe as an example a passive attack against the generator used
in Schnorr’s signatures. We recall this attack in Section 1.6. The authors also explain how to
modify their algorithm to address this variant, too. Namely, they show that the orthogonal
lattice attack can be adapted in order to first compute a lattice containing both the x;’s and
e and then extract a basis of L,; subsequently, they suggest to apply the second step as in the
original problem. The second step of this strategy, therefore, has the same issues discussed for
the original attack. Nevertheless, we can directly apply the same countermeasures described
in Chapter 4, since the second step is independent from the error vector.

Thus, in Section 6.1.1 we describe the affine orthogonal lattice attack by Nguyen and Stern
and then we discuss its correctness. This analysis is included in the full version of [CG20a).

6.1.1 Affine orthogonal lattice attack

We denote by Ly the lattice generated by e and the vectors x;’s, and by Ly the lattice
generated by the vectors x;’s only. The goal of this section is to show that the first step of
the Nguyen-Stern algorithm can be modified for computing a basis of £,. The Nguyen-Stern
affine orthogonal lattice attack is summarised by Algorithm 6.1. We present the attack here in
a slightly different (but equivalent) form, compared to that in [NS99], which is more suitable
for our analysis.

Algorithm 6.1 Orthogonal lattice attack (affine variant) [NS99]
Input: h,e,Q,n,m.
Output: A basis of Lx.

1: Compute an LLL-reduced basis uy, ..., u,, of £ = Aé (h,e).

2: Extract a generating set of ui, ..., Wm—n—1 of E,te.
3: Compute an LLL-reduced basis (c1,...,Cnt1) of Ex,e = ([l,te)l.
4: return (ci1,...,¢p)
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As for the original orthogonal lattice attack described in Chapter 3, we can prove that
Algorithm 6.1 recovers a basis of Ly in polynomial time, under certain conditions on the
lattice Ly . Recall that once Ly has been recovered, one can apply either the second step of
the Nguyen-Stern algorithm to recover the x;’s in exponential time, or one of our proposals,
depending on the distribution of the binary vectors. Then from the x;’s one can eventually
recover s and the a;’s by solving a linear system.

Retracing our analysis of Section 3.2 of the orthogonal lattice attack, we first prove a
rigorous condition on the lattice minima.

Lemma 6.1. Assume that the lattice Lx e has rank n + 1. Algorithm 6.1 computes at Step 3
a basis of the lattice Lx o in polynomial time under the condition m > n and

Vmn 2% Ayt (Lye) < min (A (A5(a)),Q277). (6.2)

Proof. As previously, the main observation is that if (u,h) = 0 (mod @) and (u,e) = 0
(mod @), then we obtain:

(u,h) + s{u,e) = ay{u,x1) + - + ap(u,x,) =0 (mod Q) (6.3)

and therefore the vector py, = ((u, x1), ..., (u,x,)) is orthogonal to the vector & = (a1, ..., ay)
modulo Q. As previously, when the vector

Pu = ((W,x1), ..., (u,%p))

is shorter than the shortest vector orthogonal to & modulo @ we must have p, = 0, and
therefore u € Ly Since [[pu| < v/mn|lul|, given any u € Ag(h,e) we must have u € Ly
under the condition:

vmn|ul| < A (A5(e)) .

Moreover, given u € L, we have (u,e) = 0 (mod Q). If u and e are short enough, the
equality will hold over Z. More precisely, if ||ul|-|le|]| < @, we must have (u, e) = 0. This means
that if |Jul[y/m2' < Q we must have (u,e) = 0.

The lattice £, = Aé? (h,e) is full rank of dimension m, since it contains QZ™. Moreover
given a vector u € Li ., from (6.3) we must have (u,h) = 0 (mod Q); therefore Ly, C L.

Now, consider uy, ..., u,, an LLL-reduced basis of L{,. For each j < m —n — 1 we have
lujll < 2% - Appn—1(£0) < 2% - Apon1 (Lixce) (6.4)
since Ei-’e is a sublattice of £, of dimension m — n — 1. This implies that when
VIR 2% a1 (£2) < M (A5 (@)

the vectors uy, ..., u;_,_1 must belong to Ei. Additionally, when:
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\/E ) 2M/2+t : Arnfnfl (ﬁie) < Q

the vectors uy, ..., u,,_,—1 are also orthogonal to e, so they must belong to E,Jg,e.
This means that (uy, ..., Wn—n—1) is a full rank sublattice of £i‘7e, and therefore we obtain

(ug,... ,um,n,1>L = [ix’e. Finally, Algorithm 6.1 is polynomial-time, because both the LLL
reduction step of £{, and the LLL-based orthogonal computation of L3, are polynomial-time.
O

Finally, we show a sufficient condition under which a basis of £y can be extracted from Ex,e.

Lemma 6.2. Assume that Lx e is of rank n + 1. Let (c1,...,¢pt1) be an LLL-reduced basis
of ljx,e. Then (ci,...,¢y) is an LLL-reduced basis of L, under the condition:

22 \/m - m™? < det Ly o

Proof. Since the n vectors x; are linearly independent and ||x;|| < v/m, we have A, (Lx.e) <
An(Lx,e) < y/m. Therefore for all 1 < i < n we have:

el < 2n/2)‘n(£_x’e) < 2n/2\/77n-

We claim that for all 1 < i < n, we must have ¢; € L. Otherwise, the vectors xi,...,Xn,¢;
generate a full-rank sublattice £’ of Lx ; then from Hadamard’s inequality:

det Ly e < det £ < [leg]| - [T 1,1l < 2"/2v/m - m™/2

Jj=1

which contradicts the hypothesis of the lemma. This implies that (cy, ..., c,) is an LLL-reduced
basis of Lx.
O

Both previous lemmas admit heuristic improvements and evaluations, depending on the
generation of the vectors x;’s and e. We do not specify them here, since a large variety of
combinations is possible according to the particular application considered.

6.2 The hidden linear combination problem

In this section we introduce a natural extension of the hidden subset sum problem where
the coefficients of the vectors x;’s lie in a discrete interval {0,..., B} instead of {0, 1}, for a
given B € N*T. Specifically, let @ be a positive integer, and let a,. .., a;, be integers in Zg.
Let x1,...,%X, € Z™ be vectors with components in {0,...,B} and h = (hy,..., hy) € Z™
satisfying:

h=oa1x1 + aexe + -+ ap,x, (mod Q) (6.5)
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Given @, B and h, the hidden linear combination problem (HLCP) consists in recovering the
vector & = (aq,...,q,) and the vectors x;’s, up to a permutation of the a;’s and x;’s (Defi-
nition III).

We observed that the hardness of this problem relates to the cryptanalysis of the extended
BPYV generator (EBPV), proposed by Nguyen et al. in [NSS01]. See Section 1.6. Indeed, in-
cluding the EBPV in cryptographic protocols generates vulnerabilities. Namely, the attacks
proposed for the BPV generator can be similarly applied in this case, too; but in this case such
attacks produce instances of the hidden linear combination problem, rather than of HSSP.

The addition of the parameter B modifies the hardness of the problem and causes the
impracticability of certain attacks for HLCP. For instance, extending the multivariate attack
becomes infeasible also for quite small B > 1. While, we can heuristically extend the statistical
learning technique of Chapter 5: in Section 6.5 we will present a statistical algorithm for HLCP
that is quite efficient in practice. This variant requires fewer samples, and in some cases it works
when the Hamming weight is fixed, too. Moreover, for HSSP,, it is faster than the multivariate
attack.

6.2.1 Road map and summary of our contributions regarding HLCP

The remaining of this chapter is devoted to the hidden linear combination problem. We intro-
duced this problem in [CG22], not being aware of any similar definition in the literature. The
content here presented is an improvement of the results in [CG22].

As done for HSSP, we first formalise, in Section 6.3, the distributions of HLCP prob-
lems, coherently with the notions introduced in Section 2.1, and we discuss certain statistical
properties of the algebraic entities involved.

Then, we discuss the extension of the known approaches for solving HSSP to HLCP. Specif-
ically, we first describe an extension of the Nguyen-Stern algorithm for solving the HLCP
problem, with heuristic complexity exponential in n and polynomial in log B. Namely, the or-
thogonal lattice attack in the first step recovers, as previously, the completion of the lattice Ly
generated by X1, ...,X,, and in the second step one can still apply BKZ to recover the original
vectors x;’s. Notice that instead the multivariate approach from [CG20a] does not apply to
the extended problem, as it would lead to multivariate polynomials of degree B + 1; the tech-
nique would then remain polynomial-time only for constant B, and be essentially impractical.
Finally, we describe a statistical learning algorithm very close to the Nguyen-Regev algorithm
[NRO9], that allows us to solve HLCP with a heuristic complexity poly(n, B). A more detailed
summary of Section 6.4 and Section 6.5, respectively, follows.

e FExtending the Nguyen-Stern algorithm. We show that the Nguyen-Stern algorithm can
be adapted to the hidden linear combination problem; however, its heuristic complexity
remains exponential in n as in the binary case, and polynomial in log B. Recall that the
algorithm has two steps:

1. From the sample vector h and the modulus @, determine the lattice £y, where Ly is
the lattice generated by the x;’s.
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2. From Ly, recover the hidden vectors x;’s. From h, the x;’s and @, recover the weights
Q.

For the first step, the orthogonal lattice attack can be directly applied with h, @), n as input.
The main difference here is that the minimal size of the modulus @, for which we can expect
the attack to succeed, depends on B, too. Indeed, we prove that the orthogonal lattice
attack recovers a basis of £, in polynomial time with non-negligible probability when the
size of the modulus @ is a prime integer of bitsize at least 2mn logm+ (n+ 1)nlog B. This
corresponds to an extended subset sum density d =nlog(B +1)/log@Q = O(1/(nlogn)).
The second step of Nguyen-Stern attack for the hidden linear combination problem is also
essentially the same as for the hidden subset sum problem. As for HSSP, the first step
produces an LLL-reduced basis (ci,...,c,) of the completed lattice £, C Z™; however,
in this case the recovered basis vectors (cq,...,c,) can be much larger than the original
vectors x;’s. Since we expect the x;’s to be among the shortest vectors in Ly, one must
apply BKZ to obtain a better approximation factor. We show that we obtain a similar
condition on the BKZ approximation factor as in the binary case, and eventually the
heuristic running time is 22 . logo(l) B.

Our statistical learning strategy. In Chapter 5 we observed that a basis of the lattice £y
of the hidden subset sum problem can be interpreted as a set sampled from the discrete
parallelepiped Py 13 (V). Similarly, in the hidden linear combination problem, the vectors
x;’s have coordinates uniformly distributed over {0,..., B}. Then, the m columns of a
given basis of £y can be seen as sampled from the discrete parallelepiped Pio,...53 (V) =
{V-x:x€{0,...,B}"}. Therefore, we can reduce the hidden linear combination problem
to an analogous of Problem 5.2, where given poly(n, B) independent samples from the
uniform distribution over Py . 53 (V), we want to recover the columns of V.

For HSSP,, we described our algorithm where we produce a continuous distribution from
a given sample, and then we apply the Nguyen-Regev statistical technique [NR09]. See
Chapter 5. However, for HLCP, the former operation is less straightforward and not con-
venient from a practical point of view. Indeed, it requires the number of samples m to be
very large. Here, we show that we can avoid that step, since another statistical learning
technique can be directly applied. Namely, instead of producing a continuous distribution
and applying Nguyen-Regev result to recover an approximation of the matrix V, it is more
efficient in practice to apply a strategy more similar to the FastICA algorithm [HO97]. In
fact, the Nguyen-Regev algorithm can be actually seen as an instantiation of the FastICA
algorithm, 4.e. an algorithm for solving the signal source separation problem, with kurtosis
chosen as the cost function.

Proving that poly(n, B) samples are sufficient for solving the problem is less straightforward
due to the discrete nature of the problem. Therefore, in Section 6.5 we only provide a simple
heuristic argument for the complexity of this new variant of the statistical attack.
Finally, we collect some experiments showing that this statistical learning technique based
on the FastICA model is quite efficient in practice. For the hidden subset sum problem
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2 samples and has space complexity O(n?) only,

(B = 1), the approach requires m ~ n
instead of O(n?) in the multivariate algorithm; it is also much faster. Indeed, we remark
that this new heuristic statistical method does not require us to transform the samples
as in Step 2 of Algorithm 5.1, because applying this generic statistical learning algorithm

allows us to manage discrete distributions, directly.

6.3 “Random’ HLCP

To discuss the hardness of the linear combination problem on average, it is crucial to determine
how the vectors x;’s (Definition III) are produced. Thus, the purpose of this section is to specify
the notion of random instance of HLCP, as we have already done for HSSP in Section 2.1.
Following our model for HSSP, we first identify the main parameters of the problem:

n is a positive integer, this is the number of weights aq, ..., ay;

m is a positive integer, this is the dimension of the vectors x1, ..., Xy, h;
Q@ is the modulus of the problem;

B is a positive integer, this is the bound on the coefficients of x;’s.

We then extend Definition 2.1 and 2.2, respectively. Recall that B,(B) = {0,...,B}" and
By, (B) is the subset of {0,..., B}" of vectors having Hamming weight exactly .

Definition 6.3 (HLCP,, g(m,Q)). A random instance of HLCP, g(m,Q) is produced by
sampling the weights o, ..., oy uniformly randomly over Zg and the vectors Xi,...,X, €
Z™ with independent components uniform over {0,..., B}, and computing the hidden linear
combinations h according to (6.5).

Definition 6.4 (HLCP}, z(m,Q)). A random instance of HLCP}] 5(m,Q) is produced as
follows:

1. the weights ov = (a1, ..., ay) are sampled uniformly at random over Zg;

2. X € Z™*™ 4s a matriz whose columns are vectors sampled independently and uniformly at
random from By, . (B);

3 h=a X (mod Q).

4. the vectors X1, ...,%x, are the rows of X.

Furthermore, we define the extended density as d = nlog(B + 1)/ log Q, and the sparsity <
of a hidden linear combination problem as the (matrix) density of the matrix X of row vectors
X1,...,Xp, Which is the ratio between the number of non zero coordinates of X and nm.
The expectation of the sparsity of a random instance of HLCP,, g(m, Q) is B/(B + 1), while
a random instance of HLCP}, 5(m, @) has always fixed sparsity ¢ = x/n. An hidden linear
combination is said to be balanced if ¢ = B/(B + 1), and unbalanced, otherwise; specifically, it
is sparse if ¢ <« B/(B + 1). Notice that these definitions coincide with those given in Section
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2.1 when B = 1. Indeed, notice HLCP}, ;(m,Q) = HSSP;(m,Q) and HLCP, 1(m,Q) =
HSSP,,(m, Q).

We conclude this section discussing more explicitly these properties and a reduction be-
tween HLPC and HSSP.

6.3.1 About density and hardness of HLCP
Let us consider a random instance of HLCP;, 5(m, Q). Each coordinate h of h satisfies
h= (o€ (mod Q)

for some € € B, .(B). Namely, h is a modular sum, according to the definition given in
Section 1.5. Similarly, any coordinate of a sample vector h of an instance of HLCP,, g(m, Q)
is a modular sum, but with € € B,,(B).

Nguyen, Shparlinski and Stern studied the distribution of these modular sums in [NSS01],
and they proved in certain cases the distribution of modular sums is statistically close to
the uniform distribution over Zg. See Section 1.5 for more details. Their results help us to
understand for which sets of parameters HLCP can be considered hard. Indeed, similarly to
the binary case from Equation (1.6) we obtain that for any ¢ > 0 the probability that

Aa(B) < 277 |QB| (6.6)

is at least 1 — 27¢, where we recall A, (B) denotes the statistical distance between uniform
distribution over Zg and the distribution of modular sums for a fixed o, @ and B. For HLCP,,
and HLCP}, we have |B,,(B)| = (B+1)" and |B,, (B)| = B" - A where A = (), respectively.

Combining this bound with Lemma 1.17, we have that there exists ¢ > 0 such that
the statistical distance between the distribution of any h generated as HLCP,,(m, @) (resp.
HLCPj, (m,Q)) and a random vector uniformly sampled over Zg; is lower than

m2671

L (resp m2°1 Q)
(B+ 1)~ ' (B+1)rA

with probability at least 1 —27¢.

This suggests that for polynomial values of m, random instances of HLCP,, g(m, Q) should
be hard when log@ < n - log(B + 1). The same holds for balanced random instances of
HLCP}, 5(m, Q). Notice that this is coherent with our observations regarding the relation
between density and hardness of the hidden subset sum problem; see Section 2.1.

In Section 6.4, we will show that we can obtain an analogue of Theorem 3.1 for HLCP;
namely, we show that if the density of HLCP is sufficiently low, an orthogonal lattice attack
can be used to reveal a lattice containing the x;’s. This suggests that low-density hidden linear
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combination problems may be weaker. As a matter of fact, we are able to solve low-density
instances in practice with our heuristic statistical learning attack; see Section 6.5.2.

6.3.2 Sparse HLCP and additional vectors

We observed in Section 3.2.2 that any lattice £y associated to a random HSSP! contains
additional binary vectors, due to the condition of the Hamming weight of the matrix X’s
columns. Among the several consequences, we argued that this fact has an impact on the
method that has to be chosen for the bounded vectors’ search. We explain now that for B > 1
the presence of additional vectors is likely to be determined by the sparsity rather than the
Hamming weight.

If B > 1, it is no longer true that 1,, - X = k- 1,,,. Consequently, we do not know a priori
if 1,, € L, and we can only affirm that

115 - X||loo < &B.

So, we can not claim the certainty of the presence of additional bounded vectors in £y by the
fixed Hamming weight argument. However, we now show that the sum of any two x;’s has
likely coordinates smaller that B, when the sparsity < is low; this fact implies that we can
expect to have several additional vectors of Ly lying in {0,...,B}" if ¢ = k/n < B/(B + 1).
Given any two coordinate &;,Z; of X a generic column of X as in HSSP;;, we have that
_B+1k _(B+1)2B+1)k

Blz,) = =5 —= and E[&}] = =22,

Since Z;Z; # 0 if and only if both variables are nonzero, then

(B+1)’rr—1

Elz;Z;] = .
[#:%;] 4 nn—1
Let us consider z = x; + x; for some 4,5 € 1,...,n, the expectation of its coordinates is
Elzj] = 222+ and
2 5 ... B+)k(2B+1 BH+1r-1
El[z5] = 2(E[Z;] + E[2:7,]) = I 3 + 5 1

By using the Chebishev’s inequality and union bound, we get that for any a > 0

E[2?] — E[z,]?
P12 — Elz]] > a) < moral B

a

This implies that for fixed B, the probability of the coordinates of the sum of any two vectors
x;’s being smaller than B is very high if sparsity ¢ is sufficiently low. Consequently, in such

a case identifying a correct basis may be more difficult by using our algorithm; on the other
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hand, we have that an exhaustive search of the solution is more effective for sparse instances.
In the following we will mainly focus on non-sparse instances.

6.3.3 Reducing HLCP to HSSP

Let us consider any instance of the hidden linear combination problem, either of HLCP;, 5(m, Q)
or HLCP,, g(m, Q). Given h, @, the goal is to recover the vector o = (a1,..., o) € Z¢ and
the vectors x1,...,x, € {0,..., B} satisfying

h=oa1x; + @exs + -+ apx, (mod Q).

The purpose of this section is to show that there exists a trivial transformation of each instance
of HLCP with n weights into an instance of HSSP with n(|log B] 4+ 1) weights. However, at
the current state of the art, this reduction does not lead us to a solution.

Each coefficients z; ; of x; has an unique binary decomposition as z; ; = Zf;ol x¢7j7k2k
where L = [log B| + 1 and z; ;5 € {0,1}. This implies that each x; can be written uniquely
as sum of binary vectors

L
Xi =X;0+2%1+ - +2"Xp

Therefore, there exist s = nL binary vectors ty,...,ts € {0,1}" such that
h=git1 + fata +--- + sty (mod Q)

Thus, given an instance of the hidden linear combination problem, we obtained an instance of
the hidden subset sum problem.

Superficially, we might apply the results we proved in the previous chapters to determine
a bound on the parameters. In particular, we might erroneously conclude that if the lattice L
has rank s, we can recover a basis of £y in polynomial time for values of Q of size greater than
2snlog s. However, this would be a misuse of Theorem 3.1. Indeed, this theorem is based on
the fact that the orthogonal lattice attack recovers a basis of £y under the condition

but in this case lattice Aé(ﬁ) contains vectors of the form (0...,0,2,0,...,0,—1,0,...,0),
since B3 is a permutation of the vector (,2c,...,2 ). This implies that in the lattice we
have vectors whose norm is v/5, and the condition (3.2) is never verified. Namely, there is
no guarantee of succeeding. Therefore, at the current state of the art, the main bottleneck
for using such a reduction algorithm resides in the first step of the hidden subset sum solver,
because the orthogonal lattice approach does not solve the underlying hidden lattice problem.
The practical experiments we performed always failed, confirming the ineffectiveness of this
approach. Nevertheless, this further clarifies the relationship between the hidden subset sum
problem and the hidden linear problem.
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6.4 Extending the lattice attack for HLCP

The first attack for solving the hidden subset sum algorithm is due to Nguyen and Stern, who
described a lattice based algorithm in [NS99]. We illustrated and analysed this algorithm in
Section 3.1. Here, we analyse a straightforward extension of that algorithm for solving the
hidden linear combination problem. The present section follows and enhances the analysis of
[CG22].

Recall that in the hidden linear combination problem, given a modulus @ and h =
(h1,...,hpy) € Z™ satisfying

h=a1x; +asxa+ -+ a,x, (mod Q) (6.8)

we must recover the vector @ = (a1,...,a;,) € Z¢ and the vectors x; € ([0, B] NZ)™. The
hidden subset sum problem corresponds to B = 1. The Nguyen-Stern algorithm comprises two
steps:

1. From the sample vector h and the modulus @, determine the lattice £y, where Ly is the
lattice generated by the x;’s.

2. From Ly, recover the hidden vectors x;’s. From h, the x;’s and @, recover the weights o;.

These are implemented as an orthogonal lattice attack and an application of BKZ, respec-
tively.

6.4.1 First step: orthogonal lattice attack

The goal of the first step of the Nguyen-Stern attack is to recover the hidden lattice £, C Z™,
i.e. the completion of the lattice Lx generated by the x;’s, given the sample vector h and the
modulus Q.

Let Ly be the lattice of vectors orthogonal to h modulo @:

Lo = AS(h) = fueZ” | (uh)=0 (mod Q) }
Recall that the main observation from [NS99] is that for any u € Ly, the vector
Pu = ((u,x1),...,(u,x,))
is orthogonal to the vector e modulo @, because from (3.1) we have
(u,h) = a1(u,x1) + -+ an{u,x,) =0 (mod Q).

Then, if py is shorter than the shortest non-zero vector orthogonal to a modulo @, the
condition p, = 0 must be satisfied. This implies that in such a case u € £y .
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For binary the x;’s, Nguyen and Stern observed that if the vector u is short, then p, will
be short, too. Therefore, the orthogonal lattice attack first obtains an LLL-reduced basis of
Lo, from which it extracts a generating set for £ ; subsequently, it computes the orthogonal
of L obtaining Ly.

Generally, if the coefficients of x; are in {0, ..., B} the gap between the norm of p, and
u gains a factor at most B. The same algorithm can be hence applied, however the B factor
must necessarily be taken into account, and it affects the efficacy of the attack.

Algorithm 6.2 Orthogonal lattice attack
Input: h,Q,n, B.
Output: A basis of Lx.

1: Compute an LLL-reduced basis ui, ..., u, of Lo.
2: Extract a generating set of uy,..., Um_n of L.
3: Compute a basis (c1,...,¢,) of Lx = (L) .

4: return (ci1,...,Cp)

The orthogonal lattice attack can also be improved in this case, as discussed in Section 4.1.
For the sake of simplicity, here we first analyse the simplest version, displayed by Algorithm
6.2.

6.4.2 First step: analysis
Rigorous analysis

If the modulus @ is sufficiently large, the orthogonal lattice attack returns a basis of the lattice

Ly in polynomial time for a significant fraction of the possible weight vectors a. Indeed, we
can prove the following extension of Theorem 3.1:

Theorem 6.5. Let m > n. Assume that the lattice Ly has rank n. With a probability at least
1/2 over the choice of a, Algorithm 6.2 recovers a basis of Ly in polynomial time, assuming
that @ is a prime integer of bitsize at least 2mnlogm + (n + 1)nlog B. For m = 2n, the
extended subset sum density is d = nlog(B +1)/log @ = O(1/(nlogn)).

Compared to HSSP, the lower bound on the modulus gains a factor B™*1)" due to the
enlarged range for the coeflicients of the x;’s. In order to prove Theorem 6.5, we first extend
Lemma 3.2:

Lemma 6.6. Assume that the lattice Ly has rank n. Algorithm 6.2 computes a basis of the
lattice Ly in polynomial time under the condition m > n and

Vmn B 2% Ay (L) < A1 (A5(a)) (6.9)
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Proof. As observed previously, for any u € L, the vector

pu = ((u,x1),...,{(u,x,))

is orthogonal to the vector a modulo Q, i.e. py € Aé(a). Therefore, if py is shorter than the
shortest non-zero vector orthogonal to e modulo @), we must have p, = 0, and consequently
u € L. Thus, a sufficient condition for u € Ly is [|pall < A1 (45(c)).

Since ||pu| < v/mnB|ul|, this implies that given any u € £y we must have u € £y if

vVmnB|u|| < A\ (Aé(a)) . (6.10)

Now, the lattice Lg is full rank of dimension m since it contains QZ™. Therefore, we can

consider uy,...,u,, an LLL-reduced basis of Lj. From Lemma 1.14, for each j < m —n we
have

il < 2% - Apn(Lo) 2% - A (Lx) (6.11)

since £ is a sublattice of £y of dimension m — n. Combining (6.11) with (6.10), when
Vmn-B-2% X\, _, (ﬁi‘) <A (Aé(a))

the vectors uy, ..., U, , must belong to £;. This means that (uy,...,u,,_,) is a full rank
sublattice of £, and therefore (uy,...,u,,_,)* = Ly. Finally, Algorithm 6.2 is polynomial-
time, because both the LLL reduction step of £y and the LLL-based orthogonal computation
of L are polynomial-time.

O

Proof (Proof of Theorem 6.5). In order to apply Lemma 6.6, we first derive an upper-bound
on \y_n (Ei) The lattice £ has dimension m — n, therefore by Minkowski’s second theorem
we have

Amen (Lx) < VAm—n™ " det (Lx) <m™/*det (Lx) . (6.12)
From det £ = det £, < det £, and Hadamard’s inequality with ||x;|| < By/m, we obtain:

det Ly < det Ly < [] Ixill <m"/?*B" (6.13)

i=1
which gives the following upper-bound on A,,_, (ﬁi):
Thus, by Lemma 6.6, we can recover a basis of £, when

Vmn 2% .m™ . B"T < )\ (Aég(a)) .
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By Lemma 1.16, this implies that, with a probability at least 1/2 over the choice of e, we can
recover the hidden lattice Ly if:

Vmn 2% .m™ . B"TL < QY /4.

For m > n > 4, therefore it suffices to have log @ > 2mnlogm + (n + 1)nlog B.

Heuristic analysis HLCP,, g

Our rigorous analysis shows that the hidden lattice £y can be revealed for Q sufficiently large.
For instance, if log@Q = O(n?(logn + log B)) when m = 2n. However, we observed that in
practice smaller values for the modulus @) can be selected. One reason is that we can actually
expect the lattice minima to be balanced, and therefore \,,_, (ﬁi‘) to be roughly equal to
A1 (Ci‘) Therefore, we can use the heuristic approximation

Am—n (£x) = \m—n det(ﬁi)ﬁ,
then from (6.13) we obtain:
Am—n (Ei) b ,/Vm_nBﬁmz(mn*”). (6.14)

Moreover, by using the Gaussian heuristic, we expect that

A1 (Aé(a)) = \/’TnQ%-

Combining these heuristics we can approximate the terms in condition (6.9) and get

2 fma - B - mTEm < Q"

where 2 substitutes the 2™/? factor corresponding to the LLL Hermite factor with § = 3/4.
In practice, we always consider 6 = 0.99, so we denote by 2" the corresponding LLL Hermite
factor.

This approximate condition is

2 e T B m T < /7 Q

This gives:

mn
logm +

n
S — log B 6.15
2(m —n) m—n ¢ (6.15)

n
log@Q >t-m-n+ §log(n'7mfn/7n)+

If we consider m = n + k for some constant k, we can take log @ = O(n?(logn +log B)). If
m > ¢ n for some constant ¢ > 1, we can take log@Q = O(m - n + nlog B). In particular, for
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m = 2n we obtain the condition:
5 3N
log@Q >21-n +7logn+n+2nlogB (6.16)

For our experiments we can use m = 2n and log Q ~ 2in? 4+ nlogn + 2nlog B with + = 0.035.
Heuristic complexity

Recall that for a rank-d lattice in Z™, the complexity of computing an LLL-reduced basis
with the L? algorithm is O(d*m(d + log 3) log 3) without fast integer arithmetic, for vectors
of Euclidean norm less than §. Algorithm 6.2 for Step 1 applies twice LLL.

The first LLL is applied to the rank-m lattice Lo € Z™. Therefore the complexity of the
first LLL is O(m®(m+1log Q) log Q). If m = n+k for some constant k, the heuristic complexity
is therefore O(n®(logn + log B)?). If m > ¢ n for some constant ¢, the heuristic complexity is
O(m? - (mn + nlog B)?).

The second LLL is applied to compute the orthogonal of £(U) where U is the matrix
basis of the vectors uy, ..., Upm_pn € Z™. From (6.11) and (6.14), we can heuristically assume
U]l < 2m/2.\/m - BGi—® . m¥@== . For m = n+ k for some constant k, this gives log ||[U|| =
O(n(logn + log B), while for m > ¢ - n for some constant ¢ > 1, we obtain log ||U| = O(m +
log B). As seen in Section 1.2, the heuristic complexity of computing the orthogonal of U is
O(m®(m+ (m/n)log ||U|)?). For m = n+k, the complexity is therefore O(n”(logn +log B)?),
while for m > ¢ n, the complexity is O(m”(m + log B)?/n?).

We summarise the complexities of the two LLL operations in Table 6.4.1 for any B. The
complexities are optimal for m = c¢ - n for some constant ¢ > 1, so for simplicity we take
m = 2n.

[m log Q \ LLL Lo \ LLL (Cx)* |
>n|| On-m+nlogB) | O(m®n?- (m +log B)?) | O(m" - (m + log B)?/n?)
2n O(n? 4+ nlog B) O(n™(n + log B)?) O(n®(n + log B)?)

n+ 1| O(n*(ogn +log B)) | O(n®(logn + log B)?) O(n"(logn + log B)?)

Table 6.4.1. Modulus size and time complexity of Algorithm 6.2 as a function of the parameter m.

Table 6.4.2 specifies the complexities for B = O(n). This is the case, for instance, of the
subset sum problem, i.e. B = 1. In that case the heuristic complexity of the first step is O(n?),
and the density is d = n/log @ = O(1/n), as in the classical subset sum problem.

Heuristic analysis HLCPZ,B

When h comes from a random instance of HLCP}, 5 the heuristic bounds can be slightly
improved. Indeed, in such a case
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| m || logQ [ LLLLo | LLL (Lx)" |
>n|l O -m) O(m™ - n?) O(m?/n?)
n? O(n?) O(n'®) O(n'%)
2n O(n?) O(n°) on")
n+1|| O(n?logn) | O’ log®n) | O(n" log?n)

Table 6.4.2. Modulus size and time complexity of Algorithm 6.2 as a function of the parameter m
when B = O(n).

& (B+1)(2B+1)

E[||x:|*] = 6.17
il ) = m = 2220 (6.17)
Therefore, we can approximate the lattice minima using this upper bound and we get
N Kk (B+1)(2B + 1)\ 2=
Amn (L) & V= (M= . (6.18)
n

This implies that the update condition is

B+1)(2B+1
28" N - M= B <H(+)(+)

m 1/n
- 5 < V@

For B > 1, we have (B + 1)(2B + 1)/2 < 2B2, so for simplicity we can require

2K
n

m m P
2" Ym—n - oM m=m) BTm=n) . ( ) < \/%Ql/n

Consequently (6.15) becomes

n(m — 2n n
log@Q>t-m-n+ 2((m—n)) log(n) + 5 log(Ym—n/Vn)+
mn 2 mn
— 1 log(2 log (B) .
+2(mfn) Ogm+2(mfn) og( K)+2(mfn) o (B)

This for m = 2n gives us
9 n 3n
log @ > 2¢-n” + nlog(n) + B log(k) + > + nlog (B).
which is smaller for kK < n and B < n.
6.4.3 First step: improvements

In Section 4.1.1 we first described a method for generating a basis of n vectors of L, C Z™
for m > 2n, while applying LLL on matrices of dimension ¢t = 2n only. Recall that the values
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of the complexities of the orthogonal lattice attack are almost optimal for m = 2n, for fixed
B. This method consists of multiple applications of the orthogonal lattice attack, therefore
naturally applies to the HLCP, too. Therefore, we can extend directly Proposition 4.1 and we
obtain:

Corollary 6.7. Let m = d-n for d € N and d > 1. Assume that the projection of the lattice
Ly € Z™ over the first n components has rank n, and that the projection of Lx over the
first 2n coordinates is complete. With probability at least 1/2 over the choice of o, Algorithm
4.1 recovers a basis of Ly in polynomial time, assuming that Q is a prime of bitsize at least
4n?(logn + 1) + n(n + 1) log B.

Then in Section 4.1.2 we illustrated a further improvement, showing that only a single
application of LLL (with the same dimension) suffices to produce the m —n orthogonal vectors
in £;. Indeed, once the first n orthogonal vectors have been produced, we can very quickly
generate the remaining m — 2n other vectors, by size-reducing the original basis vectors with
respect to an LLL-reduced submatrix.

Similarly to the first improvement, this strategy can be applied in this extended setting.
Eventually, this implies that the heuristic complexity of the first step for solving the hidden
linear combination problem is O(n”(n + log B)?). Specifically, this is O(n?) if B = O(n).
Therefore, considering a large m affects neither the lower bound on @ nor the asymptotic time
complexity.

The following is a revision of Lemma 4.6, including the updated condition on the size of
vectors x;’s.

Lemma 6.8. Assume that the lattice Ly contains n linearly independent vectors of the form
c,=[c;0--- 0] € Z™ for 1 <i <n withc; € Z*" and ||c;|| < B, and m — 2n vectors of the

formc,=[c; 0 ... 1 ... 0] € Z™ where the 1 component is at index i, for2n +1<i<m
with ¢; € Z2™ and ||| < 8. Then if (v8+ 1)y/mnB < A\ (A5 () where v = 1+ 4n(9/2)",

Algorithm 4.3 returns a set of m — n linearly independent vectors in Ly, namely n vectors

a;eﬁi‘forlgign, and m — 2n vectorsaéeﬁi‘for2n+1§i§m.

Proof. Welet £ C Z?" be the lattice generated by the LLL-reduced basis of vectors a, . . ., as,.
By assumption the lattice £ contains n linearly independent vectors ¢; with ||c;|| < 8. There-
fore, we must have for all 1 < i < n:

lail] <27 - A (L) <275 <Af3

This implies ||aj|| = |ja;|| < 8. Since (v8 + 1)y/mnB < A1 (/lé;;(oz))7 we have ||a}||v/mnB <
A1 (Aé(a)) for all 1 < i < n, which corresponds to (6.10) in Lemma 6.6. Therefore, we must
have a) € £+ for all 1 <i < n.

For 2n + 1 < i < m, we consider the vector t; = [~h;h;'[Q] O --- 0] € Z*", and the
vector t; = [t; 0---1---0] € Z™ where the 1 component is at index i. We have t; € L.
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Since by assumption there exists a vector ¢ = [c; 0 -+ 1 --- 0] € L C Ly, we must have
t,—c,=[t; —c; 0---0] € Lo, and therefore u:=t; — c; € L.
Let v € £ be the vector obtained from Babai’s rounding at Step 6, when given the vector
t; as input. Since the lattice basis ay,...,as, € Z?" is LLL-reduced, from Theorem 4.5 we
must have:
[t: = vIl < AlIt; — ull = yllesl| <78

where v = 14+4n(9/2)™. Therefore letting a = [(t;—v) 0 1 0] € Z™, we must have a; € L, and
moreover ||a}|| < |[t; — v||+ 1 <8+ 1. As previously this implies ||a}|v/mnB < A\; (Aé(a))
and therefore we must have a) € Ei forall 2n +1 <i < m.

O

We proceed accordingly to Section 4.1.2 to estimate the complexity. Since the approxima-
tion factor v for CVP is similar to the LLL Hermite factor, we use the same modulus size as
previously, namely log Q ~ 2:n? + n - logn + 2nlog B with ¢« = 0.035. As in Section 3.2.1 the
complexity of the first LLL reduction with L? is O(n"(n + log B)?). For the Babai’s rounding
we must first invert a 2n x 2n matrix with log @) bits of precision; this has to be done only
once, and takes O(n3log? Q) = O(n®(n + log B)?) time. Then for each Babai’s rounding we
need one vector matrix multiplication, with precision log @ bits. Since the vector has a single
non-zero component, the complexity is O(nlog® Q) = O(n?(n+log B)?)). If m = O(n®BP) for
a > 1, the total complexity of size-reduction is O(n3+%(n + log B)?)B?).

6.4.4 Second step: BKZ

The goal of the second step of the algorithm is to compute the hidden vectors x1,...,x, and
the hidden weights a from £, C Z™.

From the first step we have obtained an LLL-reduced basis (c1,...,c,) of the completed
lattice £ C Z™. This, however, does not necessarily reveal the vectors x;’s. Namely, because
of the LLL approximation factor, the recovered basis vectors (cy,...,c,) can be much larger
than the original vectors x;’s, which are among the shortest vectors in Lx. Therefore, in order
to recover the original vectors x;, one must apply BKZ instead of LLL, in order to obtain a
better approximation factor; eventually from h, the x;’s and @, one can recover the weights
a; by solving a linear system; this is the implementation of Nguyen and Stern’s second step
in [NS99]. This strategy is fully described in Section 3.1.2 for the hidden subset sum problem.
In the following, then we extend our analysis of the Nguyen-Stern lattice attack for B > 1, as
outlined in [CG22].

Second Step HLCP,, g

In our analysis below here, for simplicity we heuristically assume that the lattice Ly is complete.
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Short vectors in Ly

The vectors x1,...,X, € Z™ have coordinates distributed uniformly over the set {0, ..., B}.
Then the expected value of [|x;[|* is m - E[z*] = m -y 5 = m - B(2B + 1)/6 for z any
coordinate. This implies, by Jensen inequality, that we expect the norm of the x;’s to be
smaller than /mB(2B + 1)/6. In addition, the expected value of the norm of the difference

between some x; and x; is

B(B 2
El|x; — %] < /m-2Var(z) = \/m-20% =/m +

Notice that these bounds on the x; and x; — x; for ¢ # j coincide when B = 1. In general, we
have that both these classes of vectors are short vectors of L.

Hence, after BKZ reduction of the first step’s output basis C with a large enough block-size
B, we expect that each vector of the basis vectors cy,...,c, is either equal to £x;, or equal
to a combination of the form x; — x; for 7 # j.

BKZ block-size and running time

We can construct a “generic” short vector in Ly as a binary combination of vectors of the form
x; — x;. Namely, consider z = >_}'_, byz;, with b; € {0,1} and z; a x; — x;. The variance of
any component of z is

Var(z;) ZVar ) Var(zg;) = 20123,

where ¢% is the variance of the uniform distribution over {0, ..., B}. Thus the norm of the

resulting vector will be about \/mno?% /2.
Then heuristically, the gap between these generic vectors and the shortest vectors is:

vVmnB(B+2)/24 1 [ B+2

= n .
JmB(2B +1)/6 2V 2B+1

Therefore, in order to recover the shortest vectors, the BKZ approximation factor 2™ should

1 [ Bt2
=3V"B 1~ f (6.19)

According Section 1.1.3, we can achieve such a value as Hermite factor heuristically by using
BKZ reduction with block-size 8 ~ n. Namely, the running time of the generalised Nguyen-
Stern algorithm results poly(n, log B) - 22(n) = 22(n) . 15g%M) B,

be less than such gap, namely:
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Second Step HLCP}, g

A preliminary discussion about short vectors in Ly is placed in Section 6.3.1. There, we argue
that if ¢ = k/n < B/(B + 1), we can expect to have several additional vectors of L lying in
{0,..., B}™. We now then consider the case ¢ = k/n > B/(B + 1).

For any i # j € 0,...,n we have E[[|x;]|?] = m%% and

Eflx: — %) = m -2 Var(z,) = m "B+ 1 (23 +1  K(B+ 1)).

2n 3 n 2

This suggests that for balanced HLCPZ, p We can expect a behaviour very similar to HLCP,, 5.

By combining BKZ with an extended greedy strategy as described for HSSP, we can try
to recover the target vector in these cases, but when the problem is not balanced we can not
rely on the presence of a gap. While, when the problem is balanced, our heuristic analysis of
HLCP,, p suggests that anyway the algorithm remains exponential.

6.4.5 Practical Experiments

We performed experiments for the extended Nguyen-Stern attack for B = 10. Table 6.4.3
is a collection of timings for HLCP,, 19 for various n, while Table 6.4.4 and Table 6.4.5 for
HLCP}, 1o with £/n >~ 10/11 and x/n >~ 1/2, respectively. Notice that when x/n ~ 10/11, we
expect random instances of HLCP;10 to be very similar to HLCP,, 19. As for the HSSP, i.e.
B =1, we face here an exponential barrier in the second step for n > 170, too.

Step 1 Step 2
n m logQ | LLL £o | LLL L& Reduction Total
70 140 1237 5.2s 3.0s BKZ-10 0.7 s 9.0 s
90 180 1749 16.8 s 8.9s BKZ-10 1.6s 275 s
110 220 2323 42.1 s 21.6 s BKZ-10 4.4 s 68.7 s
130 260 2959 101.0 s 45.2's BKZ-20 14.3 s 161.3 s
150 300 3655 4 min 82.0 s BKZ-30 3 min 8 min
170 340 4412 24 min 4 min BKZ-30 187 min 214 min

Table 6.4.3. Running time of the Nguyen-Stern attack for B = 10.
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Step 1 Step 2
n K m logQ | LLL £o | LLL £ Reduction Total
70 63 140 1237 6.1s 3.6s LLL 0.7s 10.7 s
90 81 180 1749 20.4 s 10.8 s BKZ-10 2.1s 33.6 s
110 100 220 2323 53.5's 25.5 s BKZ-10 53s 84.9 s
130 118 260 2959 127.0 s 53.2 s BKZ-20 184 s 3 min
150 136 300 3655 4 min 100.8 s BKZ-30 1729 s 9 min
170 154 340 4412 19 min 3 min BKZ-30 137 min 159 min

Table 6.4.4. Running time of the Nguyen-Stern attack for B = 10 and x/n ~ 10/11.

Step 1 Step 2
n K m logQ | LLL £o | LLL £ Reduction Total
70 35 | 140 | 1237 6.8 s 4.0s LLL 0.8s 11.8 s
90 | 45 | 180 | 1749 20.7 s 11.0 s BKZ-10 2.1s 34.1s
110 | 55 | 220 | 2323 52.5 s 27.2's BKZ-10 5.8s 86.2 s
130 | 65 | 260 | 2959 | 131.1s 56.4 s BKZ-20 18.1s 3 min
150 | 75 | 300 | 3655 4 min 110.6 s | BKZ-30 139.3 s 8 min
170 | 85 | 340 | 4412 | 20 min 3 min BKZ-30 | 436 min | 458 min

Table 6.4.5. Running time of the Nguyen-Stern attack for B = 10 and x/n ~ 1/2.

6.5 Our algorithm based on statistical learning for HLCP

The hidden linear combination problem is an extension of the hidden subset sum problem
where the vector x;’s have components lying in the range {0, ..., B}. We denote by X € Z"*™
the matrix of row vectors x; € Z™. By using the (improved) Nguyen-Stern orthogonal lattice

attack, we can obtain! a matrix C € Q"*™ such that

V.X=C

for some unknown matrix V € GL,(Q).

We can repeat then the same observations of Chapter 5. Recall that our statistical learning
approach for solving the hidden subset sum problem (B = 1) relies on the idea of considering
the m columns of the output of the orthogonal lattice attack as samples from the discrete

parallelepiped associated to V:

1 See Section 5.3 for a detailed explanation.
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Py (V) = {me D x € {0,1}}
i=1

where vy,...,v, € Q" are the columns of V. See Figure 5.1. Similarly, we can interpret more
generally the columns of C as samples from

,P{o).__’B}(V) = {Z xT; Vi 1 IL; € {0, . ,B}}
i=1

Thus, we want to recover the matrix V from those samples, by using a similar statistical
technique. Indeed, given V one can compute the x;’s with X = V~1C.

As displayed also by Figure 5.2, Algorithm 5.1 consists of combining samples uniform
over Pro13(V) to obtain samples from P 1)(V), so that we can apply the Nguyen-Regev
algorithm and get an approximation of V; the algorithm concludes with a rounding procedure.
This algorithm is highly impractical, since it requires a very large sample size m. Therefore,
in this section, we present a heuristic variant working with fewer samples. Indeed, the variant
we propose here processes directly samples from the uniform distribution over the discrete
parallelepiped, avoiding the combination step. Moreover, we show that this heuristic variant
works for B > 1, too.

Step 1+

Fig. 6.1. Our heuristic algorithm for HLCP based on statistical learning.
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6.5.1 Solving HLCP,, g

Recall that the Nguyen-Regev statistical attack is composed of three steps:

1. find a linear transformation of V into an orthogonal matrix A = LV;
2. recover a good approximation of a column +A;
3. recover an approximation of a column of £V by multiplying by L~1.

The overall strategy of this algorithm is the same as that one of the FastICA algorithm by Aapo
Hyvérinen and Erkki Oja [HO97], i.e. an algorithm for solving the signal source separation
problem. In both algorithms, the first step is performed by exploiting the sample covariance
matrix leakage. For the second step, the Nguyen-Regev algorithm uses a gradient descent
for minimising a certain function associated to U(P[_1,1j(A)). Studying these algorithms, one
can notice that the choice of parameters in [NR09] makes Nguyen-Regev’s gradient descent
coincide with the fixed-point algorithm used in FastICA, when the distribution of the sources
is U([—1,1]) and with kurtosis chosen as cost function. Therefore, our idea is to directly use
a generic statistical method derived from FastICA to solve the hidden linear combination
problem. Our algorithm is summarised by Algorithm 6.3, where we denote Algorithm 4.1 by
BlocksOrtholat. We recall that as the orthogonal lattice attack, this can be directly adapted
for B > 1. See Section 6.4.3.

Algorithm 6.3 Statistical attack for HLCP
Input: h,Q,n
Output: the vectors x;.
1: [Co,C1,Ch, -, Cy] < BlocksOrtholLat(h,n,m, B)
2: Use statistical learning to compute an approximation V of V.
3: Recover X from the rounding of X = V71C.
4: return (Xi1,...,Xn)

We use here the FastICA for performing statistical learning as a black-box, and we refer
to [HO97, HO00, HKOO04] for details.

As in the Nguyen-Regev algorithm, the statistical learning algorithm (FastICA) produces
an approximation V of V., with relative distance n~, using m = n° samples. This gives
an approximation X of X with relative distance n=¢. Recall that the components of X are
integers in [0, B]. Therefore, if n=¢ < 1/(2B), we can recover X by rounding to the nearest
integer. This shows that heuristically poly(n, B) samples are sufficient.

The complexity of the underlying statistical learning method is polynomial in the size of
the input sample and the size of such vectors’ coefficients [HKOO04|. Hence, we can conclude
that the heuristic complexity of our statistical approach for solving HLCP,, g is poly(n, B).
Recall that the Nguyen-Stern attack from Section 6.4 has complexity exponential in n but
polynomial in log B.
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We observed that in practice this algorithm is quite efficient. In particular, we can recover
the binary vectors of a random HSSP,, in only a few seconds for n < 250 for m =~ n?. Moreover,
in such a case the space complexity of the second step is O(n?) only, instead of O(n?) as in
the multivariate attack. We collected practical experiments in Section 6.5.2.

Remark 6.9. In Chapter 5 we used the Nguyen-Regev algorithm to prove that there exists
an algorithm solving HSSP,, in polynomial time (Theorem 5.4). Specifically, we showed that
combining a polynomial-size sample of Pyo,13(V) one can obtain a sample of P_; 1;(V), which
is sufficiently large for successfully applying the method described in [NRO9]. For getting a
theoretical result for HLCP,, p similar to Theorem 5.4, we should then prove that combining

enough elements sampled uniformly from Py, ... g} (V) we can obtain sufficiently many random

elements of P_;1;(V). This is however less straightforward. Notice that, for instance, when
B > 1 we can not center the distribution only by subtracting a vector as in equation (5.1); we
should instead use the mean vector of Pyg,.. B}(V)7 which however depends on the unknown
distribution V. A possible solution is to consider a sample estimation of the mean, but this
requires introducing further conditions. The behaviour of our heuristic variant suggests that a
lower bound for m obtained using this modus operandi would not be anyway tight. Therefore,

we decided to not extend Theorem 5.4 here.

Remark 6.10. Any vector belonging to one of the previously considered parallelepipeds can be
written as V - x, where x belongs either to [—1,1]", {0,1}" or {0,..., B}". Both the Nguyen-
Regev algorithm and FastICA are based on the assumption the components of x are sampled
independently?. For this reason we can not expect our algorithm to succeed for instances of
HLCP?}, g, since by constructions the columns of X do not satisfy this hypothesis in such a
case. See Definition 6.4. However, we have seen that for some combinations of n,x and B
Algorithm 6.3 actually works. We discuss this fact in Section 6.5.3

Remark 6.11. When discussing the differences between the original setting for which the
Nguyen-Regev algorithm was developed and the one we are analysing in this thesis, we have
observed in our case the entries of V are not polynomially bounded in absolute value. See
Chapter 5. Although this motivates Step 3 of Algorithm 6.3, in practice we can often round
V, directly. Indeed, there is often gap between the theoretical and practical bounds for LLL,
and the size of the coefficients of V indirectly depends on the quality of the reduction applied
to the output of the orthogonal step. Intuitively, if the basis C is composed of vectors with
small coefficients we can expect those of V to be small, too. Then, in such a case we can apply
the rounding to V, directly.

6.5.2 Practical experiments for HLCP,, g

We described a heuristic attack based on statistical learning. We claimed that this algorithm
solves random instances for HSSP,, and HLCP,, g in poly(n, B).

2 ICA is the acronym of independent component analysis.
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We provide in Table 6.5.1 the results of practical experiments running our statistical attack
for B = 1, in Table 6.5.2 for B = 2 and in Table 6.5.3 for B = 10. We have used the
implementation of the FastICA iterative algorithm provided in the scikit-learn package
[PVGT*11]. We see that for B = 1 the FastICA algorithm at Step 2 of the attack is very efficient,
as we can reach n = 250, whereas with Nguyen-Stern we cannot solve the hidden subset sum
problem for n > 170. In particular, for n = 250, FastICA takes only 76 seconds, whereas in
the multivariate attack for HSSP,,, the second step takes 45 minutes. Our implementation is
available at https://github.com/agnesegini/solving_hssp.

For B = 10, in our experiments the statistical attack is less efficient than the Nguyen-Stern
algorithm, as one must generate a large number m of samples in the first step. However the
attack scales polynomially with n; therefore, we expect the statistical approach to eventually
outperform the Nguyen-Stern attack for larger values of n. The content of this section partially
appeared in [CG22].

n m log @ | Step 1: LLL | Step 2: FastICA | Total
70 2590 772 9.9 s 10.7 s 209 s
90 4230 1151 21.7 s 404 s 62.9 s
110 6270 1592 49.6 s 141.4 s 3 min
130 16900 2095 129.7 s 54.2 s 3 min
150 22500 2659 4 min 72.5 s 6 min
170 28900 3282 8 min 110.7 s 10 min
190 36100 3965 26 min 156.5 s 29 min
220 48400 5099 96 min 4 min 99 min
250 62500 7362 230 min 76 s 233 min

Table 6.5.1. Running time of our statistical attack for HSSP,,.

n m log@ | Step 1: LLL | Step 2: FastICA | Total

70 9800 912 22.6 s 28.4 s 52.2's
90 16200 1331 70.5 s 33.3 s 107.0 s
110 24200 1812 153.3 s 65.5 s 4 min
130 33800 2355 5 min 93.2 s 7 min
150 45000 2959 11 min 137.1s 13 min
170 57800 3622 14 min 4 min 18 min
190 72200 4345 34 min 4 min 38 min

Table 6.5.2. Running time of our statistical attack for HLCP,, 2.
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n m log@ | Step 1: LLL | Step 2: FastICA | Total

70 19600 1237 36.0 s 27.1s 64.6 s
90 32400 1749 98.8 s 49.6 s 152.2 s
110 48400 2323 4 min 68.4 s 5 min
130 67600 2959 7 min 142.0 s 10 min
150 90000 3655 12 min 4 min 17 min

Table 6.5.3. Running time of our statistical attack for HLCP,, 10.

6.5.3 Application to HLCP},

The statistical learning algorithm we describe in Section 6.5.1 relies on the assumption that
the vectors x;’s are statistically independent. Specifically, it requires the coefficients columns
of X to be independently distributed. By construction the instances of HLCP;, 5 do not satisfy
this property, since the columns of X must have fixed Hamming weight. See Definition 6.4.
However, running the algorithm over several instances, we noticed that for some combinations
of n, k and B the algorithm actually retrieves the x;’s for B > 1. We provide now the intuition
of a possible reason.

Consider a column X; of X, we have that the non-zero coordinates of X; are distributed
randomly uniformly over {1,..., B}. This implies that if ¢ is sufficiently close B/(B + 1) the
distribution of %; is close to the uniform distribution over {0, ..., B}". Similarly, if ¢ tends to 1,
%;’s distribution tends to the uniform distribution over {1,..., B}". Given the characteristics
exploited by the algorithm?, this is in fact sufficient to succeed. Tables 6.5.4, 6.5.5, 6.5.6 and
6.5.7 contain examples of running-time for some different tuples of (n, k, B). Notice that when
k/n gets closer either to B/(B + 1) or 1, we have that more vectors are recovered and that
the second step becomes faster.

’ n ‘ K ‘ m ‘ Step 1 ‘ Step 2 ‘ recovered X; ‘ tot ‘
90 | 45| 16200 | 41.3s | 134s 90 54.7 s
90 | 55| 16200 | 38.5s | 11.7s 90 50.2 s
90 | 65| 16200 | 42.2s | 119s 90 54.1s
90 | 75| 16200 | 38.9s | 14.9s 90 53.8 s
90 | 85| 16200 | 41.9s| 40.5s 90 82.4 s
90 | 90 | 16200 | 34.3s| 99s 90 44.3 s

Table 6.5.4. Running time of our heuristic statistical attack applied to HLCPgy o for various .

3 The correctness and convergence of the FastICA algorithm depends on the fact that we can reduce
the given vectors to a sample having a base distribution with covariance matrix close to the identity
matrix. Since we did not discuss the algorithm here, we refer to [HKOO04] for more details.
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’ n ‘ K ‘ m ‘ Step 1 ‘ Step 2 ‘ recovered X; tot
120 60 28800 | 138.7s | 29.8s 120 168.5 s
120 70 28800 | 142.9s | 259s 120 168.8 s
120 80 28800 | 144.7s | 29.4s 120 174.1 s
120 | 90 | 28800 | 168.9s | 30.9s 120 3 min
120 | 100 | 28800 | 150.9s | 30.7s 120 3 min
120 | 110 | 28800 | 135.6s| 93.1s 0 4 min
120 | 120 | 28800 | 154.9s| 29.5s 120 3 min

Table 6.5.5. Running time of our heuristic statistical attack applied to HLCPfy o for various k.

’ n ‘ K ‘ m ‘ Step 1 ‘ Step 2 | recovered x; ‘ tot ‘
140 | 70 | 39200 | 6 min | 50.5 s 140 7 min
140 | 80 | 39200 | 7 min | 49.5s 140 8 min
140 | 90 | 39200 | 6 min | 53.4 s 140 7 min
140 | 100 | 39200 | 7 min | 48.1s 140 7 min
140 | 110 | 39200 | 5 min | 46.3 s 140 6 min
140 | 120 | 39200 | 5 min | 52.7 s 6 6 min
140 | 130 | 39200 | 5 min | 149.1s 0 7 min
140 | 140 | 39200 | 4 min | 37.6s 140 5 min

Table 6.5.6. Running time of our heuristic statistical attack applied to HLCPf4 o for various .

’ n ‘ K ‘ m ‘ Step 1 ‘ Step 2 ‘ recovered X; tot
120 | 50 | 28800 | 152.0s| 92.5s 0 4 min
120 | 60 | 28800 | 165.9s | 40.5s 120 3 min
120 | 70 | 28800 | 3 min | 33.9s 120 4 min
120 | 80 | 28800 | 163.6s | 27.5s 120 3 min
120 | 90 | 28800 | 160.2s| 30.4s 120 3 min
120 | 100 | 28800 | 155.1s| 31.4s 120 3 min
120 | 110 | 28800 | 153.8s| 33.1s 120 3 min
120 | 120 | 28800 | 147.2s | 259s 120 173.1 s

Table 6.5.7. Running time of our heuristic statistical attack applied to HLCPfy 5 for various .

6.6 Conclusions and remarks

In this chapter we studied the hardness of the affine hidden subset sum problem and the hid-
den linear combination problem, two variants of the hidden linear combination problem having
application in cryptanalysis. For the first variant we showed that the orthogonal lattice attack
can be extended and applied to solve this variant, too. This implies that all the algorithms
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presented in the previous chapters for retrieving the binary vectors are still applicable. Specif-
ically, we analysed the affine orthogonal lattice attack, providing rigorous conditions for its
success. Differently from our analysis of HSSP we did not make this condition explicit, nor
compute heuristic bounds. The reason is that there are several configurations that may occur,
depending on the context in which the problem is placed. We recall that the BPV generator
can be embedded in different primitives. Therefore, studying some of these configurations may
be a future research direction.

The second variant of HSSP that we analysed is the hidden linear combination problem.
First, we studied the extension of the Nguyen-Stern lattice-based attack to this problem, and
then we described a heuristic variant of the statistical learning attack, working in polynomial
time. For both these attacks we provided the result of our experiments. We observed that the
statistical algorithm is quite efficient in practice, e.g. it recovers the binary vectors of HSSP,, in
a few seconds only. Moreover, we saw that this method also works when the Hamming weight
is fixed, for certain combinations of n,x, B if B > 1.

In Chapter 5 we showed that there exists a provable polynomial-time algorithm for solving
HSSP,,, via statistical learning. The variant of that algorithm discussed in this chapter for
HLCP is heuristic, only. In fact, we did not show any precise bounds on its complexity. See
Remark 6.9. Furthermore, it remains still unclear if we can adapt this technique to properly
solve HLCP}, . Therefore, we leave these points as open questions for future works, and we
conclude with Tables 6.6.1 and Tables 6.6.2, summarising the current state of the art about
the algorithms for solving HSSP and HLCP, also including our contributions.

complexity status
Nguyen-Stern [NS99] 20(m) heuristic
HSSP, (B =1) | Coron-Gini [CG20a] O(n) heuristic
Statistical attack [CG22] poly(n) proven
Nguyen-Stern [NS99] 22 . 1o0g®M B | heuristic
HLCP,. 5
Statistical attack [CG22] poly(n, B) heuristic

Table 6.6.1. Summary of the algorithmic complexities for HSSP,, and HLCP,, 5.
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complexity status
HSSPS (B = 1) Nguyen—St('ern [NS99] 29(’;) heur%st%c
Coron-Gini [CG20a] on”) heuristic
HLCP” 5 (B > 1) Ngu.}ler.l—Stern [NS99] | 2°(™) . 10g®™) B heuri‘sti.c
’ Statistical attack poly(n, B) heuristic

Table 6.6.2. Summary of the algorithmic complexities for HSSP;;, and HLCP;, 5 for ¢ = B/(B +1).
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