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Abstract—5G communication systems enable new functions
and major performance improvements but at the cost of tougher
energy requirements on mobile devices. One of the effective ways
to address this issue along with alleviating the environmental
effects associated with the inevitable large increase in energy
usage is the energy-neutral systems, which operate with the
energy harvested from radio-frequency (RF) transmissions. In
this direction, this paper investigates the notion of harvesting
the ambient RF signals from an unusual source. Specifically, the
performance of an RF energy harvesting scheme for multi-user
massive multiple-input multiple-output (MIMO) is investigated in
the presence of multiple active jammers. The key idea is to exploit
the jamming transmissions as an energy source to be harvested
at the legitimate users. To this end, the achievable uplink sum
rate expressions are derived in closed-form for two different
antenna configurations. Two optimal time-switching schemes are
also proposed based on maximum sum rate and user-fairness
criteria. Besides, the essential trade-off between the harvested
energy and achievable sum rate are quantified in closed-form.
Our analysis reveals that the massive MIMO systems can exploit
the surrounding RF signals of the jamming attacks for boosting
the amount of harvested energy at the served users. Finally,
numerical results illustrate the effectiveness of the derived closed-
form expressions through simulations.

I. INTRODUCTION

User devices in beyond 5G systems will essentially be
empowered by artificial intelligence (AI) processing capabil-
ities, which raises the energy requirements and makes users
more power hungry due to the high computational loads [2].
Meanwhile, energy harvesting from ambient radio frequency
(RF) signals has emerged as a sustainable solution for the
tremendous growth in the energy consumption of wireless
networks. Energy harvesting technologies can facilitate es-
tablishing energy efficient networks in order to not only cut
down operational expenditures but also to address the growing
concerns about the global environmental consequences due
to operating the communication infrastructures using fossil
fuel. Moreover, since future wireless networks will be more
densified and the communication distances are becoming much
shorter, wireless energy harvesting will be more meaningful
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and feasible for the users within the applications that have
limited power supplies [3]. However, there are some practical
limitations inhibit harvesting enough energy at the receivers
such as the low RF energy to direct current (DC) conversion
efficiency and the severe pathloss between the transmitter and
the receiver. Towards this end, smart antennas technologies
such as massive MIMO that can enhance the performance of
energy harvesting and then boost the overall energy efficiency
and achievable data rate [4].

The concept of energy harvesting has been widely adopted
in massive MIMO systems, where some of the prior related
works can be outlined as follows. In [5], an energy har-
vesting strategy has developed and analyzed to power the
secondary users of a cognitive radio system through harvesting
energy from primary user transmissions. Reference [6] has
proposed and analyzed an architecture of self-backhaul and
energy harvesting small cell network with massive MIMO. In
[7], the trade-off between the achievable rate and harvested
energy has been analyzed at massive MIMO receivers, where
a low-complexity antenna partitioning algorithm for energy
harvesting massive MIMO systems is proposed. Authors in
[8] have investigated the feasibility of utilizing a relay-assisted
massive MIMO to enhance the performance of simultaneous
wireless information and power transfer (SWIPT) by leverag-
ing the excess degrees-of-freedom offered by massive antenna
arrays at the base-station. Further, optimizing the downlink
transmission for simultaneous wireless information and power
transfer (SWIPT) in multi-cell massive MIMO systems is
analyzed in [9] with the existence of a two-antenna energy
harvester that is capable of harvesting energy via one antenna,
and eavesdropping upon the legitimate communications via the
other antenna.

Furthermore, massive MIMO as a concept is developed
to accommodate the massive connectivity requirement that
is essential for future wireless cellular networks to support
machine-type communications (MTC) and Internet of things
(IoT) devices [10], [11]. Nevertheless, ubiquitous wireless
connectivity is appealing to the envisioned beneficiaries of
these networks as well as to the bad actors where they
can wreak havoc by actively eavesdropping and/or jamming.
Moreover, jamming devices used to be implemented on high-
cost hardware mostly for military purposes but currently they
can be realized through modifying the firmware of commodity
hardware [12]. Additionally, active jammers need a suffi-
ciently high energy budget for each transmission block, which
is allocated between pilot spoofing attacks during channel
training phase and jamming the legitimate communications
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during data transmission phase [13]. Interestingly, this high-
power jamming signals can be exploited at the legitimate
user devices. Specifically, different from the existing research
works in the context of RF energy harvesting, this paper
intends to investigate using the jamming energy transmitted
by the jammers to be harvested at the users.

In the context of detecting the jamming threats, there
have been abundant contributions in the literature that have
proposed many effective approaches to deal with these security
challenges. In particular, a detailed survey article on the
methods and techniques that are employed for detecting active
attacks on massive MIMO systems can be found in [14] .
On the other hand, jamming defense strategies for massive
MIMO are developed in [15] in which secret keys are em-
ployed to encrypt and protect the legitimate communications
from the jamming attacks. Likewise, a full-stack framework
for detecting and suppressing jamming attacks in cell-free
massive MIMO system is proposed in [16] to utilize the
unused pilots for designing a jammer detector based on the
likelihood functions of the measured signals. Moreover, based
on game theory, a beam-domain jamming defense approach
is developed in [17] for suppressing the malicious attacks on
the downlink transmissions of the massive MIMO systems. In
[18], a jamming-resistant receiver scheme has been proposed
to utilize the high spatial resolution of massive MIMO for
enhancing the robustness of uplink transmissions.

The multi-antenna massive MIMO base-station can be used
for provisioning physical layer security by exploiting the large
antenna arrays to simultaneously transmit confidential signals
towards the legitimate user nodes and artificial noise (AN) se-
quences towards eavesdroppers for perturbing their intercepted
signals, and hence, improving the secrecy performance [19]. In
this direction, the communication secrecy aspects of massive
MIMO systems in the presence of active and passive attacks
have been extensively studied in multiple works [18]–[24].
Specifically, securing the millimeter-wave (mm-Wave) massive
MIMO channels by exploiting the spatial sparsity of legitimate
user’s channel has been studied in [24]. The proposed security
scheme in [24] is based on processing information data onto
dominant angle components of the sparse channel, while AN is
broadcast over the remaining non-dominant angles interfering
only with the eavesdropper with a higher probability. Never-
theless, we will not delve into similar mechanisms that pursue
strengthening the communication security or incapacitating the
eavesdropper’s ability to decode the confidential data, which
are beyond the scope of this work. Instead, we focus on
exploiting the jamming transmissions of the active attackers
as a viable source for energy harvesting, and thus, increasing
the energy efficiency of massive MIMO networks. Specifically,
the objective of this paper is to make full use of the RF energy
in wireless environment.

The design of an energy-harvesting receiver under jamming
attacks has been investigated in some prior works based on
the premise that the detrimental interference can be harvested
to increase the transmit power [25]–[27]. Specifically, an
energy-harvesting receiver for two-way orthogonal frequency
division multiplexing (OFDM) systems under hostile jamming
is designed to simultaneously process information and harvest

energy from the received desired signals as well as the
jamming interference through a power splitter [25]. In [26],
the authors show that energy harvesting can be exploited for
counteracting the jamming interference in a wireless secret key
generation (SKG) system that consists of a pair of legitimate
nodes and a malicious jammer. In the same context, a strategic
interaction framework between a pair of legitimate user nodes
and a jammer have been formulated as a zero-sum game in
[27], and the analysis has demonstrated that the legitimate
user are capable of neutralizing the jammer by appropriately
tuning the transmit power and the energy harvesting duration.
Nevertheless, to the best of our knowledge, this concept has
not been studied yet in the open literature on a whole system
level by considering multiple legitimate users attacked by
multiple jammers. Therefore, this observation motivates this
work to study the performance of a massive MIMO system
utilizes the jamming attacks to power the legitimate users.

The key technical contributions of this study can be sum-
marized as follows:

• Developing a novel RF energy harvesting scheme for
massive MIMO to fully utilize the ambient RF signals.
Specifically, the legitimate user nodes can harvest energy
from the jamming transmissions of the active attackers in
order to utilize this energy for sending their payload data
to the base-stations.

• Formulating and deriving the essential performance met-
rics of the proposed energy-harvesting scheme for fi-
nite/infinite antenna regime at the base-station with taking
into account the accumulative impact of the imperfect
channel state information (CSI) and co-channel interfer-
ence. We consider the uplink transmissions in order to
evaluate the achievable data rate by the users when the
proposed energy harvesting scheme is employed.

• Designing two optimal time-switching energy harvesting
control schemes for the users based on the sum rate
maximization and max-min user-fairness criteria.

• Analyzing the energy-rate trade-off in the time-switching
energy harvesting protocol, and deriving this interaction
in a closed-form expression. Numerical/simulation results
are presented to validate our analysis and to obtain
system-design insights.

The rest of the paper is structured as follows. The considered
system model is presented in Section II. The performance
metrics for both limited and unlimited antenna arrays at the
base-station alongside with optimization of time-switching
factor and the energy-rate trade-off analysis are all derived
and presented in Section III. Numerical results and discussions
on our proposed scheme are provided in Section IV. Finally,
Section V summarizes the concluding remarks.
Notation: ZH and [Z]i,j denote the Hermitian-transpose and
the (i, j)th element of the matrix Z, respectively. The absolute
value and norm operator are denoted by |·| and ∥·∥, respec-
tively. E[z] and Var[z] are the expected value and the variance
of z, and the operator ⊗ denotes the Kronecker product. Ei(z)
is the exponential integral function for the positive values of
the real part of z. Finally, the notation Z ∼ CN (0,Σ) denotes
that Z is a circularly symmetric complex Gaussian distributed
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Fig. 1. Multi-user massive MIMO uplink transmissions under attacks by
multiple jammers.

with zero mean and covariance matrix Σ.

II. SYSTEM, CHANNEL, AND SIGNAL MODELS

In this section, the system, channel, and signal models are
presented in details along with analyzing the energy harvesting
model in massive MIMO networks.

A. System and channel models

We consider the uplink transmission of a multi-user mas-
sive MIMO network that consists of an M -antennas base-
station to serve K randomly distributed user nodes (Uk) for
k ∈ {1, · · · ,K} in the presence of N randomly located active
jammers (Jn) for n ∈ {1, · · · , N}. Each user node and jammer
is herein assumed to be equipped with a single antenna as
shown in Fig. 1. This model captures the key idea of jamming
multiple concurrent communications and our analysis can be
readily generalized to the case of multi-cell systems.

Let G ∈ C(M×K) be the channel matrix between the base-
station and user nodes, which can be modeled as

G = G̃D
1/2
G , (1)

where G̃ ∼ CNM×K (0M×K , IM ⊗ IK) accounts for the
independent small-scale Rayleigh fading, and diagonal matrix
DG = diag(ζG1 , · · · , ζGk

, · · · , ζGK
) captures the large-scale

fading including path-loss and shadowing.
User nodes can harvest energy from the jamming transmis-

sions of the active eavesdroppers through the jamming channel
H, which can be defined as

H = H̃D
1/2
H , (2)

where H̃ ∼ CNK×N (0K×N , IK ⊗ IN ) captures the in-
dependent small-scale Rayleigh fading channel, and DH

accounts the energy harvesting channel large-scale fading.
Here, the elements of DH can be vectorized as vec[DH ] =
[βH11 , · · · , βH1N

, · · · , βHKN
].

A block-fading model has been considered in this analysis,
where the channel remains constant during a coherence block
of TC symbol times, which is practically computed as the
product of the coherence time and the coherence bandwidth.
Signals consisting of TC symbols can be transmitted in a
coherence block and these signals can be represented by
vectors of TC lengths. Specifically, the considered massive
MIMO system is operating in time-division duplex (TDD)

TC = Coherence interval

Tp αT (1− α)T

Energy harvesting Data transmissionPilot

Fig. 2. A representation of a transmission frame in time-switching energy
harvesting protocol for users, where T = TC − Tp.

mode, and the uplink transmission coherence block (TC) of
each user node is divided into three orthogonal time-slots as
represented in Fig. 2. At the beginning of each coherence
block, all user nodes simultaneously transmit orthogonal pilot
sequences during (Tp) to the base-station for estimating their
respective channels. Afterwards, user nodes harvest energy
during αT , where α ∈ (0, 1) is the time-switching factor and
T = TC −Tp. The user nodes utilize the harvested energy for
data transmission during the remaining time duration (1−α)T .
Meanwhile, we assume that the active jammers are constantly
transmitting to jam the user nodes.

B. Acquisition of channel state information

In practice, the channels are estimated during the uplink
channel training phase (Tp) at the base-station through uplink
pilot sequences transmitted by the user nodes. Then, these
uplink channel estimates are used by the base-station to obtain
the downlink channels via channel reciprocity that holds in
TDD systems [28], [29]. Specifically, at the beginning of the
channel training phase, all user nodes transmit their pilot se-
quences Φk ∈ C(1×Tp), where Tp is the pilot sequence length,
satisfying Tp ≥ K. Furthermore, ΦkΦ

H
k = 1 and ΦkΦ

H
k′ = 0

when k ̸= k′ and k, k′ ∈ {1, . . . ,K}. Accordingly, the pilot
signal received at the base-station can be written as

Yp =

K∑
k=1

√
TpPp gkΦk +Np, (3)

where Pp is the average pilot transmit power of the user nodes,
while Np is an additive white Gaussian noise (AWGN) matrix
whose elements are independent and identically distributed
(i.i.d.) CN (0, 1) random variables. After projecting Yp onto
Φk, the minimum mean square error (MMSE) estimates of gk
can be derived as [30]

ĝk =
√
TpPpζGk

(1 + TpPpζGk
)−1 YpΦk (4)

The MMSE estimate of Ĝ can be then written as Ĝ =
[ĝ1; · · · ; ĝk; · · · ; ĝK ]. The true channel of G can be written in
terms of its estimate as

G = Ĝ+ EG (5)

where EG is the channel estimation error matrix. From the
orthogonality property of MMSE, Ĝ and EG are statisti-
cally independent and distributed as Ĝ ∼ CN (0, D̂G) and
EG ∼ CN (0,DG − D̂G), respectively, where D̂G is a
diagonal matrix with the k-th diagonal element is given by
ζ̂Gk

= TpPpζ2Gk
(1 + TpPpζGk

)−1.
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C. Energy harvesting

Before deriving the achievable rate in the next Section III,
we first obtain the harvested energy. During the second portion
of uplink time-slot having a length of αT , user nodes harvest
energy from the jamming transmissions. Thus, the average
harvested energy at the k-th user can be computed as

Ehk
= αT ΨEHk

(PIk), (6)

where PIk is the incident power at the rectenna of the k-th
user and can be defined by as

PIk =
∥∥∥hkP1/2

E

∥∥∥2 , (7)

where PE = diag(PE1
, · · · , PEn

, · · · , PEN
) accounts for the

jamming powers of the active attackers for n ∈ {1, · · · , N},
hk is the k-th row of H.

Moreover, in (6), ΨEHk
(·) is a non-linear function of the

incident power PIk . The practical non-linear energy harvesting
model in [31] is considered in this analysis because practically
the harvested energy is a non-linear function of the incident
RF power at the rectenna. Typically, the RF-to-direct current
(RF-to-DC) energy conversion efficiency increases with the
incident power until a peak, and then it saturates to a constant
defined by the characteristics of energy harvesting circuitry.
This non-linear model contradicts the linear energy harvesting
model that has been considered in multiple studies as it largely
overestimates the harvested energy in high incident power
regime. The practically-viable non-linear operating charac-
teristics of the energy harvesting circuitry is given in the
following expression

Ψ(ρ) =

[
δ

1− v

(
1

1 + e−ψ(ρ−w)
− v

)]+
, (8)

where[λ]+ = max(0, λ), v = 1/(1+eψw), and ρ is the incident
power. The parameters δ, ψ, and w capture various non-linear
effects of energy harvesting circuitry, and they can be defined
for practical energy harvesters as δ = 9.079µW, ω = 2.9µW.

User nodes utilize the harvested energy in (6) for transmit-
ting their data to the base-station during the remaining time
duration (1−α)T , and thus, the uplink transmission power of
the k-th user node can be defined as

Pdk =
Ehk

(1− α)T
. (9)

D. Signal model for uplink transmission

This subsection considers modeling and analyzing the signal
model for the massive MIMO uplink transmission. In partic-
ular, the received signal at the base-station after applying the
zero-forcing1 (ZF) detector can be written as

yU = Ŵ
(√

PdGxd + nU

)
, (10)

where Ŵ is the ZF detector at the base-station and is defined
as

Ŵ = (ĜHĜ)−1ĜH . (11)

1ZF-type receiver filter performs better than matched-filter detector in terms
of nulling the jamming signal [18] and inter-pair interference mitigation [29].

In (10), Pd = diag(Pd1 , · · · , Pdk , · · · , PdK ) is an K × K
diagonal matrix representing the uplink transmit power for
the K user nodes that obtained from (9) for k ∈ {1, · · · ,K}.
Further, xd is the transmitted vectors of the user nodes that
satisfying E[xdxHd ] = IK , and nU ∼ CN (0, 1) is the AWGN
at the base-station satisfying that E[nUnHU ] = InU

σ2
n.

III. PERFORMANCE ANALYSIS

In this section, the achievable uplink sum rates are de-
rived for two different antenna configurations at the base-
station. This section also presents the optimization of the time-
switching energy harvesting protocol in terms of maximum
sum rate and user-fairness along with quantifying the trade-
off between the harvested energy and uplink achievable rate.

A. Uplink sum rate for finite number of base-station antennas

In order to capture the joint impact of detection uncertainty,
interference, and filtered AWGN, the k-th user data stream
received at the base-station is written by using (10) as

ỹk =
√
PdkE [ŵkgk]xdk + ñUk

, (12)

where the first term accounts for the desired signal, and
the second term represents the effective noise capturing the
collective impacts of interference arises from detection uncer-
tainty with imperfect CSI, inter-user interference, and filtered
AWGN, which is expressed as

ñUk
=
√
Pdk (ŵkgk − E [ŵkgk])xdk

+

K∑
k=1,k′ ̸=k

√
Pdk′ ŵkgk′xdk′ + ŵknUk

. (13)

An achievable uplink sum rate expression, that can tightly
bound the ergodic sum rate, is derived by invoking the worst-
case Gaussian approximation technique as follows [29]

RU =
(1− α)T

TC

K∑
k=1

log2 (1 + γ̃k) , (14)

where γ̃k is the effective signal-to-interference-plus-noise ratio
(SINR) of the k-th user node and is obtained as follows

γ̃k =
Pdk |E [ŵkgk]|2

BUk +
K∑

k′=1,k′ ̸=k
UIkk′ + σnE

[
∥ŵk∥2

] , (15)

where BUk and UIkk′ are the beamforming gain uncertainty
and the interference caused by other users, respectively, which
can be defined as

BUk = PdkVar [ŵkgk] , (16a)

UIkk′ = Pdk′E
[
|ŵkgk′ |2

]
. (16b)

Next, the achievable uplink sum rate at the base-station can
be derived in closed-form as follows. To begin with, the term
ŵkgk in (5) can be simplified as follows:

ŵkgk = ŵk(ĝk + EGk
) = 1 + ŵkEGk

, (17)
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R̄∞
U =

(1− α)

ln(2)

K∑
k=1

N∑
j=1

 N∏
i=1,i̸=j

βHjPEj

βHj
PEj

− βHi
PEi

[
−exp

(
1

ηAkβHj
PEj

)
Ei

(
−1

ηAkβHj
PEj

)]
(29)

where EGk
is the k-th column of estimation error matrix EG.

Since ŵk and EGk
are uncorrelated and EGk

is a zero-mean
random variable, then E [ŵkEGk

] = 0. Therefore,

E [ŵkgk] = 1 + E [ŵkEGk
] = 1. (18)

Next, the term accounts for the beamforming gain uncer-
tainty BUk can be derived by using (17) and (18) as

Var(ŵkgk) = E
[
|ŵkEGk

|2
]

= (ζGk
− ζ̂Gk

)E
[
∥ŵk∥2

]
= (ζGk

− ζ̂Gk
)E

[(
ĜHĜ

)−1
]
k,k

=
(ζGk

− ζ̂Gk
)

ζ̂Gk
K

E[Tr(X−1)]

=
(ζGk

− ζ̂Gk
)

ζ̂Gk
(M −K)

, (19)

where X is a K×K central Wishart matrix with NP degrees
of freedom and covariance matrix IK , where E[Tr(X−1)] =
K/(M −K) [32].

The next term of the inter-user interference UIkk′ can be
computed from (17), ŵkgk′ = ŵkEGk′ for k′ ̸= k. Since ŵk

and EGk′ are uncorrelated, then it can be shown that

E
[
|ŵkgk′ |2

]
=
(
ζGk′ − ζ̂Gk′

)
E
[(

ĜHĜ
)−1

]
k,k

=
ζGk′ − ζ̂Gk′

ζ̂Gk
(M −K)

. (20)

Similarly, the noise term obtains as

σ2
nE

[
∥ŵk∥2

]
=

σ2
n

ζ̂Gk
(M −K)

. (21)

Then, by substituting (18), (19), (20), and (21) into (15), the
achievable rate of the k-th at the base-station can be derived
as given below:

R̄U =
(1− α)T

TC

K∑
k=1

log2

1+ Pdk (M −K)ζ̂Gk

K∑
k′=1

Pdk′ (ζGk′ − ζ̂Gk′ ) + σ2
n

 .(22)

B. Uplink sum rate for large number of antennas

The asymptotic properties of massive MIMO is utilized
in this subsection to obtain a closed-form expression of the
asymptotic uplink sum rate. Namely, the number of antennas at
the base-station grows unbounded with respect to the number
of served user nodes, i.e., the number of users (K) is kept at
arbitrary finite value with respect to M . Having been inspired
by the power scaling laws of massive MIMO [33], the transmit

power at the user nodes can be scaled inversely proportional
to the number of antennas at the base-station as Pd = Ed/M ,
where Ed is fixed. In this context, by letting M → ∞ in (22)
and by invoking (9), the SINR of the k-th user node within
the asymptotic base-station antenna regime can be derived as

γ̃∞k =
αζ̂Gk

(1− α)σ2
n

Ψ

(∥∥∥hkP1/2
E

∥∥∥2) (23)

Then, the obtained asymptotic SINR in (23) can be re-
written as γ̃∞k = AkΨ(Z), where Ak = αζ̂Gk

/(1 − α)σ2
n

and Z =
∥∥∥hkP1/2

E

∥∥∥2 =
∑N
j=1 Zj is a sum of N independent

random variables that are exponentially distributed with each
element having the probability density function (PDF) in the
following form

fZj (x) = exp
(

−x
βHj

PEj

)
/
(
βHj

PEj

)
, x ≥ 0. (24)

However, when all Zjs are independent but not identically
distributed (i.n.i.d.) with distinct average powers, then the PDF
of Z is given by [34]

fZ(z) =

N∑
j=1

Ωj
βHjPEj

exp
(

−z
βHjPEj

)
, z ≥ 0. (25)

where

Ωj =

N∏
i=1,i̸=j

βHj
PEj

βHjPEj − βHiPEi

. (26)

Thus, the average sum rate can be written as

R̄∞
U = (1− α)

K∑
k=1

∫ ∞

0

log2 (1 +AkΨ(z)) fZ(z)dz. (27)

However, the above expression is mathematically intractable
due to the non-linearity of energy harvesting model, and hence,
the linear model is considered here as an approximation.
Accordingly, the average sum rate in (27) with the linear model
for energy harvesting can be rewritten as follows:

R̄∞
U ≈ (1− α)

K∑
k=1

∫ ∞

0

log2 (1 + ηAkz) fZ(z)dz. (28)

Thereby, this integral can be solved using [35, Equation
(4.337.2)], and then, the achievable sum rate can be derived
in closed-form as shown in (29) at the top of the previous
page, where Ei(·) is the exponential integral function [35].

Remark 1: Both uplink sum rate expressions are monotoni-
cally increasing functions with the number of active jammers
(N ), and thus, massive MIMO systems can take advantage of
the jamming attacks for boosting the achievable rate, while
evidently maintaining the secrecy performance through other
efficient secure transmission techniques.



6

C. Optimization of time-switching factor

In time-switching energy harvesting protocol, the energy
harvesting and data transmissions are successively taking place
in two orthogonal time-slots αT and (1 − α)T , respectively.
Thus, finding the optimal allocated time for each phase, i.e. the
optimal time-switching factor (α), has a considerable impact
on the system performance. To this end, two optimization
problems are formulated in this subsection to achieve α
optimality based on maximizing the achievable sum rate and
ensuring data rate user-fairness, respectively.

1) Sum Rate Maximization: Sum rate is an important
indicator for system performance and it is of great interest to
Massive MIMO systems in order to provide good service under
favorable propagation [36]. Thus, the asymptotic expression of
the achievable uplink sum rate in (23) can be utilized for the
optimization problem of finding the optimal time switching
factor (α) as detailed below

α∗ = maximize
0≤α≤1

R̄∞
U

= maximize
0≤α≤1

(1−α)
K∑
k=1

log2(1 + γ̃∞k )

= maximize
0≤α≤1

(1−α)
K∑
k=1

log2

1+αζ̂Gk

∥∥∥hkP1/2
E

∥∥∥2
(1−α)σ2

n

(30)

The partial derivative of R̄∞
U with respective to α can be

derived as

∂R̄∞
U

∂α
=

K∑
k=1

νk
1− α(1− νk)

−
K∑
k=1

ln

(
1 +

νkα

1− α

)
, (31)

where νk is given by

νk =
ζ̂Gk

σ2
n

K∑
k=1

∥∥∥hkP1/2
E

∥∥∥2 . (32)

By letting ∂R̄∞
U /∂α = 0, it can be shown that

K∑
k=1

νk
1− α(1− νk)

=

K∑
k=1

ln

(
1 +

νkα

1− α

)
, (33)

Next, by exploiting the fact that the achievable sum rate
maximizes when the achievable rates of individual user nodes
are maximized, (33) can be simplified as

exp

(
νk

1− α(1− νk)

)
=

1− α(1− νk)

1− α
, (34)

The derived expression in (34) can be re-arranged as follow:(
(1− α)(νk − 1)

1− α(1− νk)

)
exp

(
(1− α)(νk − 1)

1− α(1− νk)

)
=

(
νk − 1

e

)
.(35)

where e = exp(1).
Next, by using the fact that the solution for

f(x) exp (f(x)) = y is f(x) = W(y), where W(·) is
the Lambert-W function [37], and hence, (35) can be
re-written as:

W
(
νk − 1

e

)
=

(1− α)(νk − 1)

1− α(1− νk)
. (36)

By using (36), the optimal α that maximizes the achievable
uplink sum rate can be derived as follows:

α∗ =
νk − 1−W

(
νk−1
e

)
(νk − 1)

(
W

(
νk−1
e

)
+ 1

) . (37)

The second partial derivative of the achievable rate for the
k-th user node with respect to α can be derived as

∂2[R̄∞
U ]k

∂α2
=

−ν2k
(1− α)(ανk − α+ 1)2

< 0 (38)

By considering the fact of α ∈ [0, 1], it can be concluded that
∂2[R̄∞

U ]k/∂α
2 < 0 for all α. Therefore, the optimal α derived

in (37) indeed maximizes the achievable sum rate.
2) Max-Min Optimization: The performance optimization

while guaranteeing user-fairness in terms of the harvested
energy and achievable uplink rate of the user nodes has a
significant impact in such compelling scenario in order to fully
exploit the available resources [38]. Therefore, we will show
that the time-switching factor can be optimized based on the
maximum fairness criterion, a max-min optimization problem
is formulated by first setting the user SINR targets equal to
a common SINR (γ̄k), and then searching for the maximum
value of the common SINR as follows

maximize
α ∀k

γ̄k (39a)

subject to γ̄k∆k ≥ Pdk(M −K)ζ̂Gk
, ∀k, (39b)

0 ≤ α ≤ 1, ∀k, (39c)

where ∆k =
∑K
k′=1 Pdk′ (ζGk′ − ζ̂Gk′ ) + σ2

n. Since the objec-
tive function in this optimization problem is a monomial and
the constrains are posynomials, this is a geometric program
which can be solved by using CVX tool for disciplined convex
programming to find the optimal time-switching factor α∗.
Remark 2: Since users and jammers are spatially-distributed,
both transmission and harvesting channels experience distinc-
tive path-losses within a coherence block. Therefore, user
fairness must be jointly guaranteed in terms of both energy
and rate in order to overcome the near-far effects and obtain
optimal levels of harvested energy and data rate.

D. Rate-energy trade-off

In time-switching protocol, the energy harvesting and data
transfers carry out over two sequential time-slots. In details,
the harvested energy is a monotonically increasing function
of α, while on the contrary the achievable uplink rate is a
monotonically decreasing function of α. Thereby, the rate-
energy trade-off can be obtained by first solving for α in
(6) and then by substituting the result into (22) as elaborated
below

R̄∗
U ≈

K∑
k=1

 T

TC
− Ēh(

TC
N∑
n=1

ΨEHk
(PEnβHkn

)

)


× log2

1 +
θdk(M −K)ζ̂Gk

K∑
k′=1

θdk′ (ζGk′ − ζ̂Gk′ ) + σ2
n

, (40)
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Fig. 3. A comparison between the linear and non-linear energy harvesting
models with respect to the jamming power.

where θdk is defined as

θdk =

Ēh
N∑
n=1

ΨEHk
(PEnβHkn

)

T
N∑
n=1

ΨEHk
(PEn

βHkn
)− Ēh

. (41)

Remark 3: The energy-rate trade-off expression in (40) is
optimal due to the max-min user-fairness when setting the
harvested energy targets of each user to a common value Ēh.
Thereby, the max-min optimal time-switching factor corre-
sponding to any system operating point can be attained by
applying this optimal energy-rate trade-off.

IV. NUMERICAL RESULTS

In this section, we evaluate the performance of the proposed
energy harvesting scheme. To capture the effects of practical
transmission impairments, the channel pathloss is modeled as
[PL]dB = PL0 + 10v log d/d0, where d, d0, PL0 and v are
defined as the distance between the transmitter and receiver, a
reference distance, the pathloss at the reference distance, and
the pathloss exponent, respectively. Unless otherwise specified,
the simulation parameters are set to v = 2.3, d0 = 100m,
dG = 100 − 300 m, dH = 100 − 500 m, σ2

n = 0 dBW, and
PP = 0 dBW. The coherence time is set to TC = 1ms having
196 symbols, pilot length is Tp = K [29].

First, we will evaluate the discrepancy between the proper-
ties of the non-linear energy harvesting model and the linear
model that is typically assumed in the energy harvesting
research. To this end, Fig. 3 presents a comparison between
the harvested energy of the nonlinear and conventional linear
in [1] for time-switching protocol in the studied system.
The simulation curves for the linear model are plotted using
Monte-Carlo simulations by keeping the RF-to-DC conversion
efficiency (η) fixed at 0.65. The analytical curves for the non-
linear model are plotted by using (6). Clearly, the obtained
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Fig. 4. Achievable uplink user rate versus jamming power when K = 5,
M = 20, α = 0.5, and different number of active attackers (N ).

results from this Fig. 3 verify that the linear energy harvesting
model miscalculates the harvested energy by neglecting the
non-linearity of practical energy harvesting rectenna circuits.

In Fig. 4, the average achievable user data rate at the base-
station in the finite antenna regime is plotted against the
jamming power by considering different numbers of active
jammers (N ). The analytical uplink rate curves are plotted by
using (22), and are compared to the Monte-Carlo simulations
of the uplink rate expression in (14). Obviously, the achievable
rate gradually increases when the jammers transmit higher
power levels because the more jamming power, the greater
energy will be harvested by the user nodes until a saturation
point. This is an explicit consequence of the saturation effect of
the non-linear energy harvesting model. Moreover, increasing
the number of jamming attacks in the proximity of the
served area contributes to harvest more energy and eventually
achieves higher data rate. Our analysis is compared to the
Monte Carlo simulations to validate that the derived achievable
rate by using the worst-case Gaussian technique provides a
tight lower bound to the achievable rate.

The asymptotic uplink sum rate is plotted as a function of
the time switching factor (α) in Fig. 5 for the infinite antenna
regime at the base-station, i.e. with progressively increasing
the number of antennas M . The asymptotic sum rate curves
are plotted by using (29) and compared to the Monte-Carlo
simulations in order for validating the accuracy of our analysis.
Fig. 5 reveals that the theoretical/asymptotic sum rate limits in
(29) can be attained when the number of base-station antennas
grows large. Additionally, we notice the following essential
design insights. The sum rate approaches its maximum at the
optimal α and then decreases thereafter. When α is small,
the harvested energy by the user nodes is not adequate to
achieve high sum rate. Nonetheless, a too large α value leads
to more harvested energy but less residual time for the data
transmission, which degrades the sum data rate performance.
Thus, there exists a fundamental trade-off between harvested
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Fig. 5. Achievable uplink sum rate versus time-switching factor (α) for
different number of base-station antennas (M ) when K = 5 and N = 5.

energy and uplink data rate, which will be further explored in
the forthcoming evaluation results.

The proposed optimization problem for maximizing the
uplink sum rate with respect to the time-switching factor (α
) is investigated in Fig. 6 for different values of the jamming
powers. Specifically, the achievable sum rate is plotted against
α where the optimal α∗ is calculated by closed-form solution
of (37). Fig. 6 shows that the sum rate versus α is a convex
function. Clearly, the achievable rate increases with α when
α ≤ α∗, and then decreases if α > α∗. Accordingly, the
maximum achievable rate is attained at α∗, which is consistent
with the obtained analytical results for maximizing the sum
rate in Section III-C1. Further, the optimal α∗ itself deceases
when there is more jamming power to harvest, which even-
tually spares more time for data transmission and increases
the sum data rate. This observation verifies that the proposed
jamming energy harvesting scheme is beneficial in boosting
the performance of massive MIMO systems.

The proposed max-min fairness-based problem for opti-
mizing α to achieve a common data rate among the served
users is evaluated in Fig. 7. For the comparison purposes, the
achievable user rates is plotted against the harvested energy,
when α increases from 0.2 to 1, for (i) the equal power allo-
cation scheme and (ii) optimal power allocation with max-min
fairness policy. The considered users are spatially distributed
as dG = [150, 180, 220, 250] m. The power allocation
coefficients for the optimal power allocation are computed by
solving the geometric program in (39a)-(39c) using MATLAB
CVX. The individual user data rate with the equal power
control is mainly affected by the channel conditions or the
spatial location of the distributed users. For instance, when
the equal power allocation policy is employed, the nearest user
(User 1) obtains the best data rate trade, while the farthest user
(User 4) experiences the lowest data rate. Clearly, the equal
power allocation policy does not guarantee fairness in terms
of user data rate. Nevertheless, the proposed max-min fairness
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Fig. 6. Optimization of time-switching factor (α) for maximizing the
achievable uplink sum rate with considering different levels of jamming power.
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Fig. 7. A comparison of the achievable uplink data rate and the harvested
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power control provides a common achievable rate for every
user regardless of its spatial location. Thereby, the proposed
max-min power allocation jointly guarantees user-fairness in
terms of both the achievable rate and harvested energy. Thus,
the validity of the analytical results is corroborated.

The analysis of the rate-energy trade-off in Section III-D is
investigated in Fig. 8. Specifically, the achievable uplink sum
rate with respect to the harvested energy at the user nodes
is plotted for different number of jammers (N ) in the finite
base-station antenna regime. We used the derived rate-energy
trade-off expression in (40) to plot the analytical curves. Fig.
8 clearly reveals that the uplink achievable rate becomes a
maximum when the harvested energy approaches the common
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rate-energy trade-offs. However, the achievable uplink data
rate becomes infinitesimal when α approaches one, whereas
the harvested energy becomes a maximum value due to the fact
that the users harvest energy for the entire transmission frame.
Further, as mentioned earlier the harvested energy increases
with N , which leads to increased achievable sum rates due
to the higher transmission powers of the user nodes. This
observation validates the insights summarized in Remark 1,
and Monte-Carlo simulations validate our analysis in (40).

V. CONCLUSION

In this paper, we proposed an energy harvesting scheme that
exploits the jamming transmissions of the active attackers in
multi-user massive MIMO systems. Specifically, a wireless-
powered multi-user massive MIMO system has been con-
sidered where user nodes harvest energy from the jammers
and utilize it for information transmission. The feasibility of
proposed concept has been investigated by system perfor-
mance analysis for a training-based massive MIMO involves
imperfectly estimated CSI at the base-station and employ-
ing the time-switching protocol. In particular, the harvested
energy, SINR, and sum rate expressions have been derived
for finitely many base-station antennas, where a tight sum
rate expression is obtained in closed-form. The asymptotic
performance metrics are also provided when the numbers of
base-station antennas grow large. In addition, two optimization
problems are provided and solved to achieve optimal time
switching factor based on maximizing the uplink sum rate
and jointly ensuring user-fairness in terms of energy and rate.
Furthermore, the fundamental trade-off between the harvested
energy and achievable sum rate are quantified in closed-
form expression. Finally, the performance metrics have been
analytically and numerically evaluated over various antenna
configurations and setups where the obtained results have
validated the feasibility of the proposed energy harvesting
scheme in boosting the massive MIMO uplink performance.
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