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Abstract. Social robots are designed to directly interact with users,
to collaborate with them and to act in a human-centred environment,
with different degrees of automation. In order to encourage acceptability
and trust, they are structured as so to lever the human tendency to
anthropomorphise what they interact with. It follows that some machines
are able to simulate the feeling of genuine emotions or empathy, to appear
needy of help, to pretend to have an own personality and — more in
general — to induce the user to think that they are something more than
mere objects. Thus, it may be argued that such interaction could lead to
forms of manipulation that fall within the remit of a deceptive dynamic.
Such a phenomenon is still much debated by the scientific community and
raises significant concerns regarding long-term ethical and psychological
repercussions on the users.

This paper investigates which tools we have and which ones we may
need to tackle the theme of deception in social robotics. Therefore, both
ethical and legal perspectives are reconstructed, with the attempt to try
to distinguish their respective scope and to emphasise their fruitful in-
tegration in addressing these issues. Finally, the possible relevance of
fundamental human rights in human-robot interaction dynamics is dis-
cussed, due to their ability to reconcile ethical demands with the binding
feature of legal norms.
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1 Introduction

The so called “Fourth Revolution” [1] is leading to the development of new tech-
nological devices, increasingly interactive and pervasive in many areas of our
lives. We are assisting to the migration of robots from factories to our homes,
involved in many tasks - ranging from education to health, from entertainment
to the care of the most fragile ones - [2]. This explains the growing focus on social
robotics. In fact, social robots are characterised by a physical body and a soft-
ware, which allows them — based on the level of technological advancement — to
perceive the environment, to interpret both structured and not structured data,
to process them and to extrapolate primitive and derivative pieces of informa-
tion [3]. Therefore, they are able to directly interact with the users, collaborating



2 R. Carli

with them on a daily base and performing multiple tasks with different degree
of automation. Those which are implemented with machine learning techniques
are also able to develop social competences, create social bonds and learn to
appropriately use natural signals — like indicating, gazing, winking — [4].

Consolidate scientific literature demonstrates that facilitating acceptability
and trust in social robots plays a central role in order for them to pursue the
given tasks and to behave efficiently in a human-centered environment [5][6].
Therefore, they are designed and programmed so as to lever the human tendency
to attribute anthropomorphic characteristics to what they relate to, repeatedly
over time [7].

This might lead to a new form of manipulation, based on deception. In fact,
in spite of the pleasant design, the ability to move and act like living beings,
to simulate pertinent conversation and to emulate feelings and emotions, robots
are just objects [8]. They are not capable to set autonomously a goal and even
the most sophisticated functionality is - at least for the moment - the result
of the way they have been programmed by a human expert. Such a deceptive
dynamic, although not favoured with dishonest intents, may be potentially risky
for the physical, economical and psychological integrity of people involved and
for the authenticity of their will. Moreover, it should be underlined that the
speed of development of these technologies far exceeds the speed with which we
are able to investigate negative outcomes. On one hand, possible side-effects -
especially on the ethical, psychological and sociological level - have already been
theorised. On the other hand, not all of them can be already precisely measurable
or unequivocally proved, for we cannot have a long-term picture of the expected
consequences yet. To this end, both the ethical and the legal perspectives play
a central role. However, the respective scopes of intervention must be identified,
in order to guarantee the efficacy of their impact on the theme of deception in
social robotics.

This paper aims to investigate the effectiveness of ethics and the law as
tools of analysis and to suggest the relevance of fundamental human rights — in
particular human dignity — as a valid option to tackle this theme. In fact, they
have the advantage to be efficiently used in a multidisciplinary debate, increasing
the opportunities to find a common solution for similar cases [9] and to suggest
a transparent frame of regulation. This would be functional to guarantee that
new technologies (i) are projected so as to respect the centrality of human being,
(ii) can be efficiently tested in the real world and (iii) are commercialised in a
specifically developed market [10].

To this end, (section 2) recollects some relevant literature about the theme
of deception in the human-robot interaction context, in order to give a general
understanding of the phenomenon. (Section 3) briefly presents some scenarios in
which deception - theorised as in the previous section - can occur. The attention
will be focused on two categories of users, children (subsection 3.1) and fragile
people (subsection 3.2), trying to highlight which concerns may rise from such a
dynamic. (Section 4) evaluates ethics and the law as possible tools to address this
theme. In particular, some of their strengths and weaknesses will be separately
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analysed in (subsections 4.1 and 4.2). Therefore, (section 5) suggests that human
dignity may play a more effective role as balancing principle with a view to risk-
benefit examination of social robotics and the deceptive phenomenon.

2 Main forms of deception in human-robot interaction

The ability of a machine to deceive the human counterpart has been considered
the qualifying criterion for the very notion of Al. This is due to the well-known
”Turing Test”, according to which a machine would have been considered as
“intelligent” if it was able to induce a person — placed in a different room — to
believe to be chatting with another human being, rather than with a robot [11].
However, there is still not a univocal understanding and evaluation of what is
meant for deception in the context of human-robot interaction. This is due to
the fact that simulation mechanisms depend closely on the nature of the robot,
its functionality, the tasks it has to perform, the object of the interaction [12].

In order to better analyse the phenomenon, it is useful to introduce a pre-
liminary tripartition: (i) external state deception, (ii) superficial state deception,
(iii) hidden state deception [13].

The first one takes place (i) when the robot lies about something regarding
the external world. It could be considered problematic, when it aims to mislead
the user, but it can also imply a pro-social function. In fact, social conventions
can require “white lies” for several reasons, such as to carry on the conversation,
to be polite, to avoid uncomfortable situations or to encounter one’s favour.
This is possible using hyperbole or pleasantries, improvising not really known
pieces of information and managing expectations [14]. Implementing machines
with such features means favouring their integration into the human environment
and overcoming the prejudices in which they may incur [15].

More challenging is the case of robots which (ii) simulate to possess capa-
bilities and emotional dimensions actually lacking. With regards to this aspect,
there are different opinions among the experts. According to the most extreme
position any robotic cue that emulates a typically human one is deceitful [16].
This on the base of both technical and philosophical assumptions. On one hand,
the behave of a device is evaluated as nothing more than the result of the way
it was projected by the programmer [17], being neither aware nor autonomously
settled. On the other hand — following the same argumentative line — anything
is able to manipulate reality should be considered ethically wrong, for it harms
the “duty to see the world as it is” [18]. A more lenient position traces back to
the category of deception only those actions that induce the user to perceive the
machine as something more than a very sophisticated piece of equipment [19],
closer to a living being [20]. Such a function is conveyed not only by gestures or
movements, but even more so by the simulation of emotional capabilities [21],
the emulation of feelings of pain, suffer, attachment, care [22]. This is certainly
functional for the collaboration between the user and the artefact. Nonetheless,
it can also affect subconscious social dynamics, interfering with the formation
and expression of the individual’s will. Moreover, it is important to underline
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that such characteristics have more incisiveness on lonely and needy people, the
same ones that should be better protected against manipulative mechanisms, for
more vulnerable.

The third form of deception occurs when the robot (iii) takes advantage of
emulative signals in order to hide capabilities it has. This can lead to harmful con-
sequences for people’s privacy and data managing. For example, it was demon-
strated that children and the elderly are more likely to confide to a “friendly”
robot even things that they would not have revealed otherwise. This because
they are persuaded that the machine can keep the secret and because they are
unaware of how it can process those confidences in order to target their desires
and preferences [23]. In fact, in order to improve both engagement and quality of
the interaction, social devices can record actions, words and even emotions [24].
Furthermore, an individual could believe that when the robot is not in the view
it cannot record what the person is doing [25], ignoring the presence of sensors
that make him/her lives in a sort of “Big Brother” [26]. The lack of full under-
standing of the effective functionality of the machine could undermine the value
of the consent — no more considerable as “informed” — given to the interaction
[27]. At the same time, it is not objectively demonstrable that an increase in
the information provided will always lead to a greater awareness in the use of
the device. In fact, human-robot interaction involves multiple factors, many of
which are strictly related to a subjective psychological dimension [28].

Taking into consideration the above-mentioned classification of the main
forms of deception in the human-robot context, it is relevant to analyse some
concrete scenarios in which such a dynamic may occur. Thus, potential long-term
consequences may be analysed, so as to distinguish beneficial and harmful ef-
fects. This evaluation is fundamental, in light of the necessity of a human-centred
development of Al systems.

3 Possible deceptive scenarios

It was assumed that social robots leverage the natural human tendency to an-
thropomorphising inanimate things (section 1). Indeed, Freud defined humans as
“symbolic animals” [29], who tend to create and modify the way in which reality
appears to them. Therefore, someone could argue that the individuals involved
in the interaction have their own responsibility in the process of deception. In
such a view, the machine’s deceitful behave would appear as less relevant.
Nevertheless, it is important to introduce a fundamental distinction between
two terms: (1) anthropomorphism and (2) anthropomorphisation. While the first
one refers to the human propensity to attribute human-like features to robots
[30], the second one implies the deliberate choice of designing such characteristics
by developers [31]. It follows that, even if the attribution of anthropomorphic
traits to the machine had not the precise aim to deceive — or to do so with a
malicious intent — the programmers would have had the competence to foresee
this effect and to correct its potentially harmful drift [32]. In fact, fully rational
people are subjected to such a dynamic too [28]. It could be objected that we are
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not facing real deception. In fact, there are other circumstances in which people
are entertained through an illusion and still maintain the ability to distinguish it
from reality, without negative consequences. Those who support this idea make
the example of a magic show [33]. As the spectators know that the magician does
not actually cut the partner into two parts - and are amused instead of scared
-, in the same way robots’ users could know that the machine is simulating
emotions and attachment, without really experiment them.

Though, the characteristics which influence humans in anthropomorphising
these devices are concretely present by design. These features are not the mere
result of an effort of subjective imagination. For this reason, it was underlined
that the difference between a mere toy - for instance - and a robot is the same as
between the action of pretending and that of believing [34]. An example is the
one of robots deliberately structured so as to seem clumsy, in need of help, or to
make mistakes in pursuing the given task. This for error is considered typically
human-like, while efficiency and perfection of execution are usually linked to
what is artificial [35]. Thus, the creation of an empathic bond is elicited. Likewise,
it was demonstrated that a similar effect can be produced by implementing the
machine with a ‘cheating’ functionality [36]. The result is maximised if the robot
repeatedly deceives the user, for it encourages the perception of an autonomous
will in the device [37]. On the contrary, if the cheating behaviour is carried out
only once, it is more likely considered as a problem of malfunction.

This underlines that, in the context of a human-social robot interaction,
efficiency in operation is expendable in favour of the possibility of living a human-
like experience.

When the interaction involves subjects that are more vulnerable due to their
age of health condition, the effects of continued exposure to similar mechanisms
deserve to be analyzed more in detail. Consequently, plausible scenarios of robots
with children and with fragile people will be presented below.

3.1 Children-robot interaction

The illusion that machines can be engaged in an appropriate conversation, ex-
periment empathy and establish a real friendship can lead to entrusting them
with tasks that go far beyond their actual functionalities. In order to better un-
derstand this passage, we can try to image a children’s play scenario. The robot
can be trained to prevent or to react to standard/common hypothesis of harmful
events. However, it has very little changes to recognise a child pretending to fall
— because of the nature of the play — from one who has actually been hit. Again,
a child who uses a common tool — such as a pen or scissors — does not always use
it appropriately and the machine may not be able to distinguish — or distinguish
promptly — the suitable use from the harmful one [32].

With regard to childhood, then, there is a heated debate about the possible
uses of social robots. Some studies show that these devices have a positive effect
in the treatment of children with autism [38][39][40]. However, it may be the
case that what was presented as a solution at the very beginning may turn to be
the problem at the end. Due to the mechanical, precisely planned nature of the
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machine a long-term/semi-exclusive interaction with people tending to isolation
could increase this practice. In fact, the machine represents a ‘safe reference’,
which does not pose opposition and promptly meets the unidirectional needs of
the child [41].

The most detrimental effect of such a deprivation of significant human rela-
tionships could be appreciated in babies. In this case, we can refer to indirect
evidence only, for it is not admissible to conduct experimentation with newborns.
Old researches highlight that those who were deprived of a ‘personalised’, atten-
tive, empathic care or of warmth, human contact let themselves die or developed
serious physical and psychological problems [42][43].

Even if we do not consider babies, but older children, a long-term interaction
with robotic caregivers, instead of human ones, could implies criticality. First of
all, they will become used to predictable and schematic responses to given inputs,
possibly developing difficulties in managing real emotions — like disappointment,
frustration, dissatisfaction — This could compromise their capacity to empathy
themselves, for they would lack of the experience of real relationships, based on
compromise, mutual-adaptation, in which it is impossible to be always listened,
pleased and pandered in selfish needs [44].

Nevertheless, it cannot be ignored that some applications of Al devices with
young people have also positive aspects. This is the example of Nao or Pepper,
which can help children manage painful medical procedures or not be completely
excluded from the school context due to a long hospital stay [49]. It follows
that to accurately ponder the kind, time and dynamic of the interaction can
be fundamental in order to distinguish empowering uses of social robots from
detrimental ones.

Moreover, it was demonstrated that, when the robot simulates gratitude or a
more intimate interaction with a specific child because of the amount of attention
he/she turned on it, the child was encouraged to increase this behaviour [46]. In
fact, the more the user interacts with the machine the more the result will be
satisfactory and calibrated on the personality and the habits of the human being
[47]. In addition, the overexposure to technological devices has been proven to
release dopamine and its sudden deprivation or decrease can provoke anxiety,
restlessness, anger . So described, the pattern is close to the one established in
case of any form of addiction - both behavioural and substance ones —.

In the case of robots that engage the user at an emotional level, these effects
can be summed to those of psychological attachment and affective dependence.
Though, such a long-term result should be deepened with specific studies.

Indeed, it should be underlined that new technologies have an impact on how
we act in the world, being able to modify the way we perceive and concept reality
. This is even more the case for the youngest ones, who have not completed their
psychological and cognitive development path yet.

3.2 Social robots and fragile people

Social robots can be used even in the treatment of people with mental or physical
disability and the elderly. In these scenarios, the device can have the role of a
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caregiver, a companion or even a therapeutic tool. It is easily understandable
that the machine’s deceptive features have different effects on the base of the
task it has to perform.

An example is Paro [50], a device resembling a seal pup which displays pos-
itive responsiveness and beneficial impact on the health and mental status of
the user when cuddled [51]. The choice to emulate this specific animal is not
by chance. It is certainly not a typical pet — such as a cat or a dog — and this
decreases human’s expectations with regard to the way it responds to the in-
teraction [52][53]. Thus, its technology is able to influence people’s emotions,
although it is not very sophisticated. Another case is the one of a robotic doll,
specifically programmed to induce individuals affected by dementia to create an
emotional bond towards the machine [54], engaging them at a conversational
level. A similar dynamic was analysed in the project Rehabibotics, involving
people with serious cognitive difficulties. The robot was projected so as to pro-
voke empathic responses in order to favour the interaction. Therefore, it could
record likes and dislikes of the patients, emotional and mental states, in order to
predict them and track the progress of the disease. Anyway, the machine showed
some errors in this procedure, which could not be corrected by individuals’ feed-
back, for dementia made them not always — or not reliably — aware of their own
inner states [55].

In particular for what fragile and old people are concerned, exacerbation
of isolation end dehumanisation [56] are the main risks that need to be care-
fully considered, for they can lead to the objectification of human beings, whose
autonomy and self-determination could be challenged [57].

Moreover, the report written by the Rathenau Institute for the Council of
Europe highlights a possible infringement of fundamental rights - in particular
human dignity — by the long-term exposure to a continued human-robot inter-
action for the elderly. This rises the necessity of a reflection with regard to a
plausible right to meaningful human contact [58].

It follows that — as we have briefly tried to demonstrate here — social robotics
is a varied field, which lends itself to many possible applications. Therefore, the
challenge that new technologies poses to social sciences is to identify interven-
tion tools capable of protecting the integrity of the human beings involved in
the interaction, taking into account possible material — but also immaterial —
damages [59]. To this end both legal and ethical approaches should be analysed.

4 Ethics and the law: possible tools of analysis

Assessing the theme of deception in social robotics, philosophical and legal per-
spectives are often taken into consideration. In fact, both of them could be
relevant to discuss possible harmful repercussions on the individuals involved
and to intervene in order to limit or remove them. However, identifying general
characteristics of each of the two disciplines is essential to understand how and
to what extent they can effectively contribute to the debate.
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4.1 The not-universality and not-univocality of ethical statements

By definition, ethics is a branch of philosophy which guides people’s behavior
in the world and in the relations that they establish one another [60]. For this
reason, someone says that whenever there is a debate regarding which conduct
or risk is best to take, it has to be ethical oriented [61].

This very approach has been largely adopted even with regards to new tech-
nologies [62][63]. However, this discipline has no external oversight nor even
standards protocol for enforcing its guidelines [64]. Moreover, it is far from be-
ing really universal, contrary to what it is commonly claimed. The term ‘ethics’,
without any other specification, includes different theoretical frameworks of ref-
erence and not all of them can be considered conform to every legal system.
An example can be the concept of development formulated by transhumanists.
Taking into consideration the European context, it appears simplistic and po-
tentially dangerous for the integrity of the users. In fact, it aims to subvert the
very concept of “humanity”, in favour of a limitless trust in the power of science
[65]. Even more radical is the post-humanist refusal to adopt an anthropocentric
perspective [66]. The base of this idea is the belief that human nature would be
something to be overcome in order to realise “singularity” [67]. With a view of
consistency with Member States’ Constitutions and international treaties, the
bio-conservative understanding of human nature seems the most appropriate to
address the issues posed by robotics and Al It is considered as universally recog-
nized to everyone in reason of their own existence, not modular or subjected to
renunciation [68]. However, not even in a similar prospective all the alternatives
may be equally suitable. This is the case of utilitarian argumentation. It aims
to legitimate deception in human-robot interaction in reason of the beneficial
purpose, without taking into account the wider range of interests and rights
involved and the correlate effects [69].

This is possible for ethics purports to investigate all areas of what is ratio-
nally knowable, without being held to strictly comply with acquired concepts
and axioms — contrary to what concerns the legal analysis —. Therefore, its as-
sumptions and guidelines have been accused of ambiguity and not obligatory
[70]. Therefore, the variety of existing ethics, the need of a careful ex ante eval-
uation of the conformity with the legal framework behind it and the lack of
enforcement rise the need to identify precise, enforceable parameters for facing
the challenges posed by social robots arises. To this end, the role of the law can
be crucial.

4.2 The binding and complete nature of the legal system

The main elements that distinguish the legal discipline from philosophy are:
methodology, object of investigation and the limits they have to handle. In fact,
legal argumentation cannot operate in a vacuum, for it takes place in a proper,
self-referred system and lawyers are bound externally by fundamental principles,
typically affirmed in Constitutions.
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It could be argued that even not every legal norm is equally enforceable all
over the world. Nevertheless, it is likewise true that, considering a given field
of application, legal dispositions are binding all the people involved in it or, at
least, those previously determined and indicated [71]. This confers homogeneity
of solutions and treatments.

However, reasons of major complaints about the law as a tool for the reg-
ulation of new technologies are: (i) the long time needed for its formulation
and concrete application, (ii) the difficult individuation of the proper time for
an intervention, (iii) the rigidity of its statements. The processes of discussion,
decision and entry into force of a new legislation are often considered inconceiv-
able with the speed of scientific evolution [72]. The regulation could intervene
too late, thus loosing its incisiveness and failing the aim to prevent the spread of
potentially harmful devices. At the same time, even the choice regarding “when
to regulate” has a decisive impact. In fact, acting too early could damage the
very phase of experimentation, stopping a process which might need to be only
corrected. Same observations could be done even with regards to already op-
erative rules. If they are proved ineffective or inadequate, their modification or
replacement is seen as laborious and not timely enough not to damage scientific
research [73].

Such considerations are based on two basic misunderstandings. First of all,
the fact that legal strict statements always undermine innovation, development
and competitiveness. Actually, it is the uncertainty in regulation that, by defi-
nition, produces that very effect [74]. Furthermore, a relevant false belief is that
emerging technologies — and, in particular, examples of embodied-Als — would
highlight legal gaps, so as to require the formulation of specific norms. On the
contrary, the law constitutes a system that is complete per se, for it does not
consist in the black-letter-law only. It regards norms, but even legal doctrine and
judicial applications [75].

Therefore, legal interpretation can help find solutions to specific cases, with-
out the need for specific rules [76]. This would be possible: (i) through the ap-
plication of rules governing similar cases or similar matters (analogia legis), (ii)
through the interpretation of the legislator’s will, by means of the general princi-
ples of the legal system (analogia iuris), (iii) through elastic concepts, applicable
in many different cases (general clauses, i.g. good faith).

This does not exempt from the possibility to question the adequacy of ex-
isting norms. Therefore, any chance to revise the actual legislation to correct
undesirable, inefficient or even sub-efficient outcomes should be seized. It follows
that the right question legal experts should try to answer is not if the law can
play its part in the regulation of social robotics and Al, but how it can do that.
In this view, the priority should be to guarantee both scientific progress and an
efficient protection for human beings.

To this end, the attention could be focused on fundamental human rights,
which are not proper of a specific ideology but, at the same time, have the
advantage to be precise and not ambiguous, without the necessity of a narrow
detailed definition [77].
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5 Overcoming the dichotomous approach: the role of
Human Dignity

So far we have described an articulate interweaving of plausible but not com-
pletely self-sufficient solutions. Therefore, it could be useful to analyse the role
that the concept of human dignity may have in the debate regarding deception in
social robotics. In fact, it could represent an objective and external criterion, able
to collect both the instances of philosophical speculation with regards to ethics
and the non-dismissible and binding character of legal principles. This would be
functional to evaluate which types of technologies deserve to be favoured - for
their correspondence to the reference values - and which ones to stem.

The reason to identify such a parameter in the very principle of human dignity
is, primarily, that its relevance and authority as a value is unquestionable. In
fact, it plays a central role among fundamental rights, for it is the one which
summarises all the others [80]. Moreover, its respect is not limited because of age,
gender, religion, nationality, political convictions or any other subjective factor
[81]. It is recognised in many national norms and Constitutions around the world,
in EU treaties — especially the European Charter of Fundamental Human Rights
— and in eminent judgments in the Courts of Justice. With regard to this latter
aspect, two of the most emblematic judicial cases are the German “Peep-Show-
Fall” [78] and the French “Jeuz de nains” [79]. In both of them, the Courts
highlighted that every human being carries a fragment of the universal principle
of dignity. As a consequence, diminishing one own value implies to reduce the
one of all the affiliates.

However, the doctrinal debate about the very nature of human dignity is
still open. More precisely, it is accused of vagueness, for it is often theorised
as indemonstrable, imperative, inexpressible [82] and for the lack of a specific
definition.

Nevertheless, it is important to emphasize that the level of abstraction of
this concept is not a negative aspect for what the regulation of social robotics
is concerned. It could have two functions: (i) guaranteeing flexibility and (ii)
shaping mandatory norms. In fact, flexibility allows this principle to adapt more
efficiently to the manifold variety of existing technologies and their unceasing
innovation and development. Concurrently, it is deeply rooted in the European
tradition also for what lies outside the purely philosophical reflection, for it
represents a legal concept. Therefore, human dignity - and fundamental human
rights in general - have the advantage to be already able to be validly used in
a multidisciplinary debate. In fact, they are binding and not modulable on the
base of the ethical framework taken into account [83]. This would be a starting
point to guarantee that new technologies are projected to respect the centrality
of human beings. In fact, they can be used for: (i) testing the desirability of
robotics applications, (ii) identifying — even in a case-by-case perspective — which
principles should prevail, (iii) orienting innovation towards devices that allows
to promote such values, (iv) allowing that they can be efficiently tested in the
real world - not just in a laboratory - [85][84].
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6 Discussion and Final Remarks

This paper assessed the theme of deception in social robotics, underlining the
need to identify an objective criterion to balance the demand for acceptability - to
foster innovation - and the necessity to protect users’ material and psychological
integrity.

To such an end, the traditional juxtaposition between ethical and legal per-
spectives was presented, so as to underline their structural differences — mainly
in terms of methodology and scope —. This is intended to clarify that none of
them should be removed from the debate on the protection of new technologies’
users. Nevertheless, they should play a different role in pursuing such a goal.

Ethics may be inspirational from a political or economic point of view. It can
promote the introduction of a new or reformed legislation, the implementation of
companies’ policies, the development of new awareness campaigns in the public
[83]. Moreover, ethical principles are, in many cases, useful to overcome legal
theories’ limitations or to better understand and to convey the ratio on the base
of legal reasoning [83]. Hence, they can live in a functional relationship with the
law and help overcoming the strict boundaries of its formalities. Nonetheless,
they should always be seen as an instrument to reach a goal, not the goal itself.

For its part, the law has the merit of being a complete, binding and enforce-
able system, deeply rooted in fundamental principles. Thus, it can be useful to
inspire the design of socially competent devices and to evaluate their effects not
only on the rights of the users, but also on those of all the members of society.

Given the peculiarities and variety of the theme here analysed, this paper
suggests the possibility to rely on a third option: fundamental human rights.
Among them, human dignity deserves a particular attention and could be used
as external criterion to approach the regulation.

In spite of the claims of conceptual vagueness, it is legally binding, common
to everyone because of their appurtenance to humankind, adaptable but not dis-
missible. Such a flexibility could be essential in order to face the challenges that
the theme of deception in social robotics can — and will — pose. In fact, human
dignity constitutes the core of what it means to be “human”. This is reflected
in terms of rights and duties, but even much more so in terms of the perception
individuals have of themselves, their environment, the others and of the way
they can act and relate to this ecosystem. This aspect is crucial, considering
that the technology we interact with on a daily base can influence our inten-
tions, awareness and the way we process, categorise and evaluate information,
concepts, relations [86].

In light of the above, further investigation is need to understand how con-
cretely the principle of human dignity can be adopted in the debate regarding
deception in human-robot interaction. In particular, it should be better defined
how it can materially balance instrumental benefits and possible individuals’
integrity harms of such a phenomenon. In fact, the aim of this discussion is not
to condemn the implementation of machines with social features tout court, but
to suggest the need to draw a line between beneficial and risky contexts.
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To this end, we should even consider that the theme of deception is still
controversial in the engineering and robotic field, as it emerges form the scenarios
of interaction here presented.

Nowadays the ability of a social robot to deceive — inducing the user to
create an emotional and subconscious bond with the machine — is considered
“central to AI as the circuits and software that make it run” [31]. However,
(i) the qualification of such a dynamic and (ii) the scope for action to protect
peopled involved are still reasons for debate. Actually, such technologies are
already part of our reality, although they are not yet so widespread as to allow
neither a sufficiently well-stocked collection of concrete cases, nor an in-depth
investigation of their long-term effects. Another critical element is represented
by the lack of homogeneous consensus in the scientific field about whether and to
what extent to enhance robotic deceptive behavior towards the user. This makes
difficult for philosophers and legal scholars to have an univocal perception of
the issues raised from this kind of technology and to face them in an effective
and appropriate way. For this very reason, it is crucial to promote an integrated,
multidisciplinary approach, able to take into consideration both the specificity
of the social robotics field and the importance of a human-centered technological
development.
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