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Abstract—This paper investigates the secure transmission in a
multi-user massive MIMO system over Ricean fading channel in
the presence of a multi-antenna eavesdropper. In order to reduce
the system complexity and the channel estimation overhead,
a low-complexity beamforming (BF) scheme using only the
specular component is presented. Moreover, the generation of
artificial noise (AN) is employed at the base station (BS) for
additional security enhancement. Specifically, a tractable closed-
form lower bound for the achievable ergodic secrecy rate is
derived. Furthermore, the optimal power allocation factor is
obtained based on the asymptotic analysis to maximize the
achievable ergodic secrecy rate. The analytical results reveal that
the ergodic secrecy rate improves with the increase of Ricean K-
factor and converges to a specific constant when increasing the
number of antennas. The performance of the proposed scheme
is evaluated through comprehensive simulations.

Index Terms—Physical layer security, massive MIMO, specular
component-based beamforming, artificial noise, ergodic secrecy
rate.

I. INTRODUCTION

As one of the promising technologies for emerging and
future communication networks, massive MIMO makes use of
a large number of antenna elements at the base station (BS)
to provide increased spectral efficiency and energy efficiencies
at low system complexity [1], [2]. However, due to the large
antenna array, channel estimation occupies a large portion of
a time slot as overhead [3], [4]. Moreover, many existing
works show that the imperfect channel estimation and pilot
contamination in masssive MIMO systems make the transmit-
ter beamforming deviate from the desired directions, leading
to severe system performance degradation [5], [6].

It is noted that security is a critical issue for future wireless
systems due to the broadcast nature of the wireless medium
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[7], [8]. Since the abundance of antennas in massive MIMO
systems have potential to boost the secrecy performance, the
combination of physical layer security and massive MIMO
has received significant attention in recent years [9], [10]. As
one of the effective signal processing approaches, artificial
noise has also been used in massive MIMO systems for
secure transmission [11], [12]. However, most of the existing
researches focusing on the physical layer security in massive
MIMO are restricted to the Rayleigh fading channels, which
falls short of capturing the propagation characteristics of
highly directional line-of-sight (LOS) component, such as in
mmWave communication, high altitude platform communica-
tion and etc [13]. It is noted that Ricean fading channel is
the most suitable model for massive MIMO systems when
there are specular components in received signals, i.e., in-
door channels and mmWave channels [14], [15]. Moreover,
secure transmission in multi-pair massive MIMO relaying over
Ricean fading channels has been firstly investigated in [16],
where beamforming was implemented based on the channel
state information (CSI) estimated through uplink training.

Nevertheless, it should be noted that channel estimation
will result in heavy overhead and pilot contamination which
is a fundamental challenge in multi-user massive MIMO
systems [11]. To reduce the overhead of channel estimation,
beamformer can be designed only based on the specular
component which can be conveniently estimated and achieved
in Ricean fading channels [17], [18]. Hence, the channel
estimation overhead and pilot contamination can be avoided
or alleviated in massive MIMO systems. Motivated by the
aforementioned observations, this paper investigates the secure
transmission in a multi-user massive MIMO system in Ricean
fading channel with specular component-based beamforming
and artificial noise. A tight closed-form lower bound on the
achievable ergodic secrecy rate is derived to evaluate the
system performance. Furthermore, optimal power allocation is
presented based on the asymptotic analysis. Numerical results
were conducted to validate the analytical results.

Notations: Throughout this paper, the upper case boldface
letters and lower case boldface letters denote matrices and
vectors, e.g. g G. (), ()7 and (-)” indicate the matrix
conjugate, transpose and Hermitian transpose, respectively.
CN (0,1) represents a circularly symmetric complex Gaus-
sian random vector with mean O and covariance I. E{-}
stands for the statistical expectation. CM* means M x N
dimensional complex space. Besides, i.i.d indicates the ab-



breviation of independent and identically distributed. Finally,
(2]t = max {0, z}.

II. SYSTEM MODEL

We consider a multi-user massive MIMO system comprising
an M-antenna BS and K single-antenna users, as shown in
Fig. 1. Besides, there exists an eavesdropper (Eve) equipped
with N, antennas which seeks to intercept the information
transmitted to the legitimate users.

For the propagation in Ricean fading environments, the
fading channel consists of two parts, namely, a deterministic
specular component and a Rayleigh distributed random scat-
tered component. Hence, the channels between the BS and
kth user, and between the BS and Eve can be expressed as

{ gr = VBirhy, + v/Bikhy, 1
Ge =V /GCRI:I€ + v /Be’%He ’

osat
ﬁ, and K, > 0 represents the Ricean K-factor.
flk € C*M and H, € CNeXM are the random vector
and matrix, respectively, whose elements are independent and
identically distributed (i.i.d.) Gaussian random variables with
zero-mean and unit variance. Similar to [14] and [18], the
specular component can be given by

l_lk = tg,

ejZW(]fol)dt sin(0)
’

where [ (8.) is large-scale fading coefficient, & =
/2‘/ =

1. eJ2mds sin(0) . ..
K . ) .
,e72m(Ne=1)de sin(@e)] represent

where vectors tg =
and r, = [1, ei2mdesin(de) ..
the specular array responses at the transmitter and receiver,
0 (0.) denotes the angle-of-departure (AoD) of kth user
(Eve), ¢. is the angle-of-arrival (AoA) of Eve, d; and d. are
the normalized antenna spacing in signal wavelength at the
BS’s transmitting and Eve’s receiving antenna arrays.
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Fig. 1: System model for a multi-user massive MIMO network
in the presence of a multi-antenna eavesdropper

To degrade Eve’s decoding ability, BS can utilize the
remaining M — K degrees of freedom provided by the antennas
array for emission of AN. Then, the transmitted signal vector
at BS can be written as

K M-K
x = pWs+/qVz = \owisi+ > \/qvizi, (3)
i=1 =1

where p and ¢ are the transmit data power and AN signal
power. Let P be the total transmit power. Then, p and ¢ can

be denoted by p = % and ¢ = (jlu__‘b;f, respectively, and
¢ is the power allocation factor, W = [wq, wo, -+, W] €

CM*K js beamforming matrix with the beamformer vector w;

designed as w; = LM V = [vi,va, -+, vi] € CMX(M-K)
is AN shaping matrix which lies in the null space of W,
i.e., VI'W = 0. Moreover, s; and z; represent the zero-mean
normalized symbols, ie., E{s;} = E{z} =0, E{sfs;} =
E{z2} = 1. Accordingly, the received signals at the target
user and Eve can be given by

T
Y = BLX + ng
M—-K

K
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im1 i—1

= /pBeRhw sp + 2,

M-K

K
Ye = Te (ﬁz GewiTsi +q Z GeviTzq; + neT> 5)
i=1 i=1
=V, (\/;BGewgsk + ze) ,

where ny ~ CN (0,6%) and n, € CN (0,621 y,) are additive
white Gaussian noise, the first terms in (4) and (5) are the
desired signals, and the other terms respectively correspond
to the effective interference plus noise component which are
represented by z;, and z., v. € C'*Me denotes the receive
filter of Eve. Considering a pessimistic case, Eve is able to
acquire knowledge of the effective channel that affects its

desired signal [11]. Thus, Eve can design its receive filter by

. . . .. . rGH

performing maximum-ratio combining, i.e., v, = ”“"”T;{”
Wi e

ITI. SECRECY PERFORMANCE ANALYSIS

For the sake of clarity, the ergodic secrecy rate is used
to measure the secrecy performance of considered massive
MIMO network, which can be given by

R = [Ry — R.]", (6)
where [2]* = max{0,2}, Ry (R.) denotes the achievable
ergodic rate of kth user (Eve). According to [11] and [18],
we can derive the lower bound of Ry, as Ry =logs (1 + %),
where the signal-to-interference-plus-noise ratio (SINR)
can be given by (7) on the top of the next page.

Next, we analyze the achievable ergodic eavesdropping rate
at Eve. With the worst-case assumption that Eve perfectly
knows effective channel, we can achieve an upper bound of
the eavesdropping rate, i.e. R, = log, (1 + 7.), where the
SINR at Eve can be represented as (8) at the top of the next
page. Combining the above lower bound and upper bound for
target user’s information rate and Eve’s eavesdropping rate,
consequently, we obtain a tight and tractable lower bound on
the secrecy rate in (6). Furthermore, we can have the following
theorem.

Theorem 1: Using specular component-based beamformer
at BS and maximum ratio combining at Eve, when M is
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large enough, the deterministic equivalents of SINRs can be
approximated by
pBLEM

"= pgr g )
pBefNe
(K - 1)pﬂe’~$+ (M - K)Qﬂe +5(23.

Proof: See Appendix A.

Note that the SINR of the target user is monotonically in-
creasing while that of Eve monotonically decreasing with K.
Thus, the ergodic secrecy rate is a strictly increasing function
of K,. Furthermore, the considered secure massive MIMO
system can achieve a positive secrecy rate (i.e., v > 7.) when
the number of Eve’s antennas is not exceeding the threshold,
namely

Ve = (10)

N, iR (K — 1) pBefi + (1 — ¢) PBe + 62)
SN Befi (PBufi + 02) - (4D

Proposition 1: Let P be fixed. As M — oo, with n =

% and \ = Nﬁ be finite, a fixed level of security can be

guaranteed, which can be rewritten as (12), shown at the top
of the next page. Through derivative calculation of (12), the

optimal values of ¢ can be obtained as

Bopt = —C+\/CQ+C(b_a)_aba )‘/UZKG (13)
opt —c—/2+c(b—a)—ab, N\n<K,
where a = w, b = 7P}€EB—:§3 and ¢ = %

PBrk
Proof: See Appendix B.
The above proposition gives a closed-form approximation
for the secrecy rate when M — co. Note that the AN leakage
has a great influence on system’s secrecy rate, which needs to
be jointly considered for secure transmission design.

IV. NUMERICAL RESULTS

Simulations are conducted to evaluate the secrecy perfor-
mance of the considered system. Without loss of generality,
we set that By = Bg = 1 and 6% = 62 = 0.1 throughout
the simulations. Fig. 2 shows the achievable ergodic secrecy
rates versus M and K, for different values of K and N,
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Fig. 2: The achievable ergodic secrecy rate versus M and K,

with p = 10W, which illustrates that the derived analytical
values can match the numerical simulations with satisfied
accuracy. The ergodic secrecy rates versus M are shown
in Fig. 2(a) with K, = 1. As expected, increasing M
can improve the achievable ergodic secrecy rate which is
consistent with existing works [11], [16]. Also, the achievable
secrecy rates decrease with the increase of K or N, due
to the increased inter-user interference or improved Eve’s
eavesdropping capability. For K = 10,20, the thresholds
can be computed as Ao = 1.441,1.466. Moreover, we note
that a non-negative secrecy rate can be achieved only when
M exceeds the computed thresholds. Fig. 2(b) illustrates the
ergodic secrecy rates with respect to K, with A= 100. It can
be seen that the ergodic secrecy rates increase when a larger
K, is employed.

Moreover, we verify the asymptotic properties of the consid-
ered secure massive MIMO networks and depict the simulation
results in Fig. 3. It is observed that the ergodic secrecy rates
improve with the increase of M but gradually converge to
deterministic constants, just as predicted in Proposition 1.
Moreover, Fig. 3 further proves that the ergodic secrecy rate
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is reduced if K or N, increases. In Fig. 4, we demonstrate
the ergodic secrecy rate as a function of the power allocation
factor ¢ for different values of K, 7 and A. The black circles
in Fig. 4 denote the optimal power allocation factor ¢,,; which
is calculated from (13). The analytical optimal values are
consistent with the maximum of the simulated curves. Fig. 4
also reveals that the system should allocate more power to AN
if the eavesdropper has more antennas, or the ergodic secrecy
rates reduce to zero. As demonstrated in Fig. 2, it is observed
from Fig. 4 that the ergodic secrecy rate rapidly increases with
increasing K. This indicates that the specular component-
based beamforming scheme is more suitable for Ricean fading
propagation channels with strong specular component.

V. CONCLUSION

In this paper, we investigated the secure transmission in a
multi-user massive MIMO systems over Ricean fading chan-
nels in the presence of a multi-antenna eavesdropper. To reduce
the overhead of channel estimation and provide additional

secrecy enhancement, the specular component-based beam-
forming and AN were employed at the BS. Specifically, a tight
closed-form lower bound on the achievable ergodic secrecy
rate was derived. Furthermore, optimal power allocation was
presented based on the asymptotic analysis. Numerical results
were conducted to validate the analytical results.

APPENDIX
A. Proof of Theorem 1

Firstly, we focus on the term /pBkh, w7 . Since vector hy,
and w;, are both deterministic, we can derive the deterministic
equivalent as

_ 2
|VpBirBw] | = pBirM. (14)

Note that [wrll> = 1, it is straightforward to derive that
hywl ~ CN (0,1), which results in

- 2
E { |VpBrrhiw | } — PR
Similarly, we have that hyw? ~ CA (0,1),i # k. Note that

s; and s, (j # ¢) are zero-mean and pairwisely independent,
we can derive that

5)

2

K
E Z ngiTsi
ik

K
_ 5k§:[{\¢;ﬁsz+¢§ﬁkw; 2} (16)
i+k

- gki (R[E{|I_1kw;fp|2} +RE {‘Ekwg’“ 2})
i#k

Note that the first term of above formula is deterministic [14].
It is not difficult to get that

‘2 sin? (Mnd; (sin 6, — sin6;))

hw!| = . 17
‘ A Msin? (7d, (sin 6, — sin6;)) 17
If sin @) # sin @; (different users), we can derive that
’flkwiT’2 —0, as M — oo. (18)
Hence, we can get that
2
K
ES VDY gew)si| o= (K—1)pBi.  (19)
ik
Similarly, the AN interference is calculated as
M-K 2
ES|va Y &vizi| ¢ =(M—K)gbi. (20)
i=1

Then, we focus on the SINR at Eve ~.. It is straightforward
to derive that

GEW{ = \/@rfteGW{ + Mﬁewg
= /BeRH W] .

21



Moreover, it is noted that thWZ = 0 when M — oo, 0, # 6.,

*rrH
the receive filter at Eve can be rewritten as v, = %
k™ "e
Note that ||v.||> = 1. Using the mutual independence of
transmitting information symbols and similar derivations as

shown above, we can derive the following results:

E{|Vpr.Gow] |} = pBein.. 22)
K 2
ES|vPY reGew/si| ¢ =(K—1)pBi,  (23)
ik
M—K 2
ES|VE Y reGew/s;| »=(M—K)qB., (24
=1
E{|reneT|2} = 2. (25)

Substituting these expressions into (7) and (8), we can get the
final result as (9) and (10). This concludes the proof.

B. Proof of Proposition 1

Based on the derived deterministic equivalents in Theorem
1, we further have the following results when Mp = E and
M — oo as

_ . PP Bk
_ N ol i 2
T S TE T L (PBeR + 02) (20
o - SPBRA
Y ey ey e ) M

Plugging these two limit values into (6), we can derive the
result as (12). Furthermore, since Ry™° and f(¢) = ii‘\’:
have the same monotonicity, the optimal power allocation can
be calculated by solving equation f’ (¢) = 0, ¢ € [0, 1]. Then,
it is not difficult to obtain the optimal power allocation factor

@opt as (13).This concludes the proof.
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