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Abstract

The content of this thesis is situated between number theory and cryptology. It contributes
in several directions of mathematical cryptanalysis and arithmetic geometry, by the use of
explicit and computational methods in number theory. The thesis is divided into four main
parts, describing four different works.

The first part of this thesis treats cryptographic multilinear maps, introduced in the early
2000s, as extension of bilinear pairings on abelian varieties following a survey by Boneh and
Silverberg (Contemp. Math. 2003). The difficulties of constructing efficient cryptographic
multilinear maps from algebraic geometry led cryptographers to obtain multilinear maps
from the notion of graded encoding systems, following the formalism of Garg, Gentry and
Halevi (Eurocrypt 2013), backgrounded from ideas on fully homomorphic encryption. To
this date, there are three candidate constructions. Their security however is rather poorly
understood and many attacks have flourished over the past years. In this thesis, we consider
the CLT13 Scheme, proposed by Coron, Lepoint and Tibouchi (Crypto 2013), constructing
multilinear maps over the integers. A vulnerability of this scheme was detected by Gentry,
Lewko and Waters (Crypto 2014), by exploiting the composite-ring structure of the plaintext
space, enabling a simple two-dimensional lattice attack to reveal secret information. At the
same time, the authors suggested a simple countermeasure to prevent this line of attack. By
relying on high-dimensional lattice reduction, we design new cryptanalysis against CLT13,
overriding the countermeasure of Gentry, Lewko and Waters by several orders of magnitude.
Combined with the Cheon et al. attack (Eurocrypt 2015), we reveal all secret parameters of
CLT13. By applying our cryptanalysis to concrete instantiations of CLT13-based construc-
tions, certain parameter ranges are found unsecure.

The second work presented in this thesis isolates the Hidden Lattice Problem as a more
general problem appearing in several cryptographic scenarios, among which the Hidden Sub-
set Sum Problem, studied by Nguyen and Stern (Crypto 1999). The Nguyen-Stern algorithm
for the Hidden Subset Sum Problem builds on the use of orthogonal lattices, which have
shown powerful in public-key cryptanalysis. After extending their algorithm to our more
general setting, our main contribution is to present, based on duality in lattice theory, a new
algorithm for the Hidden Lattice Problem, providing a competitive alternative to the cel-
ebrated Nguyen-Stern orthogonal lattice attack. For both algorithms, we provide practical
parameters, based on heuristic and rigorous studies of the geometry of the underlying lat-
tices. The generality of our definition for the Hidden Lattice Problem allows encompassing
multiple number-theoretic problems of cryptographic interest. For these problems, our new
algorithm leads to a valuable alternative to the state-of-the-art algorithms.
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The third work presented in this thesis aims at extending the powerful cryptanalysis by
Cheon et al. (Eurocrypt 2015) against the multiparty Diffie-Hellman protocol instantiated un-
der the aforementioned CLT13 Scheme. To do so, we formulate, independently of the CLT-
framework, a general problem on simultaneous diagonalization of special matrices of low-
rank, which we call “incomplete”. Based on techniques from linear algebra, our major contri-
bution is the design of efficient algorithms for this problem, providing explicit and practical
parameters. We recognize that our algorithms also apply to solve the Approximate Common
Divisor Problem based on the Chinese Remainder Theorem (CRT-ACD Problem). In partic-
ular, our algorithms lead to quadratic improvements in the input length for the CRT-ACD
Problem, and some cases of the Cheon et al. attack.

The last work included in this thesis studies Edwards curves, a normal form for elliptic
curves, first introduced by Edwards (Bull. Amer. Math. Soc. 2007). This model for elliptic
curves has been proposed for elliptic-curve cryptography by the work of Bernstein and Lange
(Asiacrypt 2007), by exploiting the efficient Edwards point arithmetic. Their work includes a
construction of the Edwards model from the Weierstrass model. While not directly oriented
towards cryptographic targets, our study of the Edwards model is of arithmetic-geometric
nature. Our main contributions include abstract constructions for the Edwards model, an
explicit generalization of the Bernstein-Lange construction, as well as general properties of
geometric nature. From an analytic perspective, we complement our study with extensive
computer calculations related to the ranks of rational elliptic curves in a family related to Ed-
wards curves. Part of our statistical data is based on our extension of an algorithm involving
L-functions and relying on the well-known Birch and Swinnerton-Dyer Conjecture for elliptic
curves.
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CHAPTER 1

Introduction

1.1 Framework and objects of study

The content of this thesis is situated between number theory and cryptography. To give the
reader an idea for the topics of interest in this thesis, let us briefly describe them and explain
their relevance for modern number theory and cryptography.

Algorithms for lattice problems

Geometry of numbers is the area of number theory dealing with lattices and convex bodies,
and originated in important work of many mathematicians, such as Fermat, Euler, Lagrange
and Minkowski (see e.g. [Cas71] for an introduction). Lattices not only have a rich history, but
occupy today a fundamental place in number theory and computer science, with a variety of
applications.

One of the most famous computational problems on lattices is the shortest vector prob-
lem, or shortly, SVP. The problem asks to compute a non-zero vector of minimal Euclidean
norm in a lattice. In high dimensions this is difficult, and exact algorithms are expensive
(see e.g. [AKSO1] for a randomized algorithm). This is why approximation algorithms are
frequently employed. Such algorithms are based on lattice reduction, which issued from
the revolutionary article by Lenstra, Lenstra and Lovasz [LLL82] from 1982, leading to the
LLL-reduction algorithm. This algorithm allows to compute somewhat short and nearly or-
thogonal bases of lattices efficiently. This solves an approximate-version of SVP, in that the
norm of the shortest basis vector computed by LLL is an approximation of the norm of an
actual shortest non-zero vector in the lattice. Many variations of the LLL algorithm have ap-
peared in the literature (see e.g. [GHGKNO6a, (CN11]). The theory of lattice reduction gains
a lot of interest among cryptographers and number theorists and serves in many applica-
tions (such as factoring integer polynomials or simultaneous Diophantine approximation, as
described in [LLL82]). Moreover, it is soon recognized as a fundamental ingredient in lattice-
based cryptanalysis, by a range of works (see e.g. [NSO1]). Also many constructions based on
lattices have been proposed, making lattices even more interesting. The first cryptographic
constructions based on lattices are proposed by Ajtaj in 1996, [Ajt96]]. Subsequent works in-
clude the well-studied public-key encryption scheme NTRU [HPS98] by Hoffstein, Pipher
and Silverman, and the corresponding signature schemes NTRUSign [HHGP"03]. The se-
curity of these schemes is based on the hardness of lattice problems, such as SVP. In 2005,

1



2 CHAPTER 1. INTRODUCTION

Regev introduces another public-key encryption scheme whose security is proven under the
hardness of the Learning with Errors Problem (LWE), [Reg05]. The LWE Problem is later
used to build even more advanced cryptographic primitives, such as the fully homomorphic
encryption scheme by Gentry [Gen(9].

Today, post-quantum cryptography largely benefits from the theory of lattices and lattice-
based cryptography is entirely devoted to constructions involving lattices. Some construc-
tions based on lattices are important candidates for post-quantum cryptography, as they ap-
pear to be resistant against classical as well as quantum attacks, unlike discrete logarithm or
factoring-based constructions. Moreover, their simple design makes them a strong candidate
for the NIST supported by the NIST Post-Quantum Cryptography Standardization Compet-
ition.

In this thesis, we largely deal with lattice problems and the design of algorithms for them.
These algorithms, based on lattice reduction, are shown powerful in the area of cryptanalysis
against cryptographic multilinear maps, and more general problems of interest in algorithmic
number theory. By studying and comparing the geometry of certain lattices, we derive new
and competitive algorithms.

Cryptographic Multilinear Maps and their cryptanalysis

The goal of study for cryptographic multilinear maps is to generalize bilinear pairings to higher
degrees of linearity. Bilinear pairings over elliptic curves, or more generally, abelian vari-
eties, have been extensively studied (see e.g. [Gal05] for an exposition) and are at the heart
of pairing-based cryptography. Moreover, they come with a range of powerful applications,
such as, non-interactive key exchange among three users (see [Jou04]]), generalizing the DH
key exchange from [DHS82], identity-based encryption [BEQ1], and short signatures [BLSO1].
Thus, it is a natural question to see to what extent such applications hold in the multilinear
framework. A survey put forward by Boneh and Silverberg [BS03] points out the difficulties
of constructing multilinear maps of degree higher than 2 from natural maps in algebraic geo-
metry:.

Inspired by the work on fully homomorphic encryption [Gen09], the work of Gentry et
al. [GGH13al] makes a step forward in this direction, by introducing the notion of graded en-
coding system. Such a system is somehow functionally equivalent to a cryptographic multi-
linear map, and targets very similar applications. The construction by Gentry et al. leads to
the GGH13 multilinear map scheme. Shortly after, two alternative constructions of graded
encoding schemes appeared in the literature; the CLT13 scheme by Coron, Lepoint and Ti-
bouchi [CLT13] and the GGH15 scheme by Gentry, Gorbunov and Halevi [GGH15]. To this
date, those are the only multilinear map schemes described.

The security of the current constructions of multilinear maps is still today rather poorly
understood, and many powerful attacks have appeared over the last years. An important
family of attacks against multilinear maps are so-called “zeroizing attacks” (see [CHL™15,
CGH™15, HJ16| [CLLTT6]), which efficiently recover the secret parameters from encodings of
zero and break the key exchange protocols. However, more complex constructions based on
multilinear maps are not necessarily broken, giving hope for these constructions to be use-
ful. For example, for indistinguishability obfuscation (iO) (see e.g. [GGH"13b] for GGH13),
low-level encodings of zero are generally not available, preventing zeroizing attacks. A range
of attacks has appeared in the works [CGHT™15, MSZ16, ICLLT17, [CGH17Z, [CVW18]. In gen-
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eral, the above attacks only apply against branching programs with a simple structure, and
breaking more complex constructions (such as dual-input branching programs) is currently
infeasible.

In this thesis, we deal with the CLT13 multilinear map scheme and contribute to new
cryptanalysis in several directions. We extend an attack by Gentry et al. [GLW14], as well as
the powerful attack by Cheon et al. [CHL™15].

Topics in Arithmetic and Geometry of Elliptic Curves

Elliptic curves are fundamental objects among algebraic geometers, number theorists, and
cryptographers. Problems in Diophantine geometry, which deals with polynomial equations
in algebraic geometry and algebraic number theory, are often related to elliptic curves. Still
today, they form an active area of research with a number of open questions.

In number theory, one of the most famous examples using the theory of elliptic curves is
the proof of Fermat’s Last Theorem, by Taylor-Wiles (see [Wil95, TW95] and [Gou94] for an
exposition). As shown by the proof (e.g. the modularity theorem, known as the Taniyama-
Shimura-Weil conjecture), elliptic curves find ramifications within the theory of modular
forms and Galois representations. Elliptic curves are also especially important in analytic
number theory, with the study of their L-functions (or L-series). Most importantly, the con-
jecture by Birch and Swinnerton-Dyer on the rank of an elliptic curve is one of the most im-
portant open questions in number theory and mathematics.

With the works by Koblitz and Miller (see [Kob87, Mil86]), elliptic curves entered in use in
cryptography, and widened 20 years later, to form elliptic-curve cryptography (ECC). Cryptosys-
tems over elliptic curves share similarities with protocols over abelian groups, and rely on the
hardness of the discrete logarithm problem, which has a natural analogue (ECDLP) on the
group of points on elliptic curves defined over a finite field. Conjecturally, ECDLP is harder
to solve than DLP in the multiplicative group of a finite field. Modern ECC includes a Diffie-
Hellman key exchange over elliptic curves (ECDH) as well as a digital signature algorithm
(ECDSA). While ECC is also under the threat of classical exponential attacks and quantum
polynomial attacks (Schor’s quantum algorithm, [Sho97]), it continues to be an active area
of research among cryptographers. For security or efficiency reasons in cryptography, it is
of great importance to select good representations of elliptic curves. Next to the Weierstrass
model, which is probably the best-known model, many other models of elliptic curves exist.
For example, Koblitz, Montgomery, Edwards, or Hessian curves. Such models often prevent
side-channel attacks, which allow the attacker to learn private data from the algorithm (see
e.g. [JQNPO01, BL0Z] and more generally, [Lan05]). Also, protocols, such as digital signatures,
are designed over different models than the Weierstrass model (see e.g. [BDL"11]). Other
well-known algorithms using elliptic curves are Schoof’s point counting algorithm on elliptic
curves over finite fields [Sch85] and Lenstra’s algorithm for integer factorization [Len87].

In this thesis, we consider Edwards curves, introduced in the works of H. Edwards [Edw07]
and proposed for cryptographic use by Bernstein and Lange, [BL0Z]. While our questions of
interest do not directly target cryptographic applications, we study questions of arithmetic-
geometric flavour on these curves. Also, we provide statistics for the ranks of these curves.
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1.2 Main contributions and results of the thesis

The contributions described in this thesis build on four different works:

First, we present new contributions to cryptanalysis of cryptographic multilinear maps.
This is joint work with Jean-Sébastien Coron, published at Asiacrypt 2019, [CN19a]. We
provide a description in Section[1.2.1}

Second, we investigate the Hidden Lattice Problem and its ramifications to cryptographic
contexts. This is joint work with Gabor Wiese and an article has been submitted. We provide
a description in Section [1.2.2]

Third, we contribute to new algorithms in number-theoretic and cryptographic contexts,
by studying the problem of simultaneously diagonalizing incomplete matrices. This is joint
work with Jean-Sébastien Coron and Gabor Wiese, published at the Fourteenth Algorithmic
Number Theory Symposium 2020, [CNW20al]. We provide a description in Section[I.2.3]

Last, we contribute to several generalizations and new results on questions related to Ed-
wards curves. We report on work in progress, based on joint work with Samuele Anni. We
provide a description in Section[1.2.4]

1.2.1 Cryptanalysis of a Multilinear Map Scheme
1.2.1.1 CLT13 Multilinear maps and their cryptanalysis

The CLT13 multilinear map scheme is a graded encoding scheme constructed over the ring of
integers Z. We give a high-level description of this scheme here, and postpone more details
to Chapter 3} Section[3.2} Let n > 1 be an integer regarded as a dimension ensuring correct-
ness and security of the scheme. The instance generation of CLT13 generates n distinct secret
“large” prime numbers p1, ..., py of bit size n, and publishes zy = [[;., p;; the values n and
n are so that direct factorization of x is intractable in classical polynomial time. Further, one
generates n distinct secret “small” prime numbers ¢, ..., g, of bit size . We do not make
the words “large” and “small” precise here, but the reader should interpret a significant size
difference between « and 7. The plaintext ring is the composite ring Z/GZ ~ @' ,Z/g;Z
where G = []!_; ¢g;- Therefore, plaintext elements are vectors m = (my,...,m,) with com-
ponents defined modulo {g;};. Let x € Z>; be the multilinearity degree of the multilinear
map constructed by the scheme. While the prime numbers {g;}; define the plaintext ring,
the prime numbers {p;}; define the encoding ring. For k € {1,..., s}, an encoding at level k
of (m;); € @,;Z/¢;Z is an integer ¢ € Z satisfying congruences ¢ = (r;g; + m;)z~* (mod p;)
for all 1 < i < n, for “small” random integers {r; };; we refer to {r;}; as the “noise” in the
encodings — this is why CLT13 (and more generally, graded encoding schemes) is regarded
as a noisy multilinear map model. The integer z is random and invertible modulo zy (with
inverse 2 1) and is kept secret. A main feature of graded encoding schemes is that the encod-
ing space supports homomorphic operations; for example, two encodings at the same level
can be added, and the underlying plaintexts get added in the plaintext ring. Similarly, the
product of two encodings at level 7 and j gives an encoding of the product plaintexts at level
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i + j, in general (i.e. up to a technical constraint on the size of the parameters). Encodings
of level k = & are called top-level encodings and play an important role — one can publicly test
whether they encode the zero message or not. By the homomorphic property, this function-
ality also allows testing equality of messages. Let us briefly outline how zero-testing for a
top-level encoding ¢ works. One defines and publishes a zero-testing parameter, denoted by
P2t It is not important to state the exact formula for p.; at this point; it is defined modulo z
and is a multiple of z". Zero-testing of a top-level encoding c (recall, that this is an integer
satisfying the above congruences, for k = ) consists in computing c - p,; € Z/x¢Z (using the
Chinese Remainder Theorem) and checking whether the result (i.e. the unique representative
in [0, zp) N Z), commonly denoted by w, is small enough compared to z(. The expression for
P2+ contains the term 2, so that it is canceled with the denominator in the encoding c. We de-
note by v the number of bits that can be extracted from zero-testing; i.e. the v most significant
bits of w only depend on the plaintext messages, and not on the noise in the encodings.

1.2.1.2 Our contribution
Analysis of the attack from [GLW14]

In [GLW14, Appendix B], the authors observe that instantiating CLT13 with independent
slots leads to a simple lattice-based attack in dimension 2, which efficiently recovers the
(secret) plaintext ring ;" | Z/g;Z. Namely, in this case, the attacker can obtain encodings
of messages of which all slots are zero, except one. In simplified notation, assuming that the
underling message is non-zero modulo g;, and zero modulo all other primes {g; };2;, (without
loss of generality, we may assume iy = 1), then by correct zero-testing, the attacker can derive
an equation of the form

Giow = up  (mod xp) (1.1)

for certain specific integers w and uo, and where w is significantly smaller than ¢, and w has
approximately the size of xy. Here w and z are public and g;, and u are secret. Since the
prime g;, is rather small, lattice reduction applied to a lattice of dimension two constructed
from w and z( then allows computing the secret prime g;,.

To prevent this line of attack, [GLW14] considers the following countermeasure: instead
of working with a single slot defined modulo g;,, work modulo several primes {g; : i € I} for
some I C {1,...,n}; in this way one does not have a message which is non-zero modulo a
single isolated prime, i.e. either it is zero modulo g;, and all other prime g; with i € I, oritis
non-zero modulo all of them. Let 6 := #1I; thus, every slot is defined modulo a product of #
primes {g; };, which gives a total of |n/6] plaintext slots, instead of n. It is easy to see that the
above mentioned attack continues to hold for g;, replaced by g = [[.c; gi, that is, an attacker
can again derive an equation of the type

gw =u (mod zo) (1.2)

for certain specific integers w and u, with v again somewhat smaller than zy. However, for a
sufficiently large set I (i.e. sufficiently large ), g is too large to be recovered by lattice reduction
and the attack is thwarted. Our first contribution is a rigorous study of the 2-dimensional
attack indicated in [GLW14]. More precisely, let v be the number of extracted bits from zero-
testing. We explain that under the simplified condition

af <v/2 (1.3)
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one can reveal g and thus its prime factors g1, . . ., g9, by a two-dimensional lattice attack. We
refer to Proposition and the subsequent analysis.

Breaking the countermeasure from [GLW14]

We extend the attack mentioned above, to break the countermeasure for even larger values
of §. Our new attack is based on lattice reduction in higher dimensions and is described
in two settings. The first setting amounts to a linear improvement on Equation (I.2), while
the second one gives a quadratic improvement on Equation (I.2). For simplicity, we here
provide a more extensive summary for the first setting; the second one works similarly with
appropriate generalizations. Let ¢ > 1 be another integer, and consider £ encodings {c; : 1 <
j < ¢} where the corresponding message vectors {m; = (mj;); : 1 < j < ¢} only have 6
non-zero components modulo the primes {g; };. Then, the previous attack corresponds to the
case ¢ = 1. For1 < i < 0, weletm; = (mj;); € Z¢ be the vector corresponding to the ith
non-zero component of {m;},. Instead of deriving an equation similar to Equation (1.2), an
attacker can now derive, after multiple zero-testing evaluations, a vector equation modulo z
in dimension ¢, and we justify that it can be written under the form

0
w= Z a;m; + R (mod xo) . (1.4)
i=1

Here, w € 7! is a vector corresponding to the zero-tested values of the encodings {c;};, {a;}
are certain integers (each satisfying a specific congruence relation modulo the prime factors
of 29) and R € Z* is a certain vector with rather small (compared to z() entries and which
we regard as a noise term. Abstracting the specific CLT13-based framework, we justifiedly
recognize Equation as a variant of the hidden subset sum problem, studied by Nguyen
and Stern in [NS99], for which they propose an algorithm relying on the powerful notion of
the orthogonal lattice. Our Equation while being close to a hidden subset sum-type equa-
tion, nevertheless presents crucial deviations from this problem (for instance, the presence of
structured coefficients {«;}; and the presence of a non-zero noise vector R), which allow us
to follow a different path of attack. For our attack, we mainly consider two lattices which we
put in relation. First, we consider the (scaled variant of the) lattice £ = £(w, z¢) in dimension
¢ + 1, constructed from the public data w and x, consisting of elements (u,v) € Z° x Z or-
thogonal to (w, 1) € Z° x Z over Z/xoZ, that s, ((u,v), (w,1)) = (u,w) + v € 20Z; the attacker
can easily compute a basis of £. Next, we consider the lattice A := {u € Z° : (u,m;) = 0
(mod g;), 1 <1 < 0}, which, if none of the message vectors m; is a multiple of g;, has volume
g= Hle g; — a key fact for our cryptanalysis. This lattice is of course not known in advance
(in the language of Section of this chapter, we shall call it hidden), as the primes {g;};
and the messages {m;}; are secret. Following the intuition of [NS99], we argue that sulffi-
cently short vectors (u,v) € £ must have u € A. In fact, as in the case of the hidden subset
sum problem in [NS99], one would be tempted to expect, from short vectors (u,v) of £, the
stronger property, that u € Ag where Ay is the lattice of vectors that are Z-orthogonal to the
vectors m;, that is u has inner product zero over Z with all the vectors {m;};. This require-
ment is however too strong in view of the extra congruence relations on the coefficients {«; }4,
which explains why we only obtain the weaker orthogonality over Z/g;Z for all i. We compute
short vectors in £ by lattice reduction and derive that heuristically, under the approximate
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condition (1 4+ 1/¢) af < v one can compute a reduced basis {(u;,v;)}; of £ having the first
¢ (projected) vectors {u;}; in A. Since A has volume g, we reveal g as the determinant of the
¢ x ¢ matrix, say U, formed by the vectors {u;};. Note that for moderately large values of ¢,
the mentioned bound gives the simpler condition

af < v, (1.5)

which improves Equation by a factor 2.

The second setting of our attack aims at further improving Equation (1.5). Therefore, we
introduce yet another integer parameter d > 1 and consider products of encodings of the
forme; -diforl < j < f¢and 1 < k < d, where as previously, the underlying messages of
the encodings {c;}; have only 6 non-zero components modulo the primes {g;};. In that case,
we justify that using a variant of the previous lattice attack (i.e. running lattice reduction on
a generalization of £), this time in dimension ¢ + d, the bound asymptotically improves to:

af = O(v?) (1.6)

The above bound also applies when a vector of zero-testing elements is available, instead of
a single zero-test parameter p.;. We refer the reader to Section [3.3.6|for a precise description
of the lattice attacks and Algorithm [3|for a description of the algorithm.

Our lattice attack not only applies for a much larger range of parameters than [GLW14],
but is also more powerful. Namely, in addition to recovering the secret plaintext ring, we
also show how to recover the plaintext messages {1, }; and thus {m,};, up to a scaling factor.
We propose two algorithms for this purpose, relying once on the factorization of g, feasible
as its prime factors are not too large, and once on the Chinese Remainder Theorem without
requiring factorization of g. For the precise content, we refer to Algorithms [ and 5| Both
algorithms make use of the matrix U derived from the vectors {u;}; obtained by our lattice
attack.

Our practical experiments (see Chapter 3| Section confirm the theory. Concretely,
for the original parameters from [CLT13], our attack takes a few seconds for # = 40, and a
few hours for 6 as large as 160, while the original attack from [GLW14] only works for 6§ = 1.
Finally, we propose a set of secure parameters for CLT13 multilinear maps that heuristically
prevents our extended attack. For A = 80 bits of security, we recommend to take § > 1789.

Recovering all the secret parameters of CLT13

For the range of parameters satisfying Equation (1.6), we next show how to combine our al-
gorithm with the Cheon et al. attack from [CHL"15], in order to reveal all secret parameters
of CLT13, when instantiated with independent slots. More precisely, assuming that multiple
intermediate-level encodings {c; } ; of partially zero messages are available, our approach con-
sists in applying our lattice attack to generate intermediate-level encodings of zero. To do so,
note that we crucially rely on computing relatively short vectors {u;}; in A. By the linearity of
the inner product, we easily see that for every j, the inner product of u; with c; is an encoding
of zero (at the same level than c;), with mildly larger noise than for the encoding c;. Sub-
sequently, we can apply the original Cheon et al. attack on these newly-created encodings of
zero, which reveals the secret prime factors {p; }; of 2o, and in particular, all the secret CLT13
parameters. This also contributes to an open problem described in [CFL"16, Section 4], that
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of cryptanalyzing CLT13 when no encodings of zero are available beforehand. Namely, the
attack by Cheon et al. requires to have encodings of zero available to the attacker, which we
create by our lattice-based attack in the first place.

We can summarize our complete cryptanalysis of CLT13 multilinear maps with independ-
ent slots as follows.

Proposition. Consider the standard CLT13 notation with G = [[;—, g; for prime numbers {g;};
defining the plaintext ring, and xo = [[;_, p; for prime numbers {p;}; defining the encoding ring.
Let £ > 1and 1 < 6 < nbe integers. Let {c; : 1 < j < {} be encodings of elements {m; : 1 < j < {}
such that mj; # 0 (mod g¢;) for 1 < i < fand1 < j < L. Let {m; : 1 < i < 6} be the vectors
corresponding to the non-zero entries of {m;};. Assume the asymptotic bound o = O(v?).

(i) There exists an algorithm (Algorithm [3), which on input the encodings {c;};, computes the
secret factor g = Hle g; of G in heuristic polynomial time.

(ii) There exists an algorithm (Algorithm ), which on input the encodings {c;};, computes mul-
tiples {\im; }; with \; Z 0 (mod g;) for 1 < i < 0, in sub-exponential time.

There exists an algorithm (Algorithm5), which on input the encodings {c;};, computes a vector
Ay such that ged(\, g) = 1 and 1/ = 1, (mod g;) forall 1 < i < 6, in polynomial time.

(iii) There exists an algorithm (Algorithm ), which on input the encodings {c;}; and a sufficiently
large set of encodings, which is disjoint from the set {c;};, computes the prime factors {p;}; of
xq in polynomial time.

Application to CLT13-based constructions

Finally, we show how our attack impacts the parameters of several schemes based on CLT13
multilinear maps with independent slots. More precisely, we here consider the constructions
from [GLW14,IGLSW15| [Zim15] and [FRS17]. First, we investigate the “multilinear subgroup
elimination assumption”, considered in [GLW14] and [GLSW15]. Following the line of our
lattice-based attack, we describe a distinguishing attack for the range of parameters given by
Equation (L.6). In [Zim15], Zimmerman describes a technique of program obfuscation based
on composite-order multilinear maps and without relying on matrix branching programs.
We explain that when instantiated with CLT13, the technique is subject to the constraint in
Equation (L.6). Finally, we consider the construction from [FRS17] by Fernando et al. for pre-
venting certain attacks against matrix branching programs, also described on CLT13 with
independent slots. We argue how our lattice attack allows the recovery of the secret CLT13
plaintext ring for the range of parameters given by Equation (I.6). We note however that
breaking the indistinguishability of the branching program remains an open problem. We
describe these applications in Section

In summary, our lattice-based attack breaks the countermeasure proposed in [GLW14]
for a wide range of parameters, and comes with interesting cryptanalytic by-products: the
recovery of the secret information about the plaintext messages, as well as the technique to
generate encodings of zero, enabling the Cheon et. al attack to compute all the secret para-
meters. Further, concrete instantiations of CLT13 multilinear maps are found insecure in the
range of parameters targeted by our attack, and therefore subjected to a new parameter se-
lection.
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1.2.2 The Hidden Lattice Problem
1.2.2.1 Motivation

The security of many cryptographic schemes based on lattices relies on the assumption of
the intractability to efficiently solve certain computational lattice problems, often based on
short vectors. Thus, it is natural to consider lattices possessing generating sets consisting
of short vectors. The geometry of such lattices is usually impacted by the existence of such
vectors. For example, for the hidden subset sum problem, one considers a public vector,
say v € Z™, such that every entry of v is a (binary) subset sum modulo a public integer
N; in vector notation, this reads v = Y | &;v; (mod N) for some integer n < m, a set of
hidden binary vectors 8 = {v;}; C {0,1}" and hidden integers {«;};. The problem then
asks to compute {v;}; and {«;};, given v and N. It is likely that the binary vectors {v;};
are linearly independent, thus generating a lattice £ C Z™ of rank n. Although the lattice £
admits infinitely many bases (if n» > 1) containing arbitrarily large vectors, the existence of the
particularly “small” basis B heavily impacts the geometry of £. The problem of computing
{vi}isuchthatv =) o;v; (mod N) can be weakened to the problem of computing any basis
of £ such thatv € £ (mod N) and £ = @, Zv;.

1.2.2.2 Our contribution

We first propose a formal definition for the hidden lattice problem, following [NS99]. Our
definition is however a bit more general and contains more parameters. Then we describe
two algorithms for it, which we analyse theoretically, heuristically and practically. Finally,
we give two variations of the problem and list a number of concrete applications.

To define the hidden lattice problem, we first define “small” lattices. We quantify this
notion by a positive real parameter y: consider that a lattice £ is p-small if it possesses a basis
B satisfying o(B) := ((#B)7' - 3o ]2 < p. Note that #% is the same for every
basis and is equal to the rank of £. Of course, there are many ways to define small lattices,
and our choice of ¢ is not a canonical one. However, we justify that this “measure” suits
our theoretical study nicely. Lattices admitting bases consisting of binary vectors (as in the
hidden subset sum problem), or more generally, vectors with bounded entries, all fall into
our family of small lattices for appropriate choices of p. It is clear by this definition, that, for
every lattice £ there exists 1 € R such that £ is y-small. Further, if £ is y-small then £ is also
p'-small for every p/ > p1. As such, our definition of being ;i-small might seem uninteresting
at first sight; however, for the purpose of our study, we consider y: to be rather small, in which
case, a lattice £ being ;i-small becomes a strong assumption on £. As is customary in many
computational problems we also work modulo N € Z and writev € £ (mod N) if there exists
w € Lsuchthatv—w € (NZ)™. If M C Z™, then M C £ (mod N)meansv € £ (mod N) for
all v € M. For the hidden lattice problem, we assume that one knows a basis of some lattice
M such that M C £ (mod N) and £ is small; this generalizes the setting of the hidden subset
sum problem. Formally, we define the hidden lattice problem (HLP) as follows.

Definition (Hidden Lattice Problem, see Definition[d.1.2). Let i1 € R, integers1 <r <n <m
and N € Z. Let L C Z™ be a p-small lattice of rank n. Further, let M C Z™ be a lattice of rank r
such that M C £ (mod N).

The Hidden Lattice Problem (HLP) is the task to compute from the knowledge of n, N and a
basis of M, a basis of the completion of any p-small lattice A of rank n such that M C A (mod N).
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Here we used the following piece of notation: let Lg (resp. Lr) be the Q-span (resp. R-
span) of £ in R™; the completion £ of £ is Lo NZ™ = Lr N Z™ and we say that £ is complete if
L = £. We will see that £ is very often equal to £: it is the hidden lattice to be revealed. We
analyse for which values of i a generic HLP can be expected to be solvable.

Algorithms for the HLP

We describe two algorithms for the HLP, which we denote by Algorithm I and II, respectively.
Our algorithms rely on the public lattices M-~ of vectors orthogonal to M modulo N (we call
this the N-orthogonal lattice of M), and My consisting of vectors lying in M modulo IV (we call
this the N-congruence lattice of M), respectively. For both algorithms, we employ in first place
a lattice reduction algorithm (e.g. LLL) on bases of M-~ and My to compute certain lattices
N7 and Njj, from which the completion of the hidden lattice £ is revealed in a second step.

Our first algorithm (Algorithm I, or Algorithm[7) is a direct adaptation of the orthogonal
lattice algorithm proposed by Nguyen and Stern [NS99] in the context of the hidden subset
sum problem. In fact, we notice that this algorithm extends to our more general setting. It
is based on the orthogonal lattice, which was formally introduced in [NS97] as a strong tool
for lattice-based cryptanalysis. More precisely, M-~ naturally contains £, a relatively small
lattice of rank m —n, of which we identify a sublattice N; of the same rank by lattice reduction,
provided that the parameters satisfy appropriate conditions. From Ni-, the completion of £
is then revealed by computing (Ni-)* = £, which solves the HLP.

Our main contribution is to propose an alternative algorithm (Algorithm II, or Algorithm
, based on the (public) lattice My, which lies in £y, by assumption. In this case, we ex-
plain how to recognize and compute n linearly independent short vectors, and thus an entire
sublattice Nyy of rank n generated by those vectors, lying in £ directly, if the parameters are
suitable. We again compute these vectors (thus Nip) by lattice reduction on My. More pre-
cisely, we derive an explicit lower bound on the norm of the vectors lying in My but outside
Lg, which gives us a criterion for establishing an explicit parameter selection. To obtain the
completion £ from Ny, it is enough to complete Ni;. We observe experimentally that this
can be carried out locally at N, speeding up our algorithm. Our new algorithm is therefore a
competitive alternative to the celebrated orthogonal lattice algorithm.

We finally show that both algorithms are related by duality theory. Namely, the lattices
M-+~ (considered for Algorithm I) and My (considered for Algorithm II) are dual up to scalar
multiplication by N, that is, MY = N(My)Y, where the symbol (-)V stands for the dual
operator. Using celebrated transference results for the successive minima of dual lattices, we
explain how to bridge both algorithms theoretically.

Analysis of our algorithms

We provide a heuristic analysis of our algorithms based on the Gaussian Heuristic for “ran-
dom lattices”. Namely, for random instances of the HLP, we can consider all the lattices to
behave like random lattices. For Algorithm I, we follow the intuition of [NS99]]: short enough
vectors u € M-~ (which we compute by lattice reduction) must lie in £+. Since £ has rank
m — n, we expect to find m — n such vectors. For Algorithm II, we derive an explicit lower
bound on the norm of the vectors lying in My but outside Lg, which gives us a criterion for
establishing an explicit parameter selection. In both cases, it turns out that the HLP is solv-
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able when the size difference between IV and 1. is sufficiently large, which we read by explicit

lower bounds for N in terms of y, resp. upper bounds for p in terms of N. For example,
both algorithms detect hidden lattices of size u = O(N o ) up to some terms which dif-

fer according to the algorithm. In the balanced case m = 2n = 4r, this gives u = O(N'/*).
To quantify the gap between N and p in a compact formula, we propose a definition for an
arithmetic invariant attached to the problem, defined by:

r/n
A :=log (M N ) (1.7)

m/(m—n)

We can derive an explicit lower bound for A from our heuristic analyses. The larger A is,
the easier it is to compute a solution by our algorithms. In this respect, A behaves much
like an inverse-density, a handy and well-studied invariant for knapsack-type problems (see
e.g. [LO85, NS99]). Asymptotically, our heuristic analyses behave differently for the two al-
gorithms, which we see when establishing a growth comparison of the error terms in our
bounds.

Proposition. (i) There exists an algorithm (Algorithm I, or Algorithm [7) which on input N and
a basis of M, computes a basis of £ in heuristic polynomial time under the asymptotic condition
A = O(n*) when m = O(n") for every £ > 1.

(ii) There exists an algorithm (Algorithm 1I, or |8) which on input N and a basis of M, computes
a basis of L in heuristic polynomial time under the asymptotic condition A = O(n") when
m = O(n) for every £ > 1.

Along with our heuristic analyses, we also establish proven results, not relying on the
Gaussian Heuristic. Note that a rigorous proof was not included in [NS99]. To do so, we rely
on a discrete counting technique. For a fixed p-small basis B of £ (sampled from some set
2 of collections of vectors) and a given integer N, we denote by J{(B) a finite sample set of
hidden lattice problems constructed from B and N. To an element of H(B), one can natur-
ally associate a hidden lattice problem with hidden lattice £. On each of these problems, we
theoretically run either Algorithm I or Algorithm II, and denote the subset of H(*8) for which
Algorithm I (resp. Algorithm II) successfully computes a basis of £ by H;(B) (resp. Hi(B)).
Since we rely on the LLL algorithm with reduction parameter 6 € (1/4,1), our more com-
plete notation is Js1(B) (resp. Hs11(*B)). Our technique aims at maximizing the proportion
#Hs51(B)/#H(B) and similarly for Algorithm II. More concretely, we prove an explicit ver-
sion of the following theorem, for which we refer the reader to Chapter[4} Section [4.6]

Theorem (see Theorems 4.6.2). Let n,m, puand N be as in the hidden lattice problem. Let
0 € (1/4,1)and e € (0,1). There exist explicit numbers Ny and Nr1, depending on n, m, u, €, 0, such
that if N > N (resp. N > Nip), then for every basis B chosen from €, at least (1 — ¢)#H (B) of the
hidden lattice problems constructed from J((*B) are solvable by Algorithm I (resp. by Algorithm I1) by
running LLL with reduction parameter 0.

Variations of the HLP

Some variations of the hidden lattice problem as defined above are of interest for us. First,
we study the case where given vectors lie in a small lattice modulo /N only up to unknown
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short “noise” vectors; we call this the noisy hidden lattice problem (NHLP). We notice that we
can cancel the effect of the noise, by reducing the NHLP to a HLP with a “larger” (in the sense
of size and dimension) hidden lattice, and apply our previous algorithms without changes.
We also consider a decisional version (DHLP) of the hidden lattice problem, asking about the
existence of a p-small lattice £ containing M modulo N. This problem, although not asking
for the computation of £ lies at the heart of many cryptanalytic settings, and may thus be
of interest to cryptanalysts. We recognize that the existence of such £ strongly impacts the
geometry of M~ (or My) and, consequently, our algorithms solve the decisional version
heuristically.

Applications of the HLP

Finally, we describe applications of the HLP together with some improvements implied by
our Algorithm II. Our applications first show, how several computational problems all rely
on the more general HLP, which can be understood as a central problem for their hardness.
We describe applications to [CP19,ICG20, CN19al ICNT10, BNNT11].

We first consider the approximate common divisor problem based on the Chinese Re-
mainder Theorem (CRT-ACD). For this problem, Coron and Pereira have devised an algorithm
in [CP19], which highlights a tight link to the hidden lattice problem. As second application,
we consider the hidden subset sum problem from [NS99]. As already mentioned in our mo-
tivational Section [NS99] describes a two-step algorithm similar to our Algorithm 1.
Recently, Coron and Gini [CG20] showed that the second step actually has exponential com-
plexity, and propose a polynomial-time alternative. Here the first step remains unchanged
and is still based on the orthogonal lattice algorithm, as in [NS99].

We also notice that the contribution described in Section (see [CN19a]), namely our
cryptanalysis of CLT13, fits in the framework of the HLP. Namely, the derived equations de-
scribe a NHLP. As pointed out in Section[I.2.1.2) due to the extra structure in the coefficients,
the public vectors (i.e. the public lattice M) can be seen to carry extra structure. In the nota-
tion of Section one could therefore view A as being the hidden lattice, for which we
computed the hidden volume. Our algorithms for NHLP thus extend the framework of the
cryptanalysis of CLT13. Finally, we see that the HLP plays a central role in [CNT10, BNNT11]]
as well.

1.2.3 Simultaneous Diagonalization of Incomplete Matrices and Applications
1.2.3.1 A problem motivated from cryptanalysis

As already mentioned above, the cryptanalysis of CLT13 multilinear maps by Cheon et al. is
an efficient attack with devastating consequences. Namely, it reveals all the secret informa-
tion given access to certain public sets of encodings. Let us here in brief review the attack
and raise a natural question. Let us consider for simplicity the CLT13 multilinear maps with
a multilinearity degree x = 3. Let n be the number of prime factors dividing the public mod-
ulus . For the Cheon et al. attack, one considers three disjoint sets A, B and C of encodings,
where theset A = {«; : 1 < j < n} contains n encodings of zero atlevel 1, the set B = {1, B2}
contains two encodings at level 1, and the set € = {v; : 1 < k < n} contains n encodings at
level 1. At this stage, it is crucial for the elements in A (or in any of the sets, but for simplicity
we consider them in A) to encode zero, as then, all the product encodings of the type a3~y
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with (o, 8,7) € A x B x C, are encodings of zero at the top-level , by the homomorphic mul-
tiplication property of CLT13. By public evaluations coming from zero-testing of encodings,
the attacker can construct two n x n matrices Wi and W5 satisfying factorizations of the form
Wi =P-U;-Qand Wy = P-Us-Q, where P is a certain matrix of which the rows correspond
to the encodings in A, Uy and Us are certain diagonal matrices of which the diagonal entries
correspond to the encodings in B, and () is a certain matrix of which the columns correspond
to the encodings in C. Provided that at least one among W7, W5 is invertible over Q (say W),
one can then evaluate over Q the matrix product:

Wy Wy, t=P- (U U - P! (1.8)

and compute the eigenvalues of W, W, ', which reveal the diagonal entries of the product
UUy ! From these diagonal entries, one can reveal the secret factorization of z¢ by comput-
ing greatest common divisors.

We see that the above attack requires n encodings of zero (considered to lie in A), because
the matrix P must have n rows in order to be inverted in Equation (1.8). Studying cryptana-
lysis of CLT13 multilinear maps along the lines of the Cheon et al. attack, when only a limited
number of encodings is available to the attacker is an interesting problem. This is also true
in a broader sense not specific to CLT13: algorithms with the smallest possible input length
are highly desirable.

Motivated by this context, we consider the problem of decreasing the number of encod-
ings of zero (i.e. the cardinality of A) required for the attack. Note that this would be trivial to
achieve by increasing the multilinear map degree «. Indeed, by taking « = 4, the set A could
be built from products of level-1 encodings of the form « - a;, where only a single encoding
of zero « is required; then every encoding in A would encode zero at level 2. Therefore, we
are interested in the following problem: Is it possible to factor x in polynomial time, given access
to fewer encodings of zero, still with multilinearity degree k = 3 ?

Let us briefly comment on the last question. Following the above lines of attack, we can
still compute the matrices W; = P - U; - @ and Wy = P - U; - Q as above, but now the
matrix P has only, say p < n rows, where p is the number of encodings of zero considered in
A; therefore P is not invertible anymore and we cannot compute Equation as above to
recover the diagonal entries of U; U, !. Note that computing linear combinations of encodings
within the set A would not work, since the matrix P would still be of rank p < n. In other
words, the matrix P is in some sense incomplete and some information is missing to recover
the diagonal entries of U;U, 1. We can also consider the symmetric version of the problem,
of having only ¢ < n encodings in the set €, which amounts the matrix @ to have only ¢ < n
columns instead of n. In both cases, the original Cheon et al. attack does not apply.

1.2.3.2 Our contribution

Motivated by the question of, for example, lowering the number of public encodings in the
Cheon et al. attack, we study this problem at a more abstract level. In order to compensate the
loss of rows in P, we may consider a larger number, say ¢ > 2 of matrix factorizations. More
precisely, instead of only assuming the existence of W; = PUQ and W5 = PU»(Q as in the
Cheon et al. attack, we start from the assumption that a sufficiently long list of matrices, say
W, = PU,Q for every a € {1,...,t}, is public, with P a matrix of size p x n, {U, }, diagonal
n X n matrices and () another matrix.
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In more precise terms, we formulate the following computational problem from linear
algebra, see Definition [5.1.1]

Definition (Problems A, B, C, D, see Definition [5.1.T). Let n > 2,t > 2and 2 < p,q < n be
integers. Let {U, : 1 < a < t} be diagonal matrices in Q"*"™. Let {W, : 1 < a < t} be matrices
in QP*9 and Wy € QP> such that Wy has full rank and there exist matrices P € QP*™ of full rank
pand Q € Q"% of full rank q, such that Wy = P - Qand Wy, = P -U, - Q for1 < a < 't. We
distinguish the following cases:

(A) p=nand g=n (B) p=nand g<n
(C) p<nand q=n (D) p<mnand gq=p

In each of the four cases, the problem states as follows:

(1) Given the matrices {W, : 0 < a < t}, compute {(u1;,...,u;) : 1 < i < n}, where for
1<a<t ug,-...,uqsn € Q are the diagonal entries of matrices {U, : 1 < a < t} as above.

(2) Determine whether the solution is unique.

In the above definition, we distinguish four problems that we label by A, B, C and D, and
that distinguish the sizes of the matrices P and () with respect to n. For example, for Problem
A, the matrices P and @ have size n x n, and thus Problem A with ¢ = 1 exactly interpolates
the framework of the Cheon et al. cryptanalysis against CLT13. Yet, we note a slight structural
difference here. Namely, we assume that a matrix Wy = PQ is also public (we will call such
a matrix a “special input”). This is not a restriction but makes calculations a little simpler.
For example, Problem A is straightforward for any ¢ > 1 by simultaneous diagonalization
of Wy 'W, = Q~'U,Q for every a. This directly reveals the tuples of diagonal entries of the
matrices {U, }, instead of quotients of diagonal entries, as in the Cheon et al. attack. Problems
B and C applied to the CLT13 formalism then exactly correspond to the problem described
above. Note that these problems are equivalent because of their symmetry in p and ¢: any
algorithm for one solves the other upon transposing. Problem D considers least possible
public information as both P and () are of smaller size.

Of interest for us is to devise algorithms for Problems C and D and describe theoretical
and practical values for p as a function of n. We refer to the matrices {W, },, as “incomplete”,
as the low-rank matrices P and/or ) “steal” information. Of interest is of course the case
when p is much smaller than n. For example in Problem D, the public matrices {WW,}, have
size p x p, thus solving this problem for moderate ¢ and p small compared to 7 is of interest.

Our main contribution is the description of efficient algorithms for Problems C and D,
and we show how to minimize the parameters p and ¢ with respect to n. We further propose
two concrete applications of our algorithms. First, we consider the multi-prime approximate
common divisor problem based on Chinese Remainders, where we significantly improve on
a previous algorithm by Coron and Pereira. Second, as alluded to in our motivation for these
problems, we describe an improved cryptanalysis of CLT13 multilinear maps a la Cheon et
al. However, we believe that our algorithms are also of independent interest and hope that
more applications are to be found.
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Algorithms for Problems C and D

We describe practical algorithms for Problems C and D, by studying these problems indi-
vidually.

Our approach to Problem C is to use the invertibility of (). More precisely, we can write
W, = PU,Q = PQQ'U.,Q = WyZ, with Z, = Q'U,Q, forevery 1 < a < t. As Wj is
not invertible, we cannot recover the matrices {Z,},, directly. However, we interpret this as
a system of linear equations to solve for {Z, },. This system is, in general, underdetermined
and does not yield the matrices {Z, }, uniquely. Namely, the relation W, = W, Z, determines
Z, up to perturbations from elements in the kernel of Wj, which by assumption is of dimen-
sion n — p. That means, for every a, we can write Z, = Y, + E X, for a certain computable
matrix Y,, an unknown matrix X,, and where E stands for a basis matrix for the kernel of
Wy. However, noticing that the matrices { Z, }, commute among each other helps us produce
extra linear equations, enabling us compute such matrices { X, }, efficiently. This enables to
recover the matrices {Z, }, uniquely, and simultaneous diagonalization eventually yields the
diagonal entries of {U, },. We determine exact bounds on the parameters to ensure that our
system of linear equations has at least as many linear equations as variables; further, by a
simple minimization problem, we justify that asymptotically this is achieved for p and ¢ of
size O(y/n).

For Problem D, we can no longer use the invertibility of ), as it is a matrix of size n x p
only. Instead, our approach is to reduce Problem D to Problem C by “augmenting” the matrix
@ with well-chosen extra columns, so that it becomes invertible. Our algorithm for Problem
D can hence be seen to function in two steps — first an augmentation technique for the matrix
() building a valid input for Problem C, and second, running our algorithm for Problem C
on that input. On the theoretical side, the extra columns that we augment @) with, come by
considering the n x n matrix B = QW ' P — 1,,, which we justify to have rank n — p. Any
rank factorization of B, say B = BB, with By € Q™" P and By € Q" P*", then gives
rise to a suitable augmentation Q' = [Q|B1] € GL(n, Q) of Q. First, we prove that PB; is
the zero matrix, which implies that PQ’ = [PQ|PB;] = [Wy|0] =: W is a known matrix
(a special input matrix). Further, we justify that it is sufficient to compute matrices {V,},
satisfying V, = PU,B for every 1 < a < t. Namely, this implies the identities PU,Q" =
[PU.Q|PU,B1| = [Wg|V,] =: W/ for every a, which are then known, and describe a valid
input of Problem C with the augmented matrices W, and {W/ },. The computation of such
matrices {V, }, is doable by standard linear algebra considerations but requires some extra
information to be available beforehand and we justify that p can be set close to (2/3)n, which
turns out to be a theoretical and practical barrier for the augmentation process. Therefore,
our parameters for solving Problem D are a little weaker than those for Problem C.

We provide implementations of our algorithms in SageMath and confirm our theoretical
findings in practice. In summary, our first contribution is the following.

Proposition. (i) There exists an algorithm (Algorithm[10) which on input matrices Wo and {Wa }4
as in Problem C computes the diagonal entries of the matrices {U, }, under the asymptotic con-

dition p = O(y/n).

(ii) There exists an algorithm (Algorithm[T1) which on input matrices Wy and {W,} 4 as in Problem
D computes the diagonal entries of the matrices {U,}, under the asymptotic condition p =
0O(2n/3).
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An improved algorithm for the CRT-ACD Problem

The CRT-ACD Problem is a variant of an approximate common divisor problem based on
the Chinese Remainder Theorem. We will omit a formal definition of the problem at this
stage, and postpone this to Definition Let N = [[, p; be a composite squarefree
integer for certain prime numbers {p;};. We should think of these primes to be rather large
so that factoring N directly is intractable. Then, in simplified terms, the problem states as
follows: given N and a sufficiently large set § of integers {z, : s € 8} such that their reduction
modulo each of the primes {p; }; is “small” (which shall mean, that the unique representative
in [0,p;) N Z is somewhat small compared to p;), factor N completely, that is, compute the
prime numbers {p; };. This problem is made formal by also describing the sizes of the primes
{pi}: and residues of the elements in 8. The choice of NV and the set § are fixed beforehand.

In [CP19], Coron and Pereira have proposed an algorithm for the CRT-ACD Problem
which works in two steps: first, a lattice-based algorithm relying on lattice reduction, and
second, an algorithm which is close to the Cheon et al. attack for CLT13, as discussed above.
This algorithm crucially relies on having a set 8 of size O(n), where n is the number of primes
dividing N. In fact, we recognize that the algorithm by Coron and Pereira relies on solving a
certain instance of Problem A, deduced from the lattice-based first step, which can be shown
to succeed as soon as the size of N (or of each prime {p; };) is sufficiently larger than the size
of the residues of elements from §. Thus, we contribute to an improved algorithm for the
CRT-ACD Problem by modifying the input in a way that the lattice-based first step gives rise
to an input of Problem C, rather than A. Solving this problem with our algorithm for Problem
C, allows us to squeeze the size of the public set 8 from O(n) down to O(y/n), which gives a
quadratic improvement on the number of input samples.

Proposition. Let N = [[;"_, p; and 8 a set of CRT-ACD samples for N. There is an efficient algorithm
(Algorithm[12) which factors N with #8 = O(y/n).

We also illustrate our improvement by concrete parameters for instances for which NV
could not be factored earlier.

Improved cryptanalysis of CLT13 multilinear maps

As alluded to during the motivational part of this section, we apply our new algorithms to the
Cheon et al. attack against the CLT13 scheme. We envisage to lower the number of encodings.
In particular, we treat two questions: first that of lowering the number of public encodings of
zero, and, that of lowering the total number of encodings. Following the description of the
Cheon et al. attack above, it is nearly straightforward to see that this can be achieved by solving
instances of Problem C and D, instead of A, as in the original attack. By our algorithms, we,
therefore, improve the Cheon et al. attack as follows.

Proposition. Consider the standard CLT13 notation with xy = [[;_, pi for prime numbers {p;};
defining the encoding ring.

(i) There exists an efficient algorithm that factors xq given O(y/n) encodings of zero.

(ii) There exists an efficient algorithm that factors xo given O(4n/3) encodings.

The precise algorithm description for these improvements is done in Algorithm We
again illustrate our algorithm by concrete parameters which could not be broken by the Cheon
et al. attack.
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1.2.4 Questions related to Edwards Curves
1.2.4.1 Motivation

Twisted Edwards curves over a field K are defined by the equation az? + y? = 1 + dz?y? for
distinct elements a € K,d € K {0,1}, and we denote them by £j. When a = 1, the curve
is simply called Edwards curve and denoted by €4. Edwards curves, originally introduced
by the work of Harold Edwards [Edw(7], are birationally equivalent to elliptic curves. With
the work of Bernstein-Lange and Bernstein et al. [BL0Z, BBJT08|], Edwards curves entered
elliptic-curve cryptography in the early 2000’s and compete still today with many other mod-
els for elliptic curves, such as Montgomery curves, Hessian curves, or Huff curves. From
a purely arithmetic-geometric viewpoint, it is an interesting question to study properties of
these models. This may contribute, for example, to the understanding how to construct new
models for elliptic curves. In our work, we study general properties related to elliptic curves
in Edwards form.

1.2.4.2 Our contribution
Abstract constructions of the Edwards and twisted Edwards models

Given an elliptic curve E defined over a field K such that E(K) contains a point P of order 4,
the construction by Bernstein-Lange [BLO7] of an Edwards curve birationally equivalent to £
is explicit. More precisely, E is assumed to be in Weierstrass form and the construction of the
Edwards model, birationally equivalent to E, is explicit in the coefficients of the Weierstrass
form of E/ and the coordinates of P. We establish this result more abstractly, by relying on the
Riemann-Roch theorem. An elliptic curve over K is a pair (E, O) where E is a non-singular
curve over K of genus 1 and O is a K-rational point. Note that such a result would be trivial by
using the construction of the Weierstrass model of (E, O) by the Riemann-Roch theorem (see
e.g. [Sil09, Chapter III, §3., Proposition 3.1]) and then invoking Bernstein-Lange’s construction
of the Edwards model from the Weierstrass model. We do not do this here, and our proof is
independent of the Weierstrass model of (E, O).

Theorem 1.2.1 (see Theorem|6.4.1). Let (E, Q) be an elliptic curve defined over a perfect field K of
characteristic different from 2. Assume that there exists P € E(K) of order 4. Define the divisors

D = 2((9) — 2(2P) , Dy = 2(0) — (P) — <3P) S DIVK(E)

(i) The Riemann-Roch spaces £(D1) and L£(Ds) are one-dimensional over K.

(ii) Let x,y € K(E)* be generators of £L(D1) and L£(Dy), respectively. The functions z*y* and
2?2 +y? — 1in K(E)* are multiples of each other, i.e. there exists d € K \ {0,1} such that x?y? =
1+ dx?y2.

(iii) The map ¢ : BE(K) — P*(K),Q — [#(Q) : y(Q) : 1], gives a birational equivalence from E
to the Edwards curve €, defined over K. In particular, x,y from (ii) are coordinate functions for the
Edwards model of (E, O).

The spaces £(D;), resp. £(D3) are the Riemann-Roch spaces associated with the rational
divisors D1, resp. Ds. In a sense, the divisor D; is associated with the 2-torsion of E, while D,
is associated with the 4-torsion of E. By the Riemann-Roch Theorem we can show that these
vector spaces have dimension 1 over K. The idea of the proof is to show that the functions
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22y? and 22 + y? — 1 lie in a 1-dimensional vector space, and are thus multiples of each
other. We achieve this by explicitly computing the divisors of these functions. The map ¢
is understood as the Edwards coordinate function for F, giving a birational map between £
and the Edwards model.

The twisted model of Edwards curves was introduced in [BLO7]. More precisely, for
squarefree a € K, the curve &} is a quadratic twist of the Edwards curve &,/,. Alternat-
ively, twists of curves can be interpreted from a purely cohomological point of view, by using
Galois cohomology. In this language, a twist of a curve €/ K corresponds to a certain equival-
ence class in a cohomology group constructed from the action of the absolute Galois group on
the automorphism group of €. We recall this construction precisely in Theorem[6.4.2l When
C is the Edwards curve &;/,, we therefore obtain a cohomological result, establishing €7 is a
quadratic twist of £/, (we refer to Theorem .

Explicit construction of Edwards curves from 2-torsion points

An elliptic curve E over K with a K-rational point of order 4 is birationally equivalent to
an Edwards curve £; over K. The curve £; and the birational map are made explicit by
Bernstein-Lange [BL07, Theorem 2.1] (see also [BBJT08, Theorem 3.3]). Not every elliptic
curve has a K-rational point of order 4, thus, it is a natural question to ask how the result gen-
eralizes without this assumption. By removing this 4-torsion assumption, we are constrained
to work over extensions of K. We prove the following theorem. Here, €1, 2, e3 denote the

z-coordinates of the K-points of order 2 on F, and we use the notation €ij =€ —ej € K~

Theorem (see Theorem[6.6.5). Let E be an elliptic curve defined over a field K of characteristic not

2 and assume that E(K)[2] ~ {0, (e1,0), (e2,0), (e3,0)}. If €4 is an Edwards curve birationally
equivalent to E, then

de (\/612i\/613)4 <\/€21i\/€23>4 <\/€31i\/€32>4 (1.9)
V€32 ’ V€31 ’ V€21 '

Define z1 = ej2e13,22 = ea1€23, 23 = egies2. The Edwards curves are defined over the extensions

of K given by K1 = K(\/z1), Ko = K(\/22), K3 = K(\/z3), respectively, and birationally

equivalent to E over K (\/e12,/€13), K (\/e21, /€23), K ( /€31, \/€32), respectively.

Moreover, we describe the extensions { K; }; explicitly, depending on the size of F(K)[2],
the K-rational 2-torsion subgroup of E, (see Theorem . In particular, our description
depends on the discriminant of E. Intuitively, we associate a pair of Edwards curves defined
over the extension K; to the 2-torsion point (e;, 0) of E, and repeat this for every i € {1, 2, 3}.
This theorem comes with several byproducts, which we now list. First, note that the formulae
in Equation do not require the knowledge of any 4-torsion point on E, which is however
the case for [BLO7]. This provides an easier construction of the Edwards model for E, directly
from the 2-torsion.

Next, we use these formulae to refine a previous result on isomorphism classes of Ed-
wards curves. Namely, all the Edwards curves €; with d given in Equation are iso-
morphic over K. Isomorphisms of Edwards curves have been studied by Ahmadi and Granger
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in [AG12], and we recall their main result in Proposition Essentially, it says that iso-
morphic Edwards curves £, and € are related as follows:

14\ * 14\ *
d’e{d,1,<lid/> ,(HE\E‘”) }:E(d). (1.10)
d’ \1Fd'/4 1F+/—1d/4

It is easy to deduce this result from Equation (1.9). For example, one notices that for every
i € {1,2,3}, two expressions within the same formula (distinguished by the sign on the
numerator) are inverses of each other. Moreover, we observe that there is a natural Galois
action on Edwards curves, which is compatible with that on the K-points of E. For o €
G i, we denote by %(€,) = €,(q) the o-conjugate Edwards curve of ;. By interpreting the
coefficient d by Bernstein-Lange’s construction functorially, i.e. as map d : P — dp, we easily
obtain that dps = o(dp), where P? denotes the action of o on the point P € E(K). We then
show the following theorem, refining the result of Ahmadi and Granger (see Equation (1.10))
with the Galois-action.

Theorem (see Theorem 6.7.5). Let F be an elliptic curve over K and let S, T € E(K) be points of
order 4. Let o € Gal(K /K). The following hold:

(i) if S = £T7 then ds = o(dr)

(ii) if S # £T7 and 25 = 21 then dg = 1/o(dr)

4 _
(iii) if 2S # 2T° then dg = (%) for some € € K with ¢* = 1.

Moreover, if j(E) # 0, 1728, then the the implications (i), (ii), (iii) are equivalences.

Finally, we describe how our formulae in Equation (1.9) relate to a modular function, con-
sidered by Edwards. Recall that in his original exposition [Edw(7], Edwards introduces a
modular function parametrizing Edwards curves, in a certain sense. It can be defined on
the complex upper-half plane by d(7) = 92(27)* /93(27)*, where ¥2(7) = Y,z ¢"t1/2? and
V3(T) = D ez ¢ are classical theta constants derived by specializing the Jacobi theta func-
tions at 0. This function was also considered in [KK98] and shown to be a generator for the
function field of the modular curve X;(4) over C (see [KK98, Theorem 3]). By our formu-
lae in Equation we are able to obtain an expression of d(7) in terms of the half-periods
e1(7) = p(w1/2),e2(7) = p(w2/2),e3(17) = p((w1 + w2)/2), corresponding to the Weierstrass
p-function of the complex elliptic curve C/(Z + 7Z). Such a result is for example known for
the modular-) function, which can be derived from isomorphism classes of Legendre curves
y? = z(z — 1)(x — \). We show for example that both functions are related via (1) = d(7/2).
We refer to Section[6.6.4] for the detailed results.

Rank statistics and invariants for the Edwards family

Studying the ranks of certain families of elliptic curves is of interest in many aspects. For ex-
ample, Zagier and Kramarz [ZK87] study the ranks in the family 23 + y3 = m for cubefree in-
tegers m. These curves are birationally equivalent to the elliptic curves E,,, : y* = 2°—432m?.
Extensive computations of the rank of E,,) for m up to 7000 support their conjecture, claim-
ing that curves with rank at least 2 occur with positive density. Watkins [Wat(07] subsequently
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extends the data from [ZK87] to m < 107 and shows that the density is more likely to tend to
zero.

For our work, we consider the family of elliptic curves E, 4 over the rational numbers,
given by y? = 23+ 2(a + d)z? + (a — d)?x, with a,d € Z, a # d, and d # 0, 1. These curves are
birationally equivalent to twisted Edwards curves £9, thus, we call this the Edwards family.
Mostly, we are interested in the case a = 1; let £y := FE; 4. Our first result is a complete
description of the torsion subgroup of E;, showing that most curves in the family {E; 4}4
have torsion group Z/4Z.

Theorem (see Theorem [6.9.1)). Let d € Z such that d # 0,1 and let E; be the elliptic curve defined
by y* = 23 +2(1 + d)2? + (1 — d)? with d € Z. Then

Z/AZ x Z/2Z if d is a square
Ei(Q)tors =< 7/87 if d is not a square and d = 1 — (t*> — 1)2, for some t € Z
z/Az if d is not a square and d # 1 — (t*> — 1) for every t € Z

We next derive an explicit description for invariants attached to the Edwards family, in-
cluding the j-invariant of E, 4, the discriminant and the conductor N(F, 4) of E, 4. When
a = 1, we prove that N(E; 4) can be compactly described by a relatively simple formula: up
to a power of 2, N(FE} 4) is equal to the radical of d(d — 1). We then provide statistical data
for the family of curves {F; 4}4 based on computer calculations in SageMath and Magma.
While this part is in progress, we report preliminary results for 20000 curves, which we put
in comparison with a bigger database for elliptic curves ([LMF20a]). Finally, we design a gen-
eral simple algorithm, conditioned on the Birch and Swinnerton-Dyer Conjecture for elliptic
curves, to compute the (analytic) order of the Shafarevich-Tate group for the curves in the
considered family.
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1.3 Roadmap of the thesis

Chapter|l]is the current section, in which we have introduced the reader to the main contri-
butions gathered in this thesis.

In Chapter 2} we provide the reader with background material for the following chapters.
We cover basics on Euclidean lattices and the arithmetic of elliptic curves, with focus on com-
putational aspects.

In Chapter 3| we first give an overview of cryptographic multilinear maps. The second
part of the chapter contains the details for our cryptanalysis against CLT13, extending a two-
dimesnional lattice-attack by Gentry, Lewko and Waters.

In Chapter [ we study the Hidden Lattice Problem as a generalization of a fundamental
problem underlying the Nguyen-Stern algorithm for the Hidden Subset Sum Problem. We
describe and compare two algorithms and discuss their relevance to more general crypto-
graphic contexts, giving a competitive alternative to the state-of-the-art algorithms.

In Chapter 5, we study the problem of simultaneously diagonalizing certain incomplete
matrices. We study this problem formally, describe algorithms for it, and discuss the theor-
etical and practical impact in cryptanalysis.

In Chapter [} we study general properties of the (twisted) Edwards model of elliptic
curves. We provide new explicit formulae for the construction of the Edwards model and
describe properties related to the rank for related elliptic curves in a family.
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CHAPTER 2

Preliminary Background

2.1 Notation

For a set R, we denote by #RX its cardinality. For r, s € Z>1, we denote by R"** the set of r x s
matrices with entries in R. We write 1, for the r x r identity matrix and 0,x for the zero
matrix of size r x s. For the latter, we drop the index » x s and simply write 0 when the size
is clear from the context. For A € R"** and B € R"™**, [A|B] € R"*(>+5) is the augmented
matrix obtained by concatenating the columns of A and B. When R is an associative ring
with a unit 1, we denote by GL(n,R) the general linear group of n x n invertible matrices
over R and by SL(n, R) the special linear group of n x n matrices over R of determinant 1.

We say that n € Z> has bit size 3 if 2°~! < n < 2% — 1. For simplified asymptotic analyses
we will use the notation n &~ 2°. The same notation is used for non-rigorous approximations,
such as heuristics.

We use standard Landau notation for asymptotic behaviours of real functions and com-
plexity theroy. For two real functions f, g, we write f(n) = O(g(n)) if |f(n)| < C|g(n)| for
an absolute constant C' > 0 and all sufficiently large n > ng. We write f(n) = Q(g(n)) if
|f(n)| > C|g(n)| for an absolute constant C' > 0 and all sufficiently large n > ng. We write
f(n) = 06(g(n)) if Ci|g(n)| < f(n) < Ca]g(n)| for some absolute constants C7,Cy > 0 and all
sufficiently large n > ng. We write f(n) = w(g(n)) if for every C' > 0, there exits ny such that
|f(n)| > Clg(n)| for every n > ny.

2.2 Part I: Computational Aspects of Geometry of Numbers

This part captures background material for some techniques used in Chapters 3} | and

Geometry of Numbers is the branch of mathematics dealing with lattices and convex bod-
ies. We are interested in computational aspects of this theory, involving the theory of lattice
reduction. For complete introductions, we refer for example to [Cas71 NV10].

2.2.1 Euclidean Lattices

For general references on Euclidean lattices, lattice reduction, and applications is crypto-
graphy, we refer the reader to the corresponding chapters in [HPS08], and [Gall2], for ex-
ample.

23
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Basic Definitions

A Euclidean latticeﬂ is a pair (A,(-,-)) where A is a finitely generated free abelian group and
(-,-) is a real-valued symmetric bilinear pairing A x A — R. We sometimes consider rational
lattices or integral lattices, in which cases the symmetric bilinear form (:,-) takes rational,
resp. integral values. To (-, -) we associate the quadratic form ¢ : A — R defined by ¢(z) =
(z,z) = ||z||?>, where ||z| is called the norm or length of x. By defining the R-vector space
V := A ®z R, one views A as a subgroup of V, and the pairing (-, -) extends to a symmetric
bilinear form V' x V' — R. On V, one has all the usual notions of Euclidean geometry giving
rise to a geometric interpretation to A.

Often and especially for computational purposes, it is more convenient to define lattices
starting directly from a finite-dimensional Euclidean vector space V' ~ R™, equipped with
the standard inner product (z,y) = > 7", x;y; for x = (zi)i<i<m, ¥ = (Yi)i<i<m € V. A
Euclidean lattice A C V' is then an additive discrete subgroup of (V,+,0). Discreteness of A
means that for every € A, there is an open neighbourhood U such that ANU = {z} (one
often takes U an open disc, i.e. for every x € A, there exists € > 0 such that the intersection
of A and the disc U := B(x,¢) centered at x and of radius ¢ only contains x). Euclidean
lattices are also co-compact, meaning that the quotient (A ® R)/A is compact. This quotient is
identified with the torus (R/Z)"™ where n > 0 is the dimension of the R-vector space A ® R.
Thereby, it follows that A ~ Z". Lattices are specified by their bases: one shows that A C V' is
a lattice if and only if there exists a collection B = {by,...,b,} C V of R-linearly independent

vectors such that
n n
A:ZZbi:{Zaibi:ai627 1§Z§n} .
i=1 i=1

There is an isomorphism of abstract groups A ~ 7", and we call n the rank of A, and m the
dimension of A, and one has 0 < n < m. We say that A has full rank if n = m. The set B is
a Z-basis (or simply a basis) of A. We often use basis matrices, obtained by writing the basis
vectors either in the rows or columns of a matrix. Whenn > 2, there are infinitely many bases
for A. Two matrices S,T € R"*™ (where the vectors are written in rows) generate the same
lattice A if and only if there is exists a unimodular transformation U € GL(n, Z) such that

S = UT. We define
Vol(A) = y/det(BBT) ,

where B is any basis matrix of A. For a full-rank lattice, this simplifies to Vol(A) = | det(B)].
This definition is independent of the choice of the basis, and we call Vol(A) the volume of A
(or determinant of A). Geometrically, the volume of a lattice is that of one of its fundamental
parallelepipeds, defined for a basis B = {b1,...by,} of A as the set

F(B) = {Zaibi:ai €[0,1),1 gign} .

i=1
The volume of A is the volume of F(*8). In the language above, one defines the volume
of A more directly as follows: the quotient group (A ® R)/A ~ R"/A is a Lie group and
with a canonical A-invariant measure; then Vol(A) is the total measure of R"/A. Hadamard’s
Inequality gives an upper bound on Vol(A).

1Throughou’c this thesis, we simply write lattice for a Euclidean lattice. We will not consider any other class of
more general lattices, such as structured lattices in rings of integers of number fields.
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Proposition 2.2.1 (Hadamard’s Inequality). Let A be a lattice. For any basis ‘B of A, one has:

vol(A) < T Ioll -

beB

Equality holds if and only if the basis vectors are pairwise orthogonal.

We say that A’ is a sublattice of A if A’ C A and A’ is a lattice. Then A’ has rank n’ < n. If
n’ = n, we say that A’ is a full rank sublattice. In this case, the index (A : A’) as subgroups is
finite and equals Vol(A’)/Vol(A). In particular, Vol(A") > Vol(A).

For1 < i < n,let A\;(A) denote the infimum of the real numbers R such that the closed ball
of radius R around 0 € A contains at least i linearly independent vectors of A. The numbers
Ai(A), for 1 < i < n, are called the successive minima of A. They are achieved in A, that is, there
exist linearly independent lattice points x1, ...z, € A such that ||z;|| = \j(A) forall 1 <i < n.
It is clear that A\;(A) < X(A) < ... < Ay(A). These are important invariants describing
the geometry of A, and understanding how large these numbers are is often very useful.
Minkowski’s theorems give upper bounds in terms of Hermite’s constant. For an integer
n > 1, Hermite’s constant ~y,, (in dimension n) is defined by sup A;(A)?/Vol(A)?/", where the
supremum is taken over all rank-n lattices A. Computing the exact value of +,, is not easy and
is only known for 1 < n < 8 and n = 24. For example, v» = \/m Therefore finding good
approximations for 7, is a natural question. For example, one has: 7, < (4/3)("~1/2 = 42~1
(Hermite’s Inequality) and v, < 1 + n/4, for every n > 1. The following upper bound is
linear in n:

< on o, n>2. 2.1)

Wl N

Asymptotically, one has n/(2me) < v, < n/(mwe + o(1)) as n tends to infinity.
Minkowski’s First Theorem and Minkowski’s Second Theorem give the following upper bounds
on the first minimum of A.

Theorem 2.2.2 (Minkowski). Let A C R™ be a lattice of rank n.
(i) (Minkowski’s First Theorem)

A1(A) < /A - Vol(A)Y/7

(ii) (Minkowski’s Second Theorem, [NV10, Chapter 2, Theorem 5])

r 1/r
(H MA)) < VA Vol(A)/" 1< r <.
=1

Minkowski’s First Theorem is a consequence of the classical Minkowski Convex Body
Theorem and a result by Blichfeldt (see e.g. Theorem 4 and Lemma 8 in [NV10, Chapter 2]).
Since the successive minima can be unbalanced, one cannot have general upper bounds for
the other minima separately. However, Minkowski’s Second Theorem gives an upper bound
for the geometric mean of the first consecutive successive minima of A. Note also that for
r = 1 it gives Minkowski’s First Theorem.
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Dual lattices

For a lattice A C Q™, its dual latticzﬂ AV is defined as the group Homgz (A, Z) of Z-linear maps
A — Z. Equivalently, AV is identified with the set of vectors x € Q™, for which the inner
product with elements of A is an integer, that is, there is an isomorphism:

{fve@™: (z,v) €Z,Vr € A} = AY = Homz(A,Z) .

A proof of this fact can be read off from [Con) Theorem 2.7] by takingm =1, M = A, R =Z
and K = Q therein. The argument generalizes for m > 1: an isomorphism is given by
v ¢y € AV, where ¢, maps z to (z,v). In the literature, the dual lattice is often directly
defined by {v € Q™ : (z,v) € Z, Vx € A}, which from a practical point of view is better
suited, since elements are indeed vectors. Under this identification, there is a natural pairing
Ax AN —Z, (v,w) = (v,w).

Intuitively, dual lattices have “inverse” behaviours. For example, if B € Q"*™ is a basis
matrix for A (again, with basis vectors as rows), then BY := (BT (BBT)™!1)T is a basis matrix
for AV, called the dual basis of B. For lattices of full rank, this gives BV = (B~1)”. Inparticular,
dilating A by a non-zero constant k, shrinks the dual lattice by &, i.e. (kA)Y = k~'AV. This
also implies Vol(AY) = 1/Vol(A) and (AY)" = A. The successive minima {\;(A")}; of AV are
related to those of A by the following transference theorem due to Banaszczyk.

Theorem 2.2.3 ([Ban93|], Theorem 2.1). For every lattice A C R™ of rank m, one has for all 1 <
Jj < 'm, the inequality
1< XA A1 (AY) < .

In cryptographic contexts one often considers, for a matrix A € Z"*™ and an integer ¢
(typically a prime number), the lattices A+¢(A) := {z € Z™ : Az =0 (mod q)} and A,4(A) :=
{r € Z™ : 2 = ATv (mod q), v € Z"}. They both contain ¢Z™ and are for this reason
referred to as g-ary lattices. It follows that they have full rank m. These lattices are dual up
to the scaling factor ¢, that is, A,(A) = g(At7(A))Y and A+e(A) = gA,(A)Y (see e.g. [MiclT,
Exercise 10]). This can be established directly, by writing down basis matrices for A,(A) and
A+4(A). Note the analogy with Deﬁnitionin Chapter @

2.2.2 Lattice Reduction

Some lattice bases are much more interesting to deal with than other bases. These bases con-
sist of almost orthogonal and short vectors. The theory of lattice reduction aims at computing
such bases, called reduced bases. There are various algorithms for lattice reduction, which dif-
fer mainly in their output quality and efficiency. To give some insight, consider the Shortest
Vector Problem (or shortly, SVP). It asks to compute a vector of norm A (A) in a lattice A. This is
a hard problem, and lattice reduction algorithms typically solve this problem only approxim-
ately (i.e. they solve the milder problem Approx-SVD, versus Exact-SVP). In particular, they
compute a vector of norm cA;(A) for ¢ > 1. The closer one wishes ¢ to be to 1, the more costly
the algorithm will be. The two algorithms we will discuss below achieve c exponential in the
rank of A in polynomial time (LLL-based algorithms), or else, smaller ¢ in exponential time
(BKZ-based algorithms).

Zsometimes also called polar or reciprocal lattice
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Lagrange-Gauss and LLL reduction

For a lattice of rank 2, one uses Lagrange-Gauss reduction, a 2-dimensional generalization of
Euclid’s algorithm for computing greatest common divisors. On input a basis {b;, b2} of A,
the algorithm returns a reduced basis {b}, b5, } of A with ||b}|| = A\;(A) fori = 1, 2. In particular,
it solves SVP exactly. For higher ranks, a generalization is the polynomial-time LLL reduction
algorithm (LLL), due to Lenstra, Lenstra and Lovasz in 1982, [LLL82]. We refer to [NV10] for
a complete survey. We recall the definition of LLL-reduced bases here (see e.g. [LLL82]). For
abasis B = {b; : 1 < i < n}of A, denote by {0} : 1 < i < n} the associated Gram-Schmidt
orthogonalization, that is:

b;‘k:bi_ZMi,jb; , 1<i<n,

1<5<1

where fi; ; = (b;, b7)/ (b}, b7) with (-, -) denoting the standard Euclidean inner product.

Definition 2.2.4. Let B = {b; : 1 < i < n} be a basis for A and {b} : 1 < i < n} the associated
Gram-Schmidt orthogonal basis. Let § € (1/4,1]. Then B is said -LLL reduced if it satisfies the
conditions:

(i) (Size Condition) |p; ;| < 1/2, forall1 < j <i < n.
(ii) (Lovdsz Condition) ||b}||* > (6 — u3,_1)|[bi_||?, for all 2 < i < n.

Note that there are equivalent ways to state the Lovasz Condition. The two conditions in
the definition make the resulting basis vectors reasonably short and close to being orthogonal.
The reduction parameter 6 € (1/4,1] is often set to be 3/4, while 0.99 in practice. We refer
to the algorithm producing §-LLL reduced bases as -LLL. In the case 6 = 1, the algorithm
is not guaranteed to run in polynomial time. The LLL-algorithm has many good properties
and we will rely on the following theorem.

Theorem 2.2.5 (LLL). Let A be a lattice in R™ of positive rank n. Let {b; : 1 < i < n} be a basis of
A. Let 6 € (1/4,1). The 6-LLL algorithm computes a 6-LLL reduced basis {V}; : 1 < i < n} of A. In
particular, the vectors {b; : 1 < i < n} satisfy

651 < D72 (4)
forall1 < j <i<wn,and wherec=1/(6 —1/4).
Note that when ¢ = j = 1 in Theorem [2.2.5, one obtains that
o] < D22l Vo e A\ {0} 22)

We will always use the LLL algorithm on integer lattices, i.e. contained in Z™. In this case, the
following formulae are used to bound the complexity of LLL. Let {b;}; be a basis of A C Z™
with vectors of norm at most X € Z>,. By [Gal12, Corollary 17.5.4], LLL computes, on input
{b;}i, a reduced basis of A, in O(n°mlog(X)?) bit operations. In [NS09], using the L?-variant
of the LLL algorithm, the complexity was improved to

O(n*m(n + log(X))log(X)) , (2.3)

which is only quadratic in log(X) (hence the name L?) and relies on naive integer multiplic-
ation. We also refer to [NSV11] for a variant of LLL with complexity quasi-linear in log(.X).
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BKZ Reduction

Another frequently used lattice reduction algorithm is the BKZ algorithm, a block-variant of
LLL, designed upon the notion of block Korkin-Zolotarev reduced bases, [Sch87,ISE94]. See also
[GHGKNO6b] and [GNO8a]. This type of reduction is generally much stronger than LLL-
reduction. Besides a reduction parameter, the BKZ-algorithm also uses a block-size2 < 5 < n
(for a lattice of rank n). After LLL-reducing the input basis, it relies on an enumeration sub-
routine which iteratively finds a shortest vector in certain local projected lattices (thus solving
an Exact-SVP Problem). Therefore the running time is exponential in n. In general, a block-
size § < 25 is very efficient, but beyond that barrier, the subroutine becomes less practical
and the running time increases in large dimensions. In [CN11], the authors describe BKZ 2.0
based on several optimizations, allowing to run higher block-sizes. In general, the running
time remains exponential in n. For a fixed block-size and when restricted to polynomially
many iterations, the running time of BKZ is polynomial time, and the output quality of the
reduced basis can be guaranteed as shown in [LN20]. We will for this thesis rely on a heuristic
complexity, detailed in the subsequent paragraph. However, it is known that lattice reduction
behaves much better in practice than what theory predicts, [GNOSb].

Heuristics

We will sometimes rely on heuristic arguments, such as heuristic analyses for our algorithms
for lattices. Whenever we make a heuristic analysis later, we assume that a lattice reduction
algorithm outputs a basis {b}}; of A with

1G] < "Ai(A) , 1<i<m, (2.4)

where ¢ > 1 is the root Hermite factor depending on the reduction algorithmﬁ By Theorem

m we have " = ¢"~1/2 for the LLL algorithm, and /" = 1/2(75)% (i + 3)'/? for the BKZ
algorithm with block-size /3 (see [Sch87]).
Heuristically, we can bound the complexity of BKZ from below, by means of an upper

bound on ¢. Namely, a root Hermite factor ¢ is (heuristically) achieved within time at least
20(1/1og(1)) by using BKZ with block-size 3 = ©(1/log(:)), see [HPST1al.

For a full-rank lattice A C R” and a measurable body X C R", the Gaussian Heuristic (see
e.g. [HPS0S8, Section 6.5.3]) predicts that #(A N X) is approximately Vol(X)/Vol(A). When
applied to Euclidean balls, one therefore heuristically approximates A\;(A) by

['n
—  Vol(A)Y™
2me VO()

For a “random” lattice A, this is proven with overwhelming probability, [Ajt06]. Although
there exists a precise mathematical formulation of "random" lattices using the Haar measure,
we will not enter in this discussion. For a precise setting, we refer to [Ajt06]. As noticed in
[MO90], the number of integral points in high-dimensional spheres strongly depends on the
location of its center, therefore the heuristic can be rejected in some cases. When considering

*Sometimes we also write the condition as ||b}| < 2™ ;(A), in which case the root Hermite factor is 2*
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“random” lattices, we will heuristically assume all the minima to be approximately equal,

that is:
Me(A) & [ Vol(A)Y™ 1<k <n. (2.5)
2me

We will sometimes also rely on Equation (4.32) when A is not of full rank. Moreover, for an
even simpler analysis, we sometimes drop the factor in front of Vol(A)!/".

2.2.3 Computational Problems of cryptographic interest
2.2.3.1 The Hidden Subset Sum Problem

For an integer n > 1, the classical subset sum problem [LO85| asks, given n integers a4, ..., an,
and a target sum s, to compute weights z1,...,z, € {0,1} such that " | a;z; = s. Itis
customary to study this problem with a modulus /N, which is public. To attack the problem,
it is common to turn it into a (shortest vector) lattice problem, by constructing a certain lattice
depending on {«;}; and s (and N if available). Computing {z;}; then corresponds to the
computation of a somewhat short vector in that lattice (see e.g. [LO85]). The hidden subset sum
problem (HSSP) is a vector variant of the classical subset sum problem and states as follows
(see [NS99, ICG20]):

Definition 2.2.6 (Hidden subset sum problem, HSSP). Let n,m € Z>y withn < m,and N € Z.
Let v € Z™ be such that v =) | a;x; (mod N) with oy € Z and x; € {0,1}™, forall 1 <i < n.

The HSSP states as follows: given v and N, compute vectors {x;}; € {0,1}™ and integers {«; }4
such thatv =Y | cyz; (mod N).

In contrast to the classical subset sum problem, the weights {«; }; are hidden. In small di-
mensions, the problem is not uniquely solvable, but when n, m are large, the solution is likely
unique. The origins of this problem lie in protocols based on the discrete logarithm problem,
such as a fast random generation method by Boyko, Peinado and Venkatesan [BPV98]. The
security of this generator depends on the HSSP, which was formally studied by Nguyen and
Sternin 1999, [NS99]. They provide a lattice-based algorithm for the hidden subset sum prob-
lem, relying on the orthogonal lattice, introduced as a strong tool for cryptanalysis in [NS97]. In
[CG20], Coron and Gini notice that the algorithm in [NS99]] has exponential time complexity
in large dimensions, and provide a polynomial-time variant.

We consider the HSSP mostly in Chapter @ in the context of the Hidden Lattice Problem,
but already mention it in Chapter 3|as analogy to our problem of study.

2.2.3.2 Approximate Common Divisor Problems

The goal of approximate common divisor problems (ACD) is to reveal a secret (prime) integer p,
not from exact multiples of p (in which case the problem would be easy), but “approximate”
multiples of p, that is, integers of the form ¢;p +r; (for i € 8, some finite set of indices), where
{r;}; are somewhat “small” integers, referred to as “noise”. Formally, the problem is be stated
including parameters describing the sizes of the involved integers.

Approximate common divisor problems have gained a lot of interest in cryptography and
were first used to build a fully homomorphic encryption scheme [VDGHV10]. In [CH13],
Cohn and Heninger study generalizations of the approximate common divisor problem via
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lattices. The paper [GGM16|] surveys and compares algorithms for the ACD Problem based
on lattices. Namely, many lattice attacks against the ACD Problem have been introduced
[CN12,I[CNT12, [DT14] after that a first lattice attack was studied in [VDGHVT10].

The CRT-ACD Problem

In this work, we consider the multi-prime version (CRT-ACD Problem) from [CP19], inter-
preted as a factorization problem with constraints based on the Chinese Remainder Theorem
(CRT). We formally state the CRT-ACD Problem as follows (see e.g. [CP19, Definition 3]):

Definition 2.2.7 (CRT-ACD Problem). Let n,n,p € Z>y. Let p1,...,py be distinct n-bit prime
numbers and N = [["_, p;. Consider a non-empty finite set 8 of integers in Z N [0, N) such that for
every x € 8:

r=xz; (modp;)), 1<i<n

integers x; € Z satisfying |x;| < 2°.
The CRT-ACD problem states as follows: given the set 8, the integers n, p and N, factor N
completely, i.e. reveal the prime numbers p1, ..., py.

To keep track of the parameters, one also refers to the problem as (v, 7, p)-CRT-ACD. In
the literature, many definitions also mention probability distributions according to which
the integers are chosen. For ACD Problemes, this is typically the uniform distribution. An
instance of the (v, n, p)-CRT-ACD Problem is thus created as follows: one chooses {z1,...,%,}
uniformly distributed in [-2”,2°] N Z, and for every vector (z1,...,z,) one computes, by
the Chinese Remainder Theorem, z € Z N [0, N) such that z = x; (mod p;) for every 1 <
i < n. Repeating this for many vectors (z1, ..., y) gives rise to the set 8 in Definition[2.2.7
consisting of the CRT-representations z associated to (x1, ..., xy).

The size 7 of the primes {p;}; is large, so that direct factorization of N is (classically)
intractable. The size of p is typically much smaller. Also, the larger the set § is, the more
information is available and the easier the problem is.

The algorithm of Coron and Pereira [CP19]

Coron and Pereira propose an algorithm for the CRT-ACD Problem for the case #8 = n + 1.
Their algorithm proceeds in two steps, which are referred to as, the “orthogonal lattice at-
tack” following [NS99] and the “algebraic attack” following [CHL™15]. We briefly review
their algorithm and refer to [CP19, Section 4.3] for the original description.

Let 8 = {z1,...,2n,y} and x = (21,...,7,) € 8". Then, the vector b = (z,y - z) € Z*"
is public, and by the Chinese Remainder Theorem, letting » = z(® (mod p;) and y = y®)
(mod p;) forall 1 <1i < n, one has

b= Z ci(z, 4@y = Zcib(i) (mod N)
i=1 i=1
for some integers ¢y, . . . , ¢,,. If the vectors {x(i) }i are R-linearly independent, then so are {b(i) b

and generate a 2n-dimensional lattice £ of rank n. Importantly, by Definition [2.2.7] the vec-
tors {b(?)}; are reasonably short vectors, of £,-norm approximately 22, where p is considered
much smaller than 7.
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Step 1: Orthogonal lattice attack. The first step of the algorithm is, in rough terms, to re-
veal (a basis of) the lattice £ from the knowledge of b and N. This is precisely what the
“orthogonal lattice attack” from [NS99] aims at: on input b and [V, it computes a basis of the
completion £ = Lg N Z?" of £, where Lg denotes the Q-span of £, that is >, @b, To
achieve this, one performs lattice reduction on the lattice (Zb)1¥ of vectors v € Z?" such that
(v,b) =0 (mod N). The lattice £ is a sublattice thereof. Lattice reduction on (Zb)*~ reveals
a sublattice of L1 C (Zb)*~, from which the completion of £ is revealed by computing the or-
thogonal complement. The parameters are chosen accordingly, and one essentially requires
the condition 2p < 7.

Step 2: Algebraic attack. Upon finding a basis {V'(V}; of £, the authors proceed with tech-
niques from linear algebra. The idea is to imitate the attack of Cheon et al. against the CLT13
multilinear map scheme (see [CHL'15] and Chapter [3), by computing the eigenvalues of a
well-chosen matrix. More precisely, let us denote by {#/(}; the basis of £ computed in Step
1. This basis is related to the basis {b(}; of £ via an (unknown) invertible base change mat-
rix Q € @™*". We denote the basis matrix of £ computed by the orthogonal lattice attack as
[Wo|W1] € 272", with blocks Wy € Z"*™ and W, € Z™*". By the design of the vectors {b(i)}i,
defined by b() = (20, 4 z(®), one has by letting P = [z(V]...|2(™] € Z"*"™ with columns
{2}, the following matrix relations

Wo=P-Q, Wi =P-U1-Q (2.6)

where U; is n x n diagonal with entries {y},. The matrix Wy is invertible (over @) and one
computes the eigenvalues {y(}; of

WiW, ' = PU P71,

Using y =y (mod p;) for every 1 < i < n, one factors N by the gcd-computations ged(y —
y@), N) for all 4.

Algorithm. In summary, the algorithm is as follows.

Algorithm 1 Algorithm for the CRT-ACD Problem [CP19] with #8 =n + 1
Parameters: The CRT-ACD parameters (Definition [2.2.7)
Input: Aninteger N =[]/, p; and a set § as in Definition2.2.7/with #8 = n + 1
Output: The prime factors {p; : 1 <i <n} of N
1: Write the elements in 8 as x1,...,x,,y and let x = (x1,...,x,). Construct the vector
b= (z,y-z) € Z*" from §
2: Run the “orthogonal lattice attack” on b and N and denote by [Wy|W;] € Z"*?" the
computed basis of the lattice L, where £ is the lattice generated by {b(i) 1 <i<n}

3: Compute the eigenvalues {y")}; of W W,
4: forl <i<ndo

5. Compute and return ged(y — y¥, N)

6: end for

In Chapter {4 we consider the CRT-ACD Problem as an application of the Hidden Lattice
Problem and will improve the first step of the algorithm of [CP19]. In particular, we design a
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new algorithm to reveal the lattice L from band N. In Chapter |5, we will again consider the
CRT-ACD Problem, and mainly improve the second step of the algorithm of [CP19]. Together
with a meaningful rewriting of the problem statement, we propose an efficient algorithm

working with #8 = O(y/n), instead of #8 = O(n).

2.3 Part II: Computational Aspects of Elliptic Curves

In this part, we gather some background on elliptic curves, which we consider in Chapter
6l The theory of elliptic curves occupies a fundamental place in number theory and crypto-
graphy. We refer to [Sil09, Sil94, [Hus04, Was03] for complete introductions.

2.3.1 Basic Definitions

An elliptic curve E defined over a field K is a pair (E,O) where E is a non-singular pro-
jective curve over K of genus 1 and O a K-rational point on E. The point O is often omit-
ted and we write E/K to say that E is defined over K. A rational function on £ is a map
¢ : E(K) — PY(K) and the set (which is a field) of rational functions is denoted by K(FE),
called the function field of E. One says that P € E(K) is a pole of ¢ if ¢(P) = co. Otherwise,
P is a regular point and its image under ¢ is [¢(P) : 1]. Using the Riemann-Roch theorem
for curves (see e.g. [Sil09, Chapter II, §5, Theorem 5.4]), one shows that there exist rational
functions z, y on E inducing the (affine) long Weierstrass equation for E:

y2 +a1xy + azy = x> +a2:1:2 + aqx + ag ,

with a1, az, a3, a4, a6 € K. Since elliptic curves are projective, we will always implicitly mean
the projective closure of the above equation, given by the equation Y2Z + a1 XY Z +a3Y Z? =
X34a9X2Z+ay X Z%+asZ3, with [X : Y : Z] € P?(K). Then O = [0 : 1 : 0] is the unique point
with Z = 0, the point at infinity. To pass to affine coordinates one sets (z,y) = (X/Z,Y/Z)
with Z # 0. For simplicity, we mostly work with affine models.

The set of K-points (z,y) € K? satisfying the Weierstrass equation of E, together with
O, is denoted by E(K). It carries the structure of an abelian group with neutral element O.
The group law is written additively and we denote it by +. There are explicit formulas for
the addition law in terms of the Weierstass equation. We refer to the Weierstrass equation
as a model for E; there are other models. In many cryptographic applications, one uses the
Montgomery or Edwards model, [Mon87, Edw07]. In Chapter [6| we study properties of the
Edwards model and more background will be provided therein. When char(K') # 2,3, E can
be given by a short Weierstrass equation y*> = x3 + asx + ag.

We often work with K = Q. By Mordell’s Theorem, E(Q) is finitely generated, therefore,
there exists a non-negative integer » = r(F) and a finite group 7' = T'(E) such that E(Q) ~
Z" & T. We call r the algebraic rank of E or the Mordell-Weil rank; it is the Z-rank of E(Q), also
denoted by rkz(E(Q)). The group T' =: E(Q)tors is the forsion subgroup of E, consisting of
points of finite order, thatis, U,,>1 E[m|, where E[m] denotes the m-torsion subgroup of E(Q),
containing the points P such that mP = O, the points of order m. Computing the rank of F is
generally a more involved problem and is related to the conjecture of Birch and Swinnerton-
Dyer, which we discuss below. Mazur’s Theorem classifies possible torsion subgroups for
E over @: E(Q)ios ~ Z/nZ forn = 1,...,10 or n = 12, or E(Q)tors ~ Z/2nZ x Z/2Z for
n=1,...,4.
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Invariants of elliptic curves. The discriminant A(E) € K* of E is essentially the discrim-
inant of the cubic polynomial in x and the property of E being non-singular is equivalent to
A(FE) being non-zero. The j-invariant j(E) of E is defined by cj/A(E), where ¢4 is a classical
constant, explicit in the coefficients {a;}; of the Weierstrass equation. The j-invariant classi-
fies isomorphism classes of elliptic curves over K. Elliptic curves over K can be isomorphic
over K without being isomorphic over K. In this case, they are twists of each other. In par-
ticular, we say that £/ K is a quadratic twist of E'/K if there exists an isomorphism £ — E’
defined over a quadratic extension of K and E and E’ are non-isomorphic over K.

Let K = Q. If the coefficients defining the Weierstrass form of E are integral, one can
reduce them modulo a prime p. The resulting curve is an elliptic curve over F, if and only if
p 1 A(E), in which case p is called a prime of good reduction. Otherwise, the reduced curve is
singular and p is called a prime of bad reduction. The primes of bad reduction are therefore
finitely many. The behaviour of the reduction of £ at bad primes is measured by the con-
ductor of E, denoted by N (E). It can be computed by N(E) = [[a/(r) p/r(E) where {f,(E)},
are certain integer exponents, described explicitly in terms of Kodaira symbols, classifying the
possible reduction types of E over local fields. Here, A’(E) denotes the minimal discriminant
of E, which can be computed efficiently using an algorithm of Tate (see [Sil94, Chapter IV,
§9]). More details are found in [Sil94, Chapter IV]. The conductor appears in many formulas,
as for example, in the context of modular forms and L-functions for elliptic curves.

2.3.2 L-functions of elliptic curves

L-functions of elliptic curves are generating functions recording information about the re-
duction of the elliptic curve modulo every prime number, and allow to produce global in-
formation about E(Q).

Let E/Q be an elliptic curve given by an integral Weierstrass equation. For a prime num-
ber p of good reduction, letﬁ ap = ap(E) = p+ 1 — #E(F,), where #E(F,) is the number
of points on the modulo-p-reduction of E. By Hasse’s Theorem, |a,| < 2,/p. Schoof’s point
counting algorithm [Sch85] efficiently computes #E(F,), thus a, is efficiently computable.
For primes p of bad reduction, we distinguish the cases of additive, split multiplicative and
non-split multiplicative reduction, and define:

0  E has additive reduction at p
ap :=ay(E) = {1  E has split multiplicative reduction at p
—1 E has non split multiplicative reduction at p

We define the Hasse-Weil L-series (or L-function) of E by the following Euler product, defined
for s € C:
LEs)= J[ Q=ap )" J] A —ap*+p' )" (2.7)
pIA(E) PIA(E)

Using Hasse’s Theorem, one shows that L(E, s) converges for (s) > 3/2. The modularity
theorem [TWO95| Wil95] shows that it has meromorphic continuation to all of C. In particular,
the function is defined at s = 1. This is the important case in the Birch and Swinnerton-Dyer

*This notation is not to confuse with the labeling of the coefficients of the Weierstrass equation.
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Conjecture. One can show that L(E, s) can be written as

L(B,s) = =%,

n>1

where a,, := a,(E) is defined by the following arithmetic function:

{al =1 2.8)

apk = apayi-1 — X(p)payi—2 if pis primeand k > 2 ’
where x(p) = 1if pt N(E) and x(p) = 0if p | N(E). For composite n = [];_, pf", we extend
a, multiplycatively and set a,, = [[7_; @,

2.3.3 The Birch and Swinnerton-Dyer Conjecture

Birch and Swinnerton-Dyer [BSD65] formulated a conjecture about the algebraic rank of £,
by extensive computer calculations (which is quite impressive given the time it dates back).
Today it is one of the most important open problems in number theory and is part of the
Millenium Problems [Wil06]. In modern language, it can be stated in two parts. The first
part gives a conjectural formula for the algebraic rank of E in terms of the L-series of E.
The second part conjectures an explicit formula depending on other invariants of E, that we
introduce briefly below:

e One denotes by Qg the real period of E, defined by [, |w(E)|, where w(E) = dx/(2y +
a1z + a3) is the invariant differential on E (given by the usual Weierstrass equation).

e One defines the requlator Rg, of E as follows. By the Mordell-Weil Theorem, the group
E(Q)/E(Q)ors is isomorphic to Z", where r is the rank of E. It is called the Mordell-
Weil lattice. It is equipped with the Néron-Tate height pairing (-, -) on E(Q) defined by
(P,Q) = %(ﬁ(P + Q) — h(P) — h(Q)), for points P and @, and where / is the canonical
height function on E. The regulator of E is the volumef| of the Mordell-Weil lattice
E(Q)/E(Q)tors. Denoting by Py, ..., P, a Z-basis of E(Q)/E(Q)tors, it is equal to Rg =
| det(A)| where A = ((P;, Pj))i j=1,... Note that when » = 0 then Rg = 1, and when

r = 1then Rr = h(P) where P is a generator for E(Q)/E(Q)ors.

¢ One defines the global Tamagawa number cg, of E as follows. For a prime p, let Ey(Q,) de-
note the subgroup of E(Q,) of points such that their reduction in E(F,) is non-singular.
The local Tamagawa number at p is defined by the integer cg, = #(E(Q,)/Eo(Qp)). In
particular, if F has good reduction at p, then cg , = 1. The global Tamagawa number is

defined by Cp — Hp‘A(E) CE p-

Conjecture 2.3.1 (Birch and Swinnerton-Dyer, BSD Conjecture). Let E be an elliptic curve defined
over Q.

(i) The order of vanishing ords—1 L(E, s) of L(E, s) at s = 1 is equal to rkz (E(Q)), the algebraic
rank of E. The quantity ords—1 L(E, s) is called the analytic rank of E.

>This is defined in exactly the same way as in Sectionm
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(ii) The Shafarevich-Tate group I11(E) is finite and

LW(E,1)  #I(E) Qp- Rg-cp
T! B (#E(Q)tors)2 ’

where r := orde—1 L(E, s) and L")(E, 1) denotes the rth derivative of L(E,s) evaluated at
s=1

(2.9)

We will introduce the Shafarevich-Tate group of E in the following section. part (i) of the
conjecture is often referred to as the weak BSD Conjecture. It says that the leading term in the
Taylor expansion around s = 1 of L(E, s) is of the form ¢(s — 1)", where r = rkz(E(Q)) and
c is a non-zero constant. The constant ¢ is described in part (ii). In Section [6.9 of Chapter [f]
we will rely on Conjecture to approximate the order of the Shafarevich-Tate group of £,
based on a truncation method for the L-series of E.

Part of the BSD Conjecture is known in special cases. Kolyvagin [Kol88] showed that
if ords—1 L(E, s) < 1 then point (i) of BSD Conjecture holds and III(F) is finite. Bhargava,
Skinner and Zhang [BSZ14] proved that point (i) of the BSD Conjecture holds for at least 66%
of elliptic curves over @, ordered by height.

2.3.4 Shafarevich-Tate group, Selmer group and isogeny-descent

We now define the Shafarevich-Tate group and Selmer group of E, following [Sil09, Chapter
X]. These groups are often encountered when computing rational points on £, and appear
in the proof of the weak Mordell-Weil theorem, saying that E(Q)/mE(Q) is finite for every
integer m.

Shafarevich-Tate group. Let E be an elliptic curve over Q. A principal homogeneous space
for E is a pair (C, 1) where C//Q is a smooth curve and p : C(Q) x E(Q) — C(Q) is a free
and transitive group action of E(Q) on C'(Q). Two principal homogenous spaces (C, 1) and
(C’, ) are equivalent if there is a @-isomorphism C' — C’ which is compatible with the group
action of E(Q) on C(Q) and C’(Q). For the sequel, we just write C instead of (C, ;). The set
of principal homogeneous spaces for £/Q up to equivalence is called the Weil-Chitelet group
of £/Q, denoted by WC(E/Q). The group E(Q) acts on itself, giving up to equivalence, the
trivial class [E] inside WC(E/Q). A criterion to know which homogeneous spaces are trivial
is given in [Sil09, Chapter X, Proposition 3.3]: [C] is trivial in WC(E/Q) (i.e. [C] = [E]) if and
only if C(Q) # 0. Let Gg = Gal(Q/Q) be the absolute Galois group of Q. By [Sil09, Chapter
X, §3, Theorem 3.6], we identify WC(E/Q) with a certain cohomology group:

WC(E/Q) = HY(Gg, E(Q)) . (2.10)

We will omit the construction of this bijection; it says that two equivalent homogenous spaces
on the left correspond to the same class of a certain 1-cocycle on the right. More background
on Galois cohomology is found in [Sil09, Appendix B]. Importantly, this bijection also gives
a group structure to WC(E/Q).

The Shafarevich-Tate group and Selmer group of E are described in terms of local con-
siderations. Let p be a finite or infinite place of Q. Let Gg, = Gal(Q,/Q,) be the absolute
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Galois group of Qy, acting on E(Q,). For every p, we choose an embedding @ — @, indu-
cing an embedding @ — Q,. Hence we have an injection Gq, < Gq, 0 — olg. This induces
a restriction map in cohomology res;, : H!(Gg, E(Q)) — H*(Gq,, E(Qy)).

Definition 2.3.2. The Shafarevich-Tate group of E is the subgroup of WC(E/Q) given by
[I(E/Q) = ker {WC(E/@) LN HWC(E/@p)} .
p

This is the group that we denoted by I1I( ) in Conjecture The elements of I1I(E/Q)
are those equivalence classes of principal homogeneous spaces C'/Q for E such that the equi-
valence class of C'/Q,, is trivial for every p, i.e. C'//Q is everywhere locally trivial. By the above
fact, this is equivalent to C'(Qj) # 0 for every p. In view of the bijection in Equation (2.10), it
is direct to define ILI(£/Q) from a cohomological viewpoint.

It is not known whether ITI(E/Q) is finite, except in special cases. This is a conjecture
[Sil09, Chapter X, §5, Conjecture 4.13]. If ILI(£/Q) is finite then its order is a square. This
follows because of the existence of an alternating bilinear pairing on III(E/Q), due to Cassels
and Tate (see [Sil09, Chapter X, §5, Theorem 4.14]). Remark that this is not true in general for
abelian varieties.

¢-Selmer group. We now define the ¢-Selmer group of E, for an isogeny of elliptic curves ¢.
Let ¢ : E — E’be anisogeny of elliptic curves, a morphism such that ¢(0) = O. For example,
one can let ¢ = [m], scalar multiplication by m, for every m € Z. We let E(Q)[¢] := ker(¢).

There is a short exact sequence of Gg-modules 0 — E(Q)[¢] — E(Q) KNy (Q) — 0. The
associated long exact sequence in cohomology is

0 B(Q)¢] » B@) 2 F'(@) 5 H'(Go, E@)[¢]) — H'(Ga, B(@)) = H'(Go, F'(@)) ,
where ¢ is the connecting homomorphism. We extract the fundamental short exact sequence

0= E'(Q)/¢(E(@)) > H'(Go, E@)[¢]) = H'(Ga, E@))[¢] = 0. (2.11)

Repeating the same for the Gg,-module E(Q,) and E'(Q,), gives the exact sequences, for
every p:

0= E'(Q,)/6(E(Qy)) & H' (Ga,, E(Qy)[¢]) —» H'(Ga,, B(@,))[¢] = 0. (2.12)

Note thatin (2.11)) and (2.12) the last terms are identified with WC(E/Q)[¢] and WC(E/Qy)[¢],
respectively, via Equation (2.10). Both sequences induce the commutative diagram:

E'(@)
0 S(E@) HI(G@,E[?]\)\—> WC(E/Q)[¢] —— 0
‘Hpresp \\\f\\ ‘/Hpresp
E(Qyp) -
0 Hp (z)(E(@p)) Hle(G®p7E[¢]) — HpWC(E/@I))[(b] —0

where we have abbreviated E|[¢] for both E(Q)[¢] and E(Q,)[¢]. The left-most vertical map
is induced by the inclusion E'(Q) — E'(Q)).
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Definition 2.3.3. The ¢-Selmer group of E is defined as the subgroup of H'(Gq, E[¢]) given by
the kernel of f (the diagonal arrow):

Sel® (E/Q) := ker {Hl(G@, E@)[¢]) — HWC(E/@p)} .

The Snake Lemma applied to the diagram

E'(Q)
0 H(E(Q)) Hl(G@,E[qs]) —— WC(E/Q)[¢p] ——— 0
l if Jl_lpresp
0 0 [1, WC(E/Q,)[¢] —9= I, WC(E/Qy)[¢] — 0

yields the following fundamental exact sequence, relating the ¢-Selmer group and the ¢-
torsion subgroup of the Shafarevich-Tate group of E:

E'(Q)
¢(E(Q))
The ¢-Selmer group is finite (see [Sil09, Chapter X, §4, Theorem 4.2]) and is effectively com-
putable in practice. This is the main ingredient in the proof of the weak Mordell-Weil The-
orem: applied to ¢ = [m] : P — mP it yields the finiteness of £(Q)/mE(Q). Remark that
the same procedure can be repeated with the dual isogeny ¢V : E' — F, and one similarly
defines Sel® ") (E').

0— — Sel®(E/Q) — III(E/Q)[¢] — 0.

Isogeny descent. The computation of the ¢-Selmer group of E becomes very explicit when
¢ is a 2-isogeny ¢ : E — E’. This is called a descent via 2-isogenies. Namely, in this case the
principal homogeneous spaces can be written down explicitly. We state it in the following
theorem.

Theorem 2.3.4 (Theorem 4.9, Chapter X.4 in [Sil09]). Let E : y? = 2® + az? + bx over Q
and E' : y?> = 2% — 2ax? + (a® — 4b)x over Q which is 2-isogenous to E via ¢ : E — E' with
ker(¢) = {0, (0,0)}. Consider the set § = {oo} U {p € N prime : p | 2b(a® — 4b)} and
Q(8) := {\ € @*/(Q@*)*: v,(\) =0mod 2Vp ¢ 8},
a subgroup of @* /(@*)2. For every A € Q(8), define the homogenous space for E:
Cy: \W? =A% —2a)0Z? + (a® — 4b) Z* (2.13)
(i) There is an exact sequence 0 — E'(Q)/¢(E(Q)) LR Q(8) — WC(E/Q)[¢|, where o is the
connecting homomorphism sending (X,Y) — X mod (@%)2, O + 1 mod (@*)?, (0,0) —
a? — 4b mod (@*)?, and Q(8) — WC(E/Q)[¢)] sends X to the equivalence class of Cl.
(ii) The ¢-Selmer group of E is Sel®) (E/Q) = {\ € Q(8) : Cx(@,) # 0 Vp € 8}.
(iii) The map ¥y : C\(Q) — E'(Q), (Z,W) — (N Z% —AW/Z3) satisfies 5(pA(P)) = A
(mod (@*)?) for P € Cy(Q).

The quartic polynomial defining C describes a hyperelliptic curve with affine coordinates
(Z,W). In Chapter|[6] we rely on this proposition in the context of elliptic curves birationally
equivalent to Edwards curves.
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CHAPTER 3

Cryptanalysis of a Multilinear Map Scheme

Cryptographic multilinear maps were introduced relatively recently and find many interest-
ing applications. We first give a high-level introduction to cryptographic multilinear maps.
We next give a brief overview of the CLT13 Scheme with its main functionalities and discuss
known attacks against the scheme, such as the powerful Cheon et al. attack from Eurocrypt
2015. Our contributions in this chapter are based on an attack described by Gentry, Lewko
and Waters [GLW14] against CLT13. This is a simple lattice attack in dimension 2, and a
countermeasure was described. We propose a new attack based on higher dimension lat-
tice reduction that breaks the countermeasure from [GLW14] for a wide range of parameters
and extends the 2-dimensional attack. Combined with the Cheon et al. attack, our new attack
leads to the recovery of all the secret parameters of CLT13, assuming that low-level encodings
of almost zero plaintexts are available to the attacker. We conclude this chapter by showing
how to apply our attack against concrete constructions based on composite-order CLT13.

Section is based on joint work [CN19a] with Jean-Sébastien Coron, which has been
published in the proceedings of Asiacrypt 2019. We closely follow the exposition of [CN19a].

3.1 Introduction

3.1.1 Multilinear Maps in Cryptography

The revolutionary work “New Directions in Cryptography” by Diffie and Hellman [DHS82] in
1976 is the foundation of public-key cryptography: the Diffie-Hellman key exchange protocol,
enabling Alice and Bob to communicate securely over an unsecure channel. About thirty
years later, Joux [Jou04] made use of bilinear pairings (on elliptic curves) in order to generalize
the Diffie-Hellman key exchange protocol to three users, say Alice, Bob and Charlie (by fol-
lowing conventional names). This construction works as follows. Let G = (g) and G be cyclic
groups (G is said a target group) and e : G x G — G a symmetric non-degenerate bilinear
pairing. Upon agreement of Alice, Bob and Charlie on g, they compute A = ¢g%, B = ¢® and
C' = g° for secretely chosen integers a, b, ¢, respectively. Once those values are publicly trans-
mitted, Alice, Bob and Charlie can compute the common shared key ga. := €e(g, g)%¢ € Gr.
Namely, upon receiving B and C, Alice can compute gqp. as e(B,C)* = e(g®, %)%, and very
similarly can do Bob and Charlie. An eavesdropper would need to recover a, given g and
Jabe, known as the bilinear computational Diffie-Hellman problem, as a direct generalization

39
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of the computational Diffie-Hellman problem.

Multilinear maps attempt to generalize bilinear pairings to a higher-degree multilinear-
ity. In [BS03]], Boneh and Silverberg survey about cryptographic multilinear maps and their
applications in cryptography. More precisely, following [BS03, Definition 2.1], a symmetric
multilinear map of multilinearity-degree x € Z>2 is amap e : G* — G for cyclic groups G
and G, such that

(1) G and G have the same prime order
(2) foreveryay,...,a, € Zand gi,...,g: € G: e(g}",...,9%) =e(g1, .. ,gﬂ)nléiéﬁai

(3) e is non-degenerate, in the sense that, if g is a generator of G, then e(g, ..., g) is a gen-
erator of G

In order this object to be of cryptographic interest, one requires further that
(4) the groups G and G'r admit efficiently computable group operations
(5) eis efficiently computable
(6) the discrete logarithm problem in G is hard

Under these conditions, e is called a cryptographic k-linear map. For instance, these assump-
tions are all valid for bilinear pairings, realized as the Weil or Tate pairing on elliptic curves
over sufficiently large finite fields. By “efficiently computable” we mean that the correspond-
ing operations can be carried out by algorithms whose running time is polynomial in the
input length. Solving the discrete logarithm problem in a finite cyclic group G of order ¢
means, given g € G and g € G for some a € {0,...,¢ — 1}, to compute a. It is enough to en-
sure the hardness of this problem in G only, as it implies the hardness in G7. Namely, writing
h = g* € G and letting h* = e(h,g...,g) and g* = e(g, ..., g), one has that * = (¢*)® € G,
i.e. a is also a discrete logarithm in G7. Note that the definition above restricts to prime order
groups G, G because it is known that the discrete logarithm problem in a composite order
group is reduced to the discrete logarithm problem in its prime order subgroups, by an al-
gorithm of Pohlig-Hellman. For simplicity, we only treat the symmetric case; the asymmetric
case consists in having different source groups G, . . ., G; of the same prime order.

The paper [BS03] however points to a rather pessimistic conclusion on the existence of
higher-degree multilinear maps from algebraic geometry, as for example, generalizations of
elliptic curve bilinear pairings.

3.1.2 Graded Encoding Schemes

A breakthrough was obtained in 2009 by Gentry’s fully homomorphic encryption scheme,
[Gen(9]. Fully homomorphic encryption (FHE) allows to add and multiply ciphertexts, with
the underlying plaintexts being added and multiplied, without the need of being decrypted.
In 2013, this led Garg, Gentry and Halevi to the observation that FHE ciphertexts behave like
group exponents for multilinear maps, and formally introduced the notion of a graded encod-
ing scheme, [GGHI3al]. Informally, one here considers a family of cyclic groups Gy, ...,Gx
of the same prime order ¢, carrying efficiently computable group operations, together with
bilinear pairings e; ; : G; x Gj — Gj4; for all 4,j such that i + j < . If giy; = e(g:,95),
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490 = g, whereas multiplication

then, addition of exponents within G; corresponds to g
(whenever i + j < k) corresponds to e(g¢, g?) = gff;j.

We omit the precise definition of a x-graded encoding system and refer to [GGH13a)
Definition 2]. In light of their conceptual differences with “ideal” multilinear maps as pro-
posed in [BS03], the construction of graded encoding schemes is viewed as an approximation
of cryptographic multilinear maps. Roughly speaking, the authors consider rings instead of
groups in order to be able to both add and multiply. An encoding of a ring element will
be of the form ¢®. From this definition, the authors in [GGH13a] propose the first plausible
construction of a cryptographic multilinear map, based on ideal lattices. Although graded en-
coding schemes present some conceptual differences, they achieve similar goals than crypto-
graphic multilinear maps, raising imminent interest in the cryptographic community.

Shortly after, two more constructions of graded encoding schemes appeared in the lit-
erature. In 2013, Coron, Lepoint and Tibouchi [CLT13] present an analogous construction
(called CLT13) but over the integers, based on the fully homomorphic encryption scheme
from [VDGHV10]. Two years later, a third family was published by Gentry, Gorbunov and
Halevi [GGH15] (referred to as GGH15), based on the LWE Problem with matrix encodings.

In this chapter, we mainly work with the CLT13 Scheme. We postpone a more detailed
overview of this construction to the next section.

3.1.3 Some applications of Multilinear Maps

The vast interest for building efficient multilinear maps is certainly due to their large number
of applications. Here we mention some without however entering in their details.

In light of the above discussion on Joux’s 3-party Diffie-Hellman key exchange [Jou04],
the most straightforward application of multilinear maps probably is a non-interactive one-
round multiparty Diffie-Hellman key exchange. Following the construction of Joux with a cryp-
tographic n-linear map, one directly constructs a one-round key exchange protocol for n + 1
users. In [GGHI3al, this construction is also adapted to work for graded encoding schemes.

Other applications include different types of encryption, such as attribute-based encryp-
tion, witness encryption, and functional encryption. See for example, [GGH"13d, IGGSW13)
GGH™13c]. Another strong application of multilinear maps is indistinguishability obfusca-
tion (i0), which followed almost immediately after the GGH13 scheme was introduced (see
[GGH™13c]). Atrough level, iO aims at publishing programs whose functionality depends on
certain secrets, without the source code of the programs revealing those secrets. More form-
ally, an obfuscator for a certain program C can be thought of as a function O which outputs a
modified program O(C€) while not changing the functionality of C (i.e. O(C) and € compute
the same output for all inputs), and such that for any two programs € and €’ with the same
functionality, one cannot distinguish between their obfuscations O(€) and O(€’) (i.e. O(C) and
O(€’) are computationally indistinguishable). Indistinguishability obfuscation is commonly
formalized in the language of matrix branching programs following [GGH13a]. We will recall
this notion in more detail at the end of this chapter (see Section3.3.10).

3.2 The CLT13 multilinear map

We review some details of the CLT13 multilinear map scheme over the integers, by Coron,
Lepoint and Tibouchi (see [CLI13]).
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3.2.1 The CLT13 multilinear Map

Let n € Z>1, which we regard as a dimension for the CLT13 scheme. This integer should
be set large enough to ensure correctness and security. The instance generation of CLT13

generates n distinct secret “large” prime numbers p1, ..., p, of bit size n, and publishes the
modulus zy = []; pi. We let vy denote the bit size of xz; therefore v ~ n - 1. One also
generates n distinct secret “small” prime numbers g1, ..., g, of bit size . We do not make

the words “large” and “small” precise here, but the reader should interpret a significant size
difference between o and 7. The plaintext ring is composite, i.e. a plaintext is an element
m = (mi,...,my,) of thering Z/GZ ~ @;_, Z/¢9;Z where G = [[;"_, ¢;.

Let x € Z>; be the multilinearity degree, i.e. we construct a x-linear map. For k €

{1,...,k}, an encoding at level k of the plaintext m is an integer ¢ € Z such that
_Tigitm ,
c=————— (modp;), forall1 <i<n (3.1)
z

for “small” random integers {r; }; of bit size p; we refer to {r;}; as the noise in the encodings.
Here z is a random secret integer which is invertible modulo zy and which is the same for
all encodings. We refer to encodings of level k£ = & as top-level encodings, or encodings at
the last level. Remark that since the primes {p;}; are secret, the user cannot directly encode
messages using Equation (3.1)). For this reason, the public parameters also include a certain
set of level-zero encodings of random messages, and the user generates a level-zero encoding
by computing a random subset-sum of those public level-zero encodings.

The CLT13 multilinear map supports homomorphic properties. From Equation (3.1, it is
clear that two encodings at the same level can be added, and the underlying plaintexts get

added in Z/GZ. For example, let ¢; be an encoding of m) = (mgl))i and ¢, an encoding

of m®? = (m§2))i at the same level k£ € {1,...,k}, then ¢; + co = (r;9; + mgl) + m§2))/zk
(mod p;) for all 1 < i < n, where r; := 7“1(1) + rz@) is the noise corresponding to the addition
of the encodings c; and ¢y, with self-explaining notation; thus, c¢; + c2 encodes m® +m® at
level k. In particular, the sum of ~ level-1 encodings is an encoding at level «. Similarly, the
product of two encodings at level i and j gives an encoding of the product plaintexts at level
i+ j, as long as the numerators in Equation do not grow too large, i.e. they must remain
smaller than each p;.

Let us now describe how zero-testing for a top-level encoding ¢ works. The instance gen-
eration publishes the zero-testing parameter p.;, defined as

Dot 1= Z hﬂ”(g{l mod pi)% mod zg , (3.2)
i=1

)

where {h;}; C Z are “small” random integers of bit size n;, (denoted by £ in [CLT13]), and
g; ! mod p; is the multiplicative inverse of ¢; in (Z/p;Z)* for 1 < i < n. Zero-testing of a
top-level encoding c then consists in multiplying c by p.; and checking whether the result is
significantly smaller than xy. More precisely, we publicly compute:

W =Py - cmod zg = Z hi(ri +mi(g;* mod pi))@ (mod ) (3.3)
p

i—1 i
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and we consider that c encodes the zero message if w (i.e. the representative in (—z/2, z9/2] N
Z) is “small” compared to zg. Namely, if m; = 0 for all 1 < ¢ < n, that is, m is the zero-
message, then we obtain from Equation (3.3):

n
o
w= hir;— (mod xg) ,

Z: il Di ( O)

i=1
and since {h;}; and {r;}; are “small”, the resulting w will be “small” compared to zy. More
precisely, let po, be the maximum bit size of the noise integers {r;}; in the encodings. Then
{hirizo/pi}i have bit size roughly v — 1 + np, + poo, and letting

Vi=1—=Nh— Poo ; (3.4)

they have bit size roughly v—v bits. Consequently, when m; = 0 for all 7, w has bit size roughly
~ — v bits; whereas when m; # 0 for some i, we expect that w is of full size modulo z, that
is, v bits. The parameter v in Equation (3.4) corresponds to the number of bits that can be
extracted from zero-testing; namely from Equation (3.3), the v most significant bits of w only
depend on the plaintext messages m;, and not on the noise r;. We refer to [CLI13, Lemma
3] for precise bounds needed for correct zero-testing. On input &, the instance generation
of CLT13 outputs the parameters (n,n, o, p, np, v, o, p.t) together with a strong randomness
extractor.

Note that to obtain a proper zero-testing procedure, one needs to use a vector of n elements
p-t; namely using a single p,; there exist encodings ¢ with m; # 0 while p,; - ¢ is “small”
modulo zy. In this case, an integer matrix H = (h;;);; € Z™*" with small infinity norm is
sampled instead of the vector (h;); € Z". For simplicity, in this chapter, we mainly consider a
single p., as it is usually the case in constructions over CLT13 multilinear maps. We refer to
[CLIT3} Section 3.1] for the precise setting of the parameters.

3.2.2 Cryptanalysis of CLT13 multilinear maps
3.2.2.1 Cryptanalysis of Multilinear Maps

We now review some important cryptanalysis of the CLT13 scheme, and provide details for
the powerful attack proposed by Cheon et al. [CHL™15]. First, let us briefly recall some of the
history for the cryptanalysis of current multilinear map constructions.

Over the last years, numerous powerful attacks have appeared against all three proposals
of multilinear maps [GGH13a, (CLT13}([GGHI5]. An important family of attacks against mul-
tilinear maps are so-called “zeroizing attacks”, which recover in polynomial time the secret
parameters from encodings of zero, using linear algebra. For the non-interactive multipart-
ite Diffie-Hellman key exchange, the zeroizing attack proposed by Cheon et al. [CHL15] at
Eurocrypt 2015 recovers all secret parameters of CLT13; the attack can be extended to en-
coding variants where encodings of zero are not directly available [CGH™15]. Shortly after,
a new proposal [CLT15] replacing CLT13 and claiming tentative fixes against the Cheon et
al. attack, appeared, but was shown insecure, in [CFL"16]. The zeroizing attack from [H]16]
also breaks the Diffie-Hellman key exchange over GGH13. Finally, the key exchange over
GGH15 was also broken in [CLLT16]], using an extension of the Cheon et al. zeroizing attack.
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Even though direct multipartite key exchange protocols are broken for the three known
families of multilinear maps, more complex constructions are not necessarily broken. For
example, for indistinguishability obfuscation (iO), low-level encodings of zero are generally
not available, hence preventing zeroizing attacks. However the Cheon et al. attack against
CLT13 was extended in [CGHT15] to matrix branching programs where the input can be
partitioned into three independent sets. The attack was extended in [CLLT17] to branching
programs without a simple input partition structure, using a so-called tensoring technique.
For obfuscation based on GGH13, Miles, Sahai and Zhandry [MSZ16] introduced “annihil-
ation attacks” that break a certain class of matrix branching programs; the attack was later
extended in [CGHI7] to break the [GGH™13b] obfuscation under GGH13, using a variant of
the input partitioning attack. Finally, Chen, Vaikuntanathan and Wee described in [CVW18]]
an attack against iO over GGH15. In general, the above attacks only apply against branch-
ing programs with a simple structure, and breaking more complex constructions (such as
dual-input branching programs) is currently infeasible.

3.2.2.2 The Cheon et al. attack against CLT13 with encodings of zero

Clearly, one way to break CLT13 is by factoring xy, which is doable in classic sub-exponential
time via ECM [Len87], or in quantum polynomial time using Shor’s algorithm [Sho97]. The
Cheon et al. attack factors z( in polynomial time on a classical computer, when sufficiently
many encodings of zero are availableE] to the attacker. From the factorization of zg, all the
other secret parameters can be computed. This breaks the CLT13-multiparty Diffie-Hellman
key exchange. The attack has been extended to matrices of encodings in [CGH"15], which
we will not recall here.

We now recall how the attack works; we refer to [CHL™15] for full details. For simplicity
of exposition, we consider trilinear maps, i.e. the case x = 3; the attack is easily extended to
x > 3. Consider disjointsets A = {oj : 1 < j <n}, B ={f1,02}and € = {7, : 1 <k < n} of
encodings at level 1 and where all encodings in A encode zero. Therefore, there are #A = n
public encodings of zero and #(AUBUC) = 2n + 2 encodings in total. Following the CLT13-
notation introduced above, we write

aj = aji/z  (mod p;) , Ba = Bei/z (mod p;), vk =ki/z (mod p;)

foralli,j,k € {1,...,n} and a € {1,2}. Because «;f3,7; encodes zero at level 3 (since the

encodings in A encode zero), correct zero-testing ensures that the zero-test equations w(.z) =

J
P2t BaVk), given by the matrix notations

n Ba1pzt 1 Vi1
w](.z) = patiiBaiti = o1+ o] : :
=1 5anpzt,n Ykn

with p.;; = (hi(g; ! mod pi) - ¢o/p; for 1 < i < n defining the zero-test parameter, hold over
Z instead of Z/xoZ. Writing these relations out for all indices (j, k) € {1,...,n}? then xn
matrices

Wa = (w§.z))1§j7k§n , ac {1, 2} (35)

!Such encodings are for instance public in the rerandomization procedure of CLT13.
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satisfy the matrix equalities
We=P -U,-Q, ac{l,2} (3.6)

for secret matrices P, Q of full rank n (corresponding to encodings of A and C, respectively)
and diagonal matrices Uy, U containing the elements {f,ip.:; : 1 <1 < n}. If at least one of
Wi, Wy is invertible over Q (say W5»), the attacker computes the eigenvalues of the product

Wy - Wyt = P(hU; P

by factoring the characteristic polynomial (over Q). By similarity, these eigenvalues coincide
with those of U U, ! which are {8;/82; : 1 < < n}. These ratios are now enough to factor
xo completely: namely, writing 31;/82; = z;/y; for coprime integers x;,y; and using that
Ba = Bai/z (mod p;), one obtains ;82 — y; 81 = (x;f2; — yi1i)/2 =0 (mod p;) for 1 <i < n,
and therefore, one reveals the primes {p; }; by computing gcd(x; 52 — yi 51, o) = p; (this holds
with high probability, as it is likely that, the only 1 < j < n such that this ged is p; is j = 7).
In summary, this attack recovers all secret prime factors {p; }; of z( in polynomial time, given
as input the set A of level-one encodings of zero and the sets B and €. The running time of
this algorithm is polynomial time and relies on basic algorithms from linear algebra. We give
a summary in Algorithm

Algorithm 2 Cheon et al. attack against CLT13 with encodings of zero

Parameters: The CLT13 parameters with x = 3

Input: Disjoint sets A, B, € of encodings at level one, where the encodings in A encode zero,
and #A = #C =nand #B = 2;and xo = [[;—, pi

Output: The prime factors {p; : 1 <i < n} of 29

1: fora € {1,2} do

2:  Construct the matrix W, € Z"*" as in Equation (3.5)

3: end for

4: Compute the eigenvalues {1,/ 32i}i of Wi W5 1 (assuming invertibility of 1W5)
5 forl <i<ndo

6:  Compute coprime integers x;, y; such that 51;/02 = zi/y;

7. Compute and return ged(z; 82 — yif51, o), where B = {31, 52}

8: end for

3.3 Cryptanalysis of CLT13 with Independent Slots

3.3.1 Introduction

Many constructions based on multilinear maps require independent slots in the plaintext so
that multiple computations can be performed in parallel over the slots. Such constructions
are usually based on CLT13 multilinear maps, since CLT13 inherently provides a composite
encoding space ;" ; Z/g;Z for small prime numbers {g;};. However, a vulnerability was
identified at Crypto 2014 by Gentry, Lewko and Waters, with a 2-dimensional lattice-based
attack, and the authors have suggested a simple countermeasure. In this section, we identify
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an attack based on higher dimension lattice reduction that breaks the author’s countermeas-
ure for a wide range of parameters. Combined with the Cheon et al. attack recalled in Section
this leads to the recovery of all the secret parameters of CLT13, assuming that low-level
encodings of almost zero plaintexts are available. We show how to apply our attack against
various constructions over composite-order CLT13. For the [FRS17] construction, our attack
enables to recover the secret CLT13 plaintext ring for a certain range of parameters; however,
breaking the indistinguishability of the branching program remains an open problem.

Multilinear maps with independent slots. Many constructions based on multilinear maps
require independent slots in the plaintext so that multiple computations can be performed
in parallel over the slots when evaluating the multilinear map. For example, [GLW14] and
[GLSW15] use independent slots to obtain improved security reductions for witness encryp-
tion and obfuscation. Multilinear maps with independent slots were also used in the circuit
based constructions of [AB15,[Zim15]. The construction from [FRS17], which gives a power-
ful technique for preventing zeroizing attacks against iO, is also based on multilinear maps
with independent slots.

The CLT13 multilinear map scheme inherently supports a composite integer encoding
space, with a plaintextring Z/GZ ~ @', Z/g;Z for small secret primes g;'sand G = g1 - - - gy,.
For example, in the construction from [FRS17], every branching program works independ-
ently modulo each g;. In that case, the main difference with the original CLT13 is that the
attacker can obtain encodings of subring elements which are zero modulo all g;’s except one;
for example, in [FRS17] this would be done by carefully choosing the input so that all branch-
ing programs would evaluate to zero except one. Whereas in the original CLT13 construction,
one never provides encodings of subring elements; instead one uses an “all-or-nothing” ap-
proach: either the plaintext element is zero modulo all {g; }, or it is non-zero modulo all {g; };
(with high probability).

The attack and countermeasure from [GLW14]. At Crypto 2014, Gentry, Lewko and Waters
observed that using CLT13 with independent slots leads to a simple lattice attack in dimen-
sion 2, which efficiently recovers the (secret) plaintext ring ;. , Z/¢;Z (see [GLW14, Ap-
pendix B]). Namely, when using CLT13 with independent slots, the attacker can obtain en-
codings where all slots are zero modulo g; except one. For example, for a matrix branching
program evaluation as in [ERS17], the result of the program evaluation could have the form:

Az) = Zhi (i +my - (g; ! mod p;)) - l (mod z)
i=1

i
where m; = 0 for all i except m;, # 0 for some 1 < iyp < n. This implies:

o (mod )

Zo
9io A(x) = hig (riggio + mig) — + Z Giohiti b
K3

)
Pio i#io

and therefore g;, A(x) mod x( is “small” (significantly smaller than x). Since g;,, is very small,
we can then recover g;, using lattice reduction in dimension 2, while normally the {g;}; are
secret in CLT13. Moreover, once we know g;,, we can simply multiply the evaluation by
i, to obtain a “small” result, even if the evaluation of the branching program is non-zero
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modulo g;,; in particular, this cancels the effect of the protection against input partitioning
from [FRS17].

The countermeasure considered in [GLW14, Appendix B] is to give many “buddies” to
each g;, so that we do not have a plaintext element which is non-zero modulo a single isolated
gi- Then, either an encoding is 0 modulo g; and all its prime buddies g;,, or it is (with high
probability) non-zero modulo all of them. In other words, instead of using individual {g;};
to define the plaintext slots, every slot is defined modulo a product of 6 primes for some
1 < 6 < n. Therefore, we obtain a total of |n/6 | plaintext slots (instead of n). While the above
attack can be extended by multiplying A(x) by the 6 corresponding primes, for large enough
0 the right-hand side of the equation is not “small” anymore and the attack is thwarted.

3.3.2 Owur contributions

We identify an attack based on higher dimension lattice reduction that breaks the counter-
measure from [GLW14, Appendix B] for a wide range of parameters, with significant impact
on the security of CLT13 multilinear maps with independent slots.

Analysis of the attack from [GLW14]. We first provide a theoretical study of the above
attack, in order to derive a precise bound on 6 as a function of the CLT13 parameters, where
is the number of primes {g; }; for each plaintext slot. Note that such an explicit bound was not
given in [GLW14]. We argue that, when v denotes the number of bits that can be extracted
from zero-testing in CLT13, the 2-dimensional lattice attack requires the following simplified
condition on the parameters:

af < g , (3.7)

where « is the bit size of the primes {g; }.

Breaking the countermeasure from [GLW14]. Our main contribution in this chapter is to
extend the 2-dimensional attack mentioned above and to break the countermeasure for larger
values of f. Our attack is based on lattice reduction in higher dimensions, by using a variant of
the orthogonal lattice attack exploited in [NS99] for solving the hidden subset sum problem.
In this extension, we use ¢ encodings {c; : 1 < j < ¢} where the corresponding plaintexts
have only # non-zero components modulo the primes {g;}; (instead of £ = 1 in the attack
from [GLW14]). Constructing and reducing a certain public lattice in dimension ¢ + 1, we
show that our attack requires the simplified condition (14 §) af < v for the parameters.
Therefore, for moderately large values of /, this entails the simpler condition af < v, which
gives an improvement of by a factor 2.

In the same vein, we show how to further improve this condition by considering products
of encodings of the form ¢; - di for 1 < j < fand 1 < k < d, where, as previously, the
plaintexts of the encodings {c; }; have only § non-zero components modulo the primes {g; };.
In that case, using a variant of the previous lattice attack, this time in dimension ¢ + d, the
bound improves to:

ab = O(v?)

The above bound also applies when a vector of zero-testing elements is available, instead of
a single zero-test parameter p.;. While the original attack from [GLW14] recovers the secret
plaintext ring of CLT13, we additionally recover the plaintext messages {m; : 1 < j < ¢} for



48 CHAPTER 3. CRYPTANALYSIS OF A MULTILINEAR MAP SCHEME

the encodings {c; : 1 < j < ¢}, up to a scaling factor.

We provide in Section the result of practical experiments for our attack. For the
original parameters of [CLT13], our attack takes a few seconds for § = 40, and a few hours for #
as large as 160, while the original attack from [GLW14] only works for # = 1. In summary, our
attack is more powerful than the attack in [GLW14], as it allows much larger values for 6, and
additionally recovers secret information about the plaintext messages. Finally, we propose a
set of secure parameters for CLT13 multilinear maps that prevents our extended attack. For
example, for A\ = 80 bits of security, we recommend to take § > 1789.

Recovering all the secret parameters of CLT13. For the range of parameters derived in our
extended high-dimensional attack, we show how to combine our algorithm with the Cheon
et al. attack from [CHL™15], in order to reveal all secret parameters of CLT13. More precisely,
when intermediate-level encodings of partially zero messages are available, our approach
consists in applying our lattice attack to generate intermediate-level encodings of zero; then
the Cheon et al. attack is applied on these newly-created encodings of zero, to recover all
secret parameters.

Application to CLT13-based constructions. Finally, we show how our attack affects the
parameter selection of several schemes based on CLT13 multilinear maps with independent
slots, namely the constructions from [GLW14,|GLSW15, [Zim15] and [FRS17]. For the [FRS17]
construction, our lattice attack enables to recover the secret CLT13 plaintext ring for a certain
range of parameters; however, breaking the indistinguishability of the branching program
remains an open problem.

3.3.3 Basic Attack against CLT13 with Independent Slots

In this section, we review the basic attack identified in [GLW14] based on 2-dimensional lat-
tice reduction, as well as the proposed countermeasure. We then provide a detailed analysis
of the parameters for this attack.

3.3.3.1 The basic attack from [GLW14]

When using CLT13 with independent slots, the attacker can obtain encodings of plaintext
elements where all slots are zero modulo g; except one. For example, in the [FRS17] construc-
tion where each branching program works modulo g;, the attacker can choose the input so
that the resulting evaluation is 0 modulo all primes {g;}; except one, say g1, without loss of
generality. Let ¢ be a level-x encoding of a plaintext m = (my, ..., m,) where m; = 0 for all
2 <i < n. From Equation (3.3), we then obtain the following zero-testing evaluation:

o

mod x
Py ( 0)

wzhl'ml'(gfl mOdpl)'@"‘Zhi'Ti'
L
which implies, by multiplying by g¢;:
gl-wEhl.ml.?+Zgl.hi.ri.% (mod ) .
1 .

i=1 v
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As the integers h; and r; are “small”, one sees that g; - w mod x is significantly smaller than
xo. Using a lattice reduction in dimension 2 for a well-chosen lattice, this implies that we can
recover g and similarly the other {g;};, while normally the {g;}; are secret in CLT13. This
eventually recovers the plaintext ring for CLT13. We analyze the attack below.

The proposed countermeasure. To prevent the attack, the following countermeasure was
suggested by the authors: instead of using individual primes {g;}; to define the plaintext
slots, every slot is defined modulo a product of 6 primes {g; };, where 2 < § < n. Therefore, a
plaintext element cannot be non-zero modulo a single prime g;; it has to be non-zero modulo
at least 6 primes {g;};,. Assuming for simplicity that ¢ divides n, this gives a total of n /6
plaintext slots instead of n.

Therefore, the original CLT13-plaintext ring R = Z/g1Z x --- x Z/gnZ can be rewrit-

ten as R = @?L 01 R;, where for all 1 < j < n/6, the subrings R; are such that R; ~

@?:1 Z/g(j—1)6+iZ. We can assume that the attacker can obtain encodings of random sub-
ring plaintexts in R; for any 1 < j < n/6. In that case, the attacker obtains an encoding c of
m = (mi,...,my) € Rwhere m; =0 (mod g¢;) foralli € {1,...,n}\{(j—1)0 +1,...,50}.
In that case we will say that m has non-zero support of length 6. Following the lines of attack
and assuming that the zero components are in the first slot, one would now multiply by the
product g; . .. g instead of only ¢;. Consequently the product g; - - - gy - w grows and g; . .. gg
can eventually not be recovered by lattice reduction anymore.

3.3.3.2 Analysis of the basic attack

We now analyze the attack from [GLW14] in more details, and derive an explicit bound on
the parameter 6, as a function of the other CLT13 parameters.

Given an integer 1 < # < n (the attack mentioned in Section[3.3.3.1]is obtained for § = 1),
we consider a message having non-zero support of length 6; without loss of generality, we
can assume that it is of the form m = (mq,...,m,) € Z" with 0 < m; < g; such that m; =0
for 0 +1 < i < n,ie. we assume that the non-zero support of m is located in the first slot. We
consider a level-x encoding c of m, satisfying
rigi +m;

ZKi

C

with integers {r; }; of bit size p.. From zero-testing, we then obtain from Equation (3.3):

6 n
_ xo Zo
W=py-c= g hi(g; ' mod pz)ng + E hirip— (mod x)
i=1 i=1

)

By multiplying by ¢ := [[°_, g this leads to:

0 n
gw = Z himig@ + Zghm@ (mod ) (3.8)
im1 9ipri pi

Letting u = Z?:l himi(g/gi)(zo/pi) + > iy ghiri(xo/p;), this simplifies to
gw = u (mod zo) (3.9)
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Since the integers h; and r; are “small” in order to ensure correct zero-testing, the integer u
is “small” in comparison to xo. More precisely, the proposition below shows that if g - u is a
bit smaller than x(, then we can recover g and u by lattice reduction in dimension 2.

Proposition 3.3.1. Let g,w,u € Z>1 and xg € Z>; be such that gw = u (mod x¢) and ged(w, xo) =
ged(u,g) = 1. Assume that g - u < x0/10. Given w and x( as input, one can recover g and w in
polynomial time.

Proof. Without loss of generality we can assume g < wu, as otherwise we can apply the al-
gorithm with w =g (mod zp). Let B € Z>; such that u < Bg < 2u. When the bit size
of g and u is unknown, such a B can be found by exhaustive search in polynomial time. We
consider the lattice £ C Z? of vectors (Bz,y) such that zw = y (mod 7). From gw = u
(mod x¢) it follows that £ contains the vector v = (Bg, u). We show that v is a shortest non-
zero vector in £. By Minkowski’s Theorem (Theorem , we have A\ (L) < 4/2Vol(L).
From Hadamard’s Inequality (Proposition [2.2.1) together with Vol(£) = B, we obtain:

A2(L) > \)/\(il(f)) > Y \:jli(i:) = 5;0 > \/bBgu > NG

Moreover, we have that ||v]| = ((Bg)? + «*)%/? < v/5u. This implies that [|v]| < A2(£) and
consequently v is a multiple of a shortest non-zero vector in £: we write v = kv’ with ||o/|| =
A1(L), and k € Z\{0}. Letting v' = (Buvy, v2), we have g = kv; and u = kv,. Hence k divides
both g and u. Since ged(g,u) = 1 one has k = +1. This shows that v is a shortest non-zero
vector of £. By running Lagrange-Gauss reduction on the matrix of row vectors:

B w

0 o
one obtains in polynomial time a length-ordered basis {b1, b2} of £ satisfying ||b1]] = A1 (L)
and ||b2|| = A2(L), which enables to recover g and u. O

Using the same notations as in Section g = Hle g; has approximate bit size § - «,
while u has an approximate bit size v — 7 + nj + poo + 0. From the condition g - u <
20,/10 of Proposition[3.3.1} we obtain, by dropping the term log, (10), the simplified condition
Y =10+ nh + poo + 0a + fa < . Writing as v = 1 — ny, — peo as in Section [3.2.Tfor the number
of bits that can be extracted during zero testing, the attack works under the condition

200 < v . (3.10)

3.3.4 An extended attack against CLT13 with Independent Slots

We now describe a high-dimensional lattice reduction attack revealing the secret plaintext
ring of CLT13 as for [GLW14], but improving the bound on 6 derived in Equation (3.10).

Outline of our new attack. The main difference between our new attack and Section[3.3.3.1]
is that this time we work with several messages instead of a single one, thus relying on high-
dimensional lattice reduction instead of dimension 2. As a result, our new attack not only
improves the bound (3.10), but also recovers multiples of the underlying plaintext messages,
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which was not the case for [GLW14].

Let £ > 1 be an integer. Assume that we have / level-x encodings {c;}; of plaintext ele-
ments m; = (mji,...,mj,) for 1 < j < ¢, where each message has non-zero support of
length 6. Without loss of generality, we can assume that the first § components of each m; are
non-zero, thatis, mj = 0forall§ +1 <i <nandall 1 <j </¢. We consider the zero-testing
evaluations w; = p.; - ¢; mod zq of these encodings, which gives as previously:

0 n
_ i) o .
wj = th‘(rji + mji(g; ' mod pi))— + Z hirji— (mod zg), 1<j </
i=1 pPi S pi

for integers {rj; }; j. We can now rewrite the above equation as:

0
w; = ZO% -mj; +R; (mod zg), 1<j</ (3.11)
=1

for some integers {a;};, where for each wj, the integer R; is significantly smaller than .

We can view Equation (3.11) as an instance of a “noisy” hidden subset sum problem.
In [NS99], the authors consider the hidden subset sum problem, as introduced in Definition
Given a positive integer N, and a vector v = (vy,...,v¢) € Z¢ with entriesin {0,..., N —
1}, find integers as, . . ., ay, € {0,..., N — 1} such that there exist vectors z1, . .. , 7, € Z* with
entries in {0, 1} satisfying:

v=ox] + aexa+ -+ apr,  (mod N)

In our case, the weights «, . . ., &, are hidden as in [NS99], but for each equation we have
an additional hidden noisy term R;. Moreover, the weights o; = h;(g; ' mod pi)xo/pi have a
special structure, instead of being random in [NS99]. Thanks to this special structure, using
a variant of the orthogonal lattice approach from [NS99], we can recover the secret product
g = g1 - - go and the plaintext elements {m;}; up to a scaling factor.

A preliminary result on lattices. Based on Hadamard'’s Inequality (Proposition [2.2.1), we
prove the following simple lemma.

Lemma 3.3.2. Let 1 < n < dbeintegersand let L C Z%be a lattice ofrankn > 2. Let x1,...,%p_1 €
L be linearly independent. Then for every vector y € L not in the linear span of x1, . .., x,—1, one has

lyll > Vol(L)/ TTi5, llill-

Proof. Since x1,...,zp—1,y € L are linearly independent, they generate a rank-n sublattice
L’ of L and hence Vol(L) < Vol(L’) as Vol(L) divides Vol(L'). By Hadamard’s Inequality,
Vol(L) < Vol(L') < |ly|| - [T~ ||:]|. The bound follows. O

3.3.5 Our first lattice-based attack

Setting. In this section, we describe our first attack based on a variant of the hidden subset-
sum problem. We consider plaintext elements my,...,my, € Z" and write m;; for the i-th
entry of the j-th message, where 0 < mj; < g; forall1 <i <nand 1 < j < /. As previously,
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we assume that m;; = 0 forall § +-1 < i < n. We write M for the matrix of row vectors m for
1 < j < ¢; and we will denote its columns by m; for 1 < i < n, thatis, M = |1y ‘ e ‘ ] €
7™, By construction, the vectors {m; : § + 1 < i < n} are all zero. We also assume that for
all1 <i<6,m; #0 (mod g;). For 1 < j < {, we let ¢; denote an encoding of m; at the last
level &, satisfying ¢; = 27"(rj;g; + mj;) (mod p;) for all 1 < i < n, and where where r;; € Z
are po-bit integers. Letting ¢ = (¢;)1<;<¢, this gives a vector equation over z*:

c=2""(giri+m;) (modp;), 1<i<n (3.12)

for r; = (rji)1<j<e. Let p.; be the zero-testing parameter, as defined in Equation (3.2). From
zero-testing we obtain the following equations:

0 n
_ Zo Z0 .
Wi =CjPpu = Zhimji(gi I mod pz)p— + Zhirﬁ; (mod zy) , 1 <j </
i=1 b=l ¢

which can be rewritten as w; = >.0_, a;m;; + R; (mod x), where we use the shorthand
notations: .
o = hi(gi_1 mod pz-)—O , 1<i<¥ (3.13)

%
& T
Rj:zzhirjif y 1§j§£
i=1 ¢

As a vector equation, this reads:

6
W=py-c= Z a;m; + R (mod zg) (3.14)

i=1

with w = (wj)1<j<¢; the vectors m;, for 1 < i < 6, are as above, and R = (R;)i<j<¢. The
components of R have approximate bit size pp =y — 17+ nj, + poo. Using, as in Section[3.2.1}
V=1 —np — Pso as the number of bits that can be extracted, we have therefore pr = v—v. As
explained above, Equation (3.14) is similar to an instance of the hidden subset sum problem,
so we describe a variant of the orthogonal lattice attack considered in [NS99], which recovers
the secret CLT13 plaintext ring and the hidden plaintexts {7i; : 1 < i < 6}, up to a scaling
factor. For the sequel, we assume that g1, . . ., gy are distinct, and that ged(g;, hizo/pi) = 1, for
every 1 <i <46.

The orthogonal lattice £. To w and z(, we associate the lattice £ := L(w, zo) of vectors
(Bu,v) € 72!, with u € Z* and v € Z, such that (u,v) is orthogonal to (w, 1) modulo o,
where B € Z>; is a constant, which serves as scaling factor and that will be determined
later in our analysis. Since £ contains the sublattice 2oZ'*1, it has full-rank ¢ + 1. Note that
this lattice is known (i.e. we can easily construct a basis for it) since w and x( are given. Our
attack is based on the fact that £ contains a rank-¢ sublattice £, generated by reasonably short
vectors {(Bu;,v;) : 1 <1i < ¢} of £, which can be used to reveal the secret product

0
g:=1]g-
=1



3.3. CRYPTANALYSIS OF CLT13 WITH INDEPENDENT SLOTS 53

More precisely, for every vector (Bu,v) € £, we obtain from Equation (3.14) and the
linearity of the inner product:

0
(u,w) +v = Zai(u, m;) + (u, Ry + v =0 (mod x¢)

=1

and therefore, the vector ((u, m1), ..., (u,my), (u, R)+v) is orthogonal modulo z to the vector
a=(a,...,ap, 1). Toobtain balanced components, we use another scaling constant C' € Z>;
and consider the vector:

Puv = (C(u,my),...,Cu,mg), (u, R) +v)

Following the original orthogonal lattice attack from [NS99], if a vector (Bu,v) from £
is short enough, then the associated vector p,, = (Cz,y) will also be short, and if (z,y)
becomes shorter than a shortest non-zero vector orthogonal to a modulo z, we must have
Pu,p = 0, which implies (u,m;) = 0 forall 1 < i < 6. We will see that in our setting, because
of the specific structure of the coefficients {«; }; from Equation (3.13), we only get (u, m;) =0
(mod g;) for all 1 < i < 6. Therefore, by applying lattice reduction to £, we expect to recover
the lattice A of vectors u which are orthogonal to all m; modulo g;; since by assumption m; # 0
(mod g;) forall 1 < i < 0, the lattice A; := {u € 7t (u,m;) =0 (mod g;)} has volume g;, and
since g1, ..., gp are distinct primes, the lattice A = ﬂle A; has volume equal to Hle gi = g.
In particular, any basis for this lattice reveals g by computing its determinant.

The lattice A+. Henceforth, we must study the short vectors in the lattice of vectors ortho-
gonal to @ modulo z. More precisely, we consider the lattice A* of vectors (Cz,y) in Z*!,
such that (z, y) is orthogonal to a = (v, . .., oy, 1) modulo z; therefore p,, ., € AL, The lattice
A% has full-rank 6 + 1 and satisfies Vol(A+) = C%z,. Namely, we have an abstract group iso-
morphism At ~ (CZ)? @ 20Z, sending (Cz,y) to (Cx, (x,a) + y). As mentioned previously,
the components {«;}; of a have a particular structure. Namely, by Equation (3.13)), we have:

gi o = h; - @ (mod z)
(]
forall1 <4 < 6. As a consequence, A+ contains the 6 linearly independent short vectors
¢ = (0,...,0,Cg¢;,0,...,0,—s;), where s; := h; - x9/p;. Using C' := 2PE~% we obtain the
approximate bound ||¢;|| ~ C - 2°.

Let us now derive a condition on the Euclidean norm of p,, so that it belongs to the
sublattice of A+ generated by the short vectors {¢; : 1 < i < #}. From Lemma m if
[puw|l < Vol(AL)/ Hle llgi||, then p,, , must belong to the linear span generated by the {¢; };
further since by assumption, the g;’s are distinct primes and ged(s;,¢9;) = 1 forall1 <i <,
this implies that it must belong to the sublattice generated by the {¢; };. In that case, we have:

(u,mj) =0 (mod g;), 1<i<¥6 (3.15)

From Vol(A') = C%2¢ and ||g;|| ~ C2%, the condition ||p,..|| < Vol(AL)/Hf:1 llgi|| gives the
simplified condition:
Ipuoll < 27 (3.16)
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Short vectors in £. We now study the short vectors of £; more precisely, we explain that £
contains / linearly independent short vectors of norm approximately 2°2+2%/¢, We show that
these vectors can be derived from the lattice A of vectors u € Z° satisfying Equation (3.15).
This is a full-rank lattice of dimension ¢ and volume g = H?:1 gi, with g ~ 2°9_ Therefore,
we heuristically expect A to contains ¢ linearly independent vectors of norm approximately
(VolA)'/¢ ~ 220/t We show that from any short u € A, we can generate a vector (u,v) with
small v, and orthogonal to (w, 1) modulo zy, and consequently a short vector (Bu,v) € L.
For this, we write (u, m;) = k;g; with k; € Z, and we have:

0 0
<u,w>+vEZai<u,mi>+(u,R>+vEZki-gi-ai+<u,R>—|—v (mod )
i=1 i=1

0
= Zk‘i-sﬁ— (u, Ry +v (mod zg)
i=1

It suffices to let v := —(u, R) — Zle k;s; to obtain (u,w) + v = 0 (mod zy); the vector (u, v)
is then orthogonal to (w,1) modulo zy, and thus (Bu,v) € £. We obtain |v| ~ |[u| - 2°%;
therefore letting B := 2%, we get ||(Bu, v)|| ~ 2°%||lul|. In summary, the lattice £ contains a
sublattice £’ of rank ¢, generated by ¢ vectors of norm roughly 2rrted/l That the recovered
vectors are indeed linearly independent is the content of the following lemma.

Lemma 3.3.3. Let {(Buj,v;) : 1 < j < £+ 1} be a basis of the lattice £ and assume that the vectors
{pu,w, 1 1 < j < €} belong to the sublattice of A+ generated by {q; : 1 < i < 6}. Then the vectors
{u; : 1 < j < £} are R-linearly independent.

Proof. Let B = {(Buj,vj) : 1 < j < {+ 1} be a basis of £. By contradiction, assume that the
vectors {u; : 1 < j < /} are linearly dependent. For every 1 < j < /, we consider the vector
Pu;v; associated with (Buj,v;). Since {py; ., : 1 < j < £} belong to the lattice generated by
{gi : 1 < i < 0}, there exist integers {f3;;}; ; such that p,, ,, = 2?21 Bijqi for every 1 < j < (.
The definition of the vectors {g; : 1 < i < 0} gives py; ., = (CB1591,---,CPBojg0, — Zle Bijsi)
forevery 1 < j </, and from the definition of p,; .;, we conclude, by equalizing the compon-
ents, the relations f;;g; = (uj, ;) and — 3°9_| Biisi = (uj, R) +v; forevery 1 < j < £,1<i <
6. Combining both relations leads to v; = — DR (uj, m;) —(uj, R), for 1 < j < /. Thus, we

i=1g,
see that if {u; : 1 < j < ¢} are linearly dependent over R, then so are {(Bu;,v;) : 1 < j < ¢},
which contradicts the fact that B is a basis of £. O

Recovering g = Hle gi- In this part, we establish heuristic conditions on the parameters,
under which lattice reduction is expected to reveal g = Hle gi- We rely on the heuristic
bounds from Section and for an even simpler analysis, we omit the factor /(¢ + 1) /(2me),
which comes from the Gaussian Heuristic in Equation (4.5). We denote the root Hermite factor
by 2:(“*1), for some positive constant : depending on the lattice reduction algorithm.

Therefore, by applying lattice reduction to £, we expect that the first £ vectors {(Bu;, v;) :
1 < j < ¢} of a reduced basis belong to £’ and have norm approximately:

|(Buy, v))|| ~= 2°rted/t. o) 1 < j < g, (3.17)
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With C' = 2PE~* as suggested before, we have approximately ||py, ;|| =~ |[(Bu;, v;)| forall 1 <
i < £. From the condition given by Equation (3.16), we obtain that u; € A if ||py, ., | < 277%Y;
therefore combining with Equation (3.17) we get the approximate condition:

0
pR+a7+L(€+1)<7—ou9.

Using pr = 7 — v where v is the number of bits that can be extracted from zero-testing, this
condition becomes

ab <1 + 2) +ul+1)<v. (3.18)

In summary, when is satisfied, we expect to recover abasis {u; : 1 <i < £} of A; then
since Vol(A) = g = H?Zl gi, the absolute value of the determinant of the basis matrix reveals
g- Let us add a remark concerning this line of attack. In fact, our algorithm only reveals a
full-rank sublattice of A, instead of A. Thus we would only recover a non-trivial multiple of g,
instead of g. However, in the results of our implementation, the revealed sublattice is always
equal to A, and thus we recover g precisely.

From Equation (3.18), we observe that ¢ can be kept relatively small (say ¢ ~ 10), as larger
values of £ would not significantly improve the bound; this implies that the lattice dimension
¢ + 1 on which LLL is applied can be kept relatively small. Moreover for LLL, experiments
show that 2* ~ 1.021 so that ¢ is approximately 0.03, and therefore for such small values of ¢,
the term ¢(¢+ 1) is negligible. Thus we can use the simpler approximate bound for our attack:

af <v (3.19)

Note that this gives a factor 2 improvement compared to the previous bound given by Equa-
tion (3.10), following the attack of [GLW14]. In the next subsection we will see how to get a
much more significant improvement, with an asymptotic bound af = O(v?).

A proven variant. The above analysis is heuristic only, in that, it is subjected to heuristic
bound for lattice reduction. Below we describe a proven variant that can recover a vector u
such that (u,m;) = 0 (mod g¢;) for all 1 < i < 6, using LLL. Although we only recover a
single vector u instead of a lattice basis, this will be enough when combined with the Cheon
et al. attack to recover all secret parameters of CLT13 (see Section[3.2.2.2). As the proof of the
proposition is lengthy, we postpone it to Section 3.3.11} as appendix.

Proposition 3.3.4. Let (,0 € Z>1, xo € Z>1 and let g; € Z>9 be distinct a-bit prime numbers for
1 <i<@Oandsome o € Z>y. For1 < i < 6, let a; € Z such that g; - o; = s; (mod xy), for
si € Z satisfying |s;| < 2PR, for some pr € Z>1 and assume that gcd(g;, s;) = 1. For 1 <i < 6, let
m; € Z* be vectors with entries in [0, g;) N Z such that m; #Z 0 (mod g;), and let R € Z° such that
| R||oo < 2°E. Let w € Z° such that w = Z?Zl a;m; + R (mod zp). Assume that

1 046
ab (1 + E) + % +logy(UV e+ 1-0) +4 <logy(xo) — pr - (3.20)

Given the integers (,0, pr, xo and the vector w, one can recover in polynomial time a vector u € Z*
such that (u,m;) =0 (mod g;) forall 1 < i < 0, satisfying

0 1/¢
lul| < 22/0(€ + 1) <H 9i> .
i=1
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We remark that by replacing log,(z9) — pr by ¥ — pr = v, we recover, up to additional
logarithmic terms, the approximate bound established in Equation (3.18).

3.3.6 Extended Orthogonal Lattice Attack

We shall now describe an extended attack that significantly improves the bound on 6 estab-
lished in Equation (3.19). Let ¢,d > 1 be integers. As previously, we will assume that an
attacker has encodings {c;}; of plaintext elements m; = (m;1,...,m;,) for 1 < j < /¢, where
only the first § components of each m; are non-zero, thatis, mj; = O for 0 +1 < i < n.
However, we assume that these encodings are at level x — 1, and that we also have an addi-
tional set of d level-1 encodings {c|, : 1 < k < d} of plaintext elements z, = (zg1, ..., ZTkn)
for 1 < k < d. By computing the top-level x product encodings, we can therefore obtain the
following zero-testing evaluations:

0 n

- o Lo
wik = (¢ - ) pat = Z himjixki(g; ! mod pl)p— + Zhirjki; (mod zo) (3.21)

i=1 b=l !
for some integers rj;. Since every encoding {c;}; encodes a message with non-zero support
of length 6, the product encodings {c;c} };» maintain their zero slots. Note that the same
remains valid if the encodings {c;}; are at even lower levels, because they can be raised to

level k — 1 without removing their zero slots. As previously, we rewrite Equation (3.21) as:

0
Wik = Z QipMj; + Rjk (mod xo)
i=1
where we have written o, = himki(gi_l mod pz-)”;—? forl <i<fand1l <k <d and R, =
Yoy hirjkizo/ps forall1 < j < fand 1 < k < d. As before, for 1 < i < 6, we denote
by m; € Z¢ the vector with components mj; for 1 < j < ¢, and similarly wy, and Ry, the
corresponding vectors in Z¢. We assume that m; Z 0 (mod g;) for all i. The previous equation

can then be rewritten as:
9

Wi = Z ajrm; + Ry, (mod xg) (3.22)
i=1

The difference with Equation from our first lattice attack is that the vectors {m;}; now
satisfy d equations for 1 < k < d, instead of a single equation, as was the case in Section[3.3.5]
With more constraints on the vectors {m; };, we can therefore break the countermeasure from
[GIW14] for much higher values of §. In order to derive a condition on the parameters, we
proceed as previously. Namely, the lattices considered in Section now admit natural
higher-dimensional analogues.

The orthogonal lattice £. As previously, for a scaling constant B € Z>1, we consider the
lattice £ of vectors (Bu,v) € Z+?, with u € Z* and v € Z¢, such that (u,v) is orthogonal
to the d vectors {(wy,ex) : 1 < k < d} modulo xy, where e;, € Z% is the kth unit vector for
1 <k <d. This gives forall 1 < k < d and all (Bu,v) € £, writing v = (v1,...,vq):

0
(U, wi) + v, = Zaik@, m;i) + (u, Rg) + v, =0 (mod )

i=1
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and therefore ((u, M), ..., (u,mg), (u, R1) + v1,..., (u, Rq) + vq) is orthogonal over Z /x¢Z to
the coefficient-vectors ax = (i, ..., agk, ex), for 1 < k < d. Again, using a scaling constant
C e Zsi,weletp,, = (Clu,mq),...,C(u,my), (u, R1) +v1,...,(u, Rg) + vq).

The lattice A-. To bound the norm of the vector Pu,w, Wwe must study the short vectors in
the lattice of vectors orthogonal to the vectors a; modulo z( (instead of single vector a). As
previously, we consider the lattice A+ of vectors (Cz,y) € Z%+9 such that (z, y) is orthogonal
to the d vectors {aj, : 1 < k < d} modulo x; therefore p,,, € A~L. The lattice A+ has full-rank
0 + d and volume C%g. As previously, the components { }ix in the vectors {ay};, have a
special structure, since they satisfy the congruence relations

gi - Qg = hy - g - @ (mod o)
1

forall1 <i<#and1 <k < d. Therefore, letting s, = h; - ;i - xo/pi, the lattice AL contains
the 6 short vectors ¢; = (0,...,0,Cg;,0,...,0,—s;1,...,—s;q) for1 <i <. Using C = 2PR~7,
we get as previously ||g;|| ~ C - 2°.

We now derive a bound on ||p, .|| so that p, , belongs to the sublattice generated by the
0 vectors {g; : 1 < i < 6}. We expect a reduced basis of A~ to have the first 6 vectors
with approximately the same norm as the vectors {¢; : 1 < ¢ < 6}, and to have the last d
vectors with norm U satisfying (C - 20)% . Ud ~ Vol(AL). Using Vol(A+) = O, this gives
U ~ x0/2°/?. This implies that, heuristically, if ||p,.|| < U, then p,, must belong to the
sublattice generated by the 6 vectors {¢; : 1 <i < 0}. As previously, in that case we have that
foralll <i<@6:

(u,m;) =0 (mod g;) . (3.23)

Short vectors in £. Let us now study the short vectors of £; as previously, we can argue that
£ contains / linearly independent short vectors of Euclidean norm approximately 2°r+20/¢,
which can be derived from the the lattice A of vectors u € Z¢ satisfying Equation (3.23). Sim-
ilarly to the previous case, because the lattice A heuristically contains / linearly independent
vectors of Euclidean norm approximately (det A)!/¢ o~ 229/, the lattice £ contains ¢ linearly
independent vectors of norm roughly 22 2%/¢, Therefore, by applying lattice reduction to
the lattice £, we expect that the first £ vectors {(Bu;,v;) : 1 < i < ¢} of the basis have norm
roughly:
|(Bui, v;)|| ~ B - 200/t . gu(t+d)

where 2“+9) is the Hermite factor. Putting B = 2°% and C' = 2P, this now asymptotically
amounts to ||py, ;|| =~ [|[(Bu;,v;)||. From the condition ||py, .|| < U, we get the condition
PR+ 0‘70 + (0 +d) <y — 22, which further gives, using pp = v — vt

1 1
af - <£ + d) +u(l+d)<v (3.24)
Remark that with d = 1, Equation (3.24) gives Equation (3.18). Since, as bivariate function
of ¢, d, the left-hand side of (3.24) is concave and symmetric in both variables ¢ and d, the
optimum is to take ¢ = d. With this choice, we obtain the bound:

2a0

7 + 2 <v (3.25)
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Recovering g = Hle gi-  When the above condition on the parameters is satisfied, then, as
previously, we heuristically expect to recover a basis {u; : 1 < i < ¢} of the lattice A. As
Vol(A) =g = Hle gi, the absolute value of the determinant of the basis matrix reveals then
reveals the secret product g. In particular, it follows that the attack requires ¢ > 2a6/v, and
we must therefore have the following bound on ¢

2

<7
‘ 400

Heuristically, achieving a Hermite factor of 2:* requires complexity 2°(!/*) using BKZ reduc-
tion with block-size 3 = ©(1/+), [HPST1b]. The attack has therefore complexity 29(¢/ v*); the
attack has therefore (heuristic) polynomial-time complexity under the condition:

af = O(v?)

This gives a significant improvement of our previous bound given by Equation (3.19). Con-
versely, one expects that the attack is prevented under the condition:

1/2
0 =w (a log >\> (3.26)

In Section we provide a concrete set of parameters for CLT13 multilinear maps with
independent slots. We will see that Condition requires a much higher value for 6 than
the condition 20« > v for preventing the attack from [GLW14], described in Section m
For instance, for A = 80 bits of security, the bound 20« > v already holds for 6 = 2, while a
concrete application of Condition (3.26) requires 6 > 1789.

Analogy of the attacks. We remark that our extended attacks share similarities with the
2-dimensional attack from Section For /,d € Z>1, our extended lattice attack works by
reducing the (¢ + d)-dimensional lattice

Lay = {(Bu,v) € 7t x 7% ((u,v), (wg,ex)) =0 (mod xp),1 <k <d},

where B € 7>, is fixed. With this notation, the three attacks work by reducing the lattices
L1,1), £(e,1) and L q), respectively. Note that £(q 1) is the lattice {(Bu,v) € Z* : uw +v = 0
(mod o) }. For the extended attacks, the ¢ x ¢ top-left submatrix of a reduced basis of £ )
(divided by B) has determinant +¢g. Note that this coincides with the 2-dimensional case
¢ = d = 1: the first entry (divided by B) of the first vector in a reduced basis equals +g (i.e. a
“1x 1 submatrix” of determinant +g). As such, our higher-dimensional attacks are consistent
generalizations of the 2-dimensional attack.

Summary. We have described a lattice-based attack, which under the condition af = O(v?),
and given as input a collection of encodings (or products of encodings) of messages with
non-zero support of length 6, outputs the secret plaintext ring of CLT13. More precisely, our
extended lattice attack with the improved bound o = O(v?) can be described as follows. We
provide in [CN19b] the source code in Sage [ST17].
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Algorithm 3 Lattice Attack against CLT13 with Independent Slots
Parameters: Integers ¢,d > 1,0 < 6 < n, and the CLT13 parameters
Input: Sets of level-x encodings {c¢; - ¢, mod zp : 1 < j < ¢,1 < k < d} where ¢; encodes a
message of non-zero support of length ¢
Output: A basis of the lattice of vectors orthogonal to {7;}; modulo {g;};, and g = H?:1 i
:forl <k<ddo
Compute the vector wy, € Z° with (wy); = ¢; - ¢, - Pzt mod xg
end for
Let B = 2°F and compute a LLL-reduced basis of the lattice £, 4y C 7'+ of vectors
{(Bu,v) € Z* x 7% : {(u,v), (wk,ex)) =0 (mod zp),1 < k < d}, where e}, € Z¢ is the kth
unit vector for 1 < k < d. Denote by {(Bu;,v;) : 1 < j < £+ d} the LLL-reduced basis
5. Form the matrix U € Z%*¢ of vectors {uj:1 <5<}
6: Return U and | det(U)|

=N e

Variant with multiple p,;. In many concrete constructions based on composite order multi-
linear maps, intermediate-level encodings of almost zero plaintexts are not necessarily avail-
able. We refer to Section 3.3.10] for the application of our attacks to concrete constructions. In
order to get around this assumption, we consider a variant of the above attack, where we have
multiple zero-testing elements p.; instead of a single one. Namely, as described in [CLT13],
in order to get a proper zero-testing procedure, one needs to use a vector of n elements p_;.
We denote by p.; ;. for 1 < k < n those zero-testing elements:

n
etk = Y hixz"(g; " mod p) = mod
i=1 pi
for corresponding integers h;;. As previously, we assume that we have encodings {c;}; of
plaintext elements m; = (mj1,...,mj,) for 1 < j < ¢, where only the first § components
of each m; are non-zero, thatis, mj; = 0for 0 +1 < i < n. We can now assume that
these encodings are at the last level x. Thanks to the multiple zero-testing elements, we can
therefore obtain the following zero-testing evaluations:

0 n
_ x0
Wik = Cj Ptk = Z hikm;i(g; " mod pz‘); + Z hikr jki
i=1 ti=1

Zo

—  (mod xg

pi ( )

for some integers {71; }, which is similar to Equation (3.21) with h;;, = h; - x1;. Therefore, the
same attack applies and the secret g = Hle gi can be recovered in heuristic polynomial-time
under the condition af = O(v?).

3.3.7 Revealing information about the plaintext elements

We show that our attack not only reveals the secret CLT13 plaintext ring, but also information
about the secret plaintext elements {m; : 1 < i < #}. Namely, the orthogonal lattice attack
also constructs a matrix U of rows {u; : 1 < j < ¢} orthogonal to the vectors {m; : 1 <i < 6}
modulo the primes {g;}; (i.e. a basis of the lattice A, following the notation of the previous
section). We now explain how one can use the matrix U in order to recover scalar multiples
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of the plaintext vectors {m; : 1 <i < #}. We describe two algorithms: one by computing the
factorization of g and hence with sub-exponential running time, and one without computing
the factorization of g and polynomial running time.

A sub-exponential-time algorithm. Our first algorithm relies on factoring g = Hle gi to
reveal the primes {g;}; in first place; this is feasible if these primes are small enough. For
example, for the concrete parameters proposed in [CLI13], the {g;}; are 80-bit primes; which
makes the factorization of g straightforward. From the knowledge of a basis matrix U of
the lattice of vectors u with (u,m;) = 0 (mod g;) for all 1 < ¢ < 6, it suffices to compute
the Z/g;Z-kernel of the ¢ x ¢ matrix Ugy,, by which we denote the reduction of U mod g;;
assuming that m; # 0 (mod g;), we have that ker(U,,) has dimension 1 over over F,, and
therefore, we recover a non-trivial multiple A\;m; of the original messages m; modulo g;, for
1 <4 < 0. Using the ECM factorization algorithm [Len87], the factorization of g = Hle gi
can be computed in time exp(cv aln a) for some positive constant ¢ and where « is the bit
size of each prime g;. The cost of this attack is clearly dominated by the factorization of g,
which gives a sub-exponential time algorithm.

Algorithm 4 Compute (with factoring) multiples of hidden CLT13 plaintexts

Parameters: Integer ¢/ > 1,0 < 6 < n and the CLT13 parameters
Input: g = Hle g; and a basis matrix U € Z**¢ of the lattice of vectors u with (u, ;) = 0
(mod g;) with m; Z 0 (mod g;), forall1 <i <0
Output: vectors \;m; € Z with \; € Z, \; 0 (mod g;) for1 <i <46
1: Factor g using the ECM algorithm and return {g; : 1 <i < 6}
2: forl <:<6do
3:  Form the matrix Uy, € (Z/ giZ)E xt a representative of U modulo g;
4:  Compute and return a basis vector of the Z/g;Z-kernel of Uy,
5: end for

A polynomial-time algorithm. Alternatively, we may avoid the factorization of g and obtain
a polynomial time algorithm which reveals a non-trivial multiple of a vector m, such that
m =m; (mod g;) for all 1 < i < 6. In other terms, 1 is the image of the vectors {m;} under
the componentwise Chinese Remainder isomorphism (H?:1 Z/¢:2)" — (Z/gZ)*. To do so,
we can compute the integer right kernel of the matrix U(g) := [U | g - 1,], where 1, denotes
the identity matrix in dimension /. We obtain the following corresponding proposition.

Proposition 3.3.5. Let ¢,0 € Z>1. Let g1,..., gy be distinct prime numbers. For 1 < ¢ < 0, let
mi € Z°N[0, g;)¢ be vectors such that m; # 0 (mod g;). Let {u; : 1 < j < £} be a basis of the lattice
of vectors u € Z* such that (u,m;) = 0 (mod g;) forall 1 < i < 0. Then, given g = Hle gi and
the vectors {u; : 1 < j < £}, one can compute in polynomial time a vector \ - i € Z° N[0, g)* with
ged(A, g) = 1, such that 1 = m; (mod g;) forall 1 < i <6.

Proof. By the Chinese Remainder Theorem, there exists a unique vector 1 € Z° N [0, g) such

that7 = m; (mod g;)forall1 < i < 6. Consider the composition of maps Z* ™ (Z/gZ)* N
Z/gZ, where 7 is reduction modulo g and ¢ sends u to (u, 7). By the Chinese Remainder The-
orem, the map ¢ corresponds to a vector of maps ¢ = (¢1,...,8) : ([[,2/9:2)" = [1,Z/9:Z
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with components ¢; : (2/g;2)" — Z)g;Zfor1 < i< 6. Letl < i< 6;sincem; Z0 (mod g;),
the map ¢; is surjective with kernel ker(¢;) = im(Uy,) where Uy, = U (mod g;) (with the con-
gruence being understood entrywise). Since g; is prime, ker(¢;) = im(Uy,) is a Z/g;Z-vector
space of dimension ¢ — 1. It follows that the kernel of Uy, has dimension 1 over Z/g;Z. This
holds forall 1 <7 < 6, so by the Chinese Remainder Theorem, the kernel of U,, with U, being
the matrix U reduced modulo g, is a free Z/gZ-module of rank 1, generated by . In particu-
lar, there exists k € Z¢ such that (112, k) belongs to the Z-kernel of the matrix U(g) = [U|g - 1¢].
The integer kernel of this matrix can be computed in polynomial time from g and U and the
left £ x ¢ submatrix of the Hermite normal form of the basis of the Z-kernel gives in the first
row a vector A with A € (Z/gZ)*. O

Algorithm 5 Compute (without factoring) a multiple of a hidden plaintext vector with Z /¢, Z-
residues the hidden CLT13 plaintexts
Parameters: Integer ¢/ > 1,0 < 6 < n and the CLT13 parameters
Input: g = Hle g; and a basis matrix U € Z**¢ of the lattice of vectors u with (u,n;) = 0
(mod g;) with m; Z 0 (mod g;), forall 1 <i <0
Output: a vector Min € Z' with A € Z such that gcd()\,g) = 1 and /i = 7m; (mod g;) for
1<i<0
1: Form the matrix U(g) := [U | g - 14] € Zz*?*
2: Compute the Z-right kernel of U(g) in Hermite normal form. Denote by U (g) € Z**2*
this matrix.
3: Return the first row of the £ x ¢ matrix U (g)

3.3.8 Concrete parameters and practical experiments

Concrete parameters. Below we provide concrete parameters for CLT13 multilinear maps
with independent slots, for various values of the security parameter A\. We start from the
same concrete parameters as provided in [CLT13]; we assume that the encoding noise is set
so that the number of extracted bits is v = 2\ + 12 and we take o = A\. We then provide the
minimum value of # that ensures the same level of security against lattice attacks; see Table
As in [CLT13], the goal is to ensure that the best attack takes at least 2* clock cycles.

While in Tablethe number of independent slots ngots = |1/6] appears to be relatively
small, it is always possible to increase the number of independent slots by increasing the
value of n.

’ Instantiation ‘ A H n ‘ n ‘ Yy=n-n ‘ v ‘ 0 ‘ Telots ‘
Small 52 1080 1981 2.1-10° 116 540 2
Medium 62 2364 2055 4.9 - 109 136 | 1182 2
Large 72 8250 2261 | 18.7-10° | 156 | 1472 5
Extra 80 26115 | 2438 | 63.7-10° | 172 | 1789 14

Table 3.1: Concrete parameters for CLT13 multilinear maps with independent slots
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| 0 | a | v || £=d | dimension | runningtime |
Basic attack 1 80 | 172 1 2 €
Extended attack 2 80 | 172 2 4 €
Extended attack 40 80 | 172 39 78 10s
Extended attack 100 | 80 | 172 100 200 11 min
Extended attack 160 | 80 | 172 163 326 11 hours

Table 3.2: Running time of our LLL-based attack, as a function of the parameter 6, for the
“Extra” parameters of CLT13

Practical experiments. We have run our extended attack from Section[3.3.6|with the “Extra”
parameters of CLT13 from Table[3.T} for increasing values of #. Note that for such parameters,
the original attack from [GLW14] only applies for # = 1. To improve efficiency, we give as
input to LLL a truncated matrix basis, where we keep only the v most significant bits. Table[3.2]
shows that our attack works in practice for much larger values of ¢ than the original attack
from [GLW14], which can only work for § = 1. The line “Basic attack” corresponds to the
attack from [GLW14]], while the lines “Extended attack” refer to our attack from Section(3.3.6

The column “dimension” is the lattice dimension in which our algorithm is run, and we have
chosen the symmetric case ¢ = d as suggested in Section[3.3.6] The quantity ¢ in the running
time refers to a negligible time. The source code in SageMath [ST17] is available in [CN19b].

3.3.9 Application to the Cheon et al. Attack

In this section, we consider the Cheon et al. attack against CLT13, recalled in Section
We show how to adapt this attack to the setting of CLT13 with independent slots when com-
bined with our lattice-based attack: we assume that no encodings of zero are available to the
attacker (otherwise the Cheon et al. attack would apply immediately), but as previously, the
attacker can obtain low-level encodings where only 0 < § < n components of the plaintext are
non-zero. In particular, this contributes to a cryptanalysis of CLT13 multilinear maps when
no encodings of zero are available beforehand; for instance, this was considered as an open
problem in [CFL™16].

3.3.9.1 Adaptation of the Cheon et al. attack to our cryptanalysis

We now show how to adapt the Cheon et al. attack when no encodings of zero are available,
but the attacker can obtain low-level encodings where only § components of the underlying
plaintexts are non-zero. The attack goes in two steps. From the given encodings, the attacker
first generates encodings of zero by running the orthogonal lattice attack from Section [3.3.6
In second place, the attacker applies the original Cheon et al. attack on these newly created
encodings of zero, to reveal the prime factors {p; : 1 <1i < n} of .

We work in the following setting, with x = 4. Let £ > 1 be an integer and consider a set

Y={y;:1<j </}

of level-one encodings of certain messages mi,...,my € Z", where only the first § com-
ponents of each m; are non-zero. Moreover, we consider as in Section (3.2.2.2} three sets
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A={o; :1 <j<n},B={B,0}and C = {3 : 1 <k < n} of level-one encodings
of non-zero messages.

First step: orthogonal lattice attack. The first step of the attack consists in generating an
encoding of zero from the non-zero encodings in the public set Y, which we achieve by our
lattice attack. Denote by y € Z* the vector of encodings (y1, . . ., ys) constructed from Y. We
show that the orthogonal lattice attack from Section can compute a short vector u € Z*
such that ¢y’ := (u,y) = Z§=1 u;y; is a level-one encoding of zero. For all 1 < j < ¢, we write
yj = Tji - 9i T Myi (mod p;), 1<i<mn, (3.27)
z

with the usual CLT13 notation from Section and where mj; = 0 for 6 +1 < i < n. Note
that our orthogonal lattice attack from Section uses level-x encodings; therefore it can
be applied on level-x encodings of the form e; = y; - a1 - 51 - 71 mod z (remember that we use
x = 4) for level-one encodings (a1, 51,71) € A x B x €. By combining with Equation (3.27)

this gives
5 9i T Myji - T
€; =

(mOdpi)7 1§Z§7’L,
ok

for some integers {77, }; ; and where z; is the i-th component of the plaintext corresponding
to the product encoding a - 1 - 1. Clearly, since the messages {m; : 1 < j < ¢} have non-
zero support of length 6, the messages {(m;i - ;)1<i<n : 1 < j < ¢} have non-zero support
of length at most 6. Therefore, applying the orthogonal lattice attack from Section on
the encodings {e;}; (or, more precisely, on the zero-tested vector w = p.; - (e;)1<;<¢ mod xg),
we compute in polynomial time a vector u € Z‘ such that (u,m; - z;) = 0 (mod g;) for all
1 < i < 0, where {m;}, are the vectors (my;,...,my;) for 1 < i < 6. Provided that z; # 0
(mod g;), this implies (u,m;) = 0 (mod g;) for all 1 < i < §. Therefore, forall 1 <1i < n, we
can write Z§:1 ujmyj; = kig; for integers {k;} with k; = 0 for # + 1 < i < n. This implies:

4 l
y’:Zujijgi Zujrjiﬁ—ki ch (mod p;), 1<i<n.
j=1 j=1

Thus we see that ¢’ is a level-one encoding of zero. Moreover, since the vector u output by
the orthogonal lattice attack is short, 3’ has small noise.

It is also worth noticing that this attack only requires a single vector u; therefore, the first
step of the attack is proven by Proposition [3.3.4]

Second step: Cheon et al. attack. The second step of the attack consists in applying the
algorithm of Cheon et al. described in Section [3.2.2.2|to the three sets

A ={y - a;:1<j<n}, B={p1,6}, C={w:1<k<n}

where A’ is the set constructed from A by multiplying every encoding by the encoding ¥/’
generated in the first step. Since ¢/ is an encoding of zero, all encodings in A’ are encodings
of zero at level 2. We can thus apply the Cheon et al. attack on these sets in order to reveal all
prime factors {p;}; of xg. We refer to Section [3.2.2.2] for the details of the algorithm to factor
zg. Our complete algorithm can therefore be described as follows.
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Algorithm 6 Cheon et al. attack against CLT13 with encodings of partial zero messages

Parameters: Integer ¢/ > 1,0 < § < n and the CLT13 parameters with x = 4
Input: Sets A, B, C of encodings at level one of non-zero messages, with #A = #€ = n and
#B = 2; a set Y of level-one encodings of messages with non-zero support of length 6
with #Y = ¢
Output: The prime factors {p; : 1 <i < n} of 29
1: Form the vector y = (y;); from Y and compute the product encoding e = (e;); with
ej = yjo iy forl <j <t
2: Run the extended lattice attack (A]gorithm on the zero-tested vector w = p,; - e mod xg.
Let u € Z* be the shortest vector in the basis matrix U of the lattice of vectors orthogonal
to {m, }; modulo {g; }
3: Sety’ = (y,u) € Z and construct the set A’ = {y/a : @ € A} of level-2 encodings of zero.
4: Run the Cheon et al. attack (Algorithm on the sets A’, B, C.

Remark 3.3.6. This remark concerns a variant attack with x = 3. Since the orthogonal lattice
attack more generally provides a set of ¢ vectors {u;} C Z‘ (instead of a single u; and all
satisfying (u;,m;) = 0 (mod g;) for all 7), a variant of the above attack with x = 3 consists in
starting fromaset A = {a; : 1 < j < n} of ¢ = n encodings where only the first # components
of the underlying plaintexts are non-zero, and then, generating a set A’ = {(uj,a) : 1 < j <
n} of encodings of zero, with the vector of encodings o = (a1, ..., @;). One can then apply
the attack by Cheon et al. as previously on the three sets A’, B and C.

Note that in our description of the first step of the attack, that is, the generation of encod-
ings of zero, we have relied on the orthogonal lattice attack from Section 3.3.5with the bound
af < v. However, the attack from Section 3.3.6]is easily adapted to reach the improved bound
af = O(v?). In this case, following the notation of Sectionm the attacker can obtain ¢ - d
level-two encodings of zero given by {(uj,ci) : 1 < j < ¢,1 < k < d}, where ¢, is the vector
of encodings (¢; - ¢},)1<j<¢ with the encodings {c; - ¢},} considered in Section 3.3.6]

3.3.10 Application to CLT13-based constructions with independent slots

In this section, we show that our orthogonal lattice attack from Section can be applied
to various constructions over CLT13 multilinear maps with independent slots.

3.3.10.1 The multilinear subgroup elimination assumption

The multilinear subgroup elimination assumption is used in [GLW14] for witness encryption
and in [GLSW15] for constructing program obfuscation, based on a single assumption, in-
dependent of the particular circuit to be obfuscated. The multilinear subgroup elimination
assumption is stated for a generic model of composite-order multilinear maps. Below, we
show that our attacks break this assumption over CLT13 composite-order multilinear maps.
We note that since the GLW14 scheme also includes encodings of zeroes, it could also be
broken more directly by the Cheon et al. attack. We recall the definition from [GLSW15].

Definition 3.3.7 ((i, v)-multilinear subgroup elimination assumption [GLSW15]). Let G be a
group oforder N = ay - - - a,by - - - bycwhereay, ..., a,,by, ..., b, care p+v-+1distinct primes. We
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give out generators Ty, ..., Ta,,Thy, - - -, v, for each prime order subgroup except for the subgroup
of order c. Foreach 1 < i < p, we also give out a group element h; sampled uniformly at random
from the subgroup of order cay - - - a;—1a;41 - - - a,. The challenge term is a group element T' € G that
is either sampled uniformly at random from the subgroup of order ca; - - - a,, or uniformly at random
from the subgroup of order ay - - - a,,. The task is to distinguish between these two distributions of T

For simplicity, we consider the assumption with 4 = 1 and v = 0; the generalization
of our attack to any (u,v) is straightforward. With this assumption, G is a group of order
aic. The challenge T' € G is either generated at random from the subgroup of order a;c, or
from the subgroup of order a;. In the context of a CLT13 instantiation, we may assume that
al = H?Zl giande =[], +1 9i- Note thatin that case, a; and care not prime numbers, but the
assumption can still be considered for composite integers {a; };, {b; }; and c. The encoding T is
then either generated from a random plaintext m € p;" ;| Z/¢;Z, or from a random plaintext
with only the 6 first components non-zero, that is m = 0 (mod ¢;) for 6 +1 < i < n. Itis
easy to see that our attacks from Section [3.3.5and Section 3.3.6|apply in this setting. Namely,
when only the first § components of the plaintext m corresponding to the challenge 7" are
non-zero, our attacks recover the product a; = Hle gi, Whereas the attacks will fail when
m is a random plaintext. Therefore the challenge T is easily distinguished unless  is large
enough; more precisely, § must heuristically satisfy the bound given by Equation (3.26) in
order to prevent the attack.

3.3.10.2 The Zimmerman circuit obfuscation scheme

At Eurocrypt 2015, Zimmerman described a technique to obfuscate programs without matrix
branching programs, based on composite-order multilinear maps, see [Zim15]. A plaintext
m belongs to Z/NZ for a composite modulus N = Ne, - Nchk, and the ring Z /N7 is viewed as a
direct product of an “evaluation” ring Z/N,,Z to evaluate the circuit, and a “checksum” ring
Z /NecnkZ to prevent the adversary from evaluating a different circuit; those two evaluations
are performed in parallel. Using the CLT13 notations from Section one can let Ny, =
Hle gi and Nenie = [ ;g 9i- In that case, the parameter § must satisfy the bound given by
to prevent our lattice attack.

3.3.10.3 The FRS17 construction for preventing input partitioning attacks

At Asiacrypt 2017, Fernando, Rasmussen and Sahai described constructions of “stamping
functions” for preventing input-partitioning attacks on matrix branching programs [FRS17].
Their third construction is based on permutation hash functions and is instantiated over
CLT13 multilinear maps with independent slots. More precisely, the permutation hash func-
tion is written as a matrix branching program, and multiple such permutation hash functions
{h;}; are evaluated in parallel along with the main matrix branching program; this is to en-
sure that only inputs of the form z||h(z) can be evaluated, where h(z) = hi(z)| - - - ||h(z),
which prevents input partitioning attacks.

Matrix branching programs. Let us first recall the construction of [GGH™13b] to obfuscate
matrix branching programs. A matrix branching program BP of length n, on /-bit inputs
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z € {0,1}! is evaluated by computing:

"p
=1

where {B;; : 1 <14 < np,b € {0,1}} are 2n, square matrices and by and by, 1 are bookend
vectors; then BP(z) = 0if C(x) = 0, and BP(z) = 1 otherwise. The role of the integer inp(i) €
{1,...,¢} is to indicate which bit of z is read at step i of the product matrix computation.
The matrices B; are first randomized by choosing n,, 4+ 1 random invertible matrices {R; :
0 < i < ny} and then letting Bi,b = Ri,lBivaifl for 1 < i < n,, with also bo = boRa1 and
Bnp+1 = Ry, bn,+1. We obtain a randomized matrix branching program with the same result
since the randomization matrices { R; }; cancel each other:

p

C($) = BO : H Bi,xinp<i) : bTLp—‘r].‘ (329)
=1

The entries of { Bi,b}@b are then independently encoded, as well as the bookend vectors bo
and Enp. We obtain the matrices and vectors B%b = Encode{iﬂ}(Bi,b), bo = Encodey;y(bo) and
IA)an = Encode{an}(l;an). Here we have denoted by Encodey;, () an encoding relative to
the singleton {i}. The matrix branching program from Equation (3.28) can then be evaluated

over the encoded matrices:
A ~ np A ~
i=1

The resulting C(z) is then a last-level encoding that can be zero-tested to check if C'(z) = 0,
which reveals the output of the branching program BP(x), without revealing the matrices

{Bip}ip-

Application to the FRS17 construction. The [FRS17] scheme constructs a modified matrix
branching program BP’ that receives as input u||v; . ..v; and checks whether v; = h;(u) for
all 1 < i < t, where {h;}; are permutation hash functions; in that case, BP’ returns BP(u)
where BP is the original branching program; otherwise, it returns some non-zero value. As
explained in [FRS17], multiple branching programs can be evaluated in parallel with compos-
ite order multilinear maps. With the countermeasure from [GLW14] over CLT13 (see Section
B.3.3.1), each branching program is then evaluated modulo a product of 6 of the primes {g; },
instead of a single g; in [FRS17].

Itis easy to generate an input u||v; ... v such that BP(u) = 0 and v; = h;(u) foralll <i <t
except for some i = i*; in that case, only one of the ¢ + 1 parallel matrix branching program
will evaluate to a non-zero value. Our lattice attack from Section [3.3.5 can therefore recover
the secret plaintext ring ;" | Z/g;Z of CLT13, under the condition af < v. Alternatively,
assuming that multiple zero-test parameters are available, our extended attack applies under
the condition af = O(1?), as described at the end of Sectionm

We shall note however that in both cases, our attack against [FRS17] only limits itself to
the recovery of the secret plaintext ring of CLT13, and not all secret parameters of CLT13. We
leave the latter as an open problem.
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3.3.11 Appendix: Proof of Proposition
We provide a proof of Proposition based on Lemma3.3.2]

Leta = (aq,...,09,1) € Z9F1. We let C = 2°E=2F1 and consider the lattice A" of vectors
(Cz,y) € Z% x Z such that (z,y) is orthogonal to a modulo xg. Further, we let B = §2°r+2
and let £ C Z**! denote the lattice of vectors (Bu,v) € Z' x Z such that the vector (u,v) is
orthogonal to (w, 1) modulo xo. Let A be the lattice of vectors u € Z* such that (u,m;) = 0
(mod g¢;) for all 1 < i < 6. We denote by ug a shortest non-zero vector of A. We write
(ug, m;) = k;ig; with k; € Z. To ug we thus associate the vector ®(uy) = (Bug, — Zle kis; —
(uo, R)). From the definition of w and the congruence relations g;a; = s; (mod zg), we have
that (ug, — Zle k;isi—(uo, R)) is orthogonal to (w, 1) modulo z, and consequently, ®(uy) € L.

Letg = Hle gi- We shall now show that ®(u¢) has square norm upper satisfying

1e(uo)ll* < (¢+1)B?|lugl® < ¢+ 1)B?¢*/" . (3.31)
Indeed, we write [|®(uo)|* < B2|lug||* + (7_; [kisi| + [[uo|l||RII)*. From [lrii]| < v/¢2*, we
obtain 271 |k;| < |kilgi < |Juol|||m]] < V2 juo); i.e. |ki| < 2v/2||ug]| for all i. Combined with
|R|| < V|| R0 < VI2°R, this gives

0
> lkisil + lluollI BRIl < Veluoll - (272710 + 2°7) < VE|ug||(2 - 2°5710) = VEB] o
1=1

Therefore, | ®(uo)||? < B?|luo||*>+¢B?||ug||* = (£+1)B?|lug||*. Now, since ug has length A1 (A),
it follows from Minkowski’s Theorem that |[ug|| < v/¢g'/* where g = det(A), and the estimate
in (3.31)) easily follows.

Let #1 = (Buy,v1) be the first vector in a (3/4)-reduced basis of the lattice £, obtained
from LLL. By Equation (2.2), it satisfies ||1| < 2¢2||®(ug)|, that is, combined with (3.31),
|21 < 2¢/%2\/0(¢ +1)Bg'/¢. In particular, the following bounds hold:

lut|| < 272\/0(0+1) - g*/* (3.32)
loy| < 22B\/t(t+1) - g'/*¢ . (3.33)

For simplifying the notation, we put K := 2¢/2,/¢(¢ + 1)g*/*. Now, to the vector z; € L, we

associate, for C' as above, the vector p(x1) = (C(uy,my1),...,C{ut, mg), (ur, R) +v1) € AL,
As (Buy,v;) € £, it is a direct check that p(z1) € AL, with square norm at most

0
le@)l? < 6l Pllvial|* + (Juall|RY + v1).
=1

Using once more that ||m;|| < 2%V and || R|| < 2°®\/¢, and combining with Equation (3.32)
and Equation (3.33), we then obtain

lo(z)|> < C2K?-002% 4+ (KVI2°PR + KB)? < C?K? . 0022* + (2K V(B)?
K20(C*02** + 4B?%)
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so that, using C2602%* < B? = 160?2%°r, this gives
lo(x1)]] < 4V5-VE-0- K -2°7 (3.34)

Consider the vectors {g; : 1 <14 < #} C Z%+! defined by ¢; = (0,...0,Cg;,0,...,0, —s;) with
Cyg; at the ith position. These vectors are clearly linearly independent; moreover, from the
congruence relations g;a; = s; (mod zg) for 1 < i < § we deduce that for all ¢, (g;,a) = 0
(mod z¢); i.e. ¢; € At. Further, as |s;| < 2°R, their norm is upper bounded by ||¢;||> <
C%g? + 22Pr < C%g? + Cg? < 2C?g? because Cg; > 2°r~at1. 96=1 — 9¢r Consequently,

6 0
[T llaill < 2°72CO T ] g0 = 27/2Cg . (3.35)
i=1 i=1

Equation together with g < 229 imply (1-+1/¢) logy(g)+ (£+6) /24-1ogy (451 + 161) <
logs(20) — pr and, by raising to the power of 2, we obtain g'+1/¢ . 2¢/2. 20/2 . 4\/5\/T + 161 <
xo/2PE. This is equivalent to
1t ot/2 op C?o

g/t 2 .2R-4¢5\/£+1-9£<m. (3.36)
The left-hand side is lower bounded by ||¢(x1)| by Equation (3.34), and the right-hand side
is upper bounded by det(A*)/ [T°_, |||, by Equation together with det(At) = C%.
Therefore, Equation implies [|¢(x1)|| < Vol(AL)/ Hle ||\gi||- It now follows from Lemma
B.3.2that (1) is in the linear span generated by the vectors {g; : 1 < i < 6}. Since {g;}; are
distinct prime numbers and ged(s;,g;) = 1 for 1 < i < 6, we conclude that ¢(z;) is in the
sublattice generated by the vectors {¢; : 1 < ¢ < #}. Consequently, for all 1 < i < 6§, one has
(u1,m;) =0 (mod g;).

The rows {b; : 1 < j < £+ 1} of the matrix

B- 1g —wT
0 i)

form a Z-basis of £. Hence, by running LLL on this matrix with § = 3/4, we compute a vector
x1 of which the first ¢ entries, divided by B, produce a vector u = w; satisfying (u;,m;) =0
(mod g;) for all i. The algorithm terminates in polynomial time because LLL does. O



CHAPTER 4

The Hidden Lattice Problem

In this chapter, we consider the problem of revealing a small hidden lattice from the know-
ledge of a low-rank sublattice modulo a given sufficiently large integer — the Hidden Lattice
Problem.

A central motivation of study for this problem is the Hidden Subset Sum Problem, whose
hardness is essentially determined by that of the hidden lattice problem. We describe and
compare two algorithms for the hidden lattice problem: we first adapt the algorithm by
Nguyen and Stern for the hidden subset sum problem, based on orthogonal lattices, and
propose a new variant, which we explain to be related by duality in lattice theory. Following
heuristic, rigorous and practical analyses, we find that our new algorithm brings some ad-
vantages as well as a competitive alternative for algorithms for problems with cryptographic
interest, such as Approximate Common Divisor Problems, and the Hidden Subset Sum Prob-
lem. Finally, we study variations of the problem and highlight its relevance to cryptanalysis.

The content of this chapter is based on joint work with Gabor Wiese, and which has been
submitted.

4.1 Introduction

The Hidden Subset Sum Problem asks to reveal a set of binary vectors from a given linear
combination modulo a sufficiently large integer. At Crypto 1999, Nguyen and Stern have
proposed an algorithm for this problem, based on lattices, [NS99]]. Their solution crucially
relies on revealing, in the first place, the “small” lattice generated by the binary vectors: this
is the underlying Hidden Lattice Problem (HLP). The starting point of this work is to investigate
the HLP independently. For this article, we define “small” lattices as follows.

Definition 4.1.1. Let 0 < n < m be integers and let A C Z'™ be a lattice of rank n equipped with the
standard Euclidean norm. The size o (8) of a basis ‘B of A is defined to be

o(B) = [ 3 ol
vEDB

For a real number p > 1, we say that A is p-small if A possesses a basis B of size 0 (B) < p.

69
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Small lattices naturally occur in computational problems in number theory and crypto-
graphy. For A as in Definition[4.1.1} we let Ag (resp. Ag) be the Q@-span (resp. R-span) of A in
R™. The completion A of Ais Ag NZ™ = Ag N Z™ and we say that A is complete if A = A. As
is customary in many computational problems we also work modulo NV € Z and write v € A
(mod N) if there exists w € A such thatv —w € (NZ)™. If ' C Z™, then A’ C A (mod N)
shall mean v € A (mod N) for all v € A’. We then define the Hidden Lattice Problem as
follows.

Definition 4.1.2 (Hidden Lattice Problem (HLP)). Let 1 € R>q, integers 1 < r < n < mand
N € Z. Let L C Z™ be a p-small lattice of rank n. Further, let M C Z'™ be a lattice of rank r such
that M C £ (mod N).

The Hidden Lattice Problem (HLP) is the task to compute from the knowledge of n, N and a
basis of M, a basis of the completion of any p-small lattice A of rank n such that M C A (mod N).

Note that M is defined modulo N and we may thus view M C (Z/NZ)™. We analyse for
which values of 1 € R>1 a generic HLP can be expected to be solvable. Random choices of M
are likely to uniquely define the lattice £, thus A = £. We will see that £ is very often equal
to L: it is the hidden lattice to be uncovered (note that the completion makes the lattice only
smaller). Our definition is more general than the framework in [NS99] and deviates in two
ways: first, we do not require £ to possess a basis of binary vectors as in [NS99], but instead
control the size of £ by ;1. Also, instead of assuming a unique vector to be public (r = 1), we
assume a (basis of a) sublattice M of arbitrary rank r to be public.

4.2 OQOur contributions

Our principal aims are to describe algorithms for the HLP, analyse them theoretically, heur-
istically and practically, and give applications.

Algorithms for the HLP. We describe two algorithms for the HLP. First, we adapt the or-
thogonal lattice algorithm of Nguyen and Stern [NS99], based on the (public) lattice M-
of vectors orthogonal to M modulo N. It naturally contains the relatively small lattice £+,
which we can identify by lattice reduction, provided that the parameters satisfy certain con-
ditions. Our major contribution is to propose a new two-step alternative algorithm, based
on the (public) lattice My of vectors that lie in M modulo N. In this case, we first explain
how to recognize vectors lying directly in a relatively small sublattice of the completion of
the hidden lattice £ and compute them by lattice reduction. We explain that the second step
of our new algorithm can be designed to only perform linear algebra over finite fields, which
is generally very fast. Therefore, our second algorithm is often faster than the orthogonal
lattice algorithm. As we can directly compute short vectors in £ instead of £+ (which avoids
the computation of orthogonal complements), it is also conceptually easier than the ortho-
gonal lattice algorithm. We finally justify that both algorithms are related by duality. Using
celebrated transference results for the successive minima of dual lattices, we explain how to
bridge both algorithms theoretically. Throughout this paper, we refer to both algorithms as
Algorithm I and Algorithm II, respectively. In cryptanalysis, the orthogonal lattice has been
used extensively, since its introduction in [NS97]. Lattice duality has been used for example in
the context of the LWE Problem, see e.g. [Alb17]. We refer to Sectionfor a full description
of our algorithms.
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Analysis of our algorithms. We provide a heuristic analysis of our algorithms based on
the Gaussian Heuristic for “random lattices”. For Algorithm I, we follow the intuition of
[NS99]: short enough vectors u € M1~ (which we compute by lattice reduction) must lie in
L1, Since £+ has rank m — n, we expect to find m — n such vectors. For Algorithm II, we
derive an explicit lower bound on the norm of the vectors lying in My but outside £g, which
gives us a criterion for establishing an explicit parameter selection. In both cases, it turns out
that the HLP is solvable when the NV is sufficiently large with respect to p. Quantifying this
dependence theoretically and practically is a natural question. For example, both algorithms

r(m—n)

detect hidden lattices of size 4 = O(IN »m ) up to some terms which differ according to
the algorithm; in the balanced case m = 2n = 4r, this gives u = O(N'/*). To quantify the
difference between N and y in a compact formula, we propose a definition for an arithmetic
invariant attached to the HLP, which we justify to behave like an inverse-density, a handy and
well-studied invariant for knapsack-type problems (see e.g. [LO85, NS99]).

We next establish proven results, not conditioned on the Gaussian Heuristic. Such formal
statements are not included in [NS99]. For our proofs, we rely on a discrete counting tech-
nique. For a fixed p-small basis B of £ (sampled from some set of collections of vectors) and a
given integer N, we denote by H(B) a finite sample set of vectors constructed from B and N.
To an element of H{(*B), we naturally associate a HLP with hidden lattice £. On each of these
problems, we “run” either Algorithm I or Algorithm II, and “count” how often our algorithm
successfully computes a basis of £ by using LLL, [LLL82]. Our proven bounds asymptotically
confirm our heuristic prediction.

We have implemented our algorithms in SageMath [ST20]. Our practical results confirm
our theoretical findings quite accurately. Moreover, we see that both algorithms practically
perform equivalently well, which is heuristically understandable from the duality between
them. In some cases, Algorithm II outperforms Algorithm I: the second step of Algorithm II
is computationally simpler than for Algorithm I, leading to strongly improved running times.

At informal level, we can state the following simplified lower bounds (see Table for
log(NV) in our heuristic and proven analyses. In the proven case (for r = 1), the lower bound
stands for log(N¢e), where e € (0, 1) is fixed such that the success rate of the algorithms is 1 —«.
Here ¢ denotes the root Hermite factor depending on the chosen lattice reduction algorithm
(which is LLL in our proven analysis).

We refer to Section 4.5 and [4.6] for our theoretical analyses and to Section .9 for our prac-
tical experiments.

Variations and applications. Some variations of Def. are of interest to us. First, we
study the case where given vectors lie in a small lattice modulo N only up to unknown short
“noise” vectors; we call this the noisy hidden lattice problem (NHLP). We notice that we can
cancel the effect of the noise, by reducing the NHLP to a HLP with a “larger” (in the sense
of size and dimension) hidden lattice, and apply our previous algorithms without changes.
We also consider a decisional version (DHLP) of the hidden lattice problem, asking about the
existence of a p-small lattice £ containing M modulo N. This problem, although not asking
for the computation of £ lies at the heart of many cryptanalytic settings, and may thus be
of interest to cryptanalysts. We recognize that the existence of such £ strongly impacts the



72 CHAPTER 4. THE HIDDEN LATTICE PROBLEM

Algorithm Lower bound for log(N)
I =t log (1) + sty log (k) + 57 log(m —n)
Heuristic
I mnzn% log(b) + r(:nnﬁn) IOg(,U,) + 27“(7:17171) log (%)
I mnlog(t) + n(n + 1) log(u) + n(mg_n) log(2(m3_n)) +nlog(3y/n) +1
Proven
I mnlog(t) + n(n + 2)log(u) + nlog(3n?) + 1

Table 4.1: Lower bounds for log(V) as functions of n, m,r, u

geometry of M1~ (or My) and, consequently, our algorithms solve the decisional version
heuristically.

Finally, we describe applications of the HLP together with some improvements implied by
our Algorithm II. Our applications show that the HLP appears somewhat naturally in many
different frameworks. We mostly refer to the works [CP19]ICG20, ICN19a), (CNT10, BNNT11].
We refer to Sectiond.71and 4.8

4.3 Background and notation on lattices

4.3.1 Lattices

Throughout this section we fix a lattice A C Z™ of positive rank n. For more background, we
refer to Chapter[2]

Definition 4.3.1. For N € Z we define the N-orthogonal lattice of A by
AN ={veZ™ |VweA (mod N): (v,w)=0 (mod N)}
and the N-congruence lattice of A by
An={veZ™|veA (modN)}.
These only depend on A modulo N.

Note that AL0 = A+ is the usual orthogonal lattice, and Ag = A. Assume now N # 0.
The map AV — Homz(An, NZ) ~ N - Homz(An,Z) ~ N - (Ax)" sending w to (v — (v, w))
is an isomorphism. Moreover, for a basis matrix A € Z™*" of A, A1~ is precisely the kernel
of Z™ — (Z/NZ)",v — ATv, and thus has volume dividing N". Since the product of the
volumes of dual lattices is 1, we conclude that N~ divides Vol(Ay). If the Gram matrix
AT A of A is invertible over Z/NZ, then these inequalities are equalities, i.e. Vol(A+V¥) = N
and Vol(Ayx) = N™ ™.

Lemma 4.3.2. Let A be a lattice of positive rank n.
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(i) The completion of A satisfies (A+)1 = A.

(i) If N C A+ is a sublattice of the same rank as A+, then A = A'+.
(iii) (Hadamard's inequality) Vol(A) < [],cq |v]| < o(B)" for any basis B of A.
(iv) Vol(A+) = Vol(A) < Vol(A)

Proof. For (i) and (iv), see Section 2 and Corollary 2 in [NS97]. The inequality in (iv) follows
because A C A. Statement (ii) follows from (i) because A = (A+)+ C A’* are of the same rank
with A complete. The first inequality in (iii) is Hadamard’s Inequality (Proposition and
the last inequality in (iii) follows from the arithmetic-geometric mean inequality. O

4.3.2 Lattice reduction

We rely on lattice reduction. We refer to Chapter 2] for more details. We assume that given as
input a basis of a lattice A, a lattice reduction algorithm outputs a basis {b,}; of A with

6l < XA 1< i <,

as mentioned in Equation In practice, one uses LLL [LLL82] or BKZ [HPS11a) ICN12].
Throughout this chapter we mainly rely on the LLL algorithm (see Theorem in Section
to obtain proved upper bounds on the length of short vectors. For the complexity of lat-
tice reduction we make use of the formulae for the L2-algorithm and the heuristic complexity

for the BKZ algorithm (see Section [2.2.2)).

4.4 Algorithms for the HLP

We provide and compare two algorithms for the HLP. Our first algorithm follows the ortho-
gonal lattice algorithm proposed by Nguyen and Stern, [NS99]. We then propose a variant
based on the N-congruence lattice, which has some advantages over the first algorithm. We
justify that both algorithms are related via the duality (up to scalar) of the lattices in Defini-
tion[4.3.1} Finally, we present some practical observations for both algorithms.

Let us introduce some notation. For a basis B = {v1,...,v,} of £, consider the coordinate
isomorphism ¢y : L — Z", sending Y ., a;v; to (a1,...,a,) € Z". Let my be the natural
projection Z" — (Z/NZ)", and denote by ¢ v : L — (Z/NZ)" the composition mycg. We
now assume that £ is complete, thatis, £ = L. Then NL = LNNZ™, and thus we can extend
e N to Ly — (Z/NZ)", by setting cos v (€ + Nt) = ¢ n(¢) for every ¢ € £ and t € Z™. For
M C L (mod N), thatis, M C Ly, define

My =can(M) C (Z/NZ)",

the image of M under cg . For our algorithms, we consider the lattices (M)~ C Z" and
(Mg)n = 7' (Mp) C Z" of rank n, respectively.
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4.4.1 The orthogonal lattice algorithm for the HLP

We adapt the algorithm from [NS99] based on the orthogonal lattice. Given an instance of
the HLP with notation as in Definition we have L+ C M+ C M+~ In imprecise terms,
the smallness of £ implies the smallness of L. We argue below that in a sufficiently generic
case, the lattice M1~ contains a sublattice Ny of £+ of the same rank m — n. By Lemma
L = NIL is a solution to the given HLP. Under the assumption N; C L1 one has NIl =L,
and so a solution to the HLP. The orthogonal lattice algorithm is as follows; we refer to it as

Algorithm I.

Algorithm 7 Solve the HLP using the orthogonal lattice (Algorithm I)
Parameters: The HLP parameters n, m, r, u, N from Definition
Input: A valid input for the HLP: a basis of a lattice M C Z™ of rank r such that M C £
(mod N) where £ is a u-small lattice of rank n in Z™
Output: A basis of the lattice £ (under suitable parameter choice)
1: Compute a basis matrix B(M, N) of M1~
2: Run a lattice reduction algorithm on the basis B(M, N) to compute a reduced basis
Uy, ..., ug of MV, where ¢ = m — rif N = 0 and ¢ = m otherwise; order the vectors
{u;}; by increasing norm
3: Construct the lattice Ny = @;"," Zu;
4: Compute and return a basis of Ni- (see Section

Identifying £ by its smallness. The decisive point in this algorithm is that N is expected
to lie in £ due to the smallness of the latter for the following heuristic argumentation. A
more precise discussion follows below. Recall that £ is a “small” sublattice of M+~ of rank
m—n. One hence expects that lattice reduction algorithms identify m —n linearly independent
“short” vectors in M~. Indeed, in practice one sees a significant jump in the size of the basis
vectors after the first m — n vectors, i.e. Ny is the unique “small” sublattice of L+ of rank
m — n. In Section we will formulate the decisional hidden lattice problem (DHLP),
asking for the existence of £. This size jump is exactly what is detected by the algorithm for
the decisional version. Let us note that heuristically a “short” vector that is orthogonal to M
modulo N is genuinely orthogonal over Z. Consequently, if m — n’ > m — n “short” vectors
were found by the lattice reduction algorithm in the first step, then M would already lie in a
small lattice of rank n’ < n, which is heuristically not the case.

Proposition makes the smallness of £~ precise by giving a lower bound for vectors
lying outside £-. For a basis 9B of £, consider the coordinate morphism ¢y : Ly — (Z/NZ)"
sending a vector to its coordinates with respect to 8 modulo N. For M C £ (mod N), denote
by My := c(M) C (Z/NZ)" the image of M under cg. For B = {v1,...,v,}, we also define
the group homomorphism

Doy : My M%N s u = ((U,v4))i=1,.m - 4.1)

Indeed, by the linearity of the inner product, it is easy to see that for vectors u in the N-
orthogonal lattice of M , the vector ®g(u) lies in the N-orthogonal lattice of Mg. Note that
the kernel of ®y equals £+, and is hence independent of the choice of basis 8. Following
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[NS99], the idea is as follows: for short enough vectors in MY their image under ®g inside
M;N will not become significantly longer (since the vectors {v;}; generate a small basis); if
these vectors have Euclidean norm less than the first minimum of M%N , they must be zero in
M%N , and therefore u € L. More precisely, we have the following proposition.

Proposition 4.4.1. Ifu € MV \ £+, then |jul| > Al(MéN)/(\/ﬁ - ) for any basis B of L.

Proof. The kernel of ®g is L1 and is independent of the choice of 8. So, for u € MAN \ Lt
we have Al(MéN) < s (u)|| < /> [JulPlJvil? = |lullv/no(B) by the Cauchy-Schwarz
inequality. We conclude using o(B) < y, as £ is p-small. O

4.4.2 An alternative algorithm for the HLP

We describe a variant of Algorithm I based on the (public) lattice My for N # 0. For an
instance of the HLP as in Definition we have My C Ly. We argue below that in a
sufficiently generic case, the lattice My contains a sublattice Ny of L of rank n. Then Nyj; = £
solves the HLP. We summarize the algorithm as follows and refer to it as Algorithm II.

Algorithm 8 Solve the HLP using the congruence lattice (Algorithm II)

Parameters: The HLP parameters n,m, r, y, N from Definition
Input: A valid input for the HLP: a basis of a lattice M C Z™ of rank r such that M C £
(mod N) where £ is a u-small lattice of rank n in Z™
Output: A basis of the lattice £ (under suitable parameter choice)
1: Compute a basis matrix B'(M, N) of My
2: Run a lattice reduction algorithm on the basis B’(M, N) to compute a reduced basis
U1, ..., Uy of My; order the vectors {u; }; by increasing norm
3: Construct the lattice N1 = @, Zu;
4: Compute and return a basis of N (see Section

Identifying £ by its smallness. The key point of the algorithm is the existence of a some-
what small sublattice  C My of rank n. Its existence implies lattice reduction applied on
My to output n short vectors. To define (), we use the same notation as above. Let

Q:=Qu N =cy (Mp)v)NL=can ' (Mg)NL. (4.2)

Note that  ~ (M) via the isomorphism cg. The following lemma describes some prop-
erties of the lattice Q).

Lemma 4.4.2. (a) The lattice Q) is equal to My N L.
(b) The index (£ : Q) is a multiple of N™~", and equal to N"~" if Vol(Mg)ny) = N"™"

Proof. (a) To see that Q C My N £, it suffices to show that Q € My. For ¢ € @, we have by
definition, ¢ v (q) € My, s0 e, n(q) = ¢ n(x) for some € M. Therfore ey v(z —¢) = 0,
ie,qg€x+ NZ™ C My.

Toseethat My NL C Q,letl/ =x+ Nt e MynNnLwithf e £,z € Mand ¢t € Z™. This
gives c%’N(f) = C%,N(x) € My, s0/ € C%lN(MsB) NL=aQ.
(b) The isomorphism @ ~ (M) N implieé (L:Q)=(Z": (Mg)n) = Vol((Mwp)n), which is a
multiple of N"~". If Vol((Mg)n) = N"", then (£ : Q) = N"™". O
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The key point is the following general lemma (Lemma 4.4.3). When applied to A’ = £ C
Ly = A, it gives Proposition

Lemma 4.4.3. Let A C Z" be a lattice of rank m. Let A’ C A be a sublattice of rank 1 < n < m. For
every basis B’ of A" and every u € A with u ¢ Ay, we have

Vol(A)
HUE‘B’ o] - H?an Ai(A)

Proof. Since v € A and u ¢ Ay, A’ & Zu is a sublattice of A of rank n + 1. There are

[[ull =

linearly independent (ordered) vectors t1,...,t, € A with [|t;|| = A;(A) for all j. Since
{t;}; are linearly independent, we can choose m — n — 1 vectors ¢/, . .. ,t;n n_1 among {t;};
such that @ = A’ & (Zu) ® (D)L, tzv %) is a sublattice of A of finite index. In particular,

Vol(A) < Vol(). Since [ 72" ! [£5]] < HZ " 2 Ai(A), we obtain by Hadamard'’s Inequality
(Proposition [2.2.1)) that the volume of  is upper bounded by

(H Hv||> -l 'mﬁ_llltéll < (H IIUI) ull- ﬁ Ai(A)

veB’ Jj=1 veB’ 1=n-+2

Proposition 4.4.4. Let u € My \ Lq. Then we have

1 Vol(L N
luf > = - (En)

p" H;T;nJrQ Ai (MN)

Proof. By Lemma with A’ = £ C L = A we obtain together with Lemma (iii) that
ful| > (1/p™) - (Vol(£n)/ [Tt 2 Ai(£ 1)) and the claimed bound follows using the inclusion
My C L. O

As a consequence, short enough vectors in My, which we seek by lattice reduction, must
eventually lie in Lg, and as they are integral, also in £.

4.4.3 Relation between the algorithms

Algorithms I and II are related by the duality relations of M+~ and M. We refer to Section
for more generalities on dual lattices. We argue that it is equivalent to obtain short
vectors in both lattices My and M+, by relying on Banaszczyk’s Transference Theorem (see
Theorem [2.2.3).

Proposition 4.4.5. For every lattice M C Z™, the following hold:

(i) TIP3 A (VLN ) < /2 Yl00N) T 5 (M)

(i) 0y Ay (Vi) < /2 YU TTmom (Vi)
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Proof. (i) Minkowski’s Second Theorem (Theorem [2.2.2)) gives

= A/ ol (ML)
(M) < 4.3
1:[ N Hj =m—n+1 Aj (M N) ( )

and we find a lower bound for [, , . Xj(M*~). Theorem with A = M+~ and AV =
N=IMy gives A\j(MV) A, j41(My) € [N,mN] for all 1 < j < m. Taking the product over
j=m-—n+1,... myields

T o) H " (mN)"]
j=m—n+1 7=1
and we conclude with Equation (4.3). To establish (b), we proceed similarly. O

Therefore, an upper bound on the first m —n successive minima of M+~ implies an upper
bound on the first n successive minima of My, and vice-versa.

4.4.4 Practical discussion on Algorithm I and II

Algorithm I reveals £ by means of orthogonal lattices. On the other side, Algorithm Il is con-
ceptually easier than Algorithm I, in the sense that it recovers L much more directly. In fact,
as explained in Section Algorithm II solves a “hidden sublattice problem” in the first
place, by recovering the lattice Nj; C £. We now detail the different steps of the algorithms
with a practical focus.

Bases for M+~ and M. Given N and an input basis matrix for M, bases for MEN and My
are easily computed. For example, to compute a basis matrix for M~ given a basis matrix
M e 7™ for M, where the rows of M are a basis of M, one may proceed as follows: write
M = [M;|Ms] with My € Z"™™~" and My € Z"*". Let M and M/, be the reductions of M;
and M, modulo N. If M} € GL(r, Z/NZ), let M,~! be its inverse and put M := (— M ' M])T.
Then the rows of the block matrix

Loy M
B(M,N) = [OWH N LJ (4.4)

is a basis matrix for M~. This is the matrix B(M, N) computed in the first step of Algorithm
I (see Algorithm EI) Indeed, u € Z™ lies in M~ if and only if u is orthogonal modulo N to
the rows of M, i.e. Mu’ = 0,41 (mod N). Putting u = (u1,ug) € ZYX™" x Z*7, this gives
Myud' + Moul = 0,41 (mod N), or equivalently, My *Miul + ud = 0,x1 (mod N), which
over the integers reads as uj = Mul + N - 1,I for some {7 € Zz"*'. Thus u = (u1,uz) =

(u1,1) - B(M, N) is the image of (u1,!) under B(M, N).

A basis matrix for the lattice My for the first step of Algorithm II (see Algorithm [8) is
constructed similarly, or, one may directly use the duality: if B is a basis matrix for a lattice
A C Q™ of full rank m, then a basis matrix for AV is BY := (BT)~!, where the inverse is taken
over GL(m, Q). In view of the relation My = N(M*~)Y, a basis matrix B'(M, N) for My is
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therefore NAY, with A = B(M, N) as in Equation (4.4).

The first steps of Algorithm I and Algorithm II rely on running lattice reduction on these
basis matrices, respectively. Subsequently the lattices N1 and Nij are constructed from those
reduced bases as indicated.

The second steps of our algorithms differ more substantially. Algorithm I computes a
basis of the orthogonal complement (over Z) of Nj, while Algorithm II computes a basis of
the completion of Ni;. We detail these algorithms below.

Orthogonal of N;. In Algorithm I, once a basis for Ny is constructed, the second part com-
putes a basis for Ni-. This can be done using the LLL algorithm following [NS97, Theorem
4 and Algorithm 5]; also see [CSV18, Proposition 4.1]. Generally, for a lattice A € Z™ of
rank 0 < n < m with basis matrix B € Z"*™ (with basis vectors in rows), the technique
relies on LLL-reducing the rows of the matrix [Kp - BT | 1,,] € zm+n)xm for 3 well-chosen
sufficiently large constant K € N depending on B, and then, projecting the first m — n
vectors of the resulting reduced basis on their last m components. For the computation of
Ni, following [NS97, Algorithm 5], it suffices to choose the constant Ky = [2¢ [["" [lui/]
with / = (m — 1)/2 + n(n — 1)/4 and where U is a basis matrix of N1 with row vectors
{u; : 1 <i <m —n}, computed in the first part.

Completion of Ny;. Recall that the completion of A C Z™ is the lattice A = AgNZ™, which
is{v e Z™|dv e A, for some d € Z\ {0}}. In Algorithm II, once a basis for Nj; is constructed,
we compute a basis for Njj in the second part. One may compute Njj as (Nj5)+ by using LLL
twice, as in [NS97, Theorem 4 and Algorithm 5], and the output is then LLL-reduced.

We describe an alternative method, which in practice works well (see Section [.9). As
predicted by Lemma the index of @ in £ is N"" in most of the cases. In practical
experiments with a solvable hidden lattice problem, we observe that Nyy is exactly My N L =
Q, thus (£ : Nyp) = N"7". Therefore, more directly, we can complete Ny locally at primes p
dividing N. For a prime p, define the p-completion of A C Z" by

APT .= {v e Z™ | p*v € A, for some k € N} .

Let B € Z™ ™ be a basis matrix (with rows {b; };) of some lattice A C Z™ of rank n; assume
that p divides the index (A : A). We proceed as follows to compute a basis of AP”". Let B €
F7*"™ be reduction of B modulo p; let @ € F} be an element of ker(B), i.e. @B = 0 (mod p).
We represent a = («;); € Z" by choosing the entries of @ by their unique representatives
inZ N [—p/2,p/2). We may assume that one of the coefficients of & equals 1, say it is the ith
coefficient. Let x € Z™ such that B = px. Let A’ C Z™ be the lattice generated by B’ € Z"*™
where B’ is the matrix obtained from B after replacing the ith row of B by x; then A C A’
and Ag = Ag. By the choice of z, the rank of B’ over [, for every prime number ¢ # p,
does not decrease. We repeat this for every basis vector in the F,-kernel of B and update B’
accordingly.

In Section [4.9) we report that the second step for Algorithm II can, in general, be carried
out much more rapidly than the second step of Algorithm I. This also gives an improved total
running time for Algorithm II against Algorithm I.



4.5. HEURISTIC ANALYSIS OF THE ALGORITHMS 79

4.5 Heuristic analysis of the algorithms

We provide a heuristic analysis and comparison of Algorithms I and II for N > 0. For N < 0,
it suffices to replace N by — N throughout the analysis. We write log for the logarithm in base
2. Proposition[4.4.Tand are the keys in our analysis. We rely on the Gaussian Heuristic
(GH) for the successive minima for “random”E] lattices (see Section . Accordingly, we
heuristically approximate A;(A) by /7, - Vol(A)!/". Additionnally, we heuristically assume
all the minima to be approximately equal, that is,

Ae(A) ~ ,/% Vol(A)Y/"  1<k<n. (4.5)

Since £, L1, (Mg)1¥, (Mg)n (contrary to M~ and My) do not possess “small” sublattices,
it is reasonable to follow this heuristic for these lattices. As n — oo, we will use the approx-
imation v, &~ n/(2me).

4.5.1 Analysis of Algorithm I

Lattice reduction computes short vectors in ML~; let ui, ..., Um—_p be the first m — n vectors
in a basis of M~ output by a lattice reduction algorithm. Since M~ contains £+, one has
um—nl|l < t™Am—n(LL) for some ¢ > 1 depending on the lattice reduction algorithm. By
Proposition if
M (M)
Vnp

then u,,_,, € £ and since the vectors {u;}; are ordered by size, we obtain a sublattice N; =
D" Zu; of L+ of the same rank. The orthogonal complement Ni- is then the completion
of £, by Lemma

We rely on the Gaussian Heuristic to estimate \,,_,,(£+) and Ay (M;N ). Using Vol(£1) <
Vol(£) and Hadamard'’s Inequality from Lemma wehave A, (L) < \/(m —n)/(2me)-

A (L) < (4.6)

p (M=) Assuming Vol(M%N) = N", we obtain under (GH): Al(MgN) ~ \/n/(2me) - N"/™.
Putting the bounds together gives

m

N/ > ™ (m—n)Y2 . e 4.7)

There are more ways to read such an inequality: since our investigation is on the hidden
lattice, we could either bound y, the size of the small basis of the hidden lattice £, as a function
of the other parameters, or else, consider 1 as fixed and bound the modulus N in terms of the
remaining parameters. Following this latter approach, by taking logarithms, Equation (4.6)
imposes the following heuristic condition on the parameters:

mn mn n
log(N) > —1o + —log(t) + —1o - 4.8
g(N) =) g(w) + =~ log(t) + o~ log(m —n) (4.8)
Equation is a heuristic sufficient condition that the chosen lattice reduction algorithm
outputs m — n vectors ui, ..., unm_, € L*. Equation (&38) is a heuristic sufficient condition
that the chosen lattice reduction algorithm outputs m — n vectors u1, ..., upy—pn € L+,

Isee e.g. [Ajt06] for a precise setting; here we shall mean “generic” lattices, i.e. lattices with no extra assump-
tions, such as the existence of particularly small sublattices
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4.5.2 Analysis of Algorithm II

We present two alternative analyses: a “direct analysis” without relying on Proposition[4.4.4}
and one using Proposition [4.4.4]

Direct analysis

We run lattice reduction on My; let uq, . .., u,, be the first n vectors of a reduced basis of M.
The existence of the hidden lattice £ implies the existence of the sublattice @ = My N £ of
My (defined in Equation (.2))), which impacts the geometry of My in the following way:
the first n minima of M are heuristically of the same size than the first n minima of (), and
the remaining m — n minima are much larger. In particular, the first n minima of My are
expected to be significantly smaller than the quantity predicted by Equation (4.5):

/Tm . VOI(MN)I/m ~ /Tm . Nl—r/m 7

which would heuristically be a valid approximation if My were a “generic” lattice (i.e. without
the existence of @)). To measure this gap, we introduce a threshold constant § > 1. We heur-

istically expect to have uy, ..., u, € Lg under the condition
0 Jun < /Am - N (49)

Since My contains @, we have ||u, || < ™\, (Q) for some ¢ > 1 depending on the lattice reduc-
tion algorithm. We assume (£ : Q) = N"~" by Lemma[4.4.2](b). Then Vol(Q) = N"~"Vol(£).

Since [, Xi(Q) < %TLL/ *Vol(Q), this gives with Vol(£) < u", the approximation
[1X@ SN (4.10)

i=1

With the heuristic assumption that the successive minima of () are roughly of equal size, this
implies the heuristic upper bound

Ai(Q) S VAuNTTm 1 <i<n.

It follows that
un]| S &N (4.11)
Consequently, from Equation (£.9), we expect to have uy, ..., u, € Lqg as soon as

9, /T/n'uler/n < /Tlefr/m '
Taking logarithms, this gives the condition

mn m mn mn

log(N) > =) log(p) + o =) log (9 \/\/%) : (4.12)
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Analysis using Proposition

Following Proposition[4.4.4) we compute a heuristic upper bound for ||u,, || and a lower bound
for N7 /(" T Tt 0 Ai(Mn)), as Vol(Ly) > N7,

The heuristic upper bound for ||u,| is given by Equation (£.1I). To establish a heur-
istic lower bound for N™~"/(u" [[;Z,, 15 Ai(Mx)), we establish a heuristic upper bound for
[T~ 12 Xi(Mpy). By Minkowski’s Second Theorem,

[T »ow) < Ap2Nm=r/ T J(Mw)
i=n+1 =1

where we have assumed that Vol(My) = N7 (see Section , which is the generic case
and heuristically (almost) always true. The first n minima of My are heuristically equal to
the n minima of @), because @ is heuristically the only relatively small sublattice of My. We
can heuristically consider the upper bound provided in as a lower bound, too. Indeed,
since Vol(Q) < [T, Xi(Q) < +2V01(Q), Minkowski’s bound in is loose by a factor at
most /%, Note also that assuming equality in is compatible with Equation for
the lattice Q.
Therefore, we obtain [} ; A\;(Mny) = [ Mi(Q) = A2 " N™". This implies that

m m/sz—r ) n/2 ,,,m/2 Nm—n
H Ai(My) S meQ ~ (2me) 2m 3 = K(m,n,N,pu)=: K.
i=n+1 72/ UnNn=T (2me)™/2 pn/2

Since we expect the minima \;(My) for n + 1 < i < m to be roughly equal, we obtain
[T, o MMy) S K (m=n=1)/(m=n) ' Consequently, we derive the heuristic lower bound

Nm—n Nm—n
>
P T o MOVN) ™ e

which gives,

m—n—1

N S N nn/2 m—n 5 1
~ n : . e X
I, o (M) ™ s\ mm/2

Combined with Equation (4.11), Proposition says that if

m—n—1

N n/2 m—n o
AN < (n) Vore" " 1,

pm-n mm/2

then u,, € Lg (and thus £). Since {u;}; are ordered by size, N1 = @' | Zu; is a sublattice
of £ of rank n. Thus, the completion of Ni; is the completion of £. Simplifying and taking
logarithms, gives the asymptotic condition

log(N) > r(mmi?_ln) log(n) + @ log(e) + % log(n) (4.13)

n m' n(m —n)
— 1 — log(2
+2r o8 < n" > 2r og(2me)
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where we have used the mild approximation m —n —1 ~ m —n. Equation (4.13) is a heuristic
sufficient condition that the chosen lattice reduction algorithm outputs n vectors in LoNZ™ =
L.

In Section we will see that, asymptotically, the heuristic bounds for Algorithms I
and II perform very similarly.

4.5.3 Parameter comparison of Algorithms I and II

In light of Equations and (4.13) we deduce that log(N) > "~ log(u), and therefore

(m—n)
we heuristically expect both algorithms to detect p-small lattices of size  approximately

r(m—n)

p=O(N nm ), (4.14)

when 7, n, m are fixed and NN tends to infinity. Since » < n and m — n < m, the exponent is
strictly less than 1. For example, in the balanced case m = 2n = 4r, this gives 1 = O(N/4).
Further, we see that larger values of » make the hidden lattice problem easier (as is expected,
since more information is public) as it can be solved with a modulus of r times smaller bitsize.

We now turn to a more detailed comparison of Equation and Equation (£.12). For
fixed m,n,r, u, a sufficiently large value of N satisfies (4.8), resp. @#.12). When m,n,r are
considered as constants, then the right-hand sides of and differ only by a constant.

To study the value of N asymptotically as n — oo, we consider the rank r as constant,
and view m as a function of n. The term log(¢) is constant and relatively small; for example,
in practice one achieves a root Hermite factor ¢ approximately 1.021 for LLL, so log(¢) ~ 0.03
is of impact only in large dimensions. Table 4.2/ shows three cases: when m —n = O(1) is
bounded absolutely (independently of n), when m = O(n), and last, and when m = O(n’)
for ¢ > 1.

log(NV)
m Algorithm I Algorithm II
n+0(1) O(% log(u)) O(" max(log(y1), n))
O(n) O(2 max(log(),n)) | O(% max(log(), n))
O(nf), £ € Rx1 || O(% max(log(u),n")) | O(% max(log(y),n"))

Table 4.2: Asymptotic lower bounds for log(/V) as functions of n, r, p

When m — n = O(1), our algorithms heuristically require larger (asymptotically equal)
values of N. The last line of Table 4.2/ remains meaningful for / = 1 and recovers the case
m = O(n); we have separated both for better readability. Alternatively, we may rewrite (4.8)

and (4.13) as
Nr/n
A:=log | ——— | > Ai(n,m,1) (4.15)
pum/(m=n)

where A, (n,m,:) with * € {I,1I} (depending on whether the bound stands for Algorithm I



4.5. HEURISTIC ANALYSIS OF THE ALGORITHMS 83
or II) are the functions depending on n, m and ¢, defined by:

Ar(n,m,t) = mlog(t) + %log(m —n) (4.16)

2
An(n,m,t) = mﬁi - log(e) + mri - log <0\/\/%> (4.17)

We consider ¢ as a constant once the lattice reduction algorithm is chosen, and treat m =
m(n) as a function of n. Thus we just write A,(n) as function of n only. The number A is
regarded as an arithmetic invariant for the (geometric) hidden lattice problem, depending on
all the parameters of the problem.

Remark 4.5.1. In the language of knapsack-type problems, A~! can be regarded as a density
for the HLP. Namely, one commonly attributes a density to knapsack-type problems as a
measure of their hardness. For the classical “binary” subset sum problem [LO85], asking
to reveal x1,...,z, € {0,1} from a given sum a = ) " | a;x; with given aq,...,a, € Z,
the density is defined as n/log(max; ;). When the {z;}; are not binary, [NS05] argues that
this definition is not “complete” enough, and introduces the notion of “pseudo-density”, as
(3>, 22) - n/ log(max; «;), taking into account the weights {z;};. In [PZI1]], the authors study
higher-dimensional subset sums where k£ > 1 equations are given instead of only one; thereby
the density is generalized as (1/k) - n/log(max; o;). For the hidden subset sum problem
[NS99] (see also Section[2.2.3.T|of Chapter [2land £.8.2] of this chapter), asking to reveal vectors
T1,..., 2, € {0,1}" and weights o, . . ., o, from a given vector v = ) " | a;x; (mod N), the
density has been defined as n/log(XN), which, however, is independent of the dimension m.
In light of this discussion, we believe that the definition of A~! is a more complete definition
for a density of the HLP. In fact, for large enough m (say m — oo) together with » = 1, our
definition roughly recovers that of [NS99] since A~* — 1/log(N'/"/u) = n/log(N/u™),
as m — oo. Our bounds show that heuristically our algorithms are more likely to succeed for
larger values of A (i.e. larger gaps between N and p).

Proposition 4.5.2. (a) Let m = {n for £ > 1. Then A1(n) = O(n) and Ay (n) = O(n).
(b) Let m = n* for £ > 1. Then Ay(n) = O(n*) and Apr(n) = O(n).

The proof is immediate from growth comparisons in the formulae (4.16) and (4.17).

4.5.4 Complexity of lattice reduction

The computations of N1 and Ny are carried out by lattice reduction. We describe their com-
plexity by the LLL and BKZ algorithm. We see that the LLL reduction (L?-reduction) step in
Algorithm II is faster than in Algorithm [ when r > m/2.

When applying the L2-algorithm with naive integer multiplication in Algorithm I, it is run
on a basis of M~ given by the rows of the matrix B in Equation (4). The top right block M
in B has size (m —r) x r and entries of size at most N, so, every row in B has Euclidean norm
at most max((rN? 4+ 1)1/2 N) = (rN? + 1)!/2. This gives, as stated in Section Equation
2.3), a complexity O(mSlog((rN? 4 1)'/2) + m®log?((rN? + 1)'/2)) which approximately is

O(m®log(r'/2N) + m® log?(r'/2N)) ,
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for computing Ny by the LQ—aIgorithm. For Algorithm II, the Lz—algorithm is run on the basis
matrix NBY of My, with N - 1,,,_, in the top left corner. The rows have Euclidean norm
at most max(N, ((m — 7)N? + 1)/2) = ((m — r)N? + 1)!/2. This gives a time complexity
O(mSlog(((m — r)N? 4+ 1))/2 + m®log?(((m — r)N? + 1))'/?), which approximately is

O(m6 log((m — 7')1/2]\7) +md logQ((m — 7“)1/2N)) ,

for computing Ni; by the L2-algorithm. In particular, this complexity is lower than that for
computing Ny when r > m/2. In the common case that = 1, the computation of Nj is thus
faster than that of Ny;, which we confirm practically in Section

When the prime factorization of N is known and p denotes the smallest prime factor of
N, then the complexity can be reduced by replacing NV by p in the aforementioned formu-
lae, provided that log(p) satisfies the (heuristic) bounds and {@.12), respectively, and by
performing the first steps of the algorithms over Z/pZ instead of Z/NZ. Namely, in that case
M C £ (mod N) implies also M C £ (mod p), which in the first step of Algorithm I and II,
leads to consider the lattices M# and M, respectively.

When using BKZ lattice reduction, we rely on our heuristic analyses to obtain a lower
bound on the complexity for computing N; and Nj;. A root Hermite factor ¢ is achieved
within time at least 2°(1/1°2(*)) by using BKZ with block-size ©(1/log(+)) ([HPSI1al, see also
Section [2.2.2). For both algorithms, log(:) < ;= log(N) gives a heuristic time complexity

mn

20(mn/(rlog(N))) o compute Ny, resp. Ny, with BKZ.

4.6 Theoretical analysis by counting

In this section, we restrict to the most basic case of » = 1, i.e. the lattice M is generated
by a single vector, lying in a hidden p-small lattice £ modulo N. As we will see in Section
this is the case in many concrete applications of the hidden lattice problem. We obtain
two results (see Theorems and below) concerning the success rate of Algorithms
I and II, respectively, on a large class of hidden lattice problems, under a well-chosen set of
parameters. Our proof technique is a discrete counting argument. We then compare our
results with the heuristic analysis from Section

4.6.1 Notation and main results

We fix n,m € Z>o withm > nand p € R>;, N € Z-y. Let Q := Q(n,m, ) be the set
of collections B = {v;}; of n Z/NZ-linearly independent vectors in Z™ satisfying o(B) :=
(£37 l0i2)/2 < p. For B € Q, let £(B) be the p-small lattice generated by B; this is the
‘hidden lattice’. Consider the homomorphism

F% : (Z/NZ)” — (Z/NZ)m , a4 = (az)l — F%(a) = ZamN(vi) s

where 7y : Z"™ — (Z/NZ)™ is reduction modulo N. Let M(a) be the lattice ZFy(a) of rank
1 with generator Fig(a). By construction, M(a) € £(8) (mod N) defines a Hidden Lattice
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Problem, asking to compute a basis of £(*8) on input M(a) and N (and n). We identify Fig(a)
with this problem and our sample space for the hidden lattice problems is

H(B) = {Fp(a)|a € (Z/NZ)"} .

Clearly, #H(B) = N". For ¢ € (1/4,1], denote by H;1(B) C H(B) (resp. Hs 1 (B) C H(B)),
the subset of J{(8) for which Algorithm I (resp. Algorithm II) succeeds by using 6-LLL in the
first step. We shall prove the following results, where Corollary [4.6.3]is a direct consequence
of the theorems.

Theorem 4.6.1. Let p € R>y and m > n > 3and N > 0 be integers. Let 6 € (1/4,1), ¢ =
(6§ —1/4) Y and e € (0,1) such that

log(Ne) > % log(c) +n(n + 1) log(w) (4.18)

+”(mQ_”) log((2/3)(m — n)) + nlog(3v/n) + 1
For every B € Q, at least (1 — )#H(B) of the hidden lattice problems from H(B) are solvable by
Algorithm I with 6-LLL; i.e.
#35,1(B)
#H(B)
Theorem 4.6.2. Let 1 € R>yand m > n > 2and N > 0 be integers. Let § € (1/4,1), ¢ =
(6§ —1/4) Y and e € (0,1) such that

>1—c.

log(Ne) > % log(c) + n(n + 2)log(u) (4.19)
+nlog(3n?) + 1

For every B € Q, at least (1 — )# I (*B) of the hidden lattice problems constructed from H(*B) are
solvable by Algorithm 11 with §-LLL; i.e.
#Hsnu(B) S1_e.
#H(B)

Corollary 4.6.3. Let m > n > 3. Forevery 6 € (1/4,1) and ¢ € (0,1), there exist positive
real numbers N = Ng () and Nj; = N, () depending on n,m, u, 8, ¢, such that for all
integers N > min(NIT, NITI) and all B € Q, at least (1 — €)#IH(*B) of the hidden lattice problems
from 3 (B) are solvable (by Algorithm 1 if min(NIJr , NITI) = NIJr and Algorithm 11 otherwise) using
0-LLL.

4.6.2 Proof of Theorem m

Fix integenﬂm >n >3, N >0and p € R>. Itis enough to show that under the assumption
in Equation (£.I8), we can compute a sublattice Ni of £(8)~+ of rank m — n. A basis for the
orthogonal complement of N1 then gives a basis of £(B). To prove Theorem[4.6.1|we proceed
in three steps, described in subsequent subsections. Given a € (Z/NZ)", we establish a lower
bound for \;((Za)*~) (see Step 1) and then an upper bound for ||u,,_,| where {u;}; is a
§-LLL reduced basis of (ZFy(a))~ (see Step 2) We conclude the proof by combining with

Proposition (see Step 3).
2the condition n > 3 is used for Lemmam
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4.6.2.1 Step1l

For alower bound for \; ((Za)* "), we use a counting argument. Foran element ¢ = (t1,...,t,)
of 2", let ged(t, N) := ged(ty, ..., tn, N).

Lemma 4.6.4. For every non-zero vector t € Z™ with d = ged(t, N), one has
#{a € (Z/NZ)" | {a,t) =0 (mod N)} =dN""!.

Proof. If d = 1, then the set in the statement is the kernel of the surjective (as ged(t, N) = 1)
homomorphism ¢; : (Z/NZ)* — Z/NZ,a ~ (a,t) with #ker(p;) = N*7L If d > 1, let
t' = (1/d)t. Then (a,t) = 0 (mod N) if and only if (a,t') = 0 (mod N/d), and we represent
a as a; + (N/d)ay with ay € (Z/(N/d)Z)" and ay € (Z/dZ)". The number of such a with
{a1,t') =0 (mod N/d)is (N/d)"~!.d". O

For R > 0, let B,,(R) be the n-dimensional closed ball of radius R centered at the origin
and let S,,(R) = #{xz € Z" | ||z|| < R} the number of integral points in B,,(R). We rely on the
simple upper bound S, (R) < 2R+ 1)" < BR)"if R > 1.

Lemma 4.6.5. For e € (0, 1), let k. := k.(n, N) = £(55)V/" N/ Then

S #Ha € @D | M (Za)) > k) 21—

Proof. For R > 0,leta,(R) = N~ -#{a € (Z/NZ)" | \1((Za)*") < R}; we prove o, (k.) < e.
Without loss of generality, we let 1 < R < N as the vectors {Ne;}; (for the canonical basis
{e;}i) of norm N lie in (Za)'¥~, and so a,(R) = 1 for R > N. Then N"a,(R) = #{a €
(Z/Nz)" |3t € B,(0,R)NZ™"\{0}, (a,t) =0 (mod N)} is upper bounded by )", #{a | (a,t) =
0 (mod N)}, which we write as

> ( Y #{al(an=0 (modN)}) (4.20)

d|N,d#N \t,ged(t,N)=d

where ¢ runs over B, (0, R)NZ"\ {0}. Note that in the outer sum we omitd = N as ||t|| < R <
N and therefore every entry of ¢ is less than N. We estimate the number of terms in the inner
sum for a given divisor d of N. By dividing every entry of ¢ by d we have #{t € 2" \ {0} :
It] < R,ged(t,N) =d} < S,(0,R/d) < 3"(R/d)",if R > d. Otherwise, the same bound still
holds, because we we count non-zero points. Using Lemma one has #{a | (a,t) =0
(mod N)} = dN™1 for vectors t with ged(¢, N) = d. Finally, the sum in Equation [£.20) is at
most

3" Z(R/d)r%danl) _ gananlzdlfn
d d
< 3anNn—1 Z d—2
d>1
—_ 3anNn71ﬂ_2/6 ,
because n > 3. Hence o, (R) < 3"R"n?/(6N). Choosing R to be equal to R. := £(6Ne/n?)1/"
gives ay, (R:) < €. In conclusion, letting k. = min(V, R.) = R., gives the result. O
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4.6.2.2 Step2

To (B,a) € Q x (Z/NZ)", we associate the vector Fiz(a), which we identify with an HLP. The
first step of Algorithm I computes a reduced basis of (M(a))*~. For § € (1/4, 1], we consider

a d-LLL reduced basis {ug%’a’a)}i of M(a)~. We establish an upper bound for ||u (B.a 6) ||, by
Minkowski’s Second Theorem and a counting argument similar to Step 1. Using L(%)L -

(M(a))*~, 6-LLL (Theorem [2.2.5) outputs vectors {ug%’a’é)}i such that
a5 < A (6(B)) (4.21)

where ¢ = (§ — 1/4)~!. We obtain an upper bound for \,,_,(£(%8)*) by Minkowski’s Second
Theorem (Theorem [2.2.2):

Am—n(£(B)1) < [T ML(®)H) < ((2/3)(m — )™ /2Vol(L(B)F) (4.22)

which gives A, (£(B)1) < ((2/3)(m — n))m=™/27, since Vol (£(B)+) < Vol(L(B)) < u™
(Lemma4.3.2). This gives

a2 < etm =02 ((2/3)(m — ) 2y (4.23)

for every a € (Z/NZ)".

4.6.2.3 Step 3: Proof of Theorem

Let B € Qand ¢ € (0,1). We continue to use the notation k. introduced above. Equation
(4.18) implies that log(N¢) is strictly larger than

n(m2_1) log(c) + n(n + 1) log(u) + n(mz_n) log((2/3)(m — n)) + nlog(3v/n) + log(w*/6) ;

and it is a direct computation to see that this is equivalent to

D2 ((2/3) (m = n)) TRt < ke (V) (4.24)

By Lemma k. < M\1((Za)tn) for at least (1 — &) N™ choices of a € (Z/NZ)". By Equation
@23), m=D/2((2/3)(m — n))m=™/2,™ is an upper bound for 0229 || where {u(% @0,
is a 0-LLL reduced basis of M(a) v for every a. Hence, for at least (1 — ) N™ choices of
a € (Z/NZ)", Equation (4.24) implies a2 | < A ((Za)2V) ) (V). Propositiongives

ug%’a’é) € L(B)* forall 1 < i < m — n. This terminates the proof.

4.6.3 Proof of Theorem m

Fix integers m >n > 3, N > 0 and ;1 € R>;. It is enough to show that under the assumption
in (4.19), we can compute a sublattice Ny of £(*B) of rank n. A basis for Nir then gives a basis
of £L(*B). To prove Theorem we again proceed in three steps, similarly to the proof of
Thm. Given a € (Z/NZ)", we first establish an upper bound for ||u, ||, where {u;}; is a
0-LLL reduced basis of M(a) . We conclude the proof using Proposition
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4.6.3.1 Step1l

Foragivena € (Z/NZ)", we consider a -LLL reduced basis {ug%’a’d) }i of M(a). Note that by
construction (M(a)p )y = (Za)n. The lattice Q(a) = M(a)y N L(B) is defmed as in Section

(see Lemma i The following lemma gives an upper bound for ||u B.a.0) || for almost
alla € (Z/NZ)"

Lemma 4.6.6. For ¢ € (0,1), let £, := {.(n, N) = 3n(x?/(6¢))/" N1/ Then
~n Hla€(Z/NZ)" | [ulB <O < VP2 > 1 -

Proof. Leta € (Z/NZ)". As Q(a) C M(a)y, we have

lug® | < ™ D2N(Q(a)) - (4.25)
The lattice Q(a) contains the n “short” vectors ¢; = c%}N(x(l)), sy n = cg}N(x(")) with

||| = \;((Za)y) for 1 < j < n. With B = {v1,...,v,}, we can write, for every 1 < j < n,

g =y 1x£ )v with 20) = (x} () ...,x%j)) € (Za)n. Therefore, forall1 < j <mn,

llasll < Z 2o < Z/\ (Za)n)|lvill < An( Z Jlvill* - (4.26)

This implies, since ‘B is y-small,

Aa(Q(a) < max [lgjl] < An((Za)w)nw’ . (4.27)
Theorem applied with A = (Za)y and AV = N~1(Za)1~ implies that
niN
<——.
An((Za)n) < M ((Za)tv)

By Lemma M((Za)tV) > k. = L(6e/a2)/"NY" for at least (1 — ) N™ choices of a €
(Z/NZ)". Therefore, \,((Za)y) < nN/k. = 3n(n?/(6¢))/"N'=1/m = ¢_ for at least (1 — &) N"
choices of a € (Z/NZ)". The bound for Hu (B-a.0) H then follows by combining Equations (4.25)

and (4.27). O

4.6.3.2 Step2
We now compute a lower bound for the right-hand side of the formula in Proposition
for every a € (Z/NZ)". We clearly have:
1 Vol(L(B)n) 1 Nmn
1 T e AOH@)N) = T e (@)

) (4.28)
Since NZ™ C M(a)n, we have \j(M(a)n) < N for every 1 < i < m. Thereby

| \/

H)\ <Nmn1
i=n+2

which in Equation (4.28) gives, for every a € (Z/NZ)™:

1 Vol&(B)y) N

4.29
pr T e M(M(a)n) — p (4.29)
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4.6.3.3 Proof of Theoremm
Let B € Qand ¢ € (0, 1). The assumption in Equation (4.19) implies that

(m—1)
2

log(Ne) > n log(c) + n(n + 2)log(u) + nlog(3n?) + log(7%/6) ,

which by a direct computation is equivalent to

N
Am=D2n20, < — (4.30)
o
where /. = 3n(n%/(6¢))/"N'=1/" is as in Lemma By Lemma[4.6.6] the left-hand side
is an upper bound for Huﬁl%’a’é) || for at least (1 — &) N™ of the choices of a, where {ug%,a,a)}i is

a 0-LLL reduced basis of M(a)y. By Equation (4.29) the right-hand side is a lower bound for

% . H?;\ﬁ(fk(fﬁé\(]c)t)w)’ for every a € (Z/NZ)"™. Hence, for at least (1 —¢)N" of a € (Z/NZ)",

Equation (4.19) and Proposition give ug%,a,a) € L(*B) forall 1 < i < n. This terminates
the proof.

4.6.4 Comparison

We first compare Theorem with Theorem Table 4.3] summarizes the asymptotic
lower bounds for log(N). It appears that Algorithm II achieves slightly better asymptotic
bounds.

log(N)
m Algorithm I (Thm. 4.6.1 Algorithm II (Thm. 4.6.2
n+0(1) O(n? log()) O(n? log())
O(n) O(n? max(log (1), log(n))) O(n? log(11))
O(n*),f € Rs1 || O(n?max(log(u), n"~log(n))) O(n? max(log(u), n~1))

Table 4.3: Asymptotic lower bounds for log(/N) as functions of n, ;1

We compare Theorem and Theorem [4.6.2) with the heuristic estimates in Section [4.5]
(with 7 = 1). The terms in log(c) are to be compared with those in log(¢) in the heuristic
analysis. As our proofs build upon non-tight upper bounds (e.g. Minkowski bounds, or the
number of integral points in spheres), our proven formulae are expectedly weaker. The main
difference between our heuristic and theoretical lower bounds for log(N) occurs in the term
containing log (). In the case of Algorithm I, this difference comes from our upper bound for
the last minimum of £+ by Minkowski’s Second Theorem in Equation (:22). In the case of
Algorithm II, this difference comes from our upper bound for [[;", . , Ai(M(a)x) in Equation
(4.29).

Remark 4.6.7. Using our theoretical bounds, we can derive proven estimates depending on
e, for the invariant A, defined in Equation [4.15]
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4.7 Variations of the HLP

In this section, we consider variations of the hidden lattice problem from Definition[4.1.2] We
first consider the problem with noise, as is customarily done in several applications. Next,
we consider a decisional version.

4.7.1 HLP with noise

We can consider a noisy version of the HLP as follows.

Definition 4.7.1. Let ji,p € R, integers 1 < r < n < mand N. Let L C Z™ be a pu-small
lattice of rank n and {w;};—1 ., be linearly independent vectors in Z™ such that there exist linearly
independent vectors {x;}j—1.. , in Z" satisfying w; —x; € L (mod N)and ||z;|| < p forall j. The
Noisy Hidden Lattice Problem (NHLP) is the task to compute from the knowledge of n, N and the
vectors {w; };, a basis of the completion of any lattice A satisfying the properties of L.

We solve the NHLP by reducing it in the first place to a HLP. Let X be the rank-r lattice
generated by X = {x;},; let B be a p-small basis of £. We assume that £L N X = {0}, so that
L @ X has rank n+r. Further, by assumption, £ & X hassize o (BUX) < o(B)+0(X) < pu+p
and contains {w; }; modulo V. Therefore, the vectors {wj } ; are an instance of a hidden lattice
problem with hidden lattice £ & X.

We first treat the special case when p is larger than yi.. The application of either Algorithm
I or Algorithm II to {w, } ;, reveals a reduced basis of £ @ X if the parameters are suitable. If p
is larger than (i, then one can distinguish, in a reduced basis of £ @ X, the vectors belonging
to £ from those belonging to X.

We now consider the general case and work without the assumption p > 1, in which
case, we do not expect a significant gap between vectors of £ and vectors of X in a reduced
basis of £ @ X, and consequently, cannot directly identify vectors in £’. We will overcome
this identification problem via an embedding in larger dimension and the resolution of a sys-
tem of linear equations. More precisely, let L' € Z™*" be the lattice embedded in Z™*" as
(£,0), that is, the set of vectors (v,0) € £ x {0}". For 1 < j <, letw) = (wj,e;) € Z™*"
and 2, = (zj,¢e;) € Z™*", where e; € Z" is the jth standard unit vector; let M' C Z™*" be
the rank-r lattice generated by {w/};, and X' C Z™*" be the rank-r lattice generated by {z’}.
Clearly, M/ C £'®@X’ (mod N),and £'@® X' is a small hidden lattice of rank n+r in dimension
m+r. We proceed as follows to compute £. Let 7 : Z™*" — Z" be the projection onto the last
r coordinates. We will distinguish between vectors in £ and X by the fact that for every v € £’
itholds m(v) = 0,and X' N {v € Z™*" : 7(v) = 0} = {0}. We therefore recover (basis) vectors
v of £ from vectors in £’ by solving a system of linear equations, imposing that 7(v) = 0.

Practically, let B be a reduced basis matrix of £’ @& X/, writtenas B = [V/|U] € Z(+7)x(m+7),
where V € Z("t")*m and U € Z("*")*", and computed by either Algorithm I or Algorithm II,
on input M. By our analyses in Section we expect to compute such B successfully under
the heuristic conditions and (4.12), with, essentially, n replaced by n + r, m replaced by
m 4+ r and p replaced by i + p. We next compute the left-kernel of U, that is, K € z"*("+7)
such that KU = 0,,,. This implies KB = [K'V|0,,,]. Heuristically, the rows in KB must be
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vectors in £/, as the last r components are zero. Therefore, the rows of KV are heuristically
a basis for £. Namely, we heuristically expect to uniquely recover £/, as it is unlikely in the
“generic” case, that there exists a small lattice A # £ of rank n in Z™ such that A & X contains
M modulo N.

Algorithm 9 Solve the NHLP in general

Parameters: The HLP parameters n,m, r, j1, p, N from Definition 4.7.]]

Input: A valid input for the NHLP

Output: A basis of the lattice £ (under suitable parameter choice)

(1) Run Algorithm I or Algorithm IT on the lattice M" C Z"™*" generated by {w'};; write the
output basis vectors into the rows of a matrix B € Z("+7)x(m+7)

(2) Write B = [V|U] with V € Z("+")*™m and U € Z(*+7)*". Compute K € Z"*("+") such that
KU = Opxy

(3) Return the basis given by the rows of KV

4.7.2 Decisional HLP

We propose the following decisional version of the HLP.

Definition 4.7.2. Let ;1 € R>y, integers 1 <r < mand N € Z. Let M C Z™ be a lattice of rank r.
The Decisional Hidden Lattice Problem (DHLP) is the task to decide from the knowledge of j1, N
and a basis of M, whether there exists a ji-small lattice L C Z™ of rank 1 < n < m such that M C £
(mod N).

The rank of £ is not given as input, and our algorithm is able to detect it. Note that when £
exists, then there exist many small lattices of lower ranks (e.g. the sublattices of £). Therefore,
we would like £ to be of maximal rank.

4.7.2.1 A geometric approach

To solve the DHLP for M, we consider the successive minima of M~ (or M) and show that
the existence of a small lattice £ impacts the geometry of M-~ (or My). In particular, we show
that we can solve the DHLP via recognizing significant gaps in short bases of M-~ (or My).
Lattices with gaps in their successive minima and their impact on known cryptosystems are
for example studied in [LWXZ11].

Lemma 4.7.3. For every lattice A C Z™ of rank m and every sublattice A’ C A of rank 0 < m’ < m,
one has

[T M(A) e Vol(A)

T Ay~ ™ Vol(A)?

Proof. The quotient can be written as [[,—; M\e(A)/( 21:/1 Ax(A))2. Since vectors {z}r in A
with ||z || = A\g(A) forevery 1 < k < m form a sublattice of A of rank m, onehas [} ; Ax(A) >
Vol(A). The denominator is upper bounded by ( 7,;”:/1 Ai(A"))? as A’ is a sublattice of A. Fi-
nally, Minkowski’s Second Theorem (Theorem entails the claimed bound. O
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Corollary 4.7.4. Let M C Z™ be a lattice of rank r and let N > 0 be an integer. Assume that
Vol(M1¥) = N”. If there exists a pu-small lattice L C Z™ of rank n such that M C £ (mod N)) then

HZL:m—n—i-l )‘k(MLN) > 7—(m—n) N"

[ W) - e

Proof. Lemma with A = MY~ and A’ = £+ of rank m — n gives the lower bound
Yol (ML) /Vol(£1)? on the considered ratio. We conclude using Vol(M1¥) = N7,

’ym—n

and Vol(£1) < Vol(£) < ", by Lemma[d.3.2] O

(4.31)

We observe that this ratio grows as N gets larger. A similar lower bound can be obtained
for a similar ratio of successive minima of My by either using Lemma with N=NpCZL
or invoking Banaszczyk’s Theorem (Theorem [2.2.3). Since Ny has rank n, the gap is visible
between the nth minimum and the (n + 1)th minimum.

Non-HLP instances. We compare with lattices M not lying in a p-small lattice £ modulo N
(we call this a Non-HLP instance). Expectedly, this is the case for random lattices M, when
1 basis vectors are uniformly chosen from (Z/NZ)™. We rely on the Gaussian Heuristic
to estimate the ratio of successive minima considered in Corollary Assuming all the
minima to be balanced, they are approximately equal to \/m/(2we) N™/™, if Vol(M1V) = N™
(as assumed in Corollary , which is likely for a random choice of M. Therefore, for any
1<n<m-1

HZLm_nH A (M) > ( m/(27T€)Nﬁ)n = \/WQn_mNT(QZZm) (4.32)
[Te5" Me(MEY) & (/m/(2me) Nom ym—n 2me :

For m = 2n, this approximation is 1, and much larger if 2n > m. In particular, we observe
that (4.32) is in general much smaller than (4.31)), as can be seen when choosing m > 2n and
relatively small values of .

4.7.2.2 Heuristic Algorithm for DHLP

Since we cannot compute the successive minima efficiently, the ratio in Corollary [4.7.4]is not
practical. Instead, we approximate the minima by the norms of the vectors in an LLL-reduced
basis. Using the proven bounds for LLL (Theorem[2.2.5), it is immediate to establish a similar
lower bound for the ratio

o H;fn:m—n—s—l HukH

TIR= Ml

where {u;}), is an LLL-reduced basis of M*~. Such a lower bound gives a necessary con-
dition for the existence of a p-small lattice £ such that M C £ (mod N). Equation (4.31)
shows an explicit dependence on n, the rank of £. Since n is unknown, one first detects m —n
(the rank of £1) by computing the successive ratios {g,,_¢(M*¥)}, defined by g,,, (M) =
[Tt lluwll/ 17 lugl for € = 1,...,m — 1 and {uy} a reduced basis of M1~; one has
g (MAN) > go(MAN) > ... > g 1(MAV). One then identifies the smallest index m — £
such that g, ¢, (M*1¥) is significantly larger than g,, (M) for all £ < /y. In that case,
we expect the existence of a hidden small lattice of rank n = ¢y. Again, this is easily adap-
ted for Algorithm II when considering My instead of M-~. Although this approach only

Im—n (MLN> :
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solves DHLP in one direction, we heuristically expect the converse to be true: if these gaps
are sufficiently large, then there exists a small lattice £ containing M modulo N.

4.8 Applications and Impacts on Cryptographic Problems

In this section we address applications of the hidden lattice problem in cryptography and
discuss the impact of our algorithms. In the literature, these problems are typically solved by
means of Algorithm I. Our Algorithm II provides a competitive alternative for solving these
problems.

4.8.1 CRT-Approximate Common Divisor Problem

We first consider the CRT-ACD Problem from Definition[2.2.7/and the two-step algorithm by
Coron and Pereira [CP19] which we have recalled in Section[2.2.3.2] (see Algorithm [I)). Recall
that [CP19] works when #8 = O(n). Following [CNW20al], we will in Chapter E] describe
an improved algorithm (see Algorithm when #8 = O(y/n) only. This improvement is
mainly obtained by modifying the second step of the algorithm from [CP19]. However, both
these algorithms essentially agree on their first step, which is based, as we explain below, on
solving a hidden lattice problem with r = 1. Therefore the presentation in the current section

affects both algorithms (Algorithm [I]and Algorithm [I2).

HLP and the CRT-ACD problem. As recalled in Section the first step of the al-
gorithm in [CP19] works as follows. Let N = []""_; p; be the public integer which is to factor,
and consider 8§ = {x1,...,2,,y} and z = (z1,...,2,) € 8", with #8 = n + 1. Then, the
vector b = (x,y - ) € Z*" is public, and by the Chinese Remainder Theorem, letting z = z("
(mod p;) and y =y (mod p;) for all 1 < i < n, one has
b= Zci(x(i), y Dz =; Zcib(i) (mod N),

i=1

i=1

for some integers cy,...,c,. If the vectors {z(?}; are R-linearly independent, then so are
the vectors {b(V}; and generate a 2n-dimensional lattice £ of rank n. Importantly, by Defin-
ition {b(®)}; are reasonably short vectors with entries bounded by 2%?, approximately.
The basis {b()}; of £ has size p := o({bD};) = (n=' o0, [bD2)Y2 S V2n - 2%, ie. pu =
O(n'/22?r). Since the basis {b()}; of £ is secret,and b € £ (mod N), we view the vector b (or
rather, the rank-one lattice M = Zb) as an instance of a HLP of rank » = 1, with hidden lat-
tice £ of size O(n'/2227). Based on this observation, Algorithmuses the orthogonal lattice
attack to compute a basis of the completion of £, and succeeds when 7 is sufficiently larger
than p (i.e. when N is sufficiently larger than p). The first step is to run lattice reduction on
M-~ Upon recovery of a basis of £, the authors proceed with an “algebraic attack” based
on computing the eigenvalues of a well-chosen (public) matrix and then revealing the prime
numbers {p; }; by a gcd-computation, as discussed in Section[2.2.3.2}

4.8.2 The Hidden Subset Sum Problem

Our second application concerns the hidden subset sum problem, stated in Definition [2.2.6]
following [NS99]], and also considered in [CG20].
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HLP and the Hidden Subset Sum Problem. Consider an instance of the hidden subset
sum problem, that is, a public vector v € Z™ and an integer N such that v = > | as;
(mod N), where the vectors {z;}; have binary entries. In [NS99], Nguyen and Stern propose
an algorithm in two steps. The first step actually relies on solving a hidden lattice problem
with 7 = 1: namely, the lattice

L= EnB Zx;
i=1

is p-small with pp = o({z;};) < /m, and v € £ (mod N). Nguyen and Stern therefore
compute in the first place a basis of £, by the orthogonal lattice algorithm (Algorithm I).
The second step reveals {z;}; and {«;}; from such a basis. Recently, Coron and Gini [CG20]
argued that, due to the need of running BKZ with an increasingly large block-size to com-
pute a short lattice basis, the second step of the algorithm in [NS99] has exponential (in n)
complexity, and is therefore practical only in low dimension. Moreover, [CG20] gives an al-
ternative second step, based on solving a system of multivariate equations, which works in
polynomial-time, at the cost of having a larger dimension m = O(n?). The first step, i.e. the
resolution of the associated HLP, remains unchanged and is solved by Algorithm I in [CG20].
In dimension m = O(n?), lattice reduction in the first step becomes unpractical. Therefore
the authors employ a technique to compute £ when m is a lot larger than n (see [CG20), Sec-
tion 4.1, Section 5]), based on computing a reduced basis for (Zv)1~ C Z™ by parallelizing
lattice reduction over several components of v, of smaller dimension, say 2n. The idea is to
reduce the HLP givenby M C £ (mod N) in dimension m, to multiple HLP’s 7;(M) C 7;(£)
(mod N), where {r;}; are projections Z™ — Z™ onto block-components, where m’ < n
(e.g. when m = O(n?), one can let m’ = O(n) and O(n) projections {;};). One then solves
the HLP’s 7;(M) C 7;(£) (mod N) for every j (this can be done in parallel) and reconstructs
a full basis of £. We note that it is immediate to adapt this method to our Algorithm II.

In [NS99, ICG20], the density for the hidden subset sum problem is defined as n/log(N),
as analogy to the density for the classical subset sum problem [LO85] (we refer to Remark
for a deeper discussion on the density). By giving a heuristic lower bound for log(N),
Coron and Gini justify that the orthogonal lattice attack solves the hidden lattice problem in
the first step with density O(1/n), when m = 2n.

Our Algorithm II can in turn be used to solve the HLP in the first step of the algorithms
of [NS99, [CG20]. Note that when m = 2n (and p = O(y/n)), the density is heuristically at
most O(1/n) and proven O(1/(nlog(y/n))) according to our Table This gives a factor 2
improvement compared to [CG20].

4.8.3 More applications related to Cryptography
Cryptanalysis of CLT13 with independent slots

In Chapter 3, we have studied the security of CLT13 Multilinear Maps [CLT13] when in-
stantiated with independent slots, and proposed an improved attack compared to [GLW14].
In fact, this cryptanalysis (see Chapter (3, Section can be interpreted as an example
of our NHLP from Definition We refer to Chapter [B] for full details. The expression
w= Y0 s + R (mod x) considered in Equation (3.14), where w is a zero-tested vector
encoding, {«;}; are certain unknown integers, {m;}; C 7" are short vectors describing the
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non-zero components of the plaintexts, and R is an unknown “noise” vector of small Euc-
lidean norm, exactly translates into a hidden lattice problem with noise vector R and r = 1.
Namely, w — R € £ := @le Zm; (mod x), and the basis {m;}; of £ consists of short vec-
tors (compared to (), making £ a small lattice. Similarly, Equation (3.22) corresponds to an
instance of the NHLP with r = d. As noticed in Chapter 3 the integers {«;}; carry a particu-
lar structure, which makes our attack actually work more directly than what is presented in
Section Namely, by relying on the first step of Algorithm I for the NHLP (Algorithm
@), we have revealed a basis of the lattice A C Z¢ of vectors orthogonal to {m;}; modulo the
prime numbers {g; }; defining the plaintext space. One may therefore rather view A as hid-
den a lattice, instead of £. Upon the computation of a basis of A, our cryptanalysis proceeds
by computing the (secret) volume Hle gi of A.

Fault attacks on RSA Signatures

In [CNT10], Coron et al. describe a cryptanalysis on a signature scheme based on RSA, based
on an attack similar to [NS98]]. In [BNNTT1], a very similar attack is described against RSA-
CRT signatures. Following the notation in [CNT10, Section 3], by considering ¢ faulty sig-
natures together with a public modulus N = pq (as in RSA), one derives an equation of the
form a; + x; + cy; = 0 (mod p) for 1 < i < ¢, where {a;}; are known integers, {x;}:, {yi}i, c
are unknown. Letting a = (a;);, we derive that a € £ (mod p), where £ is the rank-2 lattice
Zx & Zy generated by = = (z;); and y = (y;); in Z%. If {z;}; and {y;}; are sufficiently small,
then £ is a suitably small lattice, describing a HLP of rank 2 in dimension ¢. The authors fol-
low Algorithm I to compute a basis {2’,3'} of £. Upon recovery of 2/, v/, the attack proceeds
by simple linear algebra and a gcd computation to reveal p.

In this case, the hidden lattice has rank only 2. Therefore Algorithm II is much more
direct in the second step. While / is not very large in [CNT10, BNNT11], we note that, in
general, computing the completion of the rank-2 lattice Ny, is much faster than computing
the orthogonal complement of the rank-(¢ — 2) lattice Nj, as in [CNTT10, BNNTT1].

4.9 Practical aspects of our algorithms

We provide practical results for the HLP obtained in SageMath [ST20]. Our experiments are
done on a standard 3.3 GHz Intel Core i7 processor. The source code is available in [NW21].
For a € Z>, let p(a) denote the smallest prime number larger than 2°.

Instance generation. We generate random instances of the HLP and test Algorithms I and
IT (Algorithm [7]and Algorithm [8). Given fixed integers r,n,m, N as in Definition we
uniformly at random generate a basis B for a hidden lattice £, where the absolute values of
the entries of each vector are bounded by some positive integer «, i.e. every vector has infinity
norm at most a. We let y1 := o(*8), and by construction, £ is p-small. To generate a lattice
M C £ (mod N) of rank r, we generate r random (uniformly) linear combinations modulo
N of the basis vectors in B. For large n, m, i, the lattice £ is likely to be complete.

Running Times. In Table{4.6/we compare the running times for our algorithms. Here N =
p(a) where a is indicated in the column “log(N)”. For Algorithm I, “Step 1” runs LLL on M1~
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and computes Nj; “Step 2” computes Ni- following Section For Algorithm II, “Step 1”
runs LLL on My and computes the generating set of Ny, while “Step 2” computes Ny;. For

the latter, we compute J\THN ; namely, in these cases we have (£ : N1) = N™~". For this step,
we compare the running time with Magma [BCP97], which seems to perform the finite field
linear algebra much faster. The total running times for Algorithm II are therefore very com-
petitive and constitute a major strength of Algorithm I against Algorithm I. Our observation
from Section [4.4.4]is confirmed: the running time for Algorithm II is largely reduced for lar-
ger values of r (e.g. > m/2). In these cases, the running time for Algorithm II outperforms
Algorithm L.

Modulus size for Algorithms I and II. We fix n, m and and bound ||v||« for basis vectors v
of £ by some . We observe that for both algorithms there is a critical value N'T such that in 100
random instances of the HLP, the algorithm always succeeds (i.e. always outputs a basis of £)
for N a bit larger than NT, never succeeds for N a bit smaller than NT and partially succeeds
in between. We denote these values by NIT and NITI for Algorithms I and II, respectively, as in
Corollary

For example, for n = 35, m = 52 and a = 29, we find that for Algorithm [ with » = 1,
we must have N > N = 21260 and for » = 2 we must have N > N = 2632, Note that
N2T ~ N;r /2, as predicted by Equation (4.8). Similarly, we run the extended Algorithm I for
NHLP (Algorithm Section with r = 1 and a noise vector = such that ||z|| < p = 27.
We observe N > N := 21525 > N]. We refer to Figure4.1/and compare with Corollary

In Table @ we fix m,r and p and find, for increasing values of n, the smallest value for
log(V) such that a randomly generated HLP with parameters n, m,r, 1, N is solvable by our
algorithms. We compare the practical values of N with the heuristic values derived in Section
The columns “theoretical” stand for the lower bounds in {4.8), resp. (4.12), according to
the algorithm. Practically, we observe that the condition in Equation is already satisfied
for # = 1, thus we may neglect the last term in Equation (4.12), which becomes negative.
We run LLL, so we set log(¢) = 0.03. We study two series (Series 1 and 2) according to m, r.
Conjecturally, we see that the practical bound for log(N) is the same for both algorithms; this
is to be expected from the duality relation (see Section [4.4.2). An interesting question is to
find a theoretical optimal bound for log(N) fitting best with the practical behaviour of our
algorithms.

Output quality of basis. In random generations, £ is complete with high probability, and
we compare 4 to the size of the basis output by Algorithms I and II. We observe that our
algorithms compute much smaller (LLL-reduced) bases of £, and in fact sometimes recover
the basis uniquely (up to sign). In particular, they sometimes solve the stronger version of
Definition that of computing a p-small basis instead of any. Table [4.4]is obtained for
m = 2n = 4r for increasing values of m; note that in this case y is approximately N'/4, as
predicted theoretically by Equation (4.14).

Decisional HLP. We test the decisional version of the HLP of Section[4.7.2l Tabled.5shows
different values for g,,, _,(M**) if M lies in a y-small lattice £ modulo N (HLP instance), and
if M is randomly sampled (random instance). For the latter, we compare with the heuristic
bound and report this value in the column “heuristic”. We fix n = 25 and consider
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Figure 4.1: Success rate of Algorithm I as a function of NV for HLP and NHLP
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Size of output basis
m | log(N) | log(p) || AlgorithmI | Algorithm II
76 175 42.335 42.335 42.335
160 325 77.874 79.927 79.814
320 80 13.36 18.132 18.182

Table 4.4: Sizes of output bases for Algorithms I and II

increasing values of r < 35.

97

Overall, we conclude that our practical experiments confirm the theoretical aspects stud-

ied in Section 4.7

4.10 Appendix: Solving the HLP in large dimensions

Consider an instance of a hidden lattice problem M C £ (mod N), where the dimension m
is large. The computation of N; and Njj in the first step of our algorithms relies on lattice
reduction, which in such large dimensions quickly becomes unpractical. Following the idea
of [CG20), Section 4.1] in the context of the hidden subset sum problem, we describe a better

HLP instance random instance
r | m | log(N) 1 G- VMEN) | g (M) heuristic
1] 45 350 581.73 3.52-10%! 2.74 - 102 5.73 - 1012
5 1 70 100 580.11 7.65 - 10%° 3.39-107°% | 7.4.107%°
10 | 50 100 2037.15 | 2.95-10'%8 1.27 1
20 | 80 85 2949.66 | 6.06-103% | 3.16-1071°1 | 4.09 . 10180

Table 4.5: Gaps in LLL-reduced bases of M1~
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Running Time

Algorithm I Algorithm II
r n | m | log(N) Step 1 Step 2 Step 1 Step 2 (Sage) | Step 2 (Magma)
60 | 150 | 200 140 7min 13 s 1 min 20 s 10min 2 s 3min4s 0.37s
110 | 150 | 200 90 6 min 20 s 1min 29s 4 min 1min33s 0.24s
175 | 180 | 200 140 6 min 56 s 1min24s 1 min 39 s 20s 0.19s
80 | 100 | 300 75 3 min 51 s 30min 17s | 22min 51 s 30s 0.12s
150 | 200 | 300 75 145min29s | 22min23s | 116 min 14 s 6 min 19 s 0.56 s
75 | 150 | 400 80 75min16s | 326 min44s | 414 min 51 s 5min 13 s 0.61s
235 | 275 | 400 80 527min43s | 117min2s | 304 min10s | 15 min 39 s 0.95s

Table 4.6: Running times for Algorithms I and II; the entries of a small basis of £ are bounded
by 2'°, which gives log(x) =~ 13 in all instances

log(NV')
Algorithm I Algorithm II
n heuristic | practice | heuristic | practice

10 52 41 46 41

20 113 92 103 92

Series 1 40 282 241 274 241
(m =100,r =5) | 80 1486 1384 1643 1384
90 3240 3075 3695 3075

50 57 48 54 48

Series 2 100 139 121 143 121

(m = 250,r = 30) | 160 327 296 381 296
200 676 629 857 629

Table 4.7: Minimal values for log(/N) as a function of the other parameters; the entries of a
small basis of £ lie in (—2'%,21%) N Z, which gives log(x) &~ 18 in all instances
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algorithm for computing N; and Nij, based on parallel lattice reductions over several lower-
dimensional lattices.

Assume for simplicity of exposition that m = n® with a > 2, i.e. m is at least quadratic
in n. In such large dimensions, lattice reduction quickly becomes unpractical. Moreover, the
size of N is required to be large, as can be seen from our heuristic analysis in Section
The method described below allows to run lattice reduction in dimension O(n), in parallel
on several bases; this is much faster in practice.

Let b,¢ € Z>; such that m = n® = (b+ 1)¢n, thatis, b = n® 1/ — 1. Let M € Z"™<™
be a basis matrix for M, with basis vectors written in rows. We write M = [My|M;]| ... |My]
with M; € 27" for 1 < j < b. Then M C £ (mod N) gives m;(M) C 7;(£) (mod N)
where 7; : 2™ — 7% sends (ay,...,am) to (a1, ...,am, Ajent1, - - > A(j+1)en), the first block-
component of length ¢n of (ai,...,an) followed by the jth block-component of length /n
of (ai,...,am). The latter is a hidden lattice problem in dimension m’ = 2¢n, linear in n.
By running either Algorithm I or II in parallel on the basis matrices [My|M;] € Z"*" of
7;(M), we obtain (under a suitable choice of parameters) bases V; := [Cy ;|C;] € Z™*" of
the hidden (completed) lattices 7;(£) for 1 < j < b. By this dimension-lowering, those lattice
reductions eventually work for an even smaller modulus N, as would originally be needed
when performing lattice reduction directly with m = n®. So to make the bases {V}}; all start
by Cp,1 in the first block, one base changes {Cj ;}; to {Co,1}, assuming that {Cy ;}; have full
rank n. By standard linear algebra, one computes matrices {Q;} such that Q;Cy ; = Cy 1 for
all 1 < j < b. This giVGS bases V1 = [0071|Cl] and Vj, = Q]V] = [QjCQﬂQjCj] = [C(),l‘QjCj].
Finally, a basis of £ is given by combining the projected block-components back into the full
dimension m, as follows:

[Coi | C1|Q2Cs| ... | QpCo) € Z™™ .

This algorithm requires applying lattice reduction b = n®~!/¢ — 1 times, which can be per-
formed in parallel.

Remark 4.10.1. The exposition above is a little bit more general than [CG20], where the au-
thors require a dimension roughly m = n? (i.e. a = 2) and fix ¢ = 1, so that lattice reduction is
performed in dimension 2n. By the above, this is generalized to higher values of r (the rank of
the public lattice M), higher dimensions m (m > n?), and controlled by a varying parameter
¢. The utility of ¢ is to lower the value of b, the number of parallel computations. Namely,
when the dimension m is much bigger, a larger value of ¢ compensates the growth of b. As
mentioned, this technique straightforwardly also applies to Algorithm II. An implementation
is provided in [NW21].
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CHAPTER B

Simultaneous Diagonalization of Incomplete Matrices

In this chapter, we consider the problem of recovering the entries of diagonal matrices {U, },
fora =1,...,t from multiple “incomplete” samples {W, },, of the form

Wa = PU.Q ,

where P and (@) are unknown matrices of low rank. We devise practical algorithms and ex-
plicit parameters for this problem depending on the ranks of P and @ and ¢, the number of
input samples. We justify that this problem finds its motivation in cryptanalysis: we show
how to significantly improve previous algorithms for solving the approximate common di-
visor problem based on the Chinese Remainder Theorem and the Cheon et al. attack against
the CLT13 cryptographic multilinear map scheme. Our improvement lies in reducing the in-
put size while maintaining the same output size.

The content of this chapter is based on joint work [CNW?20al] with Jean-Sébastien Coron
and Gabor Wiese, which has been published in the proceedings of Fourteenth Algorithmic
Number Theory Symposium 2020. We closely follow the exposition of [CNW?20al].

5.1 Introduction

In this chapter, we consider the following computational problem from linear algebra.

Definition 5.1.1 (Problems A,B,C,D). Let n > 2,¢t > 2and 2 < p,q < n be integers. Let
{Uqs : 1 < a < t} be diagonal matrices in Q"*™. Let {W, : 1 < a < t} be matrices in QP*?
and Wy € QP*? such that Wy has full rank and there exist matrices P € QP*"™ of full rank p and
Q € Q™9 of full rank q, such that Wo = P - Q and W, = P - U, - Q for 1 < a < t. We distinguish
the following cases:

(A) p=nand g=n (B) p=nand ¢<n

(C) p<nand g=n (D) p<nand q=0p

In each of the four cases, the problem states as follows:

(1) Given the matrices {W, : 0 < a < t}, compute {(u1,,...,u;) : 1 < i < n}, where for
1<a<t ugn,...,uqn € Q are the diagonal entries of matrices {U, : 1 < a <t} as above.

(2) Determine whether the solution is unique.

101
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Motivation from Cryptanalysis. As already mentioned in Section Definition
mainly finds it roots in cryptanalysis. For example, this problem arises naturally when trying
to lower the number of encodings in the attack of Cheon et al. [CHL"15] against the CLT13
Scheme [CLT13]. In fact, we argue that the attack by Cheon et al. corresponds to solving
Problem A. Lowering the number of encodings then gives rise to Problem C or D, for which
we shall design algorithms.

5.2 Our Contributions

We describe efficient algorithms for Problems C and D of Definition and show how
to minimize the parameters p and ¢ with respect to n. We further rely on our algorithms
to improve on two concrete applications with interest in cryptography. We believe that our
algorithms are of independent interest and hope that more applications are to be found. More
concretely, our contributions can be summarized as follows.

Algorithms for Problems C and D. Our first contribution is to propose practical algorithms
for both Problems C and D. Our approach to solve Problem C is to use the invertibility of the
matrix ¢ and write

W, = PU,Q = PQQ™'U.Q = Wy Z,

with Z, = Q~'U,Q, for every 1 < a < t. As Wy is notinvertible, we cannot recover Z, directly.
However we interpret this as a system of linear equations to solve for the matrices { Z, },. This
system is, in general, underdetermined and does not yield the matrices { Z, }, uniquely. How-
ever, exploiting the special feature that { Z, }, commute among each other leads to additional
linear equations. This enables to recover {7, }, uniquely, and simultaneous diagonalization
eventually yields the diagonal entries of {U, },. We then determine exact bounds on the para-
meters to ensure that the system have at least as many linear equations as variables, and we
obtain that p and ¢ can be set as O(y/n). Our algorithm is heuristic only, but performs well in
practice.

We next provide an algorithm for Problem D, where we can clearly no longer invert the
matrix (). In rather imprecise words, we therefore reduce Problem D to Problem C by “aug-
menting” the matrix () with extra columns so that it becomes invertible, and preserving the
solution to Problem D. Upon making this augmentation process, we can then use our al-
gorithm for Problem C to solve Problem D, and we show that p can be close to 2n/3. We refer
to Section 5.4 and Section 5.5/ for a complete description of our algorithms and provide the
results of practical experiments in Section

Improved algorithm for the CRT-approximate common divisor problem. Our second con-
tribution consists in improving the two-step algorithm by [CP19] for the multiprime approx-
imate common divisor problem based on Chinese Remainders, introduced in Deﬁnitionm
Namely, we remark that [CP19] relies on solving a certain instance of Problem A. By solving
an appropriate instance of Problem C instead, we obtain a quadratic improvement in the num-
ber of input samples. More precisely, letting n be the number of secret primes in the public
modulus N, we can factor N completely given only O(y/n) input samples, whereas [CP19]
uses O(n) samples. We therefore achieve complete factorization of the public modulus N
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while limiting the input size drastically. We confirm our results with practical experiments
in Section 5.71

Improved cryptanalysis of CLT13 Multilinear Maps. Our third contribution in this chapter
is an improvement of the cryptanalysis of Cheon et al. [CHL"15] against the CLT13 multi-
linear map, when fewer encodings are available to the attacker. Namely, the attack of Cheon
et al., recalled in Section relies on solving some instance of Problem A. By solving
instances of Problems C or D instead, we can lower the number of public encodings required
for the cryptanalysis. Specifically, for a composite modulus zy of n prime numbers, we ob-
tain improved algorithms using only O(y/n) encodings of zero, compared to n in [CHL™15].
Further, we also limit the number of total encodings to roughly 4n/3, compared to 2n + 2
required in [CHL"15]. We confirm our results with practical experiments in Section 5.7}

5.3 Preliminary Remarks about Problems A, B,C, D

We shall first make some important considerations about Definition

(i) Let {W,}, be as in Definition m € &, be a permutation with associated mat-
rix Ar € {0,1}"*" and D any invertible diagonal n x n matrix. Then P’ = PDA, and
Q' = A;1D71Q satisfy Wy = P'Q" and W, = P'U.Q’ forall 1 < a < t, where U, = A;'U, A
is obtained from U, by permuting its diagonal entries via w. Thus, P’,{U/}, and Q' satisfy
the same problem. For this reason, we only ask to recover the set {(u1,...,ut;) : 1 <i <n}

in Definition 5.1.11

(ii) If t = 1 in Problem C, then the problem is not solvable because its solution is not
unique. Namely, we write Wi = WyZ;, where Z; = Q'U1Q is diagonalizable with eigen-
values the diagonal entries of U;. But also, for every v € ker(W;) one has

Wy = Wo(Zl -+ UUJ?)

for some w1 € Q". Now, Z; and Z; + vwlT likely have different eigenvalues which means that
the solution is not unique.

(iii) There are cases when the problem is clearly not solvable for p < n. For example, if
P = [1,]0,(n—p)] then for all a the matrix PU, only involves the first p diagonal entries of U,
and the information on the remaining n — p is lost. These cases will not occur for “generic”
or “random” instances of the problem.

(iv) We call a matrix Wy = PQ as in Definition a “special input”. If such a matrix
is not available as input, but instead, only matrices {W,}, of the form PU,() are available,
then one can recover ratios of diagonal entries of {U, },, if t > 3. Namely, defining P' = PU;
and assuming that U is invertible, one obtains that W := P'Q = Wj and for 2 < a < ¢,
W! .= P'(U,U1)Q = W,. Running the algorithm on input {W/ : 0 < a < t — 1} therefore
reveals the tuples of diagonal entries of the matrices U,U; Lfor1 < a <t—1. We will use
this approach in Section [5.6.2.1] to improve the cryptanalysis of the CLT13 multilinear map.
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(v) For simplicity, we have stated Definition over Q. More generally, we can consider
matrices over any field K with exact linear algebra (e.g. solving linear systems, diagonalizing
matrices, etc.). Our algorithms in the forthcoming sections of this chapter still apply to that
case.

5.4 An Algorithm for Problem C

We describe an algorithm to solve Problem C of Definition[5.1.1} The main idea is to reduce
the problem to a certain auxiliary problem for commuting matrices. Finally, based on our
algorithm, we propose minimal parameters for the rank p of P, and the number ¢ of input
matrices. These parameters will turn useful for important improvements for our applications

Section

5.4.1 Description of our algorithm

Consider integers n,t > 2 and 2 < p < n and an instance of Problem C. We aim at computing
the set {(u1,4,...,us;) : 1 < i < n} corresponding to diagonal matrices {U,},. We remark
that it is enough to solve the following auxiliary problem, that we shall refer to Problem C’.
Proposition[5.4.2]below shows that it is sufficient to solve Problem C’ in order to solve Problem
C.

Definition 5.4.1 (Problem C'). Let integers n,t > 2 and 2 < p < n. Given
e amatrix V € QP*" of rank p and a basis matrix E € Q"*("~P) of ker(V),
e aset of matrices {Y, : 1 <a <t} C Q™"

compute matrices {X, : 1 < a <t} C Q=P)X1 sych that the matrices Y, + EX,forl1 <a<t
commute with each other.

Proposition 5.4.2. Let {W, : 0 < a < t} as in Problem C. Let E € Q"> ("=P) be g basis matrix of
the kernel of Wo. Let W, be a right-inversd'|of Wo. Define V.= Wy and Y, = Wy W, for 1 < a < t.
Assume that Problem C' is uniquely solvable for the input matrices V, E and {Y, : 1 < a < t}.

Then Problem C is uniquely solvable for the input matrices {W, : 0 < a < t}. Moreover, the
matrix @) in the assumption of Problem C is unique up to multiplication by a permutation matrix
and an invertible diagonal matrix if at least one of the matrices {U, }, has pairwise distinct diagonal
entries.

Proof. Write Wy = PQ and W, = PU,(Q as in Problem C. For every 1 < a < t, we write
W, = (PQ)(Q™'U.Q) = WyZ,, where Z, := Q'U,Q. The matrices {Z, : 1 < a < t}
commute and are simultaneously diagonalizable. For every 1 < a < ¢, the matrix Z, can
be written as Z, = Y, + FX, for some matrix X, € Q™ P)*" gince WY, = W,. Since the
matrices { Z,, }, commute, V, E and {Y, }, define a valid input for Problem C’. By assumption,
we can compute the matrices {X,}, by solving Problem C’ and these are unique. From the
knowledge of the matrices {X,},, we compute Z, = Y, + EX, for 1 < a < t. Then these

'If Wy (of full rank p) is defined over the complex numbers, one can take W,;" = Wi (WoWg) ™" where W{ is
the conjugate transpose of Wy, and Wi = W{ over the real numbers.
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matrices are also unique. Thus the set of tuples of eigenvalues {(u;,...,u;) : 1 <i<n}is
unique and can be computed by simultaneous diagonalization.

For the last part of the statement, assume that we have matrices P’, @', diagonal matrices
{U!},, which are necessarily of the form U, = A~'U, A for a permutation matrix 4, such that
Wy = P'Q'and W) = P'U! Q' for every a. By uniqueness of the matrices { Z, },, we must have

Zo=Q 'W.Q=Q U, Q =Q AT U,AQ , 1<a<t

or, equivalently U, (QQ'1A™1) = (QQ''A 1)U, for 1 < a < t. Consequently, the matrix
D := QQ'~'A~! commutes with the matrices {U, }, and so is diagonal itself, as one of {U, },
has pairwise distinct entries. This gives () = DAQ’ and terminates the proof. O

Solving Problem C'.  Let us now explain how we compute a solution to Problem C’ of Defin-
ition Consider matrices V, E, {Y,}, as in Problem C’. We want to compute matrices
{Xa}a such that the matrices Z, = Y, + EX, commute for all 1 < a < ¢, that is, the Jacobi
bracket [Z,, Zy) = ZoZy — ZyZ, is the zero matrix for all a < b. Using Z, = Y, + EX,, this is
equivalent to

0=YeYy —YpYo+ E - Sep + Yo EXy — Y EX, (5.1)

where Sy == XYy + XoEXy — XpY, — Xp EX,. Left multiplication by V' and the identity
VE = 0 thenimply VY,Y, — VY)Y, + VY, EX, — VY, EX, = 0, which is equivalent to

Agp=VVEX, -~ VY,EX, , 1<a<b<t, (5.2)

where Ay, := VY, Y, — VY)Y, is completely explicit in terms of the input matrices. Equation
describes a system of linear equations over Q in the variables given by the entries of the
matrices X, and Xj. Since A, has size p x n, this leads to a system of np linear equations in
the 2(n — p)n variables given by the entries of X, and X;. Writing Equation for every
pair (a,b) with 1 < a < b < ¢, that is, writing out every commutativity relation between pairs
of matrices Z, and Z;), we obtain a system of ¢(¢ — 1)/2np linear equations and ¢(n — p)n
variables given by the entries of the matrices {X, : 1 < a < t}. From what precedes and by
Proposition[5.4.2, we hence deduce the following result.

Proposition 5.4.3. A unique solution to Problem C is implied by the existence of a unique solution to
the explicit system of linear equations given in Equation (5.2), which is a system of 3t(t — 1)np linear
equations in t(n — p)n variables. There are at least as many equations as variables as soon as

2

> —. 5.3
“t+1 (53)

SRS

Since there is no obvious linear dependence in the equations of the system, we heuristic-
ally expect, in the generic case, to find a unique solution {X, : 1 < a < ¢} under Condition
(5.3). This solves Problem C’, and therefore Problem C.

Algorithm for Problem C. We summarize our algorithm for Problem C as follows and will
refer to it as Algorithm Ag for the rest of this chapter.
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Algorithm 10 Algorithm for Problem C (Algorithm Ac)

Parameters: Integers2 <p <nandt > 2

Input: A valid input for Problem C as in Definition [5.1.1]

Output: “Success” or “Fail”; in case of “Success”, also output a solution. “Success” means
uniqueness of the solution; “Fail” means that no solution was found.

1: Compute a basis matrix E of ker (W)

2: Define W," = W (WoW{I)~!

3: for (a,b) with1 <a <b<tdo

4:  Compute the matrix Ay, := WGWJ Wy, — WbWJr W,

5: end for

6: Solve the system of linear equations described in Equation (5.2)
7. if the solution to the system of equations is not unique then
8:  Return “Fail” and break

9: else

10:  Denote by {X, : 1 < a < t} the unique solution

11: end if

12: for1 <a <tdo

13:  Compute Z, := WOJrWa + EX,

14: end for

—_
6}

: Perform simultaneous diagonalization of {Z,},
: Return “Success” with the tuples of eigenvalues of the matrices {Z,},

—_
N

5.4.2 Optimization of the parameters

We shall now find minimal possible (with respect to n) values for the parameters ¢ and p. In
our applications which we describe in Section[5.6|we are led to minimizing p+ ¢ as a function
of n. Following Proposition we set

2n

Fn(t) = pn(t> +t:= 11

+1, t€R>0,n€ZZQ.

By elementary calculations, we see that F;, admits a minimum at tp = v/2n — 1, which gives
p=pn(to) = V2n.

This shows that minimal values for p and ¢ are O(y/n). This claim is in line with our practical
observations in Section5.71

5.5 An Algorithm for Problem D

We now describe an algorithm to solve Problem D of Definition[5.1.1} Here, the main idea is
to reduce the problem to an instance of Problem C and solve the latter by Algorithm A¢. We
again conclude this section by proposing minimal parameters for the rank p of P and @, and
the number ¢ of input matrices. These parameters will turn useful for important improve-
ments for our applications Section [5.6]
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5.5.1 Description of our algorithm

Consider integers n,t > 2 and 2 < p < n and an instance of Problem D. The main idea
of our algorithm is a reduction to Problem C which can be solved using Algorithm A¢ (Al-
gorithm . To do so, we exhibit matrices which are certain augmentations of the input
matrices {IW, }, and admit the same solution as the input matrices. More precisely, following
the notation of Definition we will construct public matrices W = PQ" and W, = PU,Q’
for 1 < a < t, for the same diagonal matrices {U, }, and for some n x n invertible matrix '

Reducing Problem D to Problem C. For every 1 < a,b < ¢, we define the matrices
Agp = W, Wy ' Wy, — W,W,5 ' W, . (5.4)
Note that Ay, = —Ap,. We have the following lemma.

Lemma 5.5.1. Let Wy = PQ and W, = PU,Q for 1 < a < t as in Problem D. Define the matrix
B = QWP —1, € Q" and let r denote its rank. Then the following hold:

(i) the matrix B has vankr =n —p

(ii) there exist matrices Vo, € QP*" and G, € Q™ for 1 < a < tsuch that forall1 < a <b<t,
one has Ay = Vo,Gy — VG-

Proof. (i) Let C = QW Lp. Then CQ = Q and the column-image of @ is contained in the
eigenspace, say &, of C' for the eigenvalue 1. So, € has dimension at least p. However, the rank
of C is bounded above by the rank of ), i.e. by p. Finally, € has dimension exactly p and the
rank r of B = C — 1,, equals n — p.

(ii) For every 1 < a,b < t, we can write

Ay = PULQW;'P —1,)U,Q — PU(QW, ' P — 1,)U,Q
— PU,BU,Q — PU,BU,Q (5.5)

since U, and U, commute. Since B has rank r, there exist matrices B; € Q™"*", B, € Q"*"
with B = B Bs. Setting V,, = PU,B; and G, = BU,Q gives the claim. ]

The following properties of the matrix B defined in Lemma are key points for our
reduction of Problem D to Problem C.

Lemma 5.5.2. Let Wy = PQand W, = PU,Q for 1 < a < tasin Problem D. Let B € Q™*" be the
matrix of Lemma with respect to P and () and let r = n — p. Let By € Q"*" and By € Q™"
be such that B = B Bs. Then the following hold:

(i) PBl = 0p><7°
(i) The matrix Q' := [Q|B1] is an n x n invertible matrix.

Proof. (i) The matrix By defines a surjection By : Q" — Q. Therefore, for every z € Q", we
can write x = Bay for some y € Q™ and obtain PBix = PB;(Byy) = (PB)y = 0.

(ii) Since r = n — p, the matrix Q' clearly has size n x n. To show its invertibility, we
establish that im(Q) Nim(B;) = {0}. Since By is surjective, the images of B; and B;B; = B
coincide. Let Qz = By € im(Q) Nim(B;), with z € QP and y € Q". This gives Qz =
(QWy P —1,)y = QWy 'Py —y. Thusy = QW, 'Py — Qz = Qz with z = W, 'Py — z.
Therefore, Qv = By = B(Qz) = 0 because B(Q = 0. O
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Remark 5.5.3. The matrix ()’ depends on the matrix B once we have fixed a rank factorization
B = B Bs for B. Such matrices B; and By are unique up to a matrix in R € GL(r, Q): setting
B} = B1R and B} = R~!Bs gives another factorization.

We now show that finding matrices {V }, such that there exist {G, },, satisfying
Agp = VoG — VG

for every a, b is sufficient to solve Problem D. We view these matrices as being complementary
to {W,}, because they define themselves an instance of Problem D with the same solution
as {W,}4, as seen in the proof of Lemma This allows us to increase the rank of the
matrix Q). We thus now formulate Problem D’. Proposition below bridges Problem D
and Problem C.

Definition 5.5.4 (Problem D). Let n,t > 2 and 2 < p < n be integers. For every 1 < a,b < t, let
Agp € QP*P be such that Ay, = VoG — VG for V,, € Qprx(n—p) of rank n —pand G, € Qn—p)xp,

The problem states as follows: Given the matrices Agyp, for all 1 < a,b < t, compute such matrices
{Va:1<a<t}

Proposition 5.5.5. Let Wy = PQ and W, = PU,Q for 1 < a < t be as in Problem D. For
1 <a,b<t, let Ay be the matrix defined in Equation (5.4). Moreover, assume that

(i) Problem D' is uniquely solvable for the input matrices {Agyp : 1 < a < b < t} and denote by
{V4 : 1 < a < t} the unique solution.

(ii) Problem C is uniquely solvable for the input matrices Wy = [Wo|0,x (—p)] € QP*™ and W, =
(Wa|Va] € @QP*™ for 1 <a < t.

Then Problem D is uniquely solvable on input {W, : 0 < a < t} and the unique solution is given by
the unique solution to Problem C on input {W, : 0 < a < t}.

Proof. By Lemmathere exist matrices V;, € QP*" and G, € Q"*? for 1 < a < t such that
Agp = VoGy — VhGg forall 1 < a < b < t. Therefore the matrices {Ag}4,, define an instance
of Problem D’. By assumption (i), we compute the unique solution {V,}, for this problem.
Now, let Wi = [Wo|0px(n—p)] € QP*™ and W, = [W,|V,] € @™ for 1 < a < t. Let
B = QWO_lP — 1, as in Lemmaof rank r = n —p. Let B € Q™" and By € Q™"
be a rank factorization of B; i.e. B = B;Bs. Letting Q' := [Q|B1] € Q"*", we have PQ’ =
P[Q|B1] = [Wo|0px,] = W{ and, by uniqueness of {V,}, (see proof of Lemmal5.5.1)), we have

PUQ" = PUa[Q|B1] = [Wa|Va] = W,

for1 < a <t,as PB; = Opx, by Lemma[5.5.2|(i). The matrix Q"' is invertible by Lemma|5.5.2]
(ii). Therefore, W) and {W/}, define a valid input for Problem C. By assumption (ii), this
problem is uniquely solvable and the solution must be the tuples of diagonal entries of the
matrices {U, },. This is also a solution to Problem D since the matrices {U, },, are the same for
the input matrices {W, }, for Problem D and {W/}, for Problem C. O
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Solving Problem D'. In view of Proposition it remains to compute matrices {V,},
from the matrices {Agp}q,5. We achieve this by standard linear algebra, and combining with
Algorithm A¢ (Algorithm[I0)) describes a full algorithm for Problem D.

From now on we assume ¢ > 3. This is not a major restriction and we explain in Remark
[5.5.6|(ii) why we exclude ¢ = 2. Let Ay, = VoG, — V3G, for 1 < a,b < t as in Problem D'. Let
r = n— pand rq, be the rank of Agy; clearly, r4, < min(2r, p). We further assume p > 2n/3, or
equivalently 2 < p, which is a necessary condition as otherwise the matrices A, likely have
full rank p and thus cannot reveal any information. We define K, := im(Agp) = Kp, € QP
and

K, = ﬂ Ky, 1<a<t.
1<b<t,b#a

For1 < a <t,denote by V, the image of the matrix V,,. We first argue that, heuristically, V, C
Kap forevery b # a. Letv € V,. If there exists z € QP such thatv = V,Gpx and V,G,2 = 0 then
v = Agz,ie v € Kg. Such an element x must therefore lie in (xg + ker(V,Gp)) Nker(V,Gy),
where xy € QP is any vector such that v = V,Gpxp. It is easy to see that this intersection is
non-empty if ker(V,Gp) + ker(V,G,) = QP. Heuristically, as the matrices {V,}, have rank r,
ker(V,Gp) +ker(V,G,) has dimension at least 2(p —r); accordingly we can heuristically expect
that ker(V,Gp) + ker(V,G,) = QP as soon as 2(p — r) > p, i.e.

P 2

n_ 3

We now justify that, heuristically under a suitable parameter selection, X, = V, for every

1 < a < t. For a fixed a, we compute X, modulo V, and consider Koy = Kap /Va C QP for
b # a. Then X, = V, if and only if K, := Moza Kap = {0}. Since V, has dimension r, X, has
dimension 74, — 7. For every b # a, we view K, as the kernel of QP~" — QP~"/ Ko, repres-
ented by a matrix Ay, € Q(P=7ar)*(P=7)  Therefore X, is represented by an augmented matrix
A, = [Aa] ... |Asa-1|Aa,a+1] - - - |Aat] describing the kernel of QP — @b# QP /K yp. The
matrix A, has ZleSt’b#a(p — 74p) Tows and p — r columns. Now, K, = V, if and only if A4,
has full rank. Heuristically, we expect this to be the case as soon as:

> p-ra)=p-r. (5.6)

1<b<t,ba

Remark 5.5.6. (i) In fact, we expect that ., = 2r for every a, b. Then, from Equation (5.6), we
heuristically expect that X, =V, for every a, if (t — 1)(p — 2r) > p —r, ie.

w

£>2t—
n ~— 3t—

2p—n
3p —2n

or, equivalently, ¢ >

+1. (5.7)

ot

(i) We assumed ¢ > 3 so that the intersections {X,}, are well-defined. If t = 2, X;
coincides with the image of A2, which will not reveal V; and V5.

We compute bases of {X,}, by standard linear algebra. For the rest of this section, we
will make the assumption that X, = 'V, for every a, and let C,, be a basis matrix for X,. Thus,
there exists M, € GL(r, Q) such that V, = C,M,. This gives for a < b:

Aab = VaGb - VbGa = Ca(MaGb) - Cb(MbGa) = CaNab - C(b]\]ba (58)
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with Ngp = MyGp. In Equation (5.8), Ag, and C,, Cp, are known, which allows to compute
the unknown matrix N(@) = [Nap| Now]” as a solution to Ay, = [Cy| — Cp] - N (@b) " Once the
matrices { Ngp}q, are computed, we obtain a system of linear equations over Q, given by

M ' Ny=Gy , 1<a<b<t. (5.9)

Since there are 3¢(t—1) choices for pairs (a, b) and for each pair the matrix equality in Equation
gives rp equations, the system of equations has %t(t — 1)rp equations. Moreover, it has
tr? + trp = trn variables, given by the tr? entries of the matrices {M, ! : 1 < a < ¢} and
the ¢rp entries of the matrices {Gy, : 1 < b < t}. Heuristically, if the system has at least as
many equations as variables, that is, trn < %t(t — 1)rp, or equivalently, 2n < (¢ — 1)p, then it
is expected to have a unique solution. This bound is automatically satisfied if Equation (5.7)
holds. This reveals the matrices {M, : 1 < a < t} and thus the matrices {V, : 1 < a < t} by
computing V,, = C, M,.

Proposition 5.5.7. Assume that Ko, =V, for every 1 < a < t (see Remark[5.5.6|(i)). Then, a unique
solution to Problem D' is implied by the existence of a unique solution to the explicit system of linear
equations given in Equation (5.9), which is a system of 3t(t —1)(n— p)p linear equations in t(n —p)n
variables. There are at least as many equations as variables as soon as p(t — 1) > 2n.

Algorithm for Problem D. We summarize our algorithm for Problem D as follows and will
refer to it as Algorithm Ap for the rest of this chapter.

Remark 5.5.8. Problem D of Definition[5.1.1]is symmetric in the sense that the matrices P and
@ have the same rank. An asymmetric variant consists in having P and @) of ranks p # ¢. Note
that our algorithm Ap adapts to that case: if p < g, then “cutting” the last ¢ — p columns of
{W,}, means “cutting” the last g—p columns of (), which reduces to the symmetric case. This
approach is however not very genuine, as it “cuts” information instead of possibly exploiting
it. We leave it open to design a better algorithm for the asymmetric case.

5.5.2 Optimization of the parameters

We find minimal possible values for ¢ and p with respect to a given n. In Section|5.6.2.1{we will
see that it is of interest to minimize 2p+¢ in order to minimize the number of public encodings
in [CLT13]. According to Equation (5.7), the main (heuristic) condition to be ensured is p >
2=3 ). We therefore set

2t —3

F.(t) :=2py(t) +t := % _F

n+t, teRso\{5/3},n>2.

Direct calculations show that F}, has a minimum at ¢y = %(\/ 2n + 5), and we have

2 1 4 2 5
t0) = “n+ ——/m, Fulto) = on+ =v2n+ 2.
pn(o) 3n+3\/§\/ﬁ, n(O) 3n+3 n+3

In conclusion, we heuristically expect Algorithm Ap to succeed for the choice p = [py(to)]
and t = [to].
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Algorithm 11 Algorithm for Problem D (Algorithm Ap)

Parameters: Integers2 <p <nandt >3
Input: A valid input for Problem D as in Definition [5.1.1]
Output: “Success” or “Fail”, and in case of “Success”, additionally output a solution. “Suc-

e T e W S G Gy S Y
S S L A el =

N NN
N = O

_
> 0

cess” means that the computed solution is unique; “Fail” means that a solution was not
found.
for (a,b) with1 <a #b<tdo
Compute the matrix Ay, = W, W, w, — WyWy w,
end for
forl1<a<tdo
Compute a basis matrix C, of K, := ﬂleSt’b#a im(Agp)
end for
if dim(X,) #n —pforall1 <a <tthen
Output “Fail” and break
else
forl<a<b<tdo
Compute Ny, as solutions to Ay, = [Co| — Cp] - [Nap| Npa)©
end for

. end if

Solve for {M,}, the system of equations M, ' N,, = G, for (a,b) € {1,...,t}?,a < b.

: if a unique solution is not found then

output “Fail” and break
end if

forl <a<tdo

Compute V,, = C, - M,
Compute W) = [W,|V,]
: end for
: Run Algorithm A¢ on the input matrices Wy = [Wp|0] and {W/ }, and return its output
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5.6 Applications of our algorithms

In this section, we describe two applications for our algorithms and obtain significant im-
provements on previous works. In the first place, we consider the CRT-ACD Problem stated
in Definition and the algorithm designed by Coron and Pereira, which we recalled in
Section[2.2.3.2] In second place, we consider the cryptanalysis of the CLT13 multilinear map
by Cheon et al. which we recalled in Section[3.2.2.2] For both problems, we describe improved
algorithms requiring a smaller input size.

5.6.1 Improved algorithm for the CRT-ACD Problem

We again consider the Approximate Common Divisor Problem from Definition [2.2.7|based
on the Chinese Remainder Theorem, already considered in Section in the context of the
hidden lattice problem. This time, our improvement is of a different nature. Following the
same notation, let N = [[?"_, p; be a composite squarefree public modulus, and let § be a set
of integers which have somewhat small residues in {0,...,p; — 1}, modulo every prime p;;
formally their size is controlled by the parameter p, as in Definition Clearly, the larger
the set 8 is, the more information one can exploit to factor N. Our interest is therefore to
minimize the cardinality of the set § with respect to n. As seen in the algorithm by Coron and
Pereira (see Algorithm [I]in Section [2.2.3.2), there is a practical algorithm to factor N using
#8 = n + 1, where n is the number of prime factors of .

5.6.1.1 A naive improvement

There is a naive generalization of the algorithm in [CP19] using only O(y/n) public instances
in 8, while, however, requiring a range of parameters which is worse than in [CP19].

For integers p > 2and ¢ > 1 of size O(y/n), let x be the vector (yi 2, . .., y1z) € Z' (note that
the dimension tp is O(n)) for elements y1, ...,y € 8 and z € 8P. This variant clearly reduces
#8 considerably, as #8 = p +t = O(y/n). However, the algorithm from [CP19] (see Section
requires to construct the vector b = (z,y - x) for y € 8. This gives rise to mod-p;-
residue vectors {b(!)}; of Euclidean norm approximately 23 instead of 2% as in [CP19]. This
impacts the first step of the algorithm to perform worse than originally described. Namely,
in rough terms, the stronger condition 3p < 1 will be required for the orthogonal lattice at-
tack to succeed. If this condition is not fulfilled, the lattice reduction step in the orthogonal
lattice algorithm fails to compute a basis of the completed lattice £ (where £ again denotes
the lattice generated by the vectors {b;};).

In our improvement, we would like to avoid this situation, that is, we will lower #8, while
continuing to use the condition 2p < 7, exactly as in [CP19].

5.6.1.2 Our improved algorithm

Our main point in improving the algorithm from [CP19] lies in recognizing that Equation
defines an instance of Problem A of Definition [5.1.1 with ¢ = 1 because the matrices P
and @) have rank n. Our improvement lies in generalizing the vector b as to obtain an instance
of Problem C, instead.
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We consider #8 < n + 1. For convenience, we write 8 = {x1,...,2p,91,..., 4} with
integers 2 < p < nand 2 < t < n satisfying 2n < (t + 1)p. Weletz = (x1,...,2,) € 8? and

b= (z,y1-x,...,yt-x) € VASRYS (5.10)

As previously, let {b()}; C Z(+1DP denote the short residue vectors modulo the primes {p;};
and z = 2 (mod p;), Yo = yc(f) (mod p;) for 1 < a < tand 1 < i < n. By the Chinese
Remainder Theorem, we observe that b lies in the lattice £ = @, Zb(") modulo N. Namely,
there are integers cy, . .., ¢, € Z such that

o)
n 0)

) n
b= Zci . =: Zcib(i) . (mod N)
i=1 . ' i=1
NUBD

i

As in [CP19], the orthogonal lattice algorithm reveals a basis {6'()}; of £ and the Euclidean
norm of {b(?}; is still approximately 22°. As explained in Chapter {4 (in particular, Section
, this equation defines a hidden lattice problem, and a basis of £ may therefore be com-
puted by using Algorithm II (see Algorithm [8).

Contrary to Equation (2.6), the new choice of our vector b in Equation (5.10) now gives
rise to matrix equations

Wo=P Q,Wo=P-U,-Q,1<a<t, (5.11)

where P € ZP*™ has columns {z("}; and {U,}, € Z"*" are diagonal matrices with entries
{yc(f)}aﬂi. The matrix @ is a base change matrix from {¥/ (i)}i to {b(")}i, again, due to the base
change from £ to £, as explained in Section If Wy has rank p, then Equation (5.11)
defines a valid input for Problem C of Definition Then Algorithm A¢ (Algorithm
from Sectionreveals the diagonal entries {yc(f) }a,i of the matrices {U, } 4. One finally factors
N by computing ged(y, — y N )

Parameters. From Section we see that #8 = p + ¢ is minimized when p = [v/2n| and
t+1 = [v2n]. Consequently,

#8 =2[V2n] = O(v/n) .

In summary, letting n be the number of secret prime factors in the public modulus N, we
can factor NV given only O(y/n) input samples, whereas the algorithm [CP19] uses O(n) input
samples. This gives a quadratic improvement on the input length.

Remark 5.6.1. More generally, the work [CP19] proposes a multiparty key-exchange protocol
built from the CLT13 multilinear map, by relying on the hardness of the CRT-ACD Problem.
We remark however that our algorithms do not impact the security of the key-exchange from
[CP19]. Namely, it uses certain encodings of matrices, which would us require to work with
sets of matrices instead. However, the product of matrices does not commute, so our tech-
niques do not apply to that case.
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Algorithm 12 Algorithm for the CRT-ACD Problem with #8 = O(y/n)
Parameters: The CRT-ACD parameters (Definition [2.2.7)

Input: Aninteger N =[], p; and a set 8 as in Definition with #8 = 2[v/2n]
Output: The prime factors {p; : 1 <i <n} of N

1: Letp = [v2n] and t = p = [v/2n] — 1. Write the elements in § as x1,...,2p, Y1, .., Ut
and let z = (z1,...,z,). Construct the vector b = (z,y1 - z,...,y - x) € ZHVP from 8.

2: Given b, compute a basis of £, where £ is the lattice generated by the vectors () for
1 < i < n; denote by [Wy|W1|...|W;] € ZPt+D) the computed basis of £. This can be
carried out by Algorithm I[7jor Algorithm 8|from Chapter {4}

3: Run Algorithm A¢ (Algorithm on the input matrices Wy and {W, : 1 < a < t}.
Denote the computed tuples of diagonal entries by {y((f) }asi-

4: forl1 <i<ndo '

Compute and return ged(y — ygl), N)

6: end for

Algorithm. Our new algorithm improving Algorithm [I)is summarized in Algorithm[12]

5.6.2 Improved Cryptanalysis of CLT13 Multilinear Maps

We consider the CLT13 multilinear map scheme by Coron et al. from [CLIT13|], with which
already Chapter 3|deals more extensively. Our second application concerns the algorithm by
Cheon et al. from Section[3.2.2.2} a polynomial-time attack against the Diffie-Hellman key ex-
change protocol based on CLT13 when enough encodings of zero are available to the attacker.

It is of interest to investigate this line of cryptanalysis on CLT13 when only a limited num-
ber of such encodings is available. Namely, not every CLT13-based construction necessarily
reveals enough such encodings, and the attack of Cheon et al. is in such a case prevented.

5.6.2.1 Attacking CLT13 with fewer encodings

We formally introduce the following CLT13-based problem, of interest in the framework of
the Cheon et al. attack.

Definition 5.6.2 (CLT13 Problem). Let n > 2 be the dimension of CLT13 and xo = [[;_, p:
following the classical CLT13-notation. Let € be a finite non-empty set of encodings at level 1 and
&o C & a non-empty subset such that every element of £ is an encoding of zero.

The CLT13 Problem is as follows: Given the sets € and E, factor x.

We refer to the sets € and £ as the sets of “available encodings” and “available encodings
of zero”, respectively. It is not a loss of generality to consider level-one encodings in these
sets, as encodings can always be multiplied by other encodings to increase their level. As in
Section [3.2.2.2} we write € = AU B U € with A C &, for disjoint sets A, B and €. As men-
tioned in Section the algorithm by Cheon et al. requires #&; > n to factor z, and
a total number of public encodings #& = 2n + 2, where n is the number of prime factors
dividing xo.
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For an improved algorithm, we aim at reducing the number of encodings needed for the
factorization of xy, and therefore raise the following problems related to Definition and
which we shall treat independently below:

(x) Factor =y with fewer available encodings of zero, i.e. #&y < n

(xx) Factor z( with fewer available encodings, i.e. #& < 2n 4+ 2

A naive improvement. Somewhat similarly to the CRT-ACD Problem treated in Section
there is a naive improvement of the Cheon et al. attack, using fewer encodings (of zero),
but with the cost of assuming x = 4. Namely, when x = 4, one can form product encod-
ings of the form «; 3,710, at level 4, where every encoding is at level 1. Such encodings can
then be partitioned into sets A, B and C such that A contains only encodings of zero and
#A = O(y/n). However, this approach has the inconvenience of using x = 4 and our im-
proved attack aims at lowering the number of public encodings while keeping x = 3.

5.6.2.2 Our improved algorithm

We treat Questions (x) and (xx) independently. In particular, we explain how to positively
answer Question (x) by making use of Algorithm A¢, and Question (xx) by making use of
Algorithm Ap.

Minimizing the number of encodings of zero

Let us first treat Question (x) and explain how to use our Algorithm Ag to factor z( using
only #&p = O(y/n) level-one encodings of zero.

We fix integers 2 < p < nand 3 < ¢t < n and assume again £ = 3. As in Section[3.2.2.2]
we write £ = AU B U C with A C &(. Further, we let #A = p, #B = ¢ and #C = n; we claim
that we can factor xp with p = O(y/n).

Every product encoding ¢ = ;8,7 with (o, fa,7:) € A x B x € is an encoding of
zero and by correctly zero-testing ¢ using the zero-test parameter, we obtain integer matrix
relations

W,=P-U,-Q , 1<a<t (5.12)

where P € ZP*" and (Q € Z"*" are matrices corresponding to the encodings in A and €,
respectively, and {U,}, C Z"*™ are diagonal matrices corresponding to encodings in B. Ex-
actly as in Section[3.2.2.2} the matrices {U, }, contain diagonal entries j3,; such that 8, = S
(mod p;) for 1 < i < n, where {p;}; are the prime factors of zy. With high probability the
ranks of P and @ are p and n, respectively. Defining W) =W and W, = W,_1 for2 <a <t
we obtain an instance similar to Problem C of Definition but without a “special input
matrix” PQ (see Section [5.3). Using Algorithm A, we reveal the eigenvalues (the diagonal
entries) of the matrix products {U,U; '}, as it s likely that U; be invertible. We finally deduce
the prime factorization of xy by computing greatest common divisors, as in Section

By the optimization of the parameters in Section we can choose #B =t = [v/2n] and
#A = p = [V/2n]. Itis worth noticing that while the set B now has O(y/n) elements compared
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to #B = 2 for the original attack by Cheon et al. attack, the total number of encodings in &
remains p + ¢t +n = 2[v/2n]| +n = O(n), as for the Cheon et al. attack. Therefore lowering
the number of encodings in A has no impact on the total number of encodings.

Minimizing the total number of encodings

We now consider Question (xx). We explain how to use Algorithm Ap to factor xy using
#& = 3n+ 0(y/n) instead of #& = 2n + 2 as in the original Cheon et al. attack. Namely, the
original attack, as described in Section|3.2.2.2|uses sets A, B, C with in total 2n + 2 encodings.

This time, we consider A and B as before, but consider a set € with #€ = p instead of
#C = n as before; therefore we have a total number of encodings #& = 2p + ¢. It is now easy
to see that upon correct zero-testing we derive matrix equations as in Equation but with
Q) € Z"*P this time. Hence, if both matrices P and @) have rank p, we obtain an instance of
Problem D of Definitionwithout “special input matrix” Wy. Then Algorithm Ap reveals
ratios of diagonal entries of {U,U; '} (again assuming the likely invertibility of U) and we
consequently factor z.

Following Section we are led to minimize the number of encodings, i.e. the quantity
#&(n) = 2p+1t, viewed as a function of n. We canlet p = [2n + ﬁ\/ﬁ] and t = [$v2n + 2]
and therefore obtain

#E(n) = 2[2n+ !

37+ vV +[5vane 5] = gnr o).

3

Algorithms. We summarize our improvements of the Cheon et al. attack (compare with
Algorithm 2) below.

Algorithm 13 Improved Cheon et al. attack against CLT13 with fewer encodings

Parameters: The CLT13 parameters with k = 3
Input: Disjoint sets A, B, € of encodings at level one, where the encodings in A encode zero,
and #A = p, #B = t and #C€ = n in the framework of (x), and #A = #C = p, #B =t in
the framework of (x*), for integers 2 <p <nand 3 <t < n;and zo = [[;_, pi
Output: The prime factors {p; : 1 <i < n} of 29
1: forl <a<tdo
2:  Construct the matrix W, € ZP*" as in Equation (5.12) in the framework of (x). These
matrices are in ZP*? in the framework of (xx).
3: end for
4: Run Algorithm A¢ (Algorithm [10) on the input matrices W) = Wi and {W/ }2<,<: with
W = W,_; in the case of framework (*); in the case of framework (xx), run Algorithm
Ap (Algorithm[IT). Denote by {4i/1i}4,: the computed tuples of diagonal entries
for1 <i<ndo
Compute coprime integers x;, y; such that 52;/61; = zi/yi
Compute and return ged(z; 52 — yi51, o), where B = {3, };
end for
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Cryptanalysis with independent slots. ~As explained in Chapter 3|(see Section[3.3.9.), one
can adapt the Cheon et. al attack in order to cryptanalyze the CLT13 Scheme when no encod-
ings of zero are available beforehand, but instead only “partial-zero” encodings. We can im-
prove this cryptanalysis (i.e. Algorithm|[6) following the same techniques as above. Following
the notation from Section let / the number of partial-zero encodings. More precisely,
in order to factor xp, we can now replace the Cheon et al. attack used as a sub-algorithm (Step
4) in Algorithm [p| by Algorithm Ac, once ¢ encodings of zero are created. This means that
we can set ¢ = O(y/n), which brings a twofold improvement: first, lattice reduction (in the
orthogonal lattice attack from Section is only run on a lattice of dimension O(y/n), and
second, the number of partial-zero encodings is reduced to O(y/n).

5.7 Computational Aspects and Practical Results

Let us now describe practical parameters for our algorithms A¢ and Ap designed in Sections
and [5.5 of this chapter. We have implemented our algorithms in SageMath [S™17]; our
source code is provided in [CNW20b]. Our experiments are done on a standard 3,3 GHz
Intel Core i7 processor.

5.7.1 Instance Generation of Problems C and D

As is the case for many applications in cryptanalysis, we consider matrices with integer
entries in Definition To generate instances of Problems C and D, given fixed integers
n,t,p, we uniformly at random generate matrices P, () and {U, }, as in Definition with
entries in [k, k] NZ for some k € Z>,. Setting Wy = PQ and W, = PU,Q for 1 < a < t gives
rise to instances of Problems C or D.

In order to speed up our algorithms, note that we can perform the linear algebra over Z /(Z
for a sufficiently large prime /, instead of over Q. It suffices to choose ¢ slightly larger than
the size of the output, i.e. the diagonal entries of {U,},. Thus, we may choose for example
¢ = O(maxg; |uqi|), where u,; for 1 < i < n,1 < a < t denote the diagonal entries of
U,. The running time of our algorithms clearly depends on the entry size of the generated
matrices. The overall computational cost of our algorithms A¢ and Ap is dominated by the
cost of solving systems of linear equations and performing simultaneous diagonalization,
which can be done by standard algorithms for non-sparse linear algebra.

5.7.2 Practical Experiments

We here gather practical parameters for Problems C and D, as well as our applications of
Section 5.6l

Problems C and D. We create instances of Problems C and D and run Algorithm A¢ and Ap

with increasing values for p and t. We then select the minimal practical value of p and ¢ such

that our algorithms reveal the diagonal entries of {U, }, successfully. We then compare these

practical values p, ¢ with the minimal theoretical values py(n),to(n) derived in Sections

Table[5.1)and Table [5.2) gather practical data for Problem C and Problem D, respectively.

Therefore, for the data in Table we have selected pﬁ) = [v2n] and to(n) = [v2n—1] (as
2

predicted by Section|5.4.2)), while for the data in Table[5.2| we have selected py(n) = [%n—i— 3—‘/\/@1
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and to(n) = [5(v2n + 5)] (as predicted by Section . In both tables, “Entry size” is an
approximation of the bit-size of the max-norm of each input matrix.

We have chosen an increasing size n for the diagonal matrices (up to n = 500), together
with a decreasing entry size as to keep a somewhat balanced running time. We observe that
the practical values for p and ¢ almost perfectly align with the theoretical values py(n) and
to(n) in both cases. This also allows to point out the practical optimality of our algorithms: it
seems from these practical outputs that our theoretical bounds are not only optimal from a
theoretical perspective, but also from a practical one.

Applications. Table[5.3|gathers data for our two applications described in Section[5.6, More
precisely, Series 1 of Table 5.3|compares our new algorithm (Algorithm [12) for the CRT-ACD
Problem with [CP19] (see Algorithm[I)in Section[2.2.3.2). The parameters provided in Series
1 allow a complete factorization of the public modulus N = [["; p; with prime numbers of
bit size 7, and noise bit size p in the elements of 8. In particular, p and ¢ are chosen to be
minimal with respect to revealing the prime factors of N successfully. The column “Num. of
samples” compares the cardinality of the public set & for both algorithms; the column “this
work” is thus set as #8 = p + t, while for [CP19] one has #8 = n + 1. Our algorithm is
practical and significantly improves on [CP19]; for instance, for n = 50, our algorithm factors
N using only 19 public samples in §, whereas [CP19] requires 51 samples to factor N for the
same instance.

Similarly, Series 2 and 3 of Table|5.3|compare our new cryptanalysis of CLT13 (Algorithm
with the previous work of [CHL™15] (see Algorithm [2/in Section . Here, Series 2
deals with the case of minimizing the number of total encodings, which bases on Algorithm
Ap, and Series 3 deals with the case of minimizing the number of encodings of zero available
to the attacker, which bases on Algorithm A¢. The values of p and ¢ in Series 2 and 3 are
again selected minimal as to allow a complete factorization of zyp = [["_, p;, as for the Cheon
et al. attack. The columns “Num. of encodings” resp. “Num. of encodings of zero” compare
the number of encodings in the set € resp. €y in both algorithms. For Series 2, “this work” is
therefore set as #& = 2p + t and Series 3 uses #&g = p.

In particular, our new algorithm breaks CLT13 with only 10 public encodings of zero,
while the original algorithm [CHL™15] uses 50 encodings of zero. While not being as remark-
able, also the number of total encodings (Series 2) is improved, as predicted by the bound
O(4/3n).
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Practice Theory
n Entry size D t po(n) to(n) Running time
15 1000 6 4 6 ) 4min4s
25 750 8 7 8 7 3min45s
20 600 10 9 10 9 4min 34s
100 200 15 | 14 15 14 1h 17 min
150 100 18 | 16 18 17 6 h 29 min
500 20 32 | 31 32 31 29min 3 s
Table 5.1: Experimental data for Algorithm A¢
Practice Theory
n Entry size D t po(n) to(n) Running time
15 1000 11 4 11 4 4min 2 s
25 750 18 4 18 S 1min 54 s
50 600 35 5 35 5 1 min 39 s
100 200 70 7 70 7 5min 14 s
150 100 103 8 103 8 23min 14 s
500 20 339 | 13 339 13 6 min 57 s
Table 5.2: Experimental data for Algorithm Ap
Series 1 Num. of samples
n n p D t this work [CP19]
20 || 1000 | 200 7 6 13 21
30 || 1000 | 100 8 7 15 31
50 800 100 10 9 19 51
Series 2 Num. of encodings
n n p P t this work [CHL™15]
20 1000 | 200 15 4 34 42
30 1000 | 100 22 ) 49 62
50 800 100 35 ) 75 102
Series 3 Num. of encodings of zero
n n p D t this work [CHL™15]
20 || 1000 | 200 7 6 7 20
30 1000 | 100 8 7 8 30
50 800 100 10 9 10 50

Table 5.3: Experimental data for the CRT-ACD Problem and the CLT13 Problem
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CHAPTER 6

Questions related to Edwards Curves

Elliptic curves are important objects in modern number theory and lie at the heart of Elliptic
Curve Cryptography (ECC). In particular, mathematicians and cryptographers put a lot of
effort in finding suitable models for elliptic curves to guarantee security and efficiency. In
2007, Harold Edwards presented a normal form for elliptic curves, building on historical res-
ults of Euler and Gauss. Only a few months later this new form for elliptic curves has been
proposed for ECC by Bernstein-Lange (see [Edw07, BL07]). Since then, these curves carry
Edwards’ name and take a central place in modern algorithms for ECC.

In this chapter, we study some questions of geometric, arithmetic and computational
nature related to Edwards curves. We provide the reader with several examples illustrat-
ing our results.

The content of the present chapter is based on a collaboration with Samuele AnniE] and an
article will be submitted in the near future.

6.1 Introduction

Twisted Edwards curves over a (non-binary) field K are defined by the equation az? + y? =
1 + dz?y? for distinct elements a € K,d € K \ {0,1}. When a = 1, the curve is simply
called Edwards curve and denoted by €,. What makes these curves, originally introduced by
the work of Harold Edwards [Edw(7], interesting for cryptographic purposes is that they
carry an efficient group law, and are birationally equivalent to elliptic curves, i.e. there is
a birational map ¢ : £; — FE from &; to an elliptic curve E. With the work of Bernstein-
Lange and Bernstein et al. [BLO7, BBJ"08], Edwards curves entered ECC and compete today
with many other forms of elliptic curves, such as Jacobi intersections, Montgomery curves,
Hessian curves, or Huff curves. The work [BLO7] shows that the group law on Edwards
curves gives very efficient arithmetic on elliptic curves and has considerable speed-up factors
against other forms of elliptic curves. This also gives a simplified protection against side-
channel attacks. Nowadays, there is a vast literature on Edwards curves. The Diffie-Hellman
protocol X25519 [Ber06] and the signature scheme EdDSA (Edwards-curve Digital Signature
Algorithm) [BDL"11] are based on (twists) of the Edwards curve &4, with d = 121665,/121666
in the prime field F, where p = 2%5° — 19, and offer high security.

"Maitre de conférences at Aix-Maseille Université
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The arithmetic of (twisted) Edwards curves is also of interest from a purely mathematical
viewpoint, as for example the study of morphisms between these curves, such as isomorph-
isms or isogenies of Edwards curves (see e.g. [AG12]). In this chapter, we shall study Ed-
wards curves from an arithmetic-geometric standpoint, without necessarily targetting cryp-
tographic applications.

6.2 Our Contributions

Abstract Construction of the Edwards Model and its Twists. Abstractly, without specific-
ation to any affine or projective model, an elliptic curve over a field K is a pair (E, ) where E
is a non-singular projective curve over K of genus 1 and O is a K-rational point. The theorem
of Riemann-Roch can be used to find a Weierstrass model for E (see e.g. [Sil09, Chapter I1I, §3,
Proposition 3.1]). Our first contribution is to rely on the theorem of Riemann-Roch to derive
the Edwards model for elliptic curves. This way of establishing the Edwards model is new
and differs conceptually from the construction of Bernstein-Lange (see [BL07, BBJ*08])). We
believe that such more abstract constructions potentially help to construct new elliptic curve
models from the understanding of the underlying geometry. Also twists of Edwards curves
can be derived more abstractly. It is well-known that the curve £ : ax?® +y? = 1+ dz?y? can
be interpreted as a quadratic twist of €/, ([BBJ*08])). In the language of group cohomology,
there is a natural way of defining twists of curves, and we describe a construction for the twist
&5 of €/, using this formalism.

Explicit construction of Edwards curves from 2-torsion points. An elliptic curve E defined
over a field K with a K-rational point of order 4 is birationally equivalent over K to an Ed-
wards curve &, defined over K. Following [BL07, Theorem 2.1] and [BBJ 08, Theorem 3.3],
we can explicitly construct a birational map from an elliptic curve E over K in Weierstrass
form with a K-rational point P of order 4, to an Edwards curve £, over K. The map and
d € K\ {0,1} are explicit in terms of E, that is, the coefficients of the Weierstrass model of
E and the coordinates of P. A natural question is to extend this construction when E does
not have a point of order 4 over its base field K. To tackle this question, we are constrained
to work over larger fields, over which E(K) has 4-torsion. Our contribution in this direction
is an explicit description of the smallest field extension of the base field K over which E ad-
mits an Edwards model. One may expect this field to be the extension of K where E has
full 4-torsion (the 4-division field of E), but we prove that in some cases it actually is a strict
subfield thereof. Our construction only requires 2-torsion points of /, which gives some im-
portant advantages compared to [BL07, BB]T08|], which work with 4-torsion. Intuitively, we
associate to every point (e;, 0) (i = 1,2, 3) of order 2 on E(K) (in characteristic away from 2, 3
we can always write the 2-torsion in this way), a pair of Edwards curves &g4,, &, /4, defined
over an explicit field K;/K, with an explicit formula for d; depending on ey, ez, e3. We also
make precise how large the field K is by studying the 2-division field of E. We remark that
our construction is compatible also from a purely algebraic (vs. geometric) study of the j-
invariant of . Namely, the expression for the j-invariant of an elliptic curve E birationally
equivalent to an Edwards curve &, is a rational function in d, and can be used to derive all
K-isomorphism classes of F (and pf ;).

On a different level, this result allows us to recover a known result by Ahmahi and Granger
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on K-isomorphism classes of Edwards curves [AGI2]. We also describe a natural Galois
action on the Edwards curves, induced from the Galois action on the points on E. Together
with this observation, we obtain a stronger version than the result in [AGI12].

Rank statistics and invariants for the Edwards family. The twisted Edwards curve & is
birationally equivalent to the elliptic curve E, 4 : y* = 23+ 2(a +d)2? + (a — d)*z. We refer to
the family {E, 4}q,q as the (elliptic) Edwards family. For our last contribution in this chapter,
we consider this family over Q, with d € Z and, mostly, @ = 1. By Mordell’s Theorem, the
group E 4(Q) is finitely generated, and it is a natural question to study its torsion part and
its free part. We provide a precise description for the torsion subgroup of E; 4(Q), by means
of explicit formulae for torsion points. For the free part, we analyse the rank of these curves
computationally. Previous extensive computer calculations were for example carried out by
Zagier and Kramarz for the ranks in the family of rational curves 23 + y* = m for cubefree
integers m, [ZK87]. Before studying the rank of E; ; we establish a formula for the conductor
of E; 4, an important invariant of E for the arithmetic of its L-function, for example. Together
with this remark we see that the conductor of E; 4 grows quickly with d, and quadratically
for a well-described subfamily of curves. We provide statistical distributions for the ranks
in the family {E;}4, which appear to point out to a rather rapid accumulation of curves of
rank at least 2. Along with our statistical distribution for the rank, we study the analytic
order of the Shafarevich-Tate group, which can be computed under the Birch and Swinnerton-
Dyer Conjecture. Despite of the large conductors, the L-functions associated to F; 4 have a
rather slow convergence (in the sense that many terms need be precomputed). To overcome
this obstacle, we design a general algorithm (i.e. for general elliptic curves) to compute the
order of the Shafarevich-Tate group by using a truncation of the L-series. This algorithm is
of independent interest and extends previous work from [HY15].

6.3 Background and notation on Edwards Curves

Throughout the whole chapter, K is a field of characteristic not 2. We denote by K an algebraic
closure of K. We will sometimes work with K = @ and will mention it explicitly then. We
present some background material on Edwards curves.

6.3.1 Edwards Curves and Twisted Edwards Curves
We consider the definition of twisted Edwards curves from [BL0OZ, [BBJ08].

Definition 6.3.1. For distinct a,d € K* and ¢ € K* with dc* # 1, the twisted Edwards curve
over K with coefficients c, d and twisted by a, is the curve given by the equation

P ar?® +y* = A(1 + da*y?) .
An Edwards curve is a twisted Edwards curve with a = 1.

The excluded cases for a, ¢, d define singular curves. The equation in Definition[6.3.Tjuses
affine coordinates (x,y) and we will always work with the affine model. The projectivized
model is (aX? + Y?)Z? = Z* 4+ dX?Y? in projective coordinates [X : Y : Z]. In Lemma
[6.3.2] we show certain isomorphisms between the different families of Edwards curves. These
results are known, but we gather them for completeness here.
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Lemma 6.3.2. Let a,c,d € K* with a # d and dc* # 1.

(i) There is a K-isomorphism ®. : €2, — &7 4, (x,y) — (x/c,y/c), with inverse o1
&1 gt — E¢,q sending (X,Y) to (cX cY).

(ii) There is an isomorphism W, : E¢ ; — Eid/a, (x,y) — (Vax,y) defined over K (+/a).

(iii) Assume that a # dc*. There is an isomorphism Eeg — el At far (x,y) — (Vaz/c,y/c),
defined over K (\/a).

Proof. (i) As ¢ # 0, az® + y* = *(1 + dz*y?) can be rewritten as a(””)2 + (%)2 =1+
dc* (5)2 (%) which after the Change of variables (X,Y) = (z/c,y/c) gives aX? + Y? =
1+ dc*X?Y?, which is the curve &¢ Lae 4, as dct # 1 by assumption.

(ii) We write the equation az? +y? = c?(1+dx?y?) as (vVaz)? +y? = *(1+(d/a)(y/az)?y?)
and (X,Y) = (Vaz,y) gives X? + Y2 = c2(1 + (d/a) X?Y?), the curve 8;d/a (asd/a # 1).

(iii) is obtained by composing ¥, and ®,. Note that dc*/a # 1. O

These isomorphisms explain why the parameter c is often omitted in the literature. It is
sufficient to replace d by dc* to obtain general results including the parameter c. In view of
Lemma 6.3.2we shall mainly restrict our study to twisted Edwards curves with ¢ = 1 and we
will write &, for the curve Si 4 and &Y for the curve 8‘117 -

Let now ¢ = 1. Let £4(K) be the group of K-points on £4. The sum of (z1,y1), (2, ¥2) €
&4(K) is defined by (see [BBJ 708, Section 6])

T1Y2 + Y122 1Y2 — T1T2 — AT1T2
(w1,y1) + (22, 92) = < 21y ny > .

1 +dzizayiye’ 1 — drizoyiys

The neutral element for the addition is (0, 1) and the inverse of (z,y) is (—z,y). In particular,
(0, —1) has order 2. If a = 1 then (£1,0) have order 4. The addition law is complete if a is a
square and d a non-square in /&, meaning that the denominators in this formula are not zero,
and hence the formula is defined for all pairs of points on £ (for example, duplication or
inversion). In [ALNR11), Section4] the authors give a geometric description of this group law.

6.3.2 Models for elliptic curves

An elliptic curve over K is a non-singular projective curve of genus 1 over K together with a
K-rational point O € E(K). An elliptic curve in the short Weierstrass model is given by an
equation y? = 23 +ax + [ where a, 8 € K satisfy 403 +273% # 0. Another well-known model
for elliptic curves is the Montgomery model, introduced in [Mon87]. Its arithmetic has been
studied independently in several works (see for instance [CS18] for a survey).

Definition 6.3.3. For A € K\ {2}, B € K*, the Montgomery curve M4 g defined over K with
parameters A, B is given by the equation

MAyB:Bv2:u3+Au2+u.

The cases A? = 4, B = 0 are excluded because they define singular curves.
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We say that two algebraic varieties X,Y over K are birationally equivalent over K if there
exist rational maps f : X — Y and g : Y — X defined over K such that (f o g)(P) = P
for all P € Y (K) such that (f o g)(P) is defined, and (g o f)(Q) = Q for all Q € X(K) such
that (g o f)(Q) is defined. The map f is called a birational equivalence from X to Y. It induces
an isomorphism from a non-empty subset U C X to a non-empty subset V' C Y. The points
where f is not defined are exceptional points.

Every twisted Edwards curve £j over K is birationally equivalent over K to a Mont-
gomery curve by [BB]JT08, Theorem 3.2]. Explicitly, the map

§:a$2+y2:1—|—dx2y2 M MA7B:Bv2:u3+Au2—|—u, (6.1)

1+y 1+y
e = = ()

with (A, B) := (A(a,d), B(a,d)) = (2%2, ﬁ) is a birational equivalence. Moreover, there

is a birational equivalence between £9 and the curve in medium Weierstrass form

“rar’ +yP =1+dr*y? — Euq:9*=2°+2(a+d)2? + (a —d)’x, (6.2)
l+y 2(1 + ))
T,y) —> a—d)—=,(a—d)——=| .
O (e A

Note that the map is undefined at the points (z,y) € £§(K) withz = 0 or y = 1; defining the
exceptional points for the birational equivalence.

One can interpret elliptic curves with given torsion data from the viewpoint of moduli
spaces. Let K C C be a subfield. The congruence subgroup of SLy(Z) of level 4 is defined by

M‘”‘”‘{(Z Z) € SLy(Z) : 7 = (é ’i) (mod4)}.

It acts on the complex upper half-plane h = {7 € C : (7) > 0} via the usual fractional linear
transformations. The modular curve Yi(4) is defined as I'1(4) \ h = {I"1(4)7 : 7 € b}, which
is non-compact. It can be compactified by considering the action on the extended upper
half-plane h* = h U P'(Q): there exists a smooth projective curve X;(4)/Q (the (compactified)
modular curve of level 4) over Q@ and an isomorphism I';(4) \ h* ~ X;(4)(C). There is an
interpretation as moduli spaces for elliptic curves with points of order 4: there is a bijection

Yi(4)(K) <> {(E,P) : E/K elliptic curve, P € E(K) point of order 4} /=~ ,

thatis, an equivalence class I'; (4)7 in Y7 (4) corresponds to a pair (£, P), where E is an elliptic
curve over K defined up to isomorphism and P is a point of exact order 4 in E(K') preserved
by the isomorphism. We define the projective d-line over K by P!(K) \ {00,0,1}, and over
every point on the d-line we consider the elliptic curve E; := E; 4 defined in (6.2). Let P, €
E4(K) be one of the points of order 4 in F4(K). The Weierstrass equation y? = 23 + 2(1 +
d)x? + (1 — d)2x of E, can be seen as a surface over the d-line with fibers given by the curves
{E4}q. The singular fibers are Ey and E; lying over d = 0 and d = 1. The points on Y (4)(K)
are pairs (Ey4, Py) up to isomorphism.
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6.3.3 Isomorphism classes of Edwards curves

Let E be an elliptic curve defined over K. We denote by Edwz(E) the set of Edwards curves
&4 defined over K (i.e. with d € K) such that there exists a birational equivalence over K
between &, and E; note that any birational equivalence over K becomes an isomorphism
over K. For a subfield L C K we also denote by Edw, (E) the subset of Edw(E) of Edwards
curves defined over L and birationally equivalent to £ over a finite extension L'/L. We treat
two curves &, and & as distinct whenever d # d'.

The set Edw(E) defines E only up to isomorphism: if f : £ — E’is an isomorph-
ism, then any birational equivalence £; — E induces a birational equivalence £, — E’ after
composition with f. Therefore the following lemma is clear.

Lemma 6.3.4. Let E,E’ be elliptic curves defined over K.
(i) If E and E' are K-isomorphic, then Edwz(E) = Edwz(E").
(ii) If E and E' are not K-isomorphic, then Edwz(E) N Edw#(E') = (.
The j-invariant defines a F—isomorphism class of elliptic curves. For j € K, define:

Edwz(j) = {€4|d € K, 3 E/K with j(E) = j and 3 K-birational equivalence &; — E} ,
(6.3)
and, similarly, for the set Edw (j) for a subfield L C K. We shall in the sequel also use the
notation €[l() for the set of K-isomorphism classes of elliptic curves over K with j-invariant
j. We denote by [E] € €lI(j) the equivalence class of E.

The curves in Edwz(;) are all birationally equivalent over K, and thus isomorphic. For
distinct curves €; and €4 in Edw(j), letting ¢4 denote a birational equivalence £; — FE
(with [E] € €ll(j)) and ¢4 a birational equivalence £y — E, then gb;/lgbd is a birational equi-
valence E5 — E4.

The following result of Ahmadi and Granger [AG12] gives explicit relations between iso-
morphic Edwards curves.

Proposition 6.3.5 ([AG12], Proposition 4.2). Let €4 and &y be two Edwards curves defined over
K. Then & is isomorphic to €y over K if and only if

4 4

1/4 /T 71/4

d €x(d):={d, 1, 1+d7™ 7 1+v-1d/” ) (6.4)
d’ \ 1Fd/4 1F/—1d'/4

As remarked in [AGI2], this result also follows from Edwards’ original paper [Edw(7,
Proposition 6.1]. Proposition implies that Edwy () is of cardinality 6, and of smaller
cardinality if and only if some elements in ¥(d) coincide. The proof technique of Proposition
in [AG12] is to establish isomorphisms between Edwards curves and Legendre curves.
In what follows we shall establish a stronger version of this result.

Remark 6.3.6. If Edwz(E) contains &, defined over K with d = ¢* a fourth power in K, then
Edw(FE) contains four curves defined over K, defined by the fourth powers 1/d = (1/¢)* and

4
(%) . Remark also that by Proposition 6.3.5) the curves in Edwz(E) cannot all be defined

over the base field K unless —1 is a square in K.
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6.4 Abstract constructions of Edwards and twisted Edwards curves

We prove an abstract construction of the Edwards model from the Riemann-Roch Theorem.
Then, we use a classical cohomological approach to obtain the twisted Edwards model. Let
K be a perfect field of characteristic different from 2.

6.4.1 Universal construction of the Edwards model

We prove a universal construction of the Edwards model for elliptic curves with a rational
point of order 4, from the theorem of Riemann-Roch (see [Sil09, Chapter II, §5, Theorem 5.4])
only, without relying on any model (such as the Weierstrass model) for elliptic curves. Along
the same concept, the Weierstrass model (see [Sil09, Chapter III, §3, Proposition 3.1]), and
also Huff’s model (see [JTV10, Theorem 2]) can be derived from the Riemann-Roch Theorem
only. An elliptic curve is a pair (E, O) where E is a non-singular projective curve of genus 1
over K, and O € E(K) is a rational point. Let Divg (F) be the group of K-rational divisors
on E. For D € Divg (F), let

L(D)={fe K(E)*:div(f)+ D >0} U{0}

be the Riemann-Roch space of D, a finite-dimensional K-vector space of dimension /(D).
If D =3 pep)apr(P) with ap € Z, we write deg(D) = > pap € Z for its degree and
>.(D)=> papP € E(K) for its sum.

Theorem 6.4.1. Let (E, Q) be an elliptic curve defined over K. Assume that there exists P € E(K)
of order 4. Define the divisors

Dy == 2(0) — 2(2P) , Dy := 2(0) — (P) — (3P) € Divg(E)

(i) The Riemann-Roch spaces £(D1) and L£(Ds) are one-dimensional over K.
(ii) Let x,y € K(E)* be generators of £L(D1) and L£(Dy), respectively. The functions x*y* and
2?2 + y* — 1in K(E)* are proper multiples of each other, i.e. there exists d € K \ {0,1} such that
z2y% =1+ da?y>.
(iii) The map

61 B(K) - PAK),Q — [2(Q) : y(Q) : 1]

gives a birational equivalence from E to the Edwards curve € g defined over K. In particular, x,y from
part (ii) are coordinate functions for the Edwards model of (E, O).

Proof. (i) The divisors Dy and D satisfy deg(D;) = deg(D2) = 0and > (D;) = > (D2) = O
since P has order 4. We use the following consequence of the Riemann-Roch Theorem: if D
is a divisor of degree 0 then £(D) € {0, 1}, and more precisely, we have for D = > aq(Q):

«D) = 1 ifZQaQQ:O 6.5)

where O here is the rational neutral element of F ([Was03) Proposition 11.14]). It follows that
the Riemann-Roch spaces £(D;) and £ (D) are 1-dimensional over K.



128 CHAPTER 6. QUESTIONS RELATED TO EDWARDS CURVES

(ii) Define D := 2D; + 2D». By (i), there exist non-zero rational functions z,y on E such
that £(D;) = (z) and £(D2) = (y) and we may assume the divisor of z is exactly div(z) =
—Dy = 2(2P) — 2(0) and the divisor of y is exactly div(y) = —D; = (P) + (3P) — 2(0).
Therefore, x is non-zero and well-defined at P and y is non-zero and well-defined at 2P.
Therefore, we may consider z and y to be normalized such that z(P) = y(2P) = 1.

Let f, g be the rational functions f = z?y? and ¢ = 22 + y> — 1. We show that these
functions are K-multiples of each other. Clearly, we have

div(f) = 2div(x) + 2div(y) = —2D; — 2Dy = —D

so that f € £L(D). Since D = 8(0) —2(P) — 4(2P) — 2(3P) has degree zero and sums to O, we
have ¢(D) = 1, by Equation (6.5).

Let us now consider the function g = 22 +y?—1. We establish below that div(g) = —D. The
poles of g are those of  and y counted with double multiplicity, that is, O with multiplicity 8.
Therefore there exists a divisor Z, on E such that div(g) = Z, — 8(0) where Z; = aq(Q)
and the sum runs over the zeros of g; it remains to show that Z, = 2(P) + 4(2P) + 2(3P).
First, we see that P, 2P and 3P are indeed zeroes of g. Namely, by our choices of x and y,
we have that z(P) = 1 and y(2P) = 1, implying that (2> — 1)(P) = 0 and (y* — 1)(2P) = 0.
Then, it follows from the divisors of  and y that g(P) = (22— 1)(P) +y?(P) = 0 and g(2P) =
22(2P)+(y?>—1)(2P) = 0. To see that g is zero at 3P, we note already that y?(3P) = 0, thus itis
sufficient to show that 22 — 1 is zero at 3P. Consider the endomorphism p : K(E)* — K(E)*
sending a function & to the function p(h) defined by p(h)(Q) = h(—Q) for every Q € E(K).
Since O = —0 and 2P = —2P (P has order 4), p is an endomorphism of the vector space
L(Dy), containing x. Since £(D;) is of dimension 1 and p? is the identity on £(D), p s either
the identity or minus the identity on £(D;). We distinguish both cases and compute z(3P)
accordingly. If p is the identity then p(z) = x and in particular, z(3P) = p(z)(P) = z(P) = 1.
If p is minus the identity then 2(3P) = p(z)(P) = —z(P) = —1. In both cases, we have that
(z2 — 1)(3P) equals 0, whence g(3P) = 0.

Therefore there exist integers a1, as, a3 > 1 such that Z, = a;(P) + a2(2P) + a3(3P). We
now prove that (a1, az, az) = (2,4, 2).

It is enough to prove that a;,a3 > 2 and a3 > 4. In that case we have that Z, > 2(P) +
4(2P) 4+ 2(3P) and div(g) = Z, — 8(0) > 2(P) + 4(2P) + 2(3P) — 8(0). By principality of
div(g) we then obtain the desired equality div(g) = 2(P) + 4(2P) + 2(3P) — 8(0) = —D.

Let b := ordp(x? — 1), b3 := ordsp(z? — 1) and by := ordap(y? —1). By the choice of = and
y we have that b; > 1 for all i € {1,2,3}. We shall prove that by = 4 and b; = b3 = 2.

To see that by = 4 we write the divisor of y> — 1 as Z,2_; —4(0) for some divisor Z,>_; > 0.
(y? — 1 has the same poles as y with double multiplicity). We clearly see from the divisor of
y, that y? — 1 is non-zero at the points P,3P and O; thus, Z,2_; = by(2P) and div(y* — 1) =
ba(2P) — 4(0). By principality, we deduce by = 4.

To see that b; = b3 = 2 we consider the divisor of 22 — 1. From the divisor of z, we can
write div(z? — 1) = Z,2_; —4(0) for some divisor Z,2_; > 0. Since #(2P) = 0, 2% — 1 does not
vanish at 2P and we have Z,>_; = by (P)+b3(3P) and thus div(z2—1) = by (P)+b3(3P)—4(0).
By principality, the integers by, b3 > 1 must satisfy b; 4 b3 = 4 (so that the divisor is of degree
0) and by + 3b3 = 0 (mod 4) (so that the divisor sums to O). By the first condition the only
possible solutions are (b, b3) € {(1,3),(3,1), (2,2)}, but the first two solutions are excluded
by the second condition. Consequently, by = b3 = 2. Putting all together, we obtain, as
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desired:

ay = ordp(g) > min{2ordp(y),ordp(2* — 1)} = min{2,b,} = 2,
as = ordyp(g) > min{2ordyp(z), ordap(y?* — 1)} = min{4, by} = 4,
az = ordzp(g) > min{2ordsp(y),ordsp(z* — 1)} = min{2,b3} = 2.

This establishes that div(f) = div(g) = —D. Therefore there exists a constant d € K*
such that f = dg. The case d = 1 amounts to the relation (z% — 1)(1 — 3?) = 0 in the function
field of E, thus for every Q, ) is either a zero of 22 — 1 or a zero of 1 — y2. Taking Q = O gives
a contradiction; thus d # 1.

(iii) We show that ¢ : E(K) — P?(K) sending a point Q in E(K) to [#(Q) : y(Q) : 1]
extends to a morphism E(K) — £,4(K) C P?(K), by showing that ¢ is a morphism of degree
1 between smooth curves ([Sil09, Chapter II, §2, Corollary 2.4.1]). Since E is smooth and the
image of ¢ is contained in €4(K) by (ii), ¢ extends to a morphism £ — &, ([Sil09, Chapter II,
§2, Proposition 2.1]). Since d # 0, 1, £, is smooth. The map ¢ is non-constant, thus surjective,
and induces an injection ¢* : K(&;) — K(E),h — h o ¢ on the function fields. The degree
[K(E) : ¢*K(€4)] of ¢ is 1. Otherwise two distinct points Q # Q' € E(K) would be mapped
to the same point [z(Q') : y(Q') : 1] = [z(Q) : y(Q) : 1] in E4(K) under ¢; thus x — 2(Q) has
zeroes at  and Q" and a double pole at O (as div(z) = 2(2P) —2(0)), so that div(z — z(Q)) =
(Q) + (Q') — 2(09), and similarly, one establishes div(y — y(Q)) = (Q) + (Q') — 2(0). Since
these divisors coincide, there exists v € K* such that z —z(Q) = v(y —y(Q)), or equivalently,
r—vy = 2(Q) — vy(Q), showing that x — vy is constant, which gives a contradiction with the
divisors of x and y. O

6.4.2 Twisted Edwards curves from Galois cohomology

Letd € K\ {0,1} and &, be an Edwards curve defined over K. The parameter a in Defini-
tion [6.3.1]is referred to as the twist parameter for the curve. By Lemma (ii) and as noted
in [BBJ"08, Section 2], £ is a quadratic twist of the curve £, : 2° +y° = 1 + (d/a)2y?;
an isomorphism between these curves is defined over the quadratic extension K (y/a). If a
is a square in K then the curves are isomorphic over K, therefore we assume that a is not a
square. Twisted Edwards curves were also studied in [HWCDO08].

We here derive the quadratic twist £ of £/, more abstractly from Galois cohomology.
In particular, this theory justifies why the quadratic twist equation for £,, is given by £
(up to isomorphism). Let us first recall the connection between twists of curves and Galois
cohomology, mainly following [Sil09, Chapter X].

Let C/K be a smooth projective curve defined over K. We say that a smooth projective
curve €'/K is a twist of €/K if there is a K-isomorphism 1 : ¢’ — €. Two twists €/, ¢” are
equivalent (we write ~ for the equivalence) if there is a K-isomorphism € — €”. We denote
the set of twists of € modulo K-isomorphism by

Twi(€) = {¢ : ¢/ — € K-isomorphism}/ ~ .

We further say that €'/K together with a K-isomorphism ) : ¢’ — € is a twist of degree
d € N>q of €/ K if § is the degree of the smallest extension field of K over which v is defined.
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The well-known relation between the set Tw(C/K) of twists of C/ K and a certain cohomology
set is recalled in Theorem [6.4.2] We denote by Aut(€) the automorphism group of C, that is
K-isomorphisms €(K) — €(K), under composition of maps. The absolute Galois group
G = Gal(K/K) of K acts on Aut(C) via conjugation, that is, for o € G and ¢ € Aut(C),
Y79 ~1 € Aut(€). Here, for a K-isomorphism v : €' — €, ¥ is the automorphism obtained
by acting witho € G as¢? : ¢’ — € (viay?(z,y) = ¥(o(z),0(y))). One shows that the map
o+ 171~ is a 1-cocycle with values in Aut(€), i.e. an element of H'(Gx, Aut(C)).

Theorem 6.4.2 (Theorem 2.2, Chapter X, §2 [Sil09]). There is a bijection
Twi(C) — HY (G, Aut(@)) .

The correspondence is as follows: for ¢'/K € Twg(C) together with a K-isomorphism
Y : € — C, the corresponding element in H! (G, Aut(€)) is the class [¢] of the 1-cocycle
£W) G — Aut(C), o — ft(,w) = 979!, determined by the K-isomorphism class of € and
independent of the chosen isomorphism ).

Conversely, for ¢ € H'(Gg, Aut(€)), a curve €'/K together with a K-isomorphism ¢ :
€ — € such that & = ¢y~ ! for every o € Gk, is constructed as follows. Denote by
K (C)¢ a field which is isomorphic to K(€), via an abstract isomorphism which we denote
by n: K(C) — K(C)¢. Now we extend the Galois action on K (€) to one on K (C), by setting
n(f)° = n(fo&,) for every f € K(C) viewed as amap € — P!, and every o € Gk. This Galois
action on K (C), is said “twisted” by &. The subfield F(G)?K C K(C)¢ of elements fixed under
this action of Gk is then the function field of €. Finally, an isomorphism €’ — € comes from
the isomorphism K (€¢') ~ K(C).

Specializing to Edwards curves, we derive the quadratic twist model for €,.

Theorem 6.4.3. Let d € K \ {0,1} and a € K not a square. Let x, : Gx — {£1}, mapping
o+ o(y/a)/+/a be the quadratic character associated to K (1/a).

Define € : Gx — Aut(€qy,), sending o — Xa(0), where 1 € Aut(€y),) is the identity and —1 €
Aut(€qy,) is the negation. Then, a representative for the equivalence class of twists in Twx (€q/4)
associated to [¢] € H' (G, Aut(€,,)), is given by the curve

¢ aX?4+Y?=1+dX?Y?.

Proof. Leta € K and § : 0 — Xq(0) be as in the statement. Let C/K be the twist of €/,
defined according to the bijection of Theorem realizing the 1-cocycle ¢, that is, if 9 :
€ — €4/, is an isomorphism defined over K (+/a), then Yoyt =&, for every o € G.

We now show that an equation for € is given by aX? + Y? = 1 + dX?Y?. For (z,y) €
€4/a(K), we have 2° +y* = 1+ (d/a)z?y?. Using that —(z,y) = (—x,y) in €,/,(K), the action
of Gx on P = (z,y) is P7 = (xa(0)x,y). Itis easy to see that the functions X = z//a and
Y = y are fixed by G in K(C)¢, ie. 0(X) = X,0(Y) =Y for every o € G, and satisfy the
relation

aX?+Y?2=22+y* =14 (d/a)z’y? =1+ dX?Y?

in the function field of C, which gives for € the equation aX? + Y? = 1 + dX?Y?. Therefore,
€ is a quadratic twist of €/, by the quadratic character y, associated to K (\/a). O
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6.5 Algebraic construction of Edwards curves

Let j € K be a j-invariant defining a K-isomorphism class of elliptic curves. In this section,
we give an algebraic description of Edwz(j).

6.5.1 Edwards covering of the j-line

As noticed in [BBJT08], the elliptic curve E, 4 from Equation (6.2), birationally equivalent to

&4, has j-invariant

16(a® + 14ad + d?)3
ad(a — d)*

We consider a = 1 and write jg for j(Ei 4). It follows that £; € Edw(j) if and only if d

satisfies (6.6), or equivalently, d is a root of the polynomial

J(Ea,a) = (6.6)

v;(T) :=16(1 + 14T + T?)* — jT(1 — T)* € K[T].

In particular, every d with £; € Edw(j) is algebraic over K. Moreover, there are 6 roots of
7, over K counted with multiplicity and thus Edwz(j) contains at most 6 curves (which is,
of course, necessary by Proposition [6.3.5). Our algebraic realization of Edwz(j) is therefore
Edwy(j) = {€4/K | 75(d) = 0}.

Let us now study properties of ;. By expanding, we write v;(T) as agT® + a1(j)T° +
as(§)T* + a3(5)T3 + a2(j)T? + a1(§)T + ap with coefficients in K[j] given by

ap =16, a1(j) =672 — j , as(j) = 9456 + 4 , as(j) = 45248 — 65 (6.7)

The polynomial v; is self-reciprocal, i.e.:

% (T) = T; <;> , T#0 (6.8)

Consequently, if vj(d) = 0 (then d # 0), then v;(1/d) = 0 and both are zeroes with the
same multiplicity. Thus, if Edwz/(j) contains €, then it also contains &, ,; and both curves
are defined over the same field.

Example 6.5.1. Consider the special j-invariants j € {0, 1728}. Edwards curves associated to
these j-invariants are studied for example in [LWZ13]. We have v(T) = 16(1+ 14T +1?)3, of
which the unique rootis T = —7 +4+/3 with multiplicity 3. Therefore Edwz(0) = {€_,, 5}
and both curves are defined over K (1/3). For j = 1728, solutions to y172s(7T) = Oare {—1,17+
12v/2} defined over K and K (v/2), respectively. Thus, Edw(1728) = {€_1, Elri12va)

In view of Example the map

16(1 + 14d + d?)3
d(1 —d)*

K\{0,1} = K, dw j(Eq) = (6.9)
is surjective and exactly three-to-one above j(E,;) = 1728 and two-to-one above j(E;) = 0.
If j(Eq) # 0,1728, the map is six-to-one. If char(K) = 3, then 1728 = 0 and the map is
one-to-one. In other terms the map describes a six-fold cover of the (projective) j-line
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P(K) \ {00} by the d-line, with ramifications of index 2 at j = 0 and of index 3 at j = 1728.
We refer to this as the Edwards covering of the j-line.

The following proposition now recovers Proposition by [AGI2] from a purely algeb-
raic approach.

Proposition 6.5.2. Let j € K be a j-invariant, and d € K such that €, € Edwz(j). Then
Edwg(j) = {€a | d' € 3(d)}

where Y(d) is the set defined in Equation (6.4).

Proof. Let j € K and d € K; since &, € Edwz(j), we must have v;(d) = 0. Let

1+ ed'/4 !
gOe(d) = 1_766{1/4 , € < {1, V —1}

so that ¥(d) = {d,1/d, ¢1(d), e1(d)~", 0 =1(d), ~1(d)"'}. It remains to show that 1 (d)
and ¢ ,—1(d) are zeroes of ;. These are direct computations. By (6.8), also d™", ;1 (d)~" and
¢ /=1(d)~" are zeroes of ;. Since ; has degree 6, these are all its zeroes. O

6.5.2 Computing the roots of v;

We now address the problem of computing the roots of v, explicitly. By the self-reciprocity
of 7;, its roots come in inverse pairs {d;, 1/d;} for i € {1,2,3}. Fori € {1, 2,3}, define

(a7} 2:d2'—|—1/di€?.

Lemma 6.5.3. Let j € K and write Edwg(j) = U;eq1251{€a;r €1/a,}- Then o := d; + 1/d; for
i € {1,2, 3} are the three zeroes over K of the polynomial

fi(T) :=T3 — (j/16 — 42)T? + (j /4 + 588)T — j/4 + 2744 . (6.10)

Moreover, f; is separable if and only if j & {0,1728}. If in addition f; is irreducible over K[T'), then a
splitting field of f; is of degree 3 over K if j — 1728 is a square in K and of degree 6 over K if j — 1728
is a non-square in K.
Proof. We write (1/16);(T) = [[>_,(T — di)(T — 1/d;) = [[>_,(T? — oy T + 1). This gives

1 .
1—67]-(T) =T% —01T° 4 (09 + 3)T* — (201 + 03)T3 + (02 +3)T? — 1 T + 1,

where 01 = a1 + as + a3, 02 = a1z + a1z + @z, and 03 = ajapag are the elementary
symmetric polynomials in the variables o, a2, a3. Comparing coefficients with (6.7) implies

01:_“116(*7) :136—42,02:@1(6])—3:‘1—1—588,
2a1(j) —as(j) _ J
R Ty
78 16 il

The polynomial f; in the statement is precisely 7% — 0112 + 02T — 03 with 01, 02, 03 as above,
and its zeroes are aq, a2, a3 by construction. The discriminant of f; is 452(5 — 1728), from
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which it follows that f; has repeated zeroes in K if and only if j ¢ {0,1728}. Assume now
that f; is irreducible over K[T'] and separable. Then its Galois group over K is isomorphic to
A3 if j — 1728 is a square in K and to &3 if j — 1728 is a non-square in K. The degree of the
splitting field of f; over K follows from this fact. O

The fact that f; is separable if and only if j ¢ {0,1728} is in accordance with Example
The zeroes of f; can easily be computed using for instance Cardano’s formulas (in
characteristic not 3). Leti € {1,2,3} and let L; = K(«;). From «;, d; and 1/d; are obtained as
the zeroes of ¢;(T) = T? —; T+ 1. If (; — 2)(a; +2) is a square in L;, then d;, 1/d; are defined
over L;, otherwise over the quadratic extension of L; obtained by adjoining \/(c; — 2)(c; + 2).

In Section[6.7jwe will show that the splitting type of ;(T') over K is entirely characterized
by the 2-torsion behaviour of the underlying isomorphism class of elliptic curves.

6.6 Geometric construction of Edwards curves

Given an elliptic curve E/K in Weierstrass form together with a point P of order 4, [BL0Z,
Theorem 2.1] shows how to construct an Edwards curve birationally equivalent to (a quad-
ratic twist of) E. In this section, we generalize this construction over extensions of the base
field. Indeed not every elliptic curve has a point of order 4 over its base field. We consider
all the 12 points of order 4 on E defined over K, and to each of these points, we associate the
Edwards curves birationally equivalent to E, obtained from the construction of [BL07]. We
shall then describe explicit relations between these curves and thereby obtain a description
of the set Edwz(E).

6.6.1 The construction of Bernstein-Lange

We start by reviewing the construction of [BLO7]. For full details, we refer to the proof of
[BLOZ, Theorem 2.1].

Assume that E is given in long Weierstrass model y? + a1zy + asy = 23 + as2? + a4 + ag
with a; € K. Let P = (zp,yp) € E(K) be a point of order 4. By a suitable translation of
E, one may assume that 2P = (0,0) and thus F is given by a medium Weierstrass model.
Denote the new coordinates on F by z,y. Setting d := 1 — 4z% /9%, the Edwards curve &4
is birationally equivalent to a quadratic twist of £. In [BB]J" 08, Theorem 3.2] the twist was
shown to be unnecessary, so that £ is birationally equivalent to E over K. Because of the clear
dependence on P, we shall rather write dp instead of d. Applying the necessary changes of
variables, one easily shows the more general result:

Proposition 6.6.1. Let E be an elliptic curve over K defined by y* + aizy + azy = 2° + agz? +
asx + ag, with ay, . . . ,a¢ € K. Assume that E(K') has a point P = (xp, yp) of exact order 4. Set

4(1’13 — :Iigp)g

dp = 1—
lyp + %(alxp + a3)]

- (6.11)

()LetT =x—xopandy = y + %(alxp + a3). The Edwards curve €q,, is birationally equivalent
over K to the quadratic twist E'P of E given by tp - §* = T° + a9T* + a4, with tp = xp /(1 — dp).
(ii) The Edwards curve &, is birationally equivalent over K to E.



134 CHAPTER 6. QUESTIONS RELATED TO EDWARDS CURVES

Proof. Using the change of coordinates (Z,7) — (z — z2p,y + 5(a12p + a3)), the formula for
dp easily follows from the proof of Theorem 2.1 in [BL07]. Point (i) is Theorem 2.1 of [BL0O7].
Point (ii) is Theorem 3.3 of [BB] T 08]. O

Remark 6.6.2. The birational equivalences between €4, and (the quadratic twist of) E are
made explicit in the proofs of [BL07, Theorem 1.2] and [BB]J 708, Theorem 3.3]. Note that the
birational equivalence in (ii) depends on the chosen point P.

An alternative way to construct Edwards curves from elliptic curves having a point of
order 4 over its base field is to use the Tate normal form (see [Hus04, §4] and [Kna92, §V.5]),
parametrizing elliptic curves with a torsion point of prescribed order. We briefly elaborate
this here. For b, ¢ € K, define the two-parameter family of elliptic curves in Tate normal form

E(b¢): >+ (1 —c)xy — by = 2> — ba?

with discriminant A(b, ¢) = (1—¢)*b3 — (1—¢)3b3 —8(1 —¢)?b* +36(1 — c)b* — 27b* + 16b%; thus
if b # 0 then E(b, c) is elliptic. Let @ = (0,0) on E(b, ¢); one checks that 2Q) and 3() are not the
point at infinity. Let now E be an elliptic curve over K with a point P of order N > 4. Then
there is a unique pair (E(b, c), Q) with @ = (0,0) of order NV and such that £ is isomorphic
to E(b, ¢) and the isomorphism sends P to @ (see e.g. [Str15, Lemma 2.1]). Requiring that
E(b,c) has a point of order N > 4 gives rise to algebraic equations that b and ¢ must satisfy.
For our case, Q = (0,0) has order 4 on E(b, ¢) if and only if ¢ = 0, giving E the Tate normal
form
E(b,0) : y? + xy — by = 2 — bx?

with discriminant A (b, 0) = b*(1+16b) and j-invariant j(b,0) = (166> +16b-+1)3/((16b+1)b*).
One checks that 2Q = (b,bc) on E(b,c); i.e. 2Q = (b,0) on E(b,0). To obtain a birational
Edwards model, we apply Proposition to £(b,0) and @ = (0,0) and obtain

4(—b)3

dg=1-
@ 1/4b2

=1416b,
showing that E(b,0) is K -birationally equivalent to the Edwards curve €;16p.

6.6.2 Edwards curves from the two-torsion group

Let E be an elliptic curve over K be given in Weierstrass form as in Proposition Denote

by E4(K) := E(K)[4]\ E(K)[2] the set of twelve points of order exactly 4 in E(K ). We define
d: E4(F) — F, P—dp (612)

with dp as in Equation (6.11). We obtain the following geometric description

Edwi(E) = {€4, | P € E4(K)} .

Remark 6.6.3. (i) Clearly, the map d in Equation (6.12) depends on E. In fact, it only depends
on the K-isomorphism class of E. More precisely, let E/K, E'/K be elliptic curves and ¢ :
E — E’ a K-isomorphism. Assume that E is given by the long Weierstrass equation y* +
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a1zy + azy = 2° + aax? + asx + ag. Denote the map in (6.12) by d'¥) for E and by d(*) for E'.
Then:

E El —
dy) =di) . v PeB(K).

This is be established by explicit calculations on the Weierstrass model, which we omit
here. Since ¢ is an isomorphism, it is given by a change of variables (z,y) — (ux + r, udy +
sux +t), for some u,r, s,t € K and u # 0 ([Sil09, Chapter III, §3, Proposition 3.1]). The sub-
stitution in the Weierstrass model for E gives for E’ the Weierstrass model with coefficients
aj = (a1 +2s)/u, ay = (ag — say +3r — s?) /u?, a = (a3 +ra; +2t)/u3, d), = (a4 — saz +2ras —
(t+rs)ar+3r2 —2st) /u?, ag = (ag+ray +1r2ay+13 —tazg—t2 —rtay) /u® (see [Sil09) Chapter III,
§1, Table 3.1]). Let Q = ¢(P) = (x@, yq). The z-coordinate x2 of 2() can be computed by the
duplication formula on E’, and is explicitin ay, . .., ag via the above relations. A substitution

in the formula for dégE,) gives déQE,) =1—4(z2g — 20)*/[yg + 1/2(d)xg + ay))* = dSDE).

(i) We provide an example in SageMath [ST20] for the computation of the map d, and an
illustration of point (i) of the current remark.

sage: def compute_d(E,P):

....: #Input: E elliptic curve with 4-torsion, P point of order 4 on E
....: #0Output: parameter d for birational Edwards model
(xP,yP,x2P)=E(P) .xy O [01,E(P) .xy O [1] ,E(2%P) .xy ) [0]

cela return 1-4*(xP-x2P)"~3/(yP+1/2%(E.al()*xP+E.a3()))"2

sage: E=EllipticCurve([0,0,0,-11,14]);E

Elliptic Curve defined by y~2 = x"3 - 11%x + 14 over Rational Field
sage: F=E.change_weierstrass_model([2,1,5,-1/3]);F

Elliptic Curve defined by y~2 + b*x*y - 1/12%y = x~3 - 11/2%x~2 - 7/24%x
+ 35/576 over Rational Field

sage: E.j_invariant(),F.j_invariant()

(287496, 287496)

sage: phi=E.isomorphism_to(F)

sage: P=E(1,2);Q=phi(P); P,Q,P.order(),Q.order()

(1 :2:1), (0:7/24 : 1), 4, 4)

sage: dP=compute_d(E,P); dQ=compute_d(F,Q); dP,dQ

(2, 2)

In light of Remark one can work (as in Section with an isomorphism class of
elliptic curves [E] € €ll(j) for a fixed j-invariant in j € K, and construct the set Edw(j).

The points P of order 4 (hence the corresponding curves €4,,) are defined over K(E[4]),
the 4-division field of E. The extension K (E[4])/K is Galois and

Gal(K(E[4])/K) = Awt(E(K)[4]) , 0 = ((z,y) = (0(2),0(y)))

is an injection. The choice of a basis of F(K)[4] induces an isomorphism Aut(E(K)[4]) —
GL2(Z/4Z), and thus, [K(E[4]) : K] < #GLy(Z/4Z) = 96. In the sequel, we shall see that
the Edwards curves can be defined over much smaller extensions of K. Namely, since the
denominator of dp is a square it can be expressed in terms of 2 p, which implies dp € K(xp),
the extension of K obtained by adjoining the z-coordinate of P.
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Remark 6.6.4. Let P, be generators for E(K)[4] ~ Z/AZ x Z/AZ. Then E,(K) is the set
Ey(K) = {£P,£Q,+(P + Q),£(P — Q),2P + Q,+P + 2Q}, where +P,2P + @ double to
2P, £Q),2(Q) £ P double to 2Q) and +(P £ @) double to 2(P + (). Writing E again in usual
long Weierstrass equation, we have for every R € Ey(K) that —R = (zg, —a17r — a3 — Yr),
and obtain d_p = 1 — 4(xr — 72r)*/(~yr — 1/2(a12R + a3))? = dg. It follows again that
#Edwz(j) < 6, as already observed in Section

In the sequel we write
E(K)[2] = {0, (e1,0), (e2,0), (e3,0)} ~ Z/2Z x 7 /27 ,

with ey, e, e3 € K two by two distinct. Namely, since char(K) # 2, we can find a rational
transformation from a long Weierstrass form for E to a medium Weierstrass form y* = f(z),
and the 2-torsion subgroup has the above form, with ey, e3, e3 being the roots of f(z). For

i#jin{1,2,3},sete;; :=¢; —¢; € K”. The following is the main theorem of this section.

Theorem 6.6.5. Let E/K be an elliptic curve and let E(K)[2] = {0, (e1,0), (e2,0), (e3,0)} be its
2-torsion subgroup. If €4 is an Edwards curve birationally equivalent to E, then

Define z1 = eq2e13, 22 = ea1e23 and z3 = esjesn. The Edwards curves are defined over
Ki:=K(Jz), K2 = K(Vz), K3 = K(J/z) ,
respectively, and birationally equivalent to E over K (\/e12,/e13), K (\/€21,/€23), K (y/e31,/€32),

respectively. In particular:

(i) if E(K)[2] ~ Z/2Z x Z/2Z, then for all i € {1,2,3}:

1 if z; € (K*)?

[K;: K] = {2 if 2 & (K*)?

(ii) if E(K)[2] ~ Z/2Z then there exists i € {1,2,3} such that [K; : K] € {1,2} (as in (i)) and for
j# 3 e{1,2,3}\{i}, K; = Ky = K(VA(E)) and

K k] = 42 7 e (K A(E))*)?
. 4 if z; ¢ (K(\/A(E))*)?

(iii) if E(K)[2] ~ {0} then Ky ~ Ky ~ Ksand forall i € {1,2,3}:

X

- L if z; € (K(E[2]))X)2 N
= {6 | L A

and

[Ki:m:{ﬁ e, and AB) ¢ ()

12 if 2 & (K(E[2]))*)?
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Remark 6.6.6. Let us make some remarks concerning how Theorem compares to the
literature.

(i) One important gain over [BL0Z, Theorem 2.1] is that our formulae only amount to the
computation of the 2-torsion of £ and do not require the knowledge of its 4-torsion. Further,
we see by the cases (i) and (ii) that the “converse” of the Bernstein-Lange construction is not
true: dp can be defined over K without P lying in E(K). Moreover, our formulae can be
applied to every elliptic curve, and describe explicitly the smallest extensions of their base
field, over which they admit an Edwards model.

(ii) In [BBJ 08, Theorem 5.1], the authors showed that an elliptic curve E/K having no
point of order 4 over K, but all its 2-torsion points defined over K (i.e. E(K)[2] >~ Z/2Z xZ /2Z)
is 2-isogenous over K to an elliptic curve birationally equivalent to a twisted Edwards curve.
The main interest of this result is to find Edwards models for £ when E does not have points
of order 4 over its base field. We will extend this result over larger fields in Section [6.8.1}
Point (ii) of Theorem contributes in this direction and strengthens [BBJ ™08, Theorem
5.1]: when E(K) has a unique point of order 2, and say K; = K (i.e. [K; : K| = 1in (ii)) for
some i € {1,2,3}, then F admits an Edwards model defined over K. Nevertheless, note that
having a unique point of order 2 is not enough to define an Edwards model over K applying
[BBJ 708, Theorem 5.1].

Proof of Theoremm

The proof of Theorem is essentially the content of the Lemmas and[6.6.9below. The
following result describes the 4-torsion of E in terms of the 2-torsion.

Lemma 6.6.7. Let E/K be an elliptic curve and let E[2](K) = {0, (e1,0), (e2,0), (e3,0)}. For
every i € {1,2, 3} the four points

P = (e + ey/E/an - £yay/en(Vas +evem) . i # ke {1.2,3)\ {i}

with e € {1}, have order exactly 4 in E(K) and double to (e;,0). We let £P; := +P}! and
+P i=4P "

Proof. This follows from [Sch14, page 112]. O
Remark 6.6.8. (i) As a consequence of Lemma the 4-division field of F is

K(EM]) = K(\/jlv @7 \/aa \/@) .

If €12, €13 and eg3 are simultaneously squares in K up to sign, then K(E[4]) = K (/1) =
K(¢4). In [GJLR16] the authors classify, up to isomorphism, elliptic curves over K = Q with
this property. Assume now that £ has full K-rational 2-torsion. Then by Lemma E
has a point of order 4 over K if either ej2, 13, Or €21, €23, Or €31, e32 are both squares in K. In
Section[6.10.1| we provide examples of such families of elliptic curves.

(ii) This remark concerns Proposition (i.e. [BLOZ, Theorem 2.1] and [BBJ 08, The-
orem 3.3]). If E has a K-rational point of order 4, then it has at least four such points, appear-
ing in pairs of opposite points. Hence, to one point P as in Proposition [6.6.1] one associates
two Edwards curves via the map d. We establish an explicit relation between these curves in
what follows.

(iii) The 6 different z-coordinates of the points of Lemma are the roots over K of the
4-division polynomial ®, € K|[z| of E, of degree 6.
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Lemma 6.6.9. Let E/K be an elliptic curve and let E[2](K) = {0, (e1,0), (e2,0), (e3,0)}. For
i €{1,2,3}, let {+ P | € € {&1}} be the points of order 4 on E over K such that 2P; = (e;,0). Let
d : Es(K) — K be the map from (6.12). Then for every i € {1,2,3} and ¢ € {£1}, the image of
+P;€ under d is

dape = (“67\/%6’“) € K; = K(yeiam) , j < ke {1,2,3}\ {i} . 6.13)

Proof. The fact that d, ,+ liesin K (z p+) is clear by the definition of d, and we have that that

K(zy pt) = K(\/€i;e) by Lemma
We show (6.13)); for easier notation we prove the statement for i = 1. By Remark
it suffices to establish the formula for dpx. For e € {+1}, we have by Lemma Pf =

(61 + € /€e12+/€1 ,./612\/613(\/612 +6‘/613)) = (afpl,ypl). It follows that

rpe — I € 3 - 2
dry =1 a0 g VOV (VRO ¢ g ergen) = Ki.

y12’f B (Verz + ey/e13)? Vel + €y/€ei3

Further, since e15 — e13 = €39,

(WH—e e13>2 B ((\@—e elg)2>2 B (Wau—e e13>4
VEe12 T /€13 €12 — €13 V€32

O]

This concludes the first part of the proof of Theorem In order to show the applicab-
ility of these formulas, we treat in detail the special j-invariants 0 and 1728.

Example 6.6.10. We detail the geometric construction of the sets Edwz(j) for j € {0,1728}.
Since the involved computations are a little lengthy, we defer the details to Section |6.10.2
Compare with Example for the algebraic construction of these sets.

To show the second part of Theorem notice that the extensions {K;}; are at most
quadratic over K (E[2]) = K (e1, e2, e3) and the claims follow from the classification of K (E£[2]).
Thus, for every i € {1,2,3} we have [K; : K] = [K; : K(E[2])] - [K(E]2]) : K] where the first
factoris 1 or 2.

If E has full K-rational 2-torsion, then K(E[2]) = K and [K; : K| = 1if z; € (K*)? and
[K; : K] = 2 otherwise, and similarly for K, and K3.

If £ has a unique K-rational point of order 2, say (e;,0) € E(K) without loss of generality,
then ey and e3 are conjugates in the quadratic extension K (1/5), where § = (ex — e3)? €
K>\ (K*)?isthe discriminant of (z—e3)(z—e3). Since A(E) = 166(e1 —eq)?(e1—e3)?, itis easy
to see that K (v/0) = K(y/A(E)), i.e. K(E[2]) = K(\/A(E)). We deduce that [K; : K] equals
1 or 2 depending on whether z; is or not a square in K. Write 23 := egjes;, 23 := e31e32 and
Ky = K(\/%2), K3 = K(/z3). Denoting by ¢ the conjugation automorphism of K (\/A(E)),
and writing €3 = 0(62), we get U(ZQ) = U((ez — 61)(62 — U<€2)) = (0(62) — 61)(0(62) — 62) = Z3.
Therefore, 23 and z3 are simultaneously squares or non-squares in K (1/A(F)), and moreover,
if 2o = u? foru € K(\/A(FE)), then z3 = o(u)?, so there is an isomorphism K> ~ K3. The
degree over K is either 2 or 4, according to the indicated cases.
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If F has trivial K-rational 2-torsion then none among ey, ez, e3 lie in K, and we distinguish
the cases A(E) € (K*)? and A(E) ¢ (K*)2. In the first case, the Galois group of K (E[2])/K
is isomorphic to A3, so [K(E[2]) : K] = 3. If A3 = (o), then without loss of generality,
ea = o(e1) and e3 = o%(ey). Thisimplies, as before, that 0(21) = 29 and 0?(21) = 23. Therefore
K1, Ky and K3 are all isomorphic to K(E[2])(,/z1). In the second case, the Galois group of
K(FE[2])/K is isomorphic to &3, i.e. [K(E[2]) : K] = 6. By a similar reasoning, K; ~ Ky ~
K3 ~ K(E[2])(/z1), which is of degree 6 over K if z; € (K(FE[2])*)? and 12 otherwise. This
completes the proof of Theorem [6.6.5]

6.6.3 Link with the algebraic construction

Our Theorem gives an explicit factorisation of the polynomial f; from Equation (6.10)
when j denotes the j-invariant of E.

Corollary 6.6.11. Let E be as in Theorem and let j be the j-invariant of E. The roots a1, aa, o3
of the polynomial f; are defined over K (E[2]), and given by the formulae

2(efy + 621 + i) 2(e3; + 62 + e33) 2(e3; + 623 + e3y)
€39 €31 €21

In particular:
(i) if E(K)[2] ~ Z/2Z x Z/2Z, then f; splits completely over K[T,

(ii) if E(K)[2] ~ Z/2Z then f; splits in K[T] in one factor of degree 1 and one irreducible factor of
degree 2,

(iii) if E(K)[2]) ~ {O} then f; is irreducible in K[T.

Proof. These are direct computations of d; + 1/d; for i € {1, 2,3} using the formulae of The-
orem The second part on the splitting of f; also easily follows. O

Remark 6.6.12. Without the use of Theorem|6.6.5| Corollary|[6.6.11can be obtained as follows.
For E with 2-torsion as in Theorem|6.6.5] one computes that j(E) = 2%(e? —e1ep+e3 —eje3 —
eze3 + €3)%)/(e3,e35€35) and one computes a factorsiation of f;(g) (7). A direct computation
shows that j(£) — 1728 is a square in K if and only if A(E) is, whence the splitting properties.

6.6.4 Modular d-function

In his original exposition [Edw(07], Edwards considered an elliptic function which is associ-
ated to the Edwards model. In this section, we make a remark about this function in relation
with our Theorem 6.6.51

Leth = {r € C: J(7) > 0} be the complex upper-half plane. LetI" = SLy(Z) and consider
its congruence subgroup I';(4) of level 4 acting on b via fractional linear transformations.
Recall that a function f : h — C is said a modular function or modular form of weight 0 for I'; (4)
if f is meromorphic on b, f(v(7)) = f(7) for every v € I'1(4), and f has a Fourier expansion
of the form f(7) =32 a(n)exp(2mrinT) for some m € N.

Denote by X (4) the projective compactification of Y7 (4) = T'y(4)\h in P?(C) by consider-
ing the action of I'; (4) on the extended complex upper half-plane h* = h U Q@ U {oo}. Points
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on this curve parametrize isomorphism classes of pairs (£, P) where E is a complex elliptic
curveand P € E(C) is a point of order 4. As projective curve, X;(4) is known to have genus 0,
and thereby has a rational function field, i.e. the function field over C is generated by a unique
function. This generator has been studied in [KK98] and denoted by j; 4. We here give the
link between this generator and the Edwards model of elliptic curves.

Define the classical theta constants obtained by specialization at 0 of the Jacobi theta func-

tions:
9a(r) =3 gD Lus(r) =3 a(r) = D (-1)"g"

nez nez nezZ

Define the function d : h — C by
192(27’)4

d(t) = ——. 14
In [KK98] this function is denoted by j; 4. The functions ¥2(27) and ¥3(27) are modular forms
of weight 1/2 for I'1(4), thus d = ji 4 is a modular function for I';(4). Moreover, ji 4 is a
Hauptmodul for X;(4), i.e. a generator for the function field of X;(4) over C, see [KK98),
Theorem 3]. By using our Theorem we can link d to the Weierstrass p-function of a
complex torus.

Proposition 6.6.13. For 7 € by, let A; = Z + 7Z. The complex elliptic curve C/A is isomorphic to
2

the complex Edwards curve 2 + y* = 1 + d(1)x?y>.
Proof. We write 7 = wy/w; where w,ws € C are a fundamental pair of periods (i.e. both non-
zero and such that (w2 /wi) > 0). Then the period lattice A = wiZ & wsZ in C is homothetic
to A;. Let p(z) := p(2;7) = pa, (2) with complex variable z be the Weierstrass p-function
associated to A,. It satisfies the differential equation '(2)? = 4p(2)3 — g2p(2) — g3 where
the invariants go = 603_,,c4 \ {0} wand g3 =140 . Aoy @ ° are the elliptic invariants,
viewed as functions of 7. It is well-known (e.g. [Cha85, Chapter III, §3]) that the zeroes of
the cubic 4p(2) — g2p(2) — g3 characterizing the 2-torsion on C/A, are given in terms of the
half-periods

w1 w2 w3

ep:=e(T) =g (;) ,epi=e(7) = (5) ;e i=e3(1) = (7) (6.15)

where we have set w3 = w; + wy. By [Cha85, Chapter V, §6, Corollary 1], eq, e2, e3 are related
to the theta constants via the relations

)= () o)t e = (2) ot o) = (Z) maert (60

1 1 w1

with the usual notation ej5 = e1 — €2, €13 = €1 — €3, e32 = e3 — ea. Now observe that

920t (93(r)2 = 0a(m)2\? (0(m)2 — Da(r)?\"
d(r) = = B (792(7)2 +19j(7)2) B < : 192(7)24 >

where for the second equality we have used the duplication formulae 292(27)% = 93(7)% —
94(7)? and 2093(27)2 = 93(7)2 +94(7)? (see [Liu09, Equations (4-1) and (4-2)] with = = 0), and
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for the last equality we have multiplied the numerator and denominator by 93(7)? — 94(7)?
and used the identity 93(7)* — 94(7)* = 9¥2(7)%. Using the relations (6.16) gives therefore

d(T) _ <61\/612(7') — 62\/613(7')>4

€31/ €32 (7‘)

for some €1, €2, €3 € {£1}. Direct computations show that without loss of generality €; and €2

can be taken 1, so that A
d(r) = <\/612(T) + \/613<T)> (6.17)
€32 (7‘)

By Theorem we conclude that there is an isomorphism C/A; >~ € ;). ]

Note that our proof also gives a formula for d(7) in terms of the half-periods of Weier-
strass” elliptic functions; to our knowledge, this representation was not established before.
The remaining values of d from Theorem are obtained by fractional linear transforma-
tions. The group I' (4) has index 12 in SLy(Z). Further, d is left invariant by the transformation
7 — 7 + 1, which corresponds to permuting ez and e3 in (this can also be seen directly
on the theta constants). Choosing representatives for the cosets of SLy(Z)/I'1(4) gives rise to
fractional linear transformations deriving the remaining values of d, and in particular X(d).
This is similar to [Edw(07, Theorem 18.1] (with the change that the chosen function actually
corresponds to a fourth root of d(7)).

Relation with other modular functions

The following proposition is a consequence of Proposition|6.6.13|and relates d to the modular
j-invariant and the modular discriminant function.

Proposition 6.6.14. Let j : h — C be the modular j-invariant and A : ty — C the modular discrim-
inant. Let d(7) be defined as above. For every T € by, we have the identities:

(14 14d(7) + d(1)?)?

d(T)(d(T) — 1)4 ) A(T) = 28d(7—)(d(7—) - 1)4

j(r) =16

This proposition follows easily by computing the j-invariant and discriminant of the curve
E, birationally equivalent to €, (see Section [6.9.2). For the well-known modular-\ function

defined by A\(7) = v2(7)? (see [Cha85, Chapter VII, §7]) we obtain the relation

J3(1)2

A1) =d(1/2) . (6.18)

The modular-A function can be derived from isomorphism classes of Legendre curves £ :
y? = z(z—1)(x—\) ([Cha85, Chapter VI, §7]), similarly as d(7) is deduced from isomorphism
classes of Edwards curves ([Edw07]). Notice that can directly be established by the
use of Theorem since the 2-torsion on £ is {0, (0,0), (1,0),(\,0)}. The modular A-
function is a Hauptmodul for the modular curve X (2) parametrizing isomorphism classes of
elliptic curves with full rational 2-torsion. We believe that in terms of suitable terminology,
the function d = j; 4 defined above could in correspondence be referred to as modular d-
function in view of its link to the Edwards model &, for elliptic curves.



142 CHAPTER 6. QUESTIONS RELATED TO EDWARDS CURVES

6.7 Galois Conjugacy on isomorphic Edwards curves

We describe a natural Galois action on the Edwards curves induced from the Galois ac-
tion on the points of elliptic curves. We then make a case study for conjugate Edwards
curves depending on the size of E[2](K), following the notation of Theorem[6.6.5] Let G :=
Gal(K/K) denote the absolute Galois group of K.

Definition 6.7.1. Ford € K\{0,1}and o € Gk, we call °(€4) := &€,q) the o-conjugate Edwards
curve of 4. We also say that €4 and °(€4) are G g-conjugates.

Definition 6.7.2. Let k € N>y and r,ra,...,7 € N>q1. Let K bea field and f(T) € K[T']. We say
that f(T) has splitting type (1,72, ...,7%) (up to permutation) over K if f factors over KT into
irreducible factors of degree r1, 12, . .., 1k, ie. f(T) = H’;Zl ge(T') where go(T') € K[T] is irreducible
over K of degree ;.

We are interested in the splitting type of the polynomial ;g (T"). We explain below, that
it depends on the size of the group E[2](K).

The case F(K)[2] ~ Z/2Z x Z/2Z

Leti € {1,2,3}. If z;, as in Theorem 6.6.5] is a square in K, i.e. [K; : K] = 1, then d; and 1/d;
(and the corresponding Edwards curves) defined over K; are not Galois conjugates. Oth-
erwise, i.e. [K; : K| = 2, d; and 1/d; are Gal(K;/K)-conjugates with minimal polynomial
T? — ;T + 1 over K, and the corresponding Edwards curves are Gal(K;/ K )-conjugates.

The case E(K)[2| ~ Z/2Z

Let i € {1,2,3} such that (e;,0) generates E[2](K). Following Theorem write K; =
K(y/z) and K} ~ Ky ~ K(\/A(E))(yz) forl #1' € {1,2,3} \ {i}. We distinguish whether
21 is a square in K or not and z; is a square in K (\/A(E)) or not.

If 21 is a square in K then K; = K and &y, and &,/4, over K are not conjugated. Oth-
erwise, d; and 1/d; have minimal polynomial T2 — oy T + 1 over K and the corresponding
Edwards curves £y, and €, /4, are Gal(K/K)-conjugates.

If z; is a square in K (1/A(E)) (and thus also z;) then, similarly, the elements d;, 1/d; and
dy, 1/dy have minimal polynomials 72 — ;T + 1 and T? — oy T + 1 over K, and the curves
Eays €ay and &€y q;, €1/q,, are Gal(K (\/A(E))/ K)-conjugates.

If z; is not a square in K (y/A(E)) then K; = K(\/A(E),/z1) and d;, dp,1/d;, 1/dy € K,
have minimal polynomial (7% — oyT + 1)(T? — apT + 1) = T* — (oq + o)T? + (oqay +
2)T? — (ay + ay)T + 1 over K, and the corresponding curves &, €a, and &y/4,,E1/q, are
Gal(K;/K)-conjugates.

The case E(K)[2] ~ {0}

In this case, K1 ~ Ky ~ K3 ~ K(E[2]).

Assume first that A(E) isa squarein K/, so that Gal(K (E[2])/K) ~ 23. Theorem[6.6.5]says
that [K; : K| € {3,6} fori € {1,2,3}. Let 0 be a generator for 3. If [K; : K] = 3 then z; (and
also its conjugates 2y = 0(z1), 23 = 0%(21)) is a square in K (E[2]). Consequently, f;g) splits
completely as (1" — a1 )(T' — a2)(T — «a3) in K[T'] with conjugate roots o1, e = o(aq), a3 =
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o?(a). Further, the (conjugate) quadratics 7% — ;T +1 for i € {1,2, 3} lead to conjugate pairs
of roots {dy,1/d1},{o(d1),0(1/d1)},{0?(d1),1/0%(d1)}. The elements dy,d>,d3s € K; have
minimal polynomial (T'—d; )(T'—d2)(T' —d3) over K,and 1/d;,1/ds,1/ds € K1 have minimal
polynomial (7" —1/d;)(T —1/d2)(T — 1/d3) over K. In particular the curves €4, , €4,, 4, and
€1/d1> €1/dys €144, TESPECtively, are Gal(K (E[2])/ K )-conjugates. If [K; : K] = 6, then 2 is
not a square in K'(F[2]) and di, d2, d3 and their inverses have minimal polynomial 1/16v;z)
over K and lead to Gal(K (E[2])/K)-conjugated curves defined over K (E[2]), where ¢ sends
dy — dy — d3 and 1/dy — 1/dy — 1/d3. Letting d; = d, with the notation of the set ¥(d), we

obtain that . .
1+ d/* 1+ /—1d"/*
"\ 1—ql/4 T\ 11— /=144

are Galois-conjugates, as well as their inverses

1 (1-d"/" STV
d’\14+d"/* ) 7\ 14 /~1d"/*
Assume now that A(FE) is not a square in K, i.e. Gal(K(E[2])/K) ~ &3. By Theorem

6.6.5, [K; : K| € {6,12} fori € {1,2,3}. Proceeding as above, it is immediate to establish that
all the Edwards curves defined over K (E[2]) are Gal(K (E[2])/K)-conjugates.

Example 6.7.3. (i) Consider the infinite family of elliptic curves over Q defined by
Ep:y? =2 — a(t)2® + b(t)’z — a(t)b(t)*, t € @,

with a(t) = 6 + 3t and b(t) = 8 + 4t. The cubic in z factors over Q(v/—1) as (z — a(t))(z —
b(t)v/—1)(z + b(t)v/—1), so that E;(Q)[2] ~ Z/2Z for every t. With the choice e; = a(t),e

b(t)vV—1,e3 =

@(V=1)*

N

S

N

e3 = —b(t)y/—1, one obtains z; = 25(t+2)% € (@*)*and 2z = (t+2)%(2—6y/—1)
)2. Therefore, 7j(E,) has splitting type (1,1, 2,2) for every t € Q.

(i) Consider the elliptic curve E : y* = 2% + 422 + 2 + 1 over K = F5 with j(E) = 2.
The curve has trivial 2-torsion over F5 and full 2-torsion over F5(E[2]) ~ Fs[z]/(2® + 422 +
x + 1) = Fzs. The discriminant of E is 1, thus the Galois group of 2® + 42% + z + 1 is As.
Let u € F5(E[2]) be a root of 23 + 422 + x + 1; thus (u,0) has order 2 on E over F5(E[ D-
Therootsofx +42? +x+ laree; = u,eg = 3u? +4u = o(e1) = ef and ez = 2u? + 1 =
o%(er) = e1 , where (0) = 23 and o : t — t° is the Frobenius on Fss. Direct computations
show 21 = 3u? + 3u + 1 = (3u? + u + 1)?, a square in Fy3, and so for zo = o(21) = 2}
and z3 = o%(u) = 2. By Theorem the Edwards curves birationally equivalent to
E are defined over a cubic extension of F5: K; ~ Ky ~ K3 ~ F5(E[2]). Computations give
(dl, 1/d1) = (3u2+4, 2u2+2u+2), (dg, 1/d2) = (4u, u2+4u—|—1) = (d?, (1/d1)5) and (Clg, 1/d3) =
(2u? 4 u, 2u? + 4u + 3) = (d5°, (1/d1)?"), so that dy, dy, d3 are conjugates in Fss with minimal
polynomial my(T) = T3 + T2 + T + 4 € F5[T] and 1/dy, 1/da, 1/d3 are conjugates in F5(E[2])
with minimal polynomial my(T) = T3 + 4T? + 4T + 4 € F5[T), and it is readily checked that
Y(e)(T) = 16m1(T)ma(T) € F5[T]. The polynomial f; py(T) = T° + T + 1 is irreducible over
[F5[ | and splits over F5(E[2 ])[T] as (T—ay)(T—a2)(T—asz) withay = 2u+1,as = v +3u+1 =
of and a3 = 4u? 4+ 3 = oF°. These elements define the (conjugate) quadratic polynomials
T? — T+ 1,T? — T +1,T? — a3T + 1 with roots {d1, 1/d1}, {da, 1/d2},{d3,1/d3}. Let Ey
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Splitting type | A(E) E2|(K) properties of z1, 22, 23
(1,1,1,1,1,1) Z7/27 x 7/2Z 21, 22,23 € (K*)?
(1,1,1,1,2) Z/2Z X Z)2Z | 21,29 € (K*)?, 23 & (K*)?
(1,1,2,2) Z/2Z xZ)2Z | 21 € (K*)?, 29,23 & (K*)?
Z/QZ 2’1€<KX>2722€<KX)2
(1,1,4) 7/27 21 € (KX)2, 29 & (K*)?
(2,2,2) Z7/27 x 727 21, 29,23 € (K*)?
(2,4) z/27 21 € (K*)?%, 20 & (K*)?
(3,3) € (K¥)? {0} 21 € (K(BR)X)?
(6) € (K¥)? {0} 21 ¢ (K(E[2))?
¢ (K*)° {0} 21 € (K(E[2])%)?
¢ (K*)° {0} 2 ¢ (K(E[2)*)?

Table 6.1: Splitting type of ;)

be the elliptic curve from (with @ = 1). A direct verification shows that the curves Ey
with d € {dy,ds,ds,1/dy,1/d2,1/ds} all have j-invariant 2.

Table |6.1{ summarizes the splitting types of ;g in the different cases. Note since d and
1/d appear in pairs, the polynomial cannot have an odd number of linear factors. The split-
ting type (1,1,1,1,1,1) occurs for example for the curve with label 5525.5-b9 in [LMF20al]
defined over Q(y/—1).

The Galois action on Edwards curves can be seen naturally as arising from that on the
points of E. The group G'i acts on the (4-torsion) points of E as follows: for 0 € Gx and
P € E(K) let P° := (o(x),0(y)) denote the image of P under the action of o. For a point of
order 4, its image under o € G is again a point of order 4. By acting on d € K, G acts on
Edwz(j). The next lemma shows a compatibility between these Galois actions.

Lemma 6.7.4. Let P € E4(K) and &g, be its associated Edwards curve. For every o € G, we have
(Eap) = €dpo, ie. themap d : Ey(K) — K, P — dp is G-equivariant.

4(o(zp)—o(z2p))?

Proof. This follows from o(dp) =1 — o)+ Haro(ar) )

=dpo. O

Theorem 6.7.5. Let E be an elliptic curve over K and let S,T € E(K
o € Gal(K/K). The following hold:

K) be points of order 4. Let

(i) if S = £T7 then ds = o(dr)
(ii) if S # £T7 and 25 = 217 then dg = 1/o(dr)

(iii) if 25 # 2T° then dg = (%) for some € € K with e* = 1.

Moreover, if j(E) # 0, 1728, then the implications in (i), (i), (iii) are equivalences.

Proof. Since the characteristic of K is not 2, E may be given by y? =
with ey, e2, e3 € K two by two distinct.

(x —e1)(x —eg)(x —e3)
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(i) If S = £T7 then dg = dr- = o(dy) by Remark[6.6.4and Lemmal6.7.4]

(ii) Assume S # £77 and 25 = 277 = (e;,0) fori € {1,2,3}. Thus S, T? are among the points
:l:Pii of Lemmaand are not opposite; thus, S = :l:Pi+ and 77 = £P or S = £P; and
T° = £P; . By Equation of Lemma we obtain that dg and o (dr) are opposite in
each case.

(iii) Assume 25 # 277. Without loss of generality we assume 25 = (e1,0) and 277 = (e, 0).
By Lemma S equals one of +P;" and T equals one of +P;". We show that

Ay (1 = eo(dr)*) = (1 + eo(dp)Y) (6.19)
for some fourth root of unity e. We first treat the case S = +P;" and 77 = +P, . By Lemma
[6-6.9, , A

ds — (W m) dre = o(dy) = (vem— vff%)

V€32 ’ Vesl '

The fourth roots of unity of ds and o(dr) are ¢ % and dyo = (' % for some

fourth roots of unity ¢,(’. In the formula (6.19) we are about to show, we can incorporate
¢’ inside ¢ and obtain another fourth root of unity (which we still call ¢). Equation (6.19) is

equivalent to
C\/612 — V€13 /€31 — Ey/€21 — E/€23
V€32 Ves1 +eyear +ey/eas’

which is again equivalent to

Verzyes(i€ —iCe) + /e1ay/ea3(Ce —€) + /e13y/eas(1 — (g) +iCe/e12 —iC\/e13 +iey/ea3 = 0,

where ¢ = /—1. In view of the relation e;2 — e13 4 e23 = 0, this equation has the solution
(¢,e) = (1,1). The remaining cases are proved similarly: the case (S,T) = (P, ,+P,) is
direct by exchanging S and T'; in the case (S, T) = (£P;", £P;"), Equation (6.19) becomes

Vewv/es (i€ —iCe) + /erav/eas(—Ce —e) + Verzy/eas(1 4+ Ce) +iCey/ern —iCy/er3 —iey/ea3 = 0

which has the solution (¢,e) = (—1,1). Finally, if (S,7) = (£P; ,+P, ), Equation (6.19)
becomes equivalent to

Veizy/ers(i€ +ice) + v/e12y/e23(Ce — €) + y/e1zy/eas(1 + (e) +iCev/erz +iC\/e13 +icy/ea3 = 0
which has the solution ((,¢) = (1, —1).
Let us now show the converse statements assuming in addition that j(E) ¢ {0,1728}.

For the converse of (i), assume dg = o(dr) and by contradiction that S # +77. Then either
25 =277 and by (ii), ds = o(dr) = 1/0(dr), or 25 # 2T and by (iii),

1 — eo(dr)t/* ! 4

For the converse of (ii), assume that dg = 1/0(dr) and by contradiction that S = +77 or
25 # 21°. In the first case, we obtain by (i) that dg = 1/0(dr) = o(dr); in the second case,
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we obtain by (iii) that

d 1 - eo(dr)\" 1 (6.21)
= = € = . .
ST o(dr)  \1+eo(dn)/a)

For the converse of (iii), assume that dg = [(1 — ea(d7)"/*)/(1 + eo(dr)'/*)]* for some fourth
root of unity e. By contradiction, if 25 = 27, then either S = 7 and by (i), we obtain the
same equation as Equation (6.20); or S # +7 and in this case by (ii), we obtain the same
equation as (6.21).

Putting all together, it is enough to solve the equations o(dr) = 1/0(dr), Equation (6.20)
and for o(dr) and obtain contradictions when j(E) € {0,1728}. Clearly, o0 = 1/0(dr)
gives o(dr)? = 1, i.e. o(dy) = 1. The case o(dy) = 1 is excluded because E would not be
elliptic; the case o(dy) = —1 is excluded because then j(£) = 1728. Changing ¢ to —e and
inverting we see that it is equivalent to (6.20), whence it is enough to solve (6.20). By
Equation there is a fourth root of unity ¢ such that /o (dr)"/* = (1 — ea(dr)'/*) /(1 +
ea(dr)'/*) which is equivalent to the quadratic equation

eeo(dr)? + (e+€)o(dr)* —1=0 (6.22)
in o(dr)/*, with discriminant A(e, ¢’) = € + 2 + 6¢€’. Since A is symmetric in € and ¢/, we
reduce the number of cases for ¢, ¢’ by two. We show that each case gives a contradiction. If
¢ = —¢ we obtain from that o (dr)/? = 1/(e€') giving o (dr) = 1, contradicting that F is
elliptic. If € = ¢ then A = 8¢? € {8, -8}, according to € € {£1} or e € {+i}. Ife = ¢ € {£1}
then o(dr)'/* = (F2+2v/2)/2 = F1++v2and o(dr) = F17+121/12, which gives j(E) = 1728
(see Examples [6.5.1|and |6.6.10) and is excluded. Similarly, e = ¢’ € {+i} with A = —8 gives
j(E) =1728. Finally, if ¢ = i - ¢ then A € {6i, —6i} according to ¢’ = +iore’ = £1. If € = £i
then o(dr)'/* = (F1 Fi + V6i)/(£2i), and € = +1 gives o(dr)"/* = (F1 F i + iV6i)/(+2i).
Both cases give o(dr) = —7 & 4+/3 which implies j(E) = 0, by Examples|6.5.1/and|6.6.10l [

Remark 6.7.6. (i) Theorem[6.7.5]is a stronger version of the result of Ahmadi-Granger [AGT12,
Theorem 4.2] recalled in Proposition [6.3.5 Theorem explicitly describes how these for-
mulae for dp arise from the underlying geometry of the considered points on E. Moreover,
the proof technique of Ahmadi-Granger relies on a completely different approach.

(ii) Let E/K be an elliptic curve and P, Q be generators for E(K)[4] ~ Z/AZ x Z/4Z.
Assume that 2P = (e1,0) and 2Q = (e2,0); then 2(P + Q) = (e3,0). Fori € {1,2,3}, let
K;/K be the extension considered in Theorem By Theorem the curves &4, and
€1/ap = Edp o associated to £{P, P + 2Q} doubling to (e1,0) are defined over K7, those
associated to £{Q, @ + 2P} doubling to (e2,0) are defined over K3, and those associated to
+{P + Q, P — Q} doubling to (e3, 0) are defined over K.

6.8 More on isogenies of Edwards curves

Isogenies between Edwards curves have been studied independently, see for example [MS16].
In this section we extend some known results.
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6.8.1 Isogenies between curves in Edw(j)

Consider the set Edw(j) for a fixed j € K. We study isogenies between curves in this set.
In [AG12, Section 3], Ahmadi and Granger describe 4-isogenies between Edwards curves (in
fact, many results in [AG12] appear to extend to arbitrary fields instead of finite fields). For
d € K\ {0,1}, let £, denote the Legendre curve given by y*> = z(z — 1)(z — d). By [AGI12,
Theorem 3.1], there is an explicit 2-isogeny

¢58d—>ﬁd,(;p7y)|_><1 y(d1)>

227 z(1 — y?)

with dual isogeny

2 2 _2%(1—d
9"+ La = &, (a,9) = <d—ya:2’ 32 —i—a:QEl —di)
Moreover, L4 — £1,4 givenby (z,y) — (z/d,y/ d3/?) is an isomorphism, defined over K (v/d)
(see [AG12, Section 3.2] or [Sil09, Chapter III, §1, Proposition 1.7]). By composition, we obtain
a 4-isogeny over K (v/d) between &; and &; /5. We remark that this is not true for all the
curves in Edwy(j) but only for those corresponding to points of order 4 doubling to the
same point of order 2 (see Theorem|[6.7.5). Indeed, there are isomorphisms between £, and
Ly ford € {d,1—-d,1/d,1—-1/d,1/(1 —d),d/(d— 1)} (see [AGI2]); the intersection of this
set X(d) is {d,1/d}.
The curves &4 and &/, are quadratic twists of each other. An isomorphism &; — &, /4
over K (v/d) is defined by (X, Y) +— (X/V/d,Y). In conclusion, the pairs of curves defined over
K1, K», K3 in Theorem are 4-isogenous and isomorphic over the quadratic extensions

Kl(\/a), KQ(\/@) and K3(\/£)

6.8.2 General 2-isogenies

For an elliptic curve E/K, a finite field extension L/K, an integer /{ > 2 and a,d € L,
we say that E is Edwards-(-isogenous over L if there is an elliptic curve E’/L, an (-isogeny
¢ : E(L) — E'(L) defined over L (or possibly an extension of L), and a birational map
Y E'(L) — €4(L) where £ is a twisted Edwards curve defined over L. Here we have de-
noted by (L) the group of L-points of E base-changed to L.

The following theorem generalizes [BB] 708, Theorem 5.1], which is part of (1)(i) now. It
gives explicit 2-isogenies between E and a twised Edwards curve when E has full K-rational
2-torsion (compare also with Remark (ii)).

Theorem 6.8.1. Let E/K be an elliptic curve and let E(K)[2] = {0, (e1,0), (e2,0), (e3,0)} be its
2-torsion subgroup. Then

(1) E is Edwards-2-isogenous over K = K (e, e31), K® = K(ey2,e32), K® = K(ei3,e03),
respectively, to the twisted Edwards curves

8(1) - 84631 8/(1) - 84521
: 4621 ’ : 4631

4e Je-

e = e, &%= €4
8(3) = 84613 8/(3) — 84@23

4egs ? 4deq3
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defined over KWW, K2 K'3), respectively. In particular:
(i) if B(K)[2] ~ Z/2Z x Z/2Z then KY) = K foralli € {1,2,3},
(ii) if BE(K)[2] ~ Z/2Z then K = K(\/A(E)) forall i € {1,2,3},
(i) if E(K)[2] ~ {O} then [K) : K] < 6 forall i € {1,2,3}.
(2) The twisted Edwards curves {S(i)}ie{m,g} and {8’(i)}ie{17273} are 4-isogenous over K (E|2]).

Proof. We start by proving the existence of the 2-isogenies following the proof of [BBJ 08,
Theorem 5.1]. Given a 2-torsion point on E, which is taken to be (0, 0), the proof constructs
from this point a twisted Edwards curve 2-isogenous to E. We repeat this for all the points
(e1,0), (e2,0), (es3,0) in E(K)[2].

Let us start with (e, 0). In order to apply Theorem [BB] ™08, Theorem 5.1], we move (e;, 0)
to the origin by letting 2’ = = — e;;y' = y. This transformation takes E to the elliptic curve
with points (2, ') satisfying y? = 2/(2’—ea1)(z'—e31), i.e. y? = 2/3—(ea1+e31) 2+ (e1€31) 7’
By the proof of [BBJ 08| Theorem 5.1], there is a 2-isogeny to the elliptic curve E(!) given by
y’2 = l‘lg + 2(621 + 631)x/2 + (621 — 631)21'/, and using €921 — €31 = €23, this is y’2 = .%'/3 +
2(ea1 + e31)x"? + 6%356/ , which is isomorphic to the Montgomery curve MD =M A;,B; With
Ay = 2(e21 +e31)/e23 and By = 1/eg3, and the isogeny has kernel {0, (e;, 0)} (and thereby we
denote M) as F/{(ey,0)).) By [BBJT08, Theorem 3.2], the latter is birationally equivalent to
the twisted Edwards curve (1) := 831 withdy = (A1 —2)/B; = 4es1and ay = (A1 +2)/B; =
4ez1. The curve 831 is defined over K (1),

The existence of the other 2-isogenies is obtained by repeating the construction for (ez, 0)
and (es, 0), respectively, and the isogenies are those having as kernel {O, (e2,0)} and {O, (e3,0)}.
Direct computations give M(?) = M, p, with Ay = 2(ejs + e32)/e13 and By = 1/(e13), and
M®B) = My, B, With Az = 2(ej3 + e23)/e12 and Bz = 1/(ej2), respectively. The twisted Ed-
wards curves &) = €% and el = &4 then follow as previously with d;, = (4; —2)/B; and
ar, = (Ap + 2)/ By for k € {2,3}.

The second part of the statement on the degrees of { KV}, is similar to the corresponding
part in the proof of Theorem|[6.6.5] To prove (2), it is enough to compose the 2-isogenies with
their duals; let i, € {1,2,3} be distinct; ¢; : E — E and ¢; : E — EU) the 2-isogenies
from (1) inducing the 2-isogenies ¢, : E — £ and ¢ E— €U, Then ¢;¢;v is a 4-isogeny
between &%) and €0). O

In compact form the twisted Edwards curves in Theorem are given by
4ey e
eW =gy g'®) —gien |k ef1,2,3}, 1£1 €{1,2,3}\ {k}

defined over the fields K*) = K (eix, err), respectively. Combining with [AG12, Theorem
3.2], there are 4-isogenies between these twisted Edwards curves to the Legendre curves, i.e.

€k
ery

E(k) — L)\k s 8/(k) — Ll/)\k s )\k =

These isogenies are defined over quadratic extensions of K(*). Running with & through
{1,2,3} the set of {\, 1/\} is exactly {@ gal €52 12 £23 m}, which is precisely the K-

e31’ eg1’ e12’ e32’ €13’ e23
isomorphism class of Legendre curves isomorphic to E.
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6.9 Statistics for the rank in the Edwards family

In this section, we study properties of the group of rational points for the elliptic curves over
K = Q in the family

Eog:y =2 +2(a+d)2* + (a—d)?*zr ,a,dcZ\{0,1},a#d. (6.23)

We call this the Edwards family in view of the birational equivalence of F, 4 to the twisted
Edwards curve €Y. The group E, 4(Q) of Q-rational points is finitely generated by Mordell’s
Theorem, i.e. £, 4(Q) ~ 7" (Eaa) g Eq,q(Q)tors for some non-negative integer r(E, 4) (the rank
of E, 4) and a finite abelian (torsion) group E, 4(Q)tors. In Section we explicitly describe
the torsion subgroup for the one-parameter family { E 4} 4. As for the rank of E; 4, we provide
related statistical data in Sections[6.9.4 and [6.9.51

6.9.1 Torsion subgroup of £,

We consider the case a = 1 and write E; instead of E 4 for the curve in Equation (6.23). The
following theorem describes the torsion subgroup of E;. For the first part, K is an arbitrary
field of characteristic not 2, for the second part we specialize to K = Q.

Theorem 6.9.1. Let K be a field of characteristic not 2. Let d € K \ {0, 1}. Let E,; be defined over K
by y? =23 +2(1 4+ d)2? + (1 — d)>

(i) The points (0,0) € Eq(K) and +P; := (—(1+£+/d)?,0) in E4(K(v/d)) have exact order 2. In
particular, Eg4 has full K-rational 2-torsion if and only if d is a square in K.
The points £P;" = (1 — d, +2(1 — d)) in Eq(K) and £P; = (d — 1,+2(1 — d)V/d) in
E4(K(V/d)) have exact order 4, and 2(+P;}") = 2(£P; ) = (0,0).
Lett = /1 + /1 —d. The points =P = ((t = 1)(t +1)%, £2t(t — 1)(t +1)3) in E4(K(t))
and £P; = ((t + 1)(t — 1)3,£2t(t + 1)(t — 1)) in Eq(K(t)) have exact order 8, and
2P ) =2(+P; ) = £P;.

(ii) For K = Qand d € Z \ {0, 1}, it holds

Z]AZ x Z/2Z if d is a square
Ei(Q)tors ~ { 7/8Z if d is not a square and d =1 — (t* — 1), for somet € Z
7/47 if d is not a square and d # 1 — (t> — 1), forallt € Z

Proof. (i) The cubic in z defining E, factors as z(z% + 2(1 + d)x + (1 — d)?), from which it
is immediate to determine the complete 2-torsion of Ey; all roots lie in K if and only if d is
a square in K. Moreover, it is readily checked that (+1,0) € £4(K) of order 4 are mapped
to £P;" € E4(K) under the birational equivalence (6.2), and the torsion is preserved under
birational equivalence. The points £P, are constructed easily (see e.g. Lemma .

For the points of order 8 doubling to +P;", we make use of the duplication map for Ej.
For ) € E;(K), we have:

2(20) = HQ! ~b1a(Q)? — b6 (Q) — by
42(Q)? + bax(Q)2 + 2b42(Q) + b’
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with bg, by, bg, bs the b-invariants given by by = 8(d+1),bs = 2(1 —d)?,bg = 0,bs = —(1 —d)*.
Lett = v/1+ /1 —d and Q be a point of order 8 on E,; doubling to +£P;". Writing out the
equation z(2Q)) = z(£P;) = 1 — d amounts to compute z(Q) as the roots of the quartic
polynomial ¢ — 2(1 — d)?2% + (1 — d)* — (1 — d)[42> + 8(d + 1)z% + 4(1 — d)?z]. Putting
u = 1 — d, its four roots can be written as

2(Q) € {u+2\/ﬂj:2\/u(1+\/ﬁ),u—Q\/ﬂiQ\/u(l _\/a)} .

Letting s = \/u gives t = /1 + s, i.e. s = t? — 1. The first pair of rootsE]:U(Q) is then equal to

s*+2s£2st = s(s+2+£2t)=s(t?£2t+1)
= st+1)?=(t-Dt+D)EE1)*=CF)(E£1)>.
The corresponding y-coordinates y(Q) are computed as solutions to y(Q)? = z(Q)> + 2(1 +

d)z(Q)* + (1 — d)*z(Q) = z(Q) + 2(2 — u)z(Q)? + ux(Q), or equivalently, using s>
(t2 —1)?,

1

u =
(@) = 2(Q)° +42(Q)* — 2(t* - 1)*z(Q)* + (t* — 1)*2(Q) .

Plugging z(Q) = (¢t ¥ 1)(t & 1)? gives the two equations

y(Q)? = T2+ +4¢ T2t 20 T D213+t TPt £ 1)
= tF1ELD)° (EFDEE1)>+4 -2 F 12 E1)?+ (¢t F1)3(t£1)) .

A direct calculation gives that the last factor equals (t F 1)(t £ 1)3 +4 —2(t F1)?(t £ 1)2 +
(t F1)3(t £ 1) = 4t%. Therefore, y(Q)? = 4t2(t ¥ 1)2(t + 1)® and the two solutions for y(Q)
are y(Q) = +2t(t F 1)(t + 1)>. Thus the points P{* = ((t ¥ 1)(t £ 1)%,2t(t F 1)(t + 1)) and
their opposites —Pi" = ((t F 1)(t + 1)3, —2t(t F 1)(¢t + 1)?) have order 8 on F,;(K(t)) and
2(+PF) =+P; .

(ii) Let K = Q@ and d € Z. The group E4(Q)iors injects into E4(F,) for every prime p > 3 of
good reduction for E;. Let p > 3 be a prime number such that d = —1 (mod p), which exists
by Dirichlet’s Theorem on primes in arithmetic progression. Then E;/F, is non-singular and
given by y? = 2® + 4z. We count the number of points of Ey(F,) explicitly, using [Was03,
Theorem 4.23].

Assume first that d € Z is a square different from 0, 1. Then d is not of the form 1— (¢2 —1)?
with ¢t € Z (as otherwise with d = ¢?, say, one has e? + (1 — 1)? = 1 givingd = ¢? = 0 or
d = €? = 1, which are excluded). In particular, the points of order 8 from (i) are not Q-rational.
Since d = —1 (mod p) and d is a square, it is a square modulo p and thus —1 is a square mod-
ulo p, which implies p = 1 (mod 4). We write p = a® + b with a, b € Z such that b is even and
a+b =1 (mod 4). Applying [Was03, Theorem 4.23] and noting that —4 is a fourth power
modulo p (the rational quartic residue symbol of —4 equals 1), one has #E4(F,) = p+ 1 — 2a.
We now show that this quantity is always a multiple of 8. In the given case, p can only be 1
or 5 modulo 8. We work out the details for p = 1 (mod 8); the case p = 5 (mod 8) is very

’the last pair of roots corresponds to points of order 8 doubling to +P; , which are not part of the statement.
Their determination goes similarly.
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similar. Since b is even, we must have a? = 1 (mod 8) or a®> = 5 (mod 8), the latter being
excluded as 5 is not a square modulo 8. But > = 1 (mod 8) implies a is one of {+1, +3}
modulo 8, and the cases a € {—1,3} are excluded in view of a + b = 1 (mod 4) and b = 0
(mod 2). In both cases left, one therefore hasp+1—2a =1+ 1—2 =0 (mod 8). Since by
(1), Eq(Q)tors contains {0, (0,0), =P, =P, £P; } ~ (Py) x (P}") ~ Z/2Z x Z/4Z, the order
is exactly 8 and Eg(Q)ors >~ Z/2Z x Z/4Z.

Assume now that d € Z is not a square and that there is ¢ € Z such thatd = 1 — (t2 — 1)%.
Then the points of order 8 from (i) are Q-rational. Let p > 3 be a prime such thatd = —1
(mod p). It follows that (t* — 1)? = 2 (mod p); in particular 2 is a square modulo p and
thus p = +1 (mod 8). If p =1 (mod 8) then p = 1 (mod 4), and by [Was03| Theorem 4.23],
#E4(F,) = p+1—2awithp=a®+b*>and a,b € Zsuchthata+b=1 (mod 4) and b even, as
before. The same calculations as above show that #E,;(F,) = 0 (mod 8). If p = —1 (mod 8)
thenp > 7and p = 3 (mod 4) and Ey/F, is supersingular and has order p + 1 = 0 (mod 8).
By (i), Ea(Q)tors contains the cyclic subgroup {0, (0,0), £P;F, £PF, £P; } = (P) ~ 7/8Z,
therefore there is an isomorphism E;(Q)sors ~ Z/8Z.

Assume now that d € Z is not a square and not of the form 1 — (t> — 1)? with ¢ € Z. Let
p > 3 be a prime such that d = —1 (mod p). If p = 1 (mod 4), then write p = a? + b? with
a,b € Zand a+ b = 1 (mod 4) and b even, and as above, #E4(F,) = p+1—2a =2 — 2a
(mod 4). Since b = 0,2 (mod 4) itfollowsa =1—b= =1 (mod 4), and #E4(F,) =2—2a =0
(mod 4). On the other hand, if p = 3 (mod 4) then E;/F, is supersingular and has order
p+1=0 (mod 4). Inboth cases, E;(F,) has order dividing 4 for all but finitely many primes
p. By (i), since E4(Q)ors contains the cyclic subgroup {0, (0,0), +P;} = (P4), there must be
an isomorphism Eq(Q)sors ~ Z/4Z. O

In particular, if d is not a square then E; has a unique K-rational point of order 2, in
which case, the corresponding Edwards curve has a complete addition law (see [BL0Z, The-
orem 2.1(2)]). Note that the second part of the statement is only true for K = @; the torsion
over number fields is well-studied (see e.g. [KM88, KN12] for quadratic fields). In [BBLP13),
Section 6], the authors study Edwards curves with large torsion subgroup.

Example 6.9.2. We illustrate three cases of Theorem (ii). Let d = 25. Then E;/Q has
torsion subgroup Z/4Z x Z/2Z with generators P;” = (—24,48) and P, = (16,0). For d =
-8 =1—(t* — 1)? with t = 2, E,;/Q has torsion subgroup Z/8Z with generator P; = (3,12).
For d = —48 which is not of the form 1 — (¢ — 1) for t € Z, E;/@ has torsion subgroup Z/4Z
generated by P,” = (49, 98).

6.9.2 Explicit invariants for the Edwards family

The study of ranks of elliptic curves requires an ordering of the curves. Natural such order-
ings are for example by discriminant or by conductor. In this section, we therefore establish
formulae for the j-invariant, discriminant, and conductor of the elliptic curve E, 4/Q.
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6.9.2.1 The j-invariant and discriminant
By Equation (6.6), the j-invariant of E, 4 is

a® + 14ad + d?)3

(B, ) =
j(Faa) =16 ad(a — d)*
The discriminant A(E, 4) of E, 4 is given by
A(E,q) = 2%ad(a — d)*, (6.24)

which is seen by either using the defining cubic of F, 4, or the formula relating the discrimin-
ant and the j-invariant. This is coherent with the fact that a, d, a — d are non-zero as otherwise
the curve defining F, 4 is singular.

6.9.2.2 The conductor

We describe a formula for the conductor N(E, 4) of E, 4 in terms of a,d. We refer to [Sil94),
Chapter 1V, §10, §11] for a description of general results, on which we rely.
Let Egjciln denote a minimal model for E, 4 and Apin(Eq ¢) the minimal discriminant of E, 4.
There exists u € Z such that a Weierstrass equation for Eg}ciln is obtained after a change of
variables of the form (z,y) — (v 2z, u™3y) and Amin(Fad) = u 2 A(Eq q). We write N (E, 4)
as

N(E.a)= [ p""2,

PlAmin(Eq,a)

where the product runs over the prime numbers at which E, ; has bad reduction, i.e. the
prime divisors of Ayin(Fqq), and fp(F4q) € N is the associated conductor exponent. We write
Ip(Ead) = €p(Eqdq) + 0p(Eq,q) where e,(E, q) € {0, 1,2} is the tame part and 0,(E, q) is the
wild part. If F, 4 has (bad) multiplicative reduction at p, then ¢,,(F, 4) = 1, if E, 4 has (bad)
additive reduction at p, then ¢,(E, 4) = 2. We can reformulate this in terms of the j-invariant
of E, 4: let v, be the p-adic valuation; then:

{5p(Ea,d) =1,if Up(j(Ea,d)) <0
ep(Eaa) =2, if vp(j(Eqa)) >0

The wild part is often zero by the following criterion: d,(E, 4) is zero if p > 5 or if E, 4 has
good or split multiplicative reduction at p.

Let p be a prime divisor of Apin(E,q) = u 122%ad(a — d)*. We compute the exponent
fo(Eaqd). Assume p > 5; we see that v,(ji(Eaq)) = vp(16) + 3vp(a® + 14ad + d?) — vy(a) —
vp(d) — 4vp(a — d) and thus

1, if 3v,(a® + 1dad + d?) < vp(a) + v,(d) + dv,(a — d)

ep(Fgq) =
p(Fod) {2 i 3up(a? + 1dad + d2) > vy(a) + vy(d) + dvy(a — d)

If p>5,0,(Eqq) =0; thus f,(F,.q) is given by €,(F,,4). We deduce for p > 5:

fEu) = {1 L if 3v,(a2 + 1dad + d2) < vy(a) + vy(d) + dvy(a — d) 625

2, if 3v,(a? + 14ad + d?) > vy(a) + vp(d) + 4vy(a — d)
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K Ip | L, | II | III | IV | I§ Iy Iv=* | IIT* | IT*
My 1 |n|1]| 2 3195 |n+5 7 8 9
-9 U2(Amin(Ea,d)) 0 n
p= @)
f2 (Ea,d) 0 1 2
v3(Amin(Eaa)) | 0 | n n+6
p=3 @
f3 (Ea,d) 0 1 2 2

Table 6.2: Conductor exponents for E, 4 in characteristic 2 and 3

It remains to treat the cases p = 2,3. We rely on Ogg’s Formula and Kodaira’s symbol for
reduction types of F, 4. Let X be the set of Kodaira symbols describing the reduction types
of E, 4. For k € X, let m,, be the number of components (counted with multiplicity 1) on the
special fiber of I, 4. Then Ogg’s formula for £ and reduction type &, states:

157 (Ba,) = vp(Buwin(Ba,)) = i + 1. (6.26)
By Ogg’s formula (6.26)), for x € X we can thus write
157 (Baa) = =120, (w) + 0p(A(Ea)) = s +1,

where, by Equation (6.24):

8+ va(a) + va(d) +4va(a —d) , if p =2
Up(A(Ea,a)) = o
vs(a) + v3(d) +4vs(a —d) , if p=3
We explicitly rely on Table 4.1 in [Sil94, Chapter IV, §9] to compute f,g“) (Eq,q)- The missing
grey cells in Table[6.2]are not directly defined for the given characteristic, and thus computed
by Ogg’s formula and listed below, with

cp = —120p(u) + vp(a) + vp(d) + dvp(a—d) , pe{2,3}. (6.27)
co+ 8 @:H cs if k=11
co+ 7 ?f k= 1II f('f) (E,) = c3—2 ifk=1V (6.28)
fg(n)(Ead): c2+4 if k=1 3 a,d) = cg—6 if Kk =IV* ‘

co+4—n fr=I,n>1 c3—8 if kK =1II*
et 1 if ) = TIT*

Edwards Family with a = 1

For the rest of this section we fix a = 1, and let E;/Q be the curve E; 4/Q. Let N(E;) be the
conductor of E;. The next proposition says that the conductor exponent at bad primes larger
than 5 is always 1, and the exponent at 3 is 1 exactly when d # 2 (mod 3), and 0 otherwise.
In particular, up to a power of 2, N(Ej) is the radical rad(d(d — 1)) = [[,4q—1)p of d(d — 1),
that is, the product of its prime divisors.
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Proposition 6.9.3. (i) Foreveryd € Z\ {0,1}, the conductor exponent of E; at 3 is given by

0 ifd=2 (mod 3)

f3(Ed>:{1 ifd=0,1 (mod3)

(ii) Forevery d € Z \ {0, 1} and every prime p > 5 with p | N(Ey), one has f,(Eq) = 1.
In particular, the formula for the conductor is

N(Eg) =273 [ p=2""" rad(d(d-1)),

pld(d—1)
P#2,3

where fo is described above, and fs € {0,1} is as in (i).

Proof. (i)Ifd = 0,1 (mod 3), then the discriminant of E is zero modulo 3, i.e. 3 is abad prime.
To see that 3 divides N (E;) exactly once, it is enough to show that the Kodaira symbol at 3
is I,, with n = v3(Anin(Eq)) (see Table . We rely on Tate’s Algorithm for computing the
Kodaira symbol (see [Sil94, Chapter IV, §9, Algorithm 9]). By this algorithm, it is enough to
show that 3 does not divide the first b-invariant b, of the singular Weierstrass equation (see
Step 2) and in that case, the Kodaira symbol is I,, with n = v3(A(Ey)) (the algorithm does not
necessarily require a minimal model as input). Assume first that d = 0 (mod 3). Then the
equation for E, is y?> = 2° + 22% + x = z(x + 1)? over F3, which has a singularity at (—1,0).
Moving the singularity to (0,0) via 2’/ := z + 1 leads to the equation y* = z* — 22, This
Weierstrass model has by = a% + 4az = —4, not divisible by 3. Thus, the Kodaira symbol at
3is I, with n = v3(A) = v3(d). If d = 1 (mod 3) then Ej is given by y? = 23 + 422 over F;,
which has a singularity at (0, 0). It has b, = 16 which is not divisible by 3, thus the Kodaira
symbol at 3 is I, with n = v3(A) = 4vs(d — 1).

(ii) Let p > 5 be a prime divisor of N(E;). Then p divides d(d — 1), and thus either d
or d — 1. We show that f,(E;) = 1 by using Equation (6.25). It is enough to show that
3up(1 4 14d + d?) < vp(d) + 4v,(1 — d). The right-hand side is strictly positive since p divides
either d or 1 — d. We next show that v, (1 + 14d + d*) = 0, thus proving the proposition. Since
d and d — 1 are coprime, it is enough to show that 1 + 14d + d? is not divisible by p in both
cases d = 0 (mod p) and d — 1 = 0 (mod p). In the first case, 1 + 14d + d? =1 £ 0 (mod p);
in the second case, 1 + 14d + d?> = 16 Z 0 (mod p), as p # 2. O

The conductor plot. Let N be the function Z \ {0,1} — N,d — N(E,;). We remark that N
globally presents a certain structure, although N (E;) locally presents “jumps” when varying
d. As depicted in Figure[6.1] the points (d, N(E;)) describe a pencil of parabolas. The middle
parabola can be seen as a limiting parabola for the sequence of all parabolas.

The limiting parabola. Let us denote the limiting parabola by Py. By quadratic interpola-
tion, we easily derive that points (d, N(E;)) on Py satisfy N(Ey) = 16d(d — 1). Define:

Do = {d € Z\ {0,1} : N(E,) = 16d(d — 1)} .

In other words, D, is the set of integers d such that (d, N(E,)) lies on Py.
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Figure 6.1: N(E,) as a function of d; on the left-hand side —100 < d < 100, and on the
right-hand side —1000 < d < 1000

Below, we shall prove an interesting density result for Dy. For a positive integer X > 2, let
DX C Dy be defined by Dy N [~ X, X]. Clearly, #D) < 2X — 1. The study of Dy and P is
motivated by Figure|6.1|in two ways. First, Py describes the largest quadratic growth among
all the conductors within a fixed range [— X, X|. Second, P, seemingly is the densest parabola
(i.e. the parabola containing most points within a fixed range [—X, X]). We experimentally
compute the quantity #DSX) /(2X — 1) for increasingly large values of X > 2 in SageMath
[ST20]. Our computations give:

#D /(2X — 1) = 0.323016150807540... , X =10
#D) /(2X — 1) = 0.322691613458067... , X = 10°
#D) /(2X — 1) = 0.322619161309581... , X =10

This suggests that about one third of all curves E; in our family have conductor 16d(d — 1).
We are interested in computing the natural density of Dy. We say that a subset A C N has
natural density 0 < o < 1 if the proportion of elements in A among all natural numbers up
to X tends to o, as X — +oo. This definition extends to A C Z by considering the centrally
symmertric interval [-X, X] N Z, that is,
a= lim #AN[-X,X])/2X -1),
X—+o0

provided that the limit exists.

Under an assumption on the conductor exponent at p = 2, the following proposition
shows that Dy is equal to the set of integers d such that d(d—1) is squarefree. In particular, this
gives a formula for its natural density in the integers, in terms of the Feller-Tornier constant
[FT33], defined by

11 )
Crr=5+5 [T @ -2/v*) =0.66131704946...,

p prime

which is the density of integers which have an even number of prime factors p™ with m > 1
in their prime factorization, [FI33].
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Proposition 6.9.4. Let T' = {z € Z : x(x — 1) is squarefree}. Assume that for every d € Do U T,
one has fo(Eq) = 5. Then, it holds Do = T In particular, the natural density of D in the integers is

(X)
1m #DO
X—to0 2X — 1

Proof. To see that Dy C T, note that, by Proposition[6.9.3}

=2-Cp1 —1=10.322634098920...

deDy <= I(fo, f3) eNx{0,1}:2235 [[ p=16d(d—1)=N(E,),
pld(d—1)
P#2,3
where f, f3 are described in Proposition[6.9.3] By assumption, f(Eq) = 5. Dividing by 16
gives d(d — 1) =235 yq 1y pros P, thusd € T.
Conversely, letd € T. As va(d(d—1)) = 1, the prime factorization of d(d — 1) has the form

dd-1)=2-3" [[ ».
pld(d—1)
p#2,3

withas =1,ifd = 0,1 (mod 3),and ag = 0,ifd = 2 (mod 3). Thus, by Proposition asz =
f3(Eq) =: f3. Multiplying by 16 gives 16d(d — 1) = 2°3/ I1,ja(a-1) 2,3 P- By the assumption
f2(E4) = 5, unique factorization, and Proposition [6.9.3} it follows N (Eq) = 16d(d — 1).

To compute the density of Dy, we compute the density of 7. Now, d € T if and only if
d # 0 (mod p?) and d # 1 (mod p?) for every prime p. Thereby, there are left only p? — 2
classes in Z/p®Z for the choice of d modulo p?. Consequently, the natural density of 7" is

5= 11 (-5)

p prime p prime

The result follows from the definition of Cy . O

Remark 6.9.5. We make some remarks on the assumption in Proposition[6.9.4]

(i) Note that for every d € Dy, one has fo(E;) = v2(16d(d — 1)) = 4 + va(d(d — 1)) > 5.
Therefore, the assumption f2(E,;) = 5 says that this bound is tight. If moreover d € T, then
f2(Eq4) = 5. In particular, our assumption is trivially satisfied on Dy N 7.

(ii) Conjecturally, Proposition [6.9.4] holds true without the assumption fo(Eq) = 5 for d €

Do UT. By a direct SageMath verification, it is verified that fo(E4) = 5 for d € D(()X) for X =
10%. Our work in progress includes the removal of the assumption and thus an unconditional
result: roughly 32% of the curves in { E4}4 have conductor 16d(d — 1).

One way of removing the assumption is to establish an explicit formula for f(£,) in terms
of d, similarly as done for f3(E;,) in Proposition[6.9.4] (i). This could for example be done by
relying on Tate’s Algorithm for finding a minimal model ([Sil94, Chapter IV, §9, Algorithm
9]), and combining with Equation (6.28). By computational observation, we conjecture that
for every d € Z \ {0,1}, fo(E4) = 5 if and only if va(d(d — 1)) = 1. In that it is explicit in d,
this is a more handy condition. It holds true for —10% < d < 106. Using SageMath [ST20], we
see that for every d € DE)X) with X = 109, the Kodaira symbol at p = 2 is I}, if d is even, and
I3, if d is odd. Moreover, the discriminant for Ey is a minimal discriminant for £y, implying
u = 1 in Equation (6.27), and thus ¢y = va(d) + 4v2(1 — d) (remember that a = 1).
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6.9.3 Descent via isogenies

Since the curve E; has a point of order 2, the descent method via 2-isogenies presented in
Theorem can be applied explicitly to E4. For more background, we refer to Section
Via this method one can obtain the following upper bound on the rank of an elliptic
curve E/Q given by y* = 23 +az?+bx with a, b € Z such that (a? —4b)b # 0 (see e.g. [ALRPOS,
Proposition 1.1]):

r(E) < w(a® — 4b) + w(b) — 1, (6.29)

where for a non-zero integer N, w(NN) denotes the number of its distinct prime divisors. El-
liptic curves achieving this bound are said to have maximal Mordell-Weil rank in [ALRP0S8].
Applied to the curve £y, this gives the following lemma.

Lemma 6.9.6. Let d € Z\ {0,1} and E, the elliptic curve y*> = 23 + 2(1 + d)x? + (1 — d)*x over
Q. Then r(Ey) <w(2d) +w(l —d) — 1.

Proof. Equation (6.29) with a = 2(1 + d) and b = (1 — d)? gives a? — 4b = 16d, and r(E,) <
w(16d) + w(1 — d) — 1, and the bound follows. O

This upper bound is tight and cannot be improved for general d: for example d = 194 =
2 - 97 yields the upper bound w(2 - 2 - 97) + w(—193) — 1 = 2 on the rank of Ej94. A direct
SageMath calculation shows that its rank is 2: the points

1550154384 61246789681740
~169.1 E
(=169, 130) , < 27889 ' 4657463 >€ 194(@)

are not torsion points (see Theorem|6.9.1), and are generators for the free part of E194(Q).

Remark 6.9.7. Inspired by the upper bound in Lemma one can ask whether the family
{Eq4}q contains curves of large rank. In [EK20, Section 11] the authors describe fibrations of
elliptic curves with torsion Z/4Z. Therefore, these curves admit a rational Edwards model.
For the three rank record breaking rank-13 curves resulting from these fibrations (see [EK20),
Appendix B.4]) the Edwards curve has parameter d € Q \ Z (namely d ~ 1.374, 1.060, 3.332),
as can be seen by applying Proposition with P = (0,0), and thus does not lie in our
family. Explicitly, for the Edwards model corresponding to the fibration &, (this is the nota-
tion used in [EK20]; not to confuse with our notation for Edwards curves) (see [EK20, Equa-
tion (5)]) we find, with P = (0,0) and 2P = (—8(31t — 7)(15¢t — 8)(t + 1),0), that dp =
1 — DS (D) The only integral solution for dp ist € {—1,7/31,8/15} and dp =1

(32t+7)%(8t—1)2 ’ ’ ‘
which leads to a singular curve. Therefore, curves of large ranks in the family { £} are not
obtained by the fibrations from [EK20].

We now apply the descent via 2-isogenies to E,;. More precisely, we apply Theorem
to the curve Ey; : y? = 23 + 2(1 + d)2? + (1 — d)?x over Q. Let ¢ be the 2-isogeny between
Ejand E; : y* = 2® — 4(1 4 d)2? + 16dz, with kernel {0, (0,0)}. Following the notation of
Theorem[2.3.4, let § = 8(d) be the set of places of Q

8§ ={c0,2}U{peNprime:p|dd—1)}.

If {p € Nprime : p | d(d — 1)} U {2} = {p1,...,m} (where | = w(d(d — 1))) then Q(8)
contains the representatives {£1, £2} and those coming from the divisors of d(d—1), i.e. Q(8)
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is identified with the set {£p{* ---p;" : s; = 0,1,7 = 1,...,1} modulo (@*)2. In particular,
#Q(8) = 21 = 2w(dld=1)+1 Gince Sel?) (E,) is a subgroup of Q(8), we deduce that

4 Sel®) () < 2#(dd-D)+1

and similarly for # Sel(¢") (E)). The descriptions of Sel® (E,) and # Sel®”) (E)) are obtained
by checking whether the principal homogenous spaces (for Ey, resp. E/))

(6.30)

Cy: W2 =72 —4(1 +d)\Z% + 16d2*
Cf : AW2 =22+ 8(1+d)AZ% + 16(d — 1) 24,

obtained by interchanging the roles of E; and E/, (and considering ¢" : E!, — E;), locally
have rational points for every A € Q(8).

Example 6.9.8. We illustrate Theorem for E; by a few computations. To control the
prime divisors of d(d — 1), we let p and ¢ be odd prime numbers such that such that

d=p=2¢+1,

and consider the curve E, over Q. In this case, ¢ is called a Sophie-Germain prime, and p a
safe prime. It is not known whether there are infinitely many pairs (p, ¢); this is a conjecture.
Therefore, we do not know whether {E,},, is an infinite family. By Lemma[6.9.6] these curves
have rank at most 3. Let 8§ = {00,2,p, ¢} and Q(8) = {£1, £2, +p, +q, £2p, £2q, +pq, +2pq},
which is of cardinality 16 (note: 16 = 2<(P(P—1)+1),

(i) One has
Sel)(E,) ~7/27 .

To compute Sel®) (E,) we look for the existence of local points on the quartic C from Equa-
tion for every A € Q(8). Using Theorem 2.3.4] we see that the connecting homomorph-
ism & maps (0,0) to a? — 4b = 16p = p (mod (@*)?). Therefore p € Sel®) (E,).

Further, it is easy to see by a sign argument that if A\ < 0, then A ¢ Sel®)(E,) because
C\(R) = (). Indeed, if (Z,W) € C\(R) then \W? = X2 —4(1 +p)AZ2 +16pZ* = (A —42?) (A —
4pZ?), where the left-hand-side is < 0 and the right-hand-side is > 0.

Next, we establish that A = 2 ¢ Sel'®)(E,) by showing that Oy(Qs) = (. Dividing the
equation for Cy : 2W?2 = 4 — 8(1 + p)Z? + 16pZ* by 2 gives W? = 2 — 4(1 + p)Z? + 8pZ*.
Let (Z,W) € C2(Q@2). Because vo(W?) and v2(8pZ*) have different parity, we can assume that
(Z,W) is 2-adically integral, i.e. (Z, W) € C3(Z3). Reducing modulo 2 gives W = 0 (mod 2).
The case Z = 0 (mod 2) gives W? = 2 (mod 32), a contradiction, therefore Z = 1 (mod 2).
But this gives W2 = 2 (mod 8), a contradiction. Hence 2 ¢ Sel(®)(E,), which implies (since
Sel® (E,) C Q(8) is a subgroup) that # Sel®) (E,) € {2, 4}.

We show that C,(Q,) = 0, which gives ¢ ¢ Sel® (E,). Similarly to before, the equation
of C, over Q, implies that v,(¢W?) and v,(16pZ*) have different parity, thus we look for Z-
integral points. The equation gives Z = 0 (mod ¢), which in turn implies ¢giW? = ¢*> (mod g),
thus W = 0 (mod g). But this gives the contradiction ¢*> = 0 (mod ¢3).

Our arguments show that Sel?(E,) = {1,p} ~ Z/2Z.

(ii) The computations for Sel?” (E,) are similar, using C'\ in Equation (2.13). We will not
do the details. Using the SageMath [ST20] command
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sage: E.simon_two_descent (verbose=4)

we have verified, for 3 < ¢ < 2000 (giving 294 choices for p and thus 294 curves E,), that
#Sel ) (EL /@) = 4, #Sel®)(E,/Q) = 2 (as proved in (i), #II(E,/Q)[2] = 1, and that
tkz(By(@)) = 1.

6.9.4 Our computations of the ranks in the Edwards family

Motivation. Unlike for the torsion subgroup of elliptic curves, computing the rank is often
much harder, and often a more complicated and rather mysterious task. The literature on the
ranks of elliptic curves is vast and combines a variety of methods from number theory, such
as their relation to analytic number theory via the Birch and Swinnerton-Dyer Conjecture
[BSD65, Wil06]. Analyzing statistical distributions of the rank of elliptic curves (in a given
family) is a common approach to make observations and state conjectures.

For example, Zagier and Kramarz [ZK87] studied the ranks in the family 23 + y3 = m
for cubefree integers m. These curves are birationally equivalent to the elliptic curves E(,,) :
y? =  — 432m?. Extensive computations of the rank of E,,) for m up to 7000 support their
conjecture, claiming that curves with rank at least 2 occur with positive density. Watkins
[Wat07] subsequently extends the data from [ZK87] to m < 107 and shows that the density
is more likely to tend to zero. This is somewhat surprising in view of Goldfeld’s Conjecture
[Gol79]]: on average, the rank of elliptic curves is 1/2, i.e. half of the curves have rank 0, and
half of the curves have rank 1. The remaining curves should be 0%, thus not leaving room
for larger ranks. Although originally formulated for elliptic curves in families of twists, this
conjecture is believed to hold more generally.

In this section, we provide statistics for the rank of elliptic curves in the family { £, 4}, 4. In
this thesis we include current results for 20000 curvesﬂ obtained by varying —10* < d < 10*
and fixing @ = 1. More computations for larger ranges of d and choices of a # 1 are in
progress and will be included in the preprint.

Ordering of curves and average rank. For producing statistics on elliptic curves it is im-
portant to choose a suitable way to order them. Possible orderings are typically by classical
invariants, such as, the discriminant or the conductor. These orderings are sometimes un-
suited, as asymptotically it is not known how many elliptic curves there are up to a certain
bound on the discriminant or conductor. Instead, one often works with the naive height of
elliptic curves, as it is known that there are on the order of h5/6 curves with height at most h.

In this work however, we choose a different ordering of our curves, namely the natural
order induced by Z. For X € N, we defineE = {E;:d € Z\ {0,1}} and

Ex ={E;:de[-X,X]nZ\{0,1}}.

Remark 6.9.9. The set E does not contain isomorphic curves, except F1g ~ Eg;. Namely, for
d € Z\ {0,1}, we obtain isomorphic curves for d' € X(d) N (Z \ {0,1}). The only integer
solution d’ is obtained by taking d’ = ((1 & d'/*)/(1 ¥ d'/*))*. Tohave d’ € Z \ {0,1}, d must
be a fourth power, say d = s* with s € Z\ {0, 1}, and either (1—s) | (1+s) or (1+s) | (1—s). If

319998 to be precise, in view of choosing d # 0, 1
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s> 0then1+s > 1—s, so the second case cannot occur, and we must have (1+s) = /(1 —s),
for some ¢ € Z \ {0,1}. Equivalently, s = ({ —1)/({ +1) = 1—-2/(¢ + 1). Thus, ¢ + 1
must divide 2, giving the possibilities ¢ € {—3, -2}, and the corresponding solutions for s
are {2,3}. Similarly, when s < 0, the only possibilities for d’ € Z \ {0,1} are s € {—3,—2}.
This gives the only solutions d = s! € {16, 81}.

Our results. We describe statistics for the algebraic rank of the curves in Ex for increasingly
large values of X, obtained in SageMath [S*20] and Magma [BCP97]. In Table we describe
the statistics for Ex for various bounds X, including the ranks of the curves, the number of
curves (num. of curves) of given rank, their proportion, and the average rank (av. rank).

X rank | num. of curves | proportion (%) | av.rank

0 886 44.32

1000 1 988 49.42 0.62
2 122 6.10
3 3 0.15
0 4219 42.19

5000 1 4988 49.88 0.66
2 764 7.64
3 28 0.28
0 8363 41.81

10000 1 9933 49.66 0.67
2 1633 8.16
3 69 0.34

Table 6.3: Distribution of the ranks in the family {E,;}q4

The database LMFDB provides statistics for rational elliptic curves; see the link provided
in [LMFE20b]. A major difference with our statistics is that the curves are ordered by conductor
in [LMFE20b]. The database contains all curves of conductor up to 299996953, which are in total
3824372 curves. We give a short comparison with our Table even though their number of
curves largely exceeds ours. In [LMF20b], 12.90% of the curves have rank 2 and 0.98% have
rank 3. In Table[6.3} the corresponding proportions (i.e. 8.16% and 0.34% for X = 10000) are
already rather large, given the much smaller number of curves. This indicates that rank-2
curves potentially accumulate much more rapidly in the family {E;} 4.

Note also that the conductors of the curves {E;}, grow drastically (see Section [6.9.2.2
ie. N(E;) ~ 16d* for about 32% of the curves, see Proposition|6.9.4). The largest conductor
in Eqp4 is

N(Ey) = 1599200096 = 2° - 13 - 769 - 4999 ,
occuring ford = —9997and d = 9998. This value exceeds the largest conductor (i.e. 2909996953)

in LMFDB by a factor roughly 5. Therefore, our family of curves is not included in the family
of curves for the LMFDB-database.
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6.9.5 Computation of the analytic order of the Shafarevich-Tate group

We now provide a simple algorithm for computing the analytic order of the Shafarevich-Tate
group. We refer to Section for the definition and background for this group. Our tech-
nique relies on truncations of L-functions and assumes the validity of the Birch and Swinnerton-
Dyer Conjecture. To our knowledge, our algorithm extends, from a theoretical point of view,
special cases in the literature, as we will discuss below.

Our algorithm works for general elliptic curves, not necessarily in Edwards form. For our
exposition, we, therefore, let £//Q be an arbitrary elliptic curve and I1I( E) its Shafarevich-Tate
group (see2.3.2). Later we will provide results for the family {E;}4.

Recall from Section [2.3.3|that the BSD Conjecture (Conjecture states that ITI(E) is a
finite group and
LM(E,1)  #1I(E)-Qp- Rg - cp
r! B (#E(@)tors)2 ’
where r is the analytic rank of E, that is, the order of vanishing of the L-series of E, at
s = 1. Henceforth, we will assume the BSD Conjecture as true, and rely on Equation to
“define” # ILI(E). Therefore, we call this value the analytic order of I1I(E).

(6.31)

We rely on Equation (6.31) to compute an approximation of # ITI(E) from an approxima-
tion of L") (E, 1). When r = 0, we obviously interpret L") (E, 1) as L(E, 1). It is given by the
series (see [Cre97, Proposition 2.11.1]):

LE)=2) %” exp <— ZT?E)) . (6.32)

n>1

Here the sequence (ay, ), denotes the sequence of Hecke eigenvalues for E, and are implemen-
ted using the recurrence relation from Equation (2.8). When r > 1, the formula generalizes
as (see [Cre97, Proposition 2.13.1]):

2mn
LB =21 S 226, () (6.33)
2w\ UaE)

where
1

r(T) = —— —tx)(l
Grla) = oy [ exp(—ta) los(t)
is the generalized exponential integral.

The convergence speed of L") (F, 1) typically depends on the size of the conductor N (E).

Our technique builds on a truncation of the series in Equations (6.32) and (6.33). For an integer
no > 1, denote by

7‘—1@

P r>1

0 2mn
LOE D] =211 2, L or>1, 6.34
(L7 (B, Dlng r;n ~5 ) 72 (6.34)

and similarly when r = 0, the sum of the first ny terms of L(")(E,1). Once ny is fixed, this
finite sum can easily be computed. A too small choice of ny makes the error too gross to
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reconstruct # III( E) from the truncation. A large enough value of ny guarantees that the ap-
proximation error between [L(")(E, 1)],,, and L") (E, 1) is negligible. We define the approx-
imation [# II(E)],, of # LII(E), by combining Equation (BSD) with Equation (6.34). We
define:

(r) 2
L) = (5,1)]% : (gf f (gtf’i : (6.35)

If our approximation [L(")(E, 1)],,, is good enough, thatis, |L") (E, 1) — [L")(E, 1)],,| < ¢ for
a small enough ¢, then, assuming Equation (BSD), also the inequality

|# HI(E) — [# HI(E)]n,| < ¢
holds, from which we can read the integer # ITI(E).
We have implemented our algorithm in [ST20]. The choice of ny depends on the conductor

N(E). Computationally, we have observed that ng = O(y/N(E)) is sufficient for guarantee-
ing a good approximation and revealing # I1I(E).

Algorithm 14 Algorithm to compute # III(E) assuming the BSD Conjecture

Parameters: An integer s > 1 (for a desired approximation precision)
Input: An elliptic curve E defined over @ of conductor N(E)
Output: |#1I(E)]

1: ng = [/N(F)]

2: 7 :=rkz(E(Q))

3: Compute the list A = {a,(E) : 1 < n < np} using the recurrence relation (2.8)
4: if r = 0 then

5. Compute the list € = { %= exp(—27mn/\/N(E)) : 1 <n < no} from the list A
6: end if

7. if r > 1 then

8:  Compute the list C = {92 G, (27n/\/N(E)) : 1 < n < ng} from the list A

9: end if
10: Compute L :=2r!)" ox

11: Compute BSD invariants for E: the regulator Rg of E; the real period Qp of E; the

Tamagawa number cg, of E; the torsion order T of £
2
12: Compute # 11T := £ &

13: if |# 11— L# Hﬂ < 107% then
14:  Return # 111

15: else

16: Increase ng and restart

17: end if

Remark 6.9.10. Let us make some remarks about Algorithm

(i) The algorithm is known in the case r = 0, see [HY15]. Their algorithm also uses
O(\/N(E)) terms in the truncated finite sum in order to recover # III(E). Our Al-
gorithm [14] extends to all ranks with the same bound on the number of terms in the
truncated finite sum.
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(ii) Note that in order to perform the approximation of the L-series, the rank needs to be
known. This is computed in first place by our algorithm. Since our algorithm is condi-
tioned on the BSD Conjecture, r can either be the Mordell-Weil rank rkz (E(Q)) of E, or
the analytic rank of E.

(iii) The BSD invariants for E are computable by built-in functions from SageMath [ST20].
We obtain Rg, Qg, cg and T by the commands (see Section for a brief definition
of these objects):

sage: R_E=E.regulator()

sage: Omega_E=E.period_lattice().omega()
sage: c_E=E.tamagawa_product_bsd()

sage: T_E=E.torsion_order()

(iv) A more direct method to compute the special L-value of an elliptic curve E of rank r is
to use Dokchitser’s SageMath-function:

sage: E.lseries().dokchitser() .derivative(1l,r)/r.factorial()

From this value, the analytic order of III(F) is computed using Equation (6.31). We
note that our outputs of Algorithm [14|are coherent with the outputs of this function
(see Tablel6.5).

Remark 6.9.11. Our choice ng = [1/N(E)] is based on computational evidence and is not
proven. Note that the algorithm in [HY15] for r = 0 is also heuristic on the choice of ng.
This part is currently in progress and we point out a proof direction here. To obtain a proven
upper bound, we want to rigorously upper bound the error tail |L(")(E, 1) — [L(")(E, 1)],,],

resp. the quantity
a 2mn
t:= Gy | ——=
e

n>ng

By the Deligne bound one has |a,| < d(n)y/n (see e.g. [Ken04, Theorem 2.32] applied with
k = 2) where d(n) is the number of divisors of n. Using the trivial bound d(n) < 2y/n (because
the divisors of n come in pairs (m,n/m) and there are at most \/n choices for m), this gives
lan| < 2n. Moreover, Gy (z) ~ 7" exp(—z) as ¢ — +oo (see [Mac02]), which gives for all
n > 0 and large enough z, G, (z) < 27" exp(—x)n. Applied with z = 27n//N(E), we obtain

|ay| 2mn 2mn . 2mn
PR <¢N<E>) 2 (W) o (‘ N<E>> |

Bounding n > ny in the first factor of the summand, and putting o = exp(—27//N(E))

(note: |a| < 1) gives:
2n ( ;:é?) > an<2y ( 2?;5?) > an

n>ng n>1

T
N(E) a _
= 2 = . r
77( 2mn0 ) 1—a Congs

~
IN
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.
with C := % (V];EE)) . It then remains to resolve the inequality Cn," < ¢ for ny, for a

targeted error bound ¢ > 0. This gives ng > (C/¢)/", which is of the order O(,/N(E)).

Our results for the Edwards family. We provide the results of our SageMath implementa-
tion [ST20] of Algorithm [14for the Edwards family {E;}4. By Theorem we have

8 if dis asquare
#Eq(Q)tors = 4 8 if disnotasquareand d =1 — (t> — 1)?, forsomet € Z ,
4 ifdisnotasquareand d # 1 — (t> — 1)?, forallt € Z

thereby, the torsion subgroup does not need to be precomputed first in order to write the
right-hand side of Equation (6.35).

Recall from Section that the order of III(E) is a square, if it is finite. Table
shows the distribution of # IT1(E,) for —10* < d < 10 Among these curves, the largest
Shafarevich-Tate group has order 1369 = 372. Most of the curves in our family (about 70%)
have a trivial Shafarevich-Tate group. That this group clearly dominates in our data, is in line
with the statistics from LMFBD [LMFE20b]], where 91.59% of curves have trivial Shafarevich-
Tate group. For # ITI(E4) = 4, our set of curves contains 13.15%, while LMFDB only contains
5.55%. While we are considering much fewer curves than the LMFDB-statistics (compare also
with Section[6.9.4), it is interesting to point out the resemblence with [LMF20al.

Table[6.5 compares our Algorithm [I4 with the analytic Shafarevich-Tate order computed
using the SageMath-function by Dockchitser (compare with Remark [6.9.10). For the seven
curves with #1I1(E;) = 222 from Table the approximation of # ILI(E,), with r = 1
(the analytic rank (“an. rank”) is 1), computed by our algorithm (column “Algorithm [T4]") is
very close to the approximation of III(E,;) computed from Dockchitser’s function (column
“Dockchitser”). Since the order of ITI(Ey) is a square, the technique relies on finding the
closest square integer to these real numbers output by the algorithm. Both algorithms imply
that the analytic order of IT1(Ey) is 484 (note: 212 = 441,222 = 484,23% = 529). Notice
again the large conductors, exceeding the conductor sizes of [LMF20al] (compare with Section
. Our Algorithmprecomputes a list A with O(y/N(E,)) coefficients.

6.10 Appendix Section

6.10.1 Special families of elliptic curves

Let K be a field of characteristic different from 2. We describe a family of elliptic curves over
K with certain properties with respect to their 4-torsion points, and their corresponding set
of birationally equivalent Edwards curves. Let r,s,t € K with s,¢ non-zero and s # ¢. Let
E, s+ be the elliptic curve defined by

v =(x—r)x—r+s)(z—r+t?).
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#UI(Ey) | num. of curves | prop. (%) || ILI(E,) | num. of curves | prop. (%)
12 14193 70.96 20? 16 0.08
22 2630 13.15 212 7 0.03
32 1003 5.01 292 7 0.03
42 716 3.58 232 5 0.02
52 217 1.08 242 4 0.02
62 157 0.78 252 1 0.005
72 48 0.24 262 3 0.015
82 105 0.52 272 0 0.00
92 40 0.20 282 1 0.005
102 22 0.11 292 0 0.00
112 192 0.96 302 0 0.00
122 211 1.05 312 1 0.005
132 142 0.71 322 0 0.00
142 94 0.47 332 0 0.00
152 69 0.34 342 1 0.005
162 44 0.22 352 0 0.00
172 26 0.13 362 0 0.00
182 18 0.09 372 1 0.005
192 25 0.12 382 0 0.00

Table 6.4: Distribution of the order of the Shafarevich-Tate group in the family {£;}4 in Ex
with X = 10

Proposition 6.10.1. (i) The points of order 2in E, s ;(K) are (r,0), (r—s2,0) and (r—t2,0). The four
points £(r £ st, st(s £t)) € E, s (K) where the second and third + signs agree, have order exactly
4 and double to (r,0). In particular, E, s (K) contains a subgroup isomorphic to Z /AZ x Z /2Z.

(ii) Define

s+t\?
d(s,t) = K\{0,1}.
0= (1) exvion
For every r € K, Ey s+ is birationally equivalent over K to the Edwards curve &y, ).

(iii) If v is a square in K and r + s* = t* (ie. (\/r,s,t) is a Pythagorean triple), then all the
Edwards curves in Edw(j(Er,s,t)) are defined over K (v/—1).

Proof. (i) The statement about the 2-torsion points is clear. By Lemma points of order 4
lying over (r,0) are those mentioned in the statement, and are clearly defined over K.

(ii) Setting e; = 7, ea = r — s?> and e3 = r — t> we see that e12 = e; — ez = s* and
e13 = e1 — e3 = t* are squares in K. More precisely, by Lemma the Edwards parameter
d(s,t) assigned to these points is exactly as indicated in the statement. Clearly d(s, ) # 0, 1.

(iii) Take e1, €2 and e as in (ii). Then by assumption, also ea3 = eg —e3 =t> —s®> =risa

square; thus K (v/—1, \/e12, /€13, v/€23) = K(v/—1) and we conclude by Remark O

Remark 6.10.2. (i) Under the map K? — K \ {0,1},(s,t) ~— d(s,t), the elliptic curves
{Ers}rs+ become isomorphic to the elliptic curves {F; 4}4, defined in (6.2) with d a
square in K. In this case, the reader can compare with Theorem More generally,
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d N(Ey) prime fact. of N(E;) | an. rank Algorithml&l Dockchitser
—9930 | 1577837280 | 2°-3-5-331-9931 1 501.959869932160 | 501.959726754146
3678 216384096 2°.3.613- 3677 1 502.401396998320 | 502.398279446343
4938 | 390062496 2538234937 1 487.393905081071 | 487.395541243312
5928 70270512 24.3.13-19-5927 1 463.825041040073 | 463.825507014968
7994 | 1022336672 25.7.571-7993 1 484.921298063484 | 484.922884220681
8423 | 1135016096 25.4211 - 8423 1 472.556689785723 | 472.554902645102
9008 81135056 24563 - 9007 1 498.696434325650 | 498.693078391666

Table 6.5: The curves E,; with # [1[(E,;) = 22? = 484 and comparison of Algorithm with
the build-in Dockchitser function from [ST20]

remark that Ey(, 4 is birationally equivalent over K to the curve defined by se(y?—1) =
ty(xz? — 1) in Huff’s form (see [JTV10, §2.2]).

(ii) Proposition|6.10.1|(iii) gives a way to parametrize, via Pythagorean triples, elliptic curves
together with a minimal extension of K (i.e. K(1/—1)) over which all their birationally
equivalent Edwards curves are defined.

6.10.2 Computations for Example|6.6.10

(i) A representative for the class €l[(1728) is the curve E, defined by y?> = z3 + az with
a € K. The cubic defining E, factors as z(z — /—a)(z + v/—a) over K and Remark gives
K(E[4]) = K(V—1,V2,¥/=a) = K((s, v/—a) where (s is an 8-th root of unity. Denoting
e1 = 0,e3 = \/—a, e3 = —/—a, we obtain

ez =—V—a , e =iViva
ei3=v—a , e =Viva
ea3 =2v—a , +Jeaz =V2Viva.

By Lemma we associate to points of order 4 doubling to (e1, 0), the following d:

g iViF Vi
Vit Vi

2
=—1.

For points doubling to (e2, 0), resp. (es, 0), we compute d by

) -\ 2 . o=\ 2
(M) —17F12V2 (%) 17 F12V2,

respectively, and finally deduce that Edwz(1728) = {€_1, €5 5}
(ii) A representative for the class €[l(0) is the curve Ej, given by y? = 23 +bwith b € K. The
cubic defining F, factors as (x — e;)(z — e2)(z — e3) over K withe; = — Vb, e2 = ?(1 +iv/3)
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and ez = ?(1 —iv/3), where i2 = —1. We obtain

and Remark

6.6.8

: 34+ 1v3 34+ 1v3

e1a = —Vb- +22\[ , Ve =1iVb +2Z\f

: 3—1v3 3—1v3

e13=—Vb- 22\[ , Ve =iVb ;f
e = Vb-iv3 |, ez = VivbV3.

gives K(E[4]) = K(i,v/3, V/b,

167

6.6.9

\/ (1 —iv/3)/2). According to Lemma
we associate to points of order 4 doubling to (e;, 0) for i = 1,2, 3 the following coefficient d,
in this order:

5 5 2 1 i i ?
<¢3+Z\/§¢\/3_1\/§> = 7T+ 4V3, Vi+ v F Vil = 743,
V3+iv3EV3-iV3 V3B +ivE) £ Vi3
Jie-wmEvie\'

=-7F .
V3B —ivE) £iViV3

It follows that Edwz(0) = {€_,., 5}
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