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Abstract—The General Data Protection Regulation (GDPR)
has been recently introduced to harmonize the different data
privacy laws across Europe. Whether inside the EU or out-
side, organizations have to comply with the GDPR as long as
they handle personal data of EU residents. The organizations
with whom personal data is shared are referred to as data
controllers. When controllers subcontract certain services that
involve processing personal data to service providers (also known
as data processors), then a data processing agreement (DPA) has
to be issued. This agreement regulates the relationship between
the controllers and processors and also ensures the protection
of individuals’ personal data. Compliance with the GDPR is
challenging for organizations since it is large and relies on
complex legal concepts. In this paper, we draw on model-driven
engineering to build a machine-analyzable conceptual model that
characterizes DPA-related requirements in the GDPR. Further,
we create a set of criteria for checking the compliance of a given
DPA against the GDPR and discuss how our work in this paper
can be adapted to develop an automated compliance checking
solution.

Index Terms—Conceptual Modeling, Qualitative Research,
Regulatory Compliance, Data Processing Agreements, General
Data Protection Regulation (GDPR).

I. INTRODUCTION

The General Data Protection Regulation (GDPR) is intro-
duced by the European Union (EU) to harmonize the different
data protection laws across Europe [1]. The regulation has
been in place since May 2018. Regardless of whether they are
inside or outside the EU, organizations are obliged to comply
with the GDPR as long as they collect or process personal
data about EU residents. Violating the privacy standards in
the GDPR can result in penalties up to tens of millions of eu-
ros [2]. At the time when more people, for various reasons, are
entrusting organizations with their personal data, the GDPR
provides far-reaching capabilities to protect individuals’ rights
and increase organizational accountability for data breaches.

Understanding how to comply with the GDPR is a daunting
task for organizations [3]. Though the GDPR is written in
natural language (NL), it is large, covers diverse aspects of
data protection and privacy issues, and is prone to ambiguity
inherent in NL.

Modelling the requirements of the GDPR can be performed
in order to help organizations understand what is needed for
compliance checking. In this paper, we address the above
challenges for compliance checking against the GDPR with a
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Fig. 1: The Flow of Personal Data in Context of DPA.

focus on data processing agreements (DPAs). Specifically, we
help requirements engineers and other business stakeholders
understand where to focus their GDPR compliance efforts.
A DPA is required when a data controller subcontracts to a
data processor certain services that involve processing personal
data. Fig. 1 illustrates the flow of personal data in the context
of a DPA. To illustrate, consider the following example about
a DPA for payroll services. Let Amazon.com, Inc. in Italy be
the data controller. The data subjects are Amazon employees
in that branch. Amazon can subcontract payroll services to an
accounting firm (a data processor) in the UK, e.g., Simpson
Wreford LLP. To deliver payroll services, the accounting
firm develops automated systems that process personal data
including but not limited to: name, contact details, employee
ID, bank account details, marital status, leave records, and
contract of employment. The processor can also subcontract
other processors. To ensure the protection of individuals’
personal data, the GDPR imposes obligations on organizations
(both data controllers and processors).

A DPA is a legally binding contract or legal act under Union
or Member State law between a data controller and processor.
The agreement sets out the obligations of the processor with
regard to the controller and regulates the relationship between
the two parties (the GDPR, Art.28"). Table I provides key
definitions in the GDPR that are related to a DPA. The data
controller is required by the GDPR to take measures to ensure
the protection of personal data. Through a DPA, the controller
and processor share legally-protected personal data as well as
the consequences and costs of data breaches.

"Throughout the paper, we will use the abbreviation Art. for Article.



TABLE I: DPA-related Key Definitions in GDPR.

Concept Definition Reference

Data Subject A natural person who can be identified, directly Art.4(1)
or indirectly, by reference to an identifier like a

name or location data.

Personal Data ~ Any information relating to a data subject. Art.4(1)

Processing Any operation or set of operations which is Art.4(2)
performed on personal data, such as collection,
recording, storage, disclosure by transmission,

restriction, erasure or destruction.

Data Controller A natural or legal person, public authority, Art.4(7)
agency or other body which, alone or jointly
with others, determines the purposes and means
of the processing of personal data.

Data Processor A natural or legal person, public authority,
agency or other body which processes personal

data on behalf of the controller.

Art4(8)

To comply with the GDPR, both the controller and pro-
cessor are obliged to implement DPA-related requirements.
Compliance also includes implementing these requirements in
the systems that process personal data. For example, to ensure
an appropriate level of data protection, the personal data can
be pseudonymized or encrypted (the GDPR, Art.32(1)).

Through qualitative methods, we present an approach for
checking compliance of DPAs against the GDPR. In particular,
the paper makes three primary contributions.

(1) We draw on model-driven engineering (MDE) [4] to
build a machine-analyzable conceptual model that describes
the requirements of data processing as stipulated in the GDPR.

(2) We create a set of criteria to check whether a DPA is
GDPR compliant.

(3) We conduct a preliminary evaluation of our compliance
criteria on 24 DPAs. This work provides a first step towards
the development of future automated methods for assessing
the compliance of DPAs according to the GDPR.

The paper is organized as follows: Sec. II provides an
overview of the related work. Sec. III discusses our approach
for building the conceptual model and criteria for compliance
checking. Sec. IV illustrates a usage scenario of our proposed
approach for checking the compliance of 24 DPAs. Sec. V
concludes the paper and presents future directions.

II. RELATED WORK

In the context of regulatory compliance, modelling re-
quirements from normative text in general and the GDPR
in particular has been widely studied in the requirements
engineering (RE) literature [5]-[8]. Torre et al. [9] propose
the use of model-driven engineering as a platform for GDPR-
compliance automation. Caramujo et al. [10] target privacy
policies from the web and mobile applications, and propose
a domain-specific language along with model transformations
for specifying privacy-policy models. Bhatia et al. [11] propose
an incompleteness detection method based on semantic frames
in privacy requirements. Torre et al. [12] present an artificial
intelligence-enabled automation for compliance checking of

privacy policies based on a conceptual model that characterizes
the privacy requirements from the GDPR. Vanezi et al. [13]
propose a graphical modeling language for GDPR privacy
policies and a methodology for transforming them into formal
definitions. Pullonen et al. [14] present a multi-level model to
be used as an extension of the Business Process Model and
Notation to enable the visualization, analysis, and communica-
tion of the privacy-policy characteristics of business processes.
As far as the analysis of documents and specifications perti-
nent to IT systems is concerned, RE has focused primarily on
privacy policies. Our work, in contrast, concentrates on DPAs,
which are yet another highly relevant class of legal documents
with a bearing on privacy requirements in IT systems. In this
paper, we take preliminary steps in the direction of automating
the compliance checking of DPAs according to the GDPR.

III. A QUALITATIVE STUDY OF DPA-RELATED
REQUIREMENTS IN THE GDPR

In this section, we present our qualitative study to derive:
(1) a conceptual model describing the data processing require-
ments in the GDPR; and (2) a set of criteria for checking the
compliance of DPAs according to the GDPR.

A. Conceptual Model of Data Processing Requirements

A DPA is a text document which, to be GDPR compliant,
has to include the requirements that regulate the processing of
personal data. The conceptual model, depicted in Fig. 2, cap-
tures and categorizes a total of 45 information types that can
be stated in a DPA. The model is hierarchical and structured
in three levels. Level 1 contains 12 information types (shaded
grey), level 2 contains 16 information types (shaded blue) and
level 3 contains 17 information types (shaded white). Some of
these information types are critical, i.e., being absent leads to
non-compliance (in font color black). Following best practices,
the model also includes additional information types that are
optional but commonly mentioned in a DPA (font color blue).

B. DPA Compliance Checking Criteria based on the GDPR

We created a set of 14 criteria for checking compliance
of a given DPA against the GDPR, presented in Table II.
More details are given in the next sub-section. Since optional
information types do not affect the final decision as to whether
a DPA complies with the GDPR, the criteria cover only the
information types that are required. A criterion is considered
satisfied only if the information types associated with that
criterion are mentioned in the DPA, otherwise the criterion
is violated. Accordingly, the DPA is considered compliant if
all of the criteria are satisfied.

Some of these criteria are concerned only with the content
of a DPA, while some others concern the systems used
for processing personal data. In particular, the processor’s
obligation includes removing or returning the personal data
to the controller after the processing service is terminated.
For example, in the case of cloud-service providers acting as
processors, it might not be possible to delete the data that
is stored in archives immediately but in the next deletion
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Fig. 2: Conceptual Model of Data Processing Requirements in the GDPR

round. Further, the processor must ensure the protection of
personal data by applying security measures like encryption.
For transferring personal data, e.g., for storage or processing
purposes by a third-party, the processor has to acquire a written
authorization from the data controller. If the above constraints
are not satisfied by the system used by the processor, then this
is a violation that can lead to penalties.

C. Qualitative Method

We created the above artifacts in close interaction with legal
experts from Linklaters LLP, a global law firm headquartered
in London and based in Luxembourg. To do so, our qualitative
study followed an iterative and incremental process divided
into two steps, as we explain next.

The first step involved reading DPA-relevant articles in the
GDPR as pointed out by Linklaters. We started with Art.28
which is the main article in the GDPR about DPA. Further, we
read through all referenced articles in Art.28, namely Articles
32-36, 40, 42, 43, 63, 82-84, and 93(2). During this step,
we applied an in-vivo coding [15] to identify an initial set of
codes representing the concepts in the GDPR. These codes
are the information types that we present in Fig. 2. The initial
set of codes were carefully discussed with Linklaters and
refined according to their feedback. To enrich our conceptual
model, we also applied sub-coding [15] to specialize the
codes we had found in the GDPR articles with sub-codes
(second and third levels in Fig. 2). For instance, Art.28(3)(a)
states that “the processor shall process the personal data
only on documented instructions from the controller, including
with regard to transfers of personal data to a third country
or an international organisation [...]”. From this text, the
information type Transfer of Personal Data was first encoded
and further specialized with Controller Consent. According
to the feedback from Linklaters, the documented instructions

TABLE II: DPA Compliance Checking Criteria.

1D Criteria

C1 At least one Controller:Identity:Legal Name has to be mentioned
in the DPA.

C2 At least one Controller:Contact:Legal Address or Email has to be
mentioned in the DPA.

C3 At least one Processor:ldentity:Legal Name has to be mentioned
in the DPA.

C4 At least one Processor:Contact:Legal Address or Email has to be
mentioned in the DPA.

C5 The applicable Main Agreement has to be referred to in the DPA.

Co6 The Purpose of Processing has to be mentioned in the DPA.

C7 The Duration of Processing has to be mentioned in the DPA.

C8 The Security of Personal Data has to be mentioned in the DPA.

C9 The Types of Data Subjects have to be mentioned in the DPA.

C10  The Categories of Personal Data have to be mentioned in the DPA.

C11  The Transfer of Personal Data: based on Consent of Controller
has to be mentioned in the DPA.

C12  The Processor Obligations:Processing on Instructions, Sub-
Contracting, Demonstrating Compliance, Assisting Controller, No-
tifying Data Breach, Ensuring Confidentiality, and Removing Per-
sonal Data have to be mentioned in the DPA.

C13  The Processor Obligations:Sub-Contracting:Acquiring Accep-
tance, Remaining Liable, Ensuring Same Obligations, and Con-
sidering Objection have to be mentioned in the DPA.

Cl14  The Data Processing Impact Analysis has to be mentioned in the

DPA.

entail a written authorization for transferring personal data.
In this step, we also discussed with the legal experts the
compliance checking criteria listed in Table II.

In the second step, we applied the refined set of infor-
mation types on a sample of DPAs, what is referred to as



Controller: Identity: Legal Name

Controller: Contact: Legal Address

Qlisneth Investment Management] registered at|Herengracht 450, 1017 GA, Amsterdam, the Netherlands, under the

Controller: Identity: Register Number

Processor: Identity: Legal Name

Dutch Trade [Register number 73228855, (hereinafter to be referred to as: the “Controller”) and [Onyx Strategic Ltd, ]

Processor:Contact:Legal Address

registered at|/Churchill-laan 230, 1508 AC, Nieuwegein, the Netherlands|(hereinafter to be referred to as: the “Processor”).

The controller intends to obtain services based on a special servicing agreement entered into with, amongst others, the

Main Agreement

Types of Data Subjects

Processor, the Controller and the Sub-Controller|(the "Main Agreement” BThe personal data of the|controller’s employees|

Categories of Personal Data

that will be processed fall under the following categories: [name, phone number, email address, IP number, location]

Duration of Pr

eThe processing services are needed [as long as the main agreement holds|

Security of Personal Data

The Processor shall [implement appropriate technical and organizational measures to ensure a level of security]

appropriate to the data breach risk, |ncIud|_ng the measures referred to in Article 32(1) of the GDPR.

on Instructions

1S: Pr

e Processor shall (|)\process the personal data only as set forth in Controller’s written instructions;| (ii) lensure that all|

Ensuring Confid

\persons or parties with access to personal data have signed an appropriate personal data confidentiality agreement;] (iii)

Processor’s Obligations: Demonstrating Compliance
make available to Controller all information necessary to demonstrate compliance with the obligations under this DPA;|(iv)

Processor’s Obligations: Assrsrmg Controller

Processor’s Obligations: Notifying about Data Breach

\aSS|st Controller, in fulfilling his obligation related to data subjects’ rights;|(v)/inform Controller of data breach incident; |

’s Obligations: Sub-Contracting: Acquiring A

o (vi) \not engage sub-contractors for processing personal data under agreement without the prior written consent of|

’s Obligations: Sub-Contracting: Ensuring Same Obligati

[Controller; \(vu)\lmpose the same obligations on the sub-contractor as those specified in this DPA; (viii) remain liable, in all]

Processor’s Obli : Sub-Contracting: Ensuring R Liable

[respects, for the sub-contractor as for itself. |

's Oblig

: Notifying about Data Breach: Explanation, Entity Details, Consequences, and Measures

© The notification of a data breach shall contain: |a description of the nature of the incident, the name and contact details of|

[Processor’s contact point where more information can be obtained; a description of the likely consequences of the|

lincident; and a description of the measures taken or proposed to be taken by Processor to address the incident. ]

Data Processing Impact Analysis

QProcessor shall provide reasonable assistance to Controller with any|data protection impact assessments|or other

competent data protection authorities (Article 35 or 36 of the GDPR).

Transfer of Personal Data: Transfer outside EEA

@Processor will ensure that, if any| personal data is transferred to a Sub-processor located in a country or territory outside|

Transfer of Personal Data: Transfer outside EEA: Adequacy Decision

'the EEA|that has not received [a binding adequacy decision by the European Commission|or a competent national data

Transfer of Personal Data: Transfer outside EEA: Safeguards

protection authority, such transfer will be subject to|appropriate safeguards|in accordance with the data protection laws

Transfer of Personal Data: Consent of Controller

(including Article 46 of the GDPR), and each such transfer shall be subject to|prior written consent from Controller. |

Pra ’s Obligatic R

g Personal Data

@ Upon termination of this DPA,[the Processor shall return or delete personal data,/unless the data processing continues on

Liability for D

an appropriate legal basis @The Processor shall be liable| without limitation for any damages incurred by the Controller or

Sub-Controller for breaches, unless the Processor is not responsible for the event causing the damages.

Fig. 3: Tllustrative Example of an Annotated DPA.

hypothesis coding [15]. The intuition of this step is to check
the applicability of our conceptual model on a real example
and also to ensure that the conceptual model covers all the
necessary information types required for compliance checking.
While performing hypothesis coding, we kept track of encoded
additional information types that were mentioned in more than
five DPAs but were not in our conceptual model. According to
feedback from Linklaters, these additional information types
are considered best practice and should be included in DPAs.
Therefore, we added such information types (those in blue
font) to our conceptual model.

IV. COMPLIANCE CHECKING OF DPAS

In this section, we illustrate how our proposed artifacts (pre-
sented in Sec. III) can be utilized for checking the compliance

of DPAs against the GDPR. The first step to check whether
a DPA is GDPR compliant is to extract and categorize the
information type according to our conceptual model (in Fig 2).
To do so, we analyzed a set of 24 DPAs manually. Note that
this manual analysis has been a part of our qualitative method
as explained in Sec. III. For a given DPA, we annotated each
sentence with one or more information types. We skip the
sentences that do not mention any such types. Illustrative
examples of annotated sentences in a DPA is provided in
Fig. 3. The second step is to apply the criteria in Table II
to check whether the DPA is compliant. The DPA in Fig. 3
is not compliant because it violates C6, since it does not
state the purpose of processing. Table III shows the results
of our manual compliance checking of 24 DPAs according



to our proposed artifacts in Sec. III. Given the granularity
level of C12 and C13, covering respectively seven and four
information types, it is notable that 20 out of 24 DPAs violate
C13 while only two DPAs violate C12. This high number of
violations for C13 is due to this requirement covering level-
3 specializations, which are less often detailed in the DPAs
that we analyzed. Among the 20 DPAs violating C13, the
information type Ensuring Same Obligations is missing in
eight DPAs, Considering Objection in another eight, Acquiring
Acceptance in three, and finally Remaining Liable is missing
in only one DPA.

TABLE III: Results of Manual Compliance Checking.

ID CI C2 C3 C4 C5 C6 C7 C8 C9 Cl0Cl1Cl2Cl13Cl4
0o 4 9 2 5 4 4 10 2 7 2 2 4

NV 4

"' NV: number of DPAs violating the corresponding criterion.

V. CONCLUSION AND FUTURE DIRECTIONS

In this paper, we built two artifacts from the General Data
Protection Regulation (GDPR) for compliance checking of
Data Processing Agreements (DPAs). Drawing on model-
driven engineering and using qualitative methods, we first de-
veloped a machine-analyzable conceptual model which charac-
terizes DPA-related requirements as stipulated by the GDPR.
The conceptual model consists of a total of 45 information
types that should be addressed in a DPA. Building on this
conceptual model, we then created a set of 14 criteria for
compliance checking of DPAs against the GDPR. These two
artifacts were developed in close interaction with legal experts.

The work presented in this paper provides a first step
towards an automated solution for checking the compliance
of DPAs against the GDPR. As future research directions, we
plan to develop automated support for this task by combin-
ing natural language processing (NLP) and machine learning
(ML). NLP and ML enable the extraction and classification
of the different information types from DPAs according to
our proposed conceptual model. To this end, we plan to, first,
create an annotated dataset that serves as training examples
based on which we can develop and evaluate an automated
solution. Further, the compliance criteria have to be formalized
into verifiable constraints to facilitate compliance checking.
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