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Abstract—Privacy is a key requirement for connected vehicles. heading, which may threaten the location privacy of velsicle
Cooperation between vehicles is mandatory for achieving tmtion  ysers. Indeed, these messages could easily be eavesdropped
privacy preservation. However, non-cooperative vehiclesan be 1, 4 hassive adversary who can link these messages with their

a big issue to achieve this objective. To this end, we propose di hicles' identifi d track the traiectaf
a novel monetary incentive scheme for cooperative location corresponding venicles identimers and trac e trajgc

privacy preservation in 5G-enabled Vehicular Fog Computirg. the vehicle during its journey, which violates the location
This scheme leverages a consortium blockchain-enabled féayer  privacy of drivers|[8]. One solution to avoid tracking vei
and smart contracts to ensure a trusted and secure cooperat from their transmitted beacons is the use of multiple tem-
Pseudonym Changing Processes (PCPs). We also propose optiporary jdentifiers, called pseudonyms. Vehicles peridijica

mized smart contracts to reduce the monetary costs of vehies h thei d ¢ hi th likeabilit
while providing more location privacy preservation. Moreover, a change their pseudonyms to achieve the unlikeability betwe

resilient and lightweight Utility-based Delegated Byzanine Fault their beacons. This solution, called the Pseudonym-Cingngi
Tolerance (U-DBFT) consensus protocol is proposed to ensair approach, is already part of vehicular security standards
fast and reliable block mining and validation. The performance [g’ ]_0] However, if On|y one vehicle Changes its pseudonym,
analysis shows that our scheme has effective incentive tathues the attacker can easily link between its pseudonyms due to
to stimulate non-cooperative vehicles and provides optimianon- o \ -
pseudonym syntactic linking attacks [11]. A set of stragsgi

etary cost management and secure, private, fast validatiorof ; .
blocks. has been proposed to ensure cooperation between vehicles

) . e
Index Terms—5G-enabled Vehicular Fog Computing: Con- in Pseudonym Changing Processes (PCPs) [12]. However,

sortium Blockchain; Location Privacy; Incentive Mechanisms; (1€S€ strategies fail to provide the required protectioth wi
Pseudonym Changing; the presence of non-cooperative vehicles, which tend not to

get involved in PCPs. This non-cooperative behavior is igain
due to the rationality and the selfishness of vehicles that ai
|. INTRODUCTION at increasing their privacy levels and saving their pseydon

5G communication technologies are expected to revolt@ avoid the costs generated from requesting new pseudonym
tionize Intelligent Transportation Systems (ITSs). Velsr Sets.
networks are the main component of ITS that is taking pa{p[verthe past few years, some incentive mechanisms have been
in this revolution to enable high bandwidth and ultra-loiProposed to stimulate vehicles to cooperate in PCPs. These
latency for 5G-enabled V2X services [1]. Empowered by fogiechanisms can be classified according to the used incentive
computing paradigm, 5G-enabled Vehicular Fog Computing®l into two categories: (i) game theory-based incentieeln
(5GVFC) is addressing limitations of traditional vehiqula@nisms [18=15], and (ii) reputation-based mechanisms [16,
networks in terms of latency, improving safety, mobilitpda 17]. However, in game theory-based incentive mechanisms,
driver experience during journeys! [2]. 5GVFC has alread§ehicles cooperate only if the payoffs are greater thanscost
demonstrated its benefits in several V2X domains such as t44g0. the complexity of the game-theoretical system inseea
offloading [3], data cachind [4], data collectidd [5], andtala With the number of players in the system [18]. Indeed, the
sharing [6] and it is also envisioned to support V2X securitvaSh equilibrium solution is usually hard to achieve duéhto t
and privacy services. Inherited from traditional vehicuiat- dynamic properties that characterize vehicular netwoks.
works, location privacy is still a complex issue in 5GVFcthe other hand, reputation-based mechanisms including cen
5G-enabled V2X services and applications such as collisi#filized and distributed mechanisms, are an easy targét-for
avoidance, cooperative driving, and traffic management rdernal attackers, which can exploit the stored reputataines
on the periodic broadcast of safety-related messages,kasw for their self-interests. These mechanisms are also vairer
beacons. These beacons are aiming at establishing cosperd® denial of service attacks aiming at breaking the repurati

awareness between vehicles [7]. However, these beacanys cByStem. Besides this, the two categories propose non-aignet
sensitive information such as position, speed, velocitd aincentive mechanisms, which make it difficult for vehicles t

benefit from cooperation for recovering pseudonym-changin
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protocol for validation of transactions, generation of dis, Il. RELATED WORK
and building of hash chain over blocks [20]. Few schemes haxe
recently used this technology for pseudonyms shuttling and
revocation processes in vehicular networks [21, 22]. Hamev During the last few years, several Pseudonym Changing
none of these schemes have exploited blockchain to suppBitategies (PCSs) have been proposed to prevent pseudonym
PCPs. Also, these schemes use the proof-of-work (POViINKing attacks. These strategies are classified into twe ca
consensus protocol, which is proved that it wastes a lot efories I[12]: (i) Mix-zone-based strategies, and (ii) Mix-
energy and has slow validation of transactions in blockthatontext-based strategies. In the former category, the RGP o
systems|[23],1[24]. occurs on predefined road areas, called mix-zones. We mentio
In this paper, to address the aforementioned issues, wegeopas examples of these strategies:Rigudiger et al. (a)[25],

a novel monetary incentive scheme for cooperative locatigrhich proposed to install Cryptographic Mix (CMIX) zones on
privacy in 5G-enabled vehicular fog computing. This schentead intersections where all safety messages are encryjied
relies on consortium blockchain deployed in a fog layer arldi et al.[15], which proposed to perform PCPs at Social Spots
on smart contracts to achieve a trusted and secure coaperasuch as signalized intersections and parking lots, anyd (iii
between vehicles in PCPs. Optimized smart contracts ddeualouache and al. (a[26], which proposed to stop broad-
also proposed to reduce the monetary costs of vehicles whiksting safety messages at signalized intersections dnilg w
providing more location privacy preservation. Our schentbe traffic light is red. On the other hand, mix-context-lshse
leverages a resilient Utility-based Delegated ByzantinaltF strategies can occur everywhere, and whenever the predefine
Tolerance (U-DBFT) consensus protocol to ensure fast apantext is found. We mention as examples of these strategies
reliable block mining and validation. Simulation and arigly Gerlach et al.[27], which proposed that a vehicle changes
results demonstrate that the proposed scheme is effectivdts pseudonym only if it detects neighboring vehicles at a

Pseudonym Changing strategies

ensure successful and secure PCPs. distance smaller than the minimal distance and has a similar
The main contributions of this paper can then be summ@lrection with it within its communication range, (ifvasef
rized as follows: et al. [2€], which introduced Random Encryption Periods

) _ ) (REPs). When a vehicle decides to change its pseudonym,

« We propose a secure and privacy-preserving architectiyreengs o request to its neighbors for starting a REP. During
for cooperative location privacy preservation betweep REP, safety messages are encrypted using a shared group
vehicles in 5G-enabled vehicular fog computing. key, and (iii) Boualouache et al. (bjL1], which proposed the

« We design one-to-many smart contracts to achieve trustgd «ic_aware PCS, where vehicles continuously monitor the
and secure cooperation between a pseudonym changiggy yraffic status to find optimal locations where the silent
_requestor and a set of pseudonym changing cooperatgfig ;4ne (SM) can be established. However, although the
In PCPS_' ) ) important number of strategies that have been proposegaonl

« Leveraging k-means clustering algorithm, we proposg, of them propose incentive mechanisms to stimulate non-

optimized smart contracts aiming at establishing manys,qnerative vehicles to participate in PCPs. These ingenti
to-many smart contracts between a set of pseudonym,chanisms are described in the next section.
changing requestors and a set of pseudonym changing

cooperators for reducing the monetary costs of vehicles

while providing more location privacy preservation.  B. Incentive mechanisms of PCS
« We propose an efficient U-DBFT consensus protocol that

provides fast consensus rounds and high resilience 9% following categories:

faulty and malicious nodes. Game theory-based incentive mechanismd-u et al. [15]

* }[Ne c?rry ou: at_set ?rf S|mulat|0rtl_s arl;dhanf_;llytlc eValu%I('?monstrated the feasibility of Social Spots strategy gisin
lons Tor evalualing the cooperative behavior compares simplified game-theoretic to demonstrate the feasibdity
to existing cooperation strategies and for performmlgl

¢ d blockchai si ina both stand proposed strategy assuming that all vehicles are gdtion
monet ary tant 03 ¢ zta.m.an;\ ysIs lthmgt Ot sv\:;m | udiger et al.[13] proposed a game-theoretical model that
smart contacts and optimized smart contracts. We alggo¢ into account each vehicle’s gained payoff and thescost
formulate a non-cooperative security game to captufe

diff t malici behaviors in th d sch decide whether to cooperate or no in POR. et al. [14]
erent malicious behaviors in the proposed sc eme'proposed the AVATAR scheme that generates a number of

The remainder of this paper is organized as follows. Relatgdtual nodes in the proximity of a node and allows both
works are described in Secti@d 1l. The proposed architecturirtual and real nodes to make a coordinated PCP. A reward
for cooperative location privacy preservation is presgrite mechanism based on a multiunit discriminatory auction game
Section[1ll. Section IV describes the designed smart cois-also proposed to stimulate each node to participate irsPCP
tract for cooperative pseudonym changing. Sediibn V pteserlowever, in these mechanisms, vehicles cooperate onlif th
optimized smart contracts. The U-DBFT consensus protoqmyoffs are greater than costs. Also, the complexity of the
is described in Sectioh_VI. The results of the performangmme-theoretical system increase with the number of pdayer
evaluation are presented in SectionlVIl. SeclionVIIl dsmes in the system|[18]. Indeed, the Nash equilibrium solution is
the obtained results and performs a security analysis of aigually hard to achieve due to the dynamic properties that
scheme. A conclusion is given in Section IX. characterize vehicular networks.

Incentive mechanisms for PCPs can be classified into the



Reputation-based incentive mechanismsying et al.[1€] its algorithm to shuffle the pseudonym sets and the obtain the
proposed that each vehicle establishes its mix zone with thesults are added block. The proof of work (PoW) consensus
assistance of third trusted units, called Control Serv€S&sj. protocol is used to determine the mining node that inse#ds th
A reputation-based mechanism is also proposed to stimulateck into the ledger. Once the consensus is achieved, the
non-cooperative vehicles to cooperate in other vehiclex’ mpublic key infrastructure updates the links between thé rea
zones. The reputation value of each vehicle is maintained iolentifiers of vehicles and their correspondent pseudorgts s
CSs, which increases it each time the vehicle cooperates iaral publishes them into the blockchain. However, none of
mix-zone of another vehicle. The accumulated reputatitueva these schemes have exploited blockchain to support coopera
is used as a credit when a vehicle requests to create its ntixe PCPs. In addition, the POW consensus protocol wastes
zone. The authors in_[17] also proposed a reputation-basedot of energy and has slow validation of transactions in
mechanism to motivate rational vehicles to enter Vehiculatockchain systems.

Location Privacy Zones (VLPZs). These zones are dedicatedn Table[l, we compare our scheme with relevant state-of-
to perform PCPs and are managed by public or privatee-art schemes. As we can in Taljle | (a), unlike location
organizations. Vehicles with low privacy levels can acceggivacy incentive schemes [13,/14/ 16, 17], our scheme ésplo
VLPZs only their reputation values are above or equal fdockchain technology and smart contracts to provide secur
a certain threshold. VLPZs frequently sends invitations twoperation between vehicles in PCPs. In addition, ourraehe
vehicles to increase the number of vehicles inside them. Tadopts a monetized realistic approach, which allows vekicl
reputation value of a vehicle will be increased or decrease#ploiting payments gained from cooperation for covering
depending on whether the vehicle accepts or refuses ghgeudonym changing costs. Moreover, our proposed scheme
invitation respectively. However, reputation-based naeiéms is generic .i.e it is independent of the applied pseudonym
including centralized and distributed mechanisms, areasy e changing strategy. On the other hand, unlike [21, 22] prieskn
target for internal attackers, which can exploit the stored Table[l (b), our scheme exploits the blockchain technglog
reputation values for their self-interests. These medmsiare to support pseudonym changing strategies. In addition, our
also vulnerable to denial of service attacks aiming at krepk scheme uses a lightweight consensus protocol that consumes
the reputation system. less energy than PoW.

TABLE I: A comparison of our scheme with relevant state-of-

C. Blockchain the-art schemes.

Blockchain is a distributed and immutably distributed (@)
ledger to enable secure transactions among distributétibent

[20]. There are two types of blockchain structures: public § o

blockchain and consortium blockchain. While in the public 13|75

blockchain every entity can build and verify blocks, in the Incentive 2185

consortium blockchain only a group of authorized members  Solution Mechanism n|=|0

T e oo e emsor™ - ~Frauigerara 13]G Traoy ||
b ) - X AVATAR [14] Game Theory

sensitive networks with low energy and time consumption for  —PSVLP [16] Reputation

achieving consensus [29]. Moreover, smart contracts (Sfes) PRIVANET [17] Reputation

scripts or programs residing on the blockchain in which the ~ Our Scheme Smart Contract | X | X | X

execution results are verified by miners. Their deployments

and executions are triggered by users through transactions (0)

[30]. Recently several studies have proposed blockchasedb Consensus

solutions to secure vehicular edge computingl [31]. Li et Solution Goal Protocol

a_ll [32] proposed, CreditCoin, a privacy-preser\{ing incen- Bao et al[Zd] Pseudonym managemeht — Pow

tive announcement sc_:heme based on blockchain to sectfigs g ar 22] Pseudonym revocation PoW

vehicular communications. Zhang and Chen. [33] proposed Pseudonym charging

a data security sharing and storage system based on {hgur Scheme and incentive scheme| Y"DBFT

consortium blockchain. Wang and al. [34] propose a secure

charging system for electric vehicles based on smart SCs

and consortium blockchain. Wang et al.|[35] proposed, Park-  !ll. BLOCKCHAIN-BASED ARCHITECTURE FOR

ingchain, a permissioned vehicular blockchain for secmet a =~ COOPERATIVE LOCATION PRIVACY PRESERVATION
efficient resource sharing in vehicular edge computing (YEC In this section, we present our blockchain-based architect
consisting of parked vehicles (PVs). The authors|.of [21, 2®r cooperative location privacy preservation in 5G-eedbl
exploit blockchain to propose a shuttle and revocationmehe vehicular fog computing. This section is structured as fol-
of pseudonym sets. The blockchain network is composedlofvs. We first describe the considered system model. We
entities called Pseudonym Manager (PMs). Each PM receithen present the system’s initialization. Finally, we ddsx
expired pseudonym sets from vehicles and packages ahd attacker model. Tablel Il presents the abbreviations and
broadcasts them in the blockchain network. Each PM usestations used throughout the paper.
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TABLE II: Abbreviations and notations used throughout thgecyre cooperation between vehicles. Vehicles should carr

paper. out coordinated PCPs to protect their location privacy.yThe
can then request PCPs from their neighbors. However, they

Notation Description . . . .
PC’PI Pseudlgr:ym Changing Process car?not be sure that thglr neighbors will cooperate with tr_\em
BS Base Station which leads to the failure of PCPs. Consequently, vehicles
CA Certification authority may ask for support from our scheme. Indeed, 5G blockchain-
PCR Pseudonym-Changing Requester based fog layer is acting as a controller of PCPs. All veicle
PCC Pseudonym-Changing Cooperator involved in these PCPs are protected by SCs while cooparatio
(PKya;, Certys,) bs;’s (public key, certificate) transactions are recorded in the consortium blockchaithen
(address,,, balance,,) | v;'s (account address, balance) . . .

. : - ——— following, we define a Pseudonym-Changing Requester (PCR)
(Repo,, Ko, k) v;'s (reputation,k*” pseudonym) h hicl ts t f PCP ie it {
Contract_address the smart contract’s address as eac V? Icle requests 9 per orm. a . 1€ It requests
TDper PORS D to change its pseudonym with the neighboring vehicles. We
(I Dpec,, Tpees) PCCy's (ID,payment) also define a Pseudonym-Changing Cooperator (PCC) as each
C PCP’s price vehicle that participates in a PCP. The fog layer allows the
o . Pena[ty’s price rapid processing of the PCP’s procedure from the PCR’s
depositper PCR's deposit request to the execution of the SC.
depositpec, PCC;’s deposit
cZz Candidature Zone o
sizecz CZ’s size B. System Initialization
S55C Staf‘dfirddsma” Contract To implement an efficient cooperation between vehicles,
O5C Optimized Smart Contract before joining to the systems, vehicles and BSs register
Uss, bs;’s Utility value . L . o ;
Scoreper; DS Score with th_e Ce_rt|f|cat|on Authorlj[y (CA)._ Spe(_:lﬂcally,_ durl_ng
Scorepee; pcc;’s score the registration, eachs; is equipped with legitimate identity

1 . . . .

mazp Maximum processing time consisting of a private ke§ Ky, a public keyP K, and a
Matie Maximum consensus time public certificateCert,,, respectively. On the other hand, each
Q The set of consensus members vehiclev; is equipped with a legitimate identity consisting of a

private keySK,,, a public keyPK,,, and a public certificate
Cert,, respectively. Each vehicle; also gets an account
A. System Model account,,,, which includes its wallet addressidress,,, its
account balancéalance,,, its reputation valuezep,,. More-
over, each vehicle; is pre-loaded with a set of pseudonyms

(R) bose saion 2020 stockcnan [ sman canvac K., r where ke 1, ..., s, which are public keys certified by the
() - CA. For each pseudonytfi,, ;,, the CA provides a certificate
e ' Cert,. (K, ). To ensure the authentication and integrity of
ﬁﬂ,‘,’,’@ ' N ﬁai;&)@ . inforrﬁ;tgon,hg)symmetric encryption is used in the a?chﬁec

ture. Safety messages are properly signed with a private key

“}\” UA') & Foc K, L corresponding to the pseudonyff, ;. A certificate is
DD 55’@*@ ' attached to each message to enable other vehicles to veeify t
/ ' PGP sender’s authenticity. In addition, each entity (vehBE) is
— equipped with a security defense agent for thwarting iratern
Gy Gl G Gl attacks defined in subsectibn TlI-C. Each vehicle peridtjica
S, Suls, b e Selaley broadcasts a safety message every t millisecond, where each

message includes a location, a timestamp, a velocity, and

a content. On the other hand, to maintain the privacy of

vehicles in the blockchain, pseudonyms considered as the

source address for verifying the authenticity of transangi

. N _ Pseudonyms are also used as account addresses. To this end,
As illustrated in Figurd1l, we consider a 5G-enabled V%nly CA still knows the relationship between the real idfeti

hicular fqg computing archlt.ecture cons!stmg of -twc.) Iaybf the vehicle and its corresponding pseudonyms.

ers. The infrastructure layer includes vehicles equippétd w

V2X technology. In this layer, communications are multi-

hop Vehicle-to-Vehicle (V2V). Vehicle-to-Infrastrucei(V2l1) C. Attack Model

communications are only used to communicate with the 5G-Malicious entities (vehicles/BSs) can have a significant

fog layer. This latter consists of several Base Stationssjp3mpact on the scheme. In the following, we identify threeetyp

acting as fog nodes with sufficient data storage, processiff attackers.

and computing capabilities, and distributed over a spegédic 1) Malicious PCR: a malicious PCR can request to

ographic perimeter. All BSs are connected through secure 5G execute a PCP without having enough money in its

links. We also consider that eaéh; is equipped with a con- balance or it can pretend that one or several PCC(s)

sortium blockchain hosting transactions and SCs for engbli didn’t change its/their pseudonym(s) in the PCP.

Fig. 1: Blockchain-based architecture for cooperativatmn
privacy preservation in 5G-enabled vehicular fog computin
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2) Malicious PCC: to be rewarded, a malicious PCC can Algorithm 1:

Cooperative Pseudonym Changing

pretend that it changes its pseudonym in PCP, but ilsmart Contract

reality it did not.
3) Malicious BS: a malicious BS tries to tamper PCP’s2

related information such as reputations and data recelvéd

from vehicles to increase its benefits. .

Malicious entities can launch internal and denial of sexvic 4
attacks. They can also launch more advanced attacks likep
strategic attacks, where attackers disguise as PCCs fidst &n
then timely switch to malicious behaviors to threaten thé

proposed scheme. 1

12
IV. COOPERATIVEPSEUDONYM CHANGING SMART 13
14

CONTRACT
15

In this section, we design a SC aiming at ensuring trugt
cooperation between vehicles and stimulating them to pas-p
ticipate in PCPs. Each SC has a unique contract address
(Contract_address) and maintains a set of state variables irf?
cluding the identifier of the PCRID,,..), the account address21
of the PCR(account,..), the identifiers of PCC$ I Dy, ..., v
IDyc., }, the account addresses of PC@&ccountpcc,,-., 24 p
accountpe., +, the price of the PCR .i.e the total number ,5
of coins the PCR that pays for the PCCs. The contract also
includes the number of coins to pay for each PG, ...,
Tpeen }» the penalty priced) applied to a PCC if case of nonz7
cooperation,p is the service ratio to calculate the numbe¥
of coins to pay network operators managing BSs from 2°
the time when a PCR requests the creation of the smart
contrat(trequest), the time when the SC is effectively created:
(creation_time), the time when the PCP is performeg.{), 33
and the closing time of the S@lose_time). In addition, to 3
protect against malicious PCR and PCCs, the PCR and e%ﬁ%h
PCC should move a deposit from their wallet addresses .o
the contract address. Specifically, the PCR and PCCs shaoyld
move numbers of coins t@deposity.,) and {depositpcc,,..., 39
deposity,e., } respectively. Algorithnill describes the |mple40
mentation of the SC. The pseudonym changing SC consists of

42
one public function, which can be called by vehicles, and foyl,
private functions, which can only locally be called by the.BS,

45
47 P
to execute aug
Thus, 48
— 5P
52

A. Create

When a vehicle v; (PCR) wants
PCP, it needs to call the create function.
sends a request to the nearest;: RegPe %

1 State variables;

Contract_address, I Dper, {IDpcey ...y I Dpee,, }i
accountper, {accountpee, ... accountpccn};
y O, {ﬂ'pccl y Tpceg ey Mpcep,
{depositpce,, depositpcey,..- deposztpccn}
epositper, tpep, creation_time close_time;
ublic Create()
Input; Req?e" 70
if (Repper > 0) and Qalanceper >= c¢(1 + p) ) then
Contract_address <— H(ts || Kper) ;
IDper <+ Kper ; accountper < addrper;
depositper < Move(balanceper, ¢);
C +— c; 04 c;trequest « ts;
else
| Repper < (Repper - 1) ; Consensus() ;
end
rivate Negotiate()
Input: { Mes®* "% ,..., Mes®m %% } ;
{vi,eeyui} Match({locvl, Loy, }, locper, sizecs)

{Toy e
Vv € {'Ul,...,
rivate Deploy()
v1—>bs;
Input: {Respmsg °
{pce,..., pccpr by {v1,...
({Respmsg b‘j, .oy Respmsg
for v; € {pcei,..., pcc,s } do
if (balance,, > 0) then
IDpec; +— Koy, ; accountpee; +— addry,;;
Tpee; < formula [3);
if (balance,; >= o) then
depositpec; < Move(balancepee;, 0);
Repy; < (Repo, + 1);
else
depositpee; < Move(balancepcc;);
‘ Rep., + (Rep’ui + 0.5);
end

trequest,

7, } < formula [3);
v} : Send(Mesi " Vi(m,,,0)) ;
v;—>bs;

yerey Respmsg } ;
, U—_ns } + Analyze

v;—7bs; })

end
end
YV vi € {v1,.., j_ns }: Repy, < (Repo, - 1);
if Consensus()==true then
creation_time < timestamp ; S€tlpcp);
Send (Conf% 7P (tyee));
Y v; € {pcei,..., peen
Send (Conf% 7Y (tpee));

end
rivate Invoke()
Input: FbPer—s;i {pppecr—bs;
Ezxecute_contract() ; Close();
rivate close()
close_time <« timestamp ; Consensus();

Fbpeen —>bs; } :

EPKys, (addrpm||c||locpcr||KPCT||Sngp”||CeTtKPCT||ts).
This request is encrypted by K3, and includes the PCR’s
account addres&addr,., ), the price to pay to perform this
operation (c), the current location(loc,.-), PCR’s current
pseudonym(K,.,.), the corresponding signatut®igx,., ),
certificate(Certg,.,
a request from a PCR, it first check®p,., andbalancey,
to verify if its reputation is positive and it has enough &in
pay for PCCs and service fees in step (9). If the condition iisiti

(11

), and a timestamps. Oncebs; receives and account,.,) related to PCR are also initialized in steps

) and a deposit of: coins is moved frombalancepyc,

to deposity., in step (12).C, o, and trequest are also

alized in step (13). However, if the PCR tries to execat

satisfied, the SC is created and a unique identifier is as$igr®CP without having enough coins in its balance, the request
to the contract address in step (10), which consists of tieerefused and the reputation value of the PCR is decreased
hash value of the concatenation of the timestamp and finestep (15). A consensus process should also be done latter
current pseudonym of the PCR. The state variablds,(, to update the blockchain ledger.



B. Negotiate (o) applied to the vehicle in case of no respect of SC’s clauses,

After creating the SC, a set of PCCs should be s@nd the signatur€Sigpr,,,) and the timestamps.
lected to participate with the PCR in the next PCP. For
this reason, eaclhs; keeps monitoring vehicles under itsC- Deploy
coverage. Since the privacy level is not part of the stan-Before deploying the SC into the consortium
dard structure of the beacon, each vehiclg) (then pe- blockchain, bs; needs to wait for responses from
riodically broadcasts a message t@;: Mes" i = candidates vehicles to check their  willingness
EPKps, (locy, |[pv, || Kv, [|SigK,,||Certk, |[ts). This mes- to  participate in the PCP: Respfﬁgbsﬂ' =
sage is encrypted bP K, and includes the current positionE P Ky, (respy, |laddry, || Ky, ||Sigk, ||Certk, [|ts).
of the vehicle (loc,,) and its privacy level(pv,,). It also These responses are encrypted By, “and include
includes v;'s current pseudonyni{X,,), the corresponding the cooperation decision of the candidate vehiglesp,,),
signature(Sigr, ), certificate(Certr, ), and timestamgts).  (v;)’account addresguddr,, ), v;'s current pseudonyr,, ),
This message should be encrypted since the privacy levethig corresponding signatuf&igr, ), certificate(Certg, ),
private information. Sharing this information can haveiabc and timestamits). ' '

impacts on drivers. In step (26), the response messages are analyzed to dis-
tinguish between cooperative vehicles and non-cooperativ
Candidature zone vehicles. The balance of each cooperative vehicle is cliecke
e T in step (28). If the balance is positive, the vehicle assigne
D D oo .S «TCD as an PCC and its related parametdiB,f..,, accountyc.,)
DD G D) D are initialized in step (29). In step (30), a recalculatidrihe
G:DQEI:D T a D vehicle’s payment using the formdla 1 is also necessaryesinc

the number of selectedvehicles may differ from the number
of cooperative vehicles. In addition, in step (3k), checks
Fig. 2: Candidature zone for a given PCR if the vehicle has enough coins to pay for the penaltyif
applicable). If the check passes, then a deposit @bins is
In step (20), once a PCR’s request is received bby, moved from the vehicle’'s balance to the contract address in
it matches between the received request and the monitorfigP (32) and the vehicle’s reputation is increased by lep st
(m) vehicles to select thé vehicles {vy,..., v;} from the (33). Otherwise, existing coins in the vehicle’s balance ar
candidature zone of the PCR. As illustrated in Figlfe poved to the contract address in step (35) but the vehicle’s
the Candidature ZonéC'Z) is defined as the road area thateputation is increased by only 0.5 in step (35). On the other
contains the potential candidate vehicles that can cotper@and, the reputations values of all non-cooperative veicl
with the PCR in its PCP. More specificallg]Z is a circle (I —n’) will be decreased by 1 in step (40).
whose center is the position of the vehicle and its radiusIn this stage, the SC is ready to be deployed into the
is the size ofCZ, denoted assizec,. After selecting the blockchain. After reaching consensus in the consortium
potential cooperative candidatés, calculates the number of blockchain, the SC is successfully deployed and can be
coins to pay for each candidate vehide,,,..., =, }. The accessed by all the blockchain nodes. Once the contract is
need to participate in the PCP is different from a vehickeployedps; setscreation_time andi,., in step (42). Then,
to another according to its current privacy level. In aduiti it Sends a confirmation message to the PQRn f?% 7" =
the reputation value of a vehicle is a good indicator of th&Kper, (Contract_address||tyep||Sigrx,, , [ts) in
level of cooperation of vehicles. To this end, we adopt tHéep (43). A confirmation is also sent to each PCC
payment of cooperative vehicles according to their privadpcci,.., peen} in step  (44): Con fbsi—rvec
levels and their reputation values. In other words, vekicld’Kpce, (Contract_address||tpep||Tpee,||Sigpx,., ||ts).
with high privacy levels and reputation values will be paidhe confirmations message include the contract address
more for rewarding them for their cooperative behavior ad f (Contract_address), (tpcp), the signatureSigpr,,  and the
their sacrifices since their need to change their pseudoisymgimestampts. In addition,Con £ —7<¢: includes the amount
weak compared to other vehicles. In step (21), the paymenfscoins should each PCC gets after having participated in
of vehicles are calculated according to their privacy Isweid the PCP.
reputation values using the following formula:

D. Invoke

This function is automatically called bys; as soon as
(t >= t,ep) to perform necessary transactions and finan-
In step (22), once of the calculation of the payments afal settlements. This function needs an input from the
cooperative vehicles is donés; sends a message for eacfPCR and each PCC to verify whether PCP is executed
selected vehicleMes* 7V = EK,, (m,,||0||Sigpr,. ||ts). according to the SC clauses. Necessary penalties followed
This messages is encrypted by the currentvehicle’sbsqmiorby decreasing reputation values are also applied to mali-
(K,,) and includes the number of coirs,,), which the cious PCCs. Specifically, PCR sends a feedback message
vehicle will receive in case of cooperation, the penaltceri to bs;: Fpper—rbs; — EPKy,(Contract_address||{pcci,...,

Ty, = repvi * pvvi * C (1)

i 1
Zj:l (Tepuj * PUy; )
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pcen t||Kper||SigK,.. ||Certk,.. ||ts). This message is en-this condition is satisfied, the vehicle will be assigned as a
crypted by PK;s, and includes the contract addresgcr; and its related state variablebl{,.,,, accountyc,,) Will
(Contract_address), the pseudonyms of vehicles that changee initialized in steps (9) and (10) respectively. In adbdfifi
their pseudonyms in the PCR’'s PCP. This message alaostep (11), a number of coins;} is moved from the PCR’s
includes PCR’s current pseudony(i,,.,.), the corresponding balance to the contract address as a dep@sitposity.,, ),
signature(Sig,., ), certificate(Certg,., ), and a timestamp and, in step (12)irequest is initialized. However, in the case
(ts). Each PCC should also send a feedback messageofdhe vehicle’s balance is less thap its reputation value is
bs; to confirm its participation in the PCPEbPeci7bsi = decreased in step (15). Thus, a consensus process is mgcessa
EPKys, (Contract_address|| K pec, K;,ycciHSingcci later in step (18) to keep the values of reputation updated
Certk,.., |[ts). This message is also encrypteblKys;) and in the ledger. Furthermore, in step (19), the contract axidre
includes the contract addre@Sontract_address), the PCR’s is initialized to the hash of the concatenated pseudonyms of
current pseudonynik,.., ), the PCR’s previous pseudonymPCRs and the timestamp. Also, in step (20), the total number
(K;CCI,), the corresponding signatur8igr,,. , certificate of coins to pay (costs) for the PCP is initialized by the agera
Cert,,, , and timestampgs. Oncebs; receives these con-number of coins offered by PCRs, which is calculated using
firmation messages, it executes the SC is in step (49). Thtsg following formula:

the financial transactions concerning payments and pesalti n
are generated and prepared for block building. Finally, the C = lzcj 2)
function Close() is called for running the consensus progress N4

and closing the smart contact. . . :
g Since the reputation values of PCRs are different, we pm®pos

to adapt the contribution of each PCR in the total costs (C)
E. Close according to its reputation in step 21. In other words, PCRs
This function starts by deactivating all the functions oith high reputation values will pay less more than other
the SC and assigning the close timéoge_time). Then, a Vehicles. The contribution of each of PCR is computing using
consensus process is executed in step (52) to update treJedge following formula:
as described in Sectidn VI. c

contrib; =

7 T 3

V. SMART CONTRACT OPTIMIZATION Repper, 25 Repper,
In this section, we propose an optimization for the

pseudonym cooperation SC. The goals of this optimizatien eﬁ

to (i) minimize the number of smart contracts managed by theln step 26, unlike the SSC, the OSC matches between the

scheme, (ii) reduce the price paid by PCRs, and (i) inaeapositions of monitoring vehicles and PCRs’ positions of the

the location privacy levels obtained in PCPs. To implemkat t same cluster to select the candidate vehicles. Therefsre, a

SC optimization process, durin§7;, bs; collects requests for shown in Figuré 3, the CZ of the OSC is the union of CZs of

PCRs. At the end of this periodls; runs a k-means algorithm these PCRs.

[36] to group PCRs into clusters according to their posgion

and their directions. PCRs within the same cluster will par- PCRs Candidature zone

ticipate in the same PCP. In the following, we denote the SC

/ N\ Ve
e . SRS
described in the previous sectionl IV as the Standard SC (SSC) D /CD Py D
The Optimized SC (OSC) is derived from the SSC and its im- D ia:D D D I D
D\ TCD D ! —D

. Negotiate

plementation is given in Algorithin] 2. Unlike the SSC, which
is one-to-many SC between one PCR and multiple PCCs,
the OSC is a many-to-many SC between multiple PCRs and
multiple PCRs. Thus, in the OSC, the state varialgs,,, ~ Fig- 3: Candidature zone for the optimized smart contract.
accountper, deposit,., are replaced bY{IDpcr,..... Dper,
{accountpery,...accountper, }, {depositpery,...deposityer, }
respectively. The OSC contains the same functions as the SSC

but all of them are private. In the following, we present the”
main optimizations in these functions: The OSC executes the same code as the SSC. Except, in step

36, once the contract is deployefts; sends a confirmation
to each PCR specifying theontract_address, t,.. and its

A. Create contribution to the total costs of the PCBtrib,..), which
Unlike the SSC, the functiorreate turns to private in s calculated using the formula 3.

the OSC. As aforementioned, an OSC is created for each
cluster of PCRs. Thereate function then takes the group
of requests belonging to the same cluster as an input. o
each requesReq?"i 7%%i(c;), bs; checks if the vehicle has Compared to the SSC, the OSC takes feedback for each
a positive reputation and enough coins to pay for the PCP.RER patrticipating in the PCP.

Deploy

Invoke
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Algorithm 2: Optimized Smart contract implementa-

tion algorithm

1 State variables;

2

{depositpcr, ,...Aepositper,, }, {contribper, ,...contribper,, };

{IDperys--ed Dpery, o {accountper, ,...accountper,,

4 @QQwerride
5 private Create()

6

10
11
12
13
14
15
16
17
18
19
20
21

24
25
26

27
28

31

32
33
34
35
36

37

38
39
41
42
43

44
46
47

=]

@
p
|

Input: group Req?™* "% (¢1),...,
Req™™ % (c)}) |
for i € {0,..., n} do
if (Repper, > 0) and palanceper, >= c) then
IDpcri — Kpcri )
accountpcr; < addrper;;
depositper; < Move(balanceper;, ci);
trequest <+ ts;
ca < ca || Kper;;
else
| Repper;  (Repper; - 1);
end

end
Consensus();
Contract_address < H(ts || ca);
C + formula [2) o « formula [2) ;
contribper;, < formula [3);
Override
rivate Negotiate()
Input: { Mes® b5 | Meg?m 7bs; +
{v1,..., i} + Match({locy, ... ,locs,, }, {
loCper; v dOCper, }, Sizecs);
{Tv,,...mv, } < Calculate_pay ({pvo, ..., pvw, });
Vv € {v1,...,u} : Send(Mes Vi(m,,,0)) ;
Override

rivate Deploy()
Input: {Resp:;i;bsj,..., Respf,igbsj }

Super.Deploy();
if Consensus()==true then
setlpec);
Y v; € {pcriye.., pern1
Send (Confbsj —rper (tpee,, contriby));
Y v; € {pcei,..., peenz }:
Send (Con fi 7% (tyee));
creation_time < timestamp,
end
Override
rivate Invoke()

Input: {FbPeri70s | FpperniTrbsi Y L pppeerTrbs;

Fbpccng—)bsj} :
Super.Invoke();
Override
rivate close()
Super.Close();

E. Close

No change is done in this function compared to the SSC.

VI.

Consensus processes should be carried to ensure that
member of the consortium blockchain has a coherent and r
ognized of the whole ledger. To efficiently reach the conssns

TOLERANCE CONSENSUSPROTOCOL

UTILITY-BASED DELEGATED BYZANTINE FAULT

(i) the consensus members and leader selection, and (ii) the
CONSEeNsUS process.

A. Consensus members and leader selection

The members of the consortium blockchéiS's) have two
types of roles: simple members and consensus members. While
a consensus member can participate in consensus processes,
a simple member can only broadcast transactions into the
blockchain network and accept the validated blocks.

The selection of the consensus members is done according
to their utility values {Uss,, Upsy, s Upss, ---Ups, },» Which
are calculated on the basis scores received from vehicles.
As shown in formuld}4, the to2) BSs with the highest
utility values are selected as consensus members. The set of
consensus members is denotedtas {1,...Q2}. We assume
that Q@ >= 3f +1, where f is the maximum number of
malicious members in the consortium blockchain.

{bSl, ...bSQ} = Maa:({Ubsl, Ub52, ceey U553, ---Ubsn}7 Q) (4)

As shown in formuld5,Uss,, the utility of a bsy is the
average of the sum of scores calculated by PCR(s) and PCCs
weighted by their reputation values. It is worth mentioning
that depending on a PCP, a vehicle can be either a PCR or a
PCC. In addition, during their journey on the road, vehicles
can participate in several PCPs. Thus, before being outeof th
coverage obsy, each vehicle sends its scoring valuesig.

Nbscoper

* Z (Repper, * Scoreper,)
i=1

1

nbscopcr

[]bs;C =
®)

anCOpCC

* Z (Reppee; * Scorepee;)

j=1

1
+

nbscopCC

nbsco,., andnbse,,.. are the number of scores received from
PCRs and PCCs respectiveBkore,.,, is the score given by

a per; to bsy, which is calculated using formuld 6. In this
formula, nbl,., is the number of PCPs where the vehicle is
involved as a PCR. The score oba is calculated based on
the average of the sum of values obtained in each executed
PCP. These values are the value to moifey:) given by

the formula[8, which assesses the monetary cost against the
location privacy obtained after executing a PCP, the psiogs
speed(ps) given by the formul&]9, which assesses the speed
of establishing the SC, and the consensus speed of the block
(cs), given by the formulao.

S (vmi + csi + psi)
Nbpep

(6)

On the other hand$core,.. is the score given by acc; to

bsi. As shown in the formul&]7, acc calculates the score

according to the average of the sumasf(formula[9) andps

forlqwla) values obtained after each PCP. Het&,,, is

ﬁue: number of PCPs where the vehicle is involved as a PCC.
oreover, this score also takes into the account the number

of PCPs’ proposalénb,.,) received from thesy,.

Scoreper =

in our scheme, we propose a Utility-based Delegated Byzan-

tine Fault Tolerance (U-DBFT) consensus protocol, which is
based on|[37]. The consensus protocol comprises two steps:

bpe
Dot (esi + psi)
Nbpep

Scorepee = + nbprop @)



As aforementionedym is a metric to assess the monetary costAlgorithm 3: Utility-based DBFT Consensus Protocol

against the location privacy level obtained executing a.PCP, o % — 1 :

vm is calculated using the following formula, whepeiv is 3 Broadcast()
the obtained location privacy level, apdic is the price paid 4 Input: transactiort.;
for a given PCP. 5 | broadcaste);
priv 7 Collect()
vm = — 8) s Input: transactiont,;
prie o | ifiecQthen

ps IS a metric to assess the effort taken bysato establish 10

a SC, which includes the selection of the candidate vehiclés

and sending/receiving messages. is calculated using the 12
following formula, wheret, is the effective processing time, 4
andmazy, is the maximum expected time for processing.

P ©)

15
16
17
19

maxey —
pbs =
maTy
cs is the consensus speed, which is a metric defined zfo
measures how faster the consensus process was done fro
the block production to the block insertion in the consartiu 23

if (verify_transaction (ts) ==
| Yis+ Yis Uty
end
if (all transactions of the contract are receiveitfjen
@, s < execute§,Y; ;);
‘ Bi,s < BuildBlock (T;,s, ®i,s);
end

end
Propose()
Input: block B; s ;
if leader(i) ==true then
| broadcast (proposal, v, Bi,s, Sigsk,, (H(Bis));
end

true) then

m

blockchain.cs is calculated using the following formula wheres Confirm()

t. is the effective time for the consensus process amg;. 2°

is the maximum taken for the consensus process of one bloz(%k.

maZs. — tc
s =t~ C (10)
MaTce

30
A network operator who manages a set of BSs aims that thgir

BSs are part of the set of the consensus members to receiv
coins for each performed consensus process. Thus, BSs il
do their best to increase their utility values for partitipg
in the consensus process. However, BSs will try to tamper
score values of vehicles for increasing their utility andréby 4
monopolizing the consensus process. For this reason, we ais
propose to store the utility values into the ledger. The egor?
of vehicles are broadcast to the blockchain. Edch,, the **
utility values of BSs are calculated and a consensus pragessg,
carried out to update the set of the consensus membe)s ( 44
In our scheme, the first leader is the member with the
highest utility value. After that, the leaderis changed after 46

Input: given block B; s;
if ¢ € Q and leader(i) == falsethen
if VerifyBlock®;,s) == true and getState®; ;) ==
d; s then
| Broadcast(Confir, v, Sigsk,,, (H(Bj,s));
else
k< k+1;,v < v+Ek;
(s ‘ Broadcast(Changevieiy,v, vi);
end

I
end
Publish
Input: Message msg;

if Confirmation{nsg) == true then
| ConfirmMsg ++;

end

if ChangeView{sg,v) == true then
| ChgMsg ++;

end

if (ConfirmMsg>= Q — f) then
PublishBlock();
k+—k+1;,v «<v+k,;

end
if (t >= max or (ChgMsg >= Q — f) then
SelectNewLeader() by using formdlal11 ;
‘ StartNextRound();
end

a each consensus process or if it fails during the curr%‘glt SelectNewLeader() by using formdlal11; ;

consensus process. The selection of the next leadé&s g
done according to a round-robin (circular) policy using thg

following formula: 51
52

p = v mod (2 (12)

In Q, the consensus members are in descending order
according to their utility values starting from index 0. Bdon

[37] a vieww is a period of time in which a given consortium; ¢, _ is the updated state after the execution of SC with
member is the leader. In formula]li, is an identifier of the set of corresponded transactidhs. B; is a local block

a given period of time. Therefore, a view change meaggeated by the consensus membererify_transaction(t)
switching to a different leader. is a function to the verify the validity of a transactiap,
execute(Y; ) is a function that locally executes the SC with
the corresponded transactiolfis ;, BuildBlock (Y; s, ®; ) is

rto build local block with the transaction s&; ; and the state
get ®, ;. The consensus process then contains the following

B. Consensus process

The consensus process runs by a consensus mefilbe
is described in Algorithm 3. This algorithm describes th
consensus process applied to the blocks (the transactimhs eps:
states) related to @C'). However, the same consensus process1) Broadcast: When an SC is triggered between PCR(s)
is applied to the blocks related to the reputation and wtiliand PCCs under the coverage of;, this latter broadcasts
values. Heré, is a transaction record related to thé€', T, ; is all the corresponded transactions into the whole consuortiu
a set of SC’s transactions validated by the consensus membagockchain for audit and verification.
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2) Collect: All consensus members collect all SC’s transthe first leader in the set of the consensus members. Finally,
actions. Each transactian is verified in step (10) and only we formulate a security game to capture different attacker
the validated transactions are added to the list of valttlatbehaviors in our scheme.
transactiond’’; s in step (11). Each consensus member waits to
recgive all the SC's transactions before it locally _exeemlme A. Cooperative behavior
SC in step (14). The changed states after executing the SC ar

saved in the local state ledger of each consensus member. Al N h(':t\ye ga;]neq ou; a hs.ef Of. 3|mulat|r?ns toviva}l_uatet tZe
validated transactions and states are ordered by the mest cooperative behavior of VENICIES In our scheme. Ve |rst)s_ u
t{ge average number of cooperative vehicles inside PCPsrin ou

and packaged into a block in step (15). Building a local bloc . . .
cheme compared to random and basic cooperation strategies

by each consensus member significantly reduces the ti . - . )
of verifying candidate blocks. Indeed, a no-leader consens € then e_valuate the |mp_act of vanat!ng both traffic dergily
member can verify a candidate block received from the Ieaoaer?d E)he S]'cze of thefc andlﬂgtlure_zo.zezﬁ%zp) on t(;ut-:-haveragt:e ¢
by simply comparing its local block with the candidate blocK'UMPET Of cooperalive VEhICIEsS Inside S and the numboer o
3) Propose: After all non-leader consensus members ha\Ipen‘ormed PCPs respectively. Finally, we compare the numbe

- S . of created SCs and the average number of vehicles per SC

finished building their local blocks, the leader consensus =~ .
considering both SSCs and OSCs.

member broadcasts a proposal to all non-leader consensus

members in step (22). This proposal includes leader’s ifient TABLE IlI: Simulation Parameters

(i), the vieww, the local block(B; ), and the hash value of

the block(H (B;,s)) singed bySKys,.

. . . ., Parameter Value
4) Confirm: Once a non-leader vehicle receives a candidate- : .
block B, , it first verifies its validity usinguerifyBlock(), ~ Simulation duration 60 s
L . . Transmission Range 500 m
then it uses the functiogetState() to retrieve the state of Mobility Model Kraud
the block for comparing it with its local state; .. If these  Traffic density {60,80,100,120,140veh /km
checks passed, each non-leader consensus member breadcasiial privacy levels N (p=12, 0 =1.33)

a confirmation message in step (29), which includes its identnitial reputation values  [0.1,1]
tifier 4, the view change and the signature the hash of the Sensitivity parameters A (u = 0.1, 0 = 0.011)
block (Sigsx,., (H(B;..)). However, if the received block is &/ ) threshold {350 60, 90 m
not valid, the view change will be triggered, where the next 100 coins
view changeyy, is calculated in step (31). Therefore, the non
leader consensus member will broadcastdhengeviewM sg
message in step (32), which includes non-leader’s identifie These simulations are conducted using Veins simulation
(i), the current viewv, and the changed view,. Framework|[38]. We considered the case of a freeway road. We
5) Publish: Each consensus member keeps counting teénulated a 3-lane straight road section of 3 Km. The mapilit
number of received confirmations and the number of viev@d vehicles is generated using SUMO |[39] and follows the
changes, in steps (39) and (42) respectively. If the numbéfrau mobility model [40]. As shown in Tablelll, we consider
of received confirmation messages is no léss— f) mas- thattraffic density is ranging from 60 to 140 vehicles/kmeTh
sages from other distinct consensus members, the consenitigl reputation values of vehicles are randomly initiatl
is reached and the block is ready to be published in tMéth valuese [0.1,1]. The privacy level values of vehicles
blockchain. To ensure the tractability and verificationgtea are initialized according to a normal distributiovi (. = 12,
block is added in a chronological order into the blockchaid a © = 1.33). To capture the location privacy level as a function
includes a cryptographic hash to the prior block. To prepa@é the power of the adversary, we adopt the user-centric
for the next consensus process, the view is changed in stépdel proposed in| [13]. The loss of location privacy of
(46) and the next leader is selected in step (47) using tiehicles is modeled using a linear function, where the pyiva
formula[1l. However, if the max period to reach the conseng@ss increases with time according to a sensitivity paramet
(max..) has passed or the number of received view chanfle< A:; < 1. This maximum value of privacy loss is the
messages with the samg is at least(Q — f) from distinct location privacy protection level achieved at the last PUf
consensus members, a new leader is selected in step (50) 188 of privacy is set to 0 after each PCP. In our simulations,

the next round of the consensus process will start in step (5we consider that sensitivity values of vehicles are inited
according to a normal distributioN (u = 0.1, o = 0.011).

Vehicles look to perform PCPs when their privacy levels are
close to the privacy threshold, which is set to 5. We also
In this section, we evaluate the performance of the proposashsider different values afizecz. We run simulation several
scheme. We first evaluate the cooperative behavior in dimes calculate the average value of 95% confidence interval
scheme. We then perform a monetary analysis on the paymentSigure [4 compares the average number of cooperative
received by PCCs and the costs paid by PCRs considering bathicles inside PCPs in our scheme with two cooperative
SSCs and OSCs. In addition, we evaluate the time neededst@tegies: random and basic. The random strategy repsesen
reach the consensus in the consortium blockchain and caaryaive cooperative behavior, where vehicles take the coope

out an analytic evaluation of the utility function used tées¢ ation decision without considering their self-intereststhe

VIl. PERFORMANCEEVALUATION
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basic cooperative strategy, vehicles participate in the Baly

if their privacy levels go blow the privacy threshold. The
results show that the average number of cooperative vahic
in our scheme is higher than the random and basic stratec
whatever the traffic density is.

—— Owur scheme (size_.=30m)
—1 Our scheme (size_.=60m)
——— ©Owur scheme (size__=90m)

Number of PCPs

—— Our Scheme
Random Strategy
—— Basic Strategy

B2 2 30 3 4 4 50

|

S0 80 100 120 140

5 6 7 8 9 10
[
0 5
(-

Traffic density (veh/km)

i
T/
‘\

Collaborative vehicles per a PCP
3
|

= Fig. 6: The number of performed PCPs as a function of traffic

I = e O S O density variatingsizec

T T T T T
60 80 100 120 140
Traffic density (veh/km)

results show that using OSCs, our scheme can save more 65%

Fig. 4: The average number of cooperative vehicles per PEpthe total number of SCs. In addition, Figure7 (c) shows
as a function of traffic density comparing our scheme witthat the average number of cooperative vehicles inside PCPs
two cooperation strategiesitecy = 60 m) is higher when using OSCs. These results confirm that OSCs

allows reducing the number of SCs managed by the scheme

In Figure[B, we evaluate the impact of variating theec, @nd increase the privacy level obtained in PCPs.
on the average number of cooperative vehicles per PCP over
different traffic densities. Our results show that the nundfe g Monetary analysis
cooperative vehicles increases witlzeo . However, num- . . .
bers remain stable over different traffic density levelsisTia In_thls section, we perform mon_etary analysis of payments
mainly due to the predefined parameters of the mobility moo@ce'veOI by PCPs and the cost paid by PCRs under SSCs and

such as the safety distance and changing lane strategies w SCsa_l:figurED éhows the payments received by five PCCs in
prevents having more vehicles in CZs when the traffic dens ee different PCPs.

increases. This leads to an increase in the number of pefbrrABLE |v: The privacy levels and reputation values of five
PCPs with the increase of the traffic density, as we can seg,ihicles in three different PCPs
Figure[®. Indeed, the smaller the CZs, the faster the number

of the performed PCPs increases with the traffic density. _ PCC1 PCC2 PCC3 PCC4 PCC5
PCP1 Privacy level 16.84 3.45 11 2.21 7.58
Reputation value 0.4 0.2 0.4 0.4 0.2
= —— Qur scheme (size..=30m) PCP2 Privacy level 16 2.81 1.38 9.91 3.9
e S e o) Reputation value 0.6 0.2 0.2 0.7 1
PCP3 Privacy level 7.94 5.18 5.18 16.36 6.3

1 u

10

P/—\/*/{ Reputation value 0.2 0.4 0.4 0.2 0.2

Nt MO W S O These payments are calculated using fornidla 1 based on

the privacy levels and reputation values given in Tdhblé IV.
e —= | As we can see, the higher payments are given to vehicles
with high reputation values and high privacy levels. Thas, t
. . ' T T increase their payments, vehicles always try to increase th
e 80 o0 120 " reputation values and participate in PCPs even if theirgsiv
levels are high. FigurE] 8 compares the average payment and
Fig. 5: The average number of cooperative vehicles per P@Rvacy level received by PCCs and the cost paid by a PCR
as a function of traffic density variatingzec » under both SSCs and OSCs. As shown in Table V, if a PCR
performs a PCP under an SSC, only five PCCs will cooperate
In our previous evaluations, we consider that PCPs onhjth it. However, if the same PCR performs a PCP under
run under SSCs. In the following evaluation, we comOSC, three other PCRs and 27 PCCs will participate in this
pare two scenarios: (i) PCPs running under SSCs, and @TP. Figuré18 (a) compares the average payment received by
PCPs running under OSCs. The scikit-learn python librasy PCC both under a SSC and an OSC. As we can see, the
(https://scikit-learn.or)is used to run k-means clustering withaverage payment received by a PCC is higher under an SSC
k = 4 to create groups of PCRs associated with OSCs. Figuhan under an OSC. However, as shown in Fiddre 8 (b), the
[7 (a) shows the number of PCRs per each OSC. Figure 7 flsivacy level obtained by a PCC under an OSC is higher than
compares the number of SCs created in each scenario. The obtained under an SSC.

8

Collaborative vehicles per PCP

Traffic density (veh/km)
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Fig. 7. Comparison between PCPs running under SSCs and R@Rmg under OSCs. (a) The distribution of PCRs over
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protocol developed using Python programming language in a
machine equipped with a CPU (Intel i5 2.6 GHz) and 8 GO
of RAM.
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TABLE V: Comparison of the number of PCR(s) and PCCgig. 10: The average consensus time in the consortium

under a SSC and a OSC blockchain (milliseconds)
Total price (C) Type of Smart Contract PCR(s) PCCs
100 SSC 1 5 Figure [I0 illustrates the consensus time related to one
OSC 4 27 PCP. In this Figure, for each curve, we fixed the number of

consortium members and variated the number of transactions

Figure[8 (c) compares the price paid by one PCR (PCRY}) 30. These transa_lctions are generated_after the exeaition
under both an SSC and an OSC. As we see, the price paid%?c to transfer coins/or to apply penalties. The reason why

PCR3 under an OSC is more 80% lower than the price p(.ma limited the number of transactions to 30, is that the numbe
under an OSC. of transactions is depending on the number of cooperative

vehicles inside the PCPs. Indeed, as Figlides 4[and 5 show
) ] the max number of cooperative vehicles in a PCP can achieve
C. Blockchain analysis 13 when size., = 90m. Also, since an OSC can involve
In this section, we first evaluate the consensus time in thaultiple PCPs and PCRs, this number of transactions can
consortium blockchain and carry out an analytic evaluafion reach 30. Figuré_10 shows a linear increase in the consensus
selecting the first leader in the set of the consensus membéree with the number of transactions. They also show that
Then, we study the implementation of the proposed scheitie consensus time increases with the number of consensus
in a real case. To calculate the average time to reach thembers. However, the consensus is reached in a short time.
consensus, we run an implementation of the DBFT consensndeed, it takes only 1.6 seconds to reach a consensus for a
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block with 30 transactions and 10 consensus members. the PCPs equals to 7. Thus at the peak hour, only 68 PCPs
In the following, we consider a consortium blockchaimeed be executed to ensure privacy protection, while inute |

consists of four consortium members under different traffltour 10 PCPs need to be executed. As shown in Figure 12,
densities and CZ sizes. We have run a numeral evaluatibthe request probability of PCRs is around 0.3, all PCPs are
to calculate their utility values for determining the firsater executed with the support of the scheme.

that initiates the consensus process. In this evaluatierfixed
parameters are set as followsax:, = 1 S, max. = 0.14 s,

nbprop = 1, andC = 100 coins. Figure[I1 shows the utility 220

. - Peak h 1
values of the consensus members calculated using the farm % 200 ol hoor =
H . . 180 —
[B. The obtained results show that BS3 has the highest util &, _ | ~—- PCPs (Peak houn s
value among the consensus members. Thus, it will be sel o 140 peFedtuineud | L
as the first leader. 5 120 e e
€ 100 -
2 8o ~
® 60| [T
€ a0y 7
5 20
(o]
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Probability of request

Utility valye

Fig. 12: Potential number of PCRs’ requests versus the prob-
ability of request

We also estimate consensus time under SSC and OSC. We
esa consider that 10% of 100 the BSs deployed in the city are
i . art of the consortium blockchain, which explains the numbe
F_lg. 11: The_utlllty \_/glue of four consensus mer_nbers undgf consortium members considred in Figdre 10. TEBE VI,
different traffic densities and candidature zone sizes. compares cumulative consensus time under SSCs with the
consensus time under an OSC for peak hour and the lull hour.
We also consider Luxembourg as a case of the applicationTie results show that in the peak hour, OSC takes a longer
our scheme. In 2020, Luxembourg has started the deploymeshsensus time compared to SSCs. However, in lull hour the
of 5G. The first stage of deployment will mainly coveresults show the consensus time under an OSC is close to
Luxembourg City|[41]. The official geoportal of LuxembourgSSCs. The consensus time can be enhanced further in the real
shows the distribution of BSs in Luxembourg city/[42]. Amongieployment of the scheme with the high performance of 5G
around 750 BSs deployed in the whole country, around 183 [44], and the ultra-low latency offered by 5G networks.
BSs are deployed in Luxembourg City. The city also counts
around 288 thousand vehicles between local vehicles, busedBLE VI: Comparison of consensus time for peak and lull
and transit vehicles circulating in the city over the 24 toufour under SSCs and a OSC
[4@].. During the peak hour (8 am) more than 4:7 t.housand Type of Smart Contract _Peak hour _ Lull hour
vehicles can be found on the road, while at midnight (lull SSCs 14285 5105
hour), around 700 vehicles left on roads. In the following, 0OSC 49.585 519s
we estimate the number of requests that arrives from PCRs,
the number of PCPs executed, and the consensus time by BS.
We consider that vehicles are uniformly distributed ovesBSp. Security Game Model
Therefore at the peak hour, we count around 470 vehicles pe

BS, while at the lull hour, only 70 vehicles can be found und%lrif'ferent attacker behaviors. We consider two kinds of ptay

a BS. We also consider that the privacy levels of vehicles ie security agent that is activated at each vehicle and BS to

distributed according to a normal distribution with a mean, onitor its neighbors vehicles and BS, and malicious vekicl

equals the common desired privacy level of drivers. Given_, . ' . .
that vehicles tend to request for a PCP if their privacy leve{‘nd infected BSs that execute the attacks defined in subsecti

g0 below the average, half of the vehicles under a BS ¢ II.C including internal and DoS. We note thalt,; and¥; are

security agent and attacker players, respectivelyrewhe
request for PCP (235 PCRs at th_e p_eak hour, 70 PCRSea 1,....N}, and N is the number of attackers that attack the
the lull hour). However, as shown in Figurel 12, the numberIa erw,, and je {1,..., M}, and M is the number of securit
of PCRs’ requests that can arrive at the BS depends on gby J J o y

e ;
probability that PCRs request support from the scheme. ents that monitor the_playé'ri. The_playerslfi and?, rlave
addition, the number of PCPs to be executed is limited to tReSet Of strategies defined respectively¢ag,) = {} |i =
number of vehicles monitored by the BS. Indeed, as shownlin...,n'} and(y ) = {\I/j. |j' =1,...,m'},wheren and m’
Figurel4, if we considesizecz = 60 m and the traffic density are the maximum number of strategies. The strategies oéplay
= 100 veh/km, the number of collaborative of vehicle insid&; are the number of attacks executed by the attackers against

In this section, we propose a security game model to capture
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the legitimate vehicles and BSs. The strategies of plé#yeare Nash equilibrium point,u:fpj (t), ufpi(t)). Therefore, when this
the number of monitored vehicles and BSs that are suspecsegilibrium point is reached the security agent categerihe

to execute the malicious behaviors cited above. ketbe the malicious vehicles (or BS) with a high accuracy, i.e., détec
probability of player¥; to execute the strategyf andy; be rate and false positive rates are equals respectively t66100

the probability of playe®’; to launch the strategj[fj,; where and 0%.
Z"/:l i =1 andzz’?l:l y; = 1. The utility functions of the

il

players¥,; and ¥, are shown in formulals 12 amd]13.

1.0
ED'! — (FP'+ FN') -2
ufpj (t) =y, * ( T —Costy,;. (12) 0.8
0.7 —
0.6 — .
FP!+ FN') - ED! 505
ufyi (t) = @y * <( Tt ) — Costy, (13) 0.4
0.3
Here, ED! is the expected detection rate against the attacke  ©-2 Attacker utility
that suspected to occur, addP? and FN? are respectively 2; Security agent's utility
the false positive and false negative rates against theestesp 1o LT 40

attacks, e.g.\l; suspects the legitimate non-cooperative vehi-
cle (and BS) as an attacker and vice verfa.is the total
number of malicious vehicles (and BSs) that occur and target
the player¥;. Costy, is the required cost of playe¥; to
achieve a high level of security, highD?, while generating ) ) ) _ ) )
low FN* and FP*. Costy, is the required cost of playe; In this section, we discuss the mcentlye teghnlques p|e1_|bos
to execute attacks strategiés, against the playew . Here, by our scheme. We then perform security, privacy and fagnes

Costy, andCosty, € ]0,1]. In the proposed non-cooperativednalyses. Finally, we compare between SSCs and OSCs and
give some recommendations.

Fig. 13: Nash equilibrium solution

VIIl. DISCUSSION

game, the playerds; run their optimal strategieﬂ!jjl for

detecting the malicious playefs; by taken into account the
best responses of these non-cooperative playersvhile the ) . )
malicious vehicles (and BSs); run their optimal strategies [N our scheme, several incentive techniques have been
Ui’ for executing the attacks by taken into account the bdioPosed to stimulate non-cooperative vehicles. As shown
responses of the cooperative playérs It is noted, the best ' Algorithm [1 (step 9), the SC pushes vehicles to keep
response of played; is the accuracy of detecting the attackdheir reputation values positive to be able to request for
i.e., the ED' is high and the best response of player & PCP. In add!t|on, since the payments rgcelvgd by PCCs
is executing the attacks againgt, without being detected, depend on their reputation values and their privacy levels,

i.e., the FP* and FN* are high. Therefore, the strategieé’ehides always try to increase their reputation values and
COL;p|e @fj’ U+’ ) executed by the player@,j and U, are Cooperate even when their privacy levels are high to get
7 ’ 7 3

determined by computing the optimal coordinatés! ( 5*2) higher payments. OSCs are another reason for vehicles to

defined Nash Equilibri NE) point [45], which i Apcrease their reputation values through cooperationeddd
efined as a Nash Equilibrium (NE) point [45], which is equ since the price paid by PCCs under OSCs depends on their

A. Incentive techniques

to: o . reputation, vehicles should maintain their reputationugal
6" = argmaxuy, (¢) high to pay less when OSCs are performed. Moreover, since
v vi! . (14) the consensus members are selected based on their utility,
6" = argmax uy, (t) BSs will work to execute efficient PCPs to participate in the

x ;s

consensus processes and get coins. Also, the results show
From formulaT#, we conclude that wheiy, (t) is equal to that our scheme allows more cooperative vehicles at PCPs
argmax, , uy, (t), the attacker¥; executes an attack suchthan MPSVLP. Indeed, while our scheme can motivate more
malicious PCR, PCC or BS against the playgy. In this than six vehicles whemizecz equals 60m, MPSVLP can
case, the security agent; categorizes the playe¥; as a only motivate between three and four vehicles in a CZ of
malicious vehicle (or malicious BS), i.eu,‘fl,j (t) is equal to more than 100 m. Our scheme fulfills incentive and budget
argmax, , uf, (t). As shown in Figurg3, we vary the numbeproprieties: (i) Individual Rationality (IR): since bothCR

of iterations from 10 to 40 iterations, where at each iterati and PCCs will receive positives utilities in terms of priyac
each player aims to maximize its utility function and minzei protection level and monetary gain respectively, (ii) Imiee

the utility function of its opponent, i.e., the security age compatibility (IC): since the payment of PCCs is calculated
aims to decreas& D!, while FP' and FN? are taken into with the same formula (formul@ 1) whatever the smart contrac
account and attacker focus to increase &' and FN! s, and (iii) Budget balance (BB): since the request for a PCP
and decreasézD!. By increasing the number of iterationsjs controlled by the vehicle according to its budget. In othe
we found that there is a point of intersection of two curvesords, vehicles can manage their requests for PCPs to ensure
(related to the functionsy, (t) andufl,j (t), which is defined a that their generated profits are always positive.
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B. Security, Privacy & Fairness Analyses reducing the number of SCs managed by the scheme and
Our scheme provides a set of security checks to thw&lgcreasing the costs paid by PCRs compared to SSCs. They
attackers defined in Sectibrllll. For thwarting maliciousReC @S0 show that while the payment received by a PCC under
the SC verifies the PCR’s balance every time it receives f§ OSC is lower than the payment received under an SSC,
request for a PCP. If a PCR sends a request without hav#ﬂ& Ioca‘u_on privacy level is better under an OSC. prever,
enough coins in its balance, the SC refuses the request #f creation of OSCs takes more longer than SSCs since BSs
decreases the PCR’s reputation value. The smart contsact 1€€d to wait a certain time collecting requests for PCRschwhi
moves a deposit from the PCR's balance to the contrdB&Y result in an excessive de_zlay for executing PCPs on_tlme.
address for ensuring the payments of PCPs. Moreover,-rlﬁereforev our recommendanons are _to adapt the duration of
penalty is applied if the PCR violates any contract clausBCRS’ requests collection\(I) according to the number of
For thwarting malicious PCCs, the SC requires PCCs to mogfluests and the maximum time allowed to execute the PCP.
deposits from their balances to the contract address. fRenalT N€ results also show that OCSs have a longer consensus time
and reputation decreases are applied to PCCs in the cHn SSCs, especially peak traffic hours.
of non-respect of SC clauses. Our scheme is also thwarting
malicious BSs, which try to tamper data to increase thédlityuti IX. CONCLUSION
for being consensus members. Indeed, our scheme stores aflhis paper proposed a novel a consortium blockchain-based
relevant data such as reputation values, scores, andy utifboperative location privacy scheme for 5G-enabled Véaicu
values in the blockchain, which cannot be modified WithOlIFtog computing. Leveraging SCs and combining monetary
a consensus process. Moreover, our scheme is based ain@ reputation incentive techniques, our scheme ensutes su
resilience consensus protocol where the consensus cancéssful, trusted, and secure Pseudonym Changing Processes
reached even that almost the third of BSs are fau|ty/ma]k:i0(PCPs)_ Our scheme is privacy-persevering and leverages a
nodes. Attackers with fake identifiers cannot join the consaesilient and lightweight consensus protocol, which paesgi
tium, since members should be authenticated with the Cfst and reliable consensus processes. Moreover, our schem
Furthermore, our scheme ensures accurate detection ofahteprovides standard (SSCs) and optimized (OSCs) SCs. While
and DoS attacks thanks to a game theory-based defe@sCs can provide better location privacy levels and efficien
mechanism proposed in subsection VII-D. On the other hanflonetary cost management, the delay of the creation of OSCs
location privacy preservation of vehicles in the consontiucan lead to PCPs’ failures. In this vein, our future work
blockchain is ensured since pseudonyms are used as souy@fisinvestigate adaptive techniques that consider addi
of transactions and as account addresses as well. PCRstcapammeters such as mobility and traffic density in the cveati
link between two consecutive pseudonyms of PCCs. Howevef,0SCs.
BSs can only link between two pseudonyms of the same
vehicle for matching the feedback messages received by the ACKNOWLEDGMENT
invoke function with the SC. But since not all PCPs are

executed with the support of our scheme, BSs cannot Cqﬁé-MOBIX project. Both projects have received funding from

_tmually link all the pseudonyms_ .Of t_he ve_hlcl_es. In gddmo lihe European Union’s Horizon 2020 research and innova-
in our scheme, the accountability is maintained since on)
tion programme under grant agreements No 814956 and No

the CA can link between real identifiers of vehicles and thej . .
corresponding pseudonyms. Our scheme also ensures fair 335496 respectively. _Co_nter_n reflects only the authorsivie
nd European Commission is not responsible for any use that

at different levels: (i) As shown in formula 1, the payment of . L .
. . : . ay be made of the information it contains
PCC is performed according to its current privacy level and

reputation value, which ensures a fair payment system that
rewards PCCs for their sacrifice and their cooperative kiehav REFERENCES
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