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Abstract—This paper considers secure communications for
an underlay cognitive radio network (CRN) in the presence
of an external eavesdropper (Eve). The secrecy performance of
CRNs is usually limited by the primary receiver’s interference
power constraint. To overcome this issue, we propose to use an
unmanned aerial vehicle (UAV) as a friendly jammer to interfere
Eve in decoding the confidential message from the secondary
transmitter. Our goal is to jointly optimize the transmit power
and UAV’s trajectory in the three-dimensional space to maximize
the average achievable secrecy rate of the secondary system.
The formulated optimization problem is nonconvex due to the
nonconvexity of the objective and non-convexity of constraints,
which is very challenging to solve. To obtain a suboptimal but
efficient solution to the problem, we first transform the original
problem into a more tractable form and develop an iterative
algorithm for its solution by leveraging the inner approximation
(IA) framework. Combining tools from IA framework and S-
procedure, we further extend the proposed algorithm to a more
realistic scenario, where the imperfect location information of
ground nodes (including Eve, secondary receiver and primary
receiver) is considered, resulting in the average worst-case secrecy
rate. Extensive numerical results are provided to demonstrate the
merits of the proposed algorithms over existing approaches.

Index Terms—Cognitive radio networks, unmanned aerial
vehicles, inner approximation, trajectory optimization, physical
layer security.

I. INTRODUCTION

Recently, the rapidly increasing number of mobile devices
and multimedia services have made radio spectrum scarce
and expensive resource [1]-[5]. To exploit spectrum more
efficiently, cognitive radio has been widely considered as a
promising solution [6], which enables to learn the surrounding
context and to adjust the operating parameters, thereby adapt-
ing to changes of radio frequency environment. Accordingly,
secondary devices are allowed to use the licensed bands
simultaneously, making cognitive radio a potential approach
for future wireless networks. However, various malicious
wireless devices can also opportunistically access the licensed
spectrum, which might make cognitive radio networks (CRNs)
vulnerable [7]-[11]. For instance, when a secondary trans-
mitter (ST) transmits confidential messages to a secondary
receiver (SR), an external eavesdropper (Eve, also known
as a passive attacker) probably overhears and intercepts the
legitimate transmissions.
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Traditionally, the complexity-based cryptography can be
effective when the computational ability of Eves is too re-
stricted to decipher secret key. Nevertheless, Eve’s computing
power is evolving consistently, while a trust infrastructure
for guaranteeing confidential communications is expensive to
deploy. To overcome such challenges, physical-layer security
(PLS) has been introduced as a potential technique to prevent
eavesdropping without a secure cryptographic protocol [12],
[13]. The key idea of PLS is to exploit random characteris-
tics of the wireless channel to degrade the Eve’s decoding
capability. To make the PLS viable, jamming noise (JN) can
be embedded at the transmitter and transmitted along with the
information signals to degrade the channel quality of Eve [11],
[14], [15]. A large effort has been made to bring the PLS a step
closer to practice [16]-[19]. However, most of the conventional
JN-based schemes are based on the ground jammers at the
fixed locations, leading to several major challenges. First,
when jammers are set far away from Eves, the effect of JN
is significantly reduced, and thus the secrecy rate deteriorates.
Second, for JN to be effective, the legitimate transmitter needs
to be aware of the channel state information (CSI) between
itself and Eve. Since Eves are usually passive, it may not be
possible to obtain their instantaneous CSI. Finally, in CRNs,
the secrecy performance improvement of the secondary system
using JN may also affect the primary system; the interference
power to the primary receiver (PR) may exceed the predefined
threshold.

In recent years, unmanned aerial vehicle (UAV) has attracted
significant interest in many applications, such as agriculture,
traffic control, military, photography, and package delivery
[20]-[24]. PLS can benefit from the application of UAV as
well, by making UAV send a JN to Eves. Compared with the
on-ground jammer, there are two obvious advantages of UAV-
aided JN: 7) Eve will undergo strong interference due to the
line-of-sight (LoS) dominated UAV-Eve channel; 7z) A UAV
operating in the three-dimensional (3D) space at the altitude
of a few hundred meters is able to fly to an optimal location
to cause interference to the channel between ST and Eve by
emitting a friendly JN. Thus, it is expected that UAV-aided
JN can provide better secrecy performance as compared to
the conventional on-ground jamming.

A. Related Works

PLS of CRNs has been well studied recently, which dealt
with specific security risks due to the broadcasting nature of
the wireless transmission media [7]-[11], [25], [26]. In gen-
eral, these works mainly focused on secure communications
for the secondary system [7]-[10] and the primary system
[25], [26], where power control is an effective way to control



the interference, assuming that the CSI of the ST-PR links is
already known. In [11], a cooperative transmission strategy
was proposed to maximize the minimum secrecy rate of the
secondary system while satisfying the minimum secrecy rate
achievable for the primary system. The common technique
used in the above works is to make JN and the desired
signal concurrently transmitted at the same transmitter (ST
or primary transmitter), which limits the effectiveness of JN.
The transmitter needs to be equipped with multiple antennas
to perform beamforming; otherwise the legitimate user must
have better channel condition than Eve, which is too optimistic
in practice. The security performance of ground users in the
presence of a ground Eve is improved by using UAV as a
mobile relaying [27]. In this work, UAV is assumed to fly
with a fixed trajectory, leading to a suboptimal solution. In
[28], a UAV is used to transmit a friendly JN with the aim of
interfering the channel between ST and Eve, where the security
performance of UAV-to-ground communication is maximized
by jointly optimizing the UAV trajectory and the transmission
power. The authors in [29] proposed a cooperative jamming
UAV to enable confidential air-to-ground communications
between a mobile UAV and ground nodes, where the user
scheduling, UAV’s trajectory and the transmit power are jointly
optimized to maximize the minimum secrecy rate among
ground nodes. In general, the location information of Eves is
assumed to be perfectly known [27]-[30]. A practical scenario
was considered in [31] in which the location information of
Eves is unknown. Notably, the trajectories of UAV in the
3D space were not considered in [31], presumably due to
the nonconvexity and complexity of the constraints related
to UAV mobility. Moreover, all these works only consider a
static scenario in which the location of ground nodes does not
change during the communication time.

B. Main Contribution

In this paper, we study the PLS for CRNs, in which the
secure communication of secondary system is guaranteed by
using a UAV as a friendly jammer. UAV is controlled to move
in a period of time that consists of many intervals, called
time slots. Such a time slot is designed to be suitable with
the motion characteristics of UAV in the 3D space. We first
formulate the average achievable secrecy rate maximization
problem over all time slots, where UAV’s trajectory and power
allocation are jointly optimized under the transmit power
constraints, interference power at the PR caused by both
UAV and ST, and mobility capability of UAV. The formulated
problem is highly nonconvex due to strong coupling between
optimization variables, which makes it very challenging to
find the globally optimal solution. The existing approaches
[28]-[31] mainly utilized the inner convex approximation to
tackle subproblems, where each subproblem involves a single
optimization variable. These approaches are not applicable to
solve the current optimization problem due to the imperfect
location information of Eve and the mobility of ground nodes
(SR and PR).

To the best of our knowledge, our earlier work in [1]
is the first work that aims at improving the secrecy rate

of the on-ground secondary system by using UAV-enabled
cooperative JN. Differently from [1], this paper considers the
following completely new issues: i) We aim at finding the
optimal trajectory of UAV in the 3D space instead of the two-
dimensional (2D) space, by jointly optimizing its altitude as
well as horizontal location; i7) Towards a realistic scenario,
the imperfect location information of ground nodes (i.e., Eve,
SR and PR), is considered, making the problem even more
challenging to solve. As a result, the main contributions of
the paper are summarized as follows.

¢ We propose a new model for PLS in CRNs to maximize
the average achievable secrecy rate of the secondary
system by exploiting UAV-enabled JN.

o We formulate a new optimization problem that jointly
optimizes the transmit power and UAV’s trajectory sub-
ject to the PR’s interference power constraint. We first
consider the perfect CSI, including Eve, to investigate
benefits of our new model, for which an efficient and low-
complexity algorithm is proposed. The key idea of our
approach is to transform the original nonconvex problem
into a more tractable form and then develop new inner
approximate (IA) functions of nonconvex parts [32], [33],
which guarantee convergence at least to a locally optimal
solution.

o Towards more practical applications, the location of
ground nodes (SR, PR and Eve) is assumed to be
unknown a prior. In particular, we consider that the
ground nodes are distributed in a circular region with
a given radius, and then reformulate the optimization
problem considering the worst-case secrecy rate. The
main difficulty of this problem is due to the complicated
rate functions of both legitimate and wiretap channels. To
address this issue, we derive some intermediate results
to convert the secrecy rate functions into more tractable
forms, which are then convexified by combining tools
from IA framework and S-procedure.

o Extensive numerical results are provided to show great
performance improvement over existing schemes. Nu-
merical results also confirm the effectiveness of jointly
optimizing the altitude of Eve as well as the horizontal
location.

C. Paper Organization and Notation

The remainder of this paper is organized as follows. The
system model is introduced in Section II. The optimization
problems and the proposed algorithms under perfect and
imperfect location information of Eve are provided in Section
IIT and Section 1V, respectively. Numerical results are given
in Section V. Finally, Section VI concludes the paper.

Notation: Bold lower and upper case letters denote vectors
and matrices, respectively. E{-} represents the expectation of
random variables. V denotes the gradient of a function. The
superscript ()7 denotes the transpose of a matrix. A = 0
indicates that A is a positive semidefinite matrix. (a,b) is
the inner product of two vectors a and b. In(X) denotes the
natural logarithm of X.
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Fig. 1. Tllustration of a CRN with a UAV-aided JN and an external Eve.

II. SYSTEM MODEL
A. Transmission Model

We consider an on-ground CRN consisting of an ST and an
SR in the presence of a PR and an Eve, as illustrated in Fig. 1.
Herein, Eve endeavors to intercept and overhear the legitimate
transmission between ST and SR in the secondary network.
In order to further enhance the PLS of CRN, we propose to
use UAV as a friendly jammer to degrade the eavesdropping
channel. Let us define the 3D space T = {(z,y, 2)|x,y,2 €
R}. The positions of ground nodes (ST, SR, PR and Eve)
in the 3D-space model are expressed as csr = (0,0,0),
cs £ (zs,Ys, %), ¢ = (p,Yp, 2p), and cg = (g, Yr, 2),
respectively. Herein, the SR, PR and Eve are located on the
ground, i.e., zs = zp = 2g = 0.

The predefined time interval 7' of UAV is split into N
time slots of equal length, i.e., the duration of each time
slot is given as 6; = T/N. Note that N must be large
enough to guarantee a small interval per time slot, such that in
each time slot the UAV’s location is almost unchanged. Thus,
we define the time-varying horizontal coordinate of UAV as
cln] £ (zy[n],pwn], 2 [n]), Vo € N 2 {1,2,--- N},
where the altitude of UAV is limited in the range A™" <
zy [n] < h™** The UAV is assumed to move from the initial
position cy[0] £ (g, Yo, ho) to the final predefined position
(xf,yy, hy). Furthermore, the maximum velocity constraint
can be formulated as ||@,(t)|| < Viax, 0 < t < T, where
q,(t) and Vi,ay are the derivative of the UAV’s position with
respect to ¢ and the maximum speed of UAV, respectively.
Accordingly, for a small interval of time slot d;, the mobility
constraints of UAV can be expressed as

R < 2y [n] < A Vn € N, (1a)
fa(cu[n], cu[n — 1)) < L2, Vn €N, (1b)
co[N] = (ws, 5, hy), (Ic)

where Lax 2 Vinaxd: and fa(a, b) £
(2a — 20)%,

« (xi_xb)2+(ya_yb)2+
with a = (%4, Ya, 24) and b = (zp, yp, 25) € T

B. Achievable Secrecy Rate

We assume that the air-to-ground channels are modeled as
LoS channels. The distances between UAV and ground nodes

are calculated as dyx[n] = fa(cx, cy[n]), for x € {S,P,E}.
At the time slot n, the channel gains from the UAV to SR,
PR and Eve, denoted by gys, gyp and gyg, respectively, can
be modeled according to the free-space path loss [23], [27]-
[31], ie., gu[n] = po(dux[n])~2, where po is the channel
gain at the reference distance dy = 1 m. The terrestrial
channels experience quasi-static independent Rayleigh fading
[1], [28], [34]. Therefore, the channel gains of the links from
the ST to SR, PR and Eve, denoted by hgp, hss and hgg,
respectively, can be expressed as hgy = po(dsy) ™% tsx, Where
dsx = fa(cx,cst); ¢ and g, are the path loss exponent and
an exponential random variable with unit mean, respectively.

The achievable rates at SR and Eve for decoding the
messages from ST at the time slot n can be expressed as [1],
[28]

Raln] = By, {log (14 Pl )}
Re[n] = IE;LSE{logQ (1 T pm> } (2b)

where pg[n] and py[n] are the transmit powers at the ST
and UAV, respectively, and o2 is the power of additive white
Gaussian noise (AWGN). For total N time slots, the average
achievable secrecy rate for the secondary system can be
expressed as [35]

% S [Rsln] — Reln)] ", 3)

neN

A
Rsec =

where [z]T £ max{0, x}.

III. PROPOSED ALGORITHM WITH PERFECT LOCATION
INFORMATION OF EAVESDROPPER

In this section, the Eve’s location information is assumed
to be perfectly known at the transmitters (ST and UAV). This
assumption is of interest in some scenarios. For instance, at
the beginning of the time interval, both SR and Eve perform
handshaking with ST by sending pilot signals. However, only
SR is scheduled to be served, while Eve is treated as an
untrusted user. In addition, the system performance under the
assumption of perfect location information of Eve will act as
an upper bound for the practical system, providing a reference
of the potential benefit of using UAV-aided JN.

A. Optimization Problem Formulation

In this paper, the key idea is to exploit the advantage of
UAV’s mobility in combination with developing an effective
power control scheme to enhance the security performance
of the secondary system while satisfying the transmit power
constraints and the PR’s interference power constraint. By
defining ¢ £ {cy[n|}nen and p £ {ps[n], py[n|}nen the
secrecy rate maximization (SRM) problem for the secondary



system is formulated as follows:

P: max Rsec (43)
c,p
st (D), (4b)
1 _
N py [n] < Py, (4¢)
neN
0 <py[n] < B"™, Yne N, (4d)
1 _
N ps [n] < P, (4e)
neN
0 < ps[n] < P&, Vn e N, (4f)
Ehe {ps[n]hse} + puln]gw(n] < e, Vn e N. (4g)

Constraints (4c) and (4d) are the average power and the peak
power constraints at UAV, respectively. The average power
and the peak power constraints at ST are stated by (4e) and
(4f), respectively. Herein, we assume that P < Pia* and
Py < Pi"#*. In (4g), the peak interference power (PIP) at PR
caused by ST and UAV in each time slot must be less than
a predefined threshold ¢ to guarantee the quality-of-service
(QoS) of the primary system, as commonly adopted in [36]—
[38]. It is not difficult to see that the objective function (4a) is
nonconcave while constraint (4g) is nonconvex. Strong cou-
pling between the optimization variables makes the problem
even more challenging to be tackled. Moreover, the objective
function may not be addressed directly due to the expectation
of the average achievable secrecy rate. In what follows, we
first transform problem (4) into a more tractable form by
bypassing the expectation functions with respect to the ground
channels. Then, a low-complexity iterative algorithm based on
IA framework is developed to solve the problem, which yields
at least a locally optimal solution.

B. Tractable Formulation for (4)

In the PLS, it is important to consider a safe design, taking
into account the effects of wireless channels. To do so, we
derive a lower bound of Rs[n] and an upper bound of Rg[n]
following the similar developments in [28].

h
Lower bound of Rg[n]: Let X[n] £ %352
pu[n]gus[n] + o
Since hss = po(dss)"®yss, we have X[n] =

ps[n]po(dss) ™ $1ss
puln]gus[n] + o2 . .
exponentially distributed random variable with parameter

by — d<P M . R 1 2 b
s[n] $s (pu[n}gus[n]—i-UQ) s[n] in (2a) can be
rewritten as

It is true that

X[n] is an

Rs[n] = Ep, {10g2(1 + X[n})}
= Ep,, {logy (1+ "D 1. (5)

Since log, (1 + €®) is a convex function [39] and by Jensen’s
inequality, it follows that

Rs [n] = IEhss {1Og2 (1 + €1n(X[n]))}
> logy (1 + Bras X[} ©

where Ej,. {In(X[n])} is computed as
E}Lss{ln(X[n])} = /OOO In(X[n]) s [n)eslnle gy
= —In(As[n])—F, (7)

with k£ being the Euler constant. Substituting (7) into (6), we
get

e_kWodgswps [n] )

R nZRLBnélog 1+
sl = Bl S homa Ut ot 1

®)

where vy = po/0?.
Upper bound of Rg|n]: Since hsg = po(dse) ™ ¥1)sg, we have

Yo £ ps[nlhse _ bs [n]po(dse) ~se ©)
pu[n]gue[n] + o2 puln]gue[n] + o2
Similarly to X|n], Y[n] is also an exponentially

distributed random variable with parameter Ag[n] =

de /( ps[n]po
SE \py[n]gue[n] + o2 . .. . )
function in y [39], we obtain the following inequality using

Jensen’s inequality:

). Given that log, (1 +y) is a concave

Rg[n] = Epg {log, (14 Y[n])}
<logy (1 + Eng{Y[n]})
Yodse' ps [0
Yodye [n)py[n] + 1

— R%®[n] 2 log, (1 + ) (10)

where Epg, {In(Y[n])} = 1/Xg[n].
In addition, from the fact that E,, {ps[n]hsp} =
podgp’ ps[n], constraint (4g) can be further simplified as

(11

Simply put, we consider the following safe optimization
problem:

podsp” ps[n] + podyy’ [n]puln] < e.

PSafe .

1
wr R ® oy 3 (Al - RE) 020
ne

(1), (4¢) — (4D), (11),

where the operation [z]T is ignored since it does not affect
the optimal solution. If the objective function is less than zero
for any time slot, ST can reduce its transmit power of ST to
zero while satisfying constraint (11).

s.t. (12b)

Remark 1. Note that problem (12) is considered as a safe
design in the sense that its solution is always feasible to
problem (4) but not vice versa due to the inequalities in (8)
and (10), ie., Rsee > RIB.. In the rest of this paper, we
will consider the safe optimization problem (12) to provide a
lower bound of the average secrecy rate rather than the actual

secrecy rate in (4).

C. Proposed Iterative Algorithm for Solving (12)

We are now ready to apply IA method [32] to approx-

imate the nonconvex problem (12). Before proceeding fur-

ther, we first introduce new optimization variables r £



{rs[n], re[n]}nen to rewrite (12) equivalently as

Pt max B2 Y (b - nel)) (3
” neN

s.t.  (1),(4c) — (4),(11), (13b)

R§%[n] > rg[n], Vn € N, (13c)

RP®[n] < rg[n], Vn € N, (13d)

It can be readily seen that the objective (13a) is a linear
function of r. In problem (13), nonconvex parts include (11),
(13c) and (13d).

Convexity of (13c): By introducing slack variables zg [n]
and ts [n], (13c) is expressed as

RE®[n] > logy (1 + tg[n]) > rs[n], (14a)

“dsps o
(13¢) & € odss Ps tsln], 14b
‘ Yoo [n]puln] +1 = sl (140
as [n] < fa(es, cy[n]). (14¢)

We note that constraints (14a)-(14c) will hold with equality at
optimum, leading to an equivalence between (13c) and (14).
To avoid the implementation complexity of log function, we
apply the first-order approximation to approximate the concave
function log, (1 +ts[n]) around the point tél) [n] [40, Eq. (66)],
and thus (14a) is iteratively approximated as

RS n) 2 a(ty) [n) =b(t5" [n]) ;= > rslnl, Vn € N, (15)

ts[n] =

()
ts[n]
0 nd
tg [”]+1

) )
bt [n]) 2 log,(e) iff)[[rfﬁ. Next, we rewrite (14b) as

where a(ty"[n]) £ log,(1 + t{[n]) + log,(e)

ts [n] (yopu [n] + o5 [n]) < e Fyodss’ps [n] as [n],  (16)

and then apply the following inequality [17]:
2@
y(®

(i)
Yy 2
NORANS

ay < 05( y?), for o,y € Ry,al,y® >0,

to convexify (16) as

(%)
1 ts’ M
2 () = 1 - (opu [n] + as [n])* +
yopy” [n] + as” [n]
(4) (4) “krodaf
1vopy’ 0] + a5’ [n € d
5% U 7[5(11) » s | ]tg [n] + % (ps [n] — as [n])*
3 n
e yodss”

< ((ps [n] + ag [n])z) , Vn e N. (17

4

For constraint (14c), we note that its right-hand side (RHS) is
a quadratic convex function which is useful to apply the first-
order approximation. Hence, (14c) can be iteratively replaced
by the following linear constraint:

as[n] < £ (coln]|cs, e’ [n)]), Vn € N,
where f.") (cy[n]|cs, cl(f) [n]) is the first-order approximation of
fa(es, cy[n]) around the point cl(f) [n], which is defined in (26).
It can be seen that (15), (17) and (18) are convex quadratic
and linear constraints [39].

(18)

Convexity of (13d): For new slack variables tg[n], ag[n] and
B[n], constraint (13d) can be rewritten equivalently as

Rg°[n] <logy(1+ te[n]) <re[n],  (19a)
NIV B mE (1)
Bln] < M, (19¢)
ag [n)
Ja(cg, cy[n]) < agn]. (19d)

In (19), except for (19d), other constraints still remain non-
convex. Since log,(1 + tg[n]) is a concave function, (19a) is
iteratively replaced by

log, (e) (ts[n] — £ [n])

R{"[n] £ log, (14t n]) + G
1+t [n]

<rg[n], Vn € N, (20)

which is a linear constraint. Similarly to (17), constraint (19b)
is approximated around the feasible point (p{”[n], 3)[n]) as

1 (el o0 )89 1] + 1
2\ n)(BD ] +1) (Bln] +1)2

which can be cast to the following convex constraint:

) < taln,

Yodss” ( p3(n]
2 g (n)(B@n] + 1)
pt[n] ) <
Bln] = O[] +1/ ~
In (21), the lower bound of (B[n] + 1)? is given as (3% [n] +
1)(28[n] — 8@ [n] +1) over the trust region 23[n] — 84 [n] +
1 > 0. Constraint (19c¢) is rewritten as ag [n] 5 [n] < vopy [1]
and in the same manner as (17), we have

+2 te[n], Vn e N. (21)

2
W0 [n]aE n] + 50 [n]ﬁ [n}) <opy[n], Yn e N.
(22)
Convexity of (11): We first reformulate (11) as
(1) < podsy”ps(n] +pozz[[z]] <e, (23a)
ap [n] < fa(cp, cy[n)) (23b)

where ap[n|,Vn are slack variables. Similarly to (21), con-
straint (23a) is iteratively approximated as

p3[n]
T ORI
py [nlap’[n]  2ap[n] — ap’[n]
(24)

+

pods"psln] + 22|

For a given point a = (Z4,Ya,2,) € T and optimization
variable b = (xp,yp,2p) € T, constraint (23b) is innerly
approximated as

ap [n] < falep, c§’ [n)) + fo(culn]le, cf [n])

£ fdi) (cu[n]\cp,cl(f) [n]), Vn e N, (25)



where
fe(bla,b) £ (Vfa(a,b), b~ b))

V.fala,b)]" |20 — 2

= |Vyfalab)| |y -y

szd(aa b) (Z)
(i))

= 2(3:5)“ — xq) (T — T

+ 258 — ya) s — u)
+2(2” = za) (2 — ), (26)
with V fs(a,b), Vy fa(a,b), and V, fy(a, b) being the gra-
dients of fs(a, b) with respect to x, yp, and 2, respectively.
In other words, f;l) (cy[n]|ce, cl(f) [n]) is the first-order approx-
imation of f4(cp, cy[n]) around the point cl(f [n)].

Bearing all the above developments in mind, the successive
convex program solved at iteration ¢ is given as

; 1
Ponves : Jax R £ N Z (Ts [n] — TE["]) (27a)
t, o, neN

s.t. (1), (4c) — (46),(24), (25), (15),

(17),(18), (19d), (20), (21), (22),  (27b)

where t = {ts[n], te[n]}nen> o = {ap[n], as[n], ag[n]}nen,
and 3 2 {B[n]}nen- Let ¥ £ {c,p,r,t,a, 3} and ) £
{c® p@ r@ ) @ BH1 be the sets of optimization
variables and parameters that need to be updated at iteration
1. To ensure that the approximate convex program (27) can be
successfully solve at the first iteration, a feasible starting point
U© must be initialized. We then find the optimal solution
of (12) by successively solving (27) and updating involved
variables until meeting the convergence criterion. In summary,
a pseudo-code for solving (12) is given in Algorithm 1.

Algorithm 1 Proposed Algorithm for Solving (12)

1: Initialization: Set 7 := 0 and generate an initial feasible
point o satisfying (27b).
repeat
Set?:=1+1;
Find the optimal solution o) by solving (27);
Update ¥ .= &),

b
LB, (4) LB,(i—1)
sec - sec

REEGD)

sec

until

=

S €tol-

Complexity Analysis: The optimization problem (27) has
13N real variables and 16N constraints. The per-iteration
complexity of Algorithm 1 required to solve (27) is thus
O((16N)23(13N)? + (16N)>5).

IV. EXTENSION TO THE CASE OF IMPERFECT LOCATION
INFORMATION OF EAVESDROPPER

In practice, perfect information on the location of Eve may
be difficult to obtain in some cases. For example, Eve can
move to new locations (e.g., closer to the ST) to overhear
confidential messages from ST more effectively. As a result,
the location of Eve may change, and thus, it can only be
estimated by ST and UAV based on its last known location.

(z[n],y[n],h[n])

~

____{_g_“i’:‘_@'i}..»-—»:},}”UAV
{Ges s}
Region of PR s
{HSPvdSP}/'4 l/’{gus-,dus}
AP a P /
000)(Q) & _thse: dse} e ;
‘ Region of Eve /’
{ilss, jss} e v
R,Cgiul; of SR

ST

ST/ SR: secondary transmitter/receiver
PR: primary receiver
UAV: unmanned aerial vehicle

Fig. 2. Tllustration of a CRN with a UAV-aided JN and an external Eve
under imperfect location information of Eve.

Moreover, the active region of Eve may be restricted, and Eve
may not be allowed to move inside the safe zone of the ST.

As illustrated in Fig. 2, the location estimate for Eve can
be expressed as €g = (&g, U, 2 = 0). We consider the
same optimization problem setup as in Section III, with the
additional assumption that the location information of Eve is
imperfect. To put it into context, let

g = Tg + Axg, (28a)
Ye = Je + Ay, (28b)
ZE = 2]3 = 0, (28C)

where (Axg, Ayg) represent the associated estimation errors of
(g, yz). We should note that the transmitters are only aware of
¢g, while the estimation errors Axg and Ayg are assumed to be
deterministic and bounded, satisfying the following condition
[19], [31]:

(Azg, Ayg) € E 2 {(Azg, Aye)|Azz + Ayg < Q3}, (29)

where Qg > 0 is the maximum distance between the estimate
and exact location of Eve.

In the same manner, the location of ground nodes (SR and
PR) may also change over time in practice. We assume that
SR and PR move within a limited region. Here, the estimated
locations of SR and PR, denoted by &z = (&s, Js, 2s = 0)
and &pg = (&p, ¥p, 2p = 0), respectively, can be formulated as

rs = Ts + Axg, (30a)
ys = Js + Ays, (30b)
2= 25 =0, (30¢)
Tp = Tp + Awp, (30d)
yp = p + Ayp, (30e)
2 = %p = 0, (30f)

where (Axs, Ays) and (Azp, Ayp) are the associated estima-
tion errors of (zg, yg) and (zp, yp), respectively. These estima-
tion errors (Axs, Ays) and (Axp, Ayp) are also assumed to
be deterministic and bounded as the following condition [19],



[31]:
(Azg, Ayg) €22 {(Ao:s,AysﬂAzg + Ayg < Qg}, (31a)
(AxPaAyP) SeE {(AQCPaAyPﬂAxg + Ay? < Qg} (31b)

It is reasonable to assume that Qs < Qr and Qp < Qg since
SR and PR are legitimate users.

A. Worst-Case Optimization Problem Formulation

Toward a safe design, the worst-case secrecy rate is consid-
ered. We first introduce the following lemma.

Lemma 1. Consider that the location estimation errors
of Eve, SR, and PR are deterministic and bounded:
(Azg, Ayg), (Azxs, Ays), (Azp, Ayp) € E. By utilizing the
formulations presented in Section III-B, we formulate the
worst-case secrecy rate of the secondary system [19] at time
slot n as

RIS“B(dAss, dys [n))

Reoc[n] = min
(AIS,Ays)E"
R (dsg, d 32
T e T (dsg, dye [n]), (32)

where Rg® (dss, dys [n n]) and R (dsg, dyg [n]) are functions
of (dss7dus[ ) and (dsg,dug [n]), respectively. Towards a
tractable form, the worst-case secrecy rate in (32) is further

transformed into a “strict” worst-case secrecy rate:
Reec[n] = i REB [n] — a R [n , (33
] (Awfiﬂs)eg s 1] (Am:lA;(E)eS e (n], (33)
where
RE® [n] 2 RE[n](dss, dus[n]) = inf RE%[n] (Czssﬂius [n]),

dss€D1

R [n] £ RP[n] (dse, due[n]) = sup RP[n](dse, due[n]),
dse€D2

with D1 and Ds being the sets of distances from ST to
SR and Eve, respectively. As illustrated in Fig. 3, the fixed
distance dgss is determined by dss = fa(€sp, csT), where
Cs is the farthest geometric point such that ¢sp € {Csp +
(Azs, Ays, 0)|(Azs, Ays) E}. The fixed distance dsg
shown in Fig. 4 is given by dsz = fa(€g, cst), where
Cg is the nearest geometric point such that &g € {¢ +
(Azg, Ay, 0)|(Axg, Aye) € Z}. Similarly to (32), (11) can
be transformed into the "strict” worst-case PIP constraint as

fi[n] (dsp) + A f2ln] <, (34)

where

filn] (dse) = sup podsy’ ps[n],
dsp€D3

f2[n] = podys’ [n]puln],

with D3 being the set of distance from ST to PR. Fig.
5 shows the fixed distance dgp = f4(Cpg,cCsT), Where Cp
is the nearest geometric point such that ¢z € {&pm +

(Al’p, Ayp, O)|(A$p, Ayp) c E}

Proof: Please see Appendix A. ]
It can be foreseen that this analysis can further reduce the
complexity of the optimization problem, since ds, dsg and dsp

CsT Csr

: secondary transmitter
: secondary receiver

: center of circle

: longest distance

Fig. 3.
problem.

The possible location of SR in the “strict” worst-case optimization

CZSE
- >
@
CsT CE

csr: secondary transmitter
Cg: eavesdropper

Cg: center of circle

JSE: shortest distance

Fig. 4. The possible location of Eve in the “strict” worst-case optimization
problem.

are replaced by ds, dsg, and dsp, respectively. Nevertheless, the
property of worst-case secrecy rate over the set of (Az, Ay)
would be strictly remained when addressing dys[n], dyg[n],
and dyp[n]. Based on the developments in Section III-B, the
average strict worst-case SRM (WC-SRM) problem of CRN
is reformulated as

PSafe: LB é
max R N ZRsec (35a)
neN
s.t. (1),(4c) — (4f), (34). (35b)

It can be seen that (13) and (35) have similar structure and the
same set of constraints. However, the objective function of (35)
is more complex due to joint optimization under estimation
errors, making the problem even more challenging to solve.
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B. Proposed Iterative Algorithm for Solving (35)

In this section, we reuse all the slack optimization variables
introduced in Section III. By following the same steps pre-
sented in Section III-C, we arrive at the following safe and
approximate optimization problem for the WC-SRM (35):

Pi;}f,i m%x ee = == Z (rs —rgn ) (36a)
ts, oups nEN
st (34), (36b)
(1), (4c) — (4D), (36¢)
min R [n] > rg[n], Yne N, (36d)
(Azs,Ays)€EE
max RP®[n] <rgln], Yne N,  (36e)
(Azg,Ayp)€E

where ts = {ts[n]}nen and aps = {ap[n], as[n]}ner. In
(36), the objective is now a linear function while constraints
(36d), (36e), and (36b) are nonconvex.

Convexity of (36d): Similarly to (14), it can be rewritten as
follows:

REP[n] > log,(1 + ts[n]) > rs[n], (37a)
e VOdss ps[ } >
37b
(36d) < ¢ Yoas ' [n]peln] +1 ~ sl G70)
(ALSI?iSS)E_fd(CSR+ (Azs, Ays,0), cy[n])
Z asg |n [ } . (370)

Constraint (37a) is iteratively approximated as in (14a). For
(37b), it can be convexified by replacing dsg in (14b) with dsg

as

(4)

1 ts’ [n

2. (@) ) (i) (Yopu [n] + as [n])* +

Yopy [n] + ag” [n]
(2) (Z) _k ‘o

5 0Py [(z]) [ ]t§ [n]“‘%(ps [n] — as [n])2

ts“ [n]
¢ Modss”

< S (s [l + 05 [n))?) L Wn € .

Since = is a continuous set of estimation errors, considering
all the possible cases of (Ax, Ay) is obviously impossible due
to extremely high complexity. To overcome this issue, we first
reformulate (37c) as follows:

370 & { Azg + Ay3 < Q3, (392)
fa(€sr + (Azs, Ays, 0), cy[n]) > as[n]. (39b)

To address the nonconvex constraint (39), we introduce the
following lemma.

(38)

Lemma 2. By applying S-procedure and Schur’s complement
[39], (39) is transformed into the following convex constraints:

féi)(cu[nﬂés, cl(f) [n]) — as[n] + 6s[n] > 0, ¥n € N, (40a)
ps[n] >0, Vn e N, (40b)
Ss[n] = 0, ¥n € N, (40c)

where 05 = {0s[n)}nen and ps = {us[n]}nen are slack

variables, and

ps[n] + 1 0 Zs — xy[n]
Ss[n] = 0 ps[n] +1 s — yu[n] )
&s —wuln]  gs — y[n] _Qgﬂs [n] — 6s[n]

éi)(cu[nHéSR,cé@[n]) is the first-order approximation of
fa(€sr, cy[n]) around the point cl(f) [n].

Proof: Please see Appendix B. [ ]

Convexity of (36e): Similarly to (19), it follows that
REB [n] <logy (1 + tg[n]) < reln, (41a)

Yodse" s [n]
—== " 2 < tg[n], 41b
FET @10
(36e) < Bln] < Yopu [1] ’ @10)
ag [n]

N v fa(€e + (Azg, Ay, 0), cy[n])

<ag[n]. (41d)

Constraints (41a) and (41c) are tackled as the same steps in
(19a) and (19c¢), respectively; (41b) can be convexified by
replacing dsg in (19b) with dgg as
voc'l's?ﬁ"( p3ln]
2 ]8O n] + 1)
()[ ]

teln], Vn e N.  (42)
S R ) Sl
Similarly to (37c¢), constraint (41d) is reformulated as follows:
2 2 £ )2
@41d) & { A:zcE + Ay: < Qs (43a)
fa(€e + (Azg, Ayg, 0), cy[n]) < ag[n]. (43b)



The nonconvex constraint (43) is solved by the following
lemma.

Lemma 3. By applying S-procedure and Schur’s complement
[39], (43) is transformed into the following convex constraints:

fa(@e, culn]) — ag[n] < 6eln], Vn e N, (44a)
ug[n] >0, Vn e N, (44b)
Se[n] = 0, Vn e N, (44c)

where 0y = {0g[n]}nen and pg = {pg[n]}nen are slack
variables, and

Se[n] = 0 peln] —1 yu[n] — G
xyln] — g ywn] — s _Q%NE n] — Og[n]
Proof: Please see Appendix C. [ |

Convexity of (36b): Constraint (36b) is formulated as in
(19):

Pod;(pps [n] + po pU[[Z]] <eg, (45a)
(36b) -~ (Azpmg?yip e_‘fd(CPR + (Aﬂjp, Ayp, ) [TL])
< ap[n]. (45b)

Constraints (45a) is iteratively approximated by replacing dgp
in (23a) with dgp as

o 00
podsp” ps[n] + 5 [ @

2 ol ] B

pln .
(4) -
2ap[n] — ap”'[n]

(40)
while (45b) can be expressed by the following constraints:
Azp + Ayp < Q3
fd(épR + (A.Tp, Ayp, O)7 Cu[n]) < ap [Tl] .

Similarly to (43), we tackle the nonconvex constraint (47) by
introducing the following lemma.

(47a)

41d) < { )

Lemma 4. By applying S-procedure and Schur’s complement
[39], (47) is transformed into the following convex constraints:

fd(ép, Cy [’/L]) — Qp [’ﬂ] S op [TL], VTL S N, (483)
pp[n] >0, Vn e N, (48b)
Sp[n] = 0, Vn € N, (48¢)

where 0p = {0p[n]}nen and pp = {up[n]}nen are slack
variables, and

pp[n] — 1 0 xy[n] — &p
Se[n] £ 0 peln] —1 yuln] — ge
Ty [n] — Tp yu[n] —Up —QgNP [n] —bp [n]

follows the same steps.
Proof: Please see Appendix C. [ ]
As summarized in Algorithm 2, the solution of the WC-
SRM problem (35) can be found by successively solving a

safe and convex program, of which the approximated problem
at iteration ¢ + 1 is expressed as

l‘sSafe

FConvex * m‘%x RIEM 2 N %(T s[n] — TE[”]) (49a)
s.t. (1), (4c) — (41), (15),(38), (40),

(20),(22), (42), (44), (46), (43), (49b)

where ¥ £ {c,p,r,t a,ﬂ,@ pn}, and TARR

{c() p@ r® () ) ﬂl) o
point for (49) at iteration <.

,u®} are the feasible

Algorithm 2 Proposed Algorithm for Solving (35)
1: Initialization: Set ¢ := 0 and generate an initial feasible
satisfying (49b).

point \il(o)
repeat
Seti:=141;

Find the o t1ma1 solution lI'(

Update O \il(L 1)

RLB() _ fLB (i 1’

) by solving (49);

=)
=
=
-
=

<
ALB, (i— 1) €tol-

sec

Complexity Analysis: The optimization problem (49) has
15N real variables and 22N constraints. The complexity
required to solve (49) in each iteration of Algorithm 2 is
O((22N)*5(19N)? + (22N)33).

C. Convergence Analysis of Algorithms 1 and 2

We can see that the objective values in (27a) and (49a)
are non-decreasing with respect to the number of iterations,
and the convergence proof for the optimization problems
is given in [17, Appendix C]. To be self-contained, we
briefly provide the convergence analysis as follows. We can
see that the approximations of nonconvex constraints {(11),
(13c), (13d)} for problem (12) and {(11), (13c), (36e)} for
problem (35) satisfy properties of the IA method given in
[32]. This means that the proposed Algorithms 1 and 2 for
solving (27) and (49), respectively, generate the sequences
of non-decreasing objectlve values (i.e., RIS“EC(Z) > RLB -1
and Rgel (0 > RLB =1 ) which are upper bounded due to
the power constraints, leading to a monotonic convergence.
At each iteration, the achieved optimal solutions satisfy the
Karush-Kuhn-Tucker (KKT) conditions of (27) and (49), i.e.,
step 4 of Algorithms 1 and 2, respectively. By IA principle, the
KKT conditions of (27) and (49) are also identical to those of
(12) and (35), respectively, once the COHdlthIlS ¥ — g1

(in Algorithm 1) and \Il( g lIl(
[32, Theorem 1].

(m Algorithm 2) are met

V. NUMERICAL RESULTS

We now evaluate the performance of the proposed schemes
using computer simulations in the MATLAB environment.
The key parameters are given in Table I. The ST, SR
and PR are assumed to locate at (0,0,0), (300,0,0) and
(0,250, 0), respectively. We also assume that UAV flies from
the original location at (—100,200,100) to the destination



TABLE I
SIMULATION PARAMETERS

Parameter [ Value
System bandwidth 10 MHz
Path loss exponent, ¢ 3
Number of time slots, NV 500
Channel gain at the reference distance, po 10 dB
Power budget at ST, Pg"#* 40 dBm
Average power limit at ST, Ps pyax /2
Power budget at UAV, Pja* 4 dBm
Average power limit at UAV, Py Byrex2
Maximum and minimum altitudes of UAV, (h™a* hmi“) (150, 50) m
Maximum speed of UAV, Vinax 10 m/s
Average interference power threshold at PR, ¢ -20 dBm
Noise power, o2 -70 dBm
Error tolerance threshold, eto1 104

at (500,200, 100). The other parameters are provided in the
captions of the figures. The convex solver SeDuMi is used to
solve the convex program.

The results obtained by Algorithms 1 and 2 are labeled
as “Proposed scheme (Alg. 1)” and “Proposed scheme (Alg.
2)”, respectively. For comparison purpose, we investigate three
benchmark schemes:

o “Fixed power:” In every time slot, ST and UAV transmit
their signals with the fixed transmit powers, i.e., Ps
and Py, respectively, and only the UAV’s trajectory is
optimized [28]-[30].

o “Straight line trajectory:” The UAV flies along the straight
line from the initial location to the final location, and only
the transmit power of ST and UAV is optimized [27],
[28], [30].

o “No UAV-aided JN:” We set py[n] = 0,Vn (i.e., without
using UAV-aided JN), which corresponds to the tradi-
tional on-ground CRN [28], [30].

The solutions of these schemes can also be obtained by

using Algorithms 1 and 2 after some slight modifications.

A. Numerical Results for Perfect Location Information of Eve

In this scenario, Eve is placed at (150, 250, 0), which is
closer to ST than SR. This unfair setting aims at demonstrating
the effectiveness of using UAV-aided JN.

In Fig. 6, the average secrecy rates of different schemes
are illustrated versus the time interval, T € [0,500s]. It is
not difficult to see that the average secrecy rate is always
less than or equal to zero in the case of “No UAV-aided
JN” scheme. The reason is that the ST-SR link has worse
channel quality than the ST-Eve link. This result verifies
the importance of using UAV-aided JN. The other important
observations from the figure are as follows. First, all schemes
provide the non-decreasing secrecy rates as 7" increases. This
is because the larger T' the larger time for UAV to hover over
Eve to transmit JN more effectively. Second, from numerical
results of the average secrecy rates of “Straight line trajectory”
when compared to the “Proposed method (Alg. 1)” and “Fixed
power”, we can see that the UAV’s trajectory optimization is
highly important, since it can help UAV fly to an optimal
location to interfere with the ST-Eve channel. Third, the
proposed method always provides the best performance along
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Fig. 6. Average secrecy rate versus time interval 7, with perfect location
information of Eve.

with T'. Finally, the secrecy rate of the proposed scheme in
the 3D space is superior to that in the 2D space, and an
improvement of almost 2 Mbps is achieved at T' = 400s.

The trajectories of UAV are depicted in Figs. 7(a) and 7(b)
for different schemes with T € {80s, 260s, 500s} in both the
2D and 3D spaces. Except for “Straight line trajectory”, the
other schemes follow similar trajectories, since UAV aims
at emitting JN to jam Eve in a short distance (but keep far
away from SR to mitigate the interference caused by JN), as
long as satisfying the PR’s interference power requirement.
Furthermore, the distances between Eve and UAV are defined
as a function of n in Fig. 8. Although the optimal UAV-Eve
distance is intuitively 100 m, UAV does not move to the point
above Eve directly. To maximize the average secrecy rate,
the UAV trajectory is optimized under a tradeoff between
the secrecy performance improvement and the amount of
undesired interference to SR and PR.

Fig. 9 depicts the secrecy rate of Algorithm 1 per time
slot with different values of 7' in both the 2D and 3D
spaces. One can see that the number of time slots having the
positive secrecy rate in the 3D space is much higher than
that in the 2D space, which demonstrates the effectiveness
of jointly optimizing the UAV’s altitude. This phenomenon
can be further confirmed by the results in Fig. 8, where the
number of time slots having the optimal UAV-Eve distance in
the 3D space is higher than that in the 2D space. Moreover,
the secrecy rates reduce to zero at the last time slots. This is
because UAV moves closer to SR than Eve at those time slots,
and thus, it must stop sending JN.

B. Numerical Results for Imperfect Location Information of
Eve

We assume that Eve is located in a circular region centered
at (zg,, Ye,, hE,) = (150,250,0) with the radius Qg = 20
m. Similarly, we also assume that SR and PR may move in
a circular region centered at (zs,, ¥s,, hs,) = (300,0,0) and
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Fig. 7. Trajectories of UAV for different schemes with perfect location
information of Eve.

(pys Ypos hp,) = (0,250,0) with the radius Qs = Qp = 20
m. The other simulation parameters are the same as before.

We plot the average secrecy rate versus the time interval
T in Fig. 10(a) and the secrecy rate of Algorithm 2 per time
slot with different values of 7" in Fig. 10(b). Unsurprisingly,
the secrecy rate of all schemes is degraded, when compared to
the case of perfect location information of Eve. Notably, the
performance gaps between 3D and 2D cases are even deeper.
In Fig. 10(a), at T' = 400s, the performance gain of 3D over
2D is about 3.5 Mbps, compared to 2 Mbps in Fig. 6. These
results confirm the robustness of the proposed scheme against
the effect of imperfect location information of Eve. Fig. 11
illustrates the trajectories of UAV in the 2D and 3D spaces,
and we recall the discussions presented for Fig. 7.

In Fig. (12), we plot the secrecy rate as a function of Q) €
[0, 40] m. We note that () = 0 corresponds to the case of
perfect location information of Eve. It can be observed that
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Fig. 8. UAV-Eve distance per time slot n during time interval 7", with perfect
location information of Eve.
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with perfect location information of Eve.

the average secrecy rate of all schemes drops quickly when
Q increases. The reasons for these results are two-fold: 1)
For a larger (), Eve is able to move closer to ST to wiretap
confidential messages more effectively; 2) The active region of
Eve becomes wider, and thus, the location information of Eve
is more difficult to estimate. In this case, the use of UAV-aided
JN becomes less effective. Nevertheless, the proposed scheme
still achieves the best secrecy rate by jointly optimizing the
transmit power and UAV’s trajectory in the 3D space.

C. Convergence Behavior of Algorithms 1 and 2

The convergence behavior of Algorithms 1 and 2 is shown in
Fig. 13, where the convergence condition is set as €1 = 1074,
One can see that that the proposed Algorithms monotonically
improve the secrecy rate after every iteration, since the op-
timization variables are adjusted to find a better solution for
next iterations. Intuitively, Algorithms 1 and 2 require only
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Fig. 10. Secrecy rates with imperfect location information of Eve.

about 8 iterations to obtain the maximum secrecy rates, which
are also typical for other settings.

VI. CONCLUSION

This paper studied the optimization problems of maximizing
the average secrecy rate of the secondary system, where a UAV
is deployed to transmit JN for interfering the ST-Eve channel
in both perfect and imperfect location information of Eve. The
problems under the power constraints and the PR’s interference
power threshold were formulated as nonconvex optimization
problems. To address these problems, we first derived new
nonconvex problems but with more tractable forms, and then
applied IA-based method to develop low-complexity iterative
algorithms for their solutions. Numerical results confirmed
fast convergence of the proposed algorithms and significant
performance improvement over existing schemes. They also
revealed that joint optimization of UAV’s altitude (in 3D
space) provides robustness against the effect of imperfect
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Fig. 11. Trajectories of UAV for different schemes with imperfect location

information of Eve.

location information of Eve. The results developed in this work
open several interesting future works: ¢) Novel optimization
algorithms for a general cognitive radio system with multiple
Eves and PRs; and i) Swarm intelligence-based approaches
for the coordination of multiple UAVs. In addition, it would
be interesting to develop machine learning-based solutions to
support flexible and real-time decision making.

APPENDIX A
PROOF OF LEMMA 1

The worst-case secrecy rate can be written as

Rsec [n] = min RS [n — max RE [’I’L] . (50)
(Azs,Ays)€E (Azg,Ayp)EE
Similarly to (8) and (10), Rg[n] and Rg[n] can be safely
derived as
Rsec == i RLB - RUB 51
[n] aamn s [n] am2x  f [n], (51)
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Fig. 12. Average secrecy rate of different schemes versus Qg.

where Rg®[n] and Rg®[n] are given in (8) and (10), respec-
tively. Considering (dss,dus [n}) and (dSE, dys [n]), RLB[n] and
RIE[n] can be rewritten as

Rs [n] > REE[n] (czss, duys [n])
e " yodss’ps 1] )

—log, (1 4+ —— (52a)
o oo Il + 1
Rg [n] < Rg’[n](dse, due[n])
Yodss ps [n]
=log,(1+ — . (32b)
= wdaﬁwpu[nm)

Differently from the case of the perfect location information,
dss and dsg are also optimization variables of R5®[n] and
RPB[n], respectively. However, the joint optimization with
czss and ciSE will make the optimization problem very com-
plex. To reduce the complexity of the problem, an infi-
mum of RE[n ](dss,dus[ ]) over dss and a supremum of
R%[n ](dSE,dUE[ ]) over dsg are respectively considered as
follows:

RéB [TL] (dss, JUS [TL]) = inf RIS"B [TL] (dAss, dAUS [TL]) 5 (533)
dss€Dy

R[] (dss, dueln]) = sup R[] (ds, due[n]) . (53b)
dse€D2

where Dy and D; are the sets of distances from ST to SR
and from ST to Eve, respectively; dss is the longest distance
between ST and a possible location of SR, denoted by g,
such that ESR S CSR £ {ésg-’-(AfEs, Ays, 0)|(A.’Es, Ays) S E},
while JSE denotes the shortest distance between ST and a
possible location of Eve, denoted by &g, such that &z € Cg £
{¢ + (Azg, Ayg, 0)|(Axg, Ayg) € Z}. Notably, the expres-
sion in (52) indicates that the infimum of R%®[n](dss, dys[n o))
over dss and the supremum of REE[n ](dSE,dUE[ ]) over dsg
can be obtained by finding the minimum distance of dss and
dSE corresponding to dgg and dSE, respectively. In particular,
based on geometric property, Csp can be easily determined
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Fig. 13. Typical convergence behaviors of Algorithms 1 and 2 for 7" = 500s.

as in Fig. 3, while satisfying the condition in (53a). Simi-
larly, ¢ is determined as in Fig. 4, and it also satisfies the
condition in (53b). Flnally, dss and dSE can be calculated as
dss = fa(€sp, cst) and dsg = fa(€g, csr), respectively.

We should note that dss and dys [n] are not independent of
the SR’s location €gg. This leads to the fact that the infimum
of RE®[n](dss, dys[n]) cannot be determined only over the set
of (fss. In addition, there is no basis to say that when SR is
located at ¢gg as shown in Fig. 3, we can obtain the average
worst-case secrecy rate. However, with a fixed point sz, we
can compute dgg = max ; dweD, {dss} and then, obtain a lower
bound of RLE[n sts, dys| [n]) regardless of a location of SR,
ie., RE[n ](dss,dus[ ]) < R¥[n](dss, dys[n]). Similarly, we
can obtain an upper bound of R¥[n] (dASE, &UE[n]) regardless
of a real location of Eve. As a result, the strict worst-case
objective function is derived as in (33).



APPENDIX B
PROOF OF LEMMA 2

We rewrite constraint (39) as

A.Ts r AIS 2
(39) & [Ays} {Ays ~@s =0
Ja(€sn + (Axs, Ays,0), cy[n]) > as[n], (54b)

which is equivalent to the following constraints:

(54a)

A.’L‘s r AJ?S 2
[Ays} |:Ay5:| - QS S 07 (553)
(62) < [AzﬂT[Axﬂ__QFMM]iﬂT{AIﬂ
Ays Ays yuln] — Js Ays
+ fa(€sr, cy[n]) — asn] > 0. (55b)
We first introduce 6s[n] such that
fd(ésﬁ, Cu[n]) — Oés[n] + 95[n} Z O7 V’I’L S N, (56)

By using the first-order approximation, we next transform (56)
into the convex constraint as

15 (eofnl|ess, ¢’ n]) — as[n] + s[n] > 0, Yn € N, (57)

and applying S-procedure [31], [39] to (55), there exists

ps[n] >0, Vn e N, (58)
such that
. qu[n] — Zi?s
! (yv[n] - ﬁS)
((zo[n] = 2s)  (y[n] —3s)) Os[n]
<MMB_%4~ (59)

Although (59) is still intractable, we can apply Schur’s com-
plement [41] to transform (59) into the convex constraint as

1 0 Ty [’Il] - Z%S
0 1 yuln] — Js
ry[n] — s yu[n] — Us Os[n]
10 0
<psfn] [0 10 |, (60)
0 0 —Q3
which is equivalent to
pln] +1 0 Is — xy[n]
Ss[n] £ 0 ps[n] +1 Js — yuln] = 0.
s —auln]  gs —yln] —QFus[n] — bs[n]
(61)

We can observe that constraints (57), (58) and (61) are convex,
and thus, the proof is completed.

APPENDIX C
PROOF OF LEMMA 3, 4

Constraint (43) can be rewritten as

Az r Ax
(43) bﬂ bﬂ@ga (€2
fd(éE + (AxE; AyEa O)a CU[n]) S (053] [TL] ) (62b)

which is equivalent to the following constraints:

ALL’E r A.’L’E 2
(62) < FﬂTﬁﬂ_2PM_ﬂTﬁﬂ
Aye Ayg yul[n] — G Aye
+ fa(€g, cy[n]) — ag[n] < 0. (63b)
By introducing 6g[n] such that
fd(éEv Cu[n]) — aE[n] < QE[TL], Vn € ./\/, (64)

and applying S-procedure [31], [39] to (63), there exists

pe[n] >0, Vn e N, (65)
such that
i‘E - I‘U[Tl]
! (QE - yU[n])
((#e — zo[n]) (% — w(n])) Ox[n)
= pe[n] B _22%} : (66)

Although (66) is still intractable, we can apply Schur’s com-
plement [41] to transform (66) into the convex constraint as

0 1 e — yu[n]
Tg —xy[n] e — yu[n] O [n]
10 0
el (010 |, (6D
0 0 —QF
which is equivalent to
pe[n] — 1 0 xy[n] — Zx
Sg[n] = 0 peln] =1 yoln] = Ge = 0.
ayln] — e yoln] —Ge  —Qfpeln] — bkn]
(68)

It is true that constraints (64), (65) and (68) are convex, and
thus, the proof is completed.
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