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Performance Enhancement for Multi-hop
Harvest-to-Transmit WSNs With Path-Selection
Methods in Presence of Eavesdroppers and
Hardware Noises
Tran Dinh Hieu, Tran Trung Duy Member, IEEE Byung-Seo Kim Senior Member, IEEE

Abstract—Energy-harvesting-based physical layer security
(PLS) has become a promising technique, as it not only secures
information from eavesdropping without upper layer data encryption, but it also improves the energy efficiency of wireless
networks. However, it imposes new challenges, as adversary
parties can overhear the transmission of confidential information
between the source and destination via a relay. Therefore, the
transmit power of the signals must be large enough for energy
harvesting, but it must also be small enough to avoid eavesdropping. This is even more challenging with multi-hop multi-path
wireless networks. Motivated by these observations, this paper
proposes three innovative protocols, namely, the shortest path
selection (SPS) protocol, random path selection (RPS) protocol,
and best path selection (BPS) protocol. These will enhance the
security of multi-hop multi-path randomize-and-forward (RF)
cooperative wireless sensor networks (WSNs) under the presence
of eavesdroppers and hardware impairment, wherein the source
node and relay nodes are capable of harvesting energy from
beacon for data transmission. Furthermore, we derive exact
closed-form expressions and the asymptotic outage probability
for each protocol under multiple eavesdropping attacks. The
simulation results validate the theoretical results.
Index Terms—Energy harvesting, power beacon, wireless sensor networks, physical-layer security, randomize-and-forward
(RF), multi-hop multi-path networks, path selection, hardware
impairments, outage probability.

I. I NTRODUCTION
In the past two decades, wireless sensor networks (WSNs)
are one of the most promising emerging technologies and they
are widely utilized in many areas such as military, agriculture
and industrial applications. A survey on different attributes
and applications of WSNs is given in [1]. More specifically,
the authors gave a comprehensive description of numerous
applications of WSNs in urban environments, i.e., power
system monitoring, temperature monitoring, traffic monitoring,
gas monitoring, underground monitoring, tsunami detection,
healthcare applications, transportation applications, ... Moreover, they listed all the papers related to each application and
included many examples that sufficiently fit the scenario.
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Since it is usually very difficult to replace or recharge batteries and even be prohibitive, i.e., in the battlefield environments.
Therefore, a lot of researches for energy efficiency and energy
harvesting in WSNs are developed [2]–[4]. In [2], Akhtar et al.
surveyed all the potential renewable energy sources (i.e., solar,
vibration, heat, wind, ...) along with their characteristics and
applications in WSNs. Besides that, this study also discussed
about techniques used for scavenging, storage method, and
deployment architecture. A stability-aware geographic routing
for reliable data transmissions in energy-harvesting wireless
sensor networks (EH-WSNs) to provide a reliable routes
selection method and potentially achieve an unlimited network
lifetime are proposed in [3]. Specifically, to investigate the
network performance, the authors considered not only residual
energy and harvested energy but also estimated packet reception rate of wireless link and location information to select
routing paths from a source node to a sink node. Based on
Hilbert Space Filling Curve, Ghafoor et al. [4] proposed a
novel approach for mobile sink trajectory in WSNs in which
the curve order changed according to node density.
Besides energy harvesting (EH) from solar, piezoelectric
shoe inserts, small vibration microwave ovens, thermoelectricity, and acoustic noise, radio frequency (RF) EH has recently
emerged as a promising technique due to its capability of
carrying both information and energy simultaneously [5]–
[9]. Moreover, the RF EH technique can improve the network performance by providing a perpetual energy supply for
energy-constrained devices, such as wireless sensors. However,
it is difficult for practical circuits to harvest and decode
the information from the same signals. To make theoretical
progress, the authors in [10]–[12] proposed some practical
receiver designs for simultaneous wireless information and
power transfer (SWIPT). For EH wireless sensor networks
(WSNs), cooperative communication protocols [13] can be
used efficiently to reduce error rates, to extend coverage
and to prolong the network lifetime. In particular, in [14],
a cooperative clustered WSNs was proposed, where the relay
nodes harvest energy from the ambient RF signals to forward
the source data to the intended destinations. The authors
in [15] designed a cooperative cognitive protocol to solve
the power and spectrum issues in WSNs. Meanwhile, the
published work [16] proposed a novel cooperative SWIPT
scheme to maximize energy efficiency for wirelessly powered
sensor networks.

To improve the system performances of energy-constrained
networks further, multi-hop relay methods were also proposed
and analyzed in [17]–[20]. The authors in [17] evaluated
the performance of the EH-based multi-hop networks using amplify-and-forward (AF) and decode-and-forward (DF)
techniques. In [18], a virtual multiple-input multiple-output
(MIMO) model for multi-hop, multi-path networks were considered, where all the nodes rely on EH for data transmission.
Different from [17] and [18], the EH nodes in [19] harvest
energy from both the data transmission and the energy links
from nearby routers to compensate for the energy shortage.
In [20], a cooperative multi-hop scenario in which intermediate relays are capable of harvesting energy from co-channel
interferences to forward the data was proposed. In [21] and
[22], the authors analyzed the system performance of underlay
multi-hop cognitive radio (CR) networks, where secondary
users harvest energy from a beacon [21] or from a primary
transmitter [22].
Due to the broadcast nature of wireless channels, the
unauthorized parties can overhear the confidential information
transmitted by the authorized nodes, and hence security has
become a critical issue for wireless communication systems.
However, with numerous sensor nodes in the networks, the
deployment of cryptographic methods can be too complex and
costly. Recently, physical-layer security (PLS) [23], [24] has
emerged as a promising technique to enable the security of
data transmission. Again, cooperative relay protocols can be
used efficiently to enhance the secrecy performance of the
secured communication. In [25] and [26], the authors proposed
relay selection strategies to improve the secrecy performance
at the cooperative phase (second phase). In [27], both DF and
AF protocols were studied. Different from the DF technique,
the source and relay nodes in the RF one would generate
random codebooks to prevent eavesdroppers from combining
the overheard data using maximal ratio combining (MRC). In
[28] and [29], multiple eavesdropper models were proposed,
where eavesdroppers can share their received data together
to decode the overheard information. The authors in [30]
proposed a joint relay and destination selection scheme to
enhance the secrecy performances in the presence of active
eavesdroppers.
More recently, the published works [31]–[35] were concerned with secured communication in various EH wireless
networks. In particular, the authors in [31] solved the optimal
problem of maximizing aggregate harvested power among all
users while satisfying the secrecy rate requirement. Moreover,
this paper also used the power splitting (PS) method to prevent
eavesdroppers from retrieving information from an orthogonal
frequency division multiplexing access (OFDMA) system. In
[32], secure transmission in the SWIPT system where a source
node transmits the information to a full-duplex destination in
the presence of a passive eavesdropper was investigated. The
authors in [33] proposed and evaluated the secrecy performances for CR SWIPT networks. In [34], wireless-powered
cooperative CR networks were investigated, where secondary
users are potential eavesdroppers. Lei et al. [35] studied the
secrecy outage performance of optimal and suboptimal antenna
selection schemes for MIMO underlay CR networks in which

a secondary transmitter is powered via the RF signals from
a primary source. In [36] and [37], researchers proposed
cooperative jamming methods using jammer nodes that harvest
energy to generate artificial noises for eavesdroppers.
All the above works have provided useful guidance regarding the performance of EH-based PLS to help system designers
make precise decisions. However, most only focus on dualhop relay networks. In energy-constrained WSNs, multi-hop
relay protocols can be used to lower power consumption
and extend coverage. Conventionally, direct transmission is
employed at each hop to forward the data to the next hop [38],
[39]. To improve the performance for multi-hop relay systems
over fading channels, the authors in [40] and [41] proposed
cooperative routing protocols in which intermediate relays on
the primary route can cooperate together to exploit spatial
diversity. In [42] and [43], path-selection based multi-hop DF
protocols were proposed and analyzed, where the best path
between the source and destination nodes is selected, following
a max-min selection criterion. Particularly, in [44], the authors
proposed a novel protocol to enhance the outage performance
of multi-hop multi-path EH cooperative CR networks in the
presence of the eavesdropper.
Until now, almost all published works have assumed that the
hardware transceivers of wireless devices are perfect. However,
physical transceivers of low-cost sensor nodes often suffer
from impairments due to phase noises, amplifier-amplitude
non-linearity and I/Q imbalance (IQI) [45]–[47]. The results
in [45]–[47] presented that the hardware imperfection significantly degrades the performance of wireless networks. In
[48], the authors investigated the effects of IQI on the secrecy
rate of OFDMA systems. Meanwhile, the published work
[49] evaluated the probability of a non-zero secrecy capacity
for multi-hop relay networks in the presence of hardware
noises over Nakagami-m fading channels. In [50] and [51],
the authors proposed EH-based relay methods to compensate
for the impact of hardware impairments.
In this paper, we consider multi-path, multi-hop WSNs
in the presence of active eavesdroppers, where the source
and intermediate relay nodes harvest energy from a beacon
to forward data to a destination. The main motivation and
contributions of this paper can be summarized as follows:
•

•

•

We propose path-selection methods such as random path
selection (RPS), shortest path selection (SPS), and best
path selection (BPS). In RPS, the source selects randomly
a path to communicate with the destination. In SPS,
the path with the lowest number of hops is chosen.
Next, to obtain the optimal outage performance, the BPS
method selects the path that provides the highest end-toend channel capacity.
We consider a practical WSN application, where all
hardware transceivers suffer from impairments.
The RF technique is employed by the source and relay
nodes to prevent the eavesdroppers from combining the
source data received over multiple hops. Moreover, these
authorized transmitters can adjust their transmit power to
reduce the channel capacity obtained on the eavesdropping links.

Both non-colluding and colluding eavesdropping scenarios are considered in this paper.
• We derive closed-form expressions of outage probability (OP) over a Rayleigh fading channel. Monte Carlo
simulations are then presented to verify our derivations.
The paper is organized as follows. Section II describes the
system model used in this paper. The performance evaluation
is shown in Section III. The simulation results are shown in
Section IV. Finally, the paper is concluded in Section V.
•

particularly, in the (j + 1)th time slot, the node Ru,j transmits
the source data s to the node Ru,j+1 , where j = 0, 1, 2, ..., Lu .
Moreover, we note that Ru,0 ≡ S and Ru,Lu +1 ≡ D for all u.
In the presence of hardware impairments, the received signal
of the transmission Ru,j → Ru,j+1 and Ru,j → Ek can be
expressed, respectively, as
q
yRu,j Ru,j+1 = PRu,j hRu,j Ru,j+1 (s + ηRu,j Ru,j+1 )

yRu,j Ek

II. S YSTEM MODEL

+ µRu,j Ru,j+1 + νRu,j Ru,j+1 ,
q
= PRu,j hRu,j Ek (s + ηRu,j Ek ) + µRu,j Ek
+ νRu,j Ek ,
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where PRu,j denotes the transmit power of the transmitter
Ru,j , hXY is the channel coefficient of the X → Y link,
where X, Y ∈ {Ru,j , Ru,j+1 ,Ek }, ηXY and µXY denote
noises caused by the hardware impairments at the transmitter
X and the receiver Y, respectively, and νXY are additive
white Gaussian noises (AWGNs) modeled as Gaussian random
variables (RVs) with zero mean and variance N0 .
2
Let us denote γXY = |hXY | as the channel gain. Assume
that the channels are Rayleigh fading; the channel gain γXY
is an exponential RV, whose cumulative distribution function
(CDF) and probability density function (PDF) are given,
respectively as
FγXY (x) = 1 − exp (−λXY x) ,

Ek
k = 1, 2, ..., K
Fig. 1: System model of harvest-to-transmit multi-hop networks in presence of eavesdroppers.
In Fig. 1, we present a system model of the proposed
protocol, in which the source S communicates with the destination D via the multi-hop fashion. Moreover, there are M
available paths between the source and the destination, and
one is selected to serve the source-destination communication.
Let us denote Lu as the number of relay nodes (denoted by
Ru,1 , Ru,2 , ..., Ru,Lu −1 and Ru,Lu ) on the uth path, where
u = 1, 2, ..., M and Lu ≥ 1. Moreover, there exist K active
eavesdroppers (i.e., E1 , E2 , ..., EK−1 and EK ) attempting
to overhear the data transmitted by the source and the relay
nodes. To prevent the eavesdroppers from combining the
received data with the MRC combiner, the RF strategy [27] is
employed at each hop on the selected path. Assume that all
the transmitters, including the source and relays, are energyconstrained devices; hence, they have to harvest the RF energy
from the beacon B deployed in the network. It is also assumed
that all of the terminals are low-cost sensor nodes that are
equipped with a single antenna and that operate in a halfduplex mode. As a result, the data transmission is realized by
time division multiple access (TDMA) over orthogonal time
slots.
Assume that the uth path is selected for the data transmission which is split into Lu + 1 orthogonal time slots. In

fγXY (x) = λXY exp (−λXY x) ,

(2)

where λXY is the parameter of γXY and defined as λXY =
1/E {γXY } and E {.} is an expected operator. To take path-loss
into account, λXY can be modeled as in [13]:
λXY = dβXY ,

(3)

where dXY is link distance between X and Y, and β
(2 ≤ β ≤ 6) is path-loss exponent.
Remark 1: Similar to [45]–[47], we can model the distortion noises ηXY and µXY , as circularly-symmetric complex
2
t
Gaussian distribution with zero-mean and variance (σXY
) PX ,
2
r
and (σXY ) PX γXY . In order to simplify the system model, it
is also assumed that all of the nodes have the same structure
so that the hardware impairment levels are the same, i.e.,
2
2
t
r
(σXY
) = σa2 , (σXY
) = σb2 . 1
Therefore, the instantaneous signal-to-noise ratio (SNR) of
the Ru,j → Ru,j+1 and Ru,j → Ek links can be written as
PRu,j γRu,j Ru,j+1
,
κPRu,j γRu,j Ru,j+1 + N0
PRu,j γRu,j Ek
=
,
κPRu,j γRu,j Ek + N0

ψRu,j Ru,j+1 =
ψRu,j Ek

(4)

where κ = σa2 + σb2 .
Let T denote the total block duration (or the end-to-end
delay constraint). Again, we consider the data transmission
at the (j + 1)th time slot on the uth path with duration of τu
(τu = T/ (Lu + 1)). In this time slot, the time switching-based
1 In practice, with knowledge of impairment transceiver levels, we should
select the transceivers with similar impairment levels, to optimize the system
performance (see, Corollary 3 [45]).

technique is used, i.e., the node Ru,j harvests the energy from
the beacon B during the time of ατu , where α (0 < α < 1)
is a designed parameter. Similar to [21], the energy harvested
by Ru,j can be given as
EHRu,j = ηατu P γBRu,j .

(5)

where 0 < η < 1 is the energy conversion efficiency, P is the
transmit power of the power beacon B, and γBRu,j is channel
gain of the B → Ru,j link. Also, we assume that the channel
between B and γBRu,j is Rayleigh fading, and the CDF and
PDF of γBRu,j can be obtained as in (2).
The remaining time (1 − α) τu is used for transmitting the
data. As a result, the transmit power of Ru,j obtained from
the energy harvesting is calculated by
PRmax
≤
u,j

EHRu,j ∆
= ZBRu,j ,
(1 − α) τu

(6)

where ZBRu,j = χP γBRu,j with χ = ηα/ (1 − α).
Remark 2: The frequency bands used for the data transmission and the energy harvesting are different, in order to avoid
the interference. Moreover, at each time slot, all the nodes
(i.e., Ru,j ) spend the same time (ατu ) to harvest energy, and
then use it to transmit the data.
Since the eavesdroppers are active, it is assumed that the
transmitter Ru,j can obtain the channel state information (CSI)
of the eavesdropping links (i.e., Ru,j → Ek ), and hence it can
adjust the transmit power to reduce the quality of these links.
Let us denote PREV
as the transmit power of Ru,j , which
u,j
is adjusted in accordance with the eavesdropping CSIs, the
channel capacity between Ru,j and Ek is calculated by
!
PREV
γ
u,j Ru,j Ek
CRu,j Ek = (1 − α) τu log2 1 +
. (7)
κPREV
γ
+ N0
u,j Ru,j Ek
If the eavesdroppers do not collude, the wiretap data rate at
the uth time slot is calculated by the channel capacity of the
best eavesdropper among all the existing ones (see [52]):

tot
CR
= max
CRu,j Ek
u,j Ek
k=1,2,...,K
!
PREV
ϕRu,j max
u,j
= (1 − α) τu log2 1 +
,
(8)
κPREV
ϕRu,j max + N0
u,j

From (6) and (10), the maximum transmit power of the
transmitter Ru,j is written as
(
ZBRu,j ;
 ifκ ≥ 1/ρu
(12)
PRmax
=
ρ
N
u
0
u,j
min ZBRu,j , ϕR max (1−κρu ) ; ifκ < 1/ρu
u,j

Therefore, the channel capacity of the Ru,j → Ru,j+1 link
can be expressed by
CRu,j ,Ru,j+1 =


 (1 − α) τu log2 1 +

 (1 − α) τu log2 1 +



∆1,u,j
κ∆1,u,j +N0  ; ifκ
∆2,u,j
κ∆2,u,j +N0 ; ifκ

ϕRu,j max =

max

k=1,2,...,K

γRu,j Ek .

(9)

Next, we define the outage probability (OP) which is the
probability that the data rate obtained at the intended receiver
is below a target rate (denoted by Cth ).
To avoid eavesdroppers from the successful decoding, we
tot
have the following condition: CR
≤ Cth or
u,j Ek
PREV
≤
u,j

ρu N0
, (κ < 1/ρu )
ϕRu,j max (1 − κρu )

(13)

∆1,u,j = ZBRu,j γRu,j Ru,j+1 ,


ρ u N0
∆2,u,j = min ZBRu,j ,
γRu,j Ru,j+1 . (14)
ϕRu,j max (1−κρu )
Then, the end-to-end channel capacity of the uth path is
computed by

Cue2e =
min
CRu,j ,Ru,j+1 =
j=1,2,...,Lu +1





∆1,u,j

min
;
(1 − α) τu log2 1+

j=1,2,...,Lu +1 κ∆1,u,j +N0



ifκ> 1/ρ
u

(15)



∆
2,u,j

;
(1 − α) τu log2 1+
min

κ∆
+N

2,u,j
0
j=1,2,...,Lu +1



ifκ ≤ 1/ρu
Now, we consider the case where the eavesdroppers collaborate to decode the data received at the uth time slot.
Similar to [28], [29], the total channel capacity obtained on
the eavesdropping links is formulated as


K
P
EV
PRu,j γRu,j Ek




k=1
tot
CR
1
+
=
(1
−
α)
τ
log


u
2
u,j Ek
K
P


EV
κ
PRu,j γRu,j Ek + N0
k=1
!
PREV
ϕ
Ru,j sum
u,j
= (1 − α) τu log2 1 +
,
(16)
κPREV
ϕRu,j sum + N0
u,j
where
ϕRu,j sum =

K
X

γRu,j ,Ek .

(17)

k=1

Similar to (12), the transmit power of Ru,j in this case can
be obtained by
(
ZBRu,j
 ifκ ≥ 1/ρu
 ;
PRmax
=
(18)
ρ u N0
u,j
min ZBRu,j , ϕR sum (1−κρu ) ; ifκ < 1/ρu
u,j

From (18), we write the channel capacity of the wth hop as
(10)

where
ρu = 2Cth /(1−α)τu − 1.

≤ 1/ρu

where

where


> 1/ρu

(11)

CRu,j ,Ru,j+1 =


 (1 − α) τu log2 1 +

 (1 − α) τu log2 1 +



∆1,u,j
κ∆1,u,j +N0  ; ifκ
∆3,u,j
κ∆3,u,j +N0 ; ifκ

> 1/ρu
≤ 1/ρu

(19)

where
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∆3,u,j = min ZBRu,j ,



ρ u N0
γRu,j Ru,j+1 . (20)
ϕRu,j sum (1−κρu )

Then, the end-to-end channel capacity of the uth path is
computed as follows

Cue2e =
min
CRu,j ,Ru,j+1 =
j=1,2,...,Lu +1





∆1,u,j

;
min
(1 − α) τu log2 1+

j=1,2,...,Lu +1 κ∆1,u,j +N0



ifκ ≥ρu

(21)



∆
3,u,j

(1 − α) τu log2 1+
min
;

κ∆
+N

3,u,j
0
j=1,2,...,Lu +1



ifκ < ρu
In the following, we introduce proposed path selection
methods:
In the first proposed protocol, namely, random path selection
(RPS), the source randomly selects one of the available paths
to transmit its data to the destination. In this protocol, the
end-to-end outage probability (OP) can be formulated as
OPRPS =

M

1 X
Pr Cue2e < Cth .
M u=1

A. The eavesdroppers do not cooperate
1) The SPS Protocol: The outage probability of the SPS
protocol is given as

OPSPS = Pr Cae2e < Cth






∆1,a,j

<
ρ
; ifκ ≥ 1/ρa
min
 Pr
a
κ∆1,a,j +N0
j=1,2,...,La +1 

=


∆2,a,j

min
 Pr
κ∆2,a,j +N0 < ρa ; ifκ < 1/ρa
j=1,2,...,La +1

=1−
(22)

where the factor 1/M indicates probability that the uth path
(u = 1, 2, ..., M ) is chosen for the communication.
Although the implementation of the RPS protocol is simple,
it may not provide high outage performance due to the random
selection. Because of the delay constraint, it is obvious that
reducing the number of hops on the selected path increases the
end-to-end data rate. Motivated by this, we propose the second
protocol named shortest path selection (SPS). In the SPS
method, the path having the lowest number of hops is selected.
Hence, the end-to-end OP of this protocol is expressed as

OPSPS = Pr Cae2e < Cth ,
(23)
where the ath path is the shortest one, i.e., a ∈ {1, 2, ..., M }
and La =
min (Lu ).
u=1,2,...,M

Remark 3: If more than one path has the same shortest
number of hops, the source randomly selects one of them for
forwarding the data. Therefore, the outage performance of the
RPS and SPS protocols are identical when all of the paths
have the same number of hops.
Finally, to optimize the system performance, we propose the
best path selection protocol (BPS) in which the chosen path
is the one providing the highest end-to-end channel capacity.
Mathematically speaking, we write

Cbe2e = max
Cue2e ,
(24)
n=1,2,...,M

where b ∈ {1, 2, ..., M }.
Similar to (23), OP of the BPS scheme is given as

OPBPS = Pr Cbe2e < Cth .

To provide further insight into the end-to-end transmission
for multi-hop multi-path relay networks formed by energyharvesting devices, we analyze specifically the OP performance of the SPS, RPS, and BPS in the multi-hop RF
cooperative system with M parallel cooperative paths between
the source and destination. From (23), (24), (25) we can see
that the OP of the RPS and BPS can be easily obtained from
the OP of the SPS. Therefore, we will analyze the OP of the
SPS first.

(25)

LY
a +1

(1 − OPj,a ),

(26)

j=1

where OPj,a is the outage probability at the jth hop on the
shortest path, expressed by



∆1,a,j
 Pr
<
ρ
; ifκ ≥ 1/ρa
a

 κ∆1,a,j +N0
(27)
OPj,a =
∆
2,a,j
 Pr
κ∆2,a,j +N0 < ρa ; ifκ < 1/ρa
Lemma 1: Exact closed-form expression of OPj,a can be
given as in (28), where K1 (.) is modified Bessel function of
the second kind [53, eq. (8.432.6)]:
OPj,a =

1; 




 ifκ ≥ 1/ρa
2Φ1,a,j Θ1,a,j +
K
 ; ifκ < 1/ρa
1− P

k k

2
(−1) CK
Φ2,a,j Θ2,a,j


(28)

k=1

where
s
Φ1,a,j =

λRa,j Ra,j+1 ΩBRa,j ρa N0
,
(1 − κρa )

Φ2,a,j = λRa,j Ra,j+1 N0
s
×

ΩBRa,j

,
kΩRa,j Ek (1 − κρa ) + ρa N0 λRa,j Ra,j+1 (1 − κρa )
s
!
ΩBRa,j ρa N0 λRa,j Ra,j+1
Θ1,a,j = K1 2
,
1 − κρa
s

!
ΩBRa,j
kΩRa,j Ek (1 − κρa )
Θ2,a,j = K1 2
. (29)
1 − κρa +ρa N0 λRa,j Ra,j+1
2

Proof 1: See Appendix A.

Substituting (28) into (26), we can obtain OPSPS as follows:

1; ifκ ≥ 
1/ρa





2Φ1,a,j Θ1,a,j +
 LQ
a +1
K
 P
; (30)
OPSPS = 1−
k k
2
(−1) CK
Φ2,a,j Θ2,a,j

j=1


k=1


ifκ < 1/ρa
Due to the significant influence of transmit power of the
beacon to the harvested energy at source and relay nodes, we
give out the following corollary to definitely show the impact
of P on the outage performance.
Corollary 1: At high transmit power of the beacon, i.e.,
P → +∞, the asymptotic OP of the SPS protocol can be
obtained as
P →+∞

OPSPS ≈

1;
ifκ ≥ 1/ρ


a


LQ
K
a +1
P
Φ
k+1
3,a,j
k
1−
1−
CK
(−1)
Φ3,a,j +kΘ3,a,j ;

j=1
k=1


ifκ < 1/ρa

(31)

B. The eavesdroppers cooperate to decode the data overhead
1) The SPS Protocol: Similar to (26), the outage probability
of the SPS protocol on the selected path a is given as
OPSPS = 1 −

LY
a +1

(1 − OPj,a ),

(36)

j=1

where OPj,a can be written by



∆1,a,j
 Pr
<
ρ
; ifκ ≥ 1/ρa
a
 κ∆1,a,j +N0

OPj,a =
∆
3,a,j
 Pr
κ∆3,a,j +N0 < ρa ; ifκ < 1/ρa

(37)

Lemma 2: Exact closed-form expression of OPj,a can be
formulated as
OPj,a =

1; 
 ifκ ≥ 1/ρa
K−1
P
Φ4,a,j Θ4,a,j ; ifκ < 1/ρa
1− 2Φ1,a,j Θ1,a,j −2
k=0

(38)

where
where
Φ3,a,j = λRa,j Ra,j+1 ρa N0 ,
Θ3,a,j = ΩRa,j Ek (1 − κρa ).

(32)

Proof 2: See Appendix B.
2) The RPS Protocol: Using the result obtained from (30),
we can calculate the outage probability Pr Cue2e < Cth by

Pr Cue2e < Cth =

1;
ifκ ≥ 1/ρ



u


2Φ
Θ
+

1,u,j
1,u,j
LQ
u +1
K
 P
;
1−
(33)
k k
2
Φ2,u,j Θ2,u,j
(−1) CK

j=1


k=1


ifκ < 1/ρu
Substituting (33) into in (22), we obtain an closed-form
expression of outage probability for the RPS protocol.
Moreover, similar to (31), we have
 P →+∞
≈
Pr Cue2e < Cth

1;
ifκ ≥ 1/ρu




LQ
K
u +1
P
Φ
k+1
3,u,j
k
1−
1−
CK
(−1)
(34)
Φ3,u,j +kΘ3,u,j ;

j=1
k=1


ifκ < 1/ρu
Combining (22) and (34), we obtain an asymptotic OP of
the RPS protocol at high P region.
3) The BPS Protocol: The end-to-end outage probability of
the BPS protocol can be computed exactly as



OPBPS = Pr
max
Cue2e < Cth
u=1,2,...,M

=

M
Y

Pr Cue2e < Cth .


(35)

u=1

Therefore, substituting (33) and (34) into (35), we can obtain exact and asymptotic closed-form expressions of OPBPS .

Φ4,a,j =
"
×

k
λRa,j Ra,j+1 ρa N0 
ΩRu,j Ek (1 − κρa )
k!
ΩBRu,j

# k+1
2
,

2

ΩRa,j Ek (1 − κρa ) + ρa N0 λRa,j Ra,j+1 (1 − κρa )

Θ4,a,j =
s
K−k−1 2

ΩBRa,j ρa N0 λRa,j Ra,j+1
ΩBRa,j ΩRa,j Ek +
1 − κρa

!
.
(39)

Proof 3: See Appendix C.
Substituting (38) into (36), we can obtain OPSPS as follows:

ifκ ≥ 1/ρa

 1; L +1 

K−1
a
Q
P
1−
2Φ1,a,j Θ1,a,j − 2
Φ4,a,j Θ4,a,j ;
OPSPS =

j=1
k=0


ifκ < 1/ρa
(40)
Corollary 2: At high transmit P values, the asymptotic OP
of the SPS protocol can be obtained as
OPSPS

 1;
 1−

P →+∞

≈

LQ
a +1
j=1


1−

K−1
P

 ifκ ≥ 1/ρa
Φ5,a,j Θ5,a,j ; if κ < 1/ρa

(41)

k=0

where

k
Φ5,a,j = λRa,j Ra,j+1 ρa N0 ΩRa,j Ek (1 − κρa ) ,
k+1

1
. (42)
Θ5,a,j =
ΩRa,j Ek (1 − κρa )+λRa,j Ra,j+1 ρa N0
Proof 4: See Appendix D.

 P →+∞
≈
Pr Cue2e < Cth

 1;

 ifκ ≥ 1/ρu
LQ
K−1
u +1
P
1−
Φ5,a,j Θ5,a,j ; if κ < 1/ρu
 1−
j=1

10 0

Outage probability (OP)

2) The RPS Protocol: From (40) and (41), the exact and
asymptotic closed-form expressions of Pr Cue2e < Cth can
be given, respectively by

Pr Cue2e < Cth =

1;
ifκ ≥ 1/ρu




LQ
K−1
u +1
P
Φ4,u,j Θ4,u,j ; (43)
1−
2Φ1,u,j Θ1,u,j − 2

j=1
k=0


ifκ < 1/ρu

10 -1

RPS - Sim
RPS - Exact
RPS - Asym
SPS - Sim
SPS - Exact
SPS - Asym
BPS - Sim
BPS - Exact
BPS - Asym

10 -2

10 -3

(44)

k=0

10 -4
-5

Combining (22), (43) and (44), we obtain the exact and
asymptotic closed-form expressions of outage probability for
the RPS protocol.
3) The BPS Protocol: In this protocol, by substituting (43)
and (44) into (35), the exact and asymptotic closed-form
expressions of OPBPS can be obtained.
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In this section, we provide Monte-Carlo simulations to
verify the theoretical derivations. The simulation results are
obtained by using MATrix LABoratory (MATLAB R2016a).
To obtain the end-to-end outage probability for the proposed
protocols, we perform 106 independent trials and in each trial,
we create Rayleigh channel coefficients for all of the links. In
the simulation environment, we consider a two-dimensional
plane in which the coordinates of the source, the relays,
the
the beacon and the eavesdroppers are (0,0),

 destination,
j
Lk +1 , 0 , (1,0), (xB , yB ), and (xE , yE ), respectively. The
path-loss exponent β and the variance of noise equal to 3 and
1, respectively. In all simulations, we present the simulation
results, the exactly theoretical results, and the asymptotically
theoretical results by markers, solid lines, and dash lines,
respectively.
In Fig. 2, we investigate the impact of the transmit power
of beacon P (dB) on the value of OP in the case that the
eavesdroppers do not cooperate and cooperate together by
setting L = [2, 3, 4], R = 0.5, κ = 0.1, K = 2, (xB , yB ) =
(0.5, 0.1) , (xE , yE ) = (0.5, 1) , η = 0.1, α = 0.1. As shown,
there is a good agreement between the theoritical and the
simulation results. It is observed that, when P (dB) is small,
i.e., P (dB) equal -5dB, OP approaches 1 and when the value
of P (dB) increases, OP values decrease. This means that
increasing the transmit P can enhance the physical layer security against eavesdropping attacks. Furthermore, comparing
the SPS, the RPS, and the BPS protocols, Fig. 2 illustrates
that the outage probability value of the BPS protocol is always
lower than that of the RPS protocol which further outperforms
the SPS protocol. In other words, the BPS protocol achieves
the best outage probability performance, further confirming
the advantage of proposed best path selection over shortest
path selection and random path selection. Moreover, the outage
performance of three protocols converges to a positive constant

Outage probability (OP)

IV. S IMULATION RESULTS
10 -1

RPS - Sim
RPS - Exact
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Fig. 2: Outage probability as a function of the transmit power
P in dB in the case (a) eavesdroppers do not cooperate and
(b) eavesdroppers cooperate together when L = [2, 3, 4], R =
0.5, κ = 0.1, K = 2, (xB , yB ) = (0.5, 0.1) , (xE , yE ) =
(0.5, 1) , η = 0.1, α = 0.1.

at high transmit P . Therefore, we can conclude that the system
obtains the zero-diversity order.
Fig. 3 presents OP as a function of the level of impairments
κ at two different transmit power of beacon P , i.e., P = 5
dB and P = 10 dB, in the case that the eavesdroppers do
not cooperate, and eavesdroppers cooperate. The following
parameters are employed: L = [2, 3, 4], R = 0.5, K = 2,
(xB , yB ) = (0.5, 0.1) , (xE , yE ) = (0.5, 1) , η = 0.1, α =
0.1. It can be observed from this figure that the OP value of
BPS, RPS, and SPS protocols increases with the increasing
of κ. When the level of impairments less than 0.3, the BPS
protocol still outperforms RPS and SPS. However, the OP
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Fig. 3: Outage probability as a function of the level of
impairments κ in the case (a) eavesdroppers do not cooperate
and (b) eavesdroppers cooperate together when L = [2, 3, 4],
R = 0.5, K = 2, (xB , yB ) = (0.5, 0.1) , (xE , yE ) = (0.5, 1) ,
η = 0.1, α = 0.1.

Fig. 4: Outage probability as a function of xB in the case
(a) eavesdroppers do not cooperate and (b) eavesdroppers
cooperate together when L = [2, 3, 4], R = 0.5, κ = 0.1,
K = 2, (xB , yB ) = (0.5, 0.1) , (xE , yE ) = (0.5, 1) , η =
0.1, α = 0.1.

of BPS and SPS rises to the same value at high level of
impairments, i.e., κ ≥ 0.3. Moreover, the OP of all protocols
converges toward 1 at high κ regions, i.e., κ ≥ 0.45, which
agree with the results in the previous section. Figures also
shows that the BPS protocol is more robust to hardware
impairment compared with RPS and SPS, thus, it can operate
better with device has poor hardware quality.
In Fig. 4, the outage probability is plotted as a function
of xB in the case that the eavesdroppers do not cooperate
and cooperate together, when L = [2, 3, 4], R = 0.5, κ =
0.1, K = 2, (xB , yB ) = (0.5, 0.1) , (xE , yE ) = (0.5, 1) ,
η = 0.1, α = 0.1. It is clearly observed that the outage

performance of the propose protocols increases to optimal
value with increasing xB value is about 0.35 and after that, it
decreases. From this figure, we can determine the position of
beacon where the OP reach the optimal value. For example,
the OP of BPS and SPS is minimized when xB is about 0.35
or 0.4, the OP of RPS is minimized when is about 0.3 or 0.35.
In Fig. 5, we investigate the impact of yE on the OP in the
case that the eavesdroppers do not cooperate and cooperate
together, respectively, when L = [2, 3, 4], R = 0.5, κ = 0.1,
K = 2, (xB , yB ) = (0.5, 0.1) , xE = 0.5, η = 0.1, α = 0.1.
and xB is set at optimal value 0.35. As shown in Fig. 5a and
Fig. 5b, the outage performance increases when the eaves-
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Fig. 5: Outage probability as a function of yE in the case
(a) eavesdroppers do not cooperate and (b) eavesdroppers
cooperate together when L = [2, 3, 4], R = 0.5, κ = 0.1,
K = 2, (xB , yB ) = (0.5, 0.1) , xE = 0.5, η = 0.1, α = 0.1.

droppers move far away from the data route. Consequently,
OP get the worst results at yE = 0 since distance between the
eavesdroppers and the source S or the relays Ru,j is shortest.
In Fig. 6, the OP is depicted as a function of energy
harvesting ratio α in the case that the eavesdroppers do
not cooperate and cooperate together. Herein, the energy
harvesting ratio α plays a key role in the energy harvesting
process since it affects not only the received power at the
best relay path but also the transmit power of the source
and the relay nodes, which agree with the results in (6). It
can be seen from these figures that there exists an optimal
value of α at which the OP is minimized. It can be explained
as follows, the higher value of α is, more energy can be
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0.8
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Energy harvesting ratio ( α)

(b) Eavesdroppers cooperate

Fig. 6: Outage probability as a function of energy harvesting
ratio α in the case (a) eavesdroppers do not cooperate and
(b) eavesdroppers cooperate together when L = [2, 3, 4], R =
0.5, κ = 0.1, K = 2, (xB , yB ) = (0.5, 0.1) , (xE , yE ) =
(0.5, 1) , η = 0.1, α = 0.1.

harvested from beacon. Consequently, the higher energy that
the relay nodes can be used for forwarding the information
from the source to the destination. However, the higher value
of α is, the less effective communication time, (1 − α) τu ,
between the source to the relay or the relay to the relay is.
Therefore, when α reaches optimal value, we can obtain the
best outage performance. For example, as observed from Fig.
6b, the optimal value of α of BPS equals to 0.16 in the case
that the eavesdroppers cooperate to decode the signals.

Using the CDF of the exponential RV given in (2), we obtain

FZBRa,j (x) = 1 − exp −ΩBRa,j x .
(A.4)

V. C ONCLUSIONS
In this paper, we proposed three novel path selection methods, namely, SPS protocol, RPS protocol, and BPS protocol
to investigate the impact of EH and hardware impairments on
the outage performance of multi-hop multi-path cooperative
WSNs. Moreover, we derive exactly and asymptotically the
outage probabilities of three proposed protocols under the
presence of one beacon, multiple eavesdropping attacks, and
over i.i.d. Rayleigh block fading, where the source S and
relaying nodes can harvest the RF signals from the beacon.
The simulation results verified that the employment of BPS
together with multi-hop multi-path schemes can enhance significantly the secure performance of the considered EH and
hardware impairment system. In particular, BPS is more robust
to hardware impairment than RPS and SPS; thus, it can operate
better with device that have a poor hardware quality. Finally,
the performance can be improved by placing the beacon at the
appropriate position and choosing a suitable energy-harvesting
ratio α.

where
λBRa,j
.
(A.5)
χP
Using integral table [53, eq. (1.111)], the CDF of RV
ϕRa,j max (1−κρa )
is obtained as
ρa N0
ΩBRa,j =

F ϕRa,j max (1−κρa ) (y)
ρ N
a 0



γRa,j Ek (1 − κρa )
= Pr
max
<y
k=1,2,...K
ρa N0
K

K
= 1 − exp −ΩRa,j Ek y
= F γRa,j Ek (1−κρa ) (y)
ρa N0

=1+


k
k
CK
(−1) exp −kΩRa,j Ek y .

where
k
CK
=
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Foundation of Korea (NRF) grant funded by the Korea government (no. 2018R1A2B6002399) and in part by Basic Science
Research Program through the National Research Foundation of Korea (NRF) funded by the Ministry of Education
(2015R1D1A1A01059186).

λRa,j Ek ρa No
K!
, ΩRa,j Ek =
.
k!(K − k)!
1 − κρa

Case 1 : κ ≥ 1/ρa .
We can present OPj,a by the following formula:


∆1,a,j
< ρa
OPj,a = Pr
κ∆1,a,j + N0
= Pr (∆1,a,j (1 − κρa ) < ρa N0 )

(A.7)

Combining (A.4)-(A.6), yields

FX (x) = 1 − exp −ΩBRa,j x


K
X
kΩRa,j Ek
k
k
−
CK (−1) exp −ΩBRa,j x −
.
x

(A.8)

k=1

Substituting
(A.8)
and
fγRa,j Ra,j+1 (y)

λRa,j Ra,j+1 exp −λRa,j Ra,j+1 y into (A.2), we obtain
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(A.6)

k=1

ACKNOWLEDGMENTS

OPj,a = 1 − (I1 + I2 ) .

•

= 1.

K
X

=
(A.9)

where I1 and I2 can be expressed as in (A.10).
Using
integral
table
[53,
eq.
(3.324.1)],
q


R∞
√
β
β
exp − 4x − γx dx = γ K1 ( βγ), after calculating the
0

(A.1)

Case 2 : κ < 1/ρa .
Firstly, OPj,a can be formulated as


ρ a N0
OPj,a = Pr ∆2,a,j <
1 − κρa


ρa N0
= Pr X <
γRa,j Ra,j+1 (1 − κρa )


Z +∞
ρa N0
=
FX
fγRa,j Ra,j+1 (y) dy,
(A.2)
y(1 − κρa )
0


ρa N0
where X = min ZBRa,j , ϕR max
, FX (.) is the
(1−κρ
)
a
a,j
CDF of X, and fγRa,j ,Ra,j+1 (.) is the PDF of γRa,j ,Ra,j+1 .
To attain (A.2), the CDF FX (x) is required, we have




ρ a N0
FX (x) = Pr min ZBRa,j ,
<x
ϕRa,j max (1 − κρa )
 


1
= 1 − 1 − FZBRa,j (x) F ϕRa,j max (1−κρa )
.
(A.3)
x
ρa N0

integrals, I1 and I2 are easily calculated as in (A.11).
Substituting (A.11). into (A.9), we finish the proof.

•

A PPENDIX B: P ROOF OF C OROLLARY 1
We consider the outage performance at high transmit power
P , i.e., P → +∞. Indeed, at high P region, we can obtain
(B.1) from (12) as
(
ZBRa,j ;
ifκ ≥ 1/ρa
P
→+∞
≈
PRmax
(B.1)
ρa N0
a,j
;
ifκ < 1/ρa
ϕR
max (1−κρa )
a,j

Case 1 : κ ≥ 1/ρa .
Similar to (A.1), we easily obtain OPj,a = 1.
• Case 2 : κ < 1/ρa .
Using (B.1) and (A.2) to calculate the outage probability
at the jth hop on the shortest path, we obtain the following
result:


P →+∞
ρa
OPj,a ≈ Pr X <
γRa,j Ra,j+1 (1 − κρa )


Z +∞
P →+∞
ρ a N0
≈
FX
fγRa,j Ra,j+1 (y) dy, (B.2)
y(1 − κρa )
0
•

 Ω


R +∞
BRa,j ρa N0
I1 = λRa,j Ra,j+1 0 exp − y(1−κρ
exp −λRa,j Ra,j+1 y dy,
a)
 Ω

  kΩ
 
K
R +∞
P
BRa,j ρa N0
Ra,j Ek (1−κρa )
k
k
I2 =
CK
(−1) λRa,j Ra,j+1 0 exp − y(1−κρ
exp
−
+
λ
y dy.
R
R
a,j
a,j+1
)
ρ
N
a
a 0

(A.10)

k=1

s
I1 =2
I2 =2

λRa,j Ra,j+1 ΩBRa,j ρa N0
K1
1 − κρa

K
X

s
2

ΩBRa,j ρa N0 λRa,j Ra,j+1
1 − κρa

s

s
× K1

2

ΩBRa,j
(1 − κρa )

2

kΩRa,j Ek (1 − κρa ) + ρa N0 λRa,j Ra,j+1 (1 − κρa )
!

kΩRa,j Ek (1 − κρa ) + ρa N0 λRa,j Ra,j+1
.

where
X=

ρ a N0
.
ϕRa,j max (1 − κρa )

(B.3)

Similar to (A.8), we have


ρ a N0
FX (x) = Pr
<x
ϕRa,j max (1 − κρa )


ϕRa,j max (1 − κρa )
1
= 1 − Pr
<
ρ a N0
x
 
1
= 1 − FϕRa,j max (1−κρa )/(ρa N0 )
x
!
K
X

k
k
=1− 1+
CK (−1) exp −kΩRa,j Ek /x
k=1

=

K
X

k+1

k
CK
(−1)


exp −kΩRa,j Ek /x .

(B.4)

(A.11)

Similar to (A.3), we have
 


1
FY (x) = 1− 1−FZBRa,j (x) F ϕRa,j sum (1−κρa )
. (C.3)
x
ρa N0
Moreover, the CDF of the summation of the exponential
RVs can be obtained by
F ϕRa,j sum (1−κρa ) (y)
ρa N0

=1−

K−1
X
k=0

k


(ΩRa,j Ek y)
exp −ΩRa,j Ek y .
k!

(C.4)

Combining (A.4), (C.3) and (C.4), yields

FY (x) = 1 − exp −ΩBRa,j x



K−1
X ΩRa,j Ek k
ΩRa,j Ek
exp
−Ω
x
−
+
. (C.5)
BRa,j
xk k!
x
k=0

Substituting (C.5) and fγRa,j Ra,j+1 (y) into (C.1), we obtain

k=1

substituting (B.4) and fγRa,j Ra,j+1 (y)
=

λRa,j Ra,j+1 exp −λRa,j Ra,j+1 y into (B.2), we can easily
obtain OPj,a as in (B.5) at the top of next page.
Finally, by combining OPj,a = 1 when κ ≥ 1/ρa , (B.5)
and (26), the proof of Corollary 1 is concluded.
By

OPj,a = 1 − (I1 − I3 ) ,

A PPENDIX D: P ROOF OF C OROLLARY 2

Case 1 : κ ≥ 1/ρu .
Similar to (A.1) ,we easily obtain OPj,a = 1.
• Case 2 : κ < 1/ρu .
Firstly, OPj,a of the jth hop can be rewritten by


ρ a N0
OPj,a = Pr ∆3,a,j <
1 − κρa


Z +∞
ρ a N0
=
FY
fγRa,j Ra,j+1 (y) dy,
y(1 − κρa )
0

At high P region, we can obtain (D.1) from (18) as
(
ZBRa,j ;
if κ ≥ 1/ρa
max P →+∞
(D.1)
PRa,j ≈
ρa N0
;
ϕR sum (1−κρa ) if κ < 1/ρa

•

a,j

(C.1)


.

Case 1 : κ ≥ 1/ρu .
Similarly, we have OPj,a = 1.
• Case 2 : κ < 1/ρu .
In this case, we obtain the following result:


P →+∞
ρa
OPj,a ≈ Pr Y <
γRa,j Ra,j+1 (1 − κρa )


Z +∞
P →+∞
ρa N0
≈
FY
fγRa,j Ra,j+1 (y) dy, (D.2)
y(1 − κρa )
0
•

where
ρ a N0
ϕRa,j sum (1 − κρa )

(C.6)

where I3 can be expressed as in (C.7).
Similar to (A.11), after some algebraic manipulations, we
obtain (C.8). Finally, substituting (C.8) into (C.6), we finish
the proof.

A PPENDIX C: P ROOF OF L EMMA 2


Y = min ZBRa,j ,

,

ΩBRa,j

k
k
CK
(−1) λRa,j Ra,j+1 ρa N0

k=1

!

(C.2)

OPj,a

+∞

P →+∞

Z

P →+∞

K
X

≈

λRa,j Ra,j+1
0

≈

I3 =

k
CK
(−1)

k+1

0

kΩRa,j Ek (1 − κρa )y
exp −
ρ a N0





exp −λRa,j Ra,j+1 y dy

λRa,j Ra,j+1 ρa N0
.
λRa,j Ra,j+1 ρa N0 + kΩRa,j Ek (1 − κρa )

(B.5)


k
ΩRa,j Ek (1 − κρa )

k=0
Z +∞

×

k+1
k
CK
(−1)

k=1

k=1

K−1
X

K
X

λRa,j Ra,j+1
k
(ρa N0 ) k!


 
 
ΩBRa,j ρa N0
ΩRa,j Ek (1 − κρa )
y k exp −
exp −
+ λRa,j Ra,j+1 y dy.
y(1 − κρa )
ρa N0

(C.7)

v
!k+1

k u
u
ΩRa,j Ek (1 − κρa )
ΩBRa,j
t
I3 = 2
×
λRa,j Ra,j+1 ρa N0
2
k!
ΩRa,j Ek (1 − κρa ) + ρa N0 λRa,j Ra,j+1 (1 − κρa )
k=0
s
!
ΩBRa,j ρa N0 λRa,j Ra,j+1
× K−k−1 2 ΩBRa,j ΩRa,j Ek +
.
(C.8)
(1 − κρa )
K−1
X

where
Y =

ρ a N0
.
ϕRu,j sum (1 − κρa )

(D.3)

Moreover, using (C.4), we have



K−1
X ΩRa,j Ek k
ΩRa,j ,Ek
FY (x) =
exp −
,
xk k!
x

(D.4)

k=0

Combining (D.2) and (D.4), after some manipulations, we
can obtain OPj,a as
OPj,a

P →+∞

≈

K−1
X


k
λRa,j Ra,j+1 ρa N0 ΩRa,j Ek (1 − κρa )

k=0


×

1
ΩRa,j Ek (1 − κρa ) + λRa,j Ra,j+1 ρa N0

k+1
.

(D.5)

Finally, by substituting OPj,a = 1 when κ ≥ 1/ρa and
(D.5) when κ < 1/ρu into (38), the proof in Corollary 2 is
concluded.
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