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Abstract. Many constructions based on multilinear maps require independent slots in the plaintext, so
that multiple computations can be performed in parallel over the slots. Such constructions are usually
based on CLT13 multilinear maps, since CLT13 inherently provides a composite encoding space, with
a plaintext ring @), Z/¢:Z for small primes g;’s. However, a vulnerability was identified at Crypto
2014 by Gentry, Lewko and Waters, with a lattice-based attack in dimension 2, and the authors have
suggested a simple countermeasure. In this paper, we identify an attack based on higher dimension lattice
reduction that breaks the author’s countermeasure for a wide range of parameters. Combined with the
Cheon et al. attack from Eurocrypt 2015, this leads to the recovery of all the secret parameters of CLT13,
assuming that low-level encodings of almost zero plaintexts are available. We show how to apply our
attack against various constructions based on composite-order CLT13. For the [FRS17| construction,
our attack enables to recover the secret CLT13 plaintext ring for a certain range of parameters; however,
breaking the indistinguishability of the branching program remains an open problem.

1 Introduction

Multilinear maps. In 2013, Garg, Gentry and Halevi described the first plausible construction
of cryptographic multilinear maps based on ideal lattices [GGH13a|. Since then many amazing
applications of multilinear maps have been found in cryptography, including program obfuscation
|[GGH™13b]. Shortly after the publication of GGH13, an analogous construction over the integers
was described in [CLT13], based on the DGHV fully homomorphic encryption scheme [DGHV10].
The GGH15 scheme is the third known family of multilinear maps, based on the LWE problem with
encoding over matrices [GGH15].

In the last few years, many attacks have appeared against multilinear maps, and the security of
multilinear maps is still poorly understood. An important class of attacks against multilinear maps
are "zeroizing attacks", which can recover the secret parameters from encodings of zero, using linear
algebra. For the non-interactive multipartite Diffie-Hellman key exchange, the zeroizing attack from
Cheon et al. [CHL ™ 15] recovers all secret parameters from CLT13; the attack can also be extended to
encoding variants where encodings of zero are not directly available [CGH™15|. The zeroizing attack
from [HJ16| also breaks the Diffie-Hellman key-exchange over GGH13. Finally, the key exchange
over GGH15 was also broken in [CLLT16|, using an extension of the Cheon et al. zeroizing attack.

Even though direct multipartite key exchange protocols are broken for the three known families of
multilinear maps, more complex constructions based on multilinear maps are not necessarily broken,
in particular indistinguishability obfuscation (iO); namely low-level encodings of zero are generally
not available in iO constructions. However the Cheon et al. attack against CLT13 was extended in
[CGH™15] to matrix branching programs where the input can be partitioned into three indepen-
dent sets. The attack was further extended in [CLLT17] to branching programs without a simple
input partition structure, using a tensoring technique. For GGH13 based obfuscation, Miles, Sahai
and Zhandry introduced "annihilation attacks" that can break a certain class of matrix branching
programs [MSZ16|; the attack was later extended in [CGH17] to break the [GGH*13b| obfuscation
under GGH13, using a variant of the input partitioning attack. Finally, Chen, Vaikuntanathan and
Wee described in [CVW18] an attack against iO over GGH15, based on computing the rank of a
well chosen matrix. In general, the above attacks only apply against branching programs with a sim-
ple structure, and breaking more complex constructions (such as dual-input branching programs) is
currently infeasible.



Multilinear maps with independent slots. Many constructions based on multilinear maps re-
quire independent slots in the plaintext, so that multiple computations can be performed in parallel
over the slots when evaluating the multilinear map. For example, [GLW14]| and [GLSW15] use inde-
pendent slots to obtain improved security reductions for witness encryption and obfuscation. Multi-
linear maps with independent slots were also used in the circuit based constructions of [AB15,Zim15|.
The construction from [FRS17]|, which gives a powerful technique for preventing zeroizing attacks
against 10, is also based on multilinear maps with independent slots.

The CLT13 multilinear map scheme inherently supports a composite integer encoding space, with
a plaintext ring Z/GZ ~ @;._, Z/¢;,Z for small secret primes g;’s and G = gi - - - gn. For example, in
the construction from [FRS17]|, every branching program works independently modulo each g;. In
that case, the main difference with the original CLT13 is that the attacker can obtain encodings of
subring elements which are zero modulo all g;’s except one; for example, in [FRS17] this would be
done by carefully choosing the input so that all branching programs would evaluate to zero except
one. Whereas in the original CLT13 construction, one never provides encodings of subring elements;
instead one uses an "all-or-nothing" approach: either the plaintext element is zero modulo all g;’s,
or it is non-zero modulo all g;’s (with high probability).

The attack and countermeasure from [GLW14]. At Crypto 2014, Gentry, Lewko and Waters
observed that using CLT13 with independent slots leads to a simple lattice attack in dimension 2,
which efficiently recovers the (secret) plaintext ring ;" Z/¢;Z [GLW14, Appendix B]|. Namely,
when using CLT13 with independent slots, the attacker can obtain encodings where all slots are zero
modulo g; except one. For example, for a matrix branching program evaluation as in [FRS17|, the
result of the program evaluation could have the form:

Az) = Z hi - (r; +m; - (g; ' mod p;)) - o (mod x)
i=1

i
where m; = 0 for all 7 except m; # 0 for some 1 < j < n. This implies:
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and therefore g; - A(x) mod z¢ is "small" (significantly smaller than x(). Since g; is very small, we
can then recover g; using lattice reduction in dimension 2, while normally the g;’s are secret in
CLT13. Moreover, once we know g;, we can simply multiply the evaluation by g; to obtain a "small"
result, even if the evaluation of the branching program is non-zero modulo g;; in particular, this
cancels the effect of the protection against input partitioning from [FRS17].

The countermeasure considered in [GLW14, Appendix B] is to give many "buddies" to each g;, so
that we do not have a plaintext element which is non-zero modulo a single isolated g;. Then, either
an encoding is 0 modulo g; and all its prime buddies g;, or it is (with high probability) non-zero
modulo all of them. In other words, instead of using individual g;’s to define the plaintext slots, every
slot is defined modulo a product of 6 prime g;’s, for some 1 < 6 < n. Therefore, we obtain a total of
|n/60] plaintext slots (instead of n). While the above attack can be extended by multiplying A(z)
by the 8 corresponding g;’s, for large enough 6 the right-hand side of the equation is not "small"
anymore and the attack is thwarted.

Our contributions. In this paper we identify an attack based on higher dimension lattice reduction
that breaks the countermeasure from [GLW14, Appendix B| for a wide range of parameters, with
significant impact on the security of CLT13 multilinear maps with independent slots. More precisely,
our contributions are as follows:



1. Analysis of the attack from [GLW14]|. Our first contribution is to provide a theoretical
study of the above attack, in order to derive a precise bound on 6 as a function of the CLT13
parameters (there was no explicit bound in [GLW14|), where 6 is the number of primes g;’s for
each plaintext slot. We argue that, when v denotes the number of bits that can be extracted
from zero-testing in CLT13, the 2-dimensional lattice attack requires:

14

where « is the bit size of the g;’s.

2. Breaking the countermeasure from [GLW14]. Our main contribution is to extend the 2-
dimensional attack to break the countermeasure for larger values of §. Our attack is based on
higher dimension lattice reduction, by using a similar orthogonal lattice attack as in [NS99| for
solving the hidden subset sum problem. In this extension, we use ¢ encodings {¢; : 1 < j < ¢}
where the corresponding plaintexts have only 6 non-zero components modulo the g;’s (instead of
¢ =1 in the previous attack). Using a lattice attack in dimension ¢+ 1, we show that our attack
requires the approximate condition (1 + %) af < v for the parameters. Therefore, for moderately
large values of ¢, we get the simpler condition:

af <v

which improves (1) by a factor 2.

In the same vein, we show how to further improve this condition by considering products of
encodings of the form ¢; - dj for 1 < j </ and 1 < k < d, where as previously, the plaintexts of
the ¢;’s have only 6 non-zero components modulo the g;’s. In that case, using a variant of the
previous lattice attack (this time in dimension ¢ + d), the bound improves to:

af = O(1?)

The above bound also applies when a vector of zero-testing elements is available, instead of a
single p.;. While the original attack from [GLW14] recovers the secret plaintext ring of CLT13, we
additionally recover the plaintext messages {m; : 1 < j < ¢} for the encodings {c; : 1 < j < £},
up to a scaling factor.

We provide in Section 4.5 the result of practical experiments. For the original parameters of
[CLT13], our attack takes a few seconds for § = 40, and a few hours for § as large as 160, while
the original attack from [GLW14] only works for § = 1. In summary, our attack is more powerful
than the attack in [GLW14], as it additionally recovers secret information about the plaintext
messages, moreover for much larger values of 6. Finally, we suggest a set of secure parameters
for CLT13 multilinear maps that prevents our extended attack. For A = 80 bits of security, we
recommend to take 6 > 1789.

3. Recovering all the secret parameters of CLT13. For the range of parameters derived previ-
ously, we show how to combine our attack with the Cheon et al. attack from [CHL*15], in order
to recover all secret parameters of CLT13. More precisely, when intermediate-level encodings
of partially zero messages are available, our approach consists in applying the lattice attack to
generate intermediate-level encodings of zero; then the Cheon et al. attack is applied on these
newly-created encodings of zero, to recover all secret parameters.

4. Application to CLT13-based constructions. Finally we show how our attack affects the
parameter selection of several schemes based on CLT13 multilinear maps with independent slots,
namely the constructions from [GLW14,GLSW15,Zim15| and [FRS17]. For the [FRS17] con-
struction, our attack enables to recover the secret CLT13 plaintext ring for a certain range of
parameters; however, breaking the indistinguishability of the branching program remains an open
problem.



Source code. We provide in
https://pastebin. com/7WEMHBE9

the source code of our attacks in Sage [ST17].

2 The CLT13 Multilinear Map Scheme

We first recall the CLT13 multilinear map scheme over the integers [CLT13|. For n € Z>1, the
instance generation of CLT13 generates n distinct secret "large" primes py, ..., p, of size n bits, and
publishes the modulus zg = []!"_; pi. We let v denote the bit size of zo; therefore v ~ n - 7. One
also generates n distinct secret "small" prime numbers g1, ..., g, of size a bits. The plaintext ring is
composite, I.e. a plaintext is an element m = (my, ..., m,) of the ring Z/GZ ~ @' | Z/ g, where
G =], gi- Let k € Z>1 be the multilinearity parameter. For k € {1,...,x}, an encoding at level
k of the plaintext m is an integer ¢ € Z such that

rigi +mi

Cc=
2k

(mod p;) , forall 1 <i<n (2)
for "small" random integers r; of bit size p. The random mask z € (Z/x¢Z)* is the same for
all encodings. It is clear that two encodings at the same level can be added, and the underlying
plaintexts get added in the ring Z/GZ. Similarly, the product of two encodings at level ¢ and j gives
an encoding of the product plaintexts at level i + j, as long as the numerators in (2) do not grow
too large, i.e. they must remain smaller than each p;.

For an encoding at the last level x, one defines the following zero-testing procedure. The instance
generation publishes the zero-testing parameter p.;, defined by

n

_ i)

Dot = Zhiz”(gi ! mod pi)— mod o , (3)
i=1 pi

where h; € Z are "small" random integers of size ny bits. Given an encoding ¢ at the last level k&,

we compute the integer:

n
_ x
W =Py - c mod g = Zhi(m + m;(g; ! mod pl-))—0

i=1

(mod ) (4)

i

and we consider that ¢ encodes the zero message if w is "small" compared to xg. Namely, if m; =0
for all i, we obtain w = > 1" | hiri% (mod z¢), and since the integers h; and r; are "small", the
resulting w will be "small" compared to xg.

More precisely, let py be the maximum bit size of the noise 7; in the encodings. Then the integers
hir;xo/p; have size roughly v —n 4 ny + py, and therefore letting

v=1n—n,—ps, (5)

the integers h;r;zo/p; have size roughly v — v bits. Therefore, when m; = 0 for all ¢, the integer w
has size roughly v — v bits; whereas when m; # 0 for some ¢, we expect that w is of full size modulo
xg, that is v bits. The parameter v in (5) corresponds to the number of bits that can be extracted
from zero-testing; namely from (4), the v most significant bits of w only depend on the plaintext
messages m;, and not on the noise r;. Note that to get a proper zero-testing procedure, one needs
to use a vector of n elements p,;; namely with a single p,; there exist encodings ¢ with m; # 0 while
Pzt - ¢ is "small" modulo xg. In the rest of the paper, for simplicity, we mainly consider a single p,;,
as it is usually the case in constructions over CLT13 multilinear maps. We refer to [CLT13, Section
3.1] for the setting of the parameters.


https://pastebin.com/7WEMHBE9

3 Basic Attack against CLT13 with Independent Slots

Many constructions based on multilinear maps require independent slots in the plaintext, so that
multiple computations can be performed in parallel over the slots when evaluating the multilinear
map; see for example [GLW14,GLSW15| and [AB15,Zim15,FRS17]. The CLT13 multilinear maps
inherently provide independent slots, as the plaintext ring is €)', Z/g;Z for small secret primes
J1,---,9n. Therefore we can have independent computations performed over the n plaintext slots
modulo g;; for example, in the construction from [FRS17|, every branching program works indepen-
dently modulo each g;.

The basic attack from [GLW14]. When using CLT13 with independent slots, the attacker can
obtain encodings of plaintext elements where all slots are zero modulo g; except one. For example, in
the [FRS17] construction where each branching program works modulo g;, the attacker can choose
the input so that the resulting evaluation is 0 modulo all g;’s except one, say g1, without loss of
generality. Let ¢ be a level-x encoding of a plaintext m = (my,...,m,) where m; = 0 for all
2 < i < n. From Equation (4) we obtain the following zero-testing evaluation:

wzhl-m1'(gflmodpl)-;—o—{—z:hi-ri-@ (mod z)
1

i=1 i
This implies:

n
91'WEh1'm1'@+291'hi'ﬁ"@ (mod )
it i
and therefore g -w mod zg is significantly smaller than zg, as the integers h; and r; are "small". This
implies that we can recover g;, and similarly the other g;’s using lattice reduction in dimension 2,
while normally the g;’s are secret in CLT13. This eventually recovers the plaintext ring. We analyze
the attack below.

The countermeasure from [GLW14]. The following countermeasure was therefore suggested by
the authors: instead of using individual g;’s to define the plaintext slots, every slot is defined modulo
a product of 6 prime g¢;’s, where 2 < 6 < n. Therefore, a plaintext element cannot be non-zero
modulo a single prime g;; it has to be non-zero modulo at least 6 primes g;’s. This gives a total of
n/60 plaintext slots (instead of n); for simplicity we assume that 6 divides n.

R,
where for all 1 < j < n/f, the subrings R; are such that R; ~ @le Z/g(j_l)QHZ. We can assume
that the attacker can obtain encodings of random subring plaintexts in R; for any 1 < j < n/6. In
that case, the attacker obtains an encoding ¢ of m = (my,...,m,) € R where m; =0 (mod g;) for
alli e {1,...,n}\{(j — 10+ 1,...,70}. In that case we will say that m has non-zero support of
length 6.

Therefore, the original plaintext ring R = Z/g1Z X - - - X L/ g Z can be rewritten as R = @

Analysis of the basic attack. In this section we analyze in more details the attack from [GLW14],
and we derive an explicit bound on the parameter 8, as a function of the other CLT13 parameters.
Given an integer 1 < 6 < n (the above attack is obtained for # = 1), we consider a message having
non-zero support of length #; that is, (without loss of generality) of the form m = (mq,...,m,) € Z"
with 0 < m; < g; such that m; = 0 for 8 + 1 <17 < n, i.e. we assume that the non-zero support of
m is located in the first slot. We consider a top level k encoding ¢ of m, that is:

rigi +my
Zli

c (mod p;), 1<i<n



with integers 7; of bit size py. From zero-testing, we obtain from (4):

{2

0 n
— o o
W =Pyt C= Z hi(gi ! mod pz)mz* + Z h;r;— (mod .1'0)
~ pi =
By multiplying out by g := H?:1 g; we obtain

0 n
g To 2o
gw = Z him;=— + Zghin— (mod o) ,
i—1 9ipi T Di

gw = (} (mod zo) . (6)

where U = 2?21 himi(g/gi)(xo/pi) + > i1 ghiri(zo/psi). Since the integers h; and r; are "small" in
order to ensure correct zero-testing, the integer U is "small" in comparison to xy. More precisely,
the proposition below shows that if g - U is a bit smaller than xg, then we can recover g and U by
lattice reduction in dimension 2.

Proposition 1. Let g,w,U € Z>1 and xg € Z>1 be such that gw = U (mod z9), w € (Z/x0Z)*
and ged(U, g) = 1. Assume that g- U < x¢/10. Given w and x¢ as input, one can recover g and U
in polynomial time.

Proof. Without loss of generality we can assume g < U, since otherwise we can apply the algorithm
with Uw™ = g (mod z¢). Let B € Z>1 such that U < Bg < 2U. When the bit size of g and U is
unknown, such a B can be found by exhaustive search in polynomial time. We consider the lattice
L C 7Z? of vectors (Bz,y) such that zw = y (mod ). From gw = U (mod ) it follows that L
contains the vector v = (Bg,U). We show that v is a shortest non-zero vector in L.

By Minkowski’s Theorem, we have A\;(L) < y/2det(L). From Hadamard’s Inequality, with
det(L) = Bz, we obtain:

det(L) _ +/det(L) +/Buxp
Ao(L) > () > N BV e V/5BgU > V/5U.
Moreover, we have:
loll = ((Bg)? + U2)Y? < VBU.
This implies that ||v]| < A2(L) and therefore v is a multiple of a shortest non-zero vector in L: we
write v = ku with ||u|]| = A\ (L), and k € Z\{0}. Letting w = (Buj,uz2), we have g = ku; and
U = kusy. Hence k divides both ¢g and U. Since ged(g,U) = 1 one has k = +1. This shows that v is
a shortest non-zero vector of L.
By running Lagrange-Gauss reduction on the matrix of row vectors:

B w

0 i)
one obtains in polynomial time a length-ordered basis (b1, b2) of L satisfying ||b1]] = A (L) and
||b2]| = A2(L), which enables to recover g and U. 0

Using the same notations as in Section 2, the integer g = H?Zl gi has approximate bit size 6 - «,
while the integer U has an approximate bit size v —n+mnp+ps+6a. From the condition g-U < (/10
of Proposition 1, we obtain by dropping the term log,(10), the simplified condition

Yy=n+np+pr+0-at+l-a<y.

Writing as previously v = n — nj, — p; for the number of bits that can be extracted during zero
testing, the attack works under the condition:

200 < v (7)

where « is the bit size of the g;’s. In the next section we describe a high-dimensional lattice reduction
attack with an improved bound on 6.



4 An extended attack against CLT13 with Independent Slots

Outline of our new attack. Our new attack improves the bound on 6 compared to the attack
recalled in Section 3; it also enables to recover multiples of the underlying plaintext messages, instead
of only the CLT13 plaintext ring. The main difference is that we work with several messages instead
of a single one, using high-dimensional lattice reduction instead of dimension 2.

Let £ > 1 be an integer. Assume that we have ¢ level-x encodings c¢; of plaintext elements
m; = (mj1,...,myy,) for 1 < j < £, where each message has non-zero support of length 6. Without
loss of generality, we can assume that mj; =0 for all 0 +1 <7 <n and all 1 < j < /. We consider
the zero-testing evaluations w; = p.; - ¢; mod g of these encodings, which gives as previously:

0 n
_ X X .
wj = Zhi(rﬁ +mj;(g; ! mod pi))—o + Z hirji—o (mod xp) , 1<j</
i=1 Pi i S pi

for integers r;;. We can rewrite the above equation as:

(4
ijZai-mji—i—Rj (mod xp) , 1<j</¢ (8)
i=1

for some integers «;, where for each evaluation wj, the integer R; is significantly smaller than .

We can see Equation (8) as an instance of a "noisy" hidden subset sum problem. Namely in
[NS99], the authors consider the following hidden subset sum problem. Given a positive integer M,
and a vector b = (b1,...,b) € Z* with entries in [0, M — 1], find integers ar,...,a, € [0, M — 1]
such that there exist vectors a1, ..., x, € Z’ with entries in {0,1} satisfying:

b=z +agxe + -+ ape, (mod M)

In our case, the weights ay,...,a, are hidden as in [NS99|, but for each equation we have an
additional hidden noisy term R;. Moreover, the weights a; = h; - (g; ' mod p;) - zo/p; have a special
structure, instead of being random in [NS99|. Thanks to this special structure, using a variant of
the orthogonal lattice approach from [NS99|, we can recover the secret product g = g; - - - g and the
plaintext elements mj; up to a scaling factor.

4.1 Preliminaries on lattices

Let L be a lattice in R? of rank 0 < n < d. We recall that Hadamard’s Inequality gives the following
upper bound on the determinant of L, for every basis B of L:

det(L) < [T Il

beB

Based on Hadamard’s Inequality, we prove the following simple lemma.

Lemma 2. Let 1 < n < d be integers and let L C Z% be a lattice of rank n. Let x1,...,Zp_1 € L
be linearly independent. Then for every vector y € L not in the linear span of x1,...,xy—1, one has

lyll > det(L)/ TT;5 [l

Proof. Since x1,...,x,_1,y € L are linearly independent, they generate a rank-n sublattice L’
of L and hence det(L) < det(L') as det(L) divides det(L'). By Hadamard’s Inequality, det(L) <
det(L') < |ly|| - TT}=}" |]]- The bound follows. 0

We recall that the LLL algorithm |[LLL82|, given an input basis of L, produces a reduced basis
of L with respect to the choice of a parameter 6 € (1/4,1); we call such a basis d-reduced. More
precisely, we will use the following theorem.



Theorem 3. Let 1 < n < d be integers and let L C 7% be a lattice of rank n. Let {b; : 1 < i < n}
be a basis of L. Let B € Z>1 be such that ||b;||> < B for 1 < i < n. Let § € (1/4,1). Then
the LLL algorithm with reduction parameter 6 outputs a -reduced basis {b; : 1 < i < n} after
O(n5dlog3 B) operations. Moreover, the first vector in such a basis satisfies:

1B < "2 2]

for every non-zero x € L, and where ¢ =1/(6 — 1/4).

4.2 Our first lattice-based attack

Setting. In this section, we describe our first attack based on a variant of the hidden subset-sum
problem. We consider plaintext elements my,...,m, € Z" and write m;; for the i-th entry of the
J-th message, where 0 < mj; < g; for all 1 <7 <n and 1 < j < /. As previously, we assume that
mj; = 0 for all 0 +1 <4 < n. We write M for the matrix of row vectors m; for 1 < j < ¢; and
we will denote its columns by m; for 1 < ¢ < n, that is, M = ['rhl ‘ ‘ Thn] € Matyy,(Z). By
construction, the vectors m; for 6 +1 < i < n are all zero. We also assume that for all 1 <7 <6,
m; #0 (mod g;). For 1 < j </, we let ¢; denote an encoding of m; at the last level &:

_ Tjigi +myi

¢ = (mod p;), 1<i<n

Z:‘i
where rj; € Z are py-bit integers. Letting ¢ = (¢j)1<j<¢, this gives a vector equation over VAR
c=z""(giri+m;) (modp;), 1<i<n 9)

for r; = (rji)1<j<e. Let ps; be the zero-testing parameter, as defined in (3). From zero-testing we
obtain the following equations:

0 n
_ Zo Zo .
Wj=¢j P = E hﬂn]l(gz 1 mod pz)p— + E hﬂ‘ji; (HlOd JI()) , 1 <5< l
i=1 b=t !

which can be rewritten as w; = Zle a;mj; + R; (mod z), where we use the shorthand notations:

ai = hi(g; " mod p)) 2, 1<i<0 (10)

i

and Rj == 1", hirﬁ% for 1 < j < /. As a vector equation, this reads:

0
w Epzt-CEZaﬂfLi—i—R (mod x) (11)
i=1
with w = (w;j)1<j<e; for 1 <@ < 6 the vectors m; are as above and R = (R;)i<j<¢ = » iy hi%ri.
In the above equation, the components of R have approximate bit size pp = v — 1+ ny + py.
Using, as previously, v = 1 —nj — py as the number of bits that can be extracted, we have therefore
pr = v — v. As explained above, Equation (11) is similar to an instance of the hidden subset sum
problem, so we describe a variant of the orthogonal lattice attack from [NS99|, which recovers the
secret CLT13 plaintext ring and the hidden plaintexts {m; : 1 < i < 6}, up to a scaling factor. For
the sequel, we assume that the prime numbers g1, ..., gy are distinct, and that for every 1 < i < 6,
we have ged(g;, hixo/p;) = 1.



The orthogonal lattice L. We consider the lattice L of vectors (Bu,v) € Z‘*!, with u € Z*
and v € Z, such that (u,v) is orthogonal to (w,1) modulo zg, where B € Z>; is a scaling factor
that will be determined later. Since L contains the sublattice zoZ‘*!, it has full-rank ¢+ 1. We note
that this lattice is known (i.e. we can construct a basis for it) since w and zg are given. Our attack
is based on the fact that L contains a rank-¢ sublattice L', generated by reasonably short vectors
{(Bu;,v;) : 1 <i </} of L, which can be used to reveal the secret product g = H?:l i

More precisely, for every (Bu,v) € L, we obtain from (11):

0
(u,w) +v= Zai<u,7fzi> + (u,R) +v=0 (mod z)
i=1
and therefore, the vector ((u,mq), ..., (u,my), (u, R) + v) is orthogonal modulo x( to the vector
a = (aq,...,ap, 1). To obtain balanced components, we use another scaling factor C' € Z>; and we

consider the vector:
Puw = (Clu,mq),...,C{u,my), (u,R)+v)

Following the original orthogonal lattice attack from [NS99|, if a vector (Bu,v) € L is short
enough, then the associated vector p,,, = (Czx,y) will also be short, and if (x,y) becomes shorter
than a shortest non-zero vector orthogonal to @ modulo zg, we must have p,, = 0, which implies
(u,m;) =0 for all 1 <14 < . We will see that in our setting, because of the specific structure of the
coefficients «y;’s, we only get (u,m;) =0 (mod g;) for all 1 < i < 6. Therefore, by applying lattice
reduction to L, we expect to recover the lattice A+ of vectors w which are orthogonal to all m; modulo
gi; since by assumption m; Z 0 (mod g;) for all 1 < i < 6, the lattice A} = {u € Z* : (u,m;) =0
(mod g;)} has determinant g;, and since g1, . . ., gg are distinct primes, the lattice A+ = N%_, A} has
determinant equal to g = Hle g;. In particular, any basis for this lattice reveals g by computing its
determinant.

The lattice A+. Henceforth, we must study the short vectors in the lattice of vectors orthogonal to
a modulo z(. More precisely, we consider the lattice A+ of vectors (Cx,y) € Z+1 such that (z,y) is
orthogonal to @ = (a1, ..., ap, 1) modulo xg; therefore p,, ., € AL The lattice AL has full-rank 6+ 1
and we have det(A') = C%zy. Namely, we have an abstract group isomorphism A+ ~ (CZ)? @ x(Z,
sending (Cz,y) to (Cz,(x,a) +y).

As mentioned previously, the coefficients «;’s in the vector a have a particular structure. Namely,
we have o; = (g, ! mod pi)hixo/pi, and therefore

o

gi o = hy - p— (mod z0)

for all 1 < i < 6. Therefore the lattice A+ contains the @ linearly independent short vectors q; =
0,...,0,C¢;,0,...,0,—s;), where s; = h; - ©y/p;. Using C' := 2PR~% we get ||q;|| ~ C - 2*.

We now derive a condition on |py|| so that the vector p,, belongs to the sublattice of A+
generated by the short vectors {g; : 1 < ¢ < 6}. From Lemma 2, if ||py ] < det(AJ-)/Hf:1 lla:ll,
then p, ., must belong to the linear span generated by the g;’s; since by assumption, the g;’s are
distinct primes and ged(s;, g;) = 1 for all 1 <4 < 6, this implies that it must belong to the sublattice
generated by the g;’s. In that case, we have:

(u,m;) =0 (modg;), 1<i<6 (12)

From det(A+) = C% - 29 and ||q;|| ~ C - 2%, the previous condition ||py..| < det(AJ-)/]_[f:1 lla:ll
gives the approximate condition:
Il < 277 (13)



Short vectors in L. We now study the short vectors of L; more precisely, we explain that L
contains ¢ linearly independent short vectors of norm roughly 2°Et2%/¢ We show that these vectors
can be derived from the lattice A+ of vectors u € Z¢ satisfying (12), i.e. that are orthogonal to 77;
modulo g; for every 1 < ¢ < 6. This is a full-rank lattice of dimension ¢ and determinant g = Hle gi,
with ¢ ~ 22?. Therefore, we heuristically expect that the lattice A+ contains ¢ linearly independent
vectors of norm roughly (det AL)l/K ~ 290/t We show that from any short w € AL, we can generate
a vector (u,v) with small v, and orthogonal to (w,1) modulo zg, and consequently a short vector
(Bu,v) € L. For this, we write (u, m;) = k;g; with k; € Z, and we have:

0 0
<u,w>+UEZai<u,7ﬁ,~>+<u,R>+vEZki-gi-ai+<u,R>+v (mod )
i=1 i=1

0
= Zk‘z -s; +(u,R) +v (mod xp)
i=1

Therefore, it suffices to let v := —(u, R) — Zle k; - s; to obtain (u,w)+v =0 (mod zy); the vector
(u,v) is then orthogonal to (w,1) modulo zg, and thus (Bu,v) € L. We obtain |v| ~ ||ul| - 2°E;
therefore letting B := 2°E we get [|[(Bu,v)|| ~ 2°R||ul|. In summary, the lattice L contains a

sublattice L’ of rank ¢, generated by £ vectors of norm roughly 2°2t20/¢_ That the recovered vectors
are indeed linearly independent is the content of the following lemma, which we prove in Appendix

Al

Lemma 4. Let {(Buj,v;) : 1 < j < {41} be a basis of the lattice L and assume that the vectors
{Pu, v, : 1 < j < L} belong to the sublattice of AL generated by the vectors {q; : 1 < i < 0}. Then
the vectors {u; : 1 < j < {} are R-linearly independent.

Recovering g = ngl g;. By applying lattice reduction to the lattice L, we expect that the first £
vectors {(Buj,vj) : 1 < j < ¢} of a reduced basis belong to the above sublattice L’ and have norm
roughly:

[(Bug, )| = 20w+ 2641 1 < j < ¢ (14)

where 24¢+1) ig the Hermite factor for some positive constant ¢ depending on the lattice reduction
algorithm. With C' = 2°PE~% we have ||py, v, || = |[(Bu;, v;)|| for all 1 < i < . From the condition
given by (13), we have that u; € AL if |pu, ., || < 277%?; therefore combining with (14) we get the
approximate condition:

0
pR+a7+L(€+1)<*y—a9

Using pp = 7—v where v is the number of bits that can be extracted from zero-testing, this condition
becomes

a9<1+2>+L(€+1)<V. (15)

In summary, when Condition (15) is satisfied, we expect to recover a basis {u; : 1 < i < ¢} of
the lattice A; then since det(A+) = g = Hle gi, the absolute value of the determinant of the basis
matrix reveals g.

From Equation (15), we observe that the parameter ¢ can be kept relatively small (say ¢ ~ 10), as
larger values of ¢ would not significantly improve the bound; this implies that the lattice dimension
£+ 1 on which LLL is applied can be kept relatively small. Moreover for LLL, experiments show that
2¢ ~ 1.021 so that ¢ is approximately 0.03, and therefore for such small values of ¢, the term ¢- (£ +1)
is negligible. Thus we can use the simpler approximate bound for our attack:

af <v (16)
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This gives a factor 2 improvement compared to the previous bound given by (7), following the attack
of [GLW14]. In the next subsection we will see how to get a much more significant improvement,

with af = O(v?).

A proven variant. The above algorithm is heuristic only. Below we describe a proven variant that
can recover a vector w such that (u,m;) = 0 (mod g¢;) for all 1 < i < 6, using the LLL reduction
algorithm. Although we only recover a single vector u instead of a lattice basis, this will be enough
when combined with the Cheon et al. attack to recover all secret parameters of CLT13 (see Section
5). We provide the proof of Proposition 5 in Appendix A.2.

Proposition 5. Let ¢,0 € Z>1, x9 € Z>1 and let g; € Z>2 be distinct a-bit prime numbers for
1 <i <0 and some a € Z>1. For 1 < i < 6, let a; € Z such that g; - o; = s; (mod xg), for
si € Z satisfying |s;| < 2PR, for some pr € Z>1 and assume that gcd(g;,s;) = 1. For 1 <i <0, let
m; € 7L be vectors with entries in [0,9;) N Z such that m; Z 0 (mod g;), and let R € 7Z° such that
|R||oo < 2°E. Let w € ZF such that w = Z?Zl a;m; + R (mod zp). Assume that

1 40
af (1 + £) + % +logy (Ul +1-0) + 4 < logy(xo) — pr - (17)

Given the integers 0,0, pr, xo and the vector w, one can recover in polynomial time a vector u € Z*
such that (w,m;) =0 (mod g;) for all 1 < i < 0, satisfying ||u| < 2¢%\/€(f + 1)(1_[?:1 g/t

We remark that by replacing log,(zo) —pr by 7—pr = v, we recover, up to additional logarithmic
terms, the approximate bound established in (15).

4.3 Extended Orthogonal Lattice Attack

In this section we describe an extended attack that significantly improves the bound on 6 established
in (16). Let £,d > 1 be integers. As previously, we assume that we have encodings ¢; of plaintext
elements m; = (mj1,...,mj,) for 1 < j < ¢, where only the first # components of each m; are
non-zero, that is, mj; = 0 for  +1 < i < n. However, we assume that these encodings are at level
x — 1, and that we also have an additional set of d level-1 encodings {c, : 1 < k < d} of plaintext
elements xy = (zg1,...,2k,) for 1 < k < d. By computing the top-level x product encodings, we
can therefore obtain the following zero-testing evaluations:

0

n

- Zo Lo

wik = (¢j - &) pa = Z himjiazyi(g; " mod pz)p— + Z hirjki; (mod x) (18)
i=1 b=l ¢

for some integers 7j;. Since every encoding c¢; encodes a message with non-zero support of length
6, the product encodings c;jc, maintain their zero slots. Note that the same remains valid if the
encodings c; are at even lower levels, because they can be raised to level k — 1 without removing
their zero slots. As previously, we rewrite Equation (18) as:

0
Wik = Z agpmy; + Rj,  (mod o)
i=1
where we let .
i = hizgi(g; " mOdpz‘)*O , 1<i<0,1<k<d
i
and Rjp = Z?:l hirjrizo/p; for all 1 < j < £ and 1 < k < d. As before, for 1 < i < 0, we
denote by m; € Z* the vector with components mj; for 1 < j </, and similarly wj, and Ry the
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corresponding vectors in Z‘. We assume that m; # 0 (mod g;) for all i. The previous equation can

then be rewritten as:
0

wi = Z aigm; + R (mod ) (19)
i=1

The difference with Equation (11) from our first lattice attack is that the vectors {m; : 1 < < 6}
now satisfy d equations for 1 < k < d, instead of a single equation, as in Subsection 4.2. With
more constraints on the vectors m;, we can therefore break the countermeasure from [GLW14| for
much higher values of 8. In order to derive a condition on the parameters, we proceed as previously.
Namely, the lattices that we considered in Subsection 4.2 now admit natural higher-dimensional
analogues.

The orthogonal lattice L. As previously, for a scaling factor B € Z>1, we consider the lattice L
of vectors (Bu,v) € Z+? with u € Z* and v € Z4, such that (u,v) is orthogonal to the d vectors
{(wk, exr) : 1 < k < d} modulo xg, where e;, € Z? is the kth unit vector for 1 < k < d. This gives for
all 1 <k <d and all (Bu,v) € L, writing v = (v1,...,vq):

0
(u,wg) + v, = Zaik<u,7ﬂi) + (u, Ri) + v =0 (mod zp)
i=1
and therefore the vector ((u, my), ..., (u,my), (u, R1) +vi,...,{u, Rg) + vq) is orthogonal modulo
xo to the d vectors ar, = (aig,- .., ok, ex), for 1 < k < d. Again, using a scaling factor C' € Z>1,

we let
Puw = (C{u,my),...,C{u,my), (u,R1)+v1,...,{u, Rg) +vq) .

The lattice AL. In order to bound the norm of the vector Pu,v, we must study the short vectors
in the lattice of vectors orthogonal to the vectors ay modulo zg (instead of single vector a). As
previously, we consider the lattice A+ of vectors (Cx,y) € Z%T¢ such that (x,y) is orthogonal to
the d vectors {ay : 1 < k < d} modulo zg; therefore p, ., € AL, The lattice A+ has full-rank 6 + d
and determinant Cexf)l. As previously, the coefficients a;; in the vectors aj have a special structure,
since they satisfy the congruence relations

— Lo
i+ @iy = hy - i, —  (mod o)
(3

forall 1 <i <6 and 1 <k <d. Therefore letting s;x = h; - z; - x0/pi, the lattice AL contains the 6
short vectors g; = (0,...,0,C¢;,0,...,0,—8;1,...,—8;q) for 1 <i < 0. Using C = 2PR~% we get as
previously |lg;|| ~ C - 2.

We now derive a bound on ||py, || so that p,, » belongs to the sublattice generated by the 6 vectors
{q; : 1 <i < 6}. We expect a reduced basis of A to have the first  vectors with approximately
the same norm as the vectors {q; : 1 < i < 0}, and to have the last d vectors with norm U
satisfying (C - 2%)? . U? ~ det(AL). Using det(AL) = C?2d, this gives U ~ x(/2°/4. This implies
that, heuristically, if ||y »|| < U, then p,, ., must belong to the sublattice generated by the 6 vectors
{q; : 1 <i<6}. As previously, in that case we have that for all 1 <i <0 :

(u,m;) =0 (mod g;) . (20)

Short vectors in L. We now study the short vectors of L; as previously, we show that L contains
¢ linearly independent short vectors of norm roughly 2°r+20/¢ which can be derived from the the
lattice A+ of vectors u € Z¢ satisfying (20). Since, as previously, A heuristically contains ¢ linearly
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independent vectors of norm roughly (det Al)l/ t ~ 908/t the lattice L contains ¢ linearly indepen-
dent vectors of norm roughly 2°E+e9/¢ Therefore, by applying lattice reduction to the lattice L, we
expect that the first ¢ vectors {(Bu;,v;) : 1 < i < ¢} of the basis have norm roughly:

|(Bug, v;)|| ~ B - 220/t . gtlt+d)

where 2¢(+9) is the Hermite factor. With B = 2°% and C = 2°2~% we have ||pu, v, || = ||(Bus, v;)]|.
From the condition ||puy, ;|| < U, we get the condition:

0 0
,0R+af+a(£+d)<fy—a—
l d
which gives using pp = v — -
1 1
a0'<€+d>+b(€+d)<y (21)

Remark that with d = 1 the previous bound gives Equation (15). Since (21) is concave and symmetric
in both ¢ and d, the optimum is to take ¢ = d. This gives the bound:

# +2l<v (22)

Recovering g = Hf=1 gi- When the above condition is satisfied, as previously we expect to recover
a basis {u; : 1 < i < £} of the lattice A+. Then since det(A') = g = Hle gi, the absolute value
of the determinant of the basis matrix reveals g. In particular, it follows that the attack requires
¢ > 2a0 /v, and we must have:

2

<7
: 400

Heuristically, achieving a Hermite factor of 2:2¢ requires 22(1/*) using BKZ reduction with block-

size 8 = w(1/t), [HPS11]. The attack has therefore complexity 22(®0/v*); the attack has therefore
(heuristic) polynomial-time complexity under the condition:

ad = O(V?)

which significantly improves our previous bound given by (16). Conversely, one expects that the
attack is prevented under the condition:

- (Z ) -

In Section 4.5 we provide concrete parameters for CLT13 multilinear maps with independent
slots. We will see that Condition (23) requires a much higher value for 6 than the condition 260 > v
for preventing the [GLW14] attack. Namely for A = 80 bits of security, the bound 20a > v already
holds for § = 2, while a concrete application of Condition (23) requires 6 > 1789.

Analogy of the attacks. We remark that our extended attacks share similarities with the 2-
dimensional attack from Section 3. For ¢,d € Z>1, our extended lattice attack works by reducing
the (¢ + d)-dimensional lattice

La) = {(Bu,v) € ZF x 7% : (u,v), (Wi, er)) =0 (mod x0),1 < k < d},

where B € Z>; is fixed. With this notation, the three attacks work by reducing the lattices L 1),
Lg1y and Ly g), respectively. Note that L 1y is the lattice {(Bu,v) € 72 :uw+v =0 (mod z¢)}.
For the extended attacks, the £ x ¢ top-left submatrix of a reduced basis of L 4 (divided by B)
has determinant +¢g. Note that this coincides with the 2-dimensional case £ = d = 1: the first
entry (divided by B) of the first vector in a reduced basis equals +¢g (i.e. a "1 x 1 submatrix"
of determinant +¢g). As such, our higher-dimensional attacks are consistent generalizations of the
2-dimensional attack.
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Summary. We have described a lattice-based attack, which under the condition aff = O(v?), and
given as input a collection of encodings (or products of encodings) of messages with non-zero support
of length 6, outputs the secret plaintext ring of CLT13. More precisely, our extended lattice attack
with the improved bound afl = O(?) can be described in the following three steps, with parameters
¢,d > 1. We provide in https://pastebin.com/7WEMHBEY the source code in Sage [ST17].

Input: Sets of level-x encodings {c; - ¢, mod zg : 1 < j < 4,1 < k < d} where ¢; encodes a
message of non-zero support of length 6.
Output: g = Hle gi

1. For 1 < k < d, compute the vectors wy, € Z¢ with (Wg)j = ¢j - ¢, - P2 mod .

2. Let B = 2°F and compute a LLL-reduced basis of the lattice Lyq) C 75 of vectors
{(Bu,v) € Z* x 7% : {(u,v), (Wi, ex)) =0 (mod x¢),1 < k < d}, where e, € Z¢ is the kth
unit vector for 1 < k < d. Denote by {(Bu;,v;) : 1 < j < {+d} the LLL-reduced basis.

3. Form the ¢ x ¢ matrix P of vectors {u; : 1 < j < ¢} and compute |det(P)| =g = Hle Gi-

Variant with multiple p.;. In many concrete constructions based on composite order multilinear
maps, intermediate-level encodings of almost zero plaintexts are not necessarily available. We refer
to Section 6 for the application of our attacks to concrete constructions. In order to get around this
assumption, we consider a variant of the above attack, where we have multiple zero-testing elements
pxt instead of a single one. Namely, as described in [CLT13|, in order to get a proper zero-testing
procedure, one needs to use a vector of n elements p.;. We denote by p,¢ for 1 < k < n those
zero-testing elements:

n

Dotk = Z hikz"(g; ' mod pz‘)? mod zg

i=1 !
for corresponding integers h;;. As previously, we assume that we have encodings c; of plaintext
elements m; = (mj1,...,mjy) for 1 < j < £, where only the first § components of each m; are
non-zero, that is, m;; = 0 for 6 +1 < ¢ < n. We can now assume that these encodings are at the
last level k. Thanks to the multiple zero-testing elements, we can therefore obtain the following
zero-testing evaluations:

6 n
— Zo Zo
Wik = Cj * Pat g = Z hirmyi(g; ! mod pZ); + Z hikrjki; (mod )
i=1 to=1 '
for some integers r;x;, which is similar to (18) with h;; = h; - x1;. Therefore the same attack applies

and the secret g = Hle gi can be recovered in (heuristic) polynomial-time under the condition
af = O(1v?).

4.4 Revealing information about the plaintext elements

We show that our attack not only reveals the secret CLT13 plaintext ring, but also information
about the secret plaintext elements {m; : 1 <1i < #}. Namely, the orthogonal lattice attack not only
recovers g = Hle gi, but also constructs a matrix U of rows {u; : 1 < j < ¢} orthogonal to the vec-
tors {m; : 1 < i < 0} modulo g; (i.e. a basis of the lattice A, following the previous notation) and
we can use this matrix U in order to recover scalar multiples of the plaintext vectors {m; : 1 < i < 6}.

More precisely, we show that for each 1 < ¢ < 6, we can recover the one-dimensional linear space
generated by m,; modulo g;. The first step is to factor g = H?Zl g; to recover the primes g;’s; this
is feasible if the g;’s are small enough.! Since we have a basis matrix U of the lattice of vectors u

! For the concrete parameters provided in [CLT13], the g;’s are 80-bit primes; therefore the factorization is straight-
forward.
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with (u,m;) = 0 (mod g;) for all 1 < ¢ < 6, it suffices to compute the Z/g;Z-kernel of the ¢ x ¢
matrix Uy, = U mod g;; assuming that m; # 0 (mod g;), we have that ker(U,,) has dimension 1
over over Z/¢;Z and therefore, we recover a non-trivial multiple A;m; of the original messages m;
modulo g;, for 1 < ¢ < 6. With the ECM [Len87| the factorization of g = H?:1 g; can be computed
in time exp(cvaln «r) for some positive constant ¢ and where « is the bit size of the g;’s, which gives
a sub-exponential time attack.

Alternatively, to avoid the factorization of g, we can compute the integer right kernel of the
matrix [U | gI;], where I, denotes the identity matrix in dimension ¢. The following proposition
shows that we can recover in polynomial time a non-trivial multiple of the vector 1, such that
m=m,; (mod g;) for all 1 <i <4.

Proposition 6. Let ¢,0 € Z>1. Let g1,...,g¢ be distinct prime numbers. For 1 <i <0, let m; €
Z' N [0,g:)" be vectors such that my; # 0 (mod g;). Let {u; : 1 < j < £} be a basis of the lattice
of vectors w € Z* such that (w,m;) = 0 (mod g;) for all 1 < i < 6. Then, given g = H?:l gi and
the vectors {u; : 1 < j < £}, one can recover in polynomial time a vector \-m € 7' N [0,9)" with
ged(A, g) = 1, such that mm = m,; (mod g;) for all 1 <i < 6.

Proof. By the Chinese Remainder Theorem, there exists a unique vector 1 € Zf N [0, g)¢ satisfying

m = m; (mod g;) for all 1 < i < . Consider the composition of maps Z¢ = (Z/gZ)* LA 7/gZ,
where 7 is reduction modulo g and ¢ sends u to (u,m). By the Chinese Remainder Theorem, the
map ¢ corresponds to a vector of maps ¢ = (¢1,...,¢p) : ([ 7.)g:Z)¢ — I1; Z/g:Z with components
bi - (Z)giZ)t — 7.)g;Z for 1 < i < 6. Let 1 <i < 0; since m; Z 0 (mod g;), the map ¢; is surjective
with kernel ker(¢;) = im(Uy,) where Uy, = U mod g;. Since g; is prime, ker(¢;) = im(Uy,) is a
7/ giZ-vector space of dimension ¢ — 1. It follows that the kernel of U4, has dimension 1 over Z/g;Z.
This holds for all 1 <4 < 6, so by the Chinese Remainder Theorem, ker(U ;) (where U 4 is the matrix
U modulo g) is a free Z/gZ-module of rank 1, generated by 7. In particular, there exists k € Z¢
such that (1, k) belongs to the Z-kernel of the matrix [U | gIy]. The integer kernel of this matrix
can be computed in polynomial time from g and U and the left £ x £ submatrix of the Hermite
normal form of the basis of the Z-kernel gives in the first row a vector A with A € (Z/gZ)*. O

4.5 Concrete parameters and practical experiments

Concrete parameters. We provide concrete parameters for CLT13 multilinear maps with inde-
pendent slots, for various values of the security parameter A\. We start from the same concrete
parameters as provided in [CLT13]; we assume that the encoding noise is set so that the number of
extracted bits is v = 2A + 12; we take « = A\. We then provide the minimum value of 6 that ensures
the same level of security against lattice attacks; see Table 1. As in [CLT13|, the goal is to ensure
that the best attack takes at least 2* clock cycles.

While in Table 1 the number of independent slots ngets = |1/0] appears to be relatively small,
it is always possible to increase the number of independent slots by increasing the value of n.

|Instantiation[ A “ n [ n [ Yy=n-7m [ v [ 0 [ Nslots ‘
Small 52 ] 1080 [1981 ] 2.1-10° [ 116 ] 540 | 2
Medium 62 || 2364 | 2055 4.9-10° [ 136 [ 1182 2
Large 72 [ 8250 | 2261 [ 18.7-10° [ 156 | 1472 | 5
Extra 80 || 26115 | 2438 [ 63.7-10° | 172 [ 1789 | 14

Table 1. Concrete parameters for CLT13 multilinear maps with independent slots, for security parameter .
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Practical experiments. We have run our extended attack from Section 4.3 with the "Extra"
parameters of CLT13 from Table 1, for increasing values of 6. Note that for such parameters, the
original attack from [GLW14] only applies for # = 1. To improve efficiency, we give as input to LLL
a truncated matrix basis, where we keep only the v most significant bits. Table 2 shows that our
attack works in practice for much larger values of 6 than the original attack from [GLW14], which
can only work for # = 1. We provide in https://pastebin.com/7WEMHBEY the source code in Sage
[ST17].

l 0 [a[ v Hfzdllat. dim.[runningtimel

Basic attack [GLW14] 1 |80 172 1 2 €
Extended attack (Section 4.3) | 2 | 80 | 172 2 4 €
Extended attack (Section 4.3) | 40 | 80 | 172 || 39 78 10s
Extended attack (Section 4.3) | 100 | 80 | 172 || 100 200 11 min
Extended attack (Section 4.3) | 160 | 80 | 172 || 163 326 11 hours

Table 2. Running time of our LLL-based attack, as a function of the parameter 6, for the "Extra" parameters of
CLT13. The lattice dimension is £ + d = 2¢.

5 Application to the Cheon et al. Attack

In 2015, Cheon et al. published in [CHL*15] a polynomial time attack against CLT13 resulting in
a total break of the multipartite Diffie-Hellman key exchange protocol. The attack relies on the
availability of low-level encodings of zero. In this section, we show how to adapt the Cheon et
al. attack to the setting of CLT13 with independent slots: we assume that no encodings of zero
are available to the attacker (otherwise the Cheon et al. attack would apply immediately), but as
previously, the attacker can obtain low-level encodings where only # components of the plaintext
are non-zero. In particular, this contributes to a cryptanalysis of CLT13 multilinear maps where
no encodings of zero are available beforehand; this was considered as an open problem in [CLR15,
Section 4].

5.1 The original Cheon et al. attack with encodings of zero

We first recall the basic Cheon et al. attack against CLT13. For simplicity, we take x = 3; the attack
is easily extended to x > 3. Consider a set A = {a; : 1 < j < n} of encodings of zero at level one,
a pair B = {bg, b1} of encodings at level one, and a set C = {¢ : 1 < k < n} of encodings at level
one. We write a; = aj;/z (mod p;), by = by /2 (mod p;), ¢ = cpi/z (mod p;), with integers aj; =0
(mod ¢;), for all 1 < j,i,k <n and t € {0,1}. We obtain the zero-testing evaluations:

" h x

t ‘ 0

wlf) = ajbycrpzy mod zo = %aﬁbtwki;

i=1 7 (]
where the equality holds over Z because the products a;bicy are level-3 encodings of 0. This can be
written in matrix form as

b1zt Ck1
(t) .

wie = [ajt - ajn]

btnpzt,n Ckn

where p.; = (hi/gi) - zo/pi for all 1 < ¢ < n. Writing out the matrices W, = (w](-?)lgj,kgn for
t € {0,1}, one obtains the integer matrix equalities W; = AA,C for t € {0,1}, where the rows of
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A are the vectors (aji1,---,ajn);, the columns of C are the vectors (cx1,- -+, Crn )k, and 4, is the
diagonal matrix diag(bi1pzt.1,- - -, bnPztn)-
Provided that at least one of W, W is invertible over Q (say W), one then evaluates over Q
the matrix product:
Wi -Wit=A(AATHAT!

The attacker can thus compute the eigenvalues of W()Wl_l7 by factoring the characteristic polyno-
mial (over Q). By similarity of these matrices, these eigenvalues coincide with those of AoAfl =
diag(bo1/b11, - - ., bon/b1n), which are {bg;/b1; : 1 <i < n}. These ratios are now enough to factor .
Namely, writing the quotients by;/b1; = x;/y; for coprime integers x;,y; and using that by = by /2
(mod p;), we obtain:

wib1 — yibo = (zib1; — yiboi)/2z =0 (mod p;)

and therefore ged(z;b1 — yibo, x0) = p; with good probability. In summary, the Cheon et al. attack
recovers all secret p;’s in polynomial time given the low-level encodings of zero {a; : 1 < j < n}.

5.2 Adaptation of the Cheon et al. attack to our cryptanalysis

We now show how to adapt the Cheon et al. attack when no encodings of zero are available, but the
attacker can obtain low-level encodings where only 6 components of the underlying plaintexts are
non-zero. The attack is divided in two steps: first the attacker generates encodings of zero using the
orthogonal lattice attack from Section 4, and then applies the original Cheon et al. attack to reveal
the primes {p; : 1 <i < n}.

We consider the following setting with x = 4. Let £ > 1; we consider aset Y = {y; : 1 < j < £} of
level-one encodings of messages my, ..., my, where only the first § components of each m; are non-
zero. Moreover, we consider as in the previous section three sets A = {a; : 1 < j <n}, B = {by, b1}
and C = {c; : 1 < k < n} of level-one encodings of non-zero messages.

First step: orthogonal lattice attack. We show that the orthogonal lattice attack from Section
4.2 can compute a short vector w € Z¢ such that 3/ = (u,y) is a level-1 encoding of zero, where
y=(y1,...,yr). We write for all 1 < j <¢:
yjzw (mod p;) , 1<i<n,
z
with the usual CLT13 notations, where m, ; = 0 for # +1 < i < n. Note that our orthogonal lattice
attack from Section 4.2 uses level-k encodings; therefore it can be applied on level-x encodings of
the form:
ej:yj-a1~b0~01 modxo

for level-one encodings a1, by, ¢1; we obtain:

/
T i + Mji - T

o (mod p;), 1<i<n
for some r;i € Z and where x; is the i-th component of the plaintext corresponding to the encoding
ai - by - c1. Clearly, since the messages {m; : 1 < j < ¢} have non-zero support of length 6, the
messages {(mj; - Ti)i<i<n : 1 < j < ¢} have non-zero support of length at most §. Therefore,
applying the orthogonal lattice attack from Section 4.2 on the encodings e; (i.e. on the vector
w = put - (ej)1<j<¢ mod x), we obtain a vector u € 7! such that (u,m; - 2;) = 0 (mod g;) for
all 1 < i < 6, where the m;’s are the vectors (my;,...,my) for 1 < i < 6. Provided that x; #Z 0
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(mod g;), this implies (u,m;) =0 (mod g;) for all 1 < ¢ < . Therefore, for all 1 <i < n, we can
write Z§:1 ujmj; = kig; for integers k; (and k; = 0 for 6 +1 <4 < n). This gives:

1 14
y/:Zujijgi Zujrji-i-ki -z (modp;), 1<i<n
J=1 J=1

and therefore ¢ is a level-1 encoding of zero, moreover with small noise since the vector u is short.
Note that we only need a single vector u; therefore the first step of the attack is proven by Proposition
5.

Second step: Cheon et al. attack. The second step consists in applying the Cheon et al. attack
with the three sets A" = {y - a; : 1 < j < n}, B={by,b1} and C = {¢}, : 1 < k < n}. Since ¢’ is
an encoding of zero, all encodings in A’ are encodings of zero, and we can apply the Cheon et al.
attack on the three sets A’, B and C to recover all secret primes p;.

Since the orthogonal lattice attack more generally provides a set of ¢ vectors u; € 7 (instead
of a single u; and all satisfying (u;,m;) = 0 (mod g¢;) for all ¢), a variant of the above attack
with £ = 3 consists in starting from a set A = {a; : 1 < j < n} of £ = n encodings where
only the first # components of the underlying plaintexts are non-zero, and then generating a set
A" = {(uj,a) : 1 < j < n} of encodings of zero, with the vector of encodings a = (ay,...,a,). One
can then apply the Cheon et al. attack as previously on the three sets A’, B and C.

Note that the first step of the attack above (i.e. the generation of encodings of zero) uses the
orthogonal lattice attack from Section 4.2 with the bound af < v. The attack from Section 4.3 is
easily adapted to reach the improved bound af = O(v?). In this case the attacker can obtain £ - d
level-two encodings of zero given by {(uj,cx) : 1 < j < ¢,1 < k < d} where ¢, is the vector of
encodings (¢; - ¢}.)1<j<¢ with the encodings ¢; - ¢}, considered in Section 4.3.

6 Application to constructions based on CLT13 with independent slots

In this section we show that our orthogonal lattice attack from Section 4 can be applied to various
constructions over CLT13 multilinear maps with independent slots.

6.1 The multilinear subgroup elimination assumption from [GLW14,GLSW15]

The multilinear subgroup elimination assumption is used in [GLW14] for witness encryption and in
[GLSW15] for constructing program obfuscation, based on a single assumption, independent of the
particular circuit to be obfuscated. The multilinear subgroup elimination assumption is stated for
a generic model of composite-order multilinear maps. Below, we show that our attacks break this
assumption over CLT13 composite-order multilinear maps. We note that since the GLW14 scheme
also includes encodings of zeroes, it could also be broken more directly by the Cheon et al. attack.
We recall the definition from [GLSW15|.

Definition 7 ((i,v)-multilinear subgroup elimination assumption [GLSW15]). Let G be a
group of order N = ay ---auby ---b,c where ay,...,a,,b1,...,b,,c are p+v+1 distinct primes. We
give out generators Tay,...,Ta,,Thy,---,Tp, for each prime order subgroup except for the subgroup
of order c. For each 1 <1 < u, we also give out a group element h; sampled uniformly at random
from the subgroup of order cay - - - a;—1a;11-- - a,. The challenge term is a group element T' € G that
is either sampled uniformly at random from the subgroup of order ca - - - a, or uniformly at random
from the subgroup of order a1 - --a,. The task is to distinguish between these two distributions of T'.
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For simplicity, we consider the assumption with © = 1 and v = 0; the generalization of our
attack to any (u,v) is straightforward. Therefore G is a group of order ajc. The challenge T' € G is
either generated at random from the subgroup of order aic, or from the subgroup of order a;. In the
context of a CLT13 instantiation, we assume that a; = Hle gi and ¢ = H:‘L:G-H g;. In that case, aq
and ¢ are not primes, but the assumption can still be considered for composite a;’s, b;’s and ¢. The
encoding T is then either generated from a random plaintext m € @;._, Z/g;Z, or from a random
plaintext with only the 6 first components non-zero, that is m = 0 (mod g;) for 6 +1 < i < n.
It is easy to see that our attacks from Section 4.2 and Section 4.3 apply in this setting. Namely,
when only the first § components of the plaintext m corresponding to the challenge T" are non-zero,
our attacks recover the product a; = H?:l g;, whereas the attacks will fail when m is a random
plaintext. Therefore the challenge T is easily distinguished unless 6 is large enough; more precisely,
6 must satisfy the bound given by (23) to prevent the attack.

6.2 The Zimmerman circuit obfuscation scheme

At Eurocrypt 2015, Zimmerman described a technique to obfuscate programs without matrix branch-
ing programs, based on composite-order multilinear maps [Zim15|. A plaintext m belongs to Z/NZ
for a composite modulus N = Ne, - Nchk, and the ring Z/NZ is viewed as a direct product of an
"evaluation" ring Z/Ne/Z to evaluate the circuit, and a "checksum" ring Z/NZ to prevent the
adversary from evaluating a different circuit; those two evaluations are performed in parallel. Using
the CLT13 notations from Section 2, one can let No, = Hle g; and Nepk = H?:O-H g;. In that case,
the parameter  must satisfy the bound given by (23) to prevent our lattice attack.

6.3 The FRS17 construction for preventing input partitioning attacks

At Asiacrypt 2017, Fernando, Rasmussen and Sahai described three constructions of "stamping
functions" for preventing input-partitioning attacks on matrix branching programs [FRS17|. Their
third construction is based on permutation hash functions and is instantiated over CLT13 multilinear
maps with independent slots. More precisely, the permutation hash function is written as a matrix
branching program, and multiple such permutation hash functions h; are evaluated in parallel along
with the main matrix branching program; this is to ensure that only inputs of the form z||h(x) can
be evaluated, where h(x) = hy(z)|| - - ||hi(z), which prevents input partitioning attacks.

Matrix branching programs. We first recall the construction of [GGHT13b| to obfuscate matrix
branching programs. A matrix branching program BP of length n, on ¢-bit inputs = € {0, 1}3 is
evaluated by computing;:

C(.CI}) = b(] : H B@xinp(i) : bnp—i-l (24)
=1

where {B;; : 1 <i<np,be {0,1}} are 2n, square matrices and by and b, 11 are bookend vectors;
then BP(z) = 0if C(x) = 0, and BP(z) = 1 otherwise. The integer inp(i) € {1, ..., ¢} indicates which
bit of  is read at step 4 of the product matrix computation. The matrices B; are first randomized
by choosing n, + 1 random invertible matrices {R; : 0 < i < n,} and letting Bi,b = Ri_lBi,bRi_l
for 1 < ¢ < nyp, with also l~)0 = boRa1 and Bnp+1 = R, by, +1. We obtain a randomized matrix
branching program with the same result since the randomization matrices R; cancel each other:

Tp

C(l’) = 50 : H Biﬂ?inp(i) : Bnp+1~
=1

The entries of the matrices B@b are then independently encoded, as well as the bookend vectors
bo and b,,. We obtain the matrices and vectors Bz‘,b = Encodey;; 11 (Bip), by = Encodey;;(bo) and
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Bnp+1 = Encodeyy, 12} (bn,+1). Here Encodey;; () denotes an encoding relative to the singleton i. The
matrix branching program from (24) can then be evaluated over the encoded matrices:

3

P
C(SU) = bO ’ Bivxinp(i) : bnp—‘,-l (25)
1

(2

The resulting C (x) is then a last-level encoding that can be zero-tested to check if C'(x) = 0, which
reveals the output of the branching program BP(z), without revealing the matrices B; .

Application to the FRS17 construction. The [FRS17| scheme constructs a modified matrix
branching program BP’ that receives as input ullvy...v; and checks whether v; = h;(u) for all
1 < i < t, where the h;’s are permutation hash functions; in that case, BP’ returns BP(u) where
BP is the original branching program; otherwise, it returns some non-zero value. As explained in
[FRS17|, multiple branching programs can be evaluated in parallel with composite order multilinear
maps; with the countermeasure from [GLW14] over CLT13, each branching program is then evaluated
modulo a product of # of the primes g;’s, instead of a single g; in [FRS17].

It is easy to generate an input u||lv;...v; such that BP(u) = 0 and v; = h;(u) for all 1 < ¢ <t
except for some i = ¢*; in that case, only one of the t + 1 parallel matrix branching program will
evaluate to a non-zero value. The orthogonal lattice attack from Section 4.2 can therefore recover the
secret plaintext ring @;-, Z/g;Z of CLT13, under the condition af < v. Alternatively, if multiple
p.t’s are available, the extended attack from Section 4.3 applies under the condition o = O(v?), as
described at the end of Section 4.3.

We note however that in both cases, our attack against [FRS17| only recovers the secret plaintext
ring ;" | Z/¢;Z of CLT13, and not all secret parameters of CLT13; we leave that as an open problem.
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A Proofs

A.1 Proof of Lemma 4

Let B = {(Buj,v;) : 1 < j < £+ 1} be a basis of L. We show that the vectors {u; : 1 < j < ¢}
corresponding to the first ¢ vectors, must necessarily be linearly independent over R. For the sake of
contradiction, we assume they are linearly dependent. For every vector (Bu;,v;) (with 1 < j < /£),
we consider the associated vector Du;jv;- By assumption, the vectors {puj,vj : 1 < j < (¢} belong
to the lattice generated by the vectors {g; : 1 < i < 6}, so there are integers ;; € Z such that
Pujv; = Zle Bijqi for every 1 < j < f. The definition of the vectors {g; : 1 < i < 6} gives
Pujv; = (CPjg1,- - ,Cﬁgjgg,—z:le Bijsi) for every 1 < j < ¢; and from the definition of the
vector Py, ., , we conclude by equalizing the components, the relations

Bijgi = (uz, ™) (26)
and
0
— Zﬁijsi = <Uj, R> + Uj (27)
i=1
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for every 1 < j < ¢,1 <4 < 6. Combining Equations (26) and (27) gives
vj = _Ziz:<ujami> - <Uj,R> 1<y <t

This implies that if the vectors {u; : 1 < j < ¢} are linearly dependent over R, then also the vectors
{(Buj,vj) : 1 < j < £} are linearly dependent over R, which contradicts the fact that B is a basis
of L. O

A.2 Proof of Proposition 5

Let a = (o, ...,a,1) € Z9T1. We let C = 2Pr=2+1 and consider the lattice AL of vectors (Cx,y) €
7 x 7 such that (z,v) is orthogonal to @ modulo zy. Further, we let B = 62°5+2 and let L C Z‘+!
denote the lattice of vectors (Bu,v) € Z x Z such that the vector (u,v) is orthogonal to the vector
(w, 1) modulo .

Let AL be the lattice of vectors w € Z* such that (w,m;) = 0 (mod g;) for all 1 < i < 6. We
denote by ug a shortest non-zero vector of A+. We write (ug, m;) = kig; with k; € Z. To ug we
thus associate the vector F(ug) = (Bug, — Zle kis; — (ug, R)). From the definition of w and the
congruence relations g;a; = s; (mod xg), we have that (ug, — 2?21 kis; — (ug, R)) is orthogonal to
(w, 1) modulo g, and therefore F'(ug) € L.

Letting g = Hle gi, we now show that F(ug) has square norm upper bounded by

1 (uo) 1> < (€4 1)B?|luo||* < £(£ +1)B?¢*/" . (28)

Indeed, we write ||F(uo)|* < B2lfugll? + (S0, kssil + ol | RI)?. From |lrsg| < V222, we obtain
207 k| < kilgs < lluol|||mil] < V2% ||luo; ie. |ki| < 2v€|ugl for all 3. Combined with ||R|| <
V|| R||oo < V/2°PR, this gives

0
> lksil + luoll| R < VE|luol - (20716 + 2°7) < Ve[ (2 - 2°5710) = VEB|uo||
=1

Therefore, || F(ug)||? < B?||luo||?>+£B%||uol|?> = (¢+1) B?|lug||?>. Now, since ug has length A;(A),
it follows from Minkowski’s Theorem that |Jug|| < vZg*/* where g = det(A'), and (28) easily follows.

Let 1 = (Bwuj,v1) be the first vector in a (3/4)-reduced basis of the lattice L, obtained
from LLL. By Theorem 3, it satisfies ||z1| < 2%2||F(uo)]|, that is, combined with (28), ||z1| <
202, /(¢ 4+ 1)Bg"/*. In particular, we obtain the bounds

lual| < 22\/0(€ + 1) - g (29)
loy| < 22B\E(0+1) - gM/* (30)
For simplicity we write K = 2¢/2 00+ l)gl/e. Now, to the vector x1 € L, we associate, for C' as

above, the vector f(x1) = (C(ur,m1),...,C{ur,my), (ur, R) +v1) € A+. Because (Buy,v;) € L,
it is a direct check that f(x1) € At Tts square norm is upper bounded by

0
IF@)I? < €Y Jul Pllmil|* + (Jan || R] + 1),
i=1

Using once again that ||| < 2%V and |R| < 2°RV/{, and combining with (29) and (30), we
obtain

[f(z)])? < C2K? - 0022 + (KVI2°R + KB)? < C?K? - 002%* + (2K V{B)?
= K%0(C?02%* + 4B?)
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so that, using C2?02%2% < B? = 166%22°r, this gives
If(z)]| <4V5E-VE-0- K- 2%, (31)

We now consider the vectors {g; : 1 < i < 0} defined by q; = (0,...0,Cg;, 0,...,0,—s;) € ZF1,
They are linearly independent; moreover, from the congruence relations g;a;; = s; (mod zg) for 1 <
i < 0 we deduce that for all i, (g;,a) =0 (mod x¢); i.e. ¢; € AL. Further, as |s;| < 2°%, their norm is
upper bounded by ||g;||?> < C?g? +2%r < C?g? +Cg? < 2C?g? because Cg; > 2Pr=oFl. 2071 = 9rr
Consequently,

0 0
[Tllaill < 2°72¢? T] g: = 2°/2C”. (32)
i=1 i=1

Now, (17) together with g < 2% implies (1 4 1/£)logy(g) + (£ + 0)/2 + logs (45 + 100) <
log, () — pr and, by raising to the power of 2, we obtain g!*1/¢.20/2.20/2. 4/5\/0 100 < x(/2°".
This is equivalent to ,

g/t 2t2 L9rr aN5\ 1100 < sz(f/gg : (33)
The left hand side is lower bounded by || f(z1)|| by (31), and the right hand side is upper bounded
by det(AJ-)/l_[f’:1 lqil|, by (32) together with det(A') = C%xy. Therefore (33) implies || f(x1)| <
det(AL)/l_[f:1 llg;||. It follows from Lemma 2 that f(x;) is in the linear span generated by the
vectors {q; : 1 < i < 0}. Since g; are distinct prime numbers and ged(s;, g;) = 1 for 1 <1i < 6, we
conclude that f(x1) is in the sublattice generated by the vectors {g; : 1 < i < #}. Consequently, for
all 1 <i <0, one has (u;,m;) =0 (mod g;).

The rows {b; : 1 < j < £+ 1} of the matrix

BI, —w”
0 =9 ’

where I, denotes the ¢ x £ identity matrix, form a Z-basis of L. Hence, by running LLL on this
matrix with 6 = 3/4, we obtain a vector @; of which the first ¢ entries, divided by B, produce a
vector u = wy satisfying (uj,m;) = 0 (mod g;) for all i. By Theorem 3, the algorithm terminates
in polynomial time. ad
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