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ABSTRACT

The number of applications based on Global Navigation
Satellite Systems (GNSS) has been increasing in the last
years. With its proliferation, Radio-Frequency Interference
(RFI) has become one of the most concerning topics on
GNSS-based devices for navigation, positioning and timing,
but also for Earth Observation purposes such as GNSS-
Reflectometry (GNSS-R) and GNSS-Radio Occultations
(GNSS-RO) due to the corruption of the received signal and
the corresponding geophysical measurements. The Front-End
GNSS Interference eXcisor (FENIX) mitigates the problem
of RFI by providing a plug-and-play solution which, placed
between the antenna and the receiver, excises virtually any
kind of interference signal, as its mitigation algorithm is
agnostic on the particular type of RFI. The new version of
FENIX is also capable of operating with large signal band-
widths (~50 MHz) and dual-band applications (e.g. L1 +
L2 or L1/E1 + L5/ES). This paper shows the performance
of the system for commercial GNSS receivers and GNSS-R
applications. The use of FENIX in Microwave Radiometers
is also possible, but it is out of the scope of this paper.

Index Terms— RFI, detection, mitigation, GNSS, GNSS-
R, reflectometry, FENIX, MFT.

1. INTRODUCTION

The main goal of the FENIX is the mitigation of RFI signals
that cause desensitization, signal loss, or in general the mal-
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Fig. 1: New portable and standalone FENIX prototype with
dimensions 10 cm x 5 cm x 2 cm and USB powered.

function of a GNSS receiver. FENIX is a patented technol-
ogy (US 15222036) designed to mitigate virtually any type
of RFI signals regardless of the antenna and the receiver used
by the system. It uses a non-parametric algorithm based on a
combination of statistical techniques and the Multiresolution
Fourier Transform (MFT), bestowing it with the capability to
work against any kind of RFI without prior knowledge of its
characteristics. The new FENIX prototype is shown in Fig.[T}
Its physical dimensions are 10 cm x 5 cm x 2 cm, it weights
170 g and it is USB powered.

In this paper, the new architecture of the FENIX system
is presented. It improves the performance and capabilities
of prior versions, allowing for improved robustness and flex-
ibility against RFI. First, the FENIX block diagram is pre-
sented, including the Radio Frequency (RF) and Signal Pro-
cessing (SP) stages. Then, results are presented in terms of: 1)
the transfer function versus the RFI type and power, showing
that the delay is constant, and agnostic to the RFI type and/or
power, 2) resilience improvement of GNSS receivers against
RFI and finally 3) the application to a GNSS-R receiver.
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Fig. 2: Block diagram for the RF Stage of the FENIX [1]].

2. BLOCK DIAGRAM

The functional block diagram of the system can be divided
into two sub-blocks: an analog Radio Frequency (RF) stage
and a digital Signal Processing (SP) stage. On one hand, the
RF stage amplifies and down-converts the collected signals
from the antenna in two separate bands (e.g. L1 + L2 or
L1/E1 + L5/ES) and delivers them to the SP stage. More-
over, it takes the RFI-mitigated signals at the output of the SP
stage, up-converts them using the same Local Oscillator (LO)
and delivers them to the GNSS receiver. On the other hand,
the SP stage filters and excises undesired RFI and jamming
signals from useful GNSS signals for each of the RF bands
independently.

2.1. Radio Frequency Stage

In the RF stage, the signal coming from the antenna (which
may be RFI-contaminated or not) is amplified, filtered,
down-converted and digitized for subsequent processing in
the FPGA. After that, the already processed signal is up-
converted to the original frequency band, filtered once again,
and attenuated to keep the GNSS receiver out of saturation.
This process makes FENIX transparent to the GNSS receiver,
thereby providing increased versatility when compared to
other RFI detection and mitigation systems. Fig.2]illustrates
a block diagram of the RF stage.

The input signal is first split into two separate paths, each
one processing a different frequency band (e.g. L1/L2, L1/L5,
etc.). At each branch, the signal is amplified using a Low
Noise Amplifier (LNA) to optimize the Noise Factor (NF) of
the overall chain. Moreover, GNSS signals captured by the
antenna have very low power, on the order of -125 dBm [2],
and therefore must be first amplified to adapt their power level
to the dynamic margin of the following elements of the chain.
On the contrary, if a high-gain GNSS antenna with an inte-
grated LNA is connected to the FENIX, the receiving chain
may enter into saturation. To avoid that, a programmable and
variable attenuator is placed after the LNA.

After that, two band-pass filters tuned at each center fre-
quency are used. The purpose of these filters is two-fold. On
one hand, they reject near-band interference signals, and on
the other hand, they avoid saturation and instabilities in the

receiving chain. In the same way, the amplifiers are also tuned
to allow only the desired frequency band to pass to maximize
the near-band rejection. Finally, a pre-amplifier is used after
the band-pass filter at each band to adapt the GNSS power
level to the down-conversion stage.

At each branch, the analog frequency conversion stage
converts the GNSS signals from their band down to an Inter-
mediate Frequency (IF). The down-converted analog signal
at IF is transformed into a digital signal using an Analog-to-
Digital Converter (ADC). Thus, the digital signal is a repre-
sentation of the received analog signal coming from the an-
tenna at a lower frequency, filtered and digitized, and it may
be RFI-contaminated. Moreover, the signal is usually down-
converted using an in-phase and quadrature (I/Q) demodula-
tor, and thus, dual-channel ADCs are used in the digitization
process.

Before the digital conversion, the down-converted signals
are amplified and filtered again. A variable amplifier is used
to adapt the signal power level to the dynamic margin of the
ADC, while a low-pass filter prevents aliasing effects, as they
may enhance the effects of near-band interference. For this
reason, selective low-pass filters are required before digitiz-
ing.

The GNSS signals are then digitally processed to de-
tect and eliminate possible RFI signals. The digital signal
processing algorithm is implemented in real-time inside an
FPGA. The output of the FENIX excision algorithm is con-
nected to a dual-channel Digital-to-Analog Converter (DAC).
Then, the RFI-mitigated GNSS signals are converted back to
the analog domain from the IF.

Nearing the output, the signals are low-pass filtered again
to avoid aliasing, and then up-converted to the original fre-
quency band. The time-lapse between the instants where the
signal is down- and up-converted is not zero, and it depends
mainly on the delay introduced by the SP stage. However, it
is constant and the same for all satellites, and therefore it does
not affect the estimation of the navigation solution.

Finally, once the RFI-mitigated GNSS signals are at the
original frequency, a variable attenuator is used to avoid sat-
uration at the GNSS receiver. Furthermore, the signals are
band-pass filtered again to reduce the coupling of the LO at
the output. Finally, the signals from both frequency bands are
combined and delivered to the receiver.

2.2. Signal Processing Stage

As mentioned above, the SP stage is completely digital, and it
is implemented into an FPGA because of the high throughput
required, the large number of logic cells, and pipeline archi-
tecture needed to implement the FENIX mitigation algorithm.
Fig.[3] thus providing real-time dual-band mitigation.

The signal digitization and quantification at the ADC
is performed with 12 bits for each I/Q component. This
value ensures a low quantification noise, and a large digital
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Fig. 3: Block diagram for the SP Stage of the FENIX [1].

dynamic range (~72 dB). Moreover, a second and digital
down-conversion is performed using 16-bit complex multi-
pliers. The digital LO is implemented using a Direct Digital
Synthesizer (DDS), which is used for both up- and down-
conversion as in the RF stage. This second down-conversion
is used to remove the leakage of the analog LO.

Once the signals are at Base-Band (BB), they are low-
pass filtered and decimated (only if the signal has been over-
sampled at the ADC). This low-pass filter is an FIR filter with
a large number of coefficients (>128) to preserve the phase
response, to have high selectivity, and, thus, to provide good
rejection for near-band RFI signals.

Once the signal has been decimated, two tasks are per-
formed in parallel. In the central branch, a normality test is
first applied to the digital data to determine if the incoming
samples are RFI-contaminated or not (i.e. if they follow a
Normal distribution or not). Thus, the properties of the signal
in the statistical domain are first used to take the necessary ac-
tions in the RFI mitigation process. The result of the normal-
ity test can be obtained as a combination of independent sta-
tistical tests such as the complex kurtosis and the Anderson-
Darling (A-D) test. In this case, the complex kurtosis is used
as a principal normality test, whereas the A-D test can be used
as an auxiliary flag to check if the kurtosis is working at its
blind spot [3| 14].

If the Normality test determines that the decimated BB
samples are Normal, their power (i.e. their variance o2 for
zero-mean signals) is estimated to obtain the threshold Value.
There are several procedures to estimate the power of the RFI-
free samples. The simplest approach consists of using the un-
biased sample variance. One of the main drawbacks of this
approach is the bias introduced by outliers, which may be
likely to appear in RFI environments. A more trustful ap-
proach is to use robust estimators such as the Median Ab-
solute Deviation (MAD) or the Inter-Quartile Range (IQR),
which provide results less affected by outlier values [3].

Once the variance of the noise has been estimated, the
threshold « can be obtained as a function of the desired prob-
ability of false alarm, Pgy. Suitable values for Ppy for GNSS
signals are in the range from 1075 to 10~° [}, because of
their spread-spectrum correlation gain. The threshold value
can be obtained both from the power of the samples (i.e expo-

nential or chi-squared distribution), or equivalently from their
root square or absolute value (i.e. Rayleigh or x distribu-
tion). The last option is chosen to keep the samples working
at 16-bit integer precision. Therefore, the threshold « can be
calculated as

1
a=V2a0, zn(PFA>. (1)

Moreover, in the upper branch, the different time-frequency
decomposition levels of the BB samples are calculated using
the already mentioned MFT algorithm. A set of FFT blocks
with different lengths are calculated simultaneously from the
BB data. Since they have different transform length, they
have different time-frequency resolution. The MFT can be
defined as

X [p,k,r] = NG S wfm o+ prlw, m] e 2TE ()

where x[m] is the input signal, m is the time sample num-
ber, w[m] is the transform window (e.g. rectangular, flat-top,
Gaussian, etc.), p is the transformed time bin number, % is the
frequency bin number, and r is the resolution or scale level.

Therefore, the output of the MFT is a 3-dimensional space
wherein the input signal is analyzed in time and frequency
domain with different time-frequency resolution levels. Usu-
ally, man-made RFI signals have their power concentrated
in either time, frequency, or both domain, to maximize the
instantaneous and/or spectral power density. This makes the
MFT an optimum tool to perform agnostic RFI mitigation.
If the MFT is compared with other RFI mitigation tech-
niques in the state-of-the-art, it combines features from both
the Short-Time Fourier Transform (STFT) and the Wavelet
Transform (WT). The STFT uses the FFT to compute effi-
ciently the spectrum of a signal, whereas the WT changes the
length of its transform basis (i.e. mother wavelet) to provide
multi-resolution or multi-scale analysis. The MFT provides
representation in a 3-dimensional space defined by the do-
mains of time, frequency, and scale. In this way, the RFI
signals are projected into different orthogonal spaces with
different ratios of time-frequency resolution. The probability
of being a version sufficiently similar to the interfering signal
received in the base of the transform is maximized to be able
to be detected in the subsequent step, once it is compared
with the corresponding transformation of the useful signal.
The MFT was not previously used to eliminate RFI, and it
has been demonstrated to have an overall better behavior than
other types of transforms [1]].

At the thresholding stage, samples with magnitude larger
than the threshold « are blanked out. This procedure allows
minimizing the Interference-to-Noise Ratio (INR), thus max-
imizing the SNR because of the properties of the GNSS sig-
nals buried into the thermal noise. Therefore, the thresholding
excises RFI-contaminated samples from the RFI-free ones. If
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(b) Jitter analysis of the delay introduced by FENIX.

Fig. 4: Sample measurement of the adaptive transfer function
of the FENIX. Both magnitude and phase group delay are an-
alyzed [1].

each resolution level performs a normalized transform, the
same value of « can be applied to all of them. Once the
thresholding is applied, the inverse MFT is applied to trans-
form the RFI-mitigated signal samples back to the time do-
main.

3. PRELIMINARY TESTS

To validate the performance of the new architecture, the
FENIX has been tested with COTS GNSS receivers and a
GNSS-R system under different RFI scenarios.

3.1. Transfer Function

First of all, the end-to-end transfer function of the new ar-
chitecture has been calculated. Fig. [fh shows a sample am-
plitude transfer function for different INR levels. This alone
provides much of the information about the performance of
this new architecture. The main idea is that the equivalent
transfer function to the FENIX adapts itself to excise as much
as RFI signal power as possible while it protects the GNSS
signal. A different transfer function is obtained if the RFI sce-
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(b) Degradation test with a GALILEO Trimble receiver.

Fig. 5: Multiple C'/ N, degradation tests performed with com-
mercial GNSS receivers. The dotted lines represents systems
without FENIX whereas the solid lines correspond to FENIX
enabled [1].

nario is changed. Moreover, the delay (i.e. phase derivative
of the transfer function) provides an important insight for the
analysis of the performance of the FENIX and it is a critical
parameter for timing GNSS receivers.

A large but constant delay is introduced by the SP stage.
This must be measured so as to calibrate and compensate
it in holistic implementations of FENIX with other GNSS
Systems. Previous tests for existing FENIX implementations
have shown constant delays of about 1.65 ms [1]]. As its jitter
has been measured to be lower than 2 ns (Fig. Eb), it makes it
compatible with 5G applications as they have a Time Align-
ment Error (TAE) requirements of 65 ns for current 5G Non-
Standalone (NSA), 13 ns for next coming 5G Standalone (SA)
Sub-6, and 2.6 ns for future 5G mmWave [6}[7]]. It is acknowl-
edged that in other more sophisticated applications, such as
Galileo reference stations or GNSS timing receivers, the con-
stant delay must be compensated for.

3.2. COTS GNSS Receivers

After the transfer function has been obtained, its performance
with different Commercial-Off-The-Shelf (COTS) GNSS re-
ceivers is tested. The FENIX system has demonstrated its
capability to increase by 20-30 dB [1]] the rejection to RFI.
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Fig. 6: Comparison effect of the FENIX performance in GNSS-R observables.

Note that this improvement is compatible with other RFI
detection/mitigation techniques at antenna level such as No-
vatel’s GAJT [B], or in post-correlation. Fig.[5|shows multiple
C'/Ny degradation tests performed with commercial GNSS
receivers. Fig. B corresponds to the degradation test for
four different GPS receivers with a particular RFI scenario (a
wideband chirp signal with 10 MHz od bandwidth and 100
kHz of repetition frequency). Fig. b depicts the degradation
test with a GALILEO Trimble receiver under three different
RFI scenarios.

For GNSS timing applications, the FENIX introduces a
constant delay due to the processing stage, but regarding the
group delay as a function of the INR, the bias is below the
ns level for INR values below 40 dB. However, the standard
deviation is a bit larger with a maximum of about 2 ns at 40
dB INR (Fig.[b). Even though this is the worst-case, the per-
formance in terms of group delay stability remains at ns level.
This proves that FENIX can be used even with high preci-
sion and high-performance GNSS receivers since the timing
accuracy is degraded few ns in the worst case.

3.3. GNSS-R System

Finally, the performance in a GNSS-R case is presented. With
the increasing importance of GNSS-based Earth Observation
techniques in the last decades, e.g. GNSS-RO and GNSS-R,
verifying the improvement of FENIX in these systems is of ut-
most importance, needless to say in Microwave Radiometers,
as it has been shown that getting scientific data from some
missions, in some parts of the world turns to be almost mis-
sion impossible (e.g. SMOS in some regions of the world
19D).

In GNSS-R, the so-called Delay-Doppler Maps (DDMs)
are used to characterize the scattering of the GNSS signals off
the Earth’s surface by calculating the cross-correlation of the
received signal with a locally generated replica of the trans-
mitted one at different time delays and Doppler frequency

shifts. Current spaceborne GNSS-R systems use 1 ms coher-
ent integration followed by 1 s incoherent integration. Fig. [f]
shows the performance of the FENIX system with a GNSS-R
system that obtains DDMs from GPS L1 C/A reflected sig-
nals. This system computes synthetic DDMswith an ad-hoc
GNSS-R signal generator developed at UPC-CommSensLab
with or without RFI signal. Fig.[6h shows the DDM with a
very strong RFI signal that saturates the DDM computation
and prevents observing the GPS reflected signal contribution.
Conversely, Fig. [6p shows the DDM with the FENIX system
activated. RFI-mitigated residuals can still be observed over
the useful signal. However, the system can retrieve some geo-
physical parameters from the reflected GPS signal under RFI
scenarios.

4. CONCLUSIONS

This new proposed architecture for the FENIX is proving to
be an excellent solution to the RFI problem in a wide array
of situations. With the addition of dual-band, automatic gain
control and a new enclosure to survive the harshest condi-
tions, this new version will become part of the state-of-the-art
in highly RFI resilient GNSS-enabled applications. The new
FPGA used in FENIX will provide the capability to evolve by
using more advanced techniques or real-time reconfiguration
to achieve optimal performance in a multitude of scenarios.
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