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Preface

This is the fourth edition of the International Conference on E-Voting and Iden-
tity (VoteID). Previous VoteID conferences were held in Tallinn, Estonia (2011),
Luxembourg (2009) and Bochum, Germany (2007). This year’s VotelD takes
place in Guildford, UK, on 17-19 July 2013, hosted by the University of Surrey,
preceded by a special session on “Voting Systems Demonstrations” exhibiting
recent practical developments in voting systems.

Countries around the world are increasing their deployment of electronic vot-
ing, though in many places the trustworthiness of their systems remains contro-
versial. Vote-ID has always maintained a strong focus on designing trustworthy
voting systems, but the breadth of interpretations of trustworthiness seems to
widen every year. This year’s papers include a range of works on end-to-end ver-
ifiable election systems, verifiably correct complex tallying algorithms, human
perceptions of verifiability, formal models of verifiability and, of course, attacks
on systems formerly advertised as verifiable.

To be trustworthy is one thing, but to be trusted is quite another. The increas-
ing practical application of electronic voting technologies implies a need for us
to understand the wider implications of gaining and deserving public trust. This
year’s Vote-ID boasts some prestigious invited speakers on this theme: David
Birch, a founding Director of Consult Hyperion, will be speaking on “Suppose
Electronic Voting Works? What Then?”; Robert Krimmer, Senior Adviser on
New Voting Technologies in the Election Department of the OSCE’s Office for
Democratic Institutions and Human Rights (OSCE/ODIHR), gives a talk en-
titled “The Election Observation of New Voting Technologies”; Philip Stark,
Professor and Chair of Statistics, UC Berkeley, speaks on “E2E to Hand-to-Eye:
Verifiability, Trust, Audits”; and Baroness Onora O’Neill of Bengarve CBE FBA
Hon FRS F Med Sci, Chair of the Equality and Human Rights Commission, de-
livers our keynote address on the subject of “Trustworthiness before Trust”.

The Programme Committee selected 12 papers for presentation at the confer-
ence out of a total of 26 submissions. Each submission was reviewed by at least
four Programme Committee members. The EasyChair conference management
system supported the reviewing process and preparation of these proceedings.

We would like to thank everyone who helped in bringing this conference
together: the authors for their submissions; the Programme Committee and the
external reviewers for their conscientious and timely efforts in reviewing and
discussing the submissions; Maggie Burton, who provided such excellent support
for the local arrangements; and Consult Hyperion and IBM for their generous
sponsorship that allowed us to extend invitations to the guest speakers, as well as
funding a number of student stipends. Finally, we thank our home institutions,
The University of Melbourne and University of Surrey, for their support.

July 2013 James Heather
Steve Schneider
Vanessa Teague
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Scaling Privacy Guarantees in Code-Verification
Elections

Aggelos Kiayias'* and Anthi Orfanou?

! National and Kapodistrian University of Athens, Athens, Greece
aggelos@kiayias.com,
2 Columbia University, New York, NY
anthi@cs.columbia.edu

Abstract. Preventing the corruption of the voting platform is a major
issue for any e-voting scheme. To address this, a number of recent proto-
cols enable voters to validate the operation of their platform by utilizing
a platform independent feedback: the voting system reaches out to the
voter to convince her that the vote was cast as intended. This poses two
major problems: first, the system should not learn the actual vote; sec-
ond, the voter should be able to validate the system’s response without
performing a mathematically complex protocol (we call this property
“human verifiability”). Current solutions with convincing privacy guar-
antees suffer from trust scalability problems: either a small coalition of
servers can entirely break privacy or the platform has a secret key which
prevents the privacy from being breached. In this work we demonstrate
how it is possible to provide better trust distribution without platform
side secrets by increasing the number of feedback messages back to the
voter. The main challenge of our approach is to maintain human verifi-
ability: to solve this we provide new techniques that are based on either
simple mathematical calculations or a novel visual cryptography tech-
nique that we call visual sharing of shape descriptions, which may be of
independent interest.

Keywords: Electronic voting, elections integrity, visual cryptography

1 Introduction

The integrity of the voting platform is a critical feature of electronic voting
systems. If an attacker controls the voting platform then it can not only breach
voter privacy but also manipulate the election results. For this reason, as e-voting
systems increasingly find their way to real-world deployments, the security prop-
erties of the voting platform have become a major consideration. This problem
is particularly exacerbated in the case of Internet voting where the voter is sup-
posed to use a general purpose system (PC) for ballot casting. In this context

* Supported by project FINER of Greek Secretariat of Research and Technology, ERC
project CODAMODA and Marie Curie grant RECUP. Also partly supported by an
EAC grant from the VoTeR center - University of Connecticut.



2 Aggelos Kiayias and Anthi Orfanou

the problem has been generally identified as the untrusted platform problem. To
solve the problem a general methodology has arisen that enables the human op-
erator of the ballot casting PC to validate its operation (i.e., that it has cast the
proper vote) by receiving a suitable feedback from the system. This approach,
even if we assume the existence of such feedback channel for free3, it has to
additionally overcome two major challenges: First, the system should be able to
provide such feedback without breaching the privacy of the voter and learning
its vote. Second, the validation protocol should not be mathematically complex
since then this would require the utilization of the PC again to complete it; in
other words, the protocol should be “human-verifiable” i.e., easily executed by
a human in the verifier side. We first explain how these problems have been
addressed in the literature so far and then we present our results.

1.1 Previous work.

An ingenious idea to resolve the untrusted platform problem was proposed by
Chaum [4]: in code voting the system provides to the voter a code that uniquely
corresponds to his proper vote but the actual correspondence is hidden. The
system used pre-encrypted ballots and return codes, requiring the voters to enter
pseudo-random numbers in order to cast a vote. The scheme guarantees privacy
and integrity against malicious computers however codes need to be generated
via a multiparty protocol and distributed privately, something that substantially
increases the complexity of the system. Later the idea of code voting was applied
in voting schemes like those in [23,13].

Subsequent work in code verification protocols cf. [14, 11] simplified the ballot
casting procedure and made it compatible with standard encrypted ballot casting
systems (so that previous tallying mechanisms can be readily applied, as those
in [12,1,2,15,20,7]). More specifically, Heiberg et al. propose in [14] a code
verification protocol that uses random security codes. These are reconstructed as
the vote is transfered from the PC to the messenger through the vote collector, by
a proxy oblivious transfer scheme. Gjgsteen in [10, 11] uses pseudo-random codes,
generated as the composition of three pseudo-random functions, owned by the
PC, the vote collector and the messenger respectively. These papers focused on
the vote collection and feedback system which is comprised of two servers, a vote
collector and a messenger who collaborate to produce the validation code that
is transmitted as feedback back to the user. The separation of these two servers
is an essential feature and their collaboration breaks privacy in the protocols of
[14,11]. To address this serious privacy issue (as well as a few other problems),
Lipmaa presented an adaptation of Gjgsteen’s protocol in [16], that prevents the
coalition of the servers from breaching privacy by relying on a secret stored on the
PC. In this case, the vote collector and messenger server coalition is still unable
to breach privacy unless somehow they get access to the PC secret-key. While
this addresses partially the privacy concern it increases the key-management

3 For example an SMS to a smartphone has been suggested as an implementation of
the feedback mechanism.
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requirements of the protocol on the PC side. Given the above, it remains as an
open question to provide better privacy guarantees without using a secret key
on the PC side.

Part of our techniques to be presented below are related to visual cryptog-
raphy. Naor and Shamir [19] introduced visual cryptography and proposed a
visual secret sharing protocol that shares black and white images. In their sys-
tem each pixel is mapped to a certain shape and can be subdivided to a number
of black and white sub-pixels. The scheme considers a pixel as black if the num-
ber of black sub-pixels exceeds a certain threshold and analogously white if the
black sub-pixels are below a threshold. The final pixels are revealed visually by
overlaying a number of shares. While very interesting, the techniques of visual
cryptography have found little applications in real world systems. Chaum ex-
ploited visual cryptography for visual receipts in supervised electronic voting
(elections through voting booths) [5]. The scheme uses a 2-out-of-2 secret shar-
ing scheme to share the written form of the vote in two complementary sheets
that reveal the vote when combined, while none of the sheets leaks information
on its own. The voters keep one sheet and verify their ballot by comparing it
with a copy posted on the bulletin board. The use of visual cryptography was
later found to be non-essential and the original system was simplified in a way
that obviates the visual cryptography part, [22].

1.2 Our results

In this work we tackle the problem of scaling the privacy guarantee in code
verification voting systems without requiring any secret-keys on the PC side. Our
approach to achieve this is by increasing the number of feedback messages back
to the voter in order to enable the distribution of the messenger functionality.
The main challenge of this approach is to maintain human verifiability: to solve
this we provide new techniques that are based on either a simple mathematical
calculation that the voter is supposed to execute or a novel visual cryptography
technique that we call visual sharing of shape descriptions and is detailed below.

In general we follow the same initial setup as the voting systems of [14, 10,
16], i.e., the voter interacts with her PC to generate an encrypted vote. This
vote however, is transmitted to a set of voting servers: in our scalable system
we need not distinguish between types of servers as in previous protocols — all
of our servers behave in identical fashion. The voting servers provide feedback
to the user through an untappable channel (as the single messenger did in the
previous protocols cited above). Each feedback by itself carries no information
that can be tied to a specific voter choice. Nevertheless, the voter is able to
validate her vote by appropriately synthesizing the feedback she receives from the
servers. We consider the cases where the feedback may be the vote itself, a visual
representation of the vote (explained below) or a voter dependent security code.
In the latter case it is also required to have another out-of-band channel for the
distribution of the security codes (as in [14,11,4]). The first two cases though,
highlight a unique feature of our methodology: since there is a set of voting
servers that each one of them is incapable of extracting something useful from
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the feedback they return to the voter, it is actually possible for the synthesized
feedback to be the actual vote that was casted.

We give two constructions that address the problem of human verifiability
(via the synthesis of the voting server feedback messages). In the first case we
assume that the voter is capable of executing addition of decimal numbers, i.e.,
the voter should be capable of verifying that, e.g., the two-digit decimal numbers
32 and 92 sum up to a number that ends in 44. While for some people this may
be an easy task, it can be argued by some that it is a tall order for the general
population who may not be accustomed to perform mathematical calculations.
For this reason we introduce an entirely different technique that is related to
(but distinct from) visual cryptography and may be of independent interest.

A visual sharing of shape descriptions is a way to perform secret-sharing of a
set of shape descriptions. For example a shape description can be the following:
“a full circle.” In this setting the voter may be given two or more images and
we assume that she is capable of deciding (in her mind) whether the overlay
of the images matches the shape description she is given. In the case of a full
circle, for example, a question that the voter is assumed to be able to answer

is the following: does the overlay of O and O amount to a full circle? In
our second vote verification protocol the voter validates the PC operation by
answering queries such as this one.

We present our protocols for the case that the voting server feedback synthe-
sizes back to the actual vote, however, as mentioned, our protocols can be easily
adapted to the code verification setting (as in [14,11]). In this setting a code
generation phase takes place before the elections and the codes are sent to the
voter through an out-of-band communication channel (called the pre-channel
that for instance is paper mail sent ahead of the elections). Then, the voting
servers will obtain a share of the code that corresponds to the submitted vote
and will forward it, through another out-of-band channel (the post-channel), to
the voter as feedback that will be synthesized as above using our techniques.
An attacker may view the contents of at most one of these channels, in order to
guarantee privacy.

2 Cryptographic preliminaries and tools

Public key cryptosystem. A public key cryptosystem is a triple of algo-
rithms (Gen, Enc, Dec). The randomized Gen algorithm on input the security
parameter 1% outputs a secret/public key pair (pk, sk) + Gen(1*). The Encyy,
randomized algorithm on input pk, a message m and randomness r outputs a
ciphertext ¢ = Encyi(m, ). The deterministic Decgy, algorithm on input sk and
a ciphertext ¢ € C outputs a message m’ = Decgi(c). For a correct encryption
scheme it holds that if (pk, sk) < Gen(1¥) then Decgy(Encp,(m,r)) = m.

The ElGamal cryptosystem works over a finite cyclic group G, of prime order
g, generated by (g). Gen selects a secret key sk < Z, and sets pk = gk,
A message m € G is encrypted as (c1,c2) = Encpr(m,r) = (m - pk",g"),
with randomness r € Z,. On input (c1,c2) the decryption algorithm outputs
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m' = Decg({(c1,c2)) = c1/cs¥. The cryptosystem is multiplicatively homomor-
phic as for all mq,mg,r1, 72 € Z, it holds that Encyg(mq,71) - Encpr(me,re) =
Encprp(my - mo,r1 + r2). An additively homomorphic variant is derived if we
encrypt g™ instead of m. The ElGamal cryptosystem is IND-CPA secure under
the decisional Diffie-Hellman assumption.

Commitments. A commitment scheme is a triple of algorithms (Gen, Com,
Open). The randomized Gen algorithm on input 1* outputs a public key h. The
randomized Comy, algorithm on input h, a message m and randomness 7 and
outputs a commitment ¢ = Comy(m,r). The Open algorithm on input a com-
mitment ¢ and the de-commiting values m,r verifies that ¢ = Comyp(m,r). A
commitment scheme satisfies the statistically hiding property if the distributions
of commitments for two different messages are indistinguishable. It satisfies the
computationally binding property if any polynomial-time adversary cannot open
a commitment to two different values with non-negligible probability. The Peder-
sen commitment scheme [21] works over a finite cyclic group G4 of prime order ¢
generated by (g). The message and randomness space is Z, and the cipherspace
G,. Gen(1%) outputs a key h = g¢ for a + Z, and algorithm Comy,, on input
m,r € Zg outputs ¢ = g™h". The scheme is statistically hiding and computa-
tionally binding under the decisional Diffie-Hellman assumption.

Signatures. A digital signature scheme is a triple of algorithms (Gen, Sign,
Ver). The randomized Gen algorithm on input 1* outputs a verification /signing
key pair (vk,sk) < Gen(1%). The randomized Signg algorithm on input the
signing key sk, a message m and randomness r outputs a signature o = Signg(m,
r) and the Ver,; algorithm, on input the verification key vk, a message m and
a signature o accepts the signature as valid or rejects it. Security for signatures
is defined as existentially unforgeability against chosen message attack (EUF-
CMA), stating that no polynomial forger can produce a valid signature for a
message that he has not seen before, assuming black box access to a signing
oracle. For our purposes we rely on any EUF-CMA signature scheme and we
assume the existence of a public key infrastructure that can be used to digitally
sign messages. All participants of the protocol, i.e. the voter’s PCs and the on-
line voting servers, are assumed to support these operations.

Proofs of Knowledge. A proof of knowledge is a communication proto-
col between two entities, a Prover and a Verifier. The prover possesses a valid
witness w for a publicly known predicate R, such that R(w) = 1 and wants to
convince the verifier without revealing the witness. A special case of proofs of
knowledge are the 3-message X-protocols whose communication transcript is of
the form (com, chl, ans). The prover makes the first step to send a commitment
com to the verifier. The response of the verifier is a randomly chosen challenge
chl. The prover terminates the protocol by sending an answer message ans and
the verifier checks the validity of some conditions. Any X-protocol can be made
non interactive in the random oracle model by using the Fiat-Shamir heuristic
[8]. The techniques of [6] allow us to produce conjunctions and disjunctions of
J-protocols that satisfy special soundness and honest-verifier zero-knowledge.

The well known Schnorr protocol for proving knowledge of a discrete log-
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arithm forms the basis of all necessary proofs of knowledge we discuss. Bit
commitment proofs of the form pk(r | A" = C Vv h" = (C/g)), for Pedere-
sen bit commitments C' on a public key h, are an immediate consequence of the
disjunctions of Schnorr protocols, known as Schnorr “OR” proofs. The proof
pk(a,r1,r2 | C1 = g*hi* A Co = g*h3?) that two Pedersen commitments C1, Cy
over the public keys h1, ho hide the same value «;, is also derived from Schnorr’s
protocol. By employing the techniques of [6] the previous proof can be gener-
alized to “OR” proofs for the statement pk(c,8,71,72 | C1 = g*h7* A Cy =
g°h A (a=BV a=B+u V ... V a= S+ )u)), stating that the hidden
values «, 8 of the two commitments satisfy the relation o = 8 + iu, for some
i €{0,...,A} and a publicly known value .

Finally range proofs are proofs of knowledge showing that a committed value
x in a commitment C' lies in a specific range of values, such as [0, m — 1], for
m > 2. For Pedersen commitments such a proof will be denoted as pk(a,r | C =
g“h"™ A x € [0,m — 1] ). For the purposes of our protocol we employ the
range proof from [17]. Alternatively one could use any efficient range proof
in exponents, like the generalization of [17] presented in [3]. The proof mod-
ifies the classic bit-length range proof of [18] to arbitrary ranges. The proof

of [17] writes number o € [0,m — 1] in the form a = Zuogz m=1)l wiH;,
where H; = [(m — 1+ 27)/277]| and p; € {0,1}. Then it commits to all
values p; and uses bit commitment proofs to show that p; € {0,1}, requir-
ing k = |logy(m — 1)] + 1 single bit proofs. For small values of m the proof
remains efficient for our purpose. Both the prover and the verifier precompute
the coefficients H; and the verifier can confirm that the committed values p;
represent « by checking that g% = Hf;é (gri)Hi

The communication channels. We require the existence of secure com-
munication channels for vote verification. We use the term “untappable channel”
to refer to a private channel that prevents an adversary from intercepting sent
messages, keeping the information sent through this channel perfectly secret to
all other parties. We assume the existence of an one-way untappable channel
from the voting servers to the voter to transfer the receipts. This channel can be
viewed either as a unique untappable channel used by all servers, or alternatively
as a set of communication channels (one from each server to the voter) requiring
that one of them should be untappable. Two channels are referred as “a pair of
out-of-band communication channels” when they are both secure, authenticated
and independent of the PC. In our case we will need a channel from the elec-
tions authorities to the voters for receipt distribution and a channel from the
voting servers to the voters for verification. For both “out-of-band” channels we
prohibit the attacker from modifying their contents. However we may allow the
attacker to read the contents of at most one of these channels. We also require
the existence of a broadcast channel between the PC and the voting servers,
where the PC posts public information required by them.
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3 The vote verification protocol

The security model. We define the notion of security of our scheme in terms
of privacy and integrity. Throughout our discussion we refer to malicious enti-
ties. In our setting a malicious PC wants to violate integrity by modifying the
vote. We recall that privacy is not relevant against such an attacker, since the
PC knows the vote. A set of malicious (honest but curious) voting servers want
to violate privacy by learning the vote, as by their construction they cannot alter
encrypted submitted ballots. We ask that the following requirements are met:

Cast as intended: We consider the following game between two entities, an
adversary A and an honest challenger C': We give A access to the public keys PK
and the voter identities I D, and in the code verification setting to the verification
codes C'S possessed by the voters. A picks a voter V' from the ID set, corrupts
her PC and lets V' cast a ballot for candidate . Then C runs the whole voting
protocol and outputs the encryption of a vote E, the secret receipt R and the
public auxiliary information Pub of the protocol. Let Q be a predicate that on
input the receipt R and the public information Pub outputs 1 iff R is consistent
with Pub. In the code verification setting the codes C'S are also part of @)’s in-
put, whose output is 1 iff all its input arguments are consistent. A wins the game
if Q(R, Pub,(CS)) =1 and Decg(E) # x. A voting protocol with receipts sat-
isfies the “cast as intended” property if it holds that Pr[A(PK, Pub,ID,(CS))
wins| < e(k), where ¢(k) is a negligible function in the security parameter k.

(t,n)-Vote secrecy: We consider the following game between an adversary A
and an honest challenger C: We give A have access to the public keys set PK,
to the voter identities I D and, in the code verification setting, to the codes C'S
possessed by the voters. A picks and corrupts ¢t < n out of n servers. A picks a
voter identity from the I D set and two candidates xg, 21 of his choice and gives
them to the challenger. Then C' runs the vote casting by picking at random
a bit b < {0,1} and encrypting message z, as E = Encpi(zp). Then C runs
the voting protocol and outputs the encrypted vote E, the secret receipt R and
all other auxiliary public information and secret information Pub, Sec, sending
E, Pub and the appropriate share of Sec; to server S;. A in possession of Pub
and the private values {Sec;}ic;,.... j,) of t compromised servers, outputs a bit
b*. A wins the game if b* = b. A voting protocol satisfies “(t,n)-vote secrecy” if
it holds that Pr[A(PK, Pub,ID,(CS), E,{Sec;}ic[j,....;) Wins] < 1/2 + e(k),
where ¢(k) is a negligible function.

As we mentioned before, our solution focuses only on the vote submission
phase, like previously suggested protocols [14,16]. The final stage of tallying is
considered a separate procedure and correct tallying can be guaranteed by em-
ploying a suitable protocol. To address coercion one may allow revoting. How-
ever, similarly to previous approaches [14, 11, 16], this clashes with the cast as
intended property since there is no means to guarantee that the servers will send
to the tallier the most recent vote submitted by a voter. We note that in case of
a wrong receipt we accuse the PC of being malicious (since it is assumed to be
the most vulnerable component). Note that if the voting servers’ goal is to break
privacy, sending wrong receipts will not be useful to them. Still if a server wants
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to disrupt the election it can create confusion by not issuing receipts, however a
voter that verifies her vote will notice that an error has occurred.

3.1 Instantiation of the vote verification protocol

We are now ready to describe the vote verification protocol. Let n > 2 be the
desired number of voting servers and M be the set of m candidates that partic-
ipate in the elections, represented as globally known elements in Z,,. Moreover
let G, be a subgroup of Z,, of prime order ¢ over which we implement ElGamal
encryption and Pedersen commitments. Our message space is Z,, where u is
an additional system parameter. Specifically v is chosen so as to facilitate the
vote reconstruction and verification by the voter. We set u = miny 10* such
that m < 10* < ¢. As we consider small scale elections with at most a few
hundred options in total, typical values for v will be 100 or 1000. By this trick
we avoid the modular additions that would be otherwise required by the vote
verification step of the voter, which is simplified to addition of A-digit decimal
numbers. By introducing n voting servers (2 < n < ¢), the voter needs to add
the corresponding n numbers.

Let us consider the ElGamal key pairs (pky, ski) of the tallier and the com-
mitment scheme (g, h) that are generated in a key generation phase prior to
the elections. During vote submission a voter casts her ballot through her PC
voting for candidate x € Z,,. Then the PC splits the vote by picking n — 1
random shares z1,...,2,—1 € Z, and adjusting z,, such that x = ZLI x; mod
u. The PC computes the commitments (Cy,...,C,) = (¢°*h™,...,¢g*"h™) to
the shares and sends them, through the broadcast channel, to the voting servers
S1,..., Sy, along with the encrypted vote Ey = (E,, Ey) = (¢*pk},g"). The PC
needs to prove in zero knowledge that the shares and the vote satisfy the relation
T = ZLI z; mod u, and opens the commitment C; to server S; who verifies its
validity. In addition the PC needs to prove that the encrypted candidate corre-
sponds to a valid value in the range [0, m — 1]. By this we prevent a malicious
PC from submitting forged ballots of the form y = = + ku that would yield a
correct receipt modulo w.

The PC prepares a non-interactive witness indistinguishable proof of knowl-
edge of the above statements denoted as m = PK (z, 7, {x;,r;}7_, | Ex = ¢g°pk}
ANz e0,m—1] A {C;=g"h"}, A x=> " z; modu), using standard
variations of the Schnorr proof and adapting the techniques of [6]. We note that
the proof requires that n - u < ¢ to work properly. From the results of [6] it
follows that the proof satisfies correctness, special soundness and honest veri-
fier zero knowledge, however we provide a security proof in appendix D. In our
instantiation we will use the non-interactive version of the proof by using the
Fiat-Shamir heuristic [8]. Each online server S; verifies the proof 7, decrypts
and obtains the share x; and verifies compatibility with commitment C;. Upon
successful verification of all these steps, the server sends the value x; through the
untappable channel to the voter who verifies the vote by performing a regular
addition with possible carry drop beyond the most significant digit (z = > ; ;
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mod 10*). In this protocol we allow re-voting as a measure against vote coercion.

The proof of knowledge 7: Public Input: (p, q, g, u) the system parameters,
h,pk: the commitment key and the tallier’s public key, m the number of candi-
dates and k = |logy(m —1)| + 1, By = (Ey, E,) = (¢°pki,g"),{C; = g**h" } |
Prover’s Input: x,r, {z;,r;}1 ;.

1. The Prover:
(a) Range proof: For j = 0,...,k — 1 computes p; € {0,1} st. z =
S8~ i H, where H; = L((mf 1) 4 27) /271 |
(b) Range proof: For j=0,...,k—1:
i. Picks zj < Zg s.t. ZJ Ozj =r.
ii. Commits to u; as &; = g“?pk 7.
iii. If n; = 0 it piCkS Wi, C2j, P25 < Zq and sets Yij = pkzuj, Y2; =
Pk (E5/g9) .
iv. if u; = 1 it picks w;,c1;,p1; < Zg and sets yi; = pky (€)1,
yoj = pky
(c) Valid shares: If "' | x; = x + (i — 1)u mod ¢, with ¢ € {1,2,...,n},
it picks w, pa, pv, {Cj, 55, P1js Py Yz < Lq and sets a; = gUpk(*, b; =

g he, {a; = (Ep) = g™pki™ by = (IT)=; Co/gU=0") = g* R } .
(d) It sends ({a;, b} 4, {Ej,ylj,ygj}f;é) to the Verifier.
2. The Verifier picks ¢ +- Z, and sends it to the Prover.
3. The Prover:
(a) Range proof: For j=0,....k—1:
i If Hy = 0 it sets C15 = C — C25, P15 = Wy + C1j%j-
il if Hi = 1 it sets Coj = C — C1j, P25 = Wy + C2j%j.
(b) Valid shares: If > | x; = x+ (i — 1)u mod ¢, with i € {1,2,...,n}, it
sets ¢; = €= 30,45 €y 8i = WHTCi, Py = pa+TCis phy = pp+ (3o, T1)C
(c) It sends ({cs, Sis Ps) Phi Frers {€1j, €245 P15, pgj}é?;é) to the Verifier.
4. The Verifier accepts if all the following tests succeed, otherwise it rejects:
(a) Range proof: For j =0,...,k—1: ¢ = c1j + ¢z and pki = = y1;(&;)
and pky™ = ya;(E;/9) .
(b) Range proof: E, = Hf;é g

c) Valid shares: c=5 . ,c;andfori=1,...,n: gsipkpl“ =a;(F;) and
=1 t
gsihpé"' = b;(] Ilnzl Cz/g(ifl)u)ci-

The vote verification protocol: Let M be the set of m candidates, n the
number of servers, (pks,, sks, ), (k:, skt) be the public/secret key pairs of server
S; (i=1,...,n) and the tallier respectively, (sky,vky) and (sgs,,vks,) be the
signing/verification key pairs of voter V' and server S;, h the commitment public
key and (p, ¢, g, u) the system parameters.

— The voter V:
1. Submits a vote for candidate = € Z,,
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2. Waits for shares z1,...,z, from the servers and checks that x = x1 +
-+ x, mod u.
— The PC (sky, pk:, {pks, }?_1) on input z by the voter:
n

1. Picks z1,...,2,_1 < Z, and sets x,, = x — 23;11 x; mod u.

2. Picks r < Zq and encrypts z as E, = (Eg, E,) = Encpr, (9%, 7).

3. For alli = 1,...,n picks p;,r;, r; < Z, and encrypts z; as e; = Encpps,
(4, p;) and commits to it as C; = g®h"™ . Then it encrypts the random-
ness 7; as R = Encpyg, (ri,r}).

4. Prepares the non interactive proof @ = PK(z,r,{z;,ri}l, | B, =
g pkl A {C; =g“h" i}, AN z=>" xz;modu A z € [0,m—1]).

5. Signs the vote o = Singsk, (E¢, ).

6. For all ¢ = 1,...n sends to Server S; D, = (e;, R;) and sends B =
(B, {C;}}—1,m, 0,V) through the broadcast channel to all servers.

— The Server S; (sgs,, sks,,vky) on input D;, B performs the following tests.
If any step fails it declares a forgery and stops:
1. Decrypts the de-committing values of D; to obtain r;, x;, verifies the
valid opening of C; = ¢®*h™ and that x; € Z,.
2. Verifies the proof 7 and the signature o.
3. Signs the vote Ey, o’ = Signsgs, (Et), stores it and sends z; to the voter
V through the untappable channel.
— The Tallier: When the election is over the tallier gets the signed votes from
a sever, verifies the server’s signatures and runs a decryption protocol.

3.2 Security and performance

We now discuss the security offered by the vote verification protocol. We guaran-
tee that the protocol meets our security requirements in the corruption scenario
where the voter’s PC is corrupted or a subset of ¢ < n—1 out of n voting servers
are honest-but-curious, i.e. they follow the protocol but share their information
with the attacker. We state that if a voter successfully verifies her vote and does
not revote, then we guarantee that the vote was cast as intended and remains
secret from the voting servers.

Cast as intended: In order for a corrupted PC to succeed in submitting a
message ' € Z, instead of a valid candidate x € [0, m — 1] selected by the voter,
it must be the case that the receipts are equal, that is + = 2’ mod u. Thus
z' must be of the form 2’ = x + ku mod ¢, for a k € Z. Since we assume the
execution of the voting protocol by the honest challenger all voting servers check
that they receive compatible values in the correct range. Then the range proof
guarantees that =’ € Z,, C Z,, and thus k = 0 giving us 2’ = z mod gq.

(t,n)-Vote secrecy: Without loss of generality assume that the adversary
controls the first ¢ < n servers and let zg,z; € [0,m — 1] be the candidates
chosen by the adversary and given to the voting system. The challenger choses
b from {0,1} and generates the n shares xp1,...,Zp, € Z,, forming the receipt
Ty = 2?21 Tp; mod u. The adversary obtains the the private shares xp1, ..., Ty
of the receipt and the publicly announced vales C; = g*h"™ for alli=1,...,n
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and E = (¢™pk",g"). Since we use a (n,n)-secret sharing scheme the adver-
sary needs all n shares to reconstruct the receipt, while with fewer he obtains a
random value 22:1 zp; mod w in Z,. From the statistically hiding property of
Pedersen commitments and ElGamal encryption it is guaranteed that he cannot
distinguish between xg, z1 from E or from the commitments C;, fori =1,...,n.
We cannot guarantee security against coalitions of malicious computers and
malicious voting servers, as in this scenario the malicious voting servers trivially
learn the vote from the PC. The PC submits a fake ballot undetected as long
as it collaborates with one malicious server who deviates from the protocol and
sends a modified value to the voter so that she reconstructs a correct receipt.
Complexity. We calculate the complexity of the n-server protocol, (2 <
n < q) for m candidates, counting the number of the online exponentiations,
signings and signature verifications. Values that can be pre-computed like H;
for the range proofs, the votes ¢* and the values ¢g** that appear in the proofs
are not counted. The PC performs 6n + 2 exponentiations for vote encryption
and commitments to the shares, 4k for the range proof and 5(n — 1) + 3 for the
valid share proof, a total of 4(|logy(m —1)] + 1) 4+ 11n exponentiations. In addi-
tion it performs a single signing. Each server S; performs 4 exponentiations for
decryptions and commitment verifications, 5k for verifying the range and 5n for
verifying the valid shares, a total of 5(|logy(m—1)|+1)+5n+4 exponentiations.
Additionally the sever performs one signing and one signature verification.

3.3 Instantiation of a code verification protocol

With a simple adaptation our protocol can be transformed to use voter depen-
dent security codes as receipts, relaxing the untappable channel requirement.
Following the approach of [14, 10, 16], we assume a code generation phase before
the elections and we use a pair of out-of-band channels, a pre-channel for code
delivery to the voters and a post-channel for sending the receipts to the voters.

We sightly change the protocol by creating the security codes through an
one-time pad scheme. For each voter V' we pick a random value by € Z, and
set Codey [z] = x4+ by mod u , for all candidates x. We also pick n — 1 random
values by, ,...,by, , € Zy, and set appropriately by, such that > !, by, = by.
We send through the pre-channel the pairs (x, codey [z]) to the voter V. Also the
pairs (V,by,) need to be given to each server S;. The voting protocol remains
the same, except for the servers’ last step, where they send a; = z; + by, mod u
through the post-channel. Finally the voter reconstructs the security code as
c=Y " ;=Y x+by, =x+ by and compares it to the value Codey [z].

We do not allow revoting as the security of the one-time pad scheme collapses
otherwise. The protocol has the same security guarantees with the vote verifica-
tion protocol and additionally an observer of the pre-channel gets no information
about the voting process and an observer of the post-channel gets no information
about the vote x from the code ¢ = x 4+ by mod u, due to the perfect secrecy
of one-time pad. To allow revoting we should use an untappable post-channel.
Although in this case we do not relax the untappable channel assumption, voter-
dependent receipts can still be useful as a means against coercion.
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4 A visual vote verification protocol

In this section we introduce visual vote verification. This method enables the
generation of visual receipts that even though individually leak no information
about the submitted vote, overlaying them enables the verification of it. Even
though the notion is general, here we will consider the case of two voting servers
and an untappable channel to forward the receipts, allowing revoting.

First we introduce a formal cryptographic primitive that we call n-Visual
Sharing of Shape Descriptions (n-VSSD). The main idea is that each voter choice
will correspond in a unique way to a certain shape. Shapes can be split in n
different parts, without revealing information about the initial image; still a
person can easily verify that the parts overlay back to the shape. Using a VSSD
we show how visual vote verification can be facilitated. Due to lack of space the
proofs of this section can be found in appendix B.

The n-VSSD. Let M be the set of m > 2 distinct messages which we
want to represent visually and share in n > 2 different parts. Let D, be the set
of visual descriptions for message x € M (we note that we allow each message
to have more than one visual representation, i.e., |D,| > 1). Also let 4 be a
commutative semigroup equipped with an operation V that will be called the
visual alphabet. The splitting function is a probabilistic function P : M — A",
that given a message m € M outputs a valid “splitting” of it, consisting of n
shares in A. Then we ask for the following properties:

— Solvability: Vo € M Y(vy,...,v,) € P(x) it holds that VI v; € D,.

— (t,n)-Resilience: Let w be an n-tuple of the form ((AU{#?}),..., (AU{#})),
where the symbol # represents a share of unknown value in A and A rep-
resents known shares in A, such that w has ¢ < n known shares A (i.e.,
different than #). Then there is a constant 0 < ¢ < 1 such that for all w of
the previous form it holds that Prob,. p)w € v] = c.

The solvability property corresponds to correctness, requiring the correct
reconstruction of a visual description of the initial message from all its n shares.
The (¢, n)-resilience property corresponds to threshold security, stating that any
observer in possession of ¢ or less shares of an image cannot distinguish between
the initial message they may belong to, as the ordered ¢ shares can be part of
any message with equal probability.

4.1 A 2-VSSD instantiation

Let us first consider two shape descriptions: full circle and half circle. These two
shape descriptions can be visually represented by a completely black circle and
by a circle that is half white in its left or right part. We can correspond these
two shapes to a set of messages M = {0,1} say, such that, 0 corresponds to
full circle and 1 corresponds to half circle. Next we define the visual alphabet
A to contain two half circles as defined above: half white in the left and half
white in the right part. Observe now that P(0) may contain any pair of the two
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complementary elements from /A, while P(1) may contain any pair of elements
from A where the same half circle appears twice.

As bitstrings, we can denote the full circle by 11, while the half-circle by 10
or 01, thus having Dy = {11} and Dy = {01,10}. Our alphabet is A = {01, 10}
and the operation V is the bitwise OR operation in the elements of A applied
coordinate-wise. In this case the message corresponding to a shape bb’' € Ugepr D,
can be simply recovered as x = b @® b’ (where @ stands for the x-or operation).
The splitting function is then defined as follows: P(0) is uniformly chosen from
{(10,01), (01,10)} while P(1) is uniformly chosen from {(01,01), (10,10)}.

Proposition 1. Let M = {0,1}. The (M,{Dy}zem, A, P) scheme defined above
is a 2-VSSD that satisfies (1,2)-resilience.

A scheme for arbitrary M. Let the set M be an arbitrary set of size m > 2
(corresponding, say, to m different election candidates). Without loss of gen-
erality consider M = Z,,. Let (M*,{D}},em~, A*, P*) be the 2-VSSD defined
above and k = [logy(m — 1)| + 1. Let A = {10,01}* and let V be the bitwise
OR operation. We next need to determine the visual description set D, and the
splitting function P(z) for each x € M. Let (bgx_1...bo) € {0,1}* be the binary
encoding for a message © € M. We define the set D, by processing each bit
b; € M* = {0,1} of = separately and independently from the others. Specifically
a bitstring (dg—1...do) isin Dy iffforall j =0,...,k—1d; € Dy.. Similarly the
function P(z) applies in each bit of 2 the splitting function P* such that the tu-
ple (ax—1...a0,a;_;...ap) isin P(z) iff for all j = 0,...k—1 (a;,a};) € P*(b)).
We provide a detailed example in appendix A.

[message bit[shape description| visual | split 1 [ split 2 ‘

0 full circle 6 (10,01): O O (01,10): O O

1 half circle O or 0(01,01): (W. (10,10):

Fig. 1. The 2-VSSD for M™ = {0, 1} with visual alphabet A*.

Proposition 2. For any m € N; the scheme (M = Zy,,{Dy}zem, A, P) defined
above is a 2-VSSD that satisfies (1,2)-resilience.

4.2 Instantiation of the visual vote verification protocol

Let us proceed to the visual vote verification protocol that uses the above 2-
VSSD. As usual the voter votes for candidate = through her PC, which encrypts
it for the tallier. It also generates the visual shares P(z) = (v1,v2) that yield the
visual description vy = v1 Ve, with vg € D,.. The PC prepares a proof of compat-
ibility of the visual description, the shares and the vote: It commits through Ped-
ersen commitments Cy,, C1,, Co, to each bit j =0,...,2k—1 of vy, v1, v2 respec-
tively, and proves the validity of bit commitments. Moreover it proves that the
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splitting is valid, i.e. that for each bit j vo, = v1, Vvz;. To do so we observe that
the latter is true if and only if the commitment C; = (C1,)(Cy,)?(Co,)? hides a
value in {0, 4, 5,6}. In addition the PC proves that vy = (vo,, V0, s - - - V0, V0,)
is a valid visual description of z, i.e. v9 € D,. That is for each bit b;, j =
0,...,k — 1 in the binary encoding of z, it holds that b; = wvo,,,, ® vo,; =
V04,4, T Vo,; mod 2. Since we have proved that all values v, are bits and for
all j = 0,...,k =1 (voy,,,v0,;) € Ugens=Dj, i.e. (voy,,,v0,,;) € {01,10,11}, the
latter relation is equivalent to proving that b; = 2 —vo,, , —vo,,. Thus we prove
knowledge of the value z in the encryption E, and then prove that the com-

mitment Hf;é(ﬁfc%)w also hides the same value . The full interactive
proof of knowledge is denoted as #’ = PK (z, p, {(vij,ri_i)i:0,172}5261 | {(Cy; =

gvijhrij )i=0,1,2 ]2261 N ({(’Uij)izo,lg ?ial S {0,1}) A (Ulj + 2’Uzj + 3U0j S
{0,4,5,61)25" A By = g"pkf A (x = ¥35(2 = vo,,,, — v0,,)27)). Due to
lack of space its full description is given in appendix C. For our protocol we will
use the non-interactive version by the Fiat-Shamir heuristic. Its security follows
from the results of [6], however we provide a proof in appendix D.

Each server S; (i = 1,2) needs to verify the proof 7' and the validity of
the share v;. The servers store the shares v; for all v; € A, as well as their
corresponding images that will be sent back to the voters. Let v; be the num-
ber whose binary encoding is the bitstring v; = (viy,_,Vig,_s - - - Vi Uig) € A, i€
v; = Z?igl v, 27. Each server S; stores a database of all valid shares v; € A
and their images, indexed by the corresponding value v;. By this construction
we do not need to open all bit commitments {C;, = g"*i h"'s }?igl of the bits
of v; to server S;, in order to verify the validity of the share. Instead the PC
can open to server S; a single commitment C} = H?igl(@ )2 as gY hPUi with
ps, = Zfigl 73,27, so that the server can verify that the bit commitments C;,
correspond to a valid share v;. We note that v; needs to be in Z,; so we should
have 22¥ — 1 < q¢. If all verifications are successful the server S; sends the image
indexed by v; to the voter through the untappable channel.

J

The visual vote verification protocol: Let M be the set of m candidates,
k = |logo(m — 1)] + 1, (pks,, sks,), (k:, skt) be the public/secret key pairs of
server S; (i = 1,2) and the tallier respectively, (sky,vky) and (sgs,,vks;) be
the signing/verification key pairs of voter V' and server S;, h the commitment
public key and (p, ¢, g) the system parameters.

— The voter V votes for candidate x through her PC and waits for the im-
ages from the voting servers. Upon receiving them she verifies that their
overlaying is a correct shape description for candidate z.

— The PC (sky, pkt, pks,, pks,) on input x by the voter:

1. Generates a valid visual splitting (vq,vs) < P(z) for candidate = and

its visual representation vg = v1 V vy € D,.

Picks 7, p - Z4 and encrypts the vote Ey = (E,, E,) = Encpk, (9%, p).

3. For each j =0,...,2k — 1 commits to the j-th bit of vg,v1,ve as C;; =

: =0,...,2k—1
g h™ for i =0,1,2 and {ri, }{ 2013 — Zy.

o
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4. Let v1,v2 € Z4 be the values whose binary representation is vi,vs €
{0,1}2*. Then for i = 1,2 the PC encrypts the opening randomness
pu; = Zfigl ri;2) as Ry, = Encyrs, (ps,,7}), for i <= Zg and the values
U; as ey, = Encprg (U5,74), for r; < Z,.

5. Prepares the non-interactive proof of knowledge " = PK(z,p, {(vi;,
Tij)i:0,1,2}§i61 ((Ci; = g"d hrij)i:07172)5i61 A ({(Uij)i:0,1,2}?i61 c
{0,1}) A (v1, + 202, + 300, € {0,4,5,6})255" A (Ep = g"pkf) A (z
Zf;(}(2 — V0541 — vOQj)QJ)'

6. Signs the encrypted message and the proof.

7. Sends to server S;, for i« = 1,2, D; = (e,,, Ry,) and posts B = (Ex,
{(C4;)i=0,1,2 }?igl, 7!, singsky, (Et, '), V) to the broadcast channel.

— The Server S; (sgs;, sks,, vkv, (Ui, vi,image(v;)), c 4) on input D;, B per-
forms the following tests. If any step fails it declares a forgery and stops:

1. Verifies the voter’s signature and proof 7’

2. Decrypts e,,, Ry, to obtain v;, p,,, checks that v; is a valid entry in the
database (v;, v;, image(v;)),,. c 4 and checks that gUihPui = H?ial(Cij)zj.

3. Sends the corresponding image of v; € A to the voter through the un-
tappable channel. It signs and stores the vote signsgs (Et).

— The Tallier: Obtains from a server the votes E; and runs a suitable protocol.

Security. Cast as intended: Let x be the vote submitted by the voter and ’
the forged vote such that Decgy, (E;) = z’. In order for 2’ to create a valid receipt
vg for x it should hold that vy € D,, which implies that for all j =0,...,k—1
(V0o,41v02;) € Dy, where bj is the j-th bit of z, and thus vo,,,, ® vo,; = b;. It
follows that Zf;é (V0g;41 D v0,,;)27 = Z;:é b;j27 = x. Since proof 7’ guarantees
that E} and Z;:Ol (V0g,4, @ v0,,)2’ hide the same value, we have that x = 2’.

(1,2)-Vote secrecy: Without loss of generaltiy let the attacker control server
S1 and let zg, z1 € Z,, be the candidates chosen by the attacker. The challenger
randomly selects and encrypts x;, (b € {0,1}) and produces the shares (vq,v3) €
P(zp). The public commitments and encryptions do not reveal information to
the attacker, who neither extracts information from vy since Prob[(vi,#) €
P(zg)] = Prob[(vi,#) € P(x1)] from the (1,2)-resilience property.

Complexity. The PC needs 10 exponentiations for encryptions and com-
mitments, 12k exponentiations for bit commitments and 44k 4 3 exponentiations
for generating the proof 7', a total of 56(|log,(m—1)]|+1)+15 online exponentia-
tions and one signing. Each server S; does 4 exponentiations for decryptions and
commitment openings, 56k +5 for verifying 7’ and & for checking the compatibil-
ity of the share and its bits, a total of 57(|logy(m —1) | 4+ 1) + 9 exponentiations,
one signing and one signature verification.

Extensions. The 2-VSSD scheme we presented can be extended to n-VSSD
in a number of possible ways. We leave it as future work to determine which ones
might be more suitable for human verifiability. We also leave it as open question
to develop the case where resiliency is achieved for ¢ > 1 but we conjecture that
it is possible to obtain a general n-VSSD (n > 2) with (¢,n)-resilience for ¢ > 1
using techniques that were developed for colored visual secret sharing [25].
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Appendix A

We provide an example of the visual description of a scheme with 4 candidates
along with the relevant splittings. The visual alphabet for this representation is
A ={01,10}2.

Message|Shape D, P(z)
0 |Two ] @@ QO 20, 0D, PO
circles
QO 0D DD, 00O
01 |Full circle ‘O (O 0,00)(O 0,00)
followed by
half circle
® 0D QO©D. DDy DD O©D)
10 |Half circle O‘ (O0,00)(O0,00)
followed by
full circle
N DD, PO DO,DD)
11 |tw @ O, ©OP[ (OO, OO0, ©OD O
circles
DO D DO DO, DD DD,

Fig. 2. Visual descriptions and splittings of 4 candidates

The depiction of the splittings along with the relevant shares exhibits the
solvability property, while for a randomly selected share w in A , say w =

, it holds that Prob[( O, #) € P00)] = Prooj( OO, #) € P01)] =
Provj (OO, ) € P10)] = Prob| (OO, %) € P(11)] = 1/4, satistying (1,2)-
resilience. The same holds for the rest of the cases with w = OO, w = ,
w= OO and the symmetric case (#, w).

Appendix B

Proof of Proposition 1.

Proof. For the message 0 the description set is Dy = {11} and possible splittings
are P(0) € {(10,01), (01,10)}, and analogously for the message 1 D; = {01, 10}
and P(1) € {(01,01), (10,10)}.

Solvability: For message 0 we have 10V01 = 11 € Dy and 01V10 = 11 € D.
Similarly for message 1, we have 01 V01 =01 € D; and 10V 10 =10 € D;.
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(1,2)-Resilience: The 2-tuples with one known and one unknown element
in A we need to consider are (01,#), (10,#), (#,01), (#,10). The function P
outputs one of the possible valid splittings uniformly at random and thus we
have Prob[(01,#) € P(0)] = Prob[(01,#) € P(1)] = 1, Prob[(10,#) € P(0)] =
Prob[(10,#) € P(1)] = % and Prob[(#,01) € P(0)] = Prob[(#,01) € P(1)] = 3,

Prob[(#,10) € P(0)] = Prob[(#,10) € P(1)] = 3.

Proof of Proposition 2.

Proof. Solvability: Let (ag—1...ap,a)_,...aq) be a splitting in P(z). From
the construction of P for all j =0,...,k—1 (a;,a}) € P*(b;) where b; is the j-th
bit of x. Then from proposition 1 for all j =0, ..., k—1 it holds that d; = a; \/a;-
is in DZJ_, which implies that (dx—1 ...dp) € D, as requested.

(1,2)-Resilience: Let (ap_1...aq,#%) denote the tuple with exactly one
known element (aj_1...a0) in A = {01,10}*. Thus for all j = 0,...,k — 1
a; = 01 or a; = 10, i.e. a; € A*. Since the splitting function P(x) handles
each bit b; of x independently from the others, we have that for all x € M
Prob[(ag—1 .. .ao,#i) € P(x)] = Prob[(ak—1,#) € P*(bp—1)]x- - -xProb[(ag, #)
€ P*(bo)], where b; € M* is the j-th bit of x. Since from proposition 1 we have
that for all a; € A* Prob[(a;,#) € P*(0)] = Prob[(a;,#) € P*(1)] = 3 we
conclude that for all z € M Prob[(aj_i ..., a0, #i) € P(x)] = (3)* as requested.
The case of (#k,ak—1...ap) is symmetrical.

Appendix C

The proof =’: Public Input: (p,q,g), h,pki, m, k = [logeg(m —1)| + 1, B, =
(Ex, E,) = (9°pk{,g), {C1, = g™ h™5,Ca, = " h™5,Co, = g™ ™ } 3500
Let dl = 1ad2 = 94,d3 = 95,d4 = 96'

Prover’s Input: x, p, {v1,,71,,v2,,72,, V0, To, }?ial.

1. The Prover:
(a) Bit proof: For j =0,...,2k — 1:
i. Fori=0,1,2:
— If vi; = 0 it picks wyy, 245, p2i; < Zg and sets yi;; = h*4,
vty = 929 (C [g) 2.
— Else if vy; = 1 it picks w;j, c1ij, p1ij < Zq and sets y1;; =
hPli_j(Cij)*Clij7 Yoij = hWii
(b) OR proof: For j =0,...,2k— 1:
i. If 1y, 4-2vp,4+3vp, = 0 (case 0VO = 0) set t = 1. If 1vy, +2vs, +3vg; =
4 (case 1V0O =1)set t =2.1If lvy, +2vy, +3vp, =5 (case 0V 1 = 1)
set ¢ = 3. If 1vy; + 2vg; +3vg; =6 (case 1V 1=1) set t =4.
ii. It picks wyj, {CAj’ij}i\\ii,Q,BA « Zq and sets yi; = h*% and {yx; =
o () it L
(c) It picks w, p1, p2 < Z4 and sets y1 = gUpk;", yo = g hP2.
(d) Ttsends (y1,y2), (Y15, Y25 Y3js Ya5) 1o (g, Y2i5) 7m0 ' i0.1,2 to the Ver-
ifier.
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2. The Verifier picks ¢ - Z, and sends it to the Prover.
3. The Prover:
(a) Bit proof: For j =0,...,2k — 1:
— For:=0,1,2:
i. If v;; = 01t sets c14; = € — o, prij = Wij + C1i57i;-
ii. Else if Ui]. =1 it sets C2i5 = € — Cl45, P2ij = Wiy + Cgij’l“ij.
(b) OR proof: For j =0,...,2k — 1:
A
— It sets ¢;; = c— (ZAi,z,?,A cxg) and pyj = wyj+cgj(ry, +2re; +370,).
(C) It sets s = w + cr, p/l =p1t+cp, p/2 = P2 — C(E?;é(Tozj+1 =+ T02j)2j)'

?ia 1 and ((Clij s

(d) It sends to the Verifier (s, pi,ph) , ((caj, P, )a=1,2,3,4)
C2i5, Plij 027:]‘)3261)7::0,1,2-
4. The Verifier accepts if all the following tests succeed, otherwise it rejects:
(a) For j=0,...,2k—1:
i. Bit proof: For i = 0,1,2: ¢ = c145 + cai5, W' = y135(Cy;)° and
P25 = y245(Ciy [ 9)
ii. OR proof: ¢ = Zi:l cx; and for A =1,2,3, 4
2 3
hPXi = ykj(wy’\j-
2

S ! Cc S 4 k—1 j C
(b) gphf* = (B2 and g = (T (o))"

Appendix D

Security proof for proof of knowledge .

Proof. Completeness: Executing the protocol with an honest prover and a
honest verifier, we have that in step 4 condition (b) holds since []"_. el

j:O ]
_ . k=1 r k-1 H;
T12) (goph? )i = g=ims wathophy==0 10 = gephy = 2,

Let i* be the value such that > ; #; = z + (i* — 1)u. Then condition (c) holds
since Y., ¢; = cand for all i = 1,...,n with i # i* we have that:

ai(Ea)® = ((Ey) =0 g* pk{) (B, = g* pht*'
and
bi([[ /gD = ([T Cufg D) g ne (T Cufg D) = g s,
=1 1=1 =1
For ¢+* it holds that:
07353 (EI)Cl* = (gwpktpa)(glpk;)(/l* — gw+.'lici*pktpa+7‘0i* — 967*}7]{?17*

and

by (H Cl/g(i*,l)u)ci* — gwhpb (H gzl hrl/g(i*fl)u)ci* _

=1 =1
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— gwhpb (gZz”:l ml—(i*—l)uhzglzl T )ci* — g“)+(2?:1 z;— (" —1)u)c;* hpb+(2?:1 TC
_ gw+3€0i* hpb+(zr=1 r)Cix gsi* hp/gi* .

Finally condition (a) holds as for all j = 0,...,k — 1: ¢ = ¢1; + cg;, and if
& = g°pk;’, we have that:

z

Y1 (E))° = phy” (pki? )™ = pky 9% = phtry

and
v2; (€;/9) = pki™ (€/9) ™ (€/9)* = phi™.
Otherwise if & = g'pk;’ then:
Y15 (€)= pk™ (€;) 77 (€)™ = pk{™
and
Y25 (€5/9) = pki” (9" Pk} [g") ™ = phi™ TP = ph{®
Special soundness: Let
(A,¢,B) =
k—1 k—1
= <({aia bi}zn:l’ {gjv Yijs ij}j:O)’ = ({Civ Sis plliv péi}?:l’ {clj7 €255 P13, ,02j}j:0 )>
and
(A,¢,B) =
k— ~ ~ ~ 5 7 ~ o~ -~ ~ k-1
= (({ai, bi Y1 A€ v15,y23 Y520), & ({Gis Sis P, Pl Y5 {€155 €250 P15 P25 Y i=0))
be two accepting communication transcripts for the same first message A with
c#¢é.
Since both transcripts are accepting we have that from condition (c) for
1=1,...,n

gipklt = a;(E,)®  and ggipkfii = a;(E,)%

and

g b = bi([JCi/g e and gt he = bi(J] Co/gtIM
=1 =1

Then since ¢ # ¢ for some ¢ € {1,...,n} there are ¢; # ¢ so that we have:

/ 7
P1i—P1j

gSipkpU s 5i=5; ¢
J Pt _ (E:E)CL Ci @gcifcipkt K :E:L‘

gipky

so we can extract a valid opening for E, = g"ipk;" with w; = 2= and
Plli*P/lj
cifc]- :

V1 =
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In addition since:

n Phi—Phy n

g% Pk} (i—D)uyei—é L e d (i—T)u
— = =([[a/g" V)5 e gimmph, T =[] /g
gsipk,? 1=1 =1

we also extract a valid opening for [];_, C;/g0~V" = g¥ipky* with w; and
Vg = 7[)27_?’

From condition (a) we have that since ¢ # ¢ for all j = 0,...,k — 1, either
C1j 7 C1j OT caj # cz;. We also have that:

PR = g1y () and pk{ = yy;(€;)

and )
pk}* =y2;(E;/9)  and  pky* = y2;(E;/9)°.

Then in the case that ci; # ci; we have that:

k(€)% Saith
pktph - Egj;c}‘ e pk VY =E;
PR 3)°

so we can extract a valid opening for & = pk;" with z1; =

Pk (E;/9)°Y
ok (E/9)°%

P1j—P1j
C1j—C1j

. Similarly

in the case that cy; # c3; from we extract a valid opening for

Ej/g = pk;* with z9; = %

HV zero knowledge: We can create a simulator for the prover given
the public input G,q, g, pks, h, By, {C;}?_, as follows: We randomly pick ¢
Zq and for ¢ = 1,...n we pick ¢, s, p;, p5 < Zq and set ¢y = ¢ — ¢y
mod q. For j = 0,...,k — 1 we pick cij,p15,p2; ¢ Zq and set cz; = ¢ —
c1; mod g. We fix the second and the third message of the communication
protocol to be <C,({Ci,Si,plli,p/Qi}?zl,{Clj,CQj,plj,ij}?;é)>. Then we set the

first message A to be A = ({(Ew)_c"'gs"'pkf/“,( i Cy/glimDuy=cigsiprain
(€5, k7 (£5)9, pk{™ (E;/9) ™1 }i25)-
Security proof for proof of knowledge 7'.

Proof. Completeness: Executing the protocol with an honest prover and a
honest verifier, we have that in step 4 condition (b) holds since

y1(Ex)® = g“pk{* (9" k)¢ = g“ T pk{* T = g*pki*

and
k—1 9

p(J[ (L)) =

j=0 Cos;41 + Cogy

— gwhl)z (9(2?;(}(2*’002]"#171)02j)2j)h(7 Z?;S(ToszrlJrTozj)y))c — gw—',-cachp’2 — gshpf‘,.
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Condition (ai) holds as for all j = 0,...,2k — 1 and for all i = 0,1,2: ¢ =
c1ij + Caij, and if G, = g°h" | we have that:

(O )0 = R (17 s = o
and
i (Coy [9)°%9 = (W5 (Cyy [9)549)(Cyy f9)70 = .
Otherwise if C;, = g'h"™ we have that:

ylij(cij )cu’j — (hpu,j (Cij)—clij)(cij)clij — hphtj

and
iy (Ciy [9)°%9 = B (gl [g)™5 = 027 — i,

Regarding condition (aii), for j = 0,...,2k—1, we present the case for general
t €{1,2,3,4} with d; = g%, i.e. (v1,) 4+ 2(v2,) 4+ 3(vo,) = o, with o € {0,4,5,6}.

C1.)(C2,)?(Cs,)2
The condition holds as ¢ = ¢1+¢j+c3;+ca; and for ¢ : yu(%)c” =

g(lvlj +2’U2j +3’Uoj )h(l’l“lj +27‘2j +37‘0j )
= hWti ( )Ctj —
ga

gah(lﬁj +2r2; +3”‘oj)

_ hwtj( )Cf,j _ hwtj+61j(17“1j+27‘2j+37“0j) — Bl
gO{
(C1,)(C2;)*(Cs;)°
dx
(Clj)(CQj)z(C?)j)g
d

)CAJ =

For X # t the proof is simulated and thus yy;(

(C1,)(C2,)?(Cs,)?
dx

= (h( )

)C)\j — hP/\j .

Special soundness:
Let (A, ¢, B), (A, ¢, B) be two accepting communication transcripts for the same
first message A with ¢ # ¢ and

A= ((y1,92), (Y15 Y25, Y35 y4j)?i617 ((y1igs yzij)?igl)i:o,l,z)

and

B = ((s,p1,2), ((cxj, /)A]-),\:1,2,3,4)?261a ((e1ijs c2ij5 prigs sz‘)?iﬁl)i:o,m)
and

B = (5,1, 95), (¢35 p3, )a=1,2.8.4) 350" (13 Cigs PTigs P3i7) 0 )i=0,1,2)-

Then for condition (ai) of step 4, since ¢ # ¢, for j = 0,...,2k — 1 and
i = 0,1,2 either c15; # c1i; or ¢ # c2;5. In the first case we have h17 =
Y145 (Ci; ) and hPY = yy;;(Cy; )9 whose division gives us

Plij —Plij

hplij_pfij — (Ci_)cuj—cfij & haiicn; = ()
J

J
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Plij—Plij
C1ij —Clij ” B
we have that h*?9 = y5:;(C;, /g)®¥ and hP*9 = y3:5(C;; /g)® and similarly
P2ij —P2ij ~
hezi=zii = (Cf, /g), i.e.we extract (' = % as a valid opening for (Cj, /g).
From condition (aii) for j = 0,...,2k — 1 and A = 1,2,3,4 we have that
(C1;)(C2,)*(Co;)?

i.e. we extract ( = as a valid opening for (. In the second case

C1,)(C2,)%(Co,)? < .
hPri = y)\j(W)CAJ‘ andzh”” 3: y)\j(TJ)w whose di-
vision yields hPi—Pxi = (W)CM*CXL Since ¢ # ¢ for each j =

PXj—PXj
0,...,2k — 1 there is a A € {1,2,3,4} such that cy; # ci;. Thus hxi~% =
(Clj)(CQj)2(CO_7‘ )3

(——4—"), concluding that we can extract n = Zi;%’cé-; as a valid open-
ing for ¢} = —(Clj)(cz)z(coj)g.

Finally from condition (b) we have that gspk:lf,1 = y1(E;)° and g‘;'pkff/1 =
y1(E,)¢ from which we have that gi%ghpllcig/1 = FE,, i.e. we extract a = i:g,
8= % as a valid opening for E, = g*h”.

Similarly from

14 = o T (L)) an g% = ([ (L2

! o j=0 Cojr * Coy e e §=0 Cosjr * Cog

Y] . .
we extract & = £=% and 3’ = 22722 a5 a valid opening for
c—cC c—cC

k-1 g2 .
" =([[(——F=)%).

jl;[o Cos;41 * Cogy
HV zero knowledge: There is a simulator that can simulate the commu-
nication transcript. On input G, q, g, pks, h, B, {(Ci;)j=0,... 261 }i=0,1,2 it picks
randomly a value ¢ € Z,. It also picks uniformly at random s, p},p5 € Z,.
For A = 1,2,3,4 and for j = 0,...,2k — 1 it picks cyj,pr; € Z4 such that
Zizl cyj =c. Fori=0,1,2and j = 0,...,2k—11it picks c145, C2:j, P14, p2ij € Zq
such that cq4; 4 cpi; = c. We define the second and the third message of the com-
munication transcript to be respectively ¢ and

B = ((s,p1: p5), ((exgs ﬂA,-),\:1,2,3,4)§261, ((Clijvc%jvplijap2ij)?ial)i:0,1,2)-
We now set the first message of the transcript to be A:

s f —c ,51p k—1 2 IV —e
_ (y17y2) = (gp]{;tpl (Ew) g hPQ(HjZO(m)(QJ)) )
2 3
—forj=0,...,2k =1, for A =1,2,3,4: yy; :hm\j(w
— Fori=0,1,2,for j=0,...,2k—1:
(V1) = (B3 (G, )50, 1925 (C, )29,

The final simulated transcript is (A, ¢, B).

)y~
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Abstract. The ability to count ballots by computers allows us to design
new voting schemes that are arguably fairer than existing schemes de-
signed for hand-counting. We argue that formal methods can and should
be used to ensure that such schemes behave as intended and are con-
form to the desired democratic properties. Specifically, we define two
semantic criteria for single transferable vote (STV) schemes, formulated
in first-order logic, and show how bounded model-checking can be used
to test whether these criteria are met. As a case study, we then analyse
an existing voting scheme for electing the board of trustees for a major
international conference and discuss its deficiencies.

1 Introduction

The goal of any social choice function is to compute an “optimal” choice from
a given set of preferences. Voting schemes in elections are a prime example of
such choice functions as they compute a seat distribution from a set of prefer-
ences recorded on ballots. By voting scheme we mean a concrete description of
a method for counting the ballots and computing which candidates are elected —
as opposed to an actual computer implementation of such a scheme or a scheme
describing the process of casting votes via computer. The difficulty in designing
preferential voting schemes is that the optimisation criteria are not only multi-
dimensional, but multi-dimensional on more than one level. On one level, we
want to satisfy each voter, so each voter is a dimension. On a higher level, there
are desirable global criteria such as “majority rule” and “minority protection”
that are at least partly inconsistent with each other. It is well-known that “op-
timising” such theoretical voting schemes along one dimension may cause them
to become “sub-optimal” along another.

This observation is not new and voting specialists have proposed a series of
mathematical criteria [3] that can be used to compare various voting schemes
with one another. A classic example is the notion of a Condorcet winner, defined
as the candidate who wins against each other candidate in a one-on-one contest.
Such a winner exists provided that there is no cycle in the one-to-one contest
relation. A voting scheme is said to satisfy the Condorcet criterion if the Con-
dorcet winner is guaranteed to be elected when such a winner exists. Another is
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the monotonicity criterion which requires that a candidate who wins a contest
will also win if the ballots were changed uniformly to rank that candidate higher.

In practice, theoretical voting schemes are often simplified in many ways
when used in real-world elections, typically to reduce their complexity to allow
counting by hand. Such practical schemes may not satisfy general properties
such as the Condorcet criterion simply because it is intractable to compute
the Condorcet winner by hand, but they may satisfy some weaker version of
“optimality” that is specific to that particular scheme. It may even happen
that one among the optimal winners is chosen at random [2] (as allowed by the
Australian Capital Territory’s Hare-Clark Method) or that someone other than
the optimal winner is elected.

Voting schemes also evolve over time — for national elections in the large,
and local elections, union elections, share holder elections, and board of trustee
elections in the small. Incremental changes to the electoral system, the tallying
process and the related algorithms challenge the common understanding about
what the voting scheme actually does. For example, since 1969 some local elec-
tions in New Zealand adopted Meeks’ method [7], which is a voting scheme for
preferential voting that uses fractional weightings in its computations and is too
complex to count by hand. This also required an adjustment of understanding
about who will now be elected. In general, it is often not clear whether changes
to the electoral system improve or worsen the overall quality of a voting scheme
with regard to the various dimensions of optimisation. Changes to the electoral
system in Germany, for example, have created paradoxical situations where more
votes for a party translate into fewer seats and fewer votes into more seats, and
have prompted Germany’s Supreme Court to intervene repeatedly (see, e.g., [6]).

Many jurisdictions are now using computers to count ballots according to
traditional voting schemes. Using computers to count ballots opens up the pos-
sibility to use voting schemes which really are optimised along multiple dimen-
sions, while retaining global desiderata such as the Condorcet criterion. The
inherent complexity of counting ballots according to such schemes means that
it may no longer be possible to “verify” the result by hand-counting, even when
the number of ballots is small. It is therefore important to imbue these schemes
with the trust accorded to existing schemes. Note that our focus is on trust in
the voting scheme, not trust in the computer-based process for casting votes.

One way to engender trust in such complex yet “fairer” voting schemes is
to specify the desiderata when the scheme is being designed, and then formally
check that the scheme meets these criteria before proposing changes to the leg-
islation to enact the scheme. Such formal analyses could contribute significant
unbiased information into the political discussions that typically involve such
legislative changes and also assure voters that the changes will not create para-
doxical situations as described above.

Formal analysis, however, is only practicable when we possess formal speci-
fications of the voting scheme. We argue that it is important to give declarative
specifications of the properties of a voting scheme for two reasons: (1) For un-
derstanding their properties and how they change during the evolution process,
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so that improving a scheme in one aspect does not by accident introduce flaws
w.r.t. other aspects. (2) For checking the correctness of the scheme from both an
algorithmic and implementation perspective. We also argue that general criteria
are not sufficient and criteria are needed that are tailor-made for specific (classes
of) voting schemes.

The properties in question are difficult to state, to formalise, to understand.
to analyse, and to describe declaratively (as opposed to algorithmically) because:
the final voting scheme may have to compromise between the conflicting demands
of multiple individual desirable properties; the voting scheme may evolve and
we may have to revisit these desiderata; even when the properties can be made
mathematically precise, the resulting mathematical statement cannot serve as a
specification if the electoral law defines a voting scheme that does not (always)
compute the optimal solution.

Contributions Here, we show how seemingly innocuous revisions to a voting
scheme can have serious implications on the desired properties of the system. As a
running example, we use the preferential voting schemes single transferable vote
(STV) that is used in large national elections world-wide, but also for smaller
professional elections.

In Section 2, we define two tailor-made criteria to establish the desired prop-
erties of the voting scheme. Both criteria are formulated using first-order logic
and are amenable for bounded model checking, which is the tool of choice for our
formal analysis (Section 3). Subsequently, we discuss (Section 4) a particularly
interesting variant of the Single Transferrable Vote Algorithm (CADE-STV) for
the board of trustees of the International Conference on Automated Deduc-
tion (CADE). We explain its oddities and differences to standard STV, and give
a historical account of the conception and the stepwise refinement of the algo-
rithm. This paper extends our system description of a bounded model checking
system for analysing voting schemes and its application to CADE-STV [1].

Related work Voting schemes have been investigated by social choice theorists
for many decades. These tend to be mathematical analyses which prove various
(relative) properties of different voting schemes: see [11]. Such work tends to
concentrate on what we have referred to as theoretical schemes and is often
couched in terms of a formal theorem and its proof in natural language.

There is also a significant body of research on various properties of vote-
casting schemes, particular security properties [13].

There does not appear to be much existing work on the formal analysis of
voting schemes using methods and tools from the computer aided verification and
automated deduction communities in our sense, although there is some existing
work on the formal analysis of actual implementations of such schemes [9, 8, 5].

2 Semantic Criteria for Analysing Voting Schemes

We focus on preferential voting schemes. Each vote consists of a partial linear
order on candidates. Suppose that C candidates, numbered 1,2,...,C, are com-
peting for S > 0 vacant seats in an election. Furthermore, assume that V > 1
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votes have been cast and are collected in a ballot box. It is commonly agreed that
for k < C, a vote [e1,ca,...,ci] ranks a subset of the candidates in decreasing
order of preference so that each ¢; € {1,2,...,C} and ¢; # ¢; for i # j.

2.1 Basic Criteria

Many criteria that voting schemes preferably should satisfy have been proposed
(for an overview see [3]). Below, we describe a few important examples. Note
that, even though these basic criteria seem obvious and indispensable for voting
schemes on first sight, they are in fact not always satisfied by each reasonable
voting scheme. Most real-word voting schemes violate at least some basic criteria
for some possible ballot box input.

An “obvious” and widely used criterion is the majority criterion, which states
that, if a candidate c¢ is ranked first by a majority of voters, then ¢ must be
elected. This is indeed satisfied by all reasonable preferential voting schemes that
use votes ranking candidates. However, the majority criterion can be violated
by preferential voting schemes where voters can attach a numerical preference
to candidates instead of just ranking them (Borda count scheme).

Another “obvious” criterion is the monotonicity criterion [14]. Assume that
there are two ballot boxes B and B’ where B’ results from B by raising the
preference for a candidate ¢ in one or more of the votes and leaving the votes
otherwise unchanged (i.e., a vote of the form [c1,...,¢i—1, ¢, Ciy1,...,Ck] 1S re-
placed by [c1,...,¢j—1, ¢, ¢j,. ., Cim1,Cig1,-. .,k (§ < i). The monotonicity
criterion states that, if ¢ is elected using the ballot box B, then ¢ must also be
elected using B’. Surprisingly, some real-world voting schemes — including STV
— do not satisfy monotonicity [14].

A further simple criterion is the fill-all-seats criterion, which states that all
available seats are filled provided that there are sufficient candidates, i.e., C > S.
In practice, this criterion is often used in a restricted form, e.g., candidates can
be elected only if they reach a certain minimal quota.

2.2 Criteria Characterising the Election Result

The majority criterion fully describes the election result for the simple case of
a single seat and a candidate with a majority of first preferences. But we desire
criteria characterising the “right” result in increasingly complex situations.

An example is the Condorcet criterion. A candidate c is a Condorcet winner
if ¢ wins a one-to-one comparison against all other candidates, i.e., for all ¢’ # ¢
there are more voters preferring c over ¢’ than there are voters preferring ¢’ over c.
The Condorcet criterion states that a Condorcet winner ¢ must be elected if there
is one. And, as long as there are open seats and there are Condorcet winners
among the remaining candidates, these must also be elected.

Note that Condorcet winners do not exist for all ballot boxes, so the Con-
dorcet criterion does not specify the election result for all situations (but only for
those where a clear winner exists). Moreover, it is well known that STV (which
we use as a case study) does not satisfy the Condorcet criterion.
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2.3 Tailor-made Criteria for Preferential Voting Schemes

As stated previously, many more voting scheme criteria have been developed and
are described in the literature. So, as a first approach to specifying and analysing
a particular voting scheme, one could select some of these to characterise the
scheme’s properties. For a detailed analysis, however, that is not sufficient. Gen-
eral criteria cannot distinguish between variants of the same voting scheme (or
the number of available general criteria would have to be very high). Moreover,
there is a trade-off between two goals when defining voting scheme criteria:

Coverage For as many different ballot boxes as possible, the criterion should
apply and restrict the number of possible election results.

Restrictiveness The number of possible election results for each ballot box
should be restricted as much as possible.

For example, the majority and Condorcet criteria are very restrictive (they spec-
ify exactly one winner), but they do not have good coverage (they only apply if
there is a clear winner). The fill-all-seats criterion, on the the other hand, has
full coverage (it restricts the possible outcome for all ballot boxes), but it is not
very restrictive.

Ideally, one would like to have an axiomatically defined criterion that allows
exactly one result for every possible ballot box, i.e., has full coverage and is fully
restrictive. But for many voting schemes used in practice, such criteria do not
exist. In these cases, we rely on tailor-made criteria that strike a compromise
between coverage and restrictiveness. For example, for our analysis of preferential
voting, we have devised two tailor-made criteria that capture the essence of
preferential voting (Criterion 2) with proportional representation (Criterion 1)
and are applicable to our case study STV:

(1) There must be enough votes for each elected candidate.
(2) If the preferences of all voters w.r.t. two particular candidates are consistent,
then that collective preference is not contradicted by the election result.

The first criterion only considers number of votes and ignores preferences, while
the second criterion only considers preferences and ignores number of votes. This
separation of the two dimensions (number of votes and preferences) is the key
to finding strong criteria that can be described declaratively.

The two criteria compromise in different ways on the two goals of generality
and restrictiveness: Criterion 1 has full coverage. It applies to all ballot-boxes
without being too restrictive (as the order of preferences is not considered).
Criterion 2 has lower coverage. It only applies if the voters’ preferences are
not contradictory. In that case, however, it is rather restrictive as only a small
number of election results are permissible.

Criterion 2 is a weaker version of the the Condorcet criterion that, in contrast
to Condorcet, is satisfied by STV. It assumes a preference to be collective if all
voters agree (or at least not disagree), while the Condorcet criterion assumes a
preference to be collective if it is supported by a majority of voters.
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Criterion 1: Enough Votes for each Elected Candidate This criterion
captures that the votes can be partitioned with an assignment of exactly one
class in the partition to each elected candidate such that, if Q is the quota, then:

1. There are exactly Q votes in each class that supports an elected candidate.

2. For each vote in a class that supports a candidate, that candidate occurs
somewhere among the preferences of the supporting vote.

In the second condition above, the actual order of preferences is not taken into
consideration. Thus, this is a weak property that can be satisfied by a wide
variety of STV variants. But it is strict in that each vote counts only once.

Ezample 1. Assume there are four candidates A, B,C, D for two vacant seats,
the votes to be counted are [A, B, D], [A, B, D], [A, B, D], D, C],[C, D], and the
quota is @ = 2. The election result [A, D] satisfies Criterion 1 using the partition
{[A,B,D],[A,B,D]}, {|C,D],[D,C]}, {[4,B,D]}. The election result [B, D]
violates the majority criterion (as A despite its majority of first preferences is
not elected). Nevertheless it satisfies Criterion 1 choosing the same partition
as above (because the ordering of A and B is not considered), which shows
that the criterion compromises on restrictiveness. But, the result [A, B], which
contradicts proportional representation, is not supported by this or any other
partition (which shows that this criterion is indeed related to the requirement
of proportional representation).

Formalisation. To formalise the criteria, we use first-order logic over the theories
of natural numbers and arrays with the following notation in addition to the
notation defined previously:

b: is the ballot box, where b[¢, j] € {1, ...,C} is the number of the candidate that
is ranked by vote i in the j*® place. Thus i’s preference is [b[i, 1],b[4,2], .. .].
If vote 4 ranks only k < C candidates, then b[¢,j] =0 for k < j < C.

r: is the result, where r[i] is the ith candidate that is elected (1 < i < 8). If
less than S candidates are elected, then r[¢{] = 0 for the empty seats.

Our criterion is formalised by a formula ¢ in which all the above (free) variables
occur. We also use an existentially quantified variable a of type array that rep-
resents the partition and the assignment of classes in the partition to elected
candidates as follows:

ali] = k if the i*" vote supports the k' elected candidate r[k]. If the i*" vote
does not support any elected candidate, then a[i] = 0.
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Then, the formula ¢ = Ja(¢; A ... A ¢4) is the existentially quantified con-
junction:

Vi(1<i<V—0<ali] <8) (¢1)
Vi(1 <i <V — (ali] #0— rlali]] #0) (¢2)
Vi((1<i<VAali] #0)— (1 < j < CAb, 4] = rlali]])) (¢3)
VE((1 <k <SAr[k] #0) — (¢4)

Jeount(count[0] = 0 A
Vi(l <i <V — (afi] = k — count[i] = count[i — 1] + 1) A
(ali] # k — count[i] = count[i — 1])) A
count[V] = Q))

Formulae ¢; and ¢5 express well-formedness of the partition. Formula ¢3
expresses that only votes can support a candidate in which that candidate is
somewhere ranked. Formula ¢4 expresses that each class supporting a particular
elected candidate has exactly Q elements. To formalise this, we use an array
count such that count[i] is the number of supporters among votes 1,...,4 that
support the k'™ elected candidate.

Note, that this criterion assumes all seats to be filled and has to be relaxed
if a voting scheme does not satisfy the fill-all-seats criterion or there are not
enough candidates that can reach the quota.

2.4 Criterion 2: Election Result Consistent with Preferences

The idea of our second criterion is that, if there are two candidates a, b such that
in the union of all votes’ preferences there is an argument for ranking a over b
but no argument for ranking b over a (i.e., a and b are not part of a cycle of
preferences), then b must not be ranked higher than a in the election result.

Formalisation. That there is an argument for ranking a over b means that there
are candidates a = ¢[0], ..., c[k] = b and there are votes v[1],...,v[k] such that
v[i] prefers c[i — 1] over c[ ] (1 <i<k).
That vote v[i] prefers candidate ¢; over candidate co can be formalised by:

d(v,i,c1,02) = Fj(1 <j<CAb[I],j]=c1 A
Vi'(1 <" <j = blli], j'] # c2))

The first line of the above formula says that voter v[i] gives the preference j to
candidate ¢;. The second line says that v does not give a higher preference j' < j
to co, i.e., gives co lower preference or no preference at all.
Now, we can formalise that there is an argument for ranking a over b by:
&(a,b) = Hvﬂcﬂk( = ¢[0]
i

c[0] Ab = k] A
Vi(l <

Ab
<k—=(1<vfi]<VAL1<c[i] <CA

¢(v, i, cli = 1], c[i]))))
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In a similar way as with ¢, we can formalise the fact that the voting result
gives a higher ranking to candidate ¢; than to candidate co as follows:

YPler,e2) = FJA<j<CAT[jl=c1 A
Vi'l<j' <j—=rlj'] #c))

Then, using the formulas @ and 1 the criterion can be formalised as follows:

Vavb((1<a <CA1<b<CAa#bAD(a,b) A-D(b,a)) — —b(b,a))

2.5 Determinism

Another important criterion for voting schemes is determinism. Voting schemes
can contain various non-determinisms that occur when candidates have the same
number of votes or preferences. While that may not be a problem on an abstract
level, for concrete elections it is important to clearly specify how these are to
be resolved. Otherwise, choices by the election officials (or their computers)
when counting the ballots could influence the election result, which is clearly
undesirable.

3 Bounded Model Checking for Analysing Voting
Schemes

In this section we discuss a technique for verifying that a voting scheme satisfies
any of the aforementioned semantic criteria. This technique is called bounded
model checking. It is well understood, and its application to voting schemes has
been discussed in an earlier paper [1]. A bounded model checker examines an
(arbitrarily small or large) finite state space of ballot boxes and tries to check if
the provided semantic criteria hold for each box. If a model check run does not
find a bad state, we have established that the criteria are satisfied, which by itself
is not a proof but indicates the absence of programming bugs and conceptual
problems. If the model checker finds a bad state, it is possible to extract a counter
example for future inspection.

Besides a logical formulation of the criteria, the bounded model checking
requires a formal description of the voting scheme, i.e. an implementation of
the voting scheme in programming languages whose semantics is clearly defined.
Fragments of programming languages with a clear mathematical foundation are
preferred to capture the essence of the voting algorithm. In our earlier work we
have shown that linear logic is adequate to express voting schemes, and that
proof search within linear logic is tantamount to bounded model checking.

4 Case Study:
Variants of the Single Transferable Vote Scheme

Single transferable vote (STV) is a preferential voting scheme [15] for multi-
member constituencies aiming to achieve proportional representation according
to the voters’ preferences.



On the Specification and Verification of Voting Schemes 33

4.1 The Standard Version of STV

There are many versions of STV, but most are an extension or variant of the
standard version that is shown in Figure 1.

For input and output of the algorithm, we use the same notation and encoding
as in Section 2. There are V voters electing S of C candidates, and:

b: is the input ballot box, where b[i, j] is the number of the candidate that is
ranked by vote i in the jth place. If the vote does not rank all candidates,
then b[i, j] = 0 for the empty places.

r: is the output election result, where r[i] is the ith candidate that is elected
(1 <i<8).If less than S candidates are elected, then r[i] = 0 for the empty
seats.

We assume the input for the algorithm to satisfy the following conditions
(which are pre-conditions for running the standard STV algorithm): (1) C > 8,
(2) V> 1. and (3) votes are linear orders of a subset of the candidates, i.e., for
alll<i<Vandalll<jj <C:

-0< b[Z,j} <C,
— if bfi,j] # 0 and j # j' then bli, j] # bli, ',
— if b[¢, j] = 0 then b[i, j'] = 0 for all j" > j.

The initialisation part of the STV algorithm in particular computes a quota
necessary to obtain a seat (line 5). Different definitions of quotas are used in
practice, and the most common is the Droop quota Q = |[V/(S+1)] + 1.

To determine the election result, STV uses an iterative process, which repeats
the following two steps until either a winner is found for every seat or the number
of remaining candidates equals the number of open seats (lines 10-33).

1. If no candidate reaches the quota of first-preference votes, a candidate with
a minimal number of first-preference votes is eliminated and that candidate
is deleted from all ballots (lines 17-19).

2. Otherwise one of the candidates with Q or more first-preference votes is
chosen (line 23) and declared elected (line 24). Of the first-preference votes
for that candidate, Q are chosen and erased (lines 26-29). These are the
votes that are considered to have been “used up”. If the candidate has more
than Q votes, the surplus votes remain in the ballot box. Finally, the elected
candidate is deleted from all ballots still in the box.

The procedure for deleting a candidate ¢ (lines 40-47 works by searching
for the candidate in each vote and, if ¢ is found to have preference j, then
the candidate with preference j + 1 moves to preference j, the candidate with
preference j + 2 moves to preference j + 1, and so on.

When the main loop of the standard STV algorithm as shown in Figure 1
terminates, either (a) all seats are filled, or (b) the number cc of remaining
candidates is equal to the number of open seats. In case (b), a further step
is needed to distribute some or all of the remaining candidates to the equal
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—— Standard Version of STV

// Initialisation

r :=[0,..,0]; // no one elected yet

e :=1; // e is the next seat to be filled

cc :=C; // cc is the number of (continuing) candidates
Q = [V/(s+1)]+1; // Droop quota

// Main loop: While not all seats filled and
// there are more continuing candidates than open seats
// In each iteration one candidate is elected or one candidate eliminated
while (e <S)A(cc >S—e+1) do
// QuotaReached is the set of candidates for which the number of
// first-preference votes reaches or exceeds the quota @
QuotaReached := {c | 1< c<C A #{v|1<v<VAb[v,1] =c} >Q};
if QuotaReached = () then
// no one has reached the quota,
// eliminate a weakest candidate by deletion from the ballot box
Weakest := {c | 1<c<C A #{v|1<v<VAD[v,1] =c} is minimal};
choose c € Weakest;
delete(c);
else
// one or more candidates have reached the quota,
// elect one of them
choose ¢ € QuotaReached;

rle] := c; // put c in the next free seat
e := e+ 1; // increase the number e of the next seat to be filled
do Q times // Q of the votes that
choose i € {i |1 <i<VAD[i,1] =c}; // give c top preference
for j = 1 to C do b[i,j] := 0; od // get erased
od
delete(c); // delete c¢ from the ballot box
fi
cc := cc— 1; // in any case we have one less continuing candidate

od

// Fill the empty seats
if e < S then
fill the remaining seats rle,...,S] with the remaining cc candidates

// procedure for deleting candidate c¢ from votes in b
procedure delete(c) begin
for i =1 to Vdo for j =1 to C do
if b[i, j] = c then
for k = j to C— 1 do b[i,k] := b[i,k+ 1] od;
b[i,C] := 0;
fi
od od
end

Fig. 1. The standard STV algorithm

number of remaining seats. The default is to fill all the remaining seats with the
remaining candidates (line 37). Alternatively, one may continue the main STV
loop to see if the further candidates get elected (which may leave seats open).

Ezample 2. We consider the same situation as in Example 1, i.e., there are four
candidates A, B,C,D for two vacant seats, and the votes to be counted are
[A, B, D], [A, B, D], [A, B, D], [D,C],|C, D]. The Droop quota in this case is Q =

5/2+1)] +1=2.

Standard Version of STV —
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In the first iteration of the main loop, candidate A meets the quota and is
hence elected. Two of the votes [A, B, D] are erased, the third is a surplus vote.
It is transformed into [B, D] by deleting A from the ballots.

In the second iteration no candidate reaches the quota, thus the weakest
of the remaining candidates B,C, D is eliminated — which one depends on the
kind of tie-breaker used as all three have exactly one first-preference vote at
that point. (1) If the tie-break eliminates B, the aforementioned transformed
vote [B, D] will be transformed again and will become a vote for D, so that D
will be elected in the next iteration. (2) If the tie-break eliminates C, the vote
[C, D] will be transformed into a vote for D, and thus D will be elected. (3) If the
tie-break eliminates D, then C will be elected, analogously, in the next iteration.
In summary, the algorithm reports either [A, D] or [A, C] as the election result
but not, for example, [4, B] or [B, D]. If the number of second-preference votes
is used as a tie-breaker, then B is eliminated first (case 1 above).

The standard STV algorithm has three choice points that are sources of
non-determinism. These are resolved in different ways by different variants of
STV:

1. Who is eliminated if several candidates have the same minimal number of
first preferences (line 18)7

2. Who is elected if several candidates have reached the quota (line 23)?

3. How are the votes chosen that are deleted when an elected candidate has
more than quote votes (line 27)?

Choice points (1) and (2) are typically handled — to some extent at least — by
defining various kinds of tie-break rules. They can also be handled by declaring
all weakest candidates eliminated resp. declaring all strongest candidates elected.
That, however, is not always possible (there may not be enough open seats). And
it can affect the election result in unexpected ways.

Choice point (3) can be eliminated using the notion of fractional votes. In-
stead of erasing a fraction of the votes that needs to be chosen, the same fraction
of each vote is erased and the remaining fraction remains in the ballot box. This
is done in many versions of STV used in real-world elections.

The above considerations illustrate that the STV algorithm as presented in
this section is not only one but an entire family of vote counting algorithms.
There are a number of parameters to play with: the quota, the choice of tie-
breakers, placement of candidates once there are as many free seats as remaining
candidates.

There are further options that — we argue in Section 4.2 — lead to election
systems that can no longer be considered part of the STV family.

4.2 The CADE-STV Election Scheme

The bylaws of the Conference on Automated Deduction (CADE) specify an
algorithm for counting the ballots cast for the election of members to its Board
of Trustees [4]. The intention of the bylaws is to design a voting algorithm that
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takes the voters’ preferences into account. The algorithm has been implemented
in Java and used by several CADE Presidents and Secretaries in elections for
the CADE Board of Trustees. It has later on also been used by TABLEAUX
Steering Committee Presidents, including one of the authors, for the election of
members to the TABLEAUX Steering Committee.

Pseudo code for the CADE-STV scheme is included in the CADE bylaws [4],
which makes it an interesting target for formal analysis. CADE-STV differs from
the standard version of STV as shown in Figure 1 in several ways:

Quota Instead of the Droop quota, CADE-STV uses a quota of 50% of the
votes — independently of the number of seats to be filled. That is, line 5 in
Fig. 1 is changed to “Q := |V/2]| +1”.

Empty seats CADE-STV does not fill seats that remain open at the end of
the main loop, i.e., lines 36—-37 are removed.

Restart Each time a candidates ¢ reaches the quota Q of first-preference votes
and gets elected, the election for the next seat restarts with the original
ballot box — with the only exception that the elected candidate c is deleted.
Thus, (a) the Q votes used to elect ¢ are not erased but are only changed by
deleting ¢, and (b) weak candidates that have been eliminated are “resur-
rected” and take part in the election again. That is, (a) the code for erasing
votes (lines 26-29) is removed and (b) replaced by code for resurrecting the
eliminated candidates.

4.3 Effects of the Differences between CADE-STV and
Standard STV

Effects of Restart To illustrate the effect of the restart mechanism in CADE-
STV on the election result, we consider an example:

Example 3. Let us run CADE-STV on Example 1. First, we compute the major-
ity quota Q = 3. In the first iteration, A has three first preferences, which means
that A is the majority winner and is seated. Since CADE-STV uses restart,
A’s votes are not deleted but are redistributed at the end of the first iteration.
Now the ballot box contains [B, D], [B, D], [B, D], [D, C],[C, D]. Following the
algorithm, we observe that now B is the majority candidate with 3 first prefer-
ence votes and is seated. The election is over, and the election result is [A, B]
(which is different from the possible results [A, D] or [A, C] of standard STV).

Running our bounded model checker for analysing STV schemes that we
have described in [1] on CADE-STV confirms that the election results computed
by CADE-STV do not always satisfy Criterion 1, which is closely related to
proportional representation (see Sect. 2.3). Indeed, our bounded model checker
finds smaller counter examples than the one shown in Example 3, but these are
not as illustrative.

The effect of the differences between standard STV and CADE-STV is further
clarified by the following theorem and its corollary: in certain cases, there is no
proportional representation in the election results computed by CADE-STV. See
also Example 4 below.
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Theorem 1. If a majority of voters vote in exactly the same way [c1,. .., ck],
then CADE-STV will elect the candidates preferred by that majority in order of
the majority’s preference.

Proof. Since a majority of voters choose c¢; as their first preference, no other
candidate can meet the “majority quota”. Thus c; is elected in the first round.
When redistributing the ballots, each of the majority of ballots with ¢; as first
preference have ¢y as second preference. All become first preferences for co. Thus
candidate ¢y is guaranteed to have a majority of first preferences and is elected
in round two, and so on until all vacancies are filled. a

Corollary 1. If the electorate consists of two diametrically opposed camps that
vote for their candidates only, in some fixed order, then the camp with a majority
will always get their candidates elected and the camp with a minority will never
get their candidate elected.

Standard STV does not use the restart mechanism and so it will elect the
first ranked candidate of the majority, but will then reuse only the surplus votes
and not all votes as done by CADE-STV. Thus the second preference from the
majority is not necessarily the second person elected. Consequently, majorities
do not rule outright in standard STV.

Effects of High Quota and No Filling of Empty Seats No matter how
many candidates there are and how many seats need to be filled, a candidate can
only be seated by CADE-STV if he or she accumulates more than 50% of the
votes. Any candidate with less than 50% of the vote is defeated. Thus, CADE-
STV obviously violates the fill-all-seats criterion. But because of the high quota
it also prevents proportional representation as candidates supported by a large
minority can neither be elected via reaching the quota nor via filling seats left
empty at the end of the main loop.

In fact, if the high quota of 50% and no filling of empty seats were the only
changes w.r.t. standard STV, only a single candidate could be elected because
more than 50% of the votes would be used up by electing that candidate. CADE-
STV requires the restart mechanism to elect further candidates.

Ezample 4. Assume that there are 100 seats and two parties nominating can-
didates Ay, ..., A1g0 and By, ..., Bigg, respectively. Further assume that there
are 51% of A-voters and 49% of B-voters. All A-voters vote [A1, ..., Aj00] and
all B-voters vote [By,..., Bigg|. Standard STV elects A1,...,As1, B, ..., Bag,
i.e., the result is a perfect proportional representation.

With a quota of 50% and no filling of empty seats, only A; gets elected and
then nothing further happens, which is clearly undesirable. But CADE-STYV uses,
in addition, the restart mechanism. Therefore, like standard STV, it fills all seats.
The result is different, however, because the votes used to elect Aq,..., As; do
not get erased. CADE-STV produces the election result [Ay, ..., A100]-

The above example again shows that the majority can rule with CADE-STV
and there is no proportional representation in that case (Corollary 1).
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4.4 Observations on the History of CADE-STV

We discuss the history of the CADE-STV scheme because it illustrates the prob-
lem of evolving an election scheme without using formally specified semantic
criteria and a formal definition of the input to the scheme. It is publicly known
that there were lots of discussions among the CADE Trustees over a long period
of evolving CADE-STV. But we do not know what the non-public delibera-
tions actually where. The following is based on our interpretation of the publicly
available material.

The Violation of Proportional Representation The CADE-STV voting
scheme is the result of a long discussion among the board of trustees that took
place in the years 1994-1996. David A. Plaisted published various concerns about
the existing voting scheme which can be found on his homepage [12].

One of Plaisted’s concerns was that a minority supporting candidates stand-
ing for re-election could re-elect these candidates against the wishes of the ma-
jority as that majority is not sufficiently coordinated in its behaviour to elect
alternative candidates [12]:

Of course, one of the main purposes of a democratic scheme is to permit
the membership to vote a change in the leadership if there is a need for
this. However, the new bylaws make this more difficult in several ways.
The problem is that those who are unsatisfied with the scheme will tend
to split their votes among many candidates (unless they are so disgusted
as to put the trustee candidates at the very bottom of the list), but those
who are satisfied will tend to vote for the trustee nominees. This means
that the trustee mominees tend to be elected even if only a minority is
happy with the scheme.

We believe that because of Plaisted’s concerns the board introduced the high
50% quota and did not include a mechanism for filling seats that remain empty.
On first sight, this seems good because it solves the problem illustrated in
Plaisted’s scenario. But, as explained above, this deviation from the standard
STV setup not only violates the fill-all-seats criterion but also the goal of propor-
tional representation (see Example 4). Thus, the CADE-STV scheme protects
the majority at the expense of the minority.

Also, as explained above, if the high quota and the remaining empty seats
were the only changes, only a single candidate could be elected. So, in effect,
one was forced to change the algorithm further. The result was that the restart
mechanism was added to the algorithm, that reuses the original ballot box for
each seat and does not erase votes (because then more candidates can be elected,
see Example 4).

There would have been a different solution than using a restart that would
have solved Plaisted’s problem without restricting proportional representation as
much: One could have used Standard STV with an additional rule that — before
the main algorithm is started — anybody who does not appear (with arbitrary
preference) on at least 50% of the votes is immediately eliminated.
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Ezample 5. Using the same input ballots as in Example 4, the algorithm would
then elect [Aq, ..., As1], which still suppresses the B minority, but at least gives
the A party only those seats that are proportional to the A votes.

Well-formedness and Interpretation of Input Apparently, during some
CADE elections, there was some confusion about the meaning of not listing a
candidate at all on a ballot and how that should be translated into input for the
CADE-STV voting scheme.

The instruction was given to the voters that not listing a candidate is the
same as giving that candidate the lowest possible preference. But that is not
the correct interpretation. It is easy to see that for both standard STV and
CADE-STV, there is a difference between giving a candidate the lowest pos-
sible preference and not listing the candidate at all. For example, if there are
candidates A, B, C, then [A, B] is different from [A, B, C]. When candidates A
and B get eliminated, [A, B, C] turns into a vote for C' and may help to elect C,
which [A, B] does not. One could transform a ballot of the form [A, B] into an
input vote [A4, B, C] (and, thus, make them equal by definition). But that only
works if a single candidate is missing from the ballot. If more are missing, they
would have to be put in the same spot on the ballot, which is not possible. In-
deed, CADE-STYV does not work correctly if input votes contain candidates with
equal preference, i.e., if the pre-condition that a vote is a partial linear order is
violated. As that pre-condition was never clearly specified, fixing the problem in
CADE-STV was a lengthy process that took several years.

This shows that not formalising the pre-conditions which the input must
satisfy is problematic. Besides the possibility of errors or unintended behaviour
of the algorithm, it is important that the voters understand how their ballot is
transformed into input for the algorithm.

5 Conclusion

We have discussed semantic criteria for desired properties of voting schemes. And
our case study demonstrates the importance of such criteria both for formal
analysis of voting schemes and their evolution and the development process.
Semantic criteria need to be explicitly stated. A discussion of voting schemes
using anecdotal descriptions of individual voting scenarios is not a good basis
for making electoral laws.

In future work, we plan to implement more efficient analysis tools based on
SMT solvers for checking that criteria are satisfied. This will allow to investigate
larger classes of voting schemes and to use more complex criteria. We also plan
to extend our analysis to criteria that measure the quality of election results
based on difference measures [10] in addition to yes/no criteria.
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Abstract. Existing commercial and open source e-voting systems have
horrifically poor testing frameworks. Most tally systems, for example,
are tested by re-running all past elections and seeing if the new system
gives the same answer as an older, perhaps erroneous, system did. This
amounts to a few dozen system tests and, typically, few-to-no unit tests.
These systems are used today in a dozen countries to determine the out-
come of national elections. This state-of-affairs cannot continue because
it calls into question the legitimacy of elections in major European and
North American democracies.

In this work, the ballot counting process for one of the most complex
electoral schemes used in the world, Proportional Representation by Sin-
gle Transferable Vote (PR-STV), is mechanically formally modeled. The
purpose of such a formalization is to generate, using an algorithm of our
design, a complete set of non-isomorphic test cases per electoral scheme,
once and for all. Using such a system test suite, any digital election
technology (proprietary or open source) can be rigorously evaluated for
correctness. Doing so will vastly improve the confidence experts have—
and can only improve the level of trust citizens have—in these digital
elections systems.

1 Introduction

The electoral process consists of various different stages, from voter registration,
through vote casting and tallying, to the final declaration of results. Some, but
not all, aspects of the election process are apparently suitable for automation.
For example, voter registration records can be stored in computer databases, and
ballot counting can be done by machine. However, many attempts to introduce
electronic counting of ballots have failed, or at least received much criticism,
due to software and hardware errors, including potential counting errors, many
of which are avoided through the appropriate use of formal methods and careful
testing. The security aspects of elections, including voter privacy and election
integrity, are an important concern, but are beyond the scope of this paper.
One of the potential advantages from automation is the accuracy of vote
counting, so it is important to be able to prove that software can actually count
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ballots more accurately than the manual, labor-intensive process of counting
paper ballots by hand, especially for complex voting schemes. Measured error
rates for manual tallying of even simple electoral schemes range from around
0.5% to 1.5%. Mechanical tallying of (well-formed, unadulterated) digital ballots
must have an error rate of 0%.

In this paper we focus mainly on the Irish voting scheme, as a case study, as
it is one of the most complex electoral schemes in the world. By virtue of the
design of this scheme and the manner in which we formalize it, we also mechanize
two other popular voting schemes. We use the Alloy model finder [9] to describe
the elections in terms of scenarios, consisting of equivalence classes of possible
outcomes for each candidate in the election, where each outcome represents one
branch through the algorithm. We show how test data is generated from a first-
order logic representation of the counting algorithm using the Alloy model finder.
This algorithm guarantees that we find the smallest number of ballots needed
to test each scenario.

1.1 The Irish Voting Scheme

The Republic of Ireland uses Proportional Representation by Single Transferable
Vote (PR-STV) for its national, local and European elections. Ireland uses In-
stant Runoff Voting (IRV) for its presidential elections and for by-elections to fill
casual vacancies in D4il Eireann. PR-STV is a multi-seat ranked choice voting
system in which each voter ranks the candidates from first to last preference.
IRV is PR-STV with just one remaining seat.

Manual recounts are often called for closely contested seats, as the results
often vary slightly, indicating small errors in the manual process of counting
votes. Paper-based voting with counting by hand is popular in Ireland, and
recent attempts at automation were frustrated by subtle logic errors in the ballot
counting software [2]. The potential for logic errors exist, in part, due to the
complexities and idiosyncrasies with regard to tie breaking, especially involving
the rounding up or down of vote transfers.

There has been some desire in Ireland to simplify matters. Referenda to
introduce plurality (first past the post, where the candidate with the most votes
is the winner, as is used in the U.S.A. and the U.K.) voting were rejected twice
by the Irish electorate, once in 1959 and again in 1968 [20]. Since then, there
have been no further legislative proposals to change the voting scheme used in
Ireland.

The following are selected quotes from the Irish Commission on Electronic
Voting (CEV) report on the previous electronic voting system used in Ireland
(emphasis added) [3]:

— Design weaknesses, including an error in the implementation of the
count rules that could compromise the accuracy of an election, have
been identified and these have reduced the Commission’s confidence
in this software.
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— The achievement of the full potential of the chosen system in terms of
secrecy and accuracy depends upon a number of software and hard-
ware modifications, both major and minor, and more significantly, is
dependent on the reliability of its software being adequately proven.

— Taking account of the ease and relative cost of making some of these
modifications, the potential advantages of the chosen system, once
modified in accordance with the Commission’s recommendations, can
make it a wviable alternative to the existing paper system in terms of
secrecy and accuracy.

Thus, Ireland wishes to keep its current complicated voting scheme, is critical
of the existing attempts to implement that scheme in e-voting, but keeps the door
slightly ajar for the introduction of e-voting in the future.

1.2 Proportional Representation by Single Transferable Vote

Proportional Representation by Single Transferable Vote (PR-STV) achieves
proportional representation in multi-winner elections, and reduces to IRV for
single-winner elections.

The following flowchart outlines the algorithm used for counting preferences
ballots by PR-STV. A quota of preferences is chosen so that at most N — 1
candidates can reach the quota, where N is the number of seats to be filled. A
threshold number or percentage of votes is introduced to discourage unserious
candidates—to be on a ballot a candidate must put down a non-trivial deposit
(say, €1,000) and, if the number of vote for them does not reach the threshold,
they lose their deposit. The threshold is always less than the quota. The surplus
for a candidate is the number of votes in excess of the quota.

Calculate quota
( Start ) >| “and threshold

Sort ballots into piles for
each remaining candidate

ore remaining
candidates than
unfilled seats?

Elect all
NO remaining Finished
candidates

YES

Eliminate lowest
NO ——  »| candidate and
transfer votes

Does highest
candidate have a
quota?

Elect highest
candidate and [« YES
transfer surplus votes

1.3 Vétail
Vétail is an open source Java implementation of Irish Proportional Representa-
tion by Single Transferable Vote (PR-STV). Its functional requirements, derived
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from Irish electoral law, were formally specified using the Business Object No-
tation (BON) and refined to a model-based Java Modeling Language (JML)
specification. While Normal and Extended Static Checking (ESC) were used to
help verify and validate the correctness of the software, the system was not rigor-
ously validated using system testing when it was first developed. Consequently,
this new research enables us to rigorously validate this (lightly, formally) verified
tally system, further increasing ones confidence in the system’s correctness.

1.4 Related Work

Related work in this area is thin in peer-reviewed publication venues, as few
groups in the world work on applying software engineering to electronic election
systems. Some industrial and governmental work exists, but much that we are
aware of is either under NDA or is word-of-mouth summaries of development
practices at commercial firms.

Academic Work Meagher wrote a Z and B specification (both are traditional
formal methods with tool support [23]) for election to the board of Waterford
Institute of Technology, which uses a variant of the Irish PR-STV system [17].
Kjolbro used a similar methodology for specification and implementation of the
Danish Voting System [12]. Neither system has been rigorously validated through
unit or system testing.

We are also aware of some unpublished work relating to a formalization of
PR-STV in A-Prolog by Lee Naish. It is our understanding that this system was
verified but not validated.

Researchers at the Radboud University Nijmegen attempted to test two
closed-source binaries implementing Scotland’s tally system to ensure its compli-
ance with the WIG-rule [18]. To do so they did a clean-room implementation of
the Scottish STV system in the purely functional programming language CLEAN
and then compared nearly 6,000 hand-written and automatically generated test
runs between all three implementations [13,14]. It is perhaps surprising that they
found a number of errors in the commercial implementations, given the ad hoc
nature of their testing.

Researchers at the University College Dublin performed a similar exercise on
behalf of the aforemented CEV to test the closed source “PowerVote” tally sys-
tem. Their clean-room implementation was run in parallel to the closed source
binary on a network of workstations for over one month on millions of randomly
generated elections. Using this completely ad hoc technique they too found cor-
rectness errors in the closed source tally system.

Also of interest is a protocol for the tallying of encrypted STV ballots [22]
and other work verifying properties of voting protocols (e.g., several papers by
Delaune and colleagues), but none of this work focuses on rigorously developed
or validated tally systems.

All of these systems, even those that are semi-rigorously validated (like those
from Nijmegen), and especially all of those that are formally verified benefit
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from this new work. The latter is true since formally verified system often have
errors due to un- or under-stated simplifications in the reasoning framework or
verification tools that introduce soundness and completeness problems. Likewise,
commercial systems that we and others have examined (research, open source,
closed source, or leaked) tally systems all benefit from our work as well.

1.5 Outline of Paper

The next section of the paper describes voting schemes in more detail. The third
section describes the system-under-test using a mathematical theory of ballots
and ballot boxes. The fourth section outlines the process of deriving test data
needed for each election configuration. The final section contains our conclusions
and plans for future work.

2 Formalisation

We must represent the input data space in a precise mathematical way to for-
mally reason about its properties with respect to the algorithm. In the follow-
ing, all components of our model are described verbally, but of course the entire
election model has been mechanically formalized. We do not have the space to
review this entire first-order model, as it is nearly 1,000 lines of Alloy. The in-
terested reader can download the specifications from http://www.javaforge.
com/repository/5298.

The simplicity of our model and the underlying approach should not color
the novelty of the approach nor the impact of the work. In fact, we believe that
a simple model and algorithm are a strength of the work, as one need not be
a logician or an expert in interactive theorem proving to understand and apply
the results to new electoral schemes or to validate existing tally systems.

2.1 Mathematical Models

In this example, the core concepts of elections must all be modeled: ballots, ballot
boxes, candidates, and election results.

Candidates Citizens running for an election are identified by (distinct) names.
The set of all candidates is denoted €.

Ballot An ordinal or preference ballot b is a strict total order on a set of can-
didates €. The length of a ballot, |b|, is the number of preferences expressed.
The minimum number of preferences is one, except in systems like that used in
Australia where all preferences must be used. In a plurality voting scheme the
maximum number of preferences is one. Otherwise, the maximum length of a
ballot is the number of candidates in the election.
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Ballot Box An unordered ballot box is a bag (multiset) of ballots; an ordered
ballot boz is a vector of ballots, [b1bs...]. Both are ballot boxes, denoted B. As
a bag can be modeled by a vector where order does not matter, we only use
the latter formalization in the following. An ordered ballot box is used to model
voting schemes in which surplus ballots are chosen randomly.

As a ballot is a vector, a ballot box is encoded as a matrix, where each
column represents a single ballot. In such a representation, the top row of the
matrix identifies the first preference candidate for each ballot. Each following
row contains either a dash (*-’), meaning no preference, or the identifier of the
next preference candidate.

2.2 Methodology

Here we describe the methodology we used to write the formal specification of
PR-STV using the formalized candidate, ballot, and ballot box datatypes.

To write such a formal model one must be precise and meticulous. Our
method is to go through the law, line by line, and identify every definition,
algorithmic step, and claim therein. Definitions are mapped to datatype defini-
tions (above). Informal algorithms are mapped to abstract state machines using
these datatypes. And claims are mapped to theorems. All artifacts in the formal
specification are carefully annotated with comments providing traceability to
and from the law text.

Alloy permits one to specify formal models using a concise, typed first-order
language. Theorems are written as assertions and are checked by the Alloy model
finder by exploring the explicit state space of the model in a breadth-first fashion.
The author of the specification stipulates the size of the primitive datatypes
involved (e.g., the number of bits in an integer) so as to restrict the state space
of exploration. For this case study, around 1,000 lines of Alloy specifications were
written.

Consequently, by the time the specification is complete, the Alloy system
has both guaranteed that the model is well-typed and gives strong evidence
that it is sound because all theorems are checked using the model finder. Note
that this automated consistency checking is not the same as providing a full
interactive proof of a soundness theorem in a higher-order logical framework.
Such formalization is an interesting and useful exercise, but we did not do it for
this case study. Instead, checking the dozens of theorem stipulated in law text is
more akin to the kind of validation that we are advocating in this work. It gives
us high confidence, but not a proof, that the mechanical formalization is sound
and complete.

3 Election Outcomes

A naive approach to validating/testing electoral systems (if they are tested at
all) is to randomly generate enormous numbers of random ballot boxes and then
to compare the results of executing two or more different implementations of the
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same voting scheme. If different results are found, then the ballots are counted
manually to determine which result is correct [2].

This methodology is inadequate because, even if one generates billions of
ballots in non-trivial election schemes, the fraction of the state space explored
is vanishingly small. To make this fact clear, we analyze below the number
of distinct ballot boxes in various schemes. Further examples are found in the
Appendices.

3.1 Last Two Continuing Candidates

When there are just two continuing candidates and one remaining seat, the algo-
rithm reduces to single winner plurality (first-past-the-post). In this case there
are six possible election results (candidate outcome events) for each candidate.

S
@
2

Description

The candidate is the poll-topper with the most votes.

The candidate is joint highest and only wins by tie-breaker.

The candidate loses, but receives enough votes to reach the threshold.
The candidate is joint highest and only loses by tie-breaker.

The candidate loses and does not reach the threshold.

The candidate is joint highest and loses by tie-breaker, but does not
reach the threshold.

SRLRIEE

In plurality there is only one winner, so the winner is either in event W or
W. If there is one loser, the 3 possible outcomes are:

Sub—Scenario‘ 1%t Event ‘ 27d Event

1 W L
2 W S
3 w L

Consequently, to test this particular election scenario, that of two continu-
ing/remaining candidates and one remaining seat, there are three possible out-
comes that must be exercised: one in which one candidate clearly wins and the
other clearly loses, but showed well for himself (), another in which the

loosing candidate was so unpopular as to not get his deposit back (),
and the final outcome is when the two candidates tied and the outcome of the
election was determined by a tie-breaking mechanism ()
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Clearly, even when analyzing as simple an election scenario such as this one,
hand-identifying each outcome is complex, and hand-writing a test for each
outcome is foolhardly.

Now, lets turn our attention to a slightly more complex scenario to start to
see how the number of events impacts the number of scenarios.

3.2 Filling of Last Seat

When there is one remaining seat, but at least three continuing candidates,
then the algorithm reduces to Instant Runoff Voting (IRV). For each continuing
candidate the following event outcomes are possible.

Event|Description

H The candidate is the poll-topper with a majority of the first preferences
and is elected.

Q The candidate is elected during an intermediate round by receiving
transfers.

W The candidate receives enough transfers to have a majority of the votes
and is elected in the last round.

w The candidate is elected by tie-breaker in last round.

L The candidate is defeated as the lowest candidate in any round but
reached the threshold.

L The candidate is defeated by tie-breaker in any round, but reached the
threshold.

S The candidate is excluded as the lowest candidate in any round and did
not reach the threshold.

Based upon these events, lets consider one simple scenario, focusing on two
candidates, the winner and the highest loser (runner-up). In this scenario the
following combinations of events are possible (the outcome @ is not possible
because there are only two candidates and thus there will be no intermediate
round).

15t Event|2"¢ Event|Description
W L The winner gets a majority and the loser reaches the
threshold.
W S The winner gets a majority and loser does not reach the
threshold.
w L The winner is elected by tie-breaker and the loser reaches
the threshold.
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Consequently, even though there are seven possible events, only three sce-
narios are possible. Thus, an increase in the number of possible events does not
necessarily mean an increase in the number of scenarios.

3.3 PR-STV

PR-STYV significantly complicates the picture of event types. For any winning
candidate one of eight events can happen.

Event

Description

Z

€ £ © > xRz

The candidate is elected in the first round with a surplus containing at
least one non-transferable vote

The candidate is elected in the first round with at least one surplus vote
The candidate is elected in the first round without surplus votes

The candidate is elected after receiving vote transfers and then has a
surplus with at least one non-transferable vote

The candidate is elected during an intermediate round by receiving
transfers and has a surplus to distribute

The candidate is elected during an intermediate round by receiving
transfers, but without a surplus

The candidate is elected as the highest continuing candidate on last
round.

The candidate is elected by tie-breaker on the last round.

And for any losing candidate one of eight events can happen.

Event

Description

L

= Ly g = e

a

The candidate is defeated as the lower continuing candidate on the last
round.

The candidate is defeated by tie-breaker on last round.

The candidate is excluded as the lowest candidate in an earlier round
but reached the threshold, all ballots are transferable

The candidate is excluded in an earlier round and is below the threshold,
all ballots are transferable

The candidate is defeated in the last round and is below the threshold.
The candidate is excluded by tie-breaker and is below the threshold.
The candidate is excluded as the lowest candidate in an earlier round
but reached the threshold, with at least one non-transferable ballot
The candidate is excluded in an earlier round and is below the threshold
with at least one non-transferable ballot
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Deriving all possible outcomes for a simple election (say, five candidates run-
ning for three seats) is now a seriously non-trivial exercise. Thus, we need some
means by which to automatically generate all possible legal outcomes of an elec-
tion, and from that outcome, derive test data (i.e., a concrete ballot box) to
exercise this particular corner of the election algorithm. This is the purpose of
our formalization and algorithm, as presented in the sequel.

4 Procedure for Automated Test Generation

The question arises, how do we find witnesses for each outcome? That is, how
do we find the smallest set of test ballots required for each outcome, while also
showing that the system can scale to accept larger numbers of test ballots. Such
stress testing can be achieved by running one test with the maximum number
of ballots, but otherwise we would prefer to find the smallest sample ballot box
for each outcome. When stress or performance tests are required then the same
approach could be used to find both the smallest and largest set of input data
for each outcome.

Ballot counting system tests are identified and generated in a complete and
formal way, complementing existing hand-written unit tests [11]. To accomplish
this task, one needs to be able to generate the ballots in each distinct kind
of ballot box identified using the results of the earlier sections of this paper.
Effectively, the question is one of, “Given the election outcome R, what is a
legal set of ballots B that guarantees R holds?”

What follows is a fairly straightforward exercise of applying model finding to
the problem of test case generation. While this idea, at its core, is not novel [19],
the use of Alloy for such generation, particularly for critical systems such as
election tally systems, is completely novel. The automatic generation of system
tests in this space is far beyond what any research group or e-voting corporation
has accomplished to-date.

4.1 Generation of Ballot Boxes

We outline a simple example to show how it is possible to derive test data from
the equivalence class of ballot boxes.

Based upon the mechanized model of PR-STV, we used the SAT4J solver
with Alloy running concurrently in a thread pool to perform this test generation.
We suspect that a native solver would be faster, but might not be thread safe; see
http://stackoverflow.com/tags/alloy for an explanation of why JNI solvers
might not be thread safe.

Recall that each election outcome O is described by a single election scenario,
8, as described by a vector of candidate outcome events. We must derive from an
outcome O a vector of ballots B that guarantees, when counted using the ballot
counting algorithm of the election, exactly O, assuming that ties are broken in
a deterministic way. We write B g O to mean counting B results in outcome O
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under scenario 8. Such a combination of ballots, outcome, and scenario is called
an election outcome configuration.

In general, there are a large number of vectors of ballots that guarantee
an election outcome. For practical reasons in validation, we wish to find the
smallest vector that guarantees the outcome; i.e., given O and 8, find B such
that Vb.b g O.|B| < [b].

For a given outcome O, the conditions that a vector of ballots B must meet
to fulfill scenario § is described using a first-order logical formula whose validity
indicates B kg O holds. We denote this description @. Thus, B Fg O < &(B),
or alternatively, #(B)B s O.

Encoding in Alloy Modeling Language Formally this is achieved using bounded
checks in the Alloy Analyser [10].

Informally, to find the minimal sized B, we iteratively describe election con-
figurations B kg O with monotonically increasing numbers of ballots, starting
with a ballot box of size one. These descriptions consist of a set of definitions
that describe the outcome and a single theorem that states that O is not possi-
ble. If the number of ballots is too small to produce the desired outcome, then
the formulation of B kg O will be inconsistent, and Alloy will return a satisfiable
solution.

Alternatively, if the ballot box size is just large enough, Alloy will insist
that the predicate is invalid and provide a counterexample proof context, whose
values indicate the necessary values of all of the ballots in B.

Ezample: Instant Runoff Voting Consider 3 candidate IRV. Two possible out-
come classes are QLE and WLE-no candidate has a majority so one is eliminated
and then in the next round, one candidate has a majority. These are two distinct
cases: firstly a ballot box of 3 ballots for A, 2 ballots for B, 1 ballot for C, and
secondly a ballot box of 2 ballots for A, 2 ballots for B, and 1 ballot with (1st=C
2nd=A).

In both cases, no one has a majority, C is eliminated, and then A wins with
a 3 to 2 majority. In both cases the threshold would be one vote. In both cases
C is an Early Loser (E) and B is a Loser (L).

An Election Configuration Example Consider a plurality election with two
candidates (|€] = 2). As discussed in the earlier examples, there are three sce-
narios associated with this election configuration: [WL], [WS], and [WL].

In the following, let T' be a tiebreaker function that chooses a winner from a
set of candidates.

As earlier, let B denote a ballot box and b a ballot. Let b[n] be the n*®
preference of ballot b. Finally, as earlier, let 7 be the threshold of votes for a
given electoral system.

Formalization Each candidate outcome is described by an definition that ex-
presses the relationship between the number of votes that candidate receives
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and the outcome. Since most first-order theorem provers do not provide native
support for the generalized summation quantifier, we use a generic encoding
described by Leino and Monahan [15].

Aziomatization We first need definitions that stipulate the well-formedness of
ballots.

Vb e B . b[1] €€

(Dbl =A) + (> b1 = B) = |B|
B

B

Definition wf, describes the well-formedness of ballots, while definition wfg de-
scribes the well-formedness of the ballot box. If an electoral system permits
empty preferences then this latter definition is modified to accommodate such.

Formalizing Scenarios Next, we need to formalize the scenarios of this particu-
lar two candidate plurality election as follows, where the label of each formula
indicates the semantics of event of the same name e.g., formula W describes the
meaning of event W.

As we commonly quantify over all ballots in B, we write the quantifications
over B rather than the more wordy b € B. Finally, we encode the set of ballots
as the first index in the map b i.e., the second ballot’s third preference is b[2][3].
Note that these summations are generalized quantifiers: > (b[1] = A) means
“count the number of ballots whose first preference is candidate A.”

Y (=B)<r (S)
B

Note that the rightmost clause of formula W states that the coin-flip function
picked candidate one as the winner. Also remember that these are axioms of our
theory of PR-STV elections, and thus redundant clauses repeating earlier axioms
are unnecessary (e.g., repeating W’s inequality in L’s definition).
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The Outcome Theorem Now, we wish to try to prove a theorem that stipulates
that, for a given scenario, an expected outcome is not possible for a given number
of ballots.

After asserting to the theorem prover the above definitions (accomplished
with the BG_PUSH command in the Alloy SAT4J solver and either the definition
attribute or a push command in SMT-LIB [4,21]), we ask the prover to check
the validity of the following theorem (by simply stating the theorem in Alloy
or using the check-sat command in SMT-LIB), that captures the meaning of
scenario [WL]:

Bl =1=-(WAL)

If the prover responds with “valid,” then we know that we need more than one
ballot, and we make a new attempt:

1Bl =2= ~(WAL)

Consequently, if that attempt also fails, we attempt to prove the theorem with
three ballots:
IB|=3=-(WAL)

at which time the prover returns an “invalid” response with a counterexample.
The counterexample for this particular theorem will be of the form

b[1][1] = A AB[2][1] = AADB[3)[1] = B

thereby providing a minimal ballot box that guarantees election outcome [WIL].
Note that to check minimality we can attempt to prove the theorem (WAL) =
3 < |B|, though such a theorem is quite difficult for automated solvers to prove
give the implicit quantification over ballot boxes and is, in general, can only be
proven with an interactive theorem prover.

4.2 Open Source Implementation

The source code for all software and all mechanized theory is available under
the terms of the MIT open source license and can be found the open source
repository mentioned earlier.

5 Evaluation and Threats to Validity

To test our approach, we have used our methodology to test Vétiil, the afore-
mentioned rigorously engineered tally system for Irish PR-STV. Vétail was de-
veloped using a rigorous methodology with the application of several formal
methods tools for design and implementation formal verification.

To test Vétail (and other Irish PR-STV tally systems) we executed our elec-
tion generator on a large sixteen core system for nearly one month. The specific
algorithm we used gradually added candidates and seats to the election defini-
tion, essentially exploring all elections scenarios in a breadth-first fashion. The
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resulting log file tracing every election generation is over 700MB in size and we
generated 137,000 elections. We terminated our test generation after generating
elections with seven candidates vying for three seats as generating more complex
election scenarios becomes increasingly computationally expensive.

To evaluate the quality of our system tests we executed all tests on Vétail
using Emma to perform coverage analysis [5]. Recall that Vtail was developed
using a rigorous development method including several static checkers and had
already been lightly verified using ESC/Java2. Consequently, it would be some-
what surprising to find errors in the implementation.

With our original model Emma reported that executing this test suite re-
sulted a fraction below 100% statement coverage and 100% condition coverage. In
order to achieve full statement coverage, the original Alloy model was expanded
to include extra outcomes; in particular, we needed to model the possibility that
a winning candidate might have no surplus votes.

Using this test suite we discovered two errors in its implementation, namely
a null pointer exception and possible non-termination of a loop. On closer ex-
amination we discovered that both of these errors were not caught during the
original formal verification of Vétdil due to under-specification (a missing loop
invariant).

Of course, this level of coverage (100% statement and condition coverage)
does not prove that the system is error-free. One could easily take the fixed set
of system tests and code around its model coverage with sufficient effort. But
what it does do is (a) provide strong evidence, especially when combined with a
rigorous development method and formal verification, that the system is correct,
and (b) raise the state-of-the-art for election tally system testing enormously.

6 Conclusions

The fact that we found errors in a tally system that was engineered using EAL
level 7 methods and tools strongly supports our hypothesis that this kind of auto-
mated, domain-specific validation is critical for digital electronic voting systems
worldwide.

Moving forward, we believe that it would be of great value to democracies
around the world to formalize the other large handful of popular election schemes
worldwide using the same software framework. By doing so we can generate a
complete set of system tests for every tally scheme in widespread use. The lack of
a standardized format for election data from the IEEE or similar is unfortunate,
so perhaps we can make recommendations in this regard.

Of course, having all of these system tests generated is a useful outcome for
everyone building election systems, academic and industrial alike, but is not a
panacea. As advocated by others using applied formal methods, verification and
validation of mission- and safety-critical systems is mandatory. Techniques go
hand-in-hand toward ensuring that our critical software systems, like those of
election software, are correct. This work simply provides a strong touchstone for
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the runtime validation side of things, while much work remains to be done with
regards to verification and certification.
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A Appendix: Voting Schemes

To analyze this challenge, a number of definitions are necessary to establish
a clear nomenclature for the later formalisms of this paper. We focus first on
voting schemes for context. Section 2, provided the formal definitions of all of
the components informally mentioned here.

A woting scheme is an algorithm for counting ballots. A preference voting
scheme requires the voter to rank two or more candidates (€) in order of prefer-
ence from first to last. A plurality voting scheme requires the voter to pick one
candidate, and thus is equivalent to the preference scheme when the ranking list
has unitary size.

The election result (W, L) consists of (1) the identification of the winner
or winners of the election and (2) the identification of those candidates who
achieved a certain threshold (denoted 7) of votes, e.g., 5 percent, needed either
to qualify for public funding in future elections or to recoup a deposit paid. This
threshold facet of our election model is not universal, but is a critical component
in many electoral systems. Note that winners and losers are disjoint.

We denote a ballot box B as a set of ballots b. Mathematically, a voting
scheme € is a function that takes a ballot box (a set of ballots) as its input, and
produces an election result as its output. More formally, € : B — (W, £) where
WCEC LCC and WNL =0

Single Winner Plurality Voting Plurality voting is one of the simplest pos-
sible voting schemes. The candidate with the most votes is the winner. When
there is only one remaining seat and just two continuing candidates, then PR-
STV reduces to single-winner Plurality.

Instant Runoff Voting (IRV) IRV allows the voter to rank one or more
candidates in order of relative preference, from first to last.

IRV usually has a single winner, but the candidate with the most votes must
also have a majority of all votes, otherwise the candidate with least votes is
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excluded and each ballot for that candidate is transferred to the next candidate
in order of preference. This evaluation-and-transfer continues until one of the
candidates achieves an overall majority.

When there is just one remaining seat, or a special election to fill a vacancy
in one seat, then PR-STV reduces to IRV.

Order of Elimination The candidate with the least number of votes credited to
him or her in the curent round is selected for elimination. If there is an equality
of votes, then previous rounds are considered. If two or more candidates have
equal lowest votes in all rounds, then random selection is used.

Variants of PR-STV To highlight the complexities of election schemes, consider
the following variants of PR-STV. As schemes vary, so must testing/validation
strategies. For example, Australia, Ireland, Malta, Scotland, and Massachusetts
use different variants of PR-STV for their elections [1].

— Australia - Australia uses IRV to elect its House of Representatives and an
open list system for its Senate, where voters can choose either to vote for
individual candidates using all available preferences or to vote “above-the-
line” for a party [6]. Australians (in many elections) vote either above the
line or below the line, but ATL votes are still counted using PR-STV, after
being transformed into a full preference ranking. (Effectively, an ATL vote
proxies the vote to the chosen party.)

— Ireland - Ireland uses PR-STV for local, national and European elections.
Transfers are rounded to the nearest whole ballot, so the order in which
ballots are transferred makes a difference to the result [16]. Not all prefer-
ences need to be used, so voters may choose to use only one preference, as
in Plurality voting, if desired.

— Malta - Malta uses PR-STV for local, national and European elections. For
national elections Malta also adds additional members so that the party with
the most first preference votes is guaranteed a majority of seats.

— Scotland, UK - Scotland uses PR-STV for local elections. Rather than
randomly select which ballots to include in the surplus, fractions of each
ballot are transferred, that gives a more accurate result but takes much
longer to count if counted by hand [8].

— Massachusetts, USA - Cambridge in Massachusetts uses PR-STV for city
elections. Candidates with less than fifty votes are eliminated in the first
round and surplus ballots are chosen randomly.

The fact that a single complex voting scheme like PR-STV has this many
variants in use highlights the challenges in reasoning about and validating a given
software implementation. This fact makes our work that much more valuable,
as each algorithm only need be analyzed once to derive a complete validation
that may be used again and again over arbitrary implementations of a ballot
counting algorithm.



58 Dermot Cochran and Joseph R. Kiniry

Irish PR-STV To give context, we now discuss the mechanics of Irish PR-STV
in more detail.

Preference Ballots The voter writes the number “1” beside his or her favorite
candidate. There can only be one first preference.

The voter then considers which candidate would be his or her next preference
if his or her favorite candidate is either excluded from the election or is elected
with a surplus of votes.

The second preference is marked with “2” or some equivalent notation. The
can be only one second preference; there cannot be a joint second preference.
Likewise for third and subsequent preferences. Not all preferences need to be
used.

Multi-seat constituencies Each constituency is represented by either three, four
or five seats.

The Droop Quota The quota is calculated so that not all winners can reach the
quota. The droop quota is 1 + HLS, where V is the total number of valid votes
cast and S is the number of vacancies (or seats) to be filled [7]. The quota is
chosen so that any candidate reaching the quota is automatically elected, and so
that the number of candidates that might reach the quota less than the number
of seats.

For example, in a five-seat constituency a candidate needs just over one-sixth
of the total vote to be assured of election.

Surplus The surplus for each candidate, is the number of ballots in excess of the
quota (if any). The surplus ballots are then available for redistribution to other
continuing candidates.

The selection of which ballots belong to the surplus is a complex issue, de-
pending on the round of counting. In the first round of counting, any surplus is
divided into sub-piles for each second preference, so that the distribution of the
ballots in the surplus is proportional to the second-preferences. In later rounds
the surplus is taken from the last parcel of ballots received from other candi-
dates. This surplus is then sorted into sub-piles according to the next available
preference.

For example, if the quota is 9,000 votes and candidate A receives 10,000 first
preference votes. The surplus is 1,000 votes. Suppose 5,000 ballots had candidate
B as next preference, 3,000 had candidate C and 2,000 had candidate D. Then
the surplus consists of 500 ballots taken from the 5000 for candidate B, 300 from
the 3000 for candidate C and 200 from the 2000 for candidate D. Ideally each
subset would also be sorted according to third and subsequent preference, but
this does not happen under the current procedure for counting by hand, nor was
it mandated in the previous guidelines for electronic voting in Ireland.
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Ezclusion of weakest candidates When there are more candidates than available
seats, and all surplus votes have been distributed, the continuing candidate with
least votes is excluded. If two or more candidates have equal lowest votes (at all
stages of the count) then one is chosen randomly for exclusion.

All ballots from the pile of the excluded candidate are then transferred to
the next preference for a continuing candidate, or to the pile of non-transferable
votes.

This continues until another candidate is elected with a surplus or until the
number of continuing candidates equals the number of remaining seats.

Filling of Last Seat and Bye-elections When there is only one seat remaining
to be filled, i.e., the number of candidates having so far reached the quota is
one less than the number of seats, or in a bye-election for a single vacancy,
then the algorithm becomes the same as Instant Runoff Voting; no more surplus
distributions are possible, and candidates with least votes are excluded until
only two remain.

Last Two Continuing Candidates When there are two continuing candidates
and one remaining seat, then the algorithm becomes the same as single-seat
first-past-the-post plurality; the candidate with more votes than the other is
deemed elected to the remaining seat, without needing to reach the quota. If
there is a tie then one candidate is chosen randomly.

B Appendix: Detailed Examples

This appendix contains some more detailed examples for estimation the number
of possible ballots, number of possible outcomes, and the number of distinct
permutations of ballot papers.

B.1 Number of Distinct Ballots
C
The number of distinct permutations of non-empty preferences is Z (C),, where
1=1
C = |€| and partial ballots are allowed, so that the number of preferences used
range in length from one to the number of candidates. For a ballot of length [,
(C), is the number of distinct preferences that can be expressed.

Examples and Encoding Ballots This distinct ballot count is best under-
stood, particularly for those unexcited by combinatorics, by examining cases for
small C' and enumerating all possible ballots.

Two Candidates There are four different ways to vote for two candidates (named
Alice and Bob): two ballots of length 1, and two ballots of length 2, that is

(2); +(2)y:
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Ballot ‘ Alice ‘ Bob ‘ Encoding of Ballot

1 | 15t | - Al -
2 -1t B[-
3 15t | gnd A|B
4 | gnd | qst BlA

has a different meaning than . If we had an election with two
ballots and , then Bob would be the winner.

Note the symmetry of these four ballots. There are effectively only two dif-
ferent ballots if the candidates cannot be differentiated.

Number of Distinct Outcomes. If B is the number of distinct non-empty ballots
that can be cast, and V = |B| is the number of votes cast, then the number of
possible combinations of ballots is BY if the order of ballots is important, and
1%
v
A typical electoral configuration in Ireland is a five seat constituency with

a typical voting population of 100,000 and 24 candidates. Consequently, the
24

number of possible ballot boxes is (Z (24)1)100’000, an astronomical number of

=1
tests that would be impossible to run.

if not.

To avoid this explosion, we partition the set of all possible ballot boxes into
equivalence classes with respect to the counting algorithm chosen. We consider
the equivalence class of election results for all three counting schemes.

Each election outcome is described by an election scenario that is a vector
of candidate outcome events. Both of these terms are defined in the following.

The key idea is that election scenarios represent an equivalence class of elec-
tion outcomes, thereby letting us collapse the testing state space due to sym-
metries in candidates. We will return to this point in detail below in the early
examples.

Three Candidates. There are 15 legal ways to vote for three candidates called
Alice, Bob, and Charlie:
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Ballot Alice Bob Charlie Encoding

1
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There are 3 ballots of length 1, 6 ballots of length 2 and 6 ballots of length 3,
that totals (3); + (3), + (3); = 15. Again, note the symmetry of these ballots,

as there are only three different kinds of ballots in these fifteen ballots.

More than Three Candidates. Fach additional candidate number n means one
extra ballot of length 1, plus another C' ballots in which the extra candidate is

the last preference, plus every other way in which the candidate could be inserted
into the existing set of ballots, in one of n positions along that ballot.

For example, when there are four candidates, the number of single preference
ballots increases to 4, the number of length 2 ballots is 4 x (4 — 1), the number
of length 3 ballots is 4 x (4 — 1) x (4 — 2) and the number of full length ballots

is 4!, for a total of 64 ballots, of which there are only three equivalence classes.
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Abstract. In our society a rising number of people change their resi-
dence regularly. Insofar, mobility seems to be necessary even on Election
Day, which is the reason why an increasing number of eligible voters use
the opportunity of postal voting. Thereby, the abidance by the election
principles, especially the freedom and secrecy of elections, is automat-
ically transferred into the private sector. This would not be necessary
if eligible voters had the possibility to cast their vote in any preferred
constituency within the electoral area. Therefore, we investigate in this
work if and how vote casting in any constituency can be constitution-
ally compliant, while maintaining the current electoral system. We also
consider the integration of the new German electronic ID card for voter
identification and authentication.

1 Introduction

The use of various services over the Internet is part of many peoples’ everyday
life. Through this, it is no longer required that the individual is present at a
particular time or place to conduct its business. The need for this kind of mo-
bility exists independent of special events, thus also on Election Day. For this
reason, some countries provide postal voting in order to enable as many people
as possible to participate in the election. Postal voting was established in Ger-
many in 1956 with the third Federal Electoral Act [7]. Through this, voters who
were not able to visit a polling station because of health reasons or any other
issues were enabled to cast their vote at home. While in 1957 only 4,9 % used
this option, for the elections to the 17*" German Bundestag in 2009, about 21,4
% took the opportunity of postal voting (ref. to Table 1 in [2]). The increase of
postal voters may be justified due to both: the rising mobility of the citizens, and
the relaxation of application requirements for postal voting. But the shift of a
democratic legitimized election to the private sector raises the question whether
postal voting in its present form is still constitutionally compliant and in par-
ticular if it complies with the public nature of elections [25]. However, postal
voting is an indispensable opportunity for voters, who cannot be present in the
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polling station of their constituency because of health reasons or for those that
cannot be in the election area on Election Day. In contrast, voters who are able
to visit a constituency within the electoral area should be offered the additional
opportunity to cast their vote in any preferred constituency. Through this new
voting channel, voters would be as mobile and flexible as when using the oppor-
tunity of postal voting, but they would cast their vote in an environment that
is controlled by the electoral committee. In addition the compliance with the
election principles would be guaranteed.

In the following, we consider vote casting in any preferred constituency in the
context of the elections for the German Bundestag on Election Day. Thereby,
we investigate different possibilities of this new voting channel. Furthermore, we
identify the advantages and disadvantages and compare all possibilities against
each other from a legal and technical perspective. We do not aspire to change
or suggest changes concerning the German electoral system, which means the
composition of the German Bundestag and vote casting by selecting a candidate
and the list of a party. While maintaining the current electoral system but voting
from any constituency, two issues should be considered carefully: one is how to
authenticate voters that vote in foreign constituencies and provide them with
the respective ballot, and the other one is how to return the ballot to the local
constituency in order to tally the votes.

This work considers legal implications of allowing voters to cast their vote
from any constituency in Germany and respective technical solutions in order to
realise this ambition. The findings of this work might also apply in countries that
have similar legal requirements to Germany, especially member countries of the
European Union (EU). However, legal requirements might be slightly different
even within the EU. Therefore, a similar analysis, which could consider or could
be based on this work, must be conducted for each country, individually.

2 General possibility of Vote Casting in any preferred
Constituency

According to § 1.2 in conjunction with § 2.2 Federal Electoral Act the territory
of Germany is divided into 299 electoral districts. Every electoral district is sub-
divided into constituencies. Thus, constituencies are the lowest spatial division
of the electoral area from an organisational point of view (ref. to § 2, m.n. 5 in
[29]). They are important in the context of casting the votes because they define
the place where to do so. According to § 14.2 Federal Electoral Act, voters can
cast their vote only in that constituency, in whose electoral register they are
recorded in. According to § 14.3 a) Federal Electoral Act, the casting of votes in
any preferred constituency within the electoral district requires the ownership of
a ballot record which is only given in case of applying for it within a prescribed
period.?

3 A ballot record entitles the voter to do postal voting or to cast her vote in any
constituency within the electoral district. For further information please see section
3.1.
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The casting of votes in any preferred constituency of the electoral area is not
compatible with the current regulations of electoral law. However, this is owned
to the election process and not to the constitutional regulations. For instance,
Article 38.1 sentence 1 of the Basic Law does not require that eligible voters cast
their votes only in the constituency they are registered in. In case the checking
of the eligibility to vote is guaranteed and it can be ensured that every eligible
voter casts his or her vote only once and personally (see section 3), voters shall
be able to cast their vote in any preferred constituency, not only in the one they
are registered in. As the election system shall be maintained, it must be ensured
that the cast vote is tallied in the constituency the respective voter is related to
(see section 4).

3 Checking of Eligibility

The following remarks apply in case voters cast their vote in the constituency
they are assigned to or in any preferred constituency.

3.1 Ballot Record

Voting by people from foreign constituencies could be made dependent on the
submission of a ballot record. Insofar, it could be referred to the current regu-
lations, whereas the grant of a ballot record is possible only on request, § 17.2
Federal Electoral Act, and voting by submission of a ballot record requires the
presentation of an official identity document, § 59 Federal Electoral Code. Thus,
in contrast to § 14.3 a) of the Federal Electoral Act, the possession of a ballot
record would qualify for vote casting in any preferred constituency within the
electoral area (and not only within the electoral district). This approach has the
advantage that no new infrastructure is required in order to check the eligibility
of voters in a foreign constituency. In that regard, the existing electoral registers
can be used for checking the eligibility of voters in a foreign constituency, similar
to postal voting. Those voters who have applied for a ballot record could cast
their vote in any preferred constituency. Those who have not applied for a ballot
record could cast their vote only in the constituency they are registered in.
However, this approach also has a number of disadvantages (which exist in
the current implementation as well, but would affect a larger number of voters in
our approach): The voter loses her right to vote in case she loses the ballot record.
Furthermore, a coercer could conduct a forced-abstention attack by requiring the
voter to hand out the ballot record. Both threats also exist in the current election
system. Voters, who have received a ballot record and lost it subsequently, cannot
refer to the issuance of it. The replacement of a lost ballot record is generally
not considered in order to prevent a double vote (ref. to § 17, m.n. 15 in [29]).
According to § 28.10 sentence 2 of the Federal Electoral Code, a new ballot
record can be issued only with a credible assurance of a lack of access until 12
o’clock the day prior to the election. A further disadvantage of this approach is
that only voters who have applied for a paper record within the prescribed period
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are able to cast their vote in an optional constituency. This could be solved by
sending paper records to all eligible voters. However, this would strengthen all
the disadvantages outlined above.

3.2 Centralised / Decentralised Electoral Register

If voting in any preferred constituency was provided the electoral committee
could - according to the current regulations - only check the eligibility of voters
registered in the respective electoral register. Thus, for checking the eligibility to
vote of voters from foreign constituencies, the electoral committee would have to
check the electoral register of the constituency the voter is registered in - easier
to implement - a centralised electoral register?, if this is legally permitted and
feasible.

A centralised electoral register could easily be produced in the presence of a
centralised Federal Register of Residents. However, a centralised Federal Register
of Residents is neither provided in the current Framework Registration Act [8]
nor in the Registration System Act for further development of the registration
system, which passed the Germany Bundestag on 6/28/2012 but stands in a
conciliation committee at the moment [11]. A draft which was written by a con-
sultant and published on 12/6,/2007 [24] focused the application of a centralised
Federal Register of Residents. However, this concept was rejected by various data
privacy experts. The criticism was not against such a register in general, but ex-
plicitly against the number and type of data, which were listed and considered in
§ 3 of the draft to be stored in the register. This includes an unjustifiable inter-
vention in the law of informational self-determination, which results from Article
2.1 in conjunction with Article 1.1 Basic Law. Therefore, the establishment of
a centralised electoral register cannot be fundamentally rejected. According to
the principle of dedicated use in the Data Protection Law, voters’ personal data
may be used only for the specified purpose, namely to check the eligibility to
vote. Beyond that, the centralised electoral register may store only that data
which is required to check the eligibility to vote: first- and surname, birthday
and current residential address.’

3.3 Voter Identification and Authentication, and Access to the
Electoral Register

Classical Voter Identification and Authentication (I/A) Verification of
the eligibility to vote requires a prior identification and authentication of the
citizen. Currently eligible voters are notified in writing about their registration
in the electoral register. This election notification also serves as a proof of iden-
tity (ref. to § 14, m.n. 9 in [29]). According to § 56.3 of the Federal Electoral

4 The information on the centralised electoral register (server) can be replicated among
several servers in order to avoid a single point of failure.

5 The electoral registers get compiled on the basis of the population registers stored
in the registry offices. Insofar, the surname, the first name, the date of birth and the
residential address of eligible voters are transferred from one register to another one.
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Code, voters shall submit the election notification on demand of the electoral
committee. In case they do not submit the election notification, they must iden-
tify themselves. The submission of the election notification and the identification
document is not necessary in any case, but at the behest of the electoral commit-
tee. It is not required in case of personal acquaintance between the voter and the
electoral committee. However, the Federal Electoral Code does not permit the
inference, whether a particular identity document shall be submitted. In that
regard, each official document needs to be sufficient in order to provide a proof
of identity. Therefore, the document should include a photo, as otherwise the
verification of the identity is not guaranteed.

Electronic Electoral Register (EER) The right to vote can be checked
against the voters personal data, which are stored on the de-/centralised elec-
toral register. The transmission of personal data from the registration office to
public authorities is already intended in § 18 Framework Registration Act and
§ 34 Registration System Act in case the personal data is necessary to fulfill
their jurisdiction or necessary by the jurisdiction of the receiver to fulfill its cor-
responding tasks. In addition, according to § 14.1 sentence 2 Federal Electoral
Code, the electoral register can be maintained through an automatic process as
well.

The transmission of voters’ personal data, namely first- and surname and
current residential address, is necessary in order to check if the citizen is eligible
to vote and whether he or she already cast a vote. The personal data could be
transferred over a secured communication channel, for instance over telephone or
Internet, which is already intended according to § 39.3 Registration System Act.
The use of a telephone is impractical and therefore not further considered in this
work. The access to the electoral register over the Internet would be secured by
the application of standard cryptographic protocols for secure communication,
like SSL/TLS [31]. The main disadvantages of an electronic electoral register,
which is accessible over the Internet, are DoS/DDoS attacks. However, there are
a number of techniques in order to mitigate such attacks, e.g. as presented in [30]
and [21].

Regarding the transmission of personal data it is questionable, whether the
electoral committee, as the receiver of the mentioned data, can be classified as
a public authority in the context of the outlined regulations. On one hand, the
municipal authorities carry out the statutory work assigned by the Federal Elec-
toral Act on behalf of the federal government (ref. to No. 43 in [29]). On the
other hand the electoral committee acts as an election body for the municipal
authority. Insofar the personal data of voters could be transferred to the elec-
toral committee directly. Thus, the access of the electoral committee to electoral
registers of other constituencies is not generally forbidden.

EER and Classical Voter I/A By checking the eligibility to vote over the
Internet and maintaining the classical identification and authentication of vot-
ers, the electoral committee would have to enter the necessary data of the voter



6 Jurlind Budurushi, Maria Henning, Melanie Volkamer

manually. The personal data of the voter could be taken by the presented doc-
ument, captured electronically and sent as a request to check the eligibility to
vote for the respective voter.

With this form of checking the eligibility to vote, a corresponding Public Key
Infrastructure (PKI) [19] needs to be provided in order to ensure secure transmis-
sion of the personal data. This introduces additional costs. Another disadvantage
of this approach is that the personal data transferred is confidential and secure
only until the provided cryptographic encryption scheme is secure. Thus, an
attacker who intercepts the encrypted personal data, which is transferred over
the network, is able to determine who has participated in the election and who
has not. Furthermore, this could violate the secrecy of the vote, depending on
whether the ballot is electronically transferred and how it is transferred.

EER and (German) Electronic Identity Card for Voter I/A Electronic
identity cards (e-ID cards) have been already used in electronic voting for legally
binding elections. Hereby, the most prominent examples are Estonia [12] and
Austria [1]. Furthermore, the use of e-ID cards in electronic voting has been
proposed in many scientific works, for instance [3], [4], [9], [20] and [26], and has
been also analysed in [6]. In particular, the authors in [3] and [4] propose the
use of the German electronic identity card ”Der neue Personalausweis” (German
e-ID card) in electronic voting.

Thus, the eligibility to vote could also be checked with the German e-ID card.
The German e-ID card enables, due to its data fields, shown in Figure 1, and
particularly due to its eID-Functionality, the so-called Restricted-ID, a unique
service-related online authentication [16].

[%] OperationsRequestorType
[€] DocumentType AttributeRequestType
[e] IssuingState AttributeRequestType
{e] DateOfExpiry AttributeRequestType
(€] GivenNames AttributeRequestType
[e] FamilyNames AttributeRequestType
[e] ArtisticName AttributeRequestType
[€] AcademicTitle AttributeRequestType
[€] DateOfBirth AttributeRequestType
[€] PlaceOfBirth AttributeRequestType
[€] Nationality AttributeRequestType
[e] BithName AttributeRequestType
[€] PlaceOfResidence  AttributeRequestType
(] ResidencePermitl  AttributeRequestType l
(€] RestrictedID AttributeRequestType l
[e] AgeVerification AttributeRequestType I
[&] PlaceVerification AttributeRequestType i

Fig. 1. Data fields of the German e-ID card (Source: [17], Figure. 13).
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Furthermore, the German e-ID card supports age verification, a query of the
place of residence and a pseudonymisation (Restricted-ID). These functionalities
could be used for checking the eligibility to vote as they provide the necessary
data, which can be compared to the corresponding personal data stored in the
electoral register. Figure 2 shows an abstract infrastructure and the interaction
between the involved components.

Any preferred Central Electronic
Constituency 4 Electoral Register
N
9
10 3)
Voter
1 11) Secure channel;
2) Send(Age-, PlaceVerification, RestrictedID)
]

Fig. 2. Abstract Infrastructure and Interaction between involved Components.

By using the Restricted-ID functionality, neither the PC of the electoral com-
mittee® nor the electoral register would know for which voter the eligibility to
vote is being checked. The electoral register can respond to the request, if a
Restricted-ID (voter) is eligible to vote or not, without knowing the particular
voter behind the Restricted-ID. However, the identity of the voter could be re-
vealed in case the cryptographic algorithms, which are used for the generation
of the Restricted-ID and for securing the Internet communication, are broken.
Besides intercepting the data transferred over the network to the electoral reg-
ister, an attacker also needs to know the public key of each German e-ID card
and the public key of the electoral register (eID-Server) [17].

Furthermore, if the electoral register (eID-Server) and the Certification Au-
thority of the German e-ID cards cooperate, even today they can assign each
Restricted-ID stored on the electoral register to the identity of the voter [4].
Therefore, storing the Restricted-IDs on the electoral server permanently must
be forbidden and the deletion of the stored Restricted-IDs must be verified by
the corresponding data protection expert. A long-term storage of data might
only be acceptable in case of a pending complaint requesting the scrutiny of an
election. However, the storage must be set up by the Federal Returning Officer
and controlled by the responsible data protection expert.

5 In Germany the authorisation of voters and the tallying of votes is carried out at
the constituency where votes have been cast.
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The authentication with the German e-ID card has a number of advantages
with respect to data privacy in comparison with the classical approach. Instead
of the voter’s personal data a pseudonym is transferred over the network. As the
Restricted-ID is unique in the context of the election, a voter trying to vote more
than once will easily be detected. Furthermore, citizens who have lost their right
to vote according to § 13 of the Federal Electoral Act can easily be identified as
well. Therefore, the so-called Country Verifying Certificate Authority (CVCA)
can publish a corresponding revocation list, which contains all election-specific
Restricted-IDs that are not allowed to exercise their right to vote. Depending on
the implementation, the successful checking of the eligibility to vote could either
be accepted by the electoral committee or by a voting machine which then might
enable the voter to start the vote casting process.

In addition, the electoral committee is not expected to enter the personal data
of voters manually, which is error prone and time consuming. However, it must
be considered that currently not all citizens are in possession of a German e-ID
card and therefore not all citizens can use the German e-ID card in the context of
checking their eligibility to vote. But the authentication with the German e-ID
card could optionally be offered to those eligible voters, who already possess this
document and have activated the eID-Functionality. Although, the principle of
the equal elections requires that every citizen shall be able to exercise his right
to vote in the same formal way (besides the equality of counter value and result
value), this does not mean that there can be only one option for vote casting.
In that regard, postal voting provides a different way of voting too but it is
constitutionally compatible since it is offered as an option and it strengthens
the principle of universal elections (ref. to page 125 in [13]). Finally, it has to
be said that since 11/1/2010 citizens applying for an identification document
only receive the German e-ID card. However, there is no obligation to exchange
the 7old” identity card. According to identity card law (ref. to § 6.1 in [22]),
German identity cards are valid for ten years. Therefore, ”old” identity cards
will be present until 10/31/2020. After this date, all eligible voters shall possess
a German e-ID card and could subsequently use it for authentication, if the eID-
Functionality has been activated. However, even after 10/31/2020, an additional
option besides the German e-ID card must be provided for identification and
authentication.

A regulation, which requires that voters can only be identified by providing
the German e-ID card, is not compatible with Article 38.1 sentence 1 Basic Law
because it violates the principle of universal elections. Thus, it is possible that
voters lose their German e-ID card just before the election or the German e-1D
card is stolen or missing. Therefore, the submission of another official document
which is suitable and intended for proving the identity of the owner shall be con-
sidered. Since the election technique proposed in this work allows vote casting
in any preferred constituency within the electoral area, the identification docu-
ment must contain the place of residence of the voter as well. This is necessary
in order to identify the corresponding electoral district, thus the votes will count
for the intended candidates. In this context, a German driving license is not
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appropriate because it does not provide information of the place of residence of
the owner. Thus, the election notification could still be sent to all eligible voters
in order to enable identification and authentication. The personal data of voters
on the election notification could be entered manually into the system by the
electoral committee. This is not objectionable from a legal point of view, because
according to § 14.1 sentence 2 Federal Electoral Code, the electoral register can
be maintained through an automatic process. Thereby, it must be ensured that
necessary data for checking the eligibility to vote is used only for the intended
purpose and can be transferred securely, for instance, by using cryptography.

Table 1 summarizes the advantages and disadvantages of using manual (Poll
Workers) or automatic (German e-ID card) electronic voters’ identification and
authentication.

Table 1. Manual v.s. automatic electronic voters’ identification and authentication.

| Manually (Poll Workers) | Automatically (German e-ID)
Advantages Disadvantages
Compliant with the principle of - (not all citizens posses it)
universal elections
Disadvantages Advantages
Not long-term secure + (adversary needs more effort)
Error prone +
Time consuming +

- Transmit a pseudonym instead of voter’s identity
- Neither the PC of the electoral committee

nor the electoral register knows the voter’s identity
- Eligibility check can be performed

by the electronic voting machine

4 Vote Casting and Tallying

While maintaining the current election system and providing vote casting in any
preferred constituency, it must be ensured that each voter is provided with the
corresponding ballot of her constituency and that her vote is also counted in her
constituency.

4.1 Paper Ballot

In case vote casting is still done with paper ballots, there are two possibilities to
provide the corresponding voting ballot: either each constituency keeps enough
paper ballots from all electoral districts or the electoral committee prints the
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corresponding paper ballot on demand. The first approach requires that each
constituency provides enough paper ballots from all electoral districts in order
to enable vote casting for all eligible voters. This approach appears impractical,
because in Germany there are approximately 299 different ballots, and there-
fore not further considered. The tallying of votes can take place either in the
constituency, where the voter casts her vote or in the constituency the voter is
registered in. The first option violates the principle of the secret ballot in case
only one voter (or few voters) casts her vote in a foreign constituency. In this
case, the electoral committee knows what the respective voter voted for. The
second approach requires that the paper ballot is sent to the constituency the
voter is assigned to. Sending the paper ballot by post is not recommended be-
cause of the associated time delay. Another possibility would be to transfer the
paper ballot electronically over the Internet. In that regard, the only remaining
option is to scan and subsequently transfer the paper ballot to the respective
constituency. In order to ensure the principle of free and secret elections the
paper ballots would have to be scanned and transferred by the voter person-
ally. Afterwards, the electronically recorded ballot must be encrypted right after
scanning and transferred to the respective constituency over a secure channel,
e.g. using standard cryptographic protocols for secure communication over the
Internet, like SSL/TLS”. The votes (cast paper ballots) of other constituencies
must finally be sent to a central location, whereas ballot secrecy must be ensured,
for instance similar to postal voting.

This approach can be implemented in two ways: either using canonical ballots
or encoded ballots, like in [27], [23], and [10]. In the canonical ballot approach,
two major disadvantages are identified: First, electronic emissions might leak the
voter’s choice, thereby violating ballot secrecy. Second, it is technically not pos-
sible for the voter to verify, if the scanner has encrypted and sent her cast vote
without changing it. The major disadvantage in the encoded ballot approach
are the costs for special purpose equipment, special printers that are able to
print scratch fields, like in [27], or two layered paper ballots, like in [23]. Fur-
thermore, the verifiability of the proper ballot encoding is difficult to implement,
as poll workers must have access to the corresponding private key(s) of foreign
constituencies.

4.2 Electronic Ballot

As an alternative, voters could cast their vote electronically, directly on an elec-
tronic voting machine. In this case, the electronic vote could be transferred to
the respective constituency just at the point of voting or afterwards. In order
to ensure the principle of free and secret elections, the cast vote must be en-
crypted subsequently. For the sake of not interfering with ballot secrecy, two
different machines should be used for voter authentication and vote casting and
transmission.

" In this context, tow technical “unresolved” issues must be considered: First, poll
workers must be able to check the SSL/TLS server’s certificate. Second, secrecy is
provided only as long as the used cryptographic mechanisms remain unbroken.
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A number of technical proposals for end-to-end verifiable electronic voting
schemes/systems, which enable electronic vote casting, can be considered for
directly implementing this approach, for example [5], [18], and [28].

In section 4.1, electronic emissions are an issue with respect to ballot secrecy.
Furthermore, costs for the provision and maintenance of electronic voting ma-
chines arise.® However, end-to-end verifiable electronic voting schemes/systems
provide an increased level of verifiability in comparison with postal voting and
the traditional voting in the "home constituency”. By using electronic voting
ballots, voters could also comprehend the impact of their cast vote much bet-
ter as the system provides appropriate feedback (e.g. regarding invalid votes).
Furthermore, this approach enables visually impaired people to cast their vote
personally. This strengthens the principle of direct elections as well as the prin-
ciple of secret elections, because these voters - in contrast to the regulations in §
57 of the Federal Electoral Code - do not need to take an auxiliary person into
the voting booth. Thus, they can cast their vote secret and personally. Thus, it
is conceivable that voters are informed about the validity of their vote.

Table 2 summarizes the advantages and disadvantages of using canonical
paper ballots or electronic ballots on electronic voting machines for vote casting.

Table 2. Canonical paper v.s. electronic ballot on electronic voting machine.

Canonical Paper Ballot Electronic Ballot
(on demand)
Advantages Disadvantages
Established method -
+ Costs for the provision and maintenance

of electronic voting machines

Disadvantages Advantages

- Provides an increased level
of cryptographic verifiability
- Enables visually impaired people
to cast their vote personally
Time for returning the ballots +
to the appropriate constituency

- Voters can comprehend the impact of

their cast vote much better

Table 3 summarizes the advantages and disadvantages of using encoded paper
ballots or electronic ballots on electronic voting machines for vote casting.

8 Note, these costs are lower than the one for special printers.
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Table 3. Encoded paper v.s. electronic ballot on electronic voting machine.

Encoded Paper Ballot Electronic Ballot
(on demand)

Advantages Disadvantages

Electronic emissions do not -
endanger ballot secrecy

Disadvantages Advantages
Cryptographic verifiability +
is difficult to implement
- Enables visually impaired people
to cast their vote personally

Higher costs for special printers|+ (less costs for electronic voting machines)
- Voters can comprehend the impact of
their cast vote much better

The comparisons in table 2 and 3 show that electronic ballots on electronic
voting machines have more advantages, especially with respect to cryptographic
verifiability.

5 Summary and Discussion

In this paper we have analysed the application of vote casting in any preferred
constituency using the German parliamentary elections as an example. Thereby,
we have shown that a centralised electoral register cannot be declined in general.
Different approaches of voter identification and authentication, and checking the
eligibility to vote were discussed. The ballot record and the telephone are no
adequate solutions, while the manual input of personal data and the use of the
German e-ID card have both their advantages and disadvantages. With regard
to the vote casting and tallying, we have shown that both processes shall be
carried out electronically in order to provide vote secrecy towards the electoral
committee or any third party (e.g. an eavesdropping attack over the Internet) in
the best way. In this case cryptographic mechanisms are essential. This means
that the cast votes must be transferred in an encrypted form. Thus, the question
remains whether this approach complies with the principle of the public nature
of elections which has been modified by the Federal Constitutional Court of
Germany in 2009. Thereafter, it must be possible for the citizen to check the
essential steps in the election act and in the ascertainment of the results reliably
and without special expert knowledge [14].

Cryptography is based on mathematical processes, which can be visualized
to some extent, but until now these processes cannot be illustrated in a way that
everyone is able to understand them, regardless of expert knowledge. Thus, the
principle of the public nature of elections - just as the election principles in Arti-
cle 38.1 sentence 1 Basic Law - is guaranteed without any reservation. However,
the nature of things entails that not all election principles can be fulfilled in total
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purity (ref. to page 124 in [13]). Insofar, the restriction of one election principle
is not unconstitutional per se, but may be justified as long as the constitution
contains a respective authorisation, the deviation ensures the national political
objectives or if the restriction is necessary in the interests of another election
principle (ref. to page 369) in [15]). Vote casting in any preferred constituency
could strengthen the principle of universal elections significantly. Thereby, those
people, who decided to travel on Election Day in the short term or to be ab-
sent because of any other reason, are given the opportunity to participate in the
election. Postal voting cannot provide this opportunity, as it requires an early
application for a ballot paper. Furthermore, in contrast to postal voting, the
moment of casting a vote would not be carried out in a private environment,
but would remain in a controlled environment.® While voting in any preferred
constituency, the compliance with all election principles could be ensured and
controlled by the public, because everyone can see that the voter enters and
leaves the polling booth alone. Although postal voting is an indispensable vot-
ing channel for all citizens who are not able to visit a constituency within the
electoral area, it can be assumed based on the increasing number of postal vot-
ers, that this voting channel is also used by citizens who would not actually need
it. However, in order to ensure the election principles in the best possible way,
vote casting in any preferred constituency should be considered as an additional
voting channel.

In future work we will further analyse, if its application is constitutionally
compliant also in the context of regional and local elections. In that regard it
needs to be said that German states often establish the active right to vote with
a certain period of residence in the particular state.'® Furthermore, it must be
noticed that regional and local elections do not take place at the same time.
Therefore, vote casting outside the corresponding federal state or municipality
is only possible with very large organisational effort. Based on the findings of
this work, we aim to concretise the legal requirements for the establishment of a
centralised electoral register and to provide a practical solution for accessing the
currently distributed electoral register infrastructure. Thereby, we will focus on
both options for identification and authentication of voters, namely by using the
election notification, the German e-ID card or a combination of both. Finally,
we will analyse, if existing proposals for end-to-end verifiable electronic voting
schemes/systems, namely [5], [18], and [28] that could implement the approach
treated in section 4.2, comply with the findings of this work and fulfill the tech-
nical and legal requirements for electronic voting in Germany.

Acknowledgments. This paper has been developed within the project
"VerkonWa’ - Verfassungskonforme Umsetzung von elektronischen Wahlen - which
is funded by the Deutsche Forschungsgemeinschaft (DFG, German Science Foun-
dation).

9 This criticises Richter [25].
10 For example § 2.1 No. 3 Electoral Act for the parliament of the State of Hessen.
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Abstract. The security of the Norwegian Internet voting system depends
strongly on the implemented verification code mechanism, which allows
voters to verify if their vote has been cast and recorded as intended.
For this to work properly, a secure and independent auxiliary channel
for transmitting the verification codes to the voters is required. The
Norwegian system assumes that SMS satisfies the necessary requirements
for such a channel. This paper demonstrates that this is no longer the case
today. If voters use smartphones or tablet computers for receiving SMS
messages, a number of new attack scenarios appear. We show how an
adversary may exploit these scenarios in systems providing vote updating
and point out the consequences for the vote integrity in the Norwegian
system. We also give a list of possible counter-measures and system
enhancements to prevent and detect such attacks.

1 Introduction

In the design and implementation of secure Internet voting systems, the secure
platform problem is one of the most challenging obstacles to overcome [23]. Given
the manifold vulnerabilities of today’s computers, particularly those caused by
malicious software, it is inappropriate to assume that voters will have access to a
reliable machine that works correctly under all possible circumstances. Voting
protocols must therefore be designed to deal with the possibility that some voters
will use machines that are infected by various types of possibly very sophisticated
malware. In a worst-case scenario, the malware is designated to attack particular
voting events, while remaining completely silent and therefore hard to detect at
other times. Attacks of such a type can be launched with a few mouse clicks.
Since the correct outcome of an election is of great significance for the whole
electorate, infected computers become immediately a problem for everybody.

Recent malware attacks in other application areas have demonstrated that
they represent a real and serious threat today. In 2012, for example, estimated
36 million Euros were stolen from several ten thousand bank customers all across
Europe by a smart Trojan called Furograbber [14]. In a recent report, the number
of new Windows-based malware in 2012 is estimated as almost 1.4 million [2].
Increasing numbers of new malware are reported for other platforms, in particular
in the emerging area of mobile devices (smartphones and tablet computers).
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1.1 Existing Approaches

A malware attack against an Internet voting system may aim at violating either
the secrecy or the integrity of the vote (or both). Full protection against both
types of attacks is very hard to achieve. Possible full protection approaches are
based on distributing trustworthy hardware devices to the voters, but this is
very expensive [8]. Some other approaches suggest using trusted out-of-band
channels such as regular postal mail. The idea is to securely exchange additional
information between the voting system and the voters, which allows them to
protect the privacy or to verify the integrity of the vote. There are two related
ways of using such an auxiliary channel, each of which with its own pros and
cons.

Code Voting [10,13,19,22]. The idea of code voting is to enter candidate codes
instead of candidate names when casting a vote. These codes are distributed
over a separate secure channel in form of personalized code sheets and differ
from voter to voter. This prevents the voter’s insecure platform from learning
the actual candidate choice and from guessing the codes of other candidates.
This simple mechanism thus provides privacy and integrity in the presence of
designated malware, but it does not prevent the malware from not casting the
vote at all or from casting votes with invalid codes. Another major problem
of code voting is the restricted usability.

Verification Codes [3,9,11,16,21]. The setting here is similar to code voting,
but instead of entering the codes of the selected candidates as printed on the
personalized code sheet, voters only need to check if the codes match with
what is displayed by the voting system after casting the vote. If the codes
match, the voter has a strong indication that the vote has been cast and
recorded as intended.! Since verifying the codes is an optional step, usability
is not so much of an issue as in code voting. On the other hand, verification
codes alone cannot prevent malware from breaking the secrecy of the vote.

Code voting and verification codes can be applied separately or in combination.
If applied in combination, the vote secrecy is protected and a strong indication
is given that the vote has been cast and recorded as intended. A general problem
that affects all possible scenarios is the secure printing of the code sheets. It
is usually solved by organizational and non-cryptographic technical measures.
Another general problem is the possibility that malware can learn the codes in
a system that supports vote updating. As soon as several codes are known to
the malware, it can start fooling the voter and possibly cast a final vote that is
different from the voter’s intention.

! Some existing systems, for example the system used in the canton of Geneva in
Switzerland [4,27], use a simplified type of verification code in form of a picture,
which differs from voter to voter, but not from candidate to candidate. In such a
case, a correct verification code only implies that some vote has reached the voting
server, but it does not guarantee its integrity.
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The Norwegian Internet voting system is based on verification codes and
supports vote updating [7,18,25].2 To avoid that malware learns the verification
codes, the existence of two separate out-of-band channels is assumed: Initially,
the code sheets are sent by postal mail to the voter’s home address (pre-channel),
and after vote casting, an SMS message with the verification codes of the selected
candidates is sent to the voter’s mobile device (post-channel). This introduces
additional trust assumptions, for example that SMS provides a sufficiently secure
and truly out-of-band channel, which is strictly detached and completely indepen-
dent from the Internet (voting channel). Since SMS-based one-time passwords
are used for voter authentication, these assumptions are even more critical and
may have much farther-reaching consequences when violated.

1.2 Contribution and Overview

In this paper, we provide evidence that SMS is no longer a sufficiently secure
candidate for the out-of-band post-channel in the Norwegian Internet voting
system. The main problem is the widespread use of smart mobile devices today,
which provide all sorts of new attack scenarios. Eurograbber is a prominent
example that illustrates the practicability and efficiency of such attacks. In a
recent report [15], two students of ours demonstrated that such attacks can be
executed using even less infrastructure than was required by Eurograbber. Not
surprisingly, the attacks presented in the report are directly transferable to the
Norwegian system, as they rely on equivalent trust assumptions.

Based on these findings, we provide a systematic overview and detailed
description of the attacks that result from using the SMS channel—as proposed
in the Norwegian system—in combination with vote updating. Our analysis gives
enough technical detail to understand the attacks not only from a conceptual
point of view, but also from the perspective of implementing corresponding
malware. For each attack scenario discussed in our overview, we point out the
consequences with respect to the secrecy and integrity of the vote. We also
discuss the effectiveness of each attack in terms of practicability, scalability,
and detectability. Finally, we propose some counter-measures for preventing
or detecting such attacks, and therefore contribute to the improvement of the
Norwegian system.

2 The Norwegian E-Voting System

In this section, we provide a high-level description of the Norwegian voting
system as described in the available literature [5-7,9,25]. The system overview is
given from the voter’s perspective, as the attacks presented in Section 3 are not

2 In the available documents about the Norwegian system, verification codes are called
return codes [6] or receipt codes [7]. To avoid any ambiguity with the concept of a
receipt in the sense of receipt-free voting systems, we prefer to call them verification
codes. Furthermore, code sheets are called poll cards [6] or voting cards [7]. We prefer
to call them code sheets, as it is common in the code voting literature.
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targeted towards the server infrastructure. Then we explain precisely the role of
the verification codes and the underlying trust assumptions.

2.1 Overview of the Voting Process

According to the analysis of the Norwegian system in [7], the main actors involved
in the vote casting process are the voter V', the voter’s computer P, the ballot
box B, the receipt generator R, the decryption service D, and the auditor A. It
is assumed that they communicate over secure, authenticated channels, as shown
in Figure 1 (or in [7]). Unidirectional channels are represented by single-ended
arrows. All other channels are bidirectional. The offline pre-channel for sending
the personalized code sheets to the voters by postal mail is not shown. In this
paper, we adopt the assumptions that both the printing service and postal mail
are sufficiently reliable and secure, i.e., we presume that voters receive their code
sheet before the voting period begins, and that the candidate codes remain secret
during the printing and transmission process.
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Fig. 1. The simplistic view of the communication channels of the Norwegian system
as presented in [7]. This picture ignores the fact that most voters today receive SMS
messages on smartphones or other mobile devices, which may be infected by malware.
The direct arrow from the receipt generator to the voter is therefore an oversimplification
of today’s reality.

During the voting period, the voter first initiates the voter authentication
mechanism provided by MinID, a two-level authentication service that was created
to offer standardized authentication for various governmental services in Norway.?
For this, the voter enters the personal credentials consisting of an identification
number and a secret password. The MinID server then generates a one-time
password (a five-digits code called SMS code) and sends it to the voter by SMS.*
Finally, if the voter enters the correct SMS code, the authentication process
succeeds.

After authentication, the voter selects the voting options using the computer
and submits the vote. The submitted vote is encrypted and signed by the

3 In upcoming Internet voting pilots, additional external authentication mechanisms
will be supported (BankID, Buypass, Commfides).
4 MinID users can order a sheet with multiple one-time passwords by postal mail.
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computer and sent to the ballot box. The ballot box blinds the vote and passes
the blinded vote together with voter’s personal identification number to the receipt
generator. Based on the identification number the receipt generator computes
the personalized verification codes of the blinded vote and sends them back to
the voter by SMS. Finally, the voter checks the received verification codes with
those on the code sheet. At the end of the voting period, all encrypted votes are
sent to the decryption service, where the votes are mixed and decrypted and the
final tally is calculated. An auditor supervises the entire process.

Since vote updating is allowed in the Norwegian system, voters can repeat the
above vote casting procedure multiple times, in the same or in different MinID
sessions.® It is also possible to cast a final paper vote at the polling station,
where any electronic vote is overridden. Note that vote updating provides some
protection against vote buying and coercion.

2.2 Adversary Model and Trust Assumptions

The main purpose of the verification code mechanism is to give voters some
feedback on whether the vote has been cast and recorded as intended. Matching
verification codes should provide voters with strong evidence that everything
worked properly, at least with very high probability, whereas non-matching or
missing verification codes should provide strong evidence that something went
wrong somewhere, which should then encourage voters to vote again, possibly on
paper. For this mechanism to work—in addition to the assumption that the code
sheets were generated, printed, and mailed securely—it is necessary to assume
that the adversary’s capabilities are restricted as follows [1,7]:

1. The server infrastructure is not under the adversary’s control, in particular
— the MinID authentication service,
— the ballot box,
— the receipt generator.
2. The SMS post-channel cannot be intercepted, interrupted, or manipulated
by the adversary.
3. The component on the voter’s device used to receive and display SMS messages
is not compromised or controlled by the adversary.
4. The adversary is polynomially bounded and thus incapable of breaking
cryptographic primitives.

Otherwise, we consider an external adversary capable of controlling the Internet
voting channel and compromising an arbitrary number of voting computers.
Internal adversaries are excluded by the first assumption in the above list.

As the security of the Norwegian Internet voting system depends strongly on
the verification code mechanism, any violation of the above assumptions may
potentially lead to incorrect votes and thus to an incorrect election outcome.

5 The available protocol specification does not define whether vote updating in the
same MinID session is supported or not [6,7]. Therefore, we take this possibility into
account in our analysis.
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Fig. 2. A more complete picture of the communication channels in the Norwegian
system: With two separate devices, a computer P and a mobile device M (left), or with
a single mobile device M (right).

Of particular importance is the assumed security and independence of the SMS
post-channel, over which the verification codes are transmitted to the voters.
Accordingly, the post-channel as shown in Figure 1 goes from the receipt generator
directly to the voter. Note that this is clearly a simplistic view, which does not
take into account that most users today use smartphones or tablet computers
for sending and receiving SMS messages. Since these device are more and more
comparable to ordinary computers, it is no longer legitimate to consider them
immune against malware or other types of external attacks. Figure 2 shows
two updates of Figure 1, one with an additional mobile device M and one with
M replacing the voter’s computer (e.g., when using a tablet computer for vote
casting and as an SMS receiver). In comparison with Figure 1, this obviously
creates a number of additional attack scenarios. We will discuss them in detail in
the following section.

3 Attacking the SMS Channel in the Norwegian System

The verification mechanism in the Norwegian Internet voting system is thought
to be a solution for the secure platform problem. It does not prevent malware
from taking full control over the voter’s computer or its web browser, but it aims
at making such an attack detectable. In this section, we assume that the voter’s
computer is infected by malware, but that the voter is not aware of the infection.
We suppose that the malware mainly resides inside the voter’s web browser
and is therefore capable of launching all sorts of man-in-the-browser (MITB)
attacks against arbitrary web applications, including the web application of the
Norwegian system. It may therefore modify the content of the displayed web
pages, modify incoming or outgoing transactions, insert additional transactions,
communicate with other computers over the network, or even use the computer’s
local WLAN, Bluetooth, IrDA (infrared communication), or audio interfaces.
This can all happen in a completely covert fashion invisible to both the voter
and the web application.

If such an MITB malware resides on the voter’s computer, it can easily break
the secrecy of the vote, for example by observing the voter’s interaction with
the web application and by transmitting a transcript to a remote computer. But
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this is not what the vote verification mechanism tries to avoid, its goal is only to
protect the integrity of the vote. For this, the verification codes cannot simply
be displayed on the screen of the voter’s computer, because this would allow the
malware to silently submit a vote update without the voter noticing. This is why
the codes need to be delivered out-of-band.

In this section, we discuss three different attack scenarios for breaking the vote
integrity in the Norwegian system. They correspond to the three pictures shown
in Figures 1 and 2. In the first scenario, the SMS channel is attacked directly, by
operating a fake GSM base transceiver station in the voter’s proximity. In the
second and third scenario, the mobile device used to receive SMS messages is
attacked with additional malware. The practicability, scalability, and detectability
of corresponding attacks is different in each scenario.

3.1 Attacking the Security of the SMS Channel

There are two different ways of attacking the SMS channel by an external
adversary. Since SMS messages are transmitted over the GSM network, the
airway traffic between the closest base transceiver station (BTS) and the mobile
device is (optionally) encrypted with the weak and broken stream cipher A5/1
or A5/2. A passive attack consists in intercepting this traffic and by decrypting
the A5-encrypted content. This attack requires only low-budget hardware (less
than $100) and open-source software such as AirProbe and OsmocomBB.%

The practicability of an active attack with a fake GSM base transceiver
station (also called IMSI catcher) has been shown by Chris Paget during a live
demonstration at the Defcon conference in 2010 with a $1500 device made from
of-the-shelf hardware and an open-source software called OpenBTS.” Once such
a fake BTS is operating, it can serve as a proxy between the real GSM network
and the GSM phones of any kind, covering an area of up to 35km radius. As
GSM does not provide any kind of sender authentication, it is a simple task for
a proxy to intercept, block, or fabricate SMS messages [12,17, 20, 24, 26].
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Fig. 3. A combined and synchronized attack against the voter’s computer and the SMS
channel.

5 See http://bb.osmocom.org and https://svn.berlin.ccc.de/projects/airprobe.
" See http://wush.net/trac/rangepublic.
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If the SMS post-channel in the Norwegian system is attacked as explained
above, it can no longer protect the integrity of the vote, even if the SMS verification
codes obtained after vote casting match. The attack scenario in Figure 3 shows a
situation where both the voter’s computer and the SMS post-channel are under
attack. If these attacks are coordinated by the same adversary, it is easy to bypass
the verification code mechanism in the following way.

Attack 3.1. Silent vote updating with blocked verification codes by fake BTS.

1. When a vote is cast, the MITB malware informs the fake BTS to withhold
the second next SMS message from the receipt generator.

2. The fake BTS transmits the first SMS message from the receipt generator to
the voter’s mobile phone.

3. Within the same MinID session, but possibly with some delay to not attract
too much attention, the MITB malware silently casts a second vote (vote
updating).

4. The fake BTS blocks the second SMS message from the receipt generator.

This attack is executed every time the voter casts a vote. The confirmation
codes obtained over the SMS channel will always match and thus let the voter
think that everything worked properly. As nothing suspicious happens on either
side, except maybe for an increased percentage of vote updates, the attack is
likely to remain unnoticed by both the voter and the voting system. However, the
presence of a fake BTS is something that will draw somebody’s attention sooner
or later. In such a case, determining the location of the fake BTS is clearly not
very difficult.

This attack clearly violates the vote integrity of the voters under attack,
and thus leads to an incorrect election outcome. It is thus a serious security
problem for the Norwegian Internet voting system. On the other hand, as the
attack requires hardware infrastructure and maintenance from the adversary,
and is geographically limited to the signal perimeter of the fake BTS, it has a
very limited scalability and is therefore mainly applicable to local municipality
elections.

3.2 Attacking the Independence of the SMS Channel

The key of the attack in the previous section is the adversary’s ability to block
the SMS message with the verification codes. This allows the MITB malware
to silently submit a second vote without any noticeable consequences. The two
attacks presented in this section are based on the same idea, but they do not
require any hardware infrastructure to interrupt the SMS channel between the
receipt generator and the voter. Figure 4 shows two different attack scenarios
in which the required independence between the voting channel and the SMS
post-channel is violated. This means that verification codes can no longer be
transmitted out-of-band. In the first scenario, the adversary controls both the
voter’s computer P and the SMS-receiving mobile device M. In the second
scenario, the adversary controls the single mobile device M used for casting votes
and receiving SMS messages.
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Fig. 4. Two attack scenarios of blocking the SMS post-channel for voters using a smart
mobile device.

Attacking Two Devices. We consider now a combined attack against both
the voter’s computer and the voter’s mobile device. Installing respective malware
on two different devices may appear nearly impossible, but one can easily think
of a sophisticated social engineering attack, possibly launched by the malware
of the first infected device to finally infect the other device with its malicious
counterpart. For example, suppose the MITB malware on the voter’s computer
gets into possession of the voter’s mobile phone number. Then it can send an
SMS message to the voter’s mobile device with a download invitation for a
seemingly useful free app, for instance one the presents the political profiles of the
candidates in the forthcoming election. If the voter follows the instructions, the
double infection is established. The infection in the Eurograbber attack, where an
SMS message instructed the victims to install a security update on their mobile
device, was a social engineering attack of that type [14].

Recent technology advances may allow even simpler ways of infecting two
devices simultaneously. A general trend pushed by the major technology providers
today is to offer a uniform user experience on multiple devices with cloud-based
synchronization of personal data and apps. Already today, both the Android
and the iOS operating systems allow automatic app installation across multiple
devices. The MITB malware on the voter’s computer could therefore silently
select its free malicious counterpart in the app store and therefore initiate the
installation on the mobile device with ease, and without attracting too much
attention.

If we suppose that both involved devices are infected by malware and thus
controlled by the adversary, the attack is almost straightforward.

Attack 3.2. Silent vote updating with blocked verification codes on the voter’s
mobile device.

1. When a vote is cast, the MITB malware informs its counterpart on the mobile
device to withhold the second next SMS message from the receipt generator.

2. When the first SMS message from the receipt generator arrives, it is stored
and displayed as usual on the mobile device.
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8. Within in the same MinID session, but possibly with some delay to not attract

too much attention, the MITB malware silently casts a second vote (vote
updating).

4. When the second SMS message from the receipt generator arrives, it is blocked

and immediately deleted by the malware on the mobile device.

In Step 1 of this attack, the two malware counterparts need to setup a

unidirectional communication channel from the voter’s computer to the mobile
device. We consider four attack options for doing so:

a)

One of the simplest options is Bluetooth. Provided that the two devices are
already paired, a Bluetooth connection can be established very easily and
without the user noticing. Since Bluetooth connections are point-to-point,
no traces are left on devices other than the ones involved in the attack.
Sophisticated malware takes care of removing all possible local traces such as
entries in log files or in the device’s usage history.

A standard TCP/IP network connection is another simple option, provided
that the mobile device is connected at the time of the attack. If both devices
are connected to the same LAN, ’finding’ each other is rather simple, for
example by locally broadcasting an inconspicuous handshake message. If they
are not connected to the same LAN, for instance if the mobile device is
connected over a cellular data network (GPRS, UMTS, EDGE, LTE), then
a remote server to which each malware connects is needed to establish the
connection. In both cases, some inevitable traces are left along the path that
the message has taken in the network. These traces may help to uncover the
attack in suspicious cases.

If the malware on the voter’s computer knows the mobile device’s phone
number, then sending an SMS message or making a call to alert the mobile
device might be another easy-to-implement option. When the mobile phone
receives such an alert SMS, it silently blocks and immediately deletes the
message. If it receives a call, the call is suppressed and deleted from the list
of incoming calls. Traces are only left at the voter’s mobile network carrier,
through which the SMS message or call is delivered.

Another interesting option is to use the audio output of the voter’s computer
to emit a ultrasonic audio signal (>20kHz), which is not audible by humans,
but which can be captured by the mobile device’s microphone.® This leaves
no traces at all on both sides.

The fact that most of these options leave almost no evident traces, they are
very hard to detect in real-time and almost impossible to uncover in retrospect.
Furthermore, as no external command-and-control mechanism is needed in order
to execute the attack on the voter’s side, there is no channel back to the adversary.

8

While almost all microphones are capable of capturing ultrasonic signals, only so-

called piezoelectric loudspeakers are able to emit them. If no piezoelectric loudspeakers
are available at the voter’s computer, an audible acoustic signal could be used to
carry out the attack. This may attract the voter’s attention, but not necessarily raise
much suspicion if obfuscated properly.
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This simplifies the preparation and execution of the attack and decreases the
chance of being detected.

Several of the above attack options have been implemented in the attack
against mTAN-based online banking applications as presented in [15]. This
report demonstrates that implementing such an attack is surprisingly simply and
only requires basic knowledge in IT security and limited skills in programming
mobile devices. For example, taking full control over the SMS functionality in the
Android operating system is done in a few lines of code, including the deletion
of corresponding log file entries.” Even sending and receiving messages over an
ultrasonic channel is just a matter of using the right software libraries.'°

Attacking a Single Device. Finally, we suppose that the voter uses the same
device for casting the vote and for receiving the verification code. Today’s tablet
computers provide both a full-featured web browser with a sufficiently large
display and GSM communication for sending and receiving SMS messages. This
attack scenario with a single mobile device M is shown on the right hand side
of Figure 4. Among the scenarios discussed in this section, it is clearly the
simplest one. Compared to Attack 3.1, no additional hardware equipment is
needed to execute the attack. Compared to Attack 3.2, only a single device needs
to be infected by malware and no additional communication channel needs to be
established. As the malware needs to control both the web browser and the SMS
component of the voter’s mobile device, it must be slightly more powerful than a
simple MITB malware. The concrete steps for the malware to execute the attack
are the following.

Attack 3.3. Silent vote updating with blocked verification codes on a single
mobile device.

1. When a vote is cast, the malware on the voter’s mobile device starts monitoring
the incoming SMS messages.

2. When the first SMS message from the receipt generator arrives, it is stored
and displayed as usual on the mobile device.

3. Within in the same MinID session, but possibly with some delay to not attract
too much attention, the malware silently casts a second vote (vote updating).

4. When the second SMS message from the receipt generator arrives, it is blocked
and immediately deleted.

Besides its simplicity, this attack has the advantage of only affecting the
voter’s mobile device and thus not leaving any traces at all at other places. Even
the traces left on the infected device can be entirely removed, if the malware is
sophisticated enough to delete all entries in corresponding log files, in the device’s
usage history, or in the list of notifications. Therefore, the adversary’s risk of

9 SMS Popup provides free source code for programming SMS applications in the
Android operating system, see http://code.google.com/p/android-smspopup.

10 §SCConnect is an example of an ultrasonic communication tool for both the Android
and the i0OS operating systems, see http://www.sonicom.co.kr/main_eng/m_3_1.php.
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being detected is even smaller than in the two attacks presented before. On the
other hand, as long as only a minority of voters is using a single mobile device for
both vote casting and verification, the scalability of the attack is fairly limited.

3.3 Attacking the MinID Authentication Service

All three attacks presented so far are based on the assumption that the SMS
post-channel is under the adversary’s control. If this is actually the case, a more
general attack with much farther-reaching consequences can be launched in a
very similar way against the MinID authentication service. It is also based on
blocking incoming SMS messages, the ones that contain the one-time passwords
from the MinID authentication server. The attack scenario here is identical to
the online banking attacks presented in [15].

The attack works in all three scenarios presented so far. As an example,
we consider here the scenario with two devices, one for accessing the MinID-
based web application and one for receiving the SMS message with the one-time
password. As before, we suppose that both devices are infected by malware from
the same adversary. To prepare an attack, the MITB malware intercepts the
victim’s MinID credentials during the login process of a MinID-based service.
The credentials are either stored locally on the victim’s computer, sent over the
network to a remote server, or transmitted to the malware’s counterpart on the
victim’s mobile device (using one of the unidirectional communication channels
proposed in Attack 3.2). The place where the credentials are stored or sent to
determines the location from where the actual attack will be launched.

The simplest possibility for executing the attack is the third one. In that
case, the malware on the mobile device knows the MinID credentials and is able
to block incoming SMS messages. It can then initiate the MinID login process,
submit the victims’s correct credentials, retrieve the one-time password from
the incoming SMS message, block the SMS message from being displayed to the
user, and finally submit the one-time password to complete the authentication
process. The web application will then accept the malware as a legitimate user
and give access to its resources and functionalities. All this happens silently in
the background, possibly while the user is not using the device.

All MinID-based applications are affected equally by this attack. In an attack
against the Norwegian voting system, it could be used to postpone the final vote
cast to a different MinID session, which obfuscates the attack further. Note that
the attack is even easier to implement in the scenario with a single device.

4 Preventing and Detecting the Attack

What should the people behind the Norwegian system do in the light of the
attacks presented in the previous section? In this section, we suggest some counter-
measures and enhancements, which may help detecting or even preventing such
attacks. Recall that all attacks depend on the vote updating feature of the
Norwegian system and on the adversary’s ability to silently block and discard
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incoming SMS messages from the receipt generator. The proposition listed below
can be implemented separately or in combination.

No Vote Updating. The simplest but most radical counter-measure against
all proposed attacks is to discard vote updating on the electronic channel. This
feature offers some protection against vote buying and coercion, but it is also
responsible for undermining the verification code mechanism in the proposed
attacks. Without vote updating, the first submitted vote is the one that counts.
This does not prevent the malware on the voter’s computer from submitting a
different vote, but then the verification codes will no longer match. The malware
on the voter’s mobile device could also try to block the SMS message from the
receipt generator, but this would immediately make the voter suspicious. In both
cases, voters are instructed to cast a final vote on paper. This shows that the
verification code mechanism perfectly works without vote updating. To allow
or to discard vote updating is therefore a trade-off between solving the secure
platform problem or preventing vote buying and coercion.

Vote Updating in Different Sessions. A less drastic counter-measure is to
allow vote updating, but to require different MinID sessions for doing so.'" This
would clearly prevent the malware from executing the third step in each of the
Attacks 3.1 to 3.3, but the adversary would still have the option of attacking the
MinID authentication service as presented in Section 3.3. The people behind the
Norwegian system could then argue that they are not responsible for the MinID
security, but this does not solve the problem. Note that the MinID security could
be improved by delivering multiple one-time passwords beforehand by postal
mail (which is currently an option for users with no registered phone number) or
on a secure hardware token.

Voting TAN. Another possible counter-measure is based on the fact that a
secure pre-channel already exists for delivering the code sheets to the voters by
postal mail. This channel could therefore be used for other purposes without
much additional effort. We propose to include an indexed list of additional one-
time passwords. Such a password plays the role of a transaction authentication
number (TAN), which voters need to enter for casting a vote. As the malware
will always be unaware of the correct next voting TAN, this would again prevent
the third step in each of the Attacks 3.1 to 3.3. The adversary could then try to
get into possession of some voting TANs with a phishing attack, but this would
clearly lower the overall effectiveness of the attack. Enhancing the Norwegian
voting system with voting TANs seems therefore to be a viable solution, even if
it slightly decreases the usability. Note that it also restricts the number of vote
updates, which could be exploited by a vote buyer or a coercer.

11 From showing a draft of this paper to Christian Bull, the Chief Security Officer of the
Norwegian e-voting project, we have learned that the actual implementation already
prevents vote updating within the same MinID session.
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CAPTCHA. Each attack presented in this paper exploits the fact that the
voting servers cannot distinguish if a vote has been cast by the voter or by the
malware on the voter’s computer. CAPTCHA is a widely applied challenge-
response test to prevent automated software from performing actions in behalf
of humans. Voters could therefore be asked to solve a CAPTCHA when casting
a vote. Under the assumption that CAPTCHAs cannot be solved automatically
by the malware (using sophisticated OCR, software or cheap human labor), this
would again prevent the execution of the third step in each of the Attacks 3.1
to 3.3. Note that enhancing the Norwegian system with CAPTCHAs is very easy
to implement, but it would decrease the overall usability.

Trusted SMS Receiver. If we neglect the threat of Attack 3.1, in which a
hardware infrastructure is needed to interrupt the SMS post-channel, we can
assume that the SMS message from the receipt generator reaches the mobile
device to which it is sent. The remaining problem then is the malware’s ability
to block the SMS message from being displayed, as proposed in Attack 3.2 and
Attack 3.3. To solve this problem, voters could be equipped with a trusted tiny
SMS receiver, which does nothing else than displaying incoming SMS messages
from a dedicated set of certified senders (receipt generator, MinID authentication
service). If produced in large numbers, we expect the price for such tiny SMS
receivers with a small display and an integrated SIM card to be reasonably small.

An additional measure to prevent Attack 3.1 is to attach a one-time password
to the SMS message from the receipt generator. After checking the verification
codes, the voter needs to enter the password to finalize the vote cast. To prevent
the adversary from intercepting this password when the SMS message passes
through the fake BTS, it must be encrypted by the receipt generator and decrypted
by the trusted SMS receiver. Another possible counter-measure against Attack 3.1
is to let the trusted SMS receiver automatically send a digitally signed SMS
acknowledgment back to the receipt generator.

Trusted Hardware Token. In the previous solution with the trusted SMS
receiver, we suggested a digitally signed SMS acknowledgment as an ultimate
measure to prevent Attack 3.1. Note that the same idea works independently of
using SMS as transmission channel. The SMS receiver could therefore be replaced
by a trusted hardware token with the ability to receive and display encrypted
messages and to return a signed acknowledgment to the receipt generator. Such
devices are available on the market, for example the Zone Trusted Information
Channel (ZTIC), which establishes an end-to-end TLS connection via the user’s
untrusted computer to a remote server [28,29]. Under the assumption that
such devices are trustworthy in displaying all incoming messages, the MITB
malware could still block the final acknowledgment message, but this would
attract attention on the server side where the acknowledgment is expected.

Analyzing Vote Update Patterns. The common denominator of the attacks
presented in this paper is that they all exploit the vote updating feature of the
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Norwegian system. Shortly after a vote has been cast from an infected computer,
a vote update from the same voter is initiated by the malware. This obviously
generates statistical patterns in the electronic ballot box, which differ from
normal usage patterns. Even the vote updating frequency may already be a good
indicator for detecting an attack on a statistical basis. Corresponding plausibility
tests could be added to the Norwegian system.!?

5 Conclusion

In this paper, we analyzed the security of the verification code mechanism in
the Norwegian Internet voting system. Our analysis takes the perspective of
an adversary, who tries to interrupt the SMS post-channel, which is needed to
transmit the verification codes to the voter after casting a vote. We investigated
three different attack scenarios, in which the adversary is able to submit a fake
vote update in the name of an eligible voter. The key for the adversary to execute
such an attack is to block the SMS message from the receipt generator, which
would make the voter suspicious when delivered. In each attack scenario, the
interruption of the SMS channel is achieved in a different way.

In Table 1, we summarize the three attack scenarios by rating them with
respect to the most relevant criteria: practicability, scalability, non-detectability.
Attack 3.1 is clearly the least practical and scalable one, and the presence of
a fake BTS is likely to attract attention. Hence, it receives our weakest overall
rating. Much more practical and scalable is Attack 3.2, even if infecting two
devices simultaneously with malware poses a supplementary challenge to get
started. In Attack 3.3, only a single device needs to be infected, but the scalability
is limited to the percentage of voters to which this attack scenario applies. Since
Attack 3.2 (depending on the chosen option) and Attack 3.3 are also very hard
to detect, we evaluate them both as highly risky for the Norwegian system.

Practicability Scalability Non-Detectability Overall Risk

Attack 3.1 low low low low
a. medium high medium
b. . high medium medium

Attack 3.2 medium high medium medium
d. high high high

Attack 3.3 high medium high high

Table 1. Overview of the strengths and weaknesses of the three attacks and corre-
sponding options presented in this paper.

12 Tn the 2011 pilots of the Norwegian Internet voting system, 3.6% of the voters eligible
to vote electronically submitted multiple votes.
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Our final conclusion and general recommendation for the persons in charge
of the Norwegian system is not to underestimate these types attacks. Similar
attacks against online banking services have already demonstrated that they
represent a real threat, and we know from our students that they are not very
difficult to implement. Therefore, we recommend making the Norwegian system
more resistant against these types of attack, for example by implementing some
of the proposed counter-measures.

As a final note, we want to emphasize that the main threat results from the
smartphone, which is an insecure platform per se. Implementing the verification
code mechanism as a smartphone app is therefore not a viable solution.'?
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Abstract. Trust in an electronic voting system is an essential premise
for electronic elections. Trust in a system can be strengthened by con-
trolling its correct functioning. There are two ways to assure the correct
functioning of a system. Firstly, before using a system, neutral experts
can evaluate and certify the security of its implementation. Secondly,
while using the system, its users can verify its outcome by appropri-
ate verification tools. Verifiability is a specific security function, which
is subject to certification itself. This paper presents a formal security
requirements model for the verifiability of electronic voting systems by
means of a Bulletin Board that publishes all important communication
steps without violating the secrecy of voting.

Keywords: Electronic Voting, Verifiability, Formal Specification, Com-
mon Criteria, I'T System Evaluation and Certification, Bulletin Board

1 Introduction

Trust in the electronic voting system is an essential premise for electronic voting.
One way to strengthen the trust of the voters in the electronic voting system, is
the assurance of system security by means of verifiability. In order to grant end-
to-end-verifiability [1], the essential steps of the election have to be retraceable
by the voters. The essential steps of the election are the marking and encryption
of the vote, the casting of the encrypted vote (=ballot)! and the counting of the
ballots from the ballot box. Thus, the success of the following steps has to be
verifiable:

(V1) Cast-as-intended
The voter can ascertain himself that the ballot is correctly encrypted and
thus, represents his voting decision correctly. In order to protect ballot se-
crecy, cast-as-intended can only be verified by the voter himself. Further-

! In traditional paper-based voting, a ballot is a vote sheet covered by an envelope
against unauthorized eyes. Encryption is a cryptographic means to cover the elec-
tronic vote against unauthorized eyes.
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more, the voter can only verify cast-as-intended before the ballot has been
cast into the ballot.?

(V2) Recorded-as-cast
The voter can retrace that his ballot is correctly transmitted and stored in
the ballot box. In order to protect receipt-freeness, recorded-as-cast has to
be implemented such that the voter cannot prove his voting decision (to
others). The verification of recorded-as-cast can take place directly after the
ballot casting or after the voting phase.

(V3) Counted-as-recorded
The voter as well as the broad public can verify the election result. Le. it has
to be verifiable that all ballots from the ballot box are counted-as-recorded.

End-to-end-verifiability as described above is one way to assure system security
and thus, to strengthen the trust of the voters in the electronic voting system.
Another way is the certification of the electronic voting system. As discussed
in [2], these approaches are not exclusive but should be combined in order to
obtain the best possible result.

The Common Criteria for Information Technology Security Evaluation (CC)
[3] are a common standard to evaluate and certify the security of IT systems
while the Common Evaluation Methodology (CEM) [3] specifies the framework
for the evaluation of such systems. An advantage of the CC is the structured
and systematic specification of security requirements for an I'T system in terms
of Protection Profiles or Security Targets. A Protection Profile (PP) specifies
a product-independent description of security requirements in a group of prod-
ucts, e.g. online voting products in general. A Security Target (ST) represents
a product-specific and thus, implementation-dependent specification of security
requirements for a specific product, e.g. an implemented online voting system.
The CC allows to evaluate (and then, to certify) a PP or the implemented secu-
rity functions of a product against a specified ST. The ST may refer to a certified
PP.

A PP is evaluated with respect to its completeness and consistence. It has to
be proven that the identified threats, assumptions and security policies are com-
pletely covered by the security objectives of the system or its operational envi-
ronment. Furthermore, the CC define seven Evaluation Assurance Levels (EAL).
These EAL indicate the evaluation depth from EAL 1 ’functional tested’ to EAL
7 ’formally verified and tested’. They are hierarchically ordered such that each
EAL represents more assurance than all lower EALs. The increase in assurance
is not only achieved by an increasing evaluation depth but also by an increas-
ing scope of the evaluation, i.e. which documents are required and included
in the evaluation (from software and documentation to a formal model). For
instance, the CC Protection Profile 0037 [4] defines a basic set of security re-
quirements for online voting products and requires an evaluation according to
EAL2+ (structural tested). EAL2+ seems to be sufficient for non-parliamentary
elections. However, parliamentary elections demand a evaluation depth of EAL

2 Due to this restriction, the use of decoy credentials or decoy receipts is not covered
in this paper.
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5 or higher. A CC evaluation according to EAL 5 or higher claims for the appli-
cation of formal methods [3] and requires the proof that the security functions
enforce the security properties [5].

This paper presents a formal model for the requirement of verifiability in elec-
tronic voting. We do not describe verifiability as an abstract property of a voting
system. Instead we select a bulletin board as a concrete verification mechanism
and specify verifiability as a security property of the bulletin board. A bulletin
board is a public channel like, for example, a website [6]. Information (e.g. bal-
lots) are published on the bulletin board such that the voter and the public can
verify the election without losing ballot secrecy.

The formalization of verifiability in this paper helps to clarify and better un-
derstand the requirement of verifiability. It can also serve as a formal security
model for electronic voting systems which enables the CC evaluation of online
voting products according to EALS or higher.

This paper is organized as follows: In section 2 related work is discussed. In
section 3 the formal basics that are needed for the formalization of verifiability
are explained. In section 4 a formal security model for electronic voting systems
concerning verifiability is presented. For a better readability, the formalisms
in section 3 and 4 are enriched with examples. In terms of the CC, the formal
model in this paper addresses the PP and thus, the implementation-independent
requirements. Due to the implementation-independent und universal character
of the PP, the examples are chosen from different products/protocols. In section
4.4 it is described how our formal model guarantees end-to-end-verifiability. This
description is complemented with an example. Section 5 presents a conclusion
and future work.

2 Related Work

The following related work is (according to the focus of this paper) restricted to
the formal specification of the requirement of verifiability in electronic voting,
particularly with regard to a CC evaluation according to EAL 5 or higher.
There exist several works concerning the formal specification of privacy proper-
ties as for example [7],[8],[9],[10]. While the authors in [11] give a formalization
of fairness and eligibility, [12] presents a formalization of eligibility, vote integrity
and nonreuseability. Furthermore, [13] and [14] define eligibility and protection
against precipitance (haste) of the voter in a formal way. But none of these works
considers vote verifiability.

Indeed, the concept of verifiability or the development of voter verifiable voting
schemes is subject to many publications in the academic literature as for exam-
ple [1],[6],[15], [16],[17], [18]. However, only few works address the formalization
of verifiability. In [19] and [20] a formalization of individual and universal veri-
fiability is applied to a concrete protocol, namely the protocol by Fujioka et al.
[21]. But these two works do not provide a generic approach to verify security
properties in the sense of a CC evaluation.
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In [22] a bulletin board for electronic voting systems is modelled. However, this
formal framework is used to specify privacy issues as coercion-resistance and
forced vote spoiling but do not address verifiability.

[23] presents a formalization of verifiability in the applied pi calculus and thus, in
a process-oriented formalism. According to [5], it has to be proven in the course
of a CC evaluation (a) that the security functions enforce the security properties
and (b) that the evaluated product conforms to the formal model. Compliance
of the product with the formal model (b) is verified by analyzing the product’s
implementation of the security functions with respect to the formal model. Thus,
a formal security model for a CC product evaluation requires the specification
of state transition rules. A process-oriented formalization like [23] is suitable
to verify properties of protocols. However, it is unsuitable to evaluate concrete
electronic voting products according to the CC.

In this work a state-oriented formal security model w.r.t. verifiability is presented
which provides with the security theorem (sec. 4.3) a proof of the enforcement
of the security properties (see (a) above) as demanded for the CC evaluation.

3 Formal Basics

The formalization of verifiability requires some formal basics which are described
in this section.

Let Agents be the set of all communication partners who communicate with
each other by exchanging messages. Messages denote the set of all messages
like for example startElection, stopElection or castBallot.

According to the Dolev-Yao model [24], we assume that an attacker has full
control of the public network. Thus, we differentiate between messages that are
sent via public or private channels. The attacker can read any message which is
exchanged via a public channel, as, for example, a plaintext message which is
transmitted over an insecure network. However, private channels are not under
the control of the attacker. The attacker cannot read privately exchanged mes-
sages as, for example, an encrypted message which is transmitted between the
voting server and the voting client.

Definition 1. (Events)
Let Channel := private, public. Then Events denotes the set of all possible
events and is defined as:

Events C =Messages x Agents x Agents x Channel

Let m € Messages and a,b € Agents. A negative sign of a message m indicates
that the associated event is being sent; a positive sign indicates the reception
of an event. For instance, (m, a, b, pub) represents the event that a receives the
message m from b via a public channel. Accordingly, (—m, b, a, priv) specifies
the event that b sends the message m to a via a private channel.

Definition 2. (Projection)
Let 1 < k < n. Then 7 denotes the set-theoretic projection of a Cartesian
product of n sets on its k-th component.
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Let x € Events. Then 71 (x) returns the message m of the associated event, mo(x)
returns @ who is the sender of the message m if a negative sign is associated with
m or the recipient otherwise, m3(x) returns b who is the sender of the message
m if a positive sign is associated with m or the recipient otherwise and m4(x)
returns the type of the communication channel.

Definition 3. (Lists)
Let Lg := {(q; € Q)jef1,..k3 | k € N} be the set of all possible lists (= tuples)
whose elements are members of the set Q).

In this paper, we use lists to collect events. Let L be a list of elements of a set Q)
and ¢ € Q. Then we will use the following functions on lists: set(L) denotes the
(unordered) set that consists of all elements of L. L || ¢ appends the element ¢
at the end of the list L.

We now define the voting specific formalism. Let W;,:q; be the set of all registered
and eligible voters, where W;,a; € Agents holds. We remark that each member
of Wiotar or Agents is considered as a potential attacker. Furthermore, let V' be
the set of all plaintext votes, representing the voting decisions of the voters. And
let B be the set of all ballots, i.e. encrypted votes stored in the ballot box. We
assume that the votes as well as the ballots are unique.

The formal model in this paper is based on a bulletin board [6]. A bulletin
board is a public channel like for example a website. As the authors in [22] we
focus on the communication between the bulletin board and its communication
partners and do not specify its internal behavior. We assume, that it can be read
by everyone, but it can only be written by authorized persons. Furthermore,
we assume that all messages received by the bulletin board are automatically
published, that only new messages can be added and old messages cannot be
altered nor deleted.

The bulletin board is part of the electronic voting system. Thus, its formal
definition is included in the definition of the state of the electronic voting system
below.

Definition 4. (State of the electronic voting system)

An electronic voting system is driven by events e1, es, es, ...., that carry the
system through the states Si, So, S3, .... The state of the remote electronic
voting system is a tuple S; = (B;, Vi, W;, BB;) where

— B; denotes the set of the ballots (=encrypted votes) in the ballot boz.

— Vi denotes the set of plaintext votes which are used by the election authority
for the tallying process. V; are only taken from the ballot box B; (see def. 13
below).

— W,  denotes the set of eligible voters, i.e. those voters who have not cast
their ballot, yet.

— BB; denotes the list of messages that are published on the bulletin board
with BB; € Lpessages- If the bulletin board receives a message via an event,
the corresponding message will be appended to the end of the list. Or more
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formally: Let e; be the last event which carried to state S; and let m; = 71 (e;)
be the corresponding message that was exchanged by event e;. Then

0 if i=0

BB;_1 || mi if (ma(e;) = BB A sign(m;) > 0) or
(m3(e;) = BB A sign(m;) < 0)

BB;_; otherwise

BBZ =

The initial state is Sg :=< By = 0,Vy = 0, Wy = Wyotar, BBy = 0 >.

In our model, the bulletin board is modeled as a list of received messages contain-
ing ballots and votes (see definition 12 and 14) or even more data that is needed
for the verification process. Thus, we define getVote and get Ballot. getVote ex-
tracts all plaintext votes from a set of messages, whereas get Ballot extracts all
ballots from a set of messages. These functions are used to filter information
from the bulletin board.

Definition 5. (choice)
choice : Wiorqr U {e} = V U {e}

€ if a = € or a has not voted yet

choice(a) = {

veV ifv isthe vote of voter a

choice specifies how the voters vote. As soon as the voter has marked the voting
form, choice returns the voter’s voting decision v. Otherwise, it returns the empty
word €.

Definition 6. (encrypt, decrypt)
Let Params be the set of all (public and private) keys.

encrypt : V x Params — B
decrypt : B x Params — V

encrypt models the encryption of votes and maps a plaintext vote v € V' and
an encryption key p € Params onto a ballot b € B. While encrypt models
the encryption of the votes, decrypt models the decryption of the ballots. To
ensure ballot secrecy, we demand that all ballots have the same size, i.e. the
ballots do not allow any conclusions about the number of marks and/or their
positions on the vote. Furthermore, we assume that encrypt o decrypt = idy
and encrypt o decrypt = idp holds for a proper selection of the parameter. In
addition, we assume that without knowledge of the proper Params value, it
is unfeasible to construct encrypt or decrypt. We also assume that there exists
exactly one parameter p € Params which enables the decryption of a ballot.
In case of postal voting, encrypt corresponds to the inner envelope which hides
the voter’s voting decision and that does not contain any link to the voter.

Definition 7. (ballot)
ballot : Wiotar — B U {e}
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ballot(a) = {b if choz'.ce(a) # ¢ A dp € Params : b = encrypt(choice(a),p)

€ otherwise
ballot associates a voter with his ballot. If the voter has made his voting decision
(choice(a) # €), ballot returns the corresponding ballot (b = encrypt(choice(a), p)).
Otherwise, ballot returns e.
In case of postal voting, ballot complies with the identification of a voter’s ballot

by means of the outer envelope (which is labelled with the voter’s name and
address).

Definition 8. (voter)
voter : B — Wiota U {€}
f b= ballot B;
voter(t) — {a if b= ballot(a) \b¢

€ otherwise

voter maps a ballot onto its producer. In order to ensure vote secrecy, the voter
function has to be restricted. Only ballots that are not yet cast into the ballot
box (b ¢ B;) can be mapped onto their producers. Otherwise, voter returns e.
Thus, voter can only be applied to the ballot which is produced during the active
state transition, namely b € B;11 \ B;. This complies to traditional paper-based
elections, where ballots from the ballot box are not linkable to their producers.

Definition 9. (verifyEncryption)
veri fyEncryptionge Agents : B — {true, false} U {e}
€ if a # voter(b)
veri fyEncryptiong(b) = < true  if Ip € Params : decrypt(b, p) = choice(a)
false if Vp € Params : decrypt(b,p) # choice(a)

veri fyEncryption, represents the verification that a ballot encodes the voting
decision correctly. To guarantee ballot secrecy, only the producer of a ballot
himself can verify the encryption of his vote. Thus, a € Agents only has ac-
cess to function wverifyEncryption,. In case that the voter a himself invokes
veri fyEncryption,, veri fyEncryption, returns true if the ballot encodes the
voter’s voting decision correctly. Otherwise, ver:fyEncryption, returns false.
If the function is invoked by a person who is not the producer of that particular
ballot (a # voter(b)), it returns e.

In order to ensure receipt-freeness, veri fy Encryption, does not return the plain-
text vote. Though, implemented by an electronic voting system it must enable
the voter to ascertain himself that the ballot is correctly encrypted. In case
of Bingo Voting [15] verifyEncryption, complies with the check if the num-
ber shown by the random number generator is equivalent to the number on
the ballot that is associated with the chosen candidate or party, respectively.
veri fyEncryption, is a mathematical function which returns a value indepently
from the moment of its invocation. Implemented in an electronic voting system
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its invocation has to be restricted, in order to protect the voter from coercion.

invoke _verifyEncryptiong(S;,b)
if(b € B;) then return e;

else return veri fyEncryption,(b);

If verifyEncryption, is invoked in a state S; in which a ballot b is already
stored in the ballot box (b € B;), the empty word ¢ is returned. If the ballot
is not yet stored in the ballot box, verifyEncryption, is successfully applied.
As soon as a ballot is stored in the ballot box it cannot longer be verified with
respect to cast-as-intended. This complies to traditional paper-based elections
where a ballot can only be unfolded and checked by the voter as long as it is not
put into the ballot box.

Definition 10. (tally)
Let k € N be the number of choices (candidates or parties). Then tally is defined
as follows:

tally : 2V — No*

tally returns for a set of plaintext votes the number of marks for each choice.
In analogy to verifyEncryption, the access to tally has to be controlled. Ie.
implemented in an electronic voting system, it has to be restricted when tally
can successfully be executed.

invoke _ tally(S;)
if(|B;| = |Vi|) then return tally(V;);

else return e;

This access control ensures completeness of the tally. Completeness means that
all ballots which are cast into the ballot box are actually used to calculate the
election result. Thus, tally can only be invoked if all ballots from the ballot box
are decrypted at that particular moment (|B;| = |V;|). Otherwise, € is returned,
which means that no election result is obtained.

Note, that invoke_tally allows for intermediate results. If a legal system prohibits
the calculation of intermediate results, the invocation of tally must be further
restricted such that it can only be invoked after the official closing of the voting
phase.

4 A Formal Security Model with Respect to Verifiability

Verifiability is some kind of “meta”-function which ensures the integrity of the
election from beginning to end. In the context of electronic voting, it cannot be
detached from ballot secrecy. Verifiability has to be provided without the vio-
lation of ballot secrecy. In practice, information (e.g. ballots or plaintext votes)
are published on a public channel as a bulletin board. To preserve ballot secrecy,
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only some parts of the data are published, while others are kept secret. By all
means, it has to be ensured that the plaintext vote cannot be mapped onto
its producer/voter (directly or indirectly/transitively). Nonetheless, the logical
chain of the published data has to provide full coverage of the voting procedure
and exclude undetected manipulations with a probability bordering on certainty.
In this paper, we do not model an abstract verification requirement but we model
verifiability by means of a bulletin board.

4.1 Secure States

In this subsection we define secure states. For a better readability, we present
the constraints one by one (def. 11-16). An electronic voting system is secure
if and only if all constraints specified by def. 11-16 are fulfilled. Note, that in
this subsection we define secure states, but not (yet) their enforcement. Enforce-
ment of states security will be supported by the allowed state transitions in the
following subsection 4.2.

Definition 11. A state S; is a secure state only if
Vb € B; : 35 <i:verifyEncryption(b, voter;(b)) = true

Ezxplanation of the definition: The constraint above addresses the integrity of the
ballot box. Thus, a state is secure only if all ballots from the ballot box (Vb € B;)
in some previous state (35 < i) would verify properly (verifyEncryption(b,
voter; (b)) = true) if this were attempted.

Definition 12. A state S; is a secure state only if
B; = getBallot(set(BB;))

Ezxplanation of the definition: The constraint above addresses the integrity and
completeness of the ballots published on the bulletin board. It states that all
ballots from the ballot box are published on the bulletin board. And vice versa,
that no ballots are inserted nor manipulated. Remark that due to the unique
character of the ballots (see p. 5) this definition does not allow more than one
copy of one ballot in the ballot box as well as on the bulletin board. The same
holds for the votes in definition 14.

Definition 13. A state S; is a secure state only if
Vi C decrypt(B;)

Ezplanation of the definition: This constraint addresses the integrity of the de-
cryption process. It denotes that V; is constructed only from encrypted votes
from the ballot box B;. Thus, no vote stuffing takes place. It allows, however,
that some ballots are not yet decrypted, but not vice versa.

Lemma 1. Let S; be a secure state, then encrypt(V;) C B; holds as well.

According to definition 13 V; C decrypt(B;) holds. Furthermore, (encrypt o
decrypt) (B;) = B; holds due to definition 6. Thus, lemma 1 holds as well.
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Definition 14. A state S; is a secure state only if
V; = getVote(set(BB;))

Ezxplanation of the definition: The constraint above addresses the integrity and
completeness of the plaintext votes published on the bulletin board. It states
that all plaintext votes correspond to ballots from the bulletin board and the
other way round, all published plaintext votes are actually contained in the
set of plaintext votes. Thus, no plaintext vote has been deleted, inserted nor
manipulated.

The constraints specified by definitions 11-14 ensure that all ballots are correctly
cast, stored, decrypted and published and that no vote stuffing took place. How-
ever, these four constraints do not guarantee the completeness of the tally. With-
out further restrictions, ballots which have been cast into the ballot box could be
deleted and thus, incomplete election results could be obtained. Nonetheless, the
electronic voting system would remain in a secure state according to definitions
11-14, as long as the corresponding ballot would be deleted from the bulletin
board as well. Therefore, the following definition 15 is added.

Definition 15. A state S; is a secure state only if
Vi,j € N: b € getBallot(set(BB;)) = b € getBallot(set(BB;,;))

Ezplanation of the definition: The constraint above addresses the completeness
of the ballots on the bulletin board. It ensures that once a ballot is published on
the bulletin board it cannot be removed.

Note that the definition above does not address the ballots in the ballot box
directly. This definition takes into account that the content of the bulletin board
is publicly accessible while the content of the ballot box may not. However, in
a secure state according to the property of definition 12 the set of ballots in the
ballot box equals the set of ballots published on the bulletin board.

However, definition 15 does not rule out that ballots from the ballot box are not
included in the tally. Therefore, definition 16 completes the definition of secure
states.

Definition 16. A state S; is a secure state only if
tally(decrypt(B;)) = tally(getVote(set(BB;)))

Ezplanation of the definition: The constraint above addresses the completeness
of the tally. I.e. the result obtained from the ballots which are cast into the ballot
box equals the result obtained from the plaintext votes which are published on
the bulletin board.

Note a state is secure iff all constraints specified by definitions 11-16 hold and
that the initial state is secure with respect to the definition of secure states
above.
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4.2 Allowed State Transitions

The rules for allowed state transitions represent the system’s behavior and thus,
the security functions that need to be implemented by the electronic voting
system. In the following, three rules for allowed state transitions are specified
to build up the content of the bulletin board and enforce the integrity and
completeness of the bulletin board and thus, of the tally. A state transition is
allowed if one of the three rules holds. For a better readability, we present these
rules one by one.

Definition 17. ([Rule 1], no ballot is cast, no ballot is decrypted)
A state transition from state S; to state S;y1 by event t;11 is permitted if:

Biy1=B; N Vija=V; N Wiu=W; N BB;y1=BB;

Ezplanation of the definition: This represents a state transition during which no
ballot is cast into the ballot box nor decrypted. For example, this rule allows for
the verification of the election or for the closing of the polling phase.

Definition 18. ([Rule 2], one ballot is cast, no ballot is decrypted)
A state transition from state S; to state Siy+1 by event t; 1 is permitted if:

Vieir=V, A [ dbe Biy1: Biy1=B; U {b} A BB;y1 = BB, H b A
voter(b) e W; AN Wiy = W; \ {voter(b)} A
veri fyEncryption(b, voter(b)) = true |

Ezxplanation of the definition: This rule models a state transition during which
a ballot is cast into the ballot box. In order to ensure that each eligible voter
can cast exactly one vote, only eligible voters (voter(b) € W;) can cast a ballot
into the ballot box (B;+1 = B; U {b}) and then are eliminated from the list of
eligible voters (W;11 = W; \ {voter(b)}). In addition, a ballot can only be cast
into the ballot box if the voter was able to verify his ballot with respect to cast-
as-intended (verifyEncryption(b, voter(b)) = true). Furthermore, this ballot is
published on the bulletin board (BB;+1 = BB; || b)).

In this formal model, ballot casting and its publication on the bulletin board are
defined as a closed transaction. L.e. it is assumed that both, storage and publi-
cation of a ballot, happen simultaneously during one atomic state transition. In
practice storage and publication of a ballot may not be executed simultaneously
but consecutively. However, then it has to be ensured that the execution of these
two steps are performed directly one after the other and that they cannot be
interrupted nor aborted.

Definition 19. ([Rule 3], no ballot is cast, one ballot is decrypted)
A state transition from state S; to state S;y1 by event t;11 is permitted if:
Biy1=B; A [HUE%+1\W:%+1=WU{U} AN BBy, = BB, ||U N
dp € Params : encrypt(v,p) € B; |

Ezxplanation of the definition: Typically this rule is applied after the voting phase
is closed. It represents a state transition during which a ballot is decrypted. The
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decrypted ballot is added to the set of plaintext votes (Viy; = V; U {v}) and
published on the bulletin board (BB;+1 = BB; || v). However, plaintext votes
are only obtained from the ballot box (encrypt(v,p) € B;). Moreover, because
encrypt and decrypt are injective functions, a new ballot must be taken for every
invocation of decrypt. Otherwise, the obtained plaintext vote v was already in
V; and thus, V;;1 \ V; is empty. Therefore, no votes are inserted, double counted
or manipulated.

As well as the ballot casting, the decryptiion of a ballot and its publication are
modeled as a closed transaction. If the decryption of a ballot and the publica-
tion of the corresponding plaintext vote are not realized simultaneously in an
electronic voting system, it has to be ensured that once a ballot is decrypted its
publication on the bulletin board cannot be interrupted nor aborted.

4.3 Security Theorem

We now prove the security theorem that a permitted state transition always
carries a secure state into another secure state.

Theorem 1. If the state S; of a voting system is secure and if the state transi-
tion t;+1 is permitted, then the succeeding state S;11 is also secure.

Proof

A state is secure, if all constraints specified by def. 11-16 are fulfilled. A state
transition is permitted if one of the rules [Rule 1]-[Rule 3] specified by def. 17-19
holds.

If S; is secure and the state transition ;41 follows [Rule 1] then state S;;1 is
obviously secure as well, because no ballot is cast, no vote is obtained nor is any
information published on the bulletin board.

Let S; be secure and ¢;11 be a state transition according to [Rule 2]. Then the
voting phase is still active and exactly one ballot b is cast into the ballot box
and published on the bulletin board during state transition #;1.

— Since [Rule 2] demands verifyEncryption;(b,voter(b)) = true, def. 11 is
fulfilled in S;41.

— Due to [Rule 2] and the secure state property of S;, B;1+1 = B;U{b} =
getBallot(set(BB; || b)) = getBallot(set(BB;y1)) holds. Le. def. 12 is true
in Si+1~

— According to [Rule 2] V41 = V; holds. Because S; was secure, V; 11 = V; C
decrypt(B;). Thus, Vi1 C decrypt(B; U {b}) = decrypt(B;+1) holds even
more. Therefore, def. 13 is true in S;4.

— According to [Rule 2] one ballot and no plaintext vote is added on the bulletin
board during ¢;11. Because S; is secure, V; = getVote(set(BB;)) holds. Thus,
getVote(set(BB;)) = getVote(set(BB; || b)) = getVote(set(BBit1)) =
V; = V;11 holds as well. Therefore, def. 14 is true in S;;1.

— It has to be proven that no ballot is removed from the bulletin board during
the active state transition. According to [Rule 2|, BB;y; = BB; || b hold.
Thus, getBallot(set(BB;)) C getBallot(set(BB;t1)) hold and therefore, def.
15 is fulfilled in S;41.
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If S, is secure and t;41 follows [Rule 2], then there are two possible options.
Thus, tally returns € (see def. 10) and def. 15 is true in S;41.

Let |B;| # |Vi| hold in S;. Since S; is secure, V; C decrypt(B;) holds. Thus,
|B;| > |Vi|. Then |B;41] = |B;| +1 > |V;| holds even more. Thus, tally
returns € and the constraint specified by def. 16 is true in S;;1.

This completes the proof that ¢;; according to [Rule 2] carries a secure state
S; into a secure state S;;1.

Now let S; be secure and t;,1 be a state transition according to [Rule 3]. Then
exactly one ballot is decrypted and the obtained vote v is published on the
bulletin board during state transition ¢;41.

Due to [Rule 3] B;+1 = B; and getBallot(set(BB;+1)) = getBallot(set(BB;))
hold. Thus, def. 11 and 12 both are fulfilled in S;4.

Because S; is secure, it is sufficient to prove that the new plaintext vote
v is generated from a ballot in the ballot box, or more formally that v €
decrypt(B;4+1) = decrypt(B;). According to [Rule 3] for that particular ballot
encrypt(v) € B; holds. Based on Lemma 1 v € decrypt(B;) holds as well.
Thus, the constraints specified by def. 13 is fulfilled in S;4.

Due to [Rule 3], BB;y; = BB; || v and V41 = V; U {v} hold. Thus,
getVote(set(BB;+1)) = getVote(set(BB; || v)) = getVote(set(BB;)) U {v}
holds as well. Because S; is secure, getVote(set(BB;))U{v} = V;U{v} = Vi
holds. Therefore, the constraint specified by def. 14 is true in S;11.

According to [Rule 3], get Ballot(set(BB;)) = get Ballot(set(BB;+1)) holds.
Because S; was secure and def. 15 was fulfilled in S;, def. 15 is fulfilled in
Sit+1 as well.

Let S; be secure and t;11 a state transition according to [Rule 3].

|B;| = |V;i| holds in S;. Then [Rule 3] cannot be applied because all ballots
from the ballot box are already decrypted. Or more formally, V; 1\ V; =0
Assume that |B;| > |V;| holds in S; and |B;y1| > |Viy1| holds in S;yq as
well. Then, the decrypting process isn’t completed yet. Thus, tally returns
€ and the constraint specified by def. 15 is true in S;4.

Let |B;| > |V;] holds in S; and let v = decrypt(b) be the last ballot from
the ballot box which is decrypted during the active state transition. Then
|Bi+1| = |Vig1| holds in S;41. Based on that equality and the 1:1-mapping
of encrypt and decrypt, then Vi1 = decrypt(B;y1) holds. Due to def. 14
Vit1 = getVote(set( BB;1+1)) holds as well. Thus, the constraint specified
by def. 16 is true in S; 1.

This completes the proof that ¢; 11 according to [Rule 3], carries a secure state
S; into a secure state S;y1.

Therefore, it has been proven that a permitted state transition carries a secure
state always into another secure state. U
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Fig. 1. relationship between secure states and allowed state transitions w.r.t. verifia-
bility

4.4 Discussion of the Formal Model and Example Explanation

In this section it is explained how the constraints for secure states enable the
retraceability of the election from beginning to end and an example is given.
Before a voter casts a ballot into the ballot box, he can check his ballot according
to [Rule 2] such that it is cast-as-intended as specified by def. 11 (fig.1, step (1)).
In case of Prét-a-voter [18] the verification of cast-as-intended conforms to the
check if the correct party or candidate is marked on the right side of the voting
form, before the voting form is teared apart and the left side of the voting form
(with the randomized candidate order) is destroyed.

As soon as the voter has cast his ballot into the ballot box, his ballot is published
on the bulletin board according to [Rule 2] (fig.1, step (2)). The voter can identify
his ballot on the bulletin board and verify that his ballot is published-as-cast
according to def. 12. If the ballot was cast-as-intended and published-as-cast,
the voter can conclude that his ballot was recorded-as-cast. Prét-a-voter does
not publish the ballots immediately but after the voting is closed. But then the
voter can identify his ballot by means of the ballot onion and verify that his
ballot has been correctly transmitted and published.

Whenever a ballot is decrypted, the decryption process is executed according to
[Rule 3] (fig.1, step (3)). Thus, the decryption is restricted to ballots from the
ballot box as specified by def. 13 and enforced by [Rule 3]. Therefore, no vote
stuffing or manipulation is possible.

To allow for public verification all obtained plaintext votes are published on the
bulletin board (fig.1, step (4)). As specified by def. 14 and enforced by [Rule
3], all obtained plaintext votes are published-as-decrypted. If the ballots were
recorded-as-cast and the plaintext votes were published-as-decrypted, the public
as well as the individual voters can conclude that the ballots were decrypted-as-
recorded (fig.1, step (5)).
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However, this verification step is sensitive w.r.t. ballot secrecy. To ensure both,
ballot secrecy and verifiability, the link between the encrypted and the corre-
sponding plaintext vote has to be eliminated while the decryption has to be
retraceable. For the calculation of the plaintext votes, Prét-a-voter uses tellers
to perform anonymising mixes and decrypt the ballots in order to eliminate
the link between ballots and plaintext votes. The tellers can be audited using
Randomized-Partial-Checking. Bingo Voting [15] accomplishs this verification
step by means of Zero-Knowledge-Proofs.

Furthermore, the public can tally the votes from the bulletin board (fig.1, step
(7)). If the votes are decrypted-as-recorded and published-as-decrypted and the
announced election result equals the self-obtained election result, the public as
well as the individual voters can conclude that counted-as-recorded holds as well.

5 Conclusion and Future Work

In this paper a formal IT security model specifying the requirement of verifi-
ability by means of a bulletin board is presented. The security properties are
specified by means of secure states (section 4.1) and enforced by rules for al-
lowed state transitions (section 4.2). The security theorem in section 4.3 proves
that by following the rules for allowed state transitions the system remains in
secure states. In section 4.4 it is shown how verifiability is provided by the given
definition of secure states.

The formal IT security model in this paper presents a formal sub model w.r.t.
verifiability. It is a step towards the evaluation of online voting products against
the CC Protection Profile [4] according to EAL5 or higher. The CC evalua-
tion according to EAL5 or higher demands the application of formal methods.
According to [5], this evaluation depth includes the verification (a) that the se-
curity functions enforce the security requirements and (b) that the electronic
voting system complies with the formal model. The first part of the proof is
presented in this paper with the security theorem. The second part of the proof
addresses the compliance of a concrete electronic voting product with the formal
model. This can be (manually or automatically) done by analyzing an electronic
voting system whether or not it implements the security functions specified in
our formal model by the rules for allowed state transitions.

Our next research step is the integration of receipt-freeness into our formal model
and in case of a conflict between verifiability and receipt-freeness, the solution of
this conflict. That way this formal security model can be evolved into a complete
formal security model which covers all requirements for electronic voting and
enables the evaluation of online voting products against the CC according to
EALS or higher. Furthermore, as a proof of concept a case study concerning the
application to a concrete voting protocol is desirable.
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Analysis of an Electronic Boardroom Voting System*

Mathilde Arnaud, Véronique Cortier and Cyrille Wiedling
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Abstract. We study a simple electronic boardroom voting system. While most
existing systems rely on opaque electronic devices, a scientific committee of a
research institute (the CNRS Section 07) has recently proposed an alternative
system. Despite its simplicity (in particular, no use of cryptography), each voter
can check that the outcome of the election corresponds to the votes, without hav-
ing to trust the devices.

In this paper, we present three versions of this system, exhibiting potential attacks.
We then formally model the system in the applied pi-calculus, and prove that
two versions ensure both vote correctness (even if the devices are corrupted) and
ballot secrecy (assuming the devices are honest).

Keywords: Ballot Secrecy, Boardroom Voting, Correctness, Formal Methods.

1 Introduction

Electronic voting has garnered a lot of attention in the past years. Most of the results
in this field have been focused on two main types of settings: distant electronic voting
and voting machines. Distant electronic voting corresponds to systems where voters
can vote from their own computers, provided they are connected to the Internet. Many
systems have been devised, including academic ones (e.g. Helios [2], Civitas [5], or
FOO [10]). Voting machines are used in polling stations and speed up the tally. Ex-
amples of voting machines are e.g. the Diebold machines [9] or the Indian voting ma-
chines [19], both of them having been subject to attacks [9,19].

Several security notions have been proposed for voting systems and can be split
into two main categories: privacy [8] and verifiability [14]. Privacy ranges from bal-
lot secrecy to coercion-resistance and ensures that no one can know how a particular
voter voted. Verifiability enables voters to audit the voting process, e.g. by checking
that their ballots appear on the bulletin board (individual verifiability), or checking that
the outcome of the election corresponds to the ballots on the bulletin board (universal
verifiability).

In this paper, we focus on a different and particular setting: boardroom meetings.
Many committee meetings require their members to vote on several motions/decisions.
Three techniques are typically used.

— Show of hands: this is a simple and cheap technique, which offers no privacy and
requires to count the raised hands.

* The research leading to these results has received funding from the European Research Council
under the European Union’s Seventh Framework Programme (FP7/2007-2013) / ERC grant
agreement no 258865, project ProSecure.



112 Mathilde Arnaud, Véronique Cortier and Cyrille Wiedling

— Paper ballot: this solution offers privacy but may be tedious, in particular when
there are several rounds of vote during a meeting.
— Use of electronic devices.

Electronic devices seem to offer both simplicity of use and privacy: committee mem-
bers simply need to (privately) push a button corresponding to their choice on their own
device and a central device computes and publishes the result. However, these systems
are opaque: what if someone controls the central device and therefore falsifies the result
of the election? In many committees such as boarding committees or scientific councils,
controlling the result of the election (e.g. choice of a new president, decision on the fu-
ture of a company, efc.) is even more important in terms of impact than breaking privacy.
Even if the system is not malicious, it can simply dysfunction with no notifications, as
witnessed e.g. by the "CNRS Section 07" committee members (the scientific council
in Computer Science of the CNRS, a French national research institute). In response to
these dysfunctions, a subgroup of the CNRS Section 07 committee members, namely
Bruno Durand, Chantal Enguehard, Marc-Olivier Killijian and Philippe Schnoebelen,
with the help of Stefan Merz and Blaise Genest, have proposed a new voting system
that is meant to achieve:

— simplicity: it could be easily adapted to existing devices
— privacy
— full verifiability, even if the electronic devices are corrupted

A few other systems tailored to boardroom election have been proposed such as [11,12].
A feature of the "CNRS Section 07" system is that it does not use cryptography, which
makes the system easier to understand and trust, for non experts.

Our contributions. We provide a full review of the voting system proposed by
the CNRS Section 07, illustrating the applicability of formal models and in particular,
the applicability of the latest definitions and the proof techniques in formal methods.
The key idea of the CNRS Section 07 voting system is that each vote appears on the
screen, together with a unique identifier (randomly generated by the central device).
This unique identifier allows voters to check that their votes have been counted. Due to
our attacks on the initial version (that called F2FV1), two variants of it have been pro-
posed: in F2 FV2, the random identifier is generated by both the ballot box and the voter
while in F2FV?, the random identifier is generated by the voter only. It is interesting
to note that this last version is actually close to the protocol devised by Bruce Schneier
in [18].

We first describe the three versions and we review in details the possible attacks:

— The initial version F2FV?' is subject to a “clash-attack”, using the terminology
of [16]. The attack works roughly as follows: if the same identifier is used for
two different voters that voted the same way, then a dishonest ballot box may re-
place one of the ballots by any ballot of its choice. The last version F2FV?® (and
thus the Schneier’s protocol as well) suffers from the same attack (with relatively
small probability) if the random numbers are small, which is likely to be the case
in practice.



Analysis of an Electronic Boardroom Voting System 113

v) (V) (v
D D D
V B B l Screen \
Assesso
D D D
V) (v) (v

Fig. 1: Schema of the election

— The other attacks are against privacy. Obviously, a dishonest ballot box may know
how any voter voted. We discuss other ways for a dishonest ballot box to break
privacy. One of the attack works even if the ballot box does not initially know to
which a ballot belongs to.

To conduct a more thorough security analysis, we formally model these systems in
the applied pi-calculus [1], a process algebra well adapted to security protocols. Com-
putational models where attackers are modeled by polynomial time probabilistic Turing
machines are, as a rule, more accurate. However, since the systems here involve no cryp-
tography, we chose the simplicity of the applied pi-calculus, for which several security
analyses of voting protocols have already been conducted (e.g. [6,7]).

We focus on two main security properties: vote correctness and privacy. The CNRS
Section 07 voting system is primarily designed to ensure that, even if all the electronic
devices are corrupted, any approved election outcome reflects the votes of all voters.
This property has been introduced by Benaloh and Tuinstra [3] and more precisely de-
fined by Catalano ez al in [13] and is called correctness. We provide a formal definition
of this property and prove that the two versions F2FV? and F2FV? ensure vote correct-
ness, even if all devices are corrupted (but assuming voters use random numbers). In
contrast, privacy cannot be ensured when the central device is corrupted. However, pri-
vacy is guaranteed against external users (including voters). Formally, we show privacy
for the well established notion of privacy defined in [8], assuming that the electronic
devices are honest.

2 Setting

We consider a particular setting, typically for boardroom meetings, where all voters
are present in the same room and are given a dedicated voting equipment. In what
follows, we assume the individual devices to be linked to a central device. The central
device is responsible for collecting the ballots and publishing them. Such systems are
standard in many committees (e.g. parliamentary assembly, corporate boards, etc.). The
particularity of the voting system (and its variants) proposed by the CNRS Section 07
is that it assumes the presence of a screen that each voter can see. This screen ensures
that all voters simultaneously see the same data and is the key element for the voting
system.

Specifically, the system involves voters and their electronic voting devices, a ballot
box (the central device), and a screen. Moreover, a voter is chosen to take on the role
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of an assessor (for example the president of the committee or her secretary). This is
illustrated in Figure 1.

Ballot box. The ballot box is the central device that collects the ballots and tallies the
votes. It communicates with the electronic devices of the voters over private individual
channels. Once the voting phase is over, the ballot box publishes the outcome of the
election on the screen.

Screen. The screen displays the outcome of the election for validation by the voters and
the assessor. Since the voters are in the same room, they all see the same screen.

Voter. The voter role has two phases. In the first phase, he casts his vote through her
electronic device. In the second phase, he performs some consistency checks looking
at the screen and lets the assessor know whether his checks were successful, in which
case he approves the procedure.

Personal voting device. Each individual voting device has a pad or some buttons for the
voter to express her choice. The device communicates the value of the vote entered by
the voter directly to the ballot box.

Assessor. The assessor is a role that can be performed by any voter. He does not hold any
secret. He is chosen before the execution of the protocol. The assessor is responsible of
some additional verifications. In particular, he checks that each voter has approved the
procedure. If one voter has not, he must cancel the vote and start a new one.

3 Face-to-face voting system

We describe in details the electronic boardroom voting system designed by the CNRS
Section 07 committee. We actually present three versions of it. The three versions have
in common the fact that the central device and/or the voters generate a random number
that is attached to the vote. Both the vote and the random number are displayed on the
screen. This way, each voter can check that his vote (uniquely identified by its random
number) is counted in the tally. We could have presented the version that offers the best
security guarantees but we think the flaws in the other versions are of interest as well.
The three versions differ in who generates the randomness:

— Initial version: The ballot box generates the random identifier for each voter.
— Second version: Both the ballot box and voters generate a random identifier.
— Third version: The voters generate their identifiers.

The three voting systems are summarized in Figure 2 and are described in details in
the rest of the section. Since the votes are transmitted in clear to the central device on
uniquely identified wires, ballot secrecy is clearly not guaranteed as soon as the central
device is corrupted. So for ballot secrecy, we assume that the central device behaves
honestly, that is, the secrecy of the ballots will be guaranteed only against external users
(including the voters themselves). The major interest of the CNRS Section 07 system is
that it ensures vote correctness even if the central device is corrupted, that is the voters
do not need to trust any part of the infrastructure.

Note that in practice, the “random numbers” used in the remaining of the paper
should typically be numbers of 3-4 digits, so that they are easy to copy and compare.
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Initial version (F2FV!) Second version (F2FV?) Third version (F2FV?)
B—=V;:r; B—V,:nr
Vi = B : (ri,v;) Vi = B : (rs, ki,vi) Vi = B : (ki,v)
: Screen <’r'2,'U2> \: : Screen (Tz,kz,vz) : : Screen <k2,v2) ':
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Fig. 2: Voting processes

3.1 Initial system F2FV*

Voting Phase. The ballot box B starts the election by generating a random number r
for each voter V', and sends this random number to the voter. The voter V' receives the
random number 7, uses it to form his ballot {r,v) where v is his vote, and sends his
ballot to the ballot box. Finally, all the ballots {r, v) are displayed on the screen E. This
marks the end of the voting process.

Validation Phase. The validation part can then begin. Each voter checks that his ballot
is correctly included in the list of ballots displayed on the screen. The assessor waits for
each voter to state that his vote appears on the screen. He also checks that the number
of ballots matches the number of voters. If all checks succeed, the assessor approves
the outcome of the election.

Possible attacks The key idea of this system is that each random identifier should
be unique, ensuring a one-to-one correspondence between the votes that appear on the
screen and the votes cast by the voters. However, a corrupted ballot box may still insert
ballots of its choice, mounting a so-called “clash-attack” [16]. The attack works as
follows: the (dishonest) ballot box guesses that two voters Alice and Bob are going to
vote in the same way. (This could be a pure guess or based on statistical analysis of the
previous votes.) The ballot box then sends the same nonce r to Alice and Bob. Since
Alice and Bob cast the same vote v, they both send back the same ballot (r,v). The
ballot box is then free to display (r, v) only once and then add any ballot of its choice.
Both Alice and Bob would recognize (r,v) as their own ballot so the result would be
validated.

For example, assume there are three voters A, B, and C and the ballot box guesses
that A and B vote identically. Suppose A and B cast 0 and C' casts 1. The ballot box
can replace the two votes for 0 by one vote for 0 and one vote for 1, making the “1” vote
win. This can be done by simply sending the same randomness r, to both A and B.

B(I)—=Va : 1, B(I)—= Vg : rq B(I)—= Vo : re
Va— B(I) : (rq,0) Vg —= B(I) : (rqe,0) Vo — B(I) : (re1)
B(I) = E : (rq,0)

B(I)— E : (ry,1)
B(I)—= E : {(re1)
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3.2 Second system F2FV?

The attack on the initial system F2FV! is due to the fact that the ballot box may cheat
when generating random unique identifiers. So a second solution has been proposed,
where both the voters and the ballot box generate a part of the random identifier.

Voting Phase. The ballot box B starts the election by generating a random number r
for each voter V, then sends this random number to the voter. The voter V receives the
random number r, picks a new random number k (possibly using a pre-generated list),
and uses it to form his ballot (r, k, v) where v is his vote, and then sends his ballot to
the ballot box. Finally, all the ballots (r, k, v) are displayed on the screen E.

The validation phase works like for the protocol F2FV®.

Possible attacks As we shall see in Section 5.2, this second version ensures vote cor-
rectness, even if the ballot box is corrupted. As for the two other variants, privacy is
not guaranteed as soon as the central device (the ballot box) is corrupted. Indeed, the
central device may leak how each voter has voted or may record it on some memory.
However, such attacks against privacy assume a rather strong control of the ballot box,
where the attacker can access to the device either during or after the election. We further
discuss some more subtle flaws which require a lower level of corruption We describe
two different attacks.

Encoding information in the randoms. As already mentioned, a fully corrupted ballot
box may transmit how each voter voted since it receives the votes in the clear, from
uniquely identified wires. However, F2FV? (and F2FV') also suffers from offline at-
tacks, where an attacker simply logs the election outcome. Indeed, it makes sense any-
way to keep a copy of the screen after each election. The attack works as follows.
Instead of generating fully random numbers, the ballot box could be programmed to
provide a voter ¢ (where 7 is the number identifying the voting device used by the voter)
with a nonce r; such that r; = ¢ mod p, where p is larger than the number of voters. In
this way, an intruder could deduce from a ballot (r, k, v) the identity of the voter, simply
by computing r modulo p. Of course, the identity of the voters could be encoded in the
randomness in many other ways, making the detection of such an attack very unlikely.
This attack simply assumes the attacker had access to the central device, at least once
prior to the election (e.g. during its manufacturing). It does not require the attacker to
access the ballot box during nor after the election.

Swallowing ballots. There is a more direct (but easily detectable) way to break privacy,
as sketched in Figure 3. Indeed, assume an attacker wants to know to whom a ballot
(ra, ko, v) belongs to. In case the attacker simply controls the display of the screen,
he can send a modified set of ballots to the screen. E.g. if he sends (rs, ko, v5) instead
of (ra, ka,va)), or if he simply remove this ballot, the voter who submitted the ballot
(ra, k2, v2) would then complain, revealing his identity.

Security guarantees We show in Section 5 that this second version ensures vote cor-
rectness, even if the ballot box is corrupted. It also ensures ballot secrecy, assuming the
ballot box is honest.
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1 (r2, ko, v2) || 1 . The ballot (ro, k2, v2) is not
] = . sent on the screen. Voter Va
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1 (r3, ks, v3) - (rs, ks, v3) | attacker.

Fig. 3: Attack against ballot secrecy.

3.3 Third system F2FV?

To circumvent the privacy issue of the second system, when the ballot box is somewhat
honest (the attacker cannot access not interfere with it) but has been maliciously pro-
grammed, a third version has been proposed, where the random identifier is generated
by the voter only.

Voting Phase. Each voter V picks a random number %k and uses it to form his ballot
(k,v) where v is his vote, and then sends his ballot to the ballot box. All the ballots
(k, v) are displayed on the screen E.

The validation phase works like for systems F2FV! and F2FV?.

Possible attack This third system is vulnerable to the same kind of attacks against
vote correctness as the one described for system F2FV?!. Indeed, in case two voters pick
the same random number and vote for the same candidate, for instance (ka,v4) =
(kp,vp), the ballot box could remove one of these ballots and replace it by a ballot
of its choice without being detected. Note that, due to the birthday theorem, it is not
so unlikely that two voters use the same random number. For example, assume voters
use 4 digits numbers. Then there is a probability of more than 0.2 to have a collision
in a room of 67 members and more than 0.5 in a room of 118 members. In case, only
3 digits numbers are used, there is already a probability of collision of about 0.5 for
only 37 members. These figures assume that the voters pick true random numbers. In
case they generate numbers “manually”, the entropy is usually much lower (e.g. users
are sometimes reluctant to generate numbers with repeated digits). In such cases, the
probability of collision increases accordingly.

As mentioned in the introduction, the voting protocol proposed by Bruce Schneier
in [18] being very similar, it suffers from the same attack.

Security guarantees We show in Section 5 that this third version ensures vote correct-
ness, even if the ballot box is corrupted (providing voters generate true randomness). It
also ensures ballot secrecy, assuming the ballot box is honest.

3.4 Common weaknesses

If a voter claims that her ballot does not appear on the screen, then the election round
is canceled and everyone has to vote again. This means that a dishonest voter may
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choose to cancel an election (e.g. if she’s not happy with the result), simply by wrongly
claiming that her vote does not appear. This is mitigated by the fact that the advantage
of the attack is small (the election just takes place again) and the voter could be blamed
as being dishonest or inattentive if this happens too often.

4 Formal model

The remaining of the paper is devoted to the formal proof of security of ballot privacy
and vote correctness for the two systems F2FV? and F2FV®. We use the applied pi-
calculus [1] for the formal description of the voting systems. We briefly recall here all
the definitions of the applied pi-calculus.

4.1 Syntax

Messages are represented by ferms built on an infinite set N of names (used to name
communication channels or atomic data), a set X of variables and a signature 3., which
is a finite set of function symbols representing primitives. Since our voting systems do
not use any cryptography, we adopt the following simple signature:

Ypair = {0k, fail, fst, snd, pair}

where ok and fail are constants ; fst and snd are unary functions and pair is a binary
function. The term pair(m1, ms) represents the concatenation of two messages m; and
me, while fst and snd represent the projections on the first and second component re-
spectively. The set of terms 7'(X', ) is formally defined by the following grammar:

t,t1,ty, - = | n| pair(ty,tz) | fst(t) |snd(t) xz€X,neN.

We write {1/, ..., M» /L for the substitution that replaces the variables x; by
the terms M;. The application of a substitution o to a term N is denoted No. A
term is ground if it does not contain variables. We also use the following notations:

(w1, ..., uy) for pair(us,pair(..., pair(u,—1,u,))) and II]"(u) for retrieving the ;™
element of a sequence of n elements: IT*(u) = fst(snd’ " (u)) fori < n and IT" (u) =
snd™ " *(u). In particular, IT7((uy,...,u,)) = u;. We also write = €, y for [z =

IO (y)] V- -V [z = II(y)], that is, if = is one of the elements of the sequence y.
The properties of the pair are modeled by an equational theory £, that states that
it is possible to retrieve the two elements of a pair:

fst(pair(z,y)) = x snd(pair(z,y)) = y.

We consider equality modulo this equational theory, that is, equality of terms is the
smallest equivalence relation induced by K, closed under application of function
symbols, substitution of terms for variables and bijective renaming of names. We write
M == N for the syntactic equality.

Protocols themselves are modeled by processes and extended processes, as defined
in Figure 4. Processes contain the basic operators to model a small programming lan-
guage: 0 represents a process which does nothing, the parallel composition of the two
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¢, = formulae
M=N|M#N|$A®|dV
P.Q,R::= (plain) processes
0 null process
P|Q parallel composition
\P replication
vn.P name restriction
if ¢ then P else @ conditional
u(x).P message input
w(M).P message output
event(M).P event
A B, C = extended processes
P plain process
A|B parallel composition
vn.A name restriction
va.A variable restriction
M/} active substitution

Fig. 4: Syntax for processes

processes P and () is denoted by P | @, while !P denotes the unbounded replica-
tion of P (that is, the unbounded parallel composition of P with itself). The process
vn.P creates a fresh name n and behaves like P. Tests are modeled by the process
if ¢ then P else ), which behaves like P if ¢ holds and like () otherwise. Note that like
in [6], we extend the applied pi-calculus by letting conditional branches now depend
on formulae instead of just equality of terms. Process u(x).P inputs some message
(stored in the variable ) on channel u and then behaves like P while w(M).P outputs
M on channel u and then behaves like P. event(M).P behaves like P, the event is
there to record what happens during the execution of the protocol and is typically used
to express properties. We write vu for the (possibly empty) series of pairwise-distinct
binders vuy. ... .vu,. The active substitution {* /,} can replace the variable z by
the term M in every process it comes into contact with and this behavior can be con-
trolled by restriction, in particular, the process vz ({M /ot P) corresponds exactly to
letz = M in P.

Example 1. Let P(a,b) = c(x).c(y).(¢{{(z,a)) | ¢{{y,b))). This process waits for
two inputs = and y on channel ¢ then performs two outputs, (x,a), (y,b), in a non-
deterministic order, on the same channel.

The scope of names and variables are delimited by binders u(x) and vu. The differ-
ent sets of bound names, bound variables, free names and free variables are respectively
written bn(A), bv(A), fn(A) and fv(A). Occasionally, we write fn(M) (respectively
fv(M)) for the set of names (respectively variables) which appear in term M. An ex-
tended process is closed if all its variables are either bound or defined by an active
substitution. An context C [_] is an extended process with a hole.

A frame is an extended process built up from the null process 0 and active sub-
stitutions composed by parallel composition and restriction. The domain of a frame
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¢, denoted dom(p), is the set of variables for which ¢ contains an active substitution
{M/.} such that x is not under restriction. Every extended process A can be mapped
to a frame (A) by replacing every plain process in A with 0.

4.2 Semantics

The operational semantics of processes in the applied pi-calculus is defined by three
relations: structural equivalence (=), internal reduction (—) and labelled reduction
(%), formally defined in [1]. Structural equivalence is the smallest equivalence rela-
tion on extended processes that is closed under application of evaluation contexts, by
a-conversion of bounded names and bounded variables. Internal reductions represent
evaluation of condition and internal communication between processes while labelled
reductions represent communication with the environment. For example, the input and
output rules are represented by the following two rules:

(IN) e(a).p LDy pravy o

(OUT-ATOM) ¢(u).P e,

P

Example 2. Let us consider the process P(a,b) defined in Example 1 and the process
Q@ = vr.¢(r).c(r) that generates a random 7 and send it twice. A possible sequence of
transitions for the process P(a,b) | @ is:

l/’l“l c 7’1 vra. c ’l“g

P(a,b) | Q 2 Pla,v) | vre(r) | {7 /n } P(a) [{"/ri" /ra}
s efy)-el(r.a)) |2l b)) [{ /s fon} < 2l ) | 2 0) 1L o /)
M)7<< >>|{/717T/T27ra /!!1} V?J2C?J2 {/717T/7"27ra /yl’ >/y2}-

At the end of the execution, the process is reduced to a frame that contains the terms
emitted by the initial process.

Privacy properties are often stated as equivalence relations [8]. Intuitively, if a pro-
tocol preserves ballot secrecy, an attacker should not make a distinction between a sce-
nario where a voter votes 0 from a scenario where the voter votes 1. The applied pi-
calculus comes with the notion of observational equivalence, which formally defines
what it means for two processes to be indistinguishable for any attacker. Since observa-
tional equivalence has been shown to coincide [1,17] with labelled bisimilarity, which
is easier to reason with, we adopt the latter in this paper. Labelled bisimilarity intu-
itively states that processes should be bisimilar and send indistinguishable messages. In
our context, given that the only primitive we consider is pairing, two sequences of mes-
sages are indistinguishable to an attacker (formally defined as static equivalence [1]) if
and only if they are equal. We therefore present here a simplified version of labelled
bisimilarity, which is labelled bisimilarity for the special case of pairing.

Definition 1 (Labelled bisimilarity). Labelled bisimilarity (=) is the largest symmet-
ric relation R on closed extended processes such that AR B implies:
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1. p(A) = ¢(B);

2. if A— A, then B —* B’ and A'R B’ for some B’;

3. if A% A such that fv(a) € dom(A) and bn(a) N fn(B) = (), then B —* %5 —*
B’ and A'R B’ for some B'.

Example 3. Let us consider A = P(a,b) | @ and B = P(b,a) | Q.Is A ~; B ? Letus
consider the same evolution as in Example 2 except that ¢(r1) and ¢(r2) are replaced
by ¢(M) and ¢(N') which represents an action of the intruder, replacing what is sent by
@ by something of her choice. In that case, we will have :

QD(A) = {T/Tl 7T /7’27<M’a> /y17<N’b> /yz} and @(B) = {T/ﬁ 7T /7’27<]V17b> /yl 7<N,a) /yz}

Since ¢(A) # ¢(B) we have that A %; B.

4.3 Modeling protocols in applied pi-calculus

We provide a formal specification of the two last variants of the CNRS voting system,
in the applied pi-calculus. We do not describe the formal model of the initial voting
system since it does not ensure ballot secrecy nor vote correctness.

We model the communications of the ballot box with the voters and the screen by
secure channels (resp. ¢; and cg). These channels may be controlled by the adversary
when the ballot box is corrupted. The voters and the assessor look at the screen. This
communication cannot be altered and is modeled by an authenticated channel Ceyes.
The assessor also communicates with each voter to check that the voter found his/her
ballot on the screen. This is again modeled by an authenticated channel cp, since we
assume that voters cannot be physically impersonated. The channel connections are
summarized in Figure 5.

Remark 1. The applied-pi calculus provides an easy way to model both public and se-
cure channel. Public channels are simply modeled by unrestricted names: the attacker
can both read and send messages. Secure channels are modeled by restricted names:
the attacker cannot read nor send any message on these channels. In contrast, an at-
tacker may read authenticated channels but only authorized users may send messages
on them. Since the applied pi-calculus does not provide us with a primitive for authen-
ticated channels, we model authenticated channel by a secure channel, except that a
copy of each emission is sent first on a public channel. In particular, we use the notation
¢(M) for ¢,(M).¢(M) with ¢, a public channel.

Remark 2. The role of the individual voting device is limited: it simply receives the
vote from the voter and transmit it to the Ballot Box. W.L.o.g and for simplicity, we
identify the voter and her individual device in the model of the voting systems.

Model of F2FV? The process for the voter is parametrized by the number n of voters,
its secure channel with the ballot box c¢, its authenticated channel with the screen (c.)
and the auditor (c,), the public channel ¢, and its vote v.
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Secured Channel

— Authenticated Channel

Fig. 5: Players of the Protocol

V(e ce, Cq, Cp,v) =
vk .c(x). % Creates fresh nonce and waits for input on c.
¢{{x,k,v)) . % Sends ballot on ¢ to the ballot box.
ce(y) - % Waits for input on ¢, (results on the screen).
if (z, k,v)en y % Checks his vote.

then ¢, (ok) else g (fail) % Sends result on ¢, to the assessor.

The process for the ballot box is parametrized by the number n of voters, the secure
channels c’ "

- - -, Cy With each voter and its secure channel with the screen cp..
Bu(cl,....c% cp) =
UTiy...y T - % Creates fresh randomness.
cl(r). ... . ry,) . % Sends randomness to voters.
cty1) . ... . c™(yn). % Waits for inputs of ballots.
@) |- | elyn)) % Sends ballots in random order to E.

The screen is modeled by a process F,, that simply broadcasts the result given by
B,,. It is parametrized by the number n of voters, the authenticated channels ¢, with
each voter, the secure channel with the bulletin box ¢;, and the public channel c,,.

En(cba Ce, Cp) =

cp(ty) - oon . cp(tn) . % Waits for votes from ballot box.
letr = (t1,...,t,) in
() . (1ee(r)) % Displays info for all the boardroom.

The last role is the role of the assessor. It is modeled by a process A,, that waits
for the result displayed by the screen and the confirmation of the voters. Then it ver-
ifies the outcome and validates the election if everything is correct. The process A,
is parametrized by the number n of voters, the authenticated channels ¢, ..., c? with
each voter, the secure channel with the screen c., and the public channel c,,.

Ap(ceycly . ce,) =
ce(?') . % Waits to see result on the screen.
ct(z1) . oo M (2z) . % Waits for decision of voters.
i, (2, 21, ..y 2n) % Checks if everything is fine.
then ¢, (ok) else ¢, (fail) % Sends confirmation or rejection.

where ¥, (p', p1, ..., Pn) = ('Z\lpi = ok) A (pf = (II7(p'), II2(p)), ..., 1I"(p)))).

=
The test ¥,, ensures that each voter approved the vote (p; = ok) and that the result
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contains as many ballots than the number of voters.
Finally the system F2FV? is represented by the voter’s role V;, and the voting context:

PT% [_] =rw. [_ |Bn(clv <.y Cn,y CB) |En(CBa Ceyesa cout) ‘An(ceyesv CAyy -5 CA,, cout)}
where @ = (¢1,...,Cn,CA,y - - -5 CA,, CB, ceyes) are restricted channels (co is public).

Model of the Protocol F2FV? The third protocol only differs from the second one by
the fact that the ballot box does not generate any randomness. Therefore, the models

of the screen and of the assessor are unchanged. The voter and ballot box models are
modified as follows.

Vi(e, Ces Cay Cpyv) = Bl(c ... ctcp) =
vk .e((k,v)) . ce(xl. B ctyr) . oo (yn) -
if (k,v) €, x then ¢, (ok) else ¢, (fail) @ {y1) |- | & lyn))

The system F2 FV? without the voters is represented by the voter’s role V! and the
voting context:

P} _l=va.[_|BL(ct,- cnCB)| En(c, Ceyess Cout) | An(Ceyess CAys - - - » CA, > Cout)]

where W = (c1,...,Cn,Cay, - - -, CA,, CB, Ceyes) are restricted channels.

5 Security properties

We study two crucial properties for voting systems: ballot secrecy and vote correctness.
We consider two cases depending on whether the ballot box is corrupted or not. We
always assume the screen to be honest. This is however not a limitation. Indeed, requir-
ing the screen to be honest reflects the fact that everyone sees the same screen, which is
always the case for people in the same room.

5.1 Ballot Secrecy

Formalizing ballot secrecy may be tricky. For example, even a good voting system
reveals how anyone voted in case of unanimity. Early definitions of privacy appear for
example in [3]. In what follows, we use a well established definition of ballot secrecy
that has been formalized in terms of equivalence by Delaune, Kremer and Ryan in [8].
Several other definitions of privacy have been proposed (see e.g. [15,4]), which measure
the fact that the attacker may learn some information, even if he does not know how a
certain voter voted.

A protocol with voting process V (v, id) and authority process A preserves ballot
secrecy if an attacker cannot distinguish when votes are swapped, i.e. it cannot distin-
guish when a voter a; votes v1 and as votes vo from the case where a; votes v, and as
votes v1. This is formally specified by :

vin (AL VA" /2 [y} [V 2" [y }) movi (AL V™ 2 [y} [V )0, [y })

where n represents the data (keys, nonces, channels, ...) initially shared between the
authority and the voters.
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Ballot secrecy for voting protocol F2FV? The voting protocol F2FV? preserves ballot
secrecy, even when all but two voters are dishonest, provided that the ballot box, the
screen and the assessor are honest. For the sake of clarity, we use the following notation
for the it" voter: V?(v) = V,,(c;, Ceyes; CA;, Cout, V).

Theorem 1. Let n € N, let (P2,V,) be the process specification for n voters of the
voting protocol F2F\/? as defined in Section 3.2, and let a, b be two names. Then

Py [Via) [ V2()] = Pr V(D) | V(a)]

Proof sketch: The proof of Theorem 1 consists in two main steps. First we build a

relation R such that

Py [Via) [ VE®)] R P [VI(D) | V(a)]
and such that for any two processes P R (), any move of P can be matched by a move of
@ such that the resulting processes remain in relation. This amounts to characterizing all
possible successors of P2 [V!(a) | V2(b)] and P2 [V (b) | V*(a)]. The second step

of the proof consists in showing that the sequences of messages observed by the attacker
are equal (due to the shuffle performed by the ballot box).

Ballot Secrecy for voting protocol F2FV? Similarly, the voting protocol F2FV? pre-
serves ballot secrecy, even when all but two voters are dishonest, provided that the ballot
box, the screen and the assessor are honest.

Theorem 2. Let n € N, let (P3,V.) be the process specification for n voters of the
voting protocol F2FV3 as defined in Section 3.3, and let a, b be two names. Then

P [V @) [ V)] = P2 [V o) V()

The proof of Theorem 2 is adapted from the proof of Theorem 1.

5.2 Vote correctness

We define vote correctness as the fact that the election result should contain the votes of
the honest voters. Formally, we assume that the voting protocol records the published
outcome of the election ¢ in an event event(¢).

Definition 2 (Correctness property). Let n be the number of registered voters, and
m be the number of honest voters. Let vy,...,v,, € N be the votes of the honest
voters. Let V' ..., V™ be the processes representing the honest voters. Each V' is
parametrized by its vote v;. Let P,, be a context representing the voting system, besides
the honest voters. We say that a voting specification (P, f/) satisfies vote correctness
if for every v1, ..., vy, for every execution of the protocol leading to the validation of
a result t,, i.e. of the form

P,[VYv)|...|[V™(v)] —=* vii - (event(t,) - Q | Q)
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for some names 1. and processes Q, Q’, then there exist votes V11, - - . , vy and a per-
mutation T of [1,n] such that t, = (v.(1),...,Vr(n)), that is, the outcome of the elec-
tion contains all the honest votes plus some dishonest ones.

To express vote correctness in the context of the CNRS Section 07 voting system,
we simply add an event that records the tally, at the end of the process specification of
the assessor (see Appendix for the corresponding modified process A’,). We show vote
correctness for a strong corruption scenario, where even the ballot box is corrupted.
Formally, we consider the following context that represents the three voting systems,
the only difference between the systems now lying in the definition of voters.

!/ ~ !/
P, [_} =ruw. [_ | En(cBa Ceyes Cout) | An(ceye57 CApy - -t 7CAnaCOut)}
where @ = (ca,, .- -, Ca,, Ceyes), Which means that the intruder has access in this sce-
nario to channels cy, . .., c, and cg in addition to Coy.

To illustrate the correctness property, let first show that F2FV! does not satisfy vote
correctness when the ballot box is corrupted. First, we introduce V' the process of an
honest voter in F2FV*:

V(e Ce,Cayp,v) = c(x) . E{(z,0)) . ce(y) . if (x,v) €, y then T, (ok) else ¢, (fail)

Let Vi = V{&/. Cos [, A [, Cou [ ¢, }- It represents the i-th honest voter. Suppose
now, that the first m honest voters cast the some vote: Vi € [1,m], v; = v. We show
how the attack described in Section 3.1 is reflected. Each honest voter receives the same
random number 7:

PV w1) | -+ | V™ ()] L S0,

PV 1) |- | V™ (0m)]
where Vi (v;) = G{(r,v:)) . Ceyes(y) - if (7, v;) €,, y; then T, (ok) else T, (fail). Then,
the honest voters output their vote on channels cy, ..., ¢y, which will always be (r, v).

vie[l,m], & ((r,v))

PV (1) |- | V™ (o) PV (1) |+ [ VI (o)

where V7 (v;) = Ceyes(y) - if (r,v;) €, y; then T, (ok) else T, (fail). Corrupted voters
also submit their votes (which is transparent in transitions) and we move to the next
phase: the corrupted ballot box just has to output one of the honest votes to the screen
and n — 1 other votes. Thus, the final tally ¢, showed by the screen will contain only one
(r,v) but each honest voters will send ok to the assessor since their test will succeed
anyway. In that case, we would have P.[V!(v))|...|V™(v,)] —* vii - event(t,) for
some N, but, clearly, ¢, is not satisfying the property of the Definition 2 since it only
contains one vote v instead of m votes v.

In contrast, the two voting systems F2FV? and F2FV? satisfy vote correctness, even
when the ballot box is corrupted, assuming that the voters check that their ballots appear
on the screen.

Theorem 3. The voting specifications (P),, V') and (P),, V') satisfy vote correctness.
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RESULTS Privacy Correctness
Corr. Players None Ballot Assessor | None Ballot Assessor
System Box Box
F2FV?! v x v v x x
F2FV? v X v v v X
F2FV3 v X v v v X

Table 1: Results for the F2FV*,F2FV?2, and F2FV? protocols. A v indicates provable
security while x indicates an attack. We assume an arbitrary number of dishonest voters.

Proof sketch The assessor records the result of the election in an event only if

U, (p',p1,--.,pn) holds. This formula intuitively represents the fact that every voter
has told to the assessor that his ballot was included in the tally, and that the number
of ballots in the tally matches the number of voters, i.e. n. Using this information and
the fact that each honest voter has generated a random nonce uniquely identifying his
ballot, we can show that the voting specifications satisfy vote correctness.
Correctness requires that at least one person in the room checks that no one has com-
plained and that the number of displayed ballots correspond to the number of voters.
If no one performs these checks then there is no honest assessor and correctness is no
longer guaranteed.

A summary of our findings is displayed on Table 1. The proofs of correctness of
F2FV? and F2FV? in the honest case follow from the proofs in the dishonest case.
Privacy is not affected by a corrupted assessor as it actually only performs public veri-
fication. So its corruption does not provide any extra power to the attacker. Privacy and
correctness for F2FV! (in the honest case) follow from the proofs for F2 FV2.

6 Discussion

We believe that the voting system proposed by the CNRS Section 07 committee for
boardroom meetings is an interesting protocol that improves over existing electronic
devices. We have analyzed the security of three possible versions, discovering some in-
teresting flaws. We think that the two last versions are adequate since they both preserve
ballot secrecy and vote correctness. The choice between the two versions depends on
the desired compromise between ballot secrecy and vote correctness: the second ver-
sion ensures better correctness but less privacy since the randomness generated by the
ballot box may leak the identity of the voters. Conversely, the third system offers better
privacy but slightly less assurance about vote correctness, in case the voters do not use
proper random identifiers.
In both cases, vote correctness is guaranteed as soon as:

— Voters really use (unpredictable) random numbers. In practice, voters could print
(privately and before the meeting) a list of random numbers that they would use at
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their will (erasing a number once used). This list of random numbers could typically
be generated using a computer. Alternatively, voters may also bring dice to the
meeting.

— Each voter casts a vote (possibly blank or null) and checks that his vote (and asso-
ciated randomness) appears on the screen.

Correctness does not require any trust on the devices while privacy does. This is un-
avoidable unless the communication between the voters on the ballot box would be
anonymized, which would require a much heavier infrastructure. Note that the system
is not fair if the ballot box is compromised since dishonest voters may then wait for
honest voters to cast their votes, before making their own decision.

In this paper, we have focused on ballot secrecy and vote correctness. As future
work, we plan to study stronger notions of privacy. Clearly, the voting system is not
coercion resistant. Indeed, an attacker may provide a voter with a list of random num-
bers, that he should use in a precise order, allowing the attacker to control the votes.
However, we believe these systems ensure some form of receipt-freeness, assuming the
attacker is given access to the screen only after the election is over but cannot interact
with voters before nor during the election.

A weakness of the system relies in the fact that a voter may force to re-run an
election by (wrongly) claiming that her vote does not appear on the screen. As already
mentioned in Section 3.4, this is mitigated by the fact that the voter could then be
blamed if this happens to often. This also means that an honest voter could be blamed
if a dishonest Ballot Box intentionally removes her ballot at each turn. It would be
interesting to devise a mechanism to mitigate this issue.
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Abstract. We describe in detail dispute resolution problems with cryp-
tographic voting systems that do not produce a paper record of the
unencrypted vote. With these in mind, we describe the design and use of
Audiotegrity—a cryptographic voting protocol and corresponding voting
system with some of the accessibility benefits of fully-electronic voting
systems and some of the dispute resolution properties of paper-ballot-
based systems. We also describe subtle issues with coercion-resistance if
accessible systems are not well-designed.

Audiotegrity was designed in response to a request by Takoma Park
election officials, tested in a public test organized by the city in June
2011, and used in its municipal election in November 2011. We are not
aware of any other precinct-based end-to-end independently-verifiable
election for public office where the protocol enabled participation by
voters with visual disabilities.

Keywords: end-to-end voting systems, accessible, dispute resolution

1 Introduction

Several cryptographic voting protocols have been proposed for polling place elec-
tions, where voters use voting systems that they do not trust. Many of the cor-
responding voting systems use paper ballots (Prét & Voter [20, 10], Scantegrity
IT [8]) scanned after the voter marks her choice(s). Paper ballots are severely
limiting from a usability and accessibility perspective. On the other hand, the
straightforward replacement of interactions on paper with similar interactions
over an electronic medium does not always preserve a protocol’s security prop-
erties. This paper makes the following contributions. First, it describes in detail
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the dispute resolution weaknesses of voting systems where voters do not manu-
ally mark ballots. Second, it presents the design and deployment of Audiotegrity,
a protocol and corresponding voting system, that seeks a balance between the
strong accessibility and usability properties of fully-electronic voting systems and
the strong dispute resolution properties of paper-ballot-based ones. Audiotegrity
was used by the city of Takoma Park for its municipal election in November 2011.

Audiotegrity provides an electronic interface for the voter to enter a vote, and
produces a marked Scantegrity II ballot which is then scanned and processed
in the same manner as a hand-marked paper Scantegrity II ballot. From the
available descriptions, the version of Prét & Voter proposed for use in Victoria [6]
and STAR-Vote [4] use similar interfaces. The focus of this paper is twofold. First,
it presents the security implications of the use of paper vs. electronic interactions
in various protocol steps. Second, it describes the design of a protocol that takes
these into consideration, and the use of the corresponding system in tests in
June 2011 and a real election in November 2011. In particular, we observe that
paper ballots or ballot summaries play a role not only in manual recounts, but in
the protocol itself, even when the voting system is a good cryptographic system.
Paper and physical procedures enable some aspects of dispute resolution and
coercion-resistance for human voters, who are not able to make and check digital
commitments and signatures in the polling booth.

We note at the outset that we focused on the vote-casting experience. We
did not implement interfaces for voters to interact with the website that displays
confirmation numbers and audit information. However, voters can use accessi-
ble devices, in general, for electronic information displayed on appropriately-
designed websites. Voters cannot use personal accessible devices while voting, as
such a device would learn the vote.

In section 2 we provide background, and in section 3 we describe related
work. In 4 we describe the dispute resolution and coercion-resistance problems
with voting systems that do not show the voter a paper record of her unen-
crypted vote. In section 5 we describe the Audiotegrity protocol and its security
properties. In section 6 we describe the dispute resolution and coercion-resistance
properties of paper-ballot protocols Prét a Voter and Scantegrity II and compare
them with those of Audiotegrity. In section 7 we describe the use of Audiotegrity
in Takoma Park in 2011. We conclude in section 8.

2 Background

In the typical cryptographic voting protocol, each vote is encrypted and all en-
crypted votes are broadcast on an election website. Voters may treat encrypted
votes as receipts and take them home to check that they are correctly broadcast.
Encrypted votes are processed in a verifiable manner to obtain the tally.

Vote Encryption: We will focus on precinct-based protocols—where the voter
votes from a polling booth, and the cast/audit paradigm proposed by Benaloh
[3]-
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Some protocols use specially-designed paper ballots with the property that
a voter can encrypt her vote simply by filling the ballot, see Figure 1.

1239
1769
Bob
Alice Alice O
Carol

Carol @

Fig. 1. Marked ballots: Left: Prét a Voter Right: Scantegrity I1

For example, Prét a Voter ballots list the candidates in a pseudo-random
permutation on the left side of the ballot. The voter marks her choice on the right
side and then separates the two ballot halves along a central perforation. The
half with the candidate order is shredded and the marked half cast. The serial
number provides the information necessary for the voting system to interpret
the mark, and the position of the mark is the encryption of the vote.

For another example, the Scantegrity Il voter marks ballots that are very
similar to optical scan ballots, with a single important difference. Each oval has
printed on it, in invisible ink, a confirmation number—the encryption corre-
sponding to this vote choice. When voters filled the oval with a special pen, the
confirmation number becomes visible. The same functionality can be achieved
through the use of scratch-off surfaces.

Other protocols like Votebox and simple-verifiable voting rely on encryption
machines in the polling place to perform the encryption.

Once the vote is encrypted, it is cast or audited, see Figure 2. If the encryption
(i.e. the receipt) is audited, the voting system provides a proof that it encrypted
the vote correctly, and the proof is public. The corresponding vote cannot be
cast as the correspondence between the encryption and the vote is now public,
and the vote no longer secret. The voter goes through a fresh encryption process
which will again end in a cast or audit.

Voters take home copies of the final cast encryption as well as voting sys-
tem responses to audits. They may check the presence of these on the election
website, and the correctness proofs of the audited encryptions using software
obtained from any—and, in fact, several-—sources. Thus the voter need not have
access to trusted software in the polling booth. The tally is computed in a verifi-
able manner from the encrypted votes posted on the website. After the election
outcome is announced, the tally computation is publicly audited. Anyone can
write software to check the audits.
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Vote
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If Audit: Randomization Values on public channel

<

Fig. 2. The Benaloh Cast/Audit Paradigm

3 Related Work

A ccessible Interfaces for Voters: The Voting-on-Paper Assistive Device (Vote-
PAD) [1] enables voters with visual or dexterity impairments to complete paper
ballots. The device consists of a plastic ballot-sleeve, tactile indicators and an
audio tape recording, customized for each election and ballot design. Similar
devices, called Tactile Ballots, have been used in elections in Rhode Island [13].
Prime III [12] provides a multimodal interface to a voting machine with a voter-
verifiable video audit trail (VVVAT) that is a video record of all interactions with
the voting machine. A preliminary proposal for accessible audio-based electronic
protocols appears in [11]. These protocols, however, are not practical enough for
use in real elections.

Dispute Resolution: Saltman [21] and Mercuri [19] were among the first to
describe problems with voting systems not following instructions. They demon-
strated these problems in non-cryptographic voting systems. We show, in section
4, that similar (though not identical) problems can persist in cryptographic vot-
ing systems. Kiayias and Yung provide a dispute-free protocol [16] in the clas-
sical cryptographic protocol model (all participants are interactive probabilistic
polynomial time Turing machines) which was followed by proposals for several
dispute-free protocols in the same model. We examine the problems that arise
because voters are not probabilistic polynomial-time Turing machines, as pro-
posed by Adida [2]. Kiisters, Truderung and Vogt provide a rigorous definition
of accountability for voting and other cryptographic protocols [18]. The defini-
tions used is closely related to our notion of dispute resolution. The problems
they identify are not, however, related to the cast/audit paradigm, nor to the
use of paper. We have referred briefly to dispute resolution problems with the
cast/audit paradigm in [9].

Use of Accessible Voting Systems in Real Elections: The protocol we
describe in section 5 is very similar to the STAR-Vote proposal and the version
of Prét a Voter proposed for use in Victoria. Neither proposal describes how
voters commit to casting or auditing ballots. The STAR-Vote proposal does not
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distinguish among spoiled and audited ballots and does not describe how to
resolve disputes regarding whether a ballot was audited or cast. The STAR-Vote
proposal also does not describe if blank paper ballots are available for voters in
case the voting machine does not print the vote as directed.

4 Problems with Dispute Resolution in the Absence of
Paper

We first consider a protocol that does not use paper at all: VoteBox. In this
instance of the cast/audit paradigm (see figure 3), the voter enters a vote into
a voting machine, which provides an encryption of the vote; this encryption is
immediately published on the bulletin board. The voter then chooses whether
to cast the ballot or audit it. If she chooses to audit it, the machine publishes
(or provides) the randomization used in the encryption. If she chooses to cast
it, the encrypted value is published among cast ballots. All communication is
electronic.

______________________ _>
Voter . Voting System
P Receipt
h 139578
Cast or Audit
______________________ _>

If Audit: Randomization Values on public channel

<

Fig. 3. The channel from voter to voting system is electronic. A dashed line shows in-
teractions that are not verifiable by a third party and hence result in dispute resolution
weaknesses.

We consider two problems with VoteBox because the machine may deviate
from protocol and not follow the voter’s instructions.

The voter provides two sets of instructions: the vote and whether to cast or
audit. We consider each separately below.

1. Machine encrypts a vote other than that cast: The voter is able to
detect the deviation on audit. Hence, if the machine changes a large enough
number of votes in this manner, the probability of at least one voter detecting
this on audit is large. However, the protocol does not enable the voter to
prove such deviation. The channel from voter to voting machine is electronic
and there is no record—other than that held by the voting machine—of
the voter’s command. Hence a third party would not be able to determine
whether the voter or the voting machine was lying.
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2. Machine does not follow cast/audit instruction: The voter is always
able to detect the deviation. However, as above, the voter is not able to prove
the deviation to a third party.

The reason the above deviations cannot be proven to a third party is that—in
both instances—there is no record of the voter’s instruction, see figure 3. The
fact that the dispute cannot be resolved is an important problem. In particular,
the general public cannot distinguish between (a) an incorrect election outcome
and (b) a group of dishonest voters calling an honest election into question.

It has been proposed that other approaches—such as auditing a machine
in public during the election—may be used to determine whether a machine is
truly behaving honestly. However, as with parallel testing, such approaches are
vulnerable to “cryptic knocks”. An insider present at the polling location might
easily warn the voting machine through a side channel that it is being audited.
The channel may be implemented in various ways, including a modified election
console which can send to the booth a packet that satisfies a predefined prop-
erty. The channel can also be implemented using different machines working in
the same sub-network (i.e. ARP packets) or by equipping the booth with an
additional network (3G/WiFi/...) connection. In fact, such an attack is far sim-
pler than the many fairly complex attacks against non-cryptographic systems
described in the secure voting systems literature. Source code analysis does not
help since the malicious code can be injected at the hardware level (eg. Rak-
shasa [5]).

We now consider the original version of the simple verifiable voting approach.
It proposes that the vote encryption may be provided to the voter on paper (the
receipt in figure 3 is provided on paper). The voter may then take the paper to
another device to cast or audit it. Here too the two instructions from the voter—
the vote and the cast/audit command—are communicated to an electronic device
using an electronic interface, where the electronic device holds all records of the
commands. Again, disputes between the machine and the voter such as those
described above are not resolvable by a third party.

As mentioned earlier, Saltman and Mercuri both pointed out similar prob-
lems with fully-electronic non-cryptographic voting systems: the machine need
not follow voter instructions. There is a major difference between the (fully-
electronic) cryptographic and non-cryptographic voting systems, however: using
the cryptographic voting system, a voter can catch a cheating system, even if he
or she cannot prove this to others. In the non-cryptographic voting system, the
voter does not know whether the system followed instructions.

The ability of the machine to ignore instructions (without the voter being
able to prove this) can be used in multiple ways to change the election outcome.
First, the machine can encrypt votes for a particular candidate. Second, it can
choose to always encrypt the correct vote, audit it on occasion (ignoring whether
the voter wanted to cast or audit) and then immediately cast one of its own choice
(claiming the voter audited and then entered a vote and chose to cast it). Third,
it may claim a vote was audited after a voter thought he or she had cast it.
There would be many other combinations.
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Note that the weaknesses we demonstrate are not weaknesses of the cast/audit
approach which greatly simplifies the user experience. These are weaknesses re-
sulting from the type of channel used for communication.

5 Audiotegrity

We describe only the front end of Audiotegrity, designed around the cast/audit
paradigm. The back-end corresponds to the voting system used—in our case,
Scantegrity II. The voter enters her votes on an electronic interface that produces
a printed marked ballot and cryptographic receipt, face down. Before the voter
can look at the ballot (which, in the Scantegrity I case contains the receipt value
in the form of confirmation numbers), she must declare publicly, at the polling
site, whether she wishes to cast or audit the ballot. This is to prevent coercion
attacks, such as described in [15]. She may then check that the ballot is marked
correctly and make a copy to take home if it is an audited ballot, or else cast it
at the scanner.

We first describe the aspects of Scantegrity II relevant to Audiotegrity, and
then describe Audiotegrity in more detail.

5.1 Scantegrity

The Scantegrity confirmation numbers are chosen—pseudo-randomly per ballot
and per candidate—Dby the voting system before the election. Also before the
election, the voting system publishes commitments to (a) the correspondence
between candidates and confirmation numbers for each ballot and (b) the sorted
list of confirmation numbers by ballot number. Voters do not need to know this
information to cast a valid vote.

Voters who manually fill out paper Scantegrity ballots also fill out the con-
firmation card manually if they wish to check the numbers later, writing down
confirmation numbers they see. There is nothing special about the confirmation
card, which is simply provided as an aid to the voter; the voter may note these
numbers on any paper or memorize if they can and wish to do so. Those who
do not wish to check later may ignore the confirmation numbers.

Immediately after the election, the system publishes the following on the
election website:

1. all voted ballot IDs and corresponding voted confirmation numbers (without
corresponding candidates);

2. all audited ballot IDs with the correspondence between candidates and con-
firmation numbers;

3. the tally and that part of the digital audit trail required for tally-correctness
audits.

The voter may check the confirmation numbers on her receipt and any copies
of audited ballots with those on the election website. Note that a voter who
does not care to verify may simply ignore this step. If a voter finds that her
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confirmation number is not correctly displayed on the website, she may file a
dispute, declaring the number she claims should be on the website instead. The
Scantegrity scanner may be programmed to reject overvoted ballots, so that a
voted ballot may not be later over-voted by an insider with access to the ballots.
(This was not implemented for the election and can result in a dispute resolution
problem, but is not a problem with the protocol).

After the period for filing disputes is over (generally a few days after the
election), the voting system publishes all voted ballot IDs and the corresponding
sorted list of all confirmation numbers. It also provides the information neces-
sary to check the commitments to these values. All disputes by voters may be
checked against this information. If, while filing the dispute, the voter provided
a confirmation number that is on the list of confirmation numbers committed
to for the ballot, but was not listed as a voted confirmation number, it is very
likely that the voter was correct. This is because the probability that the voter
would correctly guess a voted confirmation number is low. On the other hand,
if the number provided by the voter is not on the list of numbers committed to
by the voting system, it is unlikely that the voter is correct if ballot audits do
not detect problems. Thus dispute resolution in Scantegrity, unlike that in Prét
a Voter), does not depend on digital signatures or an authenticated receipt. The
receipt is not what the voter has, but what the voter knows. The purpose of a
digital signature is served by the fact that the confirmation numbers on a single
contest consist of a very small set of all possible confirmation numbers.

While dispute resolution in Scantegrity is probabilistic and depends on a
large-enough number of ballot audits, the dispute resolution problems we identify
in section 4 are not resolved by a large-enough number of audits unless we
make different assumptions, such as a large enough number of honest voters (an
assumption not required by paper ballot systems Scantegrity and Prét & Voter).

5.2 Audiotegrity

The station has a privacy screen and is not visible from the voting floor. The
printer attached to the station is preferably visible to the public and to poll
workers, just as the scanner is (it can be outside the privacy-screened area, for
example, or the privacy-screened area may be designed so that the voter may
vote privately while the printer is visible).

The ballot and confirmation card are of distinct sizes so that it is easy to
know the difference by touch and/or sight.

An audio record of the confirmation numbers would be useful (we currently
do not provide this). We attempted to match the colors of the marked ovals and
the confirmation codes on both types of ballots—the Scantegrity ballots marked
manually by voters and the Audiotegrity machine-marked ballots—so that they
would be difficult to distinguish on casual, distant examination.

Figure 4 provides a summary of Audiotegrity as a cast/audit protocol, and
figure 5 an illustration of the voting process. We follow this with a more detailed
description of the protocol.
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Voter Commitment to Ballot and Receipt Voting System

Cast or Audit (Public Channel)

Ll

If Audit: Randomization Values on public channel

Fig. 4. A summary of the Audiotegrity voting protocol. A dashed line shows interac-
tions that are not verifiable by a third party and hence result in dispute resolution
weaknesses.
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Fig. 5. The Audiotegrity Voting Protocol
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Audiotegrity Ballot Casting Protocol

1.

8.

Voter is Authenticated: The voter is authenticated for voting by the physical

process used by the jurisdiction.

Voter Arrives at Station: The voter is escorted to the station. The voter is

assisted in putting on a headset. The location of the keypad designated for

input and the printer that will output the ballot is described to the voter, and
the voter’s Ward number is input to the voting machine.

Set Preferences: The voter sets her preferences for audio speed and volume

(and optionally for text size).

Make Selections: The voter makes selections. She can record a speak-in choice,

which is later interpreted by election officials (write-in votes on Scantegrity

ballots are also interpreted by election officials).

Confirm Selections: The voter confirms her selections.

Ballot Printed: The voting station prints out face-down:

— ballot an appropriately-marked Scantegrity ballot with Scantegrity confir-
mation numbers printed in the ovals next to the chosen candidate(s).

— confirmation card a Scantegrity confirmation card which lists the ballot
ID and the confirmation numbers for each choice. The voter takes the
card home with her; the confirmation numbers reveal nothing about the
vote.

Cast or Audit: Before the voter leaves the station, touches the ballot or identi-

fies any information on it, the voter decides whether to cast or audit the ballot

and publicly informs a poll worker of her decision. (Note that if the voter de-
cides to cast or audit her ballot after seeing the confirmation numbers, the

protocol is vulnerable to the coercion attack of [15].)

If the ballot is:

cast it is treated the same as any other ballot:

(a) the voter looks at it and checks that it is correctly marked,

(b) the voter checks that the confirmation card lists the correct confir-
mation numbers or makes a separate note if she desires,

(c) the voter is then directed to the scanner where the ballot is cast and
scanned in.

The voter with visual disability is protected by other voters using the

same station and detecting printing errors.

The sighted voter may notice that the ballot is not marked correctly. In

the event that this happens, the voter may choose to spoil the ballot and

restart the voting process from the head of the line. Spoiled ballots are

not treated the same as audited ballots. As with the Scantegrity voting

system, spoiled ballots are not revisited.

audited an election official helps the voter make a copy of the ballot (with

confirmation numbers) to take home with her and sets up the machine so
she may vote again.
Both the original audited ballot and the copy bear signatures of both: the
voter and the election official. The voter cannot cast an audited ballot be-
cause the correspondence between confirmation numbers and candidates
is made public in an audited ballot.

Voter Leaves: The voter leaves, with a ballot receipt corresponding to her

single cast ballot and any ballot copies of audited ballots.
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5.3 Properties

Note that if the system provides wrong confirmation numbers for the voter’s
choice of candidate, it is caught during an audit. The voter can prove that the
system provided the wrong confirmation number, because her vote is marked on
the ballot. If the voting system posts a number online that the voter claims is
incorrect, this can be resolved as with Scantegrity, described in section 5.1.

The voting system can mark the wrong candidate on the ballot. This will
be detected every time a ballot is marked incorrectly and not only during an
audit; however, the voter will not be able to prove that the machine marked the
wrong candidate. This is because the channel between the voter and the voting
machine is electronic, and all records are held by the voting machine. The voter
may spoil the incorrectly-marked ballot and vote again. Because information on
spoiled ballots is not made public, this does not introduce a coercion threat.

The proof of incorrect printing is not transferable, and each voter must con-
vince his or herself that the printer is printing correctly. This aspect can, however,
be checked without special effort by sighted voters. Voters with visual disability
can avail of independent verification provided at the polling place (as defined
by the Voluntary Voting Systems Guidelines 1.1 [22, section 7.8]). (We were not
able to provide this for the 2011 election). However, because the independent
verification is not guaranteed to be independent, voters with visual disability
also rely on others using the same stations, and on the system itself not be-
ing able to tell the difference between voters. Because personal electronic ballot
readers would know the correspondence between vote and confirmation number,
voters cannot use these to read unaudited ballots. It would be difficult to moni-
tor and enforce the use of personal readers only on audited ballots. When there
is no complaint of incorrect printing, voters with visual disability can rely on
the printers printing correctly.

The Audiotegrity audit checks only a single correspondence between candi-
date and confirmation number for each choice, unlike the Scantegrity II audit
which checks all confirmation numbers on the ballot. This does not appear to
result in any coercion or integrity related problems.

The machine knows the codes for all Audiotegrity ballots, and no others. Its
knowledge of codes is no different from that of the printer for Prét a Voter or
Scantegrity 1T

Finally, unlike fully-electronic protocols, this protocol is not “fully-accessible”.
A voter might need assistance to take the filled-in ballot to the scanner.

6 Comparison of Protocol Properties

We now provide a comparison of the properties of Scantegrity II, Audiotegrity,
simple verifiable voting and voting by DRE.

Suppose a cheating Scantegrity II voting system provides incorrect confir-
mation numbers. This is caught through a ballot audit, and there is never an
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unresolved dispute that it is cheating in this manner. That is, the proof of cheat-
ing is transferable to another voter, and one voter checking helps other voters
too.

A cheating Audiotegrity voting system can:

(a) mark the wrong oval (with the confirmation number corresponding to this
oval; that is, cast a valid vote for a candidate other than the voter’s choice). This
is caught without an audit — i.e. it is almost always caught. However, a dispute
cannot be resolved and proof of it cheating in this manner is not transferable.
Because a voter catches the cheating, she can vote again, including with a paper
ballot. This is an unresolved issue for voters with visual disability (in any voting
system, to our knowledge).

(b) mark the correct oval with the wrong confirmation number. This is caught in
the manner of Scantegrity II, and the dispute is resolvable. The proof of cheating
is transferable.

A cheating system based on simple verifiable voting can

(a) print a valid encryption of an incorrect vote, in the manner of the first Au-
diotegrity attack (a). The system is detected to be cheating by the voter only
on audit. A dispute between voter and system—each claiming to be correct—is
not resolvable and the proof is not transferable. Repeated instances can prevent
a voter from voting. While many complaining voters can draw attention to this
problem, the absence of paper ballots means there is no other way to vote. Ad-
ditionally, a small group of voters can call an honest election into unresolvable
dispute. Finally, this is detected by the voter only on audit, so many valid in-
correct votes may be cast.

(b) print an invalid encryption, similar to the second Audiotegrity attack (b).
This is caught on audit and the dispute is resolvable.

A cheating DRE need not reveal it is cheating, and hence will not be caught
cheating as it provides no information about the election.

Voting systems that maintain paper trails such as Scantegrity 1T and STAR-
Vote are vulnerable to coercion from insiders with access to the paper trail, as
a voter’s ballot ID reveals her entire vote.A level of indirection can be provided
through distinct serial numbers and online verification numbers (with a corre-
spondence protected by a shared secret), with the latter being torn off before
the ballot is cast (this, again provides a usability challenge) such as described
for Scantegrity IT [8]. Prét & Voter, where one half of the ballot is destroyed
after the ballot is marked, does not maintain a paper trail. However, the printer
that prints Prét a Voter ballots before the election, or the machine that prints a
marked ballot in the proposed solution for elections in Victoria, does know the
vote too. Perhaps Prét & Voter ballots can be printed using the independent-
ballot-sheet approach of Punchscan [14]. Clearly, voting systems that do not
maintain paper trails cannot carry out statistical manual audits through hand
counting of paper ballots.
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7 Audiotegrity in Takoma Park

The City of Takoma Park neighbors the city of Washington DC and has a pop-
ulation of about 17,000 with about 10,000 registered voters. The turnout in
municipal elections is about 15-25%. In municipal elections, the city elects a
mayor and six council members and ballots can also list referendums. Each con-
test has a write-in option. Takoma Park uses instant-runoff voting, and voters
may rank candidates. Ballots are in English and Spanish. There was a single
precinct for the 2011 election.

Both city officials and the voting population had experience with crypto-
graphic voting systems as the city had used Scantegrity II in their 2009 mu-
nicipal election [7]. Election officials wished to use Scantegrity II in 2011 too,
but also wished to provide a more accessible alternative. In previous municipal
elections that used optical scan technology (including the 2009 election) voters
with difficulties handling paper ballots had voted with assistance. We began the
design of the system in early 2011, when approached by the Board, and pro-
vided demonstrations of prototypes in a couple of election board meetings in the
first half of 2011. We received no compensation from Takoma Park for its use of
Audiotegrity.

The city of Takoma Park held an open test of Audiotegrity on June 8, 2011
in the Takoma Park Community Center. The test was publicized in the local
news media and election officials sent announcements to various special-interest
listservs. The test was not restricted to Takoma Park residents, and all who were
interested were allowed to test the system. About 25-30 individuals tested the
system and about 24 individuals filled out a survey. The purpose of the survey
was not usability research, but to obtain feedback on the system in an informal
manner, and to make potential users of the interface aware that Takoma Park
might choose to use it in the election. A remote voting system was tested at the
same time and place. Because we collected the data informally and interacted
considerably with participants while they were testing the system, and the num-
ber of participants was very small, we do not present the data from our surveys.
To obtain a qualitative, independent, albeit brief, assessment of the test, the
reader may refer to a blog article [17, last paragraph].

We made some changes based on the criticisms and concerns of some par-
ticipants: we provided variable speed and volume for the audio and obtained a
professional recording for the real election. We also changed the instructions to
make them more understandable.

The Audiotegrity system was deployed on November 8, 2011, as an accessible
interface to be used alongside Scantegrity II. The protocol used in Takoma Park
was different from that described in section 5.2 in a few aspects. No public
declaration was required to cast or audit, and the ability to audit the ballot
was not publicized widely. This was to simplify the process for the first use
of the system. We chose to give audio confirmation codes to the voter before
the printing began. Again, this was a consequence of the fact that we were not
planning on many voter audits in this election and we wanted to provide voters
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with visual disability some of the information that sighted voters got. A better
way to do this would be to provide digital media with confirmation codes on it.

Audiotegrity was used to cast a few votes including by poll workers and audi-
tors. Audits were made on the system by the election auditor, Neal McBurnett.
This election marks one of the first times (if not the first) where the voting
system design did not prevent a voter with visual disability from independently
casting an E2E ballot in a secret ballot precinct-based public election.

We are not able to provide information on how Audiotegrity votes were au-
dited. We consciously do not keep information on Audiotegrity ballot IDs after
the election, in order to reduce the ability to distinguish between Audiotegrity
and Scantegrity ballots.

At the election certification meeting, Audiotegrity was called out as a valuable
contribution by the chair of the board of elections and a council member.

8 Conclusions

In conclusion, what appear to be small details play an important role in pro-
tocol security. Cryptographic protocols assume secure authenticated channels
between probabilistic-polynomial-time Turing machine participants. Real elec-
tions involve human voters who cannot compute signatures or commitments.
Paper plays a role in providing authenticated communication between the voter
and the untrusted voting machine. Additional, small changes in procedures can
make a difference to security properties. We designed Audiotegrity with these
issues in mind. It was used by the City of Takoma Park in its 2011 city election.
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Abstract. In order for voters to verify their votes, they have to carry
out additional steps besides selecting a candidate and submitting their
vote. In previous work, voters have been found to be confused about the
concept of and motivation for verifiability in electronic voting when con-
fronted with it. In order to better communicate verifiability to voters, we
identify mental models of verifiability in voting using a questionnaire dis-
tributed online in Germany. The identified mental models are, Trusting,
No Knowledge, Observer, Personal Involvement and Matching models.
Within the same survey, we identify terms that can be used in place of
‘verify’ as well as security-relevant metaphors known to the voters that
can be used to communicate verifiability.

Keywords: Mental Models, Verifiability, Internet Voting, Voting

1 Introduction

Internet voting continues to generate great interest, with a recent survey in Ger-
many [1] finding that more than 50% of eligible voters would cast their vote over
the Internet for federal elections. Despite this interest, security experts have ex-
pressed concern over the integrity of Internet voting, for example Simons and
Jones [2]. Verifiability offers some assurance of the integrity of votes cast in
an election - both in traditional as well as in Internet-based elections. Voters
however, have to carry out additional steps to verify the integrity of their indi-
vidual votes (and if they are interested, all votes) cast in an election. While in
traditional paper-based elections voters are not confronted with verifying (e.g.
assuming that poll workers do not ask voters to remain behind to verify that
votes are properly tallied), they are in Internet based elections: In the vote cast-
ing interface, there might be a button to click on to verify, a link to the bulletin
board, or voters get a receipt to verify later on.

Sherman et al. [3] and Volk et al. [4] found that voters are confused about the
concept of and motivation for verifiability. Similarly, Schneider et al. [5] report
that voters expressed confusion over use of the term ‘receipt’. This confusion
and lack of understanding and motivation in voters shows the need to investi-
gate mental models of verifiability in voting to base future communication of
verifiability on these models. It also shows the need to use a different term or
phrase for ‘verifying’. In this work we seek to identify mental models of and
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terms for verifiability. We define mental models as ‘voters’ knowledge, beliefs
and attitudes of verifiability as they cast votes in postal voting and paper-based
voting at the polling station’. We use a questionnaire distributed online.

The mental models are identified as Trusting, No Knowledge', Observer, Per-
sonal Involvement and Matching models. The most appropriate term identified
is check. While we concentrate in this work on Internet-based verifiable voting
systems, our findings are relevant to verifiable e-voting systems in general, as
the mental models identified are based on traditional voting systems.

The remainder of this paper is structured as follows: we give background
information in Section 2 on verifiability and voting procedures in Germany, fol-
lowed by a discussion of related work in usable verifiable electronic voting in
Section 3. We present the methodology of our study in Section 4, the results in
Section 5, and discuss the implications of our findings and future work in Section
6.

2 Background

Background information is provided on the verifiability definitions, and the vot-
ing processes in Germany are introduced briefly as the questionnaire was dis-
tributed to German citizens.

Verifiability definitions. Verifiability addresses the following three aspects: Cast
as intended - the voter can verify that his vote has been cast as he intended;
Stored as cast - the voter can verify that his vote is stored for tabulation as he
cast it; and Tallied as stored - anybody can verify that all votes have been tallied
as they were stored?.

Voting processes in Germany. In Germany, voters can cast paper votes at the
polling station, or register for absentee voting and use postal voting. Postal vot-
ing has been provided in Germany since 1956 to cater for voters who for one
reason or another cannot cast their vote in person at a polling station [7]. Fur-
thermore, postal voting has continued to experience increasing use, with 21.4%
of voters using postal voting for the 2009 federal elections [7]. Another special
provision for German elections is that ordinary voters and interested parties are
allowed to remain at the polling station, including the location where postal
votes are stored and tallied, to observe election processes during set up, voting
and the tallying of votes, as long as they do not disrupt the proceedings [8].

! By no knowledge, we refer to participants who were uncertain how to verify votes in
postal voting, and paper voting, despite the fact that voters are allowed to observe
voting processes in Germany.

2 While these are the definitions selected for this work, other definitions of verifiability
exist in the literature, for example [6].
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3 Related Work

Different techniques have been applied to identify mental models in voting.
Schneider et al. [5] carried out a series of focus group sessions to evaluate, among
other issues, voters’ understanding of security mechanisms in an early version of
Prét & Voter. Storer et al. [9] also interacted with participants in focus groups
and additionally used videotaped scenarios to study voters’ attitudes towards a
pollsterless remote voting system. Campbell and Byrne [10] investigated voters’
mental model of straight party voting using an online survey, while Yao and
Murphy [11], used a paper-based survey to evaluate voters’ perceptions of, and
their intention to use, telephone and web-based interfaces of remote electronic
voting systems.

Since few studies have been carried out to specifically investigate voters’
mental models in voting, we also considered literature in the field of computer
security. Raja et al. [12] carried out a lab study of Vista Basic firewall, and
a firewall prototype that included contextual information of the current and
future network states. Almuhimedi et al. [13] used a survey and a lab study in
web certificate management.

Using semi-structured interviews, Raja et al. [14] explored participants’ knowl-
edge, requirements, perceptions and misconceptions about personal firewalls.
Friedman et al. [15] tested users’ conceptions of web security using semi-structured
interviews that included a drawing task. Ho et al. [16] interviewed caretakers
of wireless home computer networks to understand how they deployed and se-
cured the networks. Wash [17] conducted interviews to understand users’ folk
models of attackers and security technologies. Dourish et al. [18] carried out
semi-structured interviews to identify people’s perceptions of security.

Mental models of computer security [19] and privacy and security [20] were
identified from literature and tested in a two-card sorting experiment [21], [22],
[23] involving experts and non-experts. Bravo-Lillo et al. [24] used scenarios in
open-ended interviews to evaluate mental models of computer security warnings.

We see a variety of approaches used to identify mental models in voting
and in computer security. In this study, we distributed a questionnaire online to
participants, integrating scenario diagrams to elicit terms for verifiability.

4 Methodology

The research questions and study instruments, participant recruitment, data
analysis, and ethical considerations for the study, are described in this section.
All study materials were written in English and translated into German. The
data collected was translated into English for analysis and reporting. The trans-
lations were verified for accuracy by the authors. Additionally, the data collected
on terms for verifiability was analyzed in German since future work will investi-
gate their use in Germany.
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4.1 Research Questions and Study Instruments

The research question is: What mental models do participants have of verifiabil-
ity in postal voting and paper voting at the polling station? This was explored
by asking participants the following questions addressing different aspects of
verifiability:

— how they could tell that their individual postal vote was not modified or
removed on its way to the town hall and into the ballot box (Q1pestar)-

— how they could tell that their postal or paper vote was not modified or
removed from the ballot box, (Q2postar) and (Q2paper)-

— how they could tell that their postal or paper vote was included in the final

tally, (Q3postar) and (Q3paper)-
— how they could tell that all postal or paper votes were included in the final

tauy7 (Q4postal) and (Q4paper)-

These questions were derived from the stored as cast and tallied as stored
verifiability definitions. Note the problem with the first verifiability step: cast
as intended, i.e. making sure that the vote is not modified before being sent
is not a concern in paper-based elections and thus is not addressed here. The
questionnaire is shown in Table 5 in the Appendix. Participants first answered
demographic questions which acted as screening questions to allow exclusion of
data from participants who did not meet the requirements (see Subsection 4.2).
Scenario diagrams, shown in Figures 1 to 6, were developed by a professional
graphic designer and used to obtain terms for verifiability.

4.2 Participant Recruitment

Participants were recruited to form a convenience sample [25]. We did not seek
participants representative of the German population, rather we aimed to carry
out an exploratory study to identify research questions for further investigation
on mental models of verifiability. We therefore do not generalize our findings to
the entire population. Invitation emails were first sent to an initial pool of partici-
pants known to the authors, then a second email, containing a URL and password
to access the questionnaire, was sent to those participants who expressed inter-
est in the study. This approach has been shown to improve response rates [26].
These participants were requested to forward the email to other persons whom
they thought would be interested in participating, in a snowballing technique
[27]. Participants represented different age groups and professional backgrounds
including retired workers. Eligible participants were German citizens, used the
Internet, and were over the age of 18 (in order to be eligible to vote in elections).
Participants were not offered compensation, instead we asked those interested to
provide their email addresses® to receive information on the results of the survey
[28].

Out of 55 participants who filled out the questionnaire online, 11 did not
complete it. We therefore consider data from 44 participants. There were 31

3 Participants’ email addresses were not linked to their responses.
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male and 13 female respondents. Ten participants had been educated up to
high school level, and 34 had university education. Forty participants reported
using the Internet everyday, while four used it every two to three days. Data on
participants’ age ranges and level of computer proficiency (measured by asking
participants whether they install computer programs on their computers) are
shown in Table 1 and Table 2, respectively.

Age Number Computer Proficiency Number
19 - 34 16 Install on their own 20
35 - 44 9 Need help to install 10
45 - 54 8 Others ask them for help 13
55 - 64 8 Do not install 1
65+ 3
Table 1: Demographic Data — Table 2: Demographic Data —
Age Computer Proficiency

4.3 Data Analysis

Responses were analyzed using content analysis and open coding [29]. In con-
tent analysis, participants’ responses are analyzed and categorized using ex-
plicit rules. Open coding was used in order to obtain emerging themes from par-
ticipants’ responses, rather than beginning the data analysis with pre-selected
themes. If one participant mentioned several concepts, each was coded under an
appropriate theme. We used spreadsheets to assign the different concepts and
themes to each question. For example, a response such as No knowledge, only
trust in requlated procedures and sanctions and mutual control during the count
by the people present, as well as to this day minor known cases of abuse was
identified to have the following relevant concepts: No Knowledge, Trust in pro-
cesses, and Observers present. These concepts were grouped into themes, which
form the mental models. One participant could have expressed several concepts
that would be classified under different mental models. The concepts identified in
this example were then categorized under No Knowledge, Trusting and Observer
models.

Two researchers independently reviewed a subset of the data and identified
concepts and emerging themes from participants’ responses. A Cohen’s Kappa
of 0.65 was obtained. Any value above 0.60 indicates acceptable inter-rater re-
liability [29]. The remaining responses were then analyzed. In coding the data,
one question was analyzed in its entirety before researchers moved on to analyze
the next question. This process was repeated until all participants’ responses to
all questions had been analyzed, and emerging themes identified.

We analyzed participants’ responses based on the meaning of phrases and the
response as a whole, first identifying concepts and themes and then the mental
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models. We observed that two themes, specifically, trusting and no knowledge,
were identified in participants’ responses to (Qlposter). The remaining themes
were identified while analyzing responses from (Q2postai) t0 (Q4postar) and from
(Q2paper) t0 (Q4paper). Concepts within the themes primarily remained the same
for the different questions, though there was a slight change, reflecting the dif-
fering situations presented in the questions, that is, moving from vote storage to
tallying of votes. As such, it is likely that theoretical saturation [30] was attained
at this point and unlikely that introducing more participants would reveal any
new themes.

4.4 Ethical Considerations

Ethical requirements for research involving human participants are provided
by an ethics commission at the university?. The relevant ethical requirements
regarding participant consent and data privacy were met. Participants were first
informed about the purpose of the study, after which they could decide whether
or not to proceed to the questionnaire. They were informed that the purpose of
the study was to better understand preferences for Internet voting based on use
of traditional voting systems, to avoid causing bias by referring to integrity in
voting or verifiability. In order to meet the data privacy requirement, a privacy
statement was provided on the questionnaire, assuring participants that their
data would only be collected for research purposes, their identity would not be
linked to their responses, and their data would not be passed on to third parties.
Furthermore, participants’ data was only handled by researchers involved in the
project.

5 Results

We present the results of this work, first discussing the different mental models
of verifiability in voting that have been identified, and metaphors and terms that
can be used in reference to verifiability processes.

5.1 Mental Models

A number of mental models were identified from participants’ responses. Specif-
ically, Trusting, No Knowledge, Observer, Personal Involvement, and Matching
models were identified. Examples of the concepts identified and accompanying
mental models are shown in Table 4 in the Appendix. As mentioned above,
themes overlapped with respect to the concepts, for instance, for the Trusting
and Observer models, in the case where participants trust that observers will
notice manipulations.

We first discuss each of the mental models and then propose metaphors and
terms participants used while answering the questions and which might be used

4 http://www.intern.tu-darmstadt.de/gremien /ethikkommisson/index.en.jsp
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to improve the communication of verifiability. The mental models are reported
in this section based on the number of concepts identified; those with a high
number of concepts are listed first.

Trusting Model: Participants’ responses indicated that they had blind trust,
trust in persons, or trust in processes for integrity of their individual votes and
all votes cast in an election. Another new concept was trust (no option), with the
participant stating ‘I have to trust in it’. As participants moved from question
Q1y0star to question Q4postar, new concepts emerged such as: trust in observers
in Q2postal, trust the count in Q3postal, and trust in the public count of votes
in Q4postal, as an example, one participant stated ‘... one also has to trust
in the count’. The concept of the envelope used in postal voting being sealed
was observed, with a participant stating ’...I trust that the sealed envelope is
only opened to count my vote’. Similarly, new concepts were observed across the
responses in Q2pqper through to Q4p4per, for example, trust in the public count
of votes.

No Knowledge Model: Participants’ responses indicated they were either
not sure how to ascertain the integrity of their individual vote and other voters’
votes, or they considered that there was no way for this to be done. Participants
stated, for example, ‘I don’t know’, ‘You can never know’, and ‘Not at all’. We
also noted that many concepts in this model were linked to other concepts from
different mental models, for example, one participant responded ‘I don’t know,
I trust’, and another, ‘I don’t know; I trust that the procedure of the election is
properly monitored’.

Observer Model: Participants referred mostly to observers being present dur-
ing the vote casting process and the tallying of votes. One participant referred
to the presence of observers which assured him of the integrity of his individ-
ual vote in Q1postar and a few referred to the presence of observers in Q2p0sta1
to Q4postal- As an example, one participant said ‘Therefore election observers
are permitted...’, in response to Q3postql- In paper voting, participants expressed
assurance of how their vote was handled because observers were present. Since
different election workers were present and likely to have different party affilia-
tions, participants also considered them as playing a role in ensuring the integrity
of the voting process. Additionally, participants referred to election workers ob-
serving each other, and the results being verified by several people. The election
workers were referred to more times in response to Q2pqper 10 Q@4paper, Which
could be because participants interact with them more during the voting pro-
cess, in comparison to postal voting, where voters might never interact with the
election workers in person.

Additionally, participants were assured of the integrity of their votes and
all votes since they were counted in public. Relevant concepts were observed
in Q3postar and Q4postqr With one participant indicating ‘Due to the fact that
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the count is done in public...”. Relevant concepts were identified from Q2p4per
to Q4paper- In the responses given, participants did not specify how the public
count could ensure the integrity of individual votes and all votes.

Personal Involvement Model: Participants made reference to being person-
ally involved in the tallying process by observing the tallying of votes in person
(Q4postar) With this participant stating ‘I can watch the count of the absentee
votes...”. Other concepts were submitting the vote personally (Q2paper), 0bserving
in person (Q3paper) and participating in the public count (Q4paper)-

Matching Model: Participants responses made reference to checking that the
final results matched the observed results (Q4posiar) and that the number of votes
matched the number of participating voters(Q2paper)-

5.2 Further Results

We identified a number of metaphors from participants’ responses, which can be
tailored to communicate verifiability. Furthermore, terms that participants use
to describe verifiability are reported.

Metaphors: A number of metaphors were identified from participants’ re-
sponses. The ballot box was referred to as being sealed (in both postal voting
and paper voting), and physically protected (in postal voting). The envelope be-
ing sealed gave assurance to one participant that any tampering with his postal
vote would be detected ‘...because the envelope would have to be opened and the
vote then becomes invalid’ (Q2postal)-

Terms For Verifiability: Terms were obtained from participants’ responses to
describe the action of the man in black (Figures 1 to 6). These and accompanying
English translations are shown in Table 3. Some participants used multiple terms
to describe the action. Responses that only appeared once are grouped together
under ‘Other’.

English translation|German term|Count
To observe beobachten 18

To check kontrollieren 10

To verify iiberpriifen 6

To monitor iiberwachen 5
Other 11

Table 3: Terms for Verifiability
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6 Discussion

User studies of voters’ interaction with verifiable voting systems, for example
in [3] and [31], show that voters are confused about the concept of verifiability.
In this work, we have identified the mental models of verifiability of German
voters to gain insights on how to improve voters’ understanding of verifiabil-
ity. Specifically, we have identified Trusting, No Knowledge, Observer, Personal
involvement, and Matching mental models.

Our results indicate that there are gaps in voters’ knowledge, beliefs and
attitudes towards verifiability in voting as more concepts were identified for the
Trusting and No Knowledge mental models. These gaps need to be closed by
communicating verifiability. One approach could be to inform voters that the
trust-inducing elements present in traditional (paper-based) voting systems, for
example, observers, are not the same in Internet voting. The argument could
then follow that voters need to personally act as observers, or that they need to
carry out extra steps.

Our findings on the mental models can be employed to improve user inter-
faces for verifiable voting. While one option would be to first identify voters’
mental models and then communicate verifiability according to the model(s)
that voters have, legal requirements are that all voters receive the same informa-
tion. Correspondingly, in future work, we will investigate designing an interface
that is adequate for several — ideally all — identified mental models. Future work
will also consider the effect that this improved communication has on voters
checking their votes.

Moreover, the metaphors and terms for verifiability identified in this work
will be applied in the improved communication. The identified metaphors, sealed
and protected ballot box and sealed envelope, can be exploited to communicate
individual verifiability. One option could be in providing a contrast, for example,
informing voters that while these aspects are present in postal voting and paper-
based voting at the polling station, they are not available in Internet voting, thus
prompting the voter to participate in verifiability processes.

Similarly, further research will utilize the German terms that participants
used to refer to verifying. While ‘observe’ is the highest ranking term, we consider
that the term ‘check’ offers more options for use in communicating verifiability to
voters. Some sample phrases are ‘check the vote preparation process’, and ‘check
the correctness of the counting process’. The appropriateness of these and other
phrases will be evaluated in future work.

Since this study targeted German voters, it would be of interest to identify
and compare additional mental models in other cultures, as well as to conduct
additional quantitative work to determine each mental model’s prevalence.
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A Relevant Study Data

Mental Model

Sample of Concepts in Model

Trusting

No Knowledge

Matching

Observer

Trust(Blind)
Trust(Processes)
Trust(Employees)
Trust(Postal service)
Trust(Sealed envelope)
Trust(Public count of votes)
Trust(Observers)

NN N N S

Don’t know
No way

Published results match observed ones
Number of voters match number of votes

Observers
Different election workers
Public count of votes

Personal Involvement Can observe personally

Table 4: Some Identified Concepts Grouped Under Mental Models
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SECTION QUESTIONS
Please select your age range.
[18 and under, 19 - 34, 35 - 44, 45 - 54, 55 - 64, over 65]
What is your gender?
[Male, Female]
What is your highest level of education?
[High school or less, Some college, Bachelor’s degree, Master’s
degree, PhD]
Demographics How often do you use the Internet?

[Every day, Every two or three days, Once a week, Once every
two weeks, Once a month)]

Which of the following statements is true in most cases?

[I need help to install programs on my computer, I install com-
puter programs on my computer, Other people ask me to help
them install programs on their computers, I do not install pro-
grams on my computer]

Mental Model (Paper Voting)

How can you tell that the paper vote you cast at the polling
station was not modified or removed from the ballot box?

How can you tell that the paper vote you cast at the polling
station was included in the final tally, that is, as it was stored
in the ballot box?

How can you tell that the paper votes cast at the polling stations
are included in the final tally, as they were stored in the ballot
box?

Mental Model (Postal Voting)

How can you tell that your postal vote was not modified or
removed on its way to the town hall and into the ballot box?

How can you tell that your postal vote was not modified or
removed from the ballot box?

How can you tell that your postal vote was included in the final
tally, that is, as it was stored in the ballot box?

How can you tell that all postal votes are included in the final
tally, as they were stored in the ballot box?

Verifiability Terms

Kindly give one word or phrase to describe what the man in
black (in reference to the scenario diagrams) is doing

Table 5: Questions from the Study Questionnaire



Prét a Voter Providing Everlasting Privacy

Denise Demirel!, Maria Henning?, Jeroen van de Graaf®, Peter Y. A. Ryan*,
and Johannes Buchmann?

! Technische Universitit Darmstadt / CASED, Germany
2 Project Group Constitutionally Compatible Technology Design (provet),
Universitat Kassel, Germany
3 Departamento de Ciéncia da Computacio, Universidade Federal de Minas
Gerais,CEP 31270-901, Brazil
4 University of Luxembourg/ Interdisciplinary Centre for Security and Trust,
Luxembourg

Abstract. This paper shows how Prét a Voter can be adjusted in order
to provide everlasting privacy. This is achieved by adapting the bal-
lot generation and anonymisation process, such that only unconditional
hiding commitments and zero knowledge proofs are published for veri-
fication, thus ensuring privacy towards the public. This paper presents
a security analysis carried out in a collaboration between computer sci-
entists and legal researchers. On the technical side it is shown that the
modified Prét a Voter provides verifiability, robustness, and everlasting
privacy towards the public. Everlasting privacy towards the authorities
can be achieved by implementing several organisational measures. A le-
gal evaluation of these measures demonstrates that the level of privacy
achieved would be acceptable under German law.

Keywords: Prét a Voter, everlasting privacy, legal issues, design and
evaluation of e-Voting systems, cryptographic voting schemes

1 Introduction

1.1 Motivation

The principle of secret suffrage is essential for every democratic election. In order
to fulfil this requirement, the privacy of the ballot cast must not only be assured
at the moment of voting but also after the election. It follows that an election
system must provide everlasting privacy, meaning that even a computationally
unbounded attacker cannot violate voter privacy. This is not only of high im-
portance for secret suffrage but also for free suffrage. The casting of votes would
not be free if voters have to fear the disclosure of their vote on the day of the
election or afterwards. Therefore the validity of vote privacy cannot be bounded
to a specific period of time [13].

Computer based voting brings up huge challenges for technology as how to
guarantee the integrity of the result on the one hand, and ballot privacy on the
other. These challenges can be overcome by issuing cryptographically secured
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voting receipts, as given in the voting system of Prét a Voter. Then voters are
able to verify that their vote is recorded as cast and that all votes included
in the input batch of the count are tallied as recorded. However, in order to
provide a private and free election the voters should not be able to generate
a proof for their voting decision using the receipt. Especially with respect to
everlasting privacy this is not ensured by most verifiable voting systems. If the
receipt, for instance, contains the voting decision in encrypted form, an attacker
can determine the voting decision as soon as the underlying cryptosystem has
been broken.

This paper analyses the use of unconditionally hiding commitments, instead
of an encryption scheme in order to guarantee everlasting privacy with the vot-
ing system of Prét a Voter. We chose Prét a Voter because this is one of the
best explored electronic voting systems which provides verifiability on one hand
but a familiar way of paper voting one the other hand. Furthermore, Prét a
Voter is planned to be used in the Victoria State Election in Australia [6,7].
However, since electronic voting systems need to fulfil the election principles,
not only technical but also legal considerations are important. For this reason,
interdisciplinary work is indispensable while looking for electronic voting which
is constitutionally compatible. Therefore, in this paper a technical solution for
Prét a Voter is described and evaluated regarding the properties verifiability, ev-
erlasting privacy, and robustness, followed by a legal evaluation of the provided
level of privacy.

1.2 Related Work

Since its introduction in 2004 [32], Prét & Voter has been continuously developed
and improved. In [31], for instance, Ryan et al. describe the key elements and
compare two approaches that use different cryptographic primitives. In [34] a
threat analysis is carried out and enhancements are proposed and in [42] Xia et
al. show how various election methods can be handled. Furthermore, the authors
of [14] analyse the feasibility of Prét & Voter for German Federal Elections from
a technical and legal point of view. However, despite the numerous publications,
this is the first paper addressing the aspect of everlasting privacy.

In [19], a voting system is proposed merging the Prét & Voter ballot layout
and the PunchScan tallying and auditing process. The votes are encoded using
unconditionally hiding bit commitments providing a simple and everlasting pri-
vate voting scheme. However, due to the PunchScan back end, an audit table is
used instead of a mix-net.

There are other poll-site voting systems where privacy is independent of com-
putational assumptions, for instance, the voting scheme introduced by Moran
and Noar [26] and Bingo Voting [4]. But the first solution is based on direct-
recording electronic voting machines that keep the cast vote secret while the
second one assumes a trusted number generator. Prét a Voter, where the vot-
ers generate an encoded vote by filling out a ballot paper, does not rely on the
security of hardware used in the polling station.
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Paper based poll-site voting systems that do not depend on computational
assumptions regarding privacy are, for instance, ThreeBallot [30], Farnel [3, 2],
and Split-Ballot [27,28]. The privacy of the ThreeBallot voting system can be
violated by a statistical attack [40] and the Farnel voting system enforces a more
complex vote casting procedure. Each time a voter casts a vote in the Farnel box
a receipt is generated by spinning the box and scanning a subset of its content.
Furthermore, the order in which votes are cast determines the probability of each
vote to be handed out as a receipt and be verified by other voters. Using Prét a
Voter each voter verifies his or her own vote and the receipts can be generated
fast by simply printing the scanned information.

Split-Ballot requires that each ballot paper consists of several layers which are
filled out by the voter simultaneously. Two layers are cast and both are needed
to reconstruct the vote. Thus, this scheme also provides everlasting privacy but
requires a more complex ballot layout and vote casting procedure.

Scantegrity [10, 39] uses a commitment scheme and can thus be modified to
provide unconditional privacy. However, verifiability is implemented by confir-
mation codes shown to the voters during the vote casting process. Thus, by
making a photo of the filled ballot while the codes are still visible allows the
voters to generate a proof of their cast vote. Prét a Voter ballots are not unique
because several ballots show the same candidate order and all information that
allows to identify one single ballot paper, like the ID, are hidden under scratch
fields (introduced in [33]). Thus, a photo would prove how the voter filled out a
ballot but not that this ballot has been cast.

How everlasting privacy can be introduced to a voting system by using a
universally verifiable and everlasting private mix-net [5] has been shown for the
online voting system Helios [15]. When using a paper based poll-site voting sys-
tem the mix-net cannot be simply replaced. In this case it needs to be elaborated
how the ballots are generated and printed, and how the votes cast can be de-
coded and counted. Furthermore, the presented Helios voting system provides
only everlasting privacy towards the public while in this paper we also discuss
under which assumptions the privacy can be ensured towards the authorities.

The structure is as follows: In Section 2, a high-level overview of the classic
Prét a Voter voting scheme is given. In order to provide everlasting privacy the
design does not have to be changed but the used cryptographic primitives are
different. Thus, in Section 3 the technical details of our solution are described. In
Section 4, a security analysis and in Section 5 a legal evaluation of the approach
are carried out, followed by conclusion in Section 6.

2 System Overview of the classic scheme

2.1 Roles
The following parties participate in the election process.

Election committee The election committee is responsible for the correct ex-
ecution of the election procedures. The head of the election committee, for
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Fig. 1. Ballot Paper Layout used in Prét a Voter.

instance, opens and closes the vote casting process, overviews the counting
of votes, and announces the election result of the constituency.

Poll workers The poll workers assist the election committee during the election
procedures, for instance, by checking the eligibility of the voters, handing
out ballot papers in the polling station, and supervising the vote casting
and auditing process.

Voters Voters are people who cast a vote.

Help Organisation Help organisations support voters in performing the veri-
fication processes.

Auditors Auditors are experts who run the verification process and check the
published proofs. Further, they are in charge of guaranteeing and verifying
the randomness of the challenge.

Authorities The set of authorities consists of all private authorities, e.g. the
election committee, poll workers, auditors, printers, and mixes.

Key holders The set of key holders is a subset of authorities who hold shares
of private or access keys, needed to decrypt data or access hardware.

Clerks The set of clerks is a subset of authorities that generate the ballot data
in distributed fashion.

Observers Observers are interested parties like voters, authorities, and third
parties, who verify the correctness of the election process and result.

2.2 System Overview

This section provides a high-level overview of the system and the voter’s view.
For more information please consult [7, 34].

Ballot Form Layout The Prét a Voter ballot form consists of two halves
which can be separated by a perforation down the middle. The lefthand side
shows the candidates in random order. The righthand side contains a box
against each name where the voters can mark their choice and includes a link
to the used encrypted candidate order (See Fig. 1). This can, for instance, be
a hash or a serial number which refers to corresponding data published. The
information on the righthand side, which allows reconstruction of the candidate
order, is hidden by a scratch field.
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Auditing of Ballot Forms Before the vote casting process, the poll workers
publicly audit the well-formedness of a set of randomly selected ballots. This
is performed by revealing the scratch fields and verifying that the printed
candidate list matches with the encrypted candidate order. In addition voters
should be able to perform their own checks. Thus, each voter receives two
or more ballots from which he or she chooses one for vote casting while the
remaining ballots are audited.

Vote Casting and Vote Capture The voter authenticates him- or herself,
receives a set of ballot papers, audits all ballots except one, and enters the
secret polling booth. Then he or she votes for a subset of candidates, e.g. by
marking the corresponding boxes with an “x”. In order to cast the vote, only the
righthand side containing the selected positions and the link to the encrypted
candidate order have to be scanned. Thus, the voter detaches and destroys the
left hand side, showing the candidate list, and leaves the polling booth. The poll
worker checks whether the scratch field is still intact, reveals the information at
the bottom of the righthand side, and scans the ballot paper. Then the scanner
displays the digitalisation of the receipt (i.e. righthand side of the ballot) and
asks the voter to confirm whether it has been recorded correctly. Thus, the
voter can cast a fresh ballot, if the information shown does not reflect his or her
vote. If the scanned information is correct, the voter confirms. Then his or her
encrypted vote is added to the list of votes cast and the voter receives a receipt
containing a record of the scanned information signed by the electronic ballot
box. In addition, the filled out righthand side is cast to a conventional ballot
box allowing to re-scan in case of a malfunction or breakdown.?

Anonymisation and Tallying After the vote casting process, all cast en-
crypted votes, consisting of the marked positions and the encrypted candidate
order, are made anonymous followed by decrypting and tallying.® The anonymi-
sation process is usually performed with the help of a mix-net. This technique
was introduced by David Chaum in 1981 [9] and allows to make a set of input
messages anonymous while the content of the input batch remains unchanged.
Prét & Voter uses an enhancement, the so called reencryption mix-net [29],
which permits that the whole anonymisation process can be verified by any
interested party. The input set consists of all published encrypted votes. Then
each mix of the mix-net successively reencrypts the probabilistic encryption, i.e.
by changing the random values of the ciphertexts, and shuffles its input batch.
The output of the mix-net is a set of anonymised encrypted votes which is then
decrypted and tallied.

5 There are also other specifications of Prét & Voter where the voter keeps the right-
hand side as a receipt. However, in order to provide robustness we recommend to
collect them in a conventional ballot box.

5 Another approach is to tally the cast votes homomorphically and decrypted the elec-
tion outcome. However, in this paper we will focus on the mix-net based approach.



Prét a Voter Providing Everlasting Privacy 163

Verification After the voters received their receipt, they should check the va-
lidity of the signature”, for instance, by using a smart phone App or a device
which is made available in the polling station. After the vote casting process
all cast encrypted votes are published and the voters can check whether their
encrypted vote, printed on the receipt, appears. Furthermore, the whole tallying
process can be verified by any interested party. More precisely, during mixing,
each mix of the mix-net publishes enough information so that the observers are
able to check whether the mixing process was performed correctly, i.e. that the
input and the output batch encrypts the same set of votes. There are several ap-
proaches to prove correct mixing, e.g. by using a non-interactive zero knowledge
argument [20,25] or a generic verification method [36]. In addition, the voting
system publishes enough information to allow any observer to verify that the
output of the mix-net was decrypted and tallied correctly.

3 Technical Details of Prét a Voter Providing Everlasting
Privacy

This section describes the technical details of the proposed voting scheme. The
early Prét a Voter approaches using re-encryption mix-nets only support cyclic
shifts of candidate lists [11, 35]. However, if the voter selects more than one can-
didate per ballot, the distance between various marks reveals information about
the vote cast. Thus, later developments [21,41,43] provide arbitrary permuta-
tions requiring one encrypted information for each candidate. For legibility, we
will describe the improved scheme only for ballots containing a shifted candidate
order. However, like elaborated for the original approach [42,37] the described
process can easily be adapted to support other tallying methods and ballot pa-
pers with arbitrary candidate lists.

3.1 Assumptions Regarding the Operational Environment

In order to provide everlasting privacy and robustness we make the following
assumptions regarding the operational environment.

Assumption A The electoral roll is accurately maintained and voters can cast
their vote in a secret polling booth.

Assumption B There exists a private key server, e.g. a hardware security mod-
ule [1], that provides only limited access to authorities. The access key is
distributed between several key holders such that no single authority has
access to the device. The key server is used to store some key material and
is not needed during the vote casting process. Thus, it can be stored safely,
for instance, in the town hall.

" The voters can verify the signature by themselves. Nevertheless, they should have
the opportunity to ask poll workers for help.
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Assumption C As with most end-to-end verifiable voting schemes, we assume
the existence of a secure bulletin board, i.e. one to which only authorised
entities can append, nothing can be deleted, and everyone has a consistent
read access [22].

Assumption D The authorities choose the parameters (e.g. keys) for the used
cryptographic primitives in a way that the underlying computational prob-
lem cannot be broken before the election result has been announced.

Assumption E A non-trivial subset of authorities acts honestly meaning that
they follow the process correctly and do not reveal information private to
them (e.g. access or private key shares).

Assumption F All random values used during the ballot generation, tallying
and, verification phase are unpredictable and are chosen at random.

Assumption G The IT environment provides private channels, which are mod-
ification proof and secure against side channel attacks, between the private
key server and the first printer, the private key server and the first mix of
the mix-net, and successive mixes in the mix-net.

Assumption H At least one mix of the mix-net is honest and keeps the per-
mutation, used to shuffle its input set, secret.

Assumption I After each printing step the ballot papers are shuffled before
they are loaded to the next printer to prevent that neither poll workers nor
printers learn the association between IDs and candidate lists.

Assumption J After processing encrypted data, all hardware components de-
stroy the information private to them.

Assumption K A threshold subset of key holders attend the tallying process
so that the private key server can be accessed and encrypted data can be
decrypted.

The internal data stored on the private key server must be sent to the printer
in order to generate the ballot papers and to the mix-net to anonymise the
votes cast. Thus, both procedures should be carried out in public to allow any
interested party to observe that the printing process is performed correctly (As-
sumption I), that private channels, like direct cable connection, are used for the
communication (Assumption G), and that the hardware components delete all
information private to them, for instance, by destroying their memory (Assump-
tion J). For a legal evaluation of these assumptions see Section 5.

3.2 Technical Details

Key generation In this section we give a high-level overview of the used
cryptographic primitives. For more information please consult [5]. In order to
provide everlasting privacy and universal verifiability we need a homomorphic
and unconditional hiding commitment scheme (GenCom,Com,Unv) to encode
the published auditing information. First a commitment key ck = GenCom(1*)
for security parameter k is generated and made public. Then for any message
m € M and randomly chosen decommitment value r € R a commitment
¢ = Comei(m,r) € C can be generated. Unv.,(c,m,r) returns m if m € M
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and r € R are the correct opening values of ¢ € C and L if not. Note that the
used instantiation for the commitment scheme has to be correct, non-interactive,
computational binding, unconditional hiding, and must be additive homomor-
phic, i.e. Com(m, ) ¢ Com(m/,r") = Com(m +r m/,r +x ') for all m,m’ € M
and r,7’ € R.

In order to process the opening values in addition to the commitment scheme,
a matching homomorphic public key encryption scheme (GenEnc, Enc, Dec) is
used. GenEnc(1%) generates a key pair for security parameter k consisting of a
private key sk and a public key pk. The algorithm Enc(m) encrypts message m €
M’ using random value r € R’. The function Dec(c) = m denotes the decryption
of ciphertext Enc(m) = ¢ € C’ to message m € M'. Possible instantiations are
Paillier encryption with slightly adapted Pedersen Commitments like proposed
in [28] and the cryptographic primitive proposed in [12].

For our approach we need two instances of the encryption scheme. One which
is homomorphic over the message space M, denoted by (GenEncq, Encpg, Decpy)
and (GenEncg, Encg, Decr) which is homomorphic over the randomisation space
R of the used commitment scheme. More precisely, having two commitments
¢o = Com(myg,r9) and ¢; = Com(my,71), where mg,m; € M and ro,7 € R,
and the corresponding opening values in encrypted form Encag(mo), Encr(ro),
Encaq(ms), and Encg(r1). Then the encrypted opening values to the commit-
ment ¢q - ¢ = Com(mgy + mq,79 + 71) can be computed by multiplying the en-
cryptions: Encaq(mg) - Encaq(ma) = Encpaq(mo +maq) and Encg(ro) - Encr(r1) =
Encr(ro +11)-

Prior to an election two key pairs are generated. The public keys pkag
and pkr are published while the corresponding private keys sk, and skr are
distributed in threshold fashion among several key holders. During the ballot
printing process three printers are used. The second printer generates a key pair
(skr/, pk/) and the third printer a key pair (skaq, pk ) using (GenEncg) and
(GenEnc ) respectively. The public keys are published together with the other
key material.

Ballot Generation For the Prét a Voter voting system providing everlasting
privacy, the conventional ballot layout is adopted but instead of the encrypted
shift value Enc(s) the ballot refers to a commitment Com(s,t) of the used can-
didate order. Furthermore, the ballot is extended by a third “auditing” strip,
containing the “decommitment value” ¢, which can be detached by a perforation
(See Figure 2). After vote casting, all scanned ballots are published showing the
position marked by the voter and a unique commitment to the shifted candidate
list. In order to provide vote secrecy, no single authority or electronic device
must be able to reconstruct the association between the published information
and the corresponding secret candidate order. Thus, similar to the original ap-
proach the ballot data, i.e. shifted candidate order, commitment, and encrypted
opening values, is generated in distributed fashion by the clerks. To generate a
set of M ballots each clerk j € [1, L] performs the following steps:
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Fig. 2. Ballot Paper Layout of the new version.

. Generate a batch of random seeds <sz € M)M, denoting a cyclic shift of the

candidate names computed (mod n) where n is the number of candidates.
The seeds are drawn uniformly at random from the message space.

. A commitment to each seed i € [1, M] is generated (Com(s?,t])) using

RRe?
a randomly chosen decommitment value ¢/ € R. Furthermore, the opening
values are encrypted with the public keys pkaq and pkg of the key holders,
(Enca(s?), Encgr(t])), and the public keys pkg, and pk 4 of the second and
third printer, (Encyq (s?), Encr(t])). The output of each clerk is securely
stored on the private key server.
The “full” encrypted information (6, 0F 07 6F) for ballot i is generated
by the private key server by multiplying the output of various clerks:
OF =TI}y Comex(sl, ),

1771

OF = (IT;_ Encam(s)). [Tj—o Encr (t))),
o7 = HJL:O Encar(s]) and

ol = HL:() Encr/ ().

The private key server generates a link, ID;, for each ballot ¢ € [1, M] and
publishes the IDs together with the commitments {OF }M, on the bulletin
board. Then the set of IDs, {ID;}},, is sent together with {©7}M, and
{OT}M . to the first printer while the corresponding opening values {©F }M,
are kept secret by the key server.

Ballot Printing The generated ballot data is printed by a quorum of printers
(See Figure 3) similar to the process described in [34]%. Note that in order to
ensure voter privacy assumption E, G, I, and J must hold. Furthermore, the bal-
lots should be printed in public to assure that the described process is performed
correctly. For a discussion on this topic from a legal point of view see Section 5.

1.

8

The first printer prints the encrypted seed @g on the lefthand side of the
ballot paper, the link ID to the commitment @¢ at the center, and the
encrypted “decommitment value” @7 on the righthand side.

The printed ID is covered by a scratch field, the ballot papers are shuffled,
and loaded into the next printer.

Another opportunity is to print the ballots on demand in the polling-station. How-

ever, a legal analysis showed that printing in advance should be preferred [14].
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Fig. 3. Ballot printing process.

3. The second printer scans and decrypts ©r = Encg/(t) and prints the decom-
mitment value t at the bottom of the righthand side. Then ¢ is covered by a
scratch field, @t is removed, the ballot papers are shuffled, and loaded into
printer three.

4. The last printer scans and decrypts the seed ©g = Encpy (s) and prints
the candidate list shifted by —s (mod n) on the lefthand side. Finally the
encrypted seed value Og is removed.

Auditing Process Auditing of ballot forms is very important for the robustness
of the voting system. If the ballot papers were not generated properly, the votes
cast are not decoded correctly afterwards. In order to check the well-formedness
of a ballot paper one simply has to reveal the “decommitment value” ¢ and the
link to the commitment Com(s,t) hidden under the scratch fields. Then he or
she can verify whether the value s used to shift the candidate names and ¢ are
the opening values of Com(s,t). This proves integrity of the ballot due to the
computational bindingness of the used commitment scheme. In addition, the
auditors should check that the revealed shift and “decommitment” values were
derived from the defined uniform distribution.

Note that the commitments printed on the ballot forms are published
during the tallying process. Thus, if voters get to see the “decommitment”
and shift value they can use this information to open the commitment, prove
the candidate order of their ballot, and thus the cast vote. Therefore, if a
ballot paper is used to cast a vote, the auditing strip, containing the hidden
decommitment value ¢, must be detached and destroyed by the poll workers
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before the voter enters the secret polling booth. Furthermore, ballot papers
used for auditing must not be used for vote casting.

Anonymisation, Tallying, and Verification Process Like the conventional
Prét a Voter tallying process, first, the marked position u; on each cast bal-
lot ¢ € [1, K] is publicly encoded and homomorphically added to the commit-
ment, that is Com(s;,t;) - Com(u;,0) = Com(s; + u;,t;) = Com(v,,t;). Note
that the marked position and the shift value add up to the position of the
chosen candidate with respect to the initial, unshifted candidate list (mod n).
Then the commitment to the vote cast, Com(v;,t;), is published next to the
scanned ID and marked position on the bulletin board. In addition, the pri-
vate key server adapts the securely stored encrypted shift values accordingly,
Encaq(si) - Encaq(u;) = Encaq(si + wi) = Encaq(v;).

Afterwards, the votes are made anonymous with the help of a mix-net
that rerandomises the commitments and encrypted opening values, for in-
stance, by using the mixing procedure presented in [5]. The public commit-

ments, U = {Com(v;,#;)}X,, and the privately stored opening values con-
sisting of the encrypted votes, V' = {Enca(v;)}X,, and the encrypted “de-
commitment” values, W = {Encg(t;)}[,, are sent to the first mix using a

private channel. The mix-net publicly outputs a set of mixed commitments,
C" = {Com(v}, t})}/<,, and privately outputs a set of associated anonymised
encrypted votes, V' = {Enca(v}) 1<,
W’ = {Encg (t;)}<,. Note that the correctness of the mixing process can be
universally verified. After the mixing process, the votes can be decoded and
published without violating voter privacy, because the link between single in-
puts and single outputs has been removed. In order to determine the election

outcome, first, the key holders decrypt and publish the votes {v} JK:1 and “de-

and encrypted “decommitment” values,

commitment values” {t; jK=1- Then any interested party can verify that these
are the opening values to the published commitments C” = {Com(v},t}) szl.

Afterwards, the chosen candidates are determined by publicly computing the
votes {v7},, where v} := v} (mod n) for all j € [1, K], revealing the position
marked with respect to the initial, unshifted candidate list. Finally, the number

of votes per candidate are counted and the election outcome is announced.

4 Security Analysis from a Technical Point of View

Individual Verifiability The proposed scheme provides individual verifiability
such that the voters can verify that their vote was encoded as intended, cast as
encoded, and recorded as cast. If the voter successfully audited some ballots,
the correctness of the ballot generation process is ensured with high probability,
i.e. the candidate order matches the information the ID refers to. Thus, the
auditing process allows the voters to ascertain themselves that using these
ballots the vote is encoded as cast. Furthermore, after scanning the encoded
vote, the scanner shows its interpretation to the voter and prints a receipt if
he or she confirms. Thus, the voter can check that the filled ballot matches
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the vote printed on the receipt and therefore that the vote is cast as encoded.
Finally, after the vote casting process, the entire input of the tally is published.
Thus, each voter can verify that his or her encoded vote printed on the receipt is
recorded as cast, such that it is included in the input batch of the tallying process.

Universal Verifiability The proposed Prét a Voter voting scheme provides
universal verifiability such that any observer can verify that all votes were
tallied as recorded. During mixing the mix-net publishes enough information
for the observers and the auditors to verify that the commitments to the votes
have been processed correctly. After the anonymisation, the commitments are
opened what also proves the integrity of the privately processed, encrypted
opening values, consisting of the votes and the “decommitment values”. Note
that if a mix would be able to modify a vote undetected such that the associated
commitment can be opened, this is a contradiction to the computational
bindingness of the used commitment scheme. For a proof on this statement
please consult [5]. In addition, during the subsequent tallying process all
intermediate results are published on the bulletin board allowing any interested
party to recount the election outcome.

Correctness It can be shown that by verifying the processing of commitments
also the integrity of the associated encrypted opening values is ensured.
Assume an authority manipulated one vote, for instance, by adapting the
encrypted opening values during ballot generation or by manipulating the
key server. Thus, the output of the mix-net contains Com(v;,t;), Encaq(v}),
and Encg(t;) where vote ¢ has been manipulated such that v, # wv;. After
carrying out the mixing process and proving its correctness, the opening values,
v, and t; are determined. If the commitments could be opened using the
modified vote, the authority would have found a second pair of opening values,
Unv(Com(v;, t;),vi,t;) # Unv(Com(w;,t;),vi,t;) #L, a contradiction to the
computational binding property of the commitment scheme.

Everlasting Privacy The proposed voting system provides everlasting privacy
towards observers because only the voter gets to see the secret candidate order.
Furthermore, all data printed on the receipts and published on the bulletin
board for auditing, like commitments and zero knowledge proofs, provide
unconditional privacy. Everlasting privacy towards the authorities can only be
provided with the help of organisational measures and is discussed in Section 5
from a legal point of view.

Robustness Regarding robustness the only difference between the classic Prét
a Voter voting scheme and the solution proposed here is the use of a key server
to store the opening values. Without this information the votes cast cannot be
determined. Therefore, a backup and recovery concept must be developed that
provides a high security standard. However, in some applications even a small
probability that the ongoing election might be disturbed is unacceptable. For
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such cases a two layer ballot paper, like proposed for Punch Scan [18], can be
used. The upper layer shows the secret candidate order and the bottom layer
contains the ID that links to the encoded shift value. The voters cast their
choices on the top sheet and the marked positions are recorded by the bottom
due to holes punched in the upper layer. After filling out the ballot, the top layer
containing the vote in plain text is not destroyed but collected in a conventional
ballot box for recount while the bottom sheet is scanned. This allows to tally
the votes even in case of a malfunction or breakdown of the key server.

5 Security Evaluation from a Legal Point of View

In this section the level of privacy provided by the new version of Prét a Voter
is evaluated from a legal point of view. This evaluation is necessary since the
use of electronic voting systems depends on its legal compatibility. Note that
German law makes great demands on the legality of parliamentary elections,
implying that if a voting system passes the German criteria, it would probably
qualify in most countries. For instance, the principle of the public nature of
elections requires that all essential steps in the elections are subject to public
examinability. However, this issue is beyond the scope of this paper because here
we deal with secret suffrage (or, in other words, voter’s privacy) only. We refer to
[23] for a legal evaluation of the question if verifiability meets the public nature
of elections. For a legal analysis of other security properties please consult [14].

As clarified in [13], everlasting privacy is of high importance from a consti-
tutional point of view. Since a free vote is not possible if voters have to fear
the disclosure of their voting decision, the privacy of the ballot cast must be
assured forever after the election. So the legislator needs to provide a voting
procedure that fulfils both everlasting privacy towards the public and towards
the authorities. Especially data encrypted with public key cryptography must
be protected since this information is secure for several decades only. An exact
period of validity cannot be determined but data encrypted with RSA and a
key length of 2048 bit, for instance, could be revealed in approximately 20 to 30
years [24,17].

As the technical security analysis of the Section 4 showed, everlasting pri-
vacy towards observers can be ensured since only unconditional hiding com-
mitments are published. In order to provide everlasting privacy also towards
authorities and technical devices, procedural controls are necessary. It is ques-
tionable whether this guarantee can be made dependent on the observance of
organisational measures, since the system itself should fulfil the election princi-
ples as best as possible. But a comparison with traditional paper based elections
and the interpretation of the relevant jurisdiction shows that technical and or-
ganisational measures can be implemented in order to achieve such guarantees.
For a detailed legal analysis of this aspect please consult Appendix A.

In the following we will evaluate each election step and discuss the needed
organisational measures to ensure everlasting privacy towards the authorities.
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Key Generation The parameters for the used cryptographic primitives have
to be chosen such that the computational problem cannot be broken before the
end of the election. According to § 31 Federal Electoral Act and § 54 Federal
Electoral Code, all essential steps in the elections are subject to public obser-
vation. Therefore, the public keys for the encryption and commitment scheme
have to be published on the bulletin board in order to allow any interested party
to verify that the parameters have been chosen properly. Furthermore, the key
holders must be chosen in a way that the probability of collaboration can be
kept low. According to the current regulations regarding the commonality of
the election committee, the key holders could be members of different parties.
As regulated in § 9.2 sent 4 Federal Electoral Act, the election committee
shall represent the parties of the respective electoral district. Furthermore,
when conferring specific competences on the election committee or in spe-
cific on the key holders, new penal provisions should be taken into consideration.

Ballot Generation The ballot data is jointly generated by a set of clerks. As it
applies to the key holders, the clerks should be chosen carefully and in correspon-
dence with the existing parties of the respective electoral district. Furthermore,
since observers should be able to examine the essential steps of the election, this
process must be carried out in public as well.

The data needed to reveal the voting decisions cast on the generated ballots
is safely stored in encrypted form on a so-called key server. If an authorised
person or a single member of the election committee gets access to the key
server and to the data saved in here, particular votes can get linked to particular
receipts as soon as the used encryption scheme is broken. Thus, this device
must be protected by access control, and the keys are shared between a set of
key holders. Furthermore, a certification is indispensable because the key server
is an electronic device which is needed for the ballot generation and the ascer-
tainment of the result, and therefore has to be classified as an electronic voting
system as defined in § 1 Federal Voting Machine Ordinance. In dependence
on the regulations concerning the testing of voting machines, this certification
should be allocated to a technique authority, like, for elections in Germany, the
Physikalisch- Technische Bundesanstalt. This is the supreme technical authority
which has long experience with the testing of voting devices and other technical
systems [8, p. 2]. According to § 16.2 Federal Voting Machine Ordinance, the
key server should be sealed and stored in a way that it is secure against any
inspections of unauthorised persons.

Ballot Printing The ballots are generated and printed in distributed fashion.
However, the printers have to process encrypted data, like the seed and random
values. It follows that a malicious authority could try to eavesdrop and store
this information, wait until the cryptosystem has been broken and reveal the
association between receipts and votes cast. Thus, voter privacy can be guaran-
teed only with the help of certain organisational measures. Private channels like
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direct cable connections or CDs? are used to transfer data from the key server
to the printer; the ballots are shuffled by the poll workers after each printing
step; and all data private to the printers is deleted afterwards, for instance, by
physically destroying the memory. Furthermore, in order to fulfil § 31 Federal
Electoral Act and § 54 Federal Electoral Code and the subsequent requirement
of public observation, the entire process regarding the application of the key
server, including the data transfer, must be carried out in public. All voters and
citizen should be able to check that only the authorities access the key servers
and that the private channels which are used for data transfer are not subject
to manipulation during the ballot printing process.

Without these procedural controls several attacks are possible. If the printing
process is not observable, a printer could remove all scratch fields, read and store
the encrypted information, and use this data to violate voter privacy. Even worse
is if this attack is carried out by the third printer, since this machine sees the
seed values in clear and thus does not have to wait until the cryptosystem is
broken.

Similar to the key servers the printers need a certification, must be protected
by a chain of custody, and have to be checked before use. According to the cur-
rent regulation of § 7.1 Federal Voting Machine Ordinance, the local authority
could be in charge for this. This additional security measures help to prevent that
the machines can contain unauthorized soft- or hardware that allows informa-
tion to be leaked or manipulating data. Furthermore, all electronic systems are
prone to eavesdropping of electromagnetic emanations. Therefore, this should
be evaluated prior to the election by the technique authority and corresponding
security preventive measures should be implemented.

Even though organisational measures would ensure voter privacy if only
one printer is used, a distributed printing process should be used. By doing so,
the relevant information is not located on one device and a successful attack
is harder to carry out. To manipulate a printer successfully, either one needs
to have access to the device within the limits of the certification, or one has
to manage to get possession of the printer in the polling station. This is more
difficult in case more than one printer is used. But to make successful attacks
even harder, additional technical measures can be considered. The replacement
of printed ballots, for instance, can be made more difficult by watermarks or
fingerprints'® on the ballots which allow verifying their integrity.

Auditing and Vote Casting Process The auditing procedure must be ex-
ecuted under observation to allow the observers to verify that the process is
carried out and that the revealed decommitment values are derived from the
defined uniform distribution.

9 Note that if CDs are used they must be publicly destroyed immediately after the
printer read out the data.

10 Note that if fingerprints are used which make the ballot papers unique, the corre-
sponding information must be hidden or destroyed before the ballots are handed out
to the voters.
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In order to ensure voter privacy during the vote casting process, the electoral
roll has to be accurately maintained. A member of the election committee has
to remove the auditing strip and immediately destroy it before the ballot is
handed out to the voter. If the voter can detach and keep the auditing strip,
he or she is able to reveal the used decommitment value and prove a certain
candidate order towards an attacker. Furthermore, it has to be ensured that the
scratch field is intact after the voter left the polling booth. If the unique code is
revealed during the vote casting process, this allows the voter to take a photo of
the filled ballot and prove his or her cast voting decision towards a coercer. In
traditional paper based elections, a comparable attack is not possible since the
picture of a filled ballot paper never proves the insertion of it into the ballot box.

Anonymisation Before the opening values are decrypted and the election
outcome is determined, the cast votes have to be anonymised such that the
commitments cannot be linked back to a receipt. Here the same organizational
measures as for the printing process are necessary. The hardware must have a
certification and be protected by a chain of custody. Furthermore, the whole
process must be carried out in public so that any observer can convince him-
or herself that the commitments are anonymised before they are opened, that
during the process no one tampers with the hardware, and that data is correctly
transferred and destroyed afterwards.

6 Conclusion

Despite the large number of poll-site voting systems proposed during the last
decades, only a small amount of solutions addresses the aspect of everlasting
privacy. A legal evaluation showed that privacy which relies on computational
assumptions is just not enough [13]. Thus, in this paper it is shown that everlast-
ing privacy can be introduced to Prét a Voter by adapting the ballot generation
and anonymisation process. Then the proposed voting system is evaluated re-
garding technical properties and legal regulations. The security analysis shows
that the system provides robustness and verifiability. Furthermore, everlasting
privacy towards the public is achieved by publishing unconditionally hiding com-
mitments and zero knowledge proofs. The legal evaluation concentrates on the
organisational measures needed to ensure everlasting privacy towards the author-
ities and shows that they are acceptable from a legal point of view. Provided
that the use of key servers, private channels, printers, and mix-nets should be
observable, any citizen can verify that authorities only get access to the system.

Our results show the importance of interdisciplinary work during the devel-
opment of electronic voting systems. It allows to combine technical approaches
with organisational measures in order to design a solution that is secure and
constitutionally compatible.
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A Legal Analysis of Organisational Measurements

As the compliance with secret suffrage has to be addressed technically when
voting electronically, it is questionable if the guarantee of everlasting privacy
can be made dependent on the observance of specific organisational measures.

Since the German constitution does not purport a specific voting procedure
the legislator may choose any possible way in order to ensure the election princi-
ples as best as possible. The Federal Constitutional Court only reviews whether
it has remained within the boundaries of the latitude granted to it by the Ba-
sic Law, or whether it has violated a valid constitutional election principle by
overstepping these boundaries [16, para 117].

The German legislator imposes a set of security and functionality require-
ments on electronic voting systems [38, p. 595][8]. Also the Federal Voting Ma-
chine Ordinance provides a complex system of security measures that lasts from
the certification and the use authorisation up to the voting procedure including
the counting and tallying of votes [38, p. 595]. Therefore, organisational mea-
sures can be used in order to guarantee the election principles. The same result
arises from the judgment of the German Federal Constitutional Court regarding
the permissibility of the deployment of electronic voting systems [16]. After this
a comprehensive bundle of technical and organisational security measures (e.g.
monitoring and safekeeping of the voting machines, comparability of the devices
used with an officially checked sample at any time, criminal liability in respect of
election falsifications and local organisation of the elections) is not suited by itself
to compensate for a lack of controllability of the essential steps in the election
procedure by the citizen [16, para 126]. This means, as a corollary, that techni-
cal and organisational security measures can support the required controllability
and the protection of the election principles in general.

These considerations can be transferred to the principle of secret suffrage.
Furthermore, even in a traditional paper based election, the guarantee of the
secret vote depends on the observance of organisational measures. For example,
in Germany the election committee needs to refuse all voters who marked or
folded their ballot paper outside of the polling booth. They will get a new ballot
paper after they destroyed the old one in the presence of a member of the elec-
tion committee. Therefore, this will prevent that voters violate the principle of
secret suffrage by casting the vote in a detectable way.However, as the legislator
purports behaviours which are essential for the guarantee of the secrecy of the
vote, it assumes that the election committee acts as intended. For example, in
Germany the election committee needs to refuse all voters who marked or folded
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their ballot paper outside of the polling booth. They will get a new ballot pa-
per after they destroyed the old one in the presence of a member of the election
committee. Insofar, it will be prevented that voters violate the principle of secret
suffrage by casting their vote in the view of other voters. Therefore, the guar-
antee of the secrecy of the vote depends on organisational measures even in a
traditional paper based election. Consequently, this applies to electronic voting
systems as well. Thereby, the conversion of these measures should be control-
lable by the public since it is part of the election act. In Germany every person
is allowed to enter the polling station during the election act and the counting
and tallying of votes. Therefore, everyone is able to check whether the election
committee follows the provisions correctly. As a result assumptions regarding the
operational environment are allowed to a certain extend. But the permissibility
of assumptions needs to be questioned in particular cases and for every voting
system separately.
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Abstract. Mixnets are one of the main approaches to deploy secret and
verifiable electronic elections. General-purpose verifiable mixnets how-
ever suffer from the drawback that the amount of data to be verified
by observers increases linearly with the number of involved mix nodes,
the number of decryptors, and the number of voters. Chase et al. pro-
posed a verifiable mixnet at Eurocrypt 2012 based on so-called malleable
proofs - proofs that do not increase with the number of mix nodes. In
work published at PKC 2013, the same authors adapted malleable proofs
to verifiable distributed decryption, resulting in a cryptographic voting
scheme. As a result, the amount of data to be verified only increases
linearly with the number of voters. However, their scheme leaves several
questions open which we address in this paper: As a first contribution,
we adapt a multi-party computation protocol to build a distributed key
generation protocol for the encryption scheme underlying their voting
scheme. As a second contribution, we decompress their abstract scheme
description, identify elementary operations, and count the number of
such operations required for mixing and verification. Based on timings
for elementary operations, we extrapolate the running times of the mix-
ing and verification processes, allowing us to assess the feasibility of their
scheme. For the German case, we conclude that the replacement of postal
voting by cryptographic voting based on malleable proofs is feasible on
an electoral district level.

Keywords: Malleable Proofs, Distributed Key Generation, Performance

1 Introduction

Since Chaum'’s seminal work [1], many cryptographic voting schemes have been
proposed aiming for secret and verifiable elections. Beside blind signatures and
homomorphic tallying, the use of mixnets has gained lots of interest in the re-
search community. The success of the mix-based approach is largely due to re-
cent mathematical achievements with respect to verifiable mixnets for large-scale
elections, e.g., Wikstrom [2—4], Lipmaa and Zhang [5], and Bayer and Groth [6].
In the mix-based approach, the election is usually conducted in the following
way: Voters individually encrypt their votes with the public key of the election
authority and publish the resulting ciphertexts on a bulletin board. After the
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declared voting phase, a mixnet is used to anonymize all encrypted votes from
eligible voters such that after the anonymization process, individual, encrypted
votes can be decrypted by the election authority.

Mixnets are instantiated by independent mix nodes. Each mix node in turn
verifies the proofs of all predecessor mix nodes, re-randomises and shuffles the
encrypted votes, and adds a non-interactive zero-knowledge proof to its output
attesting that it has shuffled correctly. The election authority is instantiated
by a set of decryptors (often referred to as trustees). After the anonymization
process, each decryptor partially decrypts the list of anonymized ciphertexts and
generates a proof that it has partially decrypted this list correctly. Individual
plaintexts can be reconstructed by combining a threshold number of partial
decryptions. These plaintext votes are used afterwards to calculate the election
result. After the tallying, observers (who might be individual voters) verify all
proofs generated by all mix nodes and decryptors to convince themselves that
the announced election result is correct. The amount of data to be processed
by each observer depends linearly on the number of mix nodes, the number of
decryptors, and the number of voters.

At Eurocrypt 2012, Chase et al. invented the concept of malleable proof sys-
tems [7]. Rather than generating individual and independent proofs, malleable
proofs allow an individual mix node 7 + 1 to “update” the zero-knowledge proof
m; of mix node ¢ and to add another permutation and randomisation, resulting
in proof m; 1. The updated proof is of the same general form as the original one,
only the constants having changed. Therefore, the amount of data to be verified
only increases linearly with the number of decryptors and voters but is indepen-
dent of the number of mixers. Chase et al. propose using the DLIN encryption
scheme [8] and Groth-Sahai proofs [9] in the DLIN setting to instantiate their
construction. The appeal of malleable proofs has motivated work published re-
cently at PKC 2013 [10]. In this work, the authors adapt malleable proofs to
distributed decryption and thereby instantiate a cryptographic voting scheme
(henceforth referred to as the CKLM13 scheme), which forms the basis of the
current work. In CKLM13, the amount of data to be processed by each observer
only increases linearly with the number of voters.

Our Contribution. While the underlying ideas and constructions are of great
theoretical value, so far the practical use of malleable proofs within cryptographic
voting schemes was beyond the scope of the work by Chase et al. [10]. Specifi-
cally, two practical questions remain open, which are addressed in our paper. 1)
Though proposing a cryptographic voting scheme based on malleable proofs, to
date there is no distributed key generation protocol for DLIN known and there-
fore CKLM13 implicitly relies on a single trusted key distribution party. 2) The
concept and the instantiation of malleable proofs for cryptographic voting have
been highly theoretical and an evaluation of the real-world feasibility of tallying
and verification in terms of computational efficiency is pending.

To address the first problem, we propose a distributed key generation protocol
for the DLIN encryption scheme. This allows us to extend the CKLM13 scheme
to a fully distributed cryptographic voting scheme. We do so by adapting a multi-
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party computation (MPC) protocol invented by Smart and Geisler [11] to the
DLIN encryption scheme. The distributed key generation protocol comes at the
cost of the assumption that at most ¢ < n/3 election administrators (decryptors)
are actively cheating. While we concede that cryptographic elections should be
verifiable even if all administrators are dishonest, we point out that this problem
has not previously been addressed at all for the DLIN encryption scheme: to the
best of our knowledge, no DLIN key generation algorithm has been proposed to
date that is secure against even one dishonest participant.

In the remainder of this work, we refer to this extended version of CKLM13

as our modified CKLM13 scheme. To answer the second question, we investigate
the CKLM13 scheme in detail and expand its abstract description. This allows us
to identify and count elementary operations. Using timings from the MIRACL
pairing-based cryptography library [12], we draw conclusions about the real-
world feasibility of cryptographic voting schemes based on malleable proofs.
With reference to the election statistics of Darmstadt, Germany, we conclude
that the postal voting process can be replaced by cryptographic voting based on
malleable proofs, while on a city level the application of cryptographic voting
based on malleable proofs is beyond practical use.
Structure. The remainder of this work is structured as follows: In Section 2,
we provide the reader with preliminaries used throughout the paper. Section
3 is dedicated to the construction of a distributed key generation protocol for
the DLIN encryption scheme. Thereafter, in Section 4, we analyze the Groth-
Sahai proofs used in CKLM13 with respect to elementary operations. Based on
implementation timings of the underlying cryptography, we draw conclusions
about the feasibility of the modified scheme. Finally, we conclude our paper and
give directions for future work in Section 5.

2 Preliminaries

In this section we introduce the notation and cryptographic concepts that we
use in our work.

Notation. We denote assignment of value a to variable x by x < a; assigning
to = a value chosen uniformly at random from set S we denote by =z « S. In
cryptographic groups we denote group elements by capital letters and integers
(modulo the group order) by small ones. Algorithm names are set in SansSerif.
Public-Key Threshold Encryption. A public-key encryption scheme is a
triple of algorithms (KeyGen, Encrypt, Decrypt) where KeyGen takes a security
parameter as input and produces a public and a secret key; Encrypt takes a
message and a public key and produces a ciphertext and Decrypt is deterministic,
takes a secret key and a ciphertext as input and returns a message.

A threshold encryption scheme is characterised by two parameters, a number
of decryptors n and a security threshold ¢ < n. Informally, the properties we want
are that any subset of at least ¢ + 1 decryptors can jointly decrypt ciphertexts
but no set of size at most ¢ can gain any information from ciphertexts. In par-
ticular, at no point in a setup—encryption—decryption cycle is any one party or
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subset of size at most ¢ in possession of a full decryption key. Following Fouque,
Pointcheval and Stern [13], a threshold key generation scheme is defined by a 4-
tuple of algorithms®: KeyGen takes a security parameter as input and outputs a
public key pk and n key shares sk; for the decryptors; Encrypt takes a message m
and a public key pk and outputs a ciphertext c; Decrypt takes a ciphertext ¢ and
a key share sk; and outputs a decryption share d;; Combine takes a ciphertext
c and a set of at least ¢ + 1 decryption shares d; and outputs either a message
m or the special symbol L to denote failure. For any public key pk and set of
key shares (sk;)_; produced by KeyGen, for any message m and any ciphertext
¢ produced by Encrypt on m and pk and for any subset S C {1,...,n} of size
|S| = ¢t + 1 it must hold that if for all s € S we compute ds; < Decrypt(c, ;)
then Combine(c, (ds)ses) returns m. This property is known as correctness.
DLIN Encryption. As opposed to many other cryptographic voting schemes,
CKLM13 builds upon the DLIN (also known as BBS after its authors [8]) en-
cryption scheme, which relies on the weaker decisional linear Diffie-Hellman
(DLIN) assumption rather than the decisional Diffie-Hellman (DDH) assump-
tion to achieve IND-CPA security. The scheme lives in a cyclic group G with
generator G of some order ¢, a prime power.

A secret key is a pair (x,y) « Z4 X Zq and the corresponding public key
is (X,Y) = (G*,GY). To encrypt a M € G one picks a pair (r,s) « Zg X
Zq, and computes (A, B,C) + (X", Y, MG"%). To decrypt one recomputes
M as C/(AY*B/Y) where the inversions are taken over the field F,. DLIN
encryption, like ElGamal, is homomorphic: the componentwise group operation
on two ciphertexts is a ciphertext for the group operation on the two underlying
messages. This property allows a ciphertext to be re-randomised by adding an
encryption of the neutral element in G which forms the basis for the use of DLIN
encryption in mixnets. Creating a threshold version of DLIN encryption is the
subject of Section 3.

Pairing-Based Cryptography. A pairing group is a triple of groups (G1, G2, Gr)
of some order ¢ with an efficiently computable bilinear, non-degenerate map
e: Gy X Go — Gr i.e. for generators Gy, Gs of G, Gy respectively and integers
a,b we have e(aGy,bGs) = e(G1,G2)® and e(G1,G2) is again a generator of
Gr.

The only known implementations of such groups that are useful for cryptog-
raphy are based on elliptic curves; such an implementation is called symmetric
if G1 = Gy and asymmetric if the two groups are different and no efficient
homomorphisms are known between them.

Shamir’s Secret Sharing Scheme. Shamir’s secret sharing scheme [14] allows
a party to share a secret among any n parties such that any subset of t < n
parties can reconstruct the secret but any smaller subset gains no information
about the secret. Each party obtains as a share the value of a degree-t bounded
polynomial at a distinct index over a suitable finite field such that the secret is

3 The original definition also contains verification keys, which we view as part of the
public key, and mentions decryption proofs explicitly which we view as part of the
decryption shares.
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the value at some other index (usually 0). Given any ¢ shares, the secret can be
reconstructed by interpolation using Lagrange coeflicients.

3 Key Generation with Multi-Party Computation

Voting is among the most security-sensitive applications that can be conducted
over the Internet. Therefore, complex trust distribution concepts are in place to
prevent malicious collaborations among internal /external attackers from violat-
ing the desired security properties. As opposed to ElGamal, which is often con-
sidered the standard in the cryptographic voting community, the DLIN encryp-
tion scheme does not come with a distributed key generation protocol. Hence,
the CKLM13 scheme [10] implicitly relies on a trusted key distribution party,
which forms a crucial security bottleneck of the overall scheme. This section is
organised as follows: First, we explain the distinction between a key generation
algorithm and a protocol and show why we want the latter, but for DLIN this
does not follow directly from the former. Next, we give the key generation al-
gorithm for DLIN, introduce multi-party computation and deploy it to turn the
algorithm into a protocol. We analyse our new protocol with respect to efficiency
and security. Finally, we show how our protocol greatly simplifies the threshold
decryption operation.

3.1 Security of Threshold Encryption: Algorithm versus Protocol

The definition of threshold encryption (for example, [13]) only postulates a key
generation algorithm which gives security if it is run by a trusted party who
then securely distributes the key shares to the decryptors. In practice, what
is required however is a key generation protocol that the decryptors can run
jointly and that, following our informal specification, never puts any one party
in possession of a key with which it could decrypt messages directly [15].

For the ElGamal encryption scheme, constructing a threshold key generation
protocol is comparatively easy although not without subtleties [16]. This may
be a reason that the distinction between threshold key generation algorithms
and protocols is usually not made in the literature. For DLIN however, it is not
an easy task to construct a secure key generation protocol from the algorithm,
without a trusted party.

DLIN encryption uses two public keys X and Y. Since their use is completely
symmetric, we discuss the problem relating only to a single public key X = G*
for some secret x. During decryption, one raises a ciphertext component A to the
power 1/z. The threshold key generation algorithm therefore picks an z, creates
a public key G*, computes Z « 1/x and creates shares Z; of T — the decryptors
get shares of the inverse of the element used as the exponent of the public key.
One could try and build a protocol that starts with all parties generating shares
of z and interpolating G*. However, the shares of the inverse 1/ are not the
same as the inverses of shares of  and there is no easy method to obtain one from
the other. One might think that one could simply start with shares of z = 1/z
instead but then one cannot easily compute the public key which is now G/%.
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3.2 A Threshold Algorithm

To construct a threshold scheme for DLIN encryption, we start with Shamir’s
secret sharing scheme. This gives a key generation algorithm but not yet a pro-
tocol: pick a DLIN key pair and Shamir-share the decryption keys. Shamir’s
scheme has homomorphic properties that allow shares to be used for decryption
without ever reconstructing the key. In more detail, if G is a cyclic group of order
g with generator G and (z;); are Shamir-shares of a secret = in Fy then (G%);
are Shamir-shares of G* since G can be viewed as a vector space over F, and
the polynomial p defined by the shares can be lifted from F, to G. This leads to
the following threshold DLIN scheme.

KeyGen (algorithm.) For given t and n, pick secret keys z,y « F,. Compute
Z + 1/x and § +— 1/y over F,. Create a (t,n) Shamir-sharing of Z and give
each decryptor her share Z;; repeat for §. Output the public key (X,Y) «
(G*,GY).

Encrypt Like for non-threshold DLIN encryption.

Decrypt(A, B,C) For the decryptor with shares Z;, §;, create a decryption share
as D; + A%iBY:,

Combine Given any set of at least ¢ + 1 decryption shares (Djs)cg,s|>¢, inter-
polate D as the value at 0 of the degree-t-bounded polynomial p such that
p(s) = D; for all s € S. The final decryption is M + C/D.

This scheme still leaves open two questions. The first is how to check if the
values D; provided by the decryptors are correct - Chase et al. [10] suggest using
malleable proofs here. Our solution to the second problem will remove the need
for such proofs completely. The second problem to which Chase et al. do not
provide a solution is, as mentioned, how to turn the key generation algorithm
above into a protocol and eliminate the trusted party that generates keys.

3.3 Multi-Party Computation

Multi-Party Computation (MPC) [17] is the theory of cryptographic protocols
in which a set of parties { P;}, each holding some secret input x;, jointly compute
some function (y;); = f((x;);) of their inputs in a manner as secure as if everyone
sent their z; to a trusted party who computed f and returned the appropriate
y; to each P;.

Our starting point is the MPC protocol by Smart and Geisler [11] for identity-
based schemes that require exponent inversion. The key technique in this pro-
tocol is a development of an idea by Bar-Ilan and Beaver [18] for group element
inversion. Smart and Geisler’s protocol was originally given for distributed de-
cryption in a class of identity-based encryption schemes making use of exponent
inversion; another protocol by Kate and Goldberg [19] achieves distributed key
generation for this class of schemes but their techniques do not translate into our
scenario: in IBE, one party ends up in possession of a decryption key whereas in
an election, no-one should ever be able to decrypt individual ballots.
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We make two minor modifications to the Smart-Geisler protocol. First, we
adapt the protocol to DLIN encryption. Secondly, the original protocol runs a
fast key generation followed by comparatively costly MPC for decryption whereas
we are considering a scenario in which decryption operations are much more time-
critical than key generation so we prefer to use MPC to generate keys and a faster
decryption operation. (Technically, Smart and Geisler propose generating shares
of z where the public key is X = G* and using MPC to raise an element to 1/x
at decryption time; we generate shares of & = 1/x for decryption and use MPC
to compute the public key as Gl/‘f.)

Security threshold. Our protocol, as an artifact of the MPC protocol that we
use, requires a security threshold ¢ < n/3. We assume that broadcasting a value
to all parties and sending a value privately to another party are possible. Our
protocol is then secure against up to ¢ parties actively cheating i.e. sending false
values during the protocol. Constructing such a protocol for larger ¢ we leave as
an open problem. In return for this restriction on the size of ¢, we obtain not
only the first threshold DLIN key generation protocol but also a very efficient
one that allows us to dispense with the zero-knowledge proofs that threshold
schemes usually require at decryption time.

Secure Interpolation. When reconstructing a degree-t Shamir-shared secret,
as long as at least ¢ + 1 of the shares are correct the presence of any incorrect
shares can be detected if the following secure interpolation procedure is used.
Pick a set S C {1,...,n} of any ¢ + 1 indices and interpolate the secret from
these (as the value at 0 of the degree-t bounded polynomial going through (i, x;)
for all i € S, where x; is the share at index 7). Next, again using the set S
interpolate the values of the polynomial at the indices of all other shares outside
S and check that these points correspond to the actual shares received. If any
of these checks fail, abort the setup protocol.

3.4 Owur Protocol

Our MPC protocol will let each decryptor obtain a decryption key share z; and
all decryptors will obtain a public key X = G* where & = 1/z. (To obtain the
shares for the other public key component Y too, one runs the protocol twice
in parallel.) We give the protocol from the point of view of a party P;. In our
protocol, we denote by () a value received from party j, either as a broadcast
or a private message; for j = i this refers to the local variable x of party P; (this
notation allows us to iterate or sum over indices). We denote values that are
common to all players with a star, i.e. u*.

PRSS. We begin by setting up a Pseudo-Random Secret Sharing (PRSS) [20].
Details are in the full version of our paper. This allows all parties to repeatedly
draw values z; for any label [ that form a sharing of some fresh random secret
z;. This need only be done once for each set of decryptors; they can generate
many sets of keys with the same PRSS by picking fresh labels each time.
Decryption key shares. Once the PRSS is set up, draw a value Z that will be
your decryption key share. Also draw a further value r. (W.l.o.g. the labels for
z and r are known to all parties.) Compute? u <— Z - . Since Z and r were both



Practical Crypto-Voting Based on Malleable Proofs 185

degree-t shares of their respective secrets, the shares u are now degree-2¢ shares
of a value u*.

Round 1: sharing u. Locally create a degree-t sharing of u and send each
P; her share u;. This can be achieved by letting ¢y <— v and picking random
coefficients c1, . .., ¢; «= Zg to define a polynomial p(z) = ZZ,:O cix® and letting
uj < p(j) for all j.

Round 2: interpolating «'. Collect shares ul/) from all other parties and
interpolate v/ from the values (u/ ));-‘zl as the value at zero of a polynomial of
degree 2t. This and all following interpolations must be done securely in the
sense defined above, i.e. check that all received shares lie on a polynomial of
correct degree and abort the protocol if any checks fail. Broadcast your value of
u’ to all parties.

Round 3: reconstructing u*. Receive values « @) from all other players and
interpolate u* from these values. All parties now hold a common value u* which
is the product of the secrets r* and Z* defined by the shares r and T respectively.
Compute your public key share X < G"/*" and broadcast this to all parties.
Round 4: public key. Receive shares X 9) from all parties and interpolate X*
from these values. X* is the public key. We repeat that interpolation must be
done securely, i.e. checking all other shares against the subset used for interpo-
lation.

To generate the two public keys for DLIN encryption (X* and Y* in the
notation of this section) the respective rounds of the two protocols can be com-
bined, giving the same communication cost (number of messages) as for a single
public key.

3.5 Efficiency and Security

Efficiency. It is well-known that MPC can in theory be used to compute any
functionality yet in practice, the resulting protocols are too slow to be usable,
usually due to a massive communication overhead. Our MPC protocol has a
communication cost (in number of rounds or messages sent) equivalent to one
single MPC multiplication, even for both public keys X and Y since they can be
computed in parallel. This is definitely efficient enough to be run in practice: the
cost of using MPC for the setup is dwarfed by the cost of malleable proofs so we
expect key generation to account for only a small proportion of the running time
of the whole protocol. Moreover, the PRSS setup which is the most expensive
part of the setup can be run once for a group of parties and the PRSS obtained
can then be re-used for many elections, generating new keys using fresh labels
each time. Further, setup is a much less time-critical operation than tallying in
a typical deployment of a voting scheme. Therefore, we omit a full analysis of
the computational cost of the setup protocol.

Security. Textbook MPC theory says that our MPC protocol is secure against
passive adversaries, i.e. who do not send false values during the protocol. How-
ever, the simple nature of our protocol together with the security threshold

4 All operations take place in the ring Z, so “mod ¢” is implicit in any operation.
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t < n/3 yields active security for free. The only operations which parties per-
form on values that they have received from other, potentially malicious parties
are interpolations of polynomials of degree at most 2¢. Therefore, since for each
such interpolation there are at least 2t 4+ 1 correct shares, the malicious parties
cannot send incorrect values without causing the protocol to abort. It is impor-
tant that all interpolations are done securely, i.e. after computing the desired
value from any set S of t+1 (or 2¢+ 1) shares it must be verified that all further
shares lie on the polynomial defined by the shares in S of the correct degree-
bound. We do not care about resilience of the setup protocol against malicious
parties causing the protocol to abort: in an election scenario, if a decryptor is
caught cheating during key generation then one will probably want to choose a
new decryptor and re-run the whole setup.

3.6 Threshold Decryption

To decrypt a ciphertext (A, B,C), each decryptor P; holding shares Z; and g;
publishes D; = A% B This is again a degree-t Shamir-share of D = AY/*B'/Y,
To combine decryption shares and complete a decryption, one interpolates D
securely from any ¢ 4 1 shares (D;); (i.e. checks that all further shares lie on
the polynomial defined by the ones used to decrypt). This secure interpolation
ensures correctness of the decrypted result if ¢ < n/3. On the other side, at
the current state, correctness of the election result cannot be ensured against
thresholds ¢t > n/3. As a consequence, zero-knowledge proofs do not provide any
benefit at decryption time, which allows us to discard them at decryption time.
If any shares appear incorrect then one can isolate the incorrect shares using
Reed-Solomon decoding [21] and still recover the correct decryption as long as
t < m/3, so up to t malicious decryptors can neither cause a false result to
be announced nor prevent the correct result from being computed. This is a
significant improvement of the efficiency of the decryption process compared to
the original CKLM13 scheme (in which it is proposed using another round of
malleable proofs) and could be applied to other voting schemes as well.

4 Computational Analysis of the Proofs in CKLM13

In this section we analyze the computational cost of the malleable proofs un-
derlying the mixnet in the CKLM13 scheme [10]. Since Chase et al. only give
an abstract description of their proofs we need to make a reasonable choice of
a concrete setting in which to instantiate them. The only known implementa-
tion that yields somewhat efficient malleable proofs is that of Groth-Sahai (GS)
proofs [9] in a pairing group; this is again an abstract concept for which we need
to choose specific groups.

4.1 Choice of Setting

Elliptic curves form the basis of all known implementations of pairing groups
which are widely believed to have cryptographic security properties. For such
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groups, the relevant parameters are ¢, the logarithm of the group size (roughly:
the bit length of group elements) and k, the embedding degree of the group [22].
As a rule of thumb, the cost of operations in such a group is proportional to
¢*> whereas security is proportional to ¢ - k; a rough estimate is that for given
q, k, the security level is equivalent to a gk/24 bit symmetric key. It is clear
that choosing k as large as possible results in the greatest efficiency at a desired
security level. The parameter k is determined by details of the construction of
the underlying elliptic curve; the best known choice is a Barreto-Naehrig (BN)
curve [23] which achieves k& = 12. For this reason, BN curves are the standard
choice for implementing pairing-based cryptography nowadays. In this case, to
get the equivalent of 128-bit security [24] requires group elements of bit-length
q = 256 bits.

Choosing BN curves gives an asymmetric pairing group, i.e. a triple of groups
(G1,G2,Gyr) with a pairing e : G; X Go — Gy such that no efficient homo-
morphisms between G, and G, are known in either direction®. However, the
CKLM13 scheme is given in a symmetric setting where G; = G2 so to deploy
it on a BN curve requires some modifications that are well established in the
literature. Despite the cost of additional equations incurred in the transforma-
tion from symmetric to asymmetric settings, the resulting asymmetric protocols
usually greatly outperform their symmetric ancestors. We therefore choose to
analyse the cost of the CKLM13 malleable proofs in a ¢ = 256 bit BN curve
with the necessary modifications to the protocol.

For CKLM13, we require two modifications. First, instead of the DLIN as-
sumption (which only applies to a single group), we require what is technically
known as SDLIN (symmetric DLIN) [25], the assumption simply states that
DLIN holds in both groups G; and G of the setting. This is commonly be-
lieved to be the case in groups derived from elliptic curves and the switch from
DLIN to SDLIN does not change the protocol. Secondly, since we are using an
asymmetric setting, any group element that appears both in groups G; and
Go in the symmetric protocol needs to be replaced by a pair of elements in the
asymmetric protocol and “guarded” by an additional equation in the proof. This
technique is standard in converting pairing-based schemes from the symmetric
to the asymmetric setting.

4.2 Overview of Groth-Sahai Proofs

Groth-Sahai (GS) proofs are based on pairing groups and can be instantiated
under several assumptions for several types of equations. We assume an initial
set of parameters is given that describe groups (G, Gz, Gr) of some order p a
prime or prime power, with generators (G1, Gz, Gr) respectively and a bilinear
map e : Gy X Go — Gp . This setting is provided by BN curves; we can abstract
away any further details of the curves for the moment. Of interest to us are so-
called Pairing Product Equations (PPE) under the SDLIN security assumption.

5 All three groups are in fact isomorphic but security stems in part from the fact that
no efficient way to compute isomorphisms between G and Gz is known.
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A PPE is an equation with vectors of variables a over G; and b over G5 of the
form
veb - aew - ael eb=1t

where - is the group operation in Gy and e is a scalar product over the pairing,
ie.aeb:=1]], e(a;,b;) and ael'eb =[], Hj e(ai, b;)T. v,w and t are constants
in Gy, Gy and G respectively.

A GS proof proves that the prover knows an assignment of values to a number

of variables which satisfies a set of equations. These values are often known as
a witness. The prover starts by making a commitment to each value and then
produces a proof pairSof elements for each equation. The entire proof consists of
a commitment for every variable appearing in the equations and a proof pair for
each equation. Verifying a GS proof involves evaluating a verification equation
for each given equation involving the commitments to the variables, the constants
in the original equation and the proof pair.
Mathematical overview. In this section we give some of the mathematical
ideas necessary to understand how our costing of GS proofs works; the reader
can skip the mathematical overview if so inclined without missing the essence of
our paper.

The SDLIN GS proofs [25] use modules By := (G1)3, By := (G2)?, By :=
(Gr)? that can be seen as groups of vectors and matrices over the original
groups and inherit a bilinear pairing e : By x Bo — Bp. Thus, a basic operation
(addition or multiplication) in a module costs 3 respectively 9 operations in the
underlying group; the pairing ep costs 9 e-pairings.

All variables must be committed to; for the vector a over G; this is done by
picking a matrix R; of random integers modulo p and computing commitments
¢ + t(a) + Ry - Uy where ¢ is an inclusion map from G; to By and U is a
matrix of constants defined in the setup information. The process for b over Go
is analogous.

A GS proof of a PPE in the DLIN setting is a pair (6,7) € (B1)3 x (B3)3
computed according to the following equations.

© Rl(w)+ R I'iy(b) + R TRyU, — T U, (1)
0 < Ryu(v)+ Ryl (a)+TU, (©)

Here R, R, are the random elements used to commit to elements in a,b re-
spectively, T' is a matrix of random integers modulo p chosen to randomise the
proof of this PPE and U;,Us are matrices of constants defined in the setup
information.

Verification of such a proof involves checking the following equation. Here
c,d are the commitments to a, b respectively and ® is the scalar product over
the pairing ep in the B-modules.

LW ®d - eRuw)  e®ld = 1p(t) - U1@7n - 00U, (V)

5 This is our terminology. Such a pair is commonly just called a “proof” but we wish
to distinguish between the elements associated with a particular equation and the
proof as a whole.
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To count the number of operations in the CKLM13 scheme, we must deal
with several small issues. First, the original paper describes the protocol in terms
of a set of equations that are “almost” PPEs — almost, because they use abbre-
viations in their notation and our first step is to expand these into actual PPE
that can be processed by the GS proof system. Secondly, we make the necessary
changes to deploy the protocol in an asymmetric setting. Thirdly, starting with
the equations to create and verify proofs of PPE we optimise them for the spe-
cific equations in CKLM13, i.e. we remove terms that cancel out or have all-zero
coefficients.

4.3 Results

We let L be the number of votes shuffled in a run of the mixnet. Of the 4L
variables and 11 equations given in CKLM13, equations 1-4 are simple PPE, 5
and 6 together require L supporting variables and equations to expand into a
full PPE, 7 and 8 are linear PPE, 9-11 are quantified (Vi : 1 < i < L) so are
in fact L PPE each. To map these into an asymmetric setting requires another
2L supporting variables and 4L supporting equations. All together we end up
with 8 + 8L equations of which the first 8 have L-fold products each and the
remaining 8L have only constant-size products; in total we have 4L variables in
Gl and 7L in GQ.

Analysing the equations and taking into account components that have all-
zero coefficients (which therefore contribute nothing to the cost of computation),
we find an upper bound on the computation cost as presented in Table 1. De-
tailed calculations are in the full version of our paper.

Table 1. Number of elementary operations in proof creation and verification in
CKLM13.

lTask [ G1 mult. [ G2 mult. [ G1 op. [ G2 op. [ Gr op. [ Pairing
Create proof|163L + 72{183L + 72|134L + 48|167L + 48
Verify proof 657L + 2526571 + 324

For the remainder of this work, we refrain from considering group operations
in Gy, Gg, and G, because these are about the factor bit-length of group el-
ements faster than multiplications [26] and consequently do not influence the
feasibility analysis significantly. The following formula allows us to estimate the
running time of an individual mix node and the voter’s verification:

s(L) = (163 x L + 72) x Gy Multiplication Time +
(183 x L 4 72) x Gy Multiplication Time +
(657 x L 4 324) x Pairing Time
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Table 2. Operation timings for Barreto-Naehrig curve over 256-bit prime fields with
embedding degree 12 with the MIRACL library and the Beuchat et al. implementation.

lElementary Operation[MIRACL[Beuchat et al.

G1 Multiplication 0.22 ms n.a.
G2 Multiplication 0.44 ms n.a.
Pairing 2.32 ms 0.39 ms

Optimisations. We stress that our results are only an upper bound on the cost
of computing a CKLM13 proof as there are several feasible optimisations that
we have not yet considered. We mention some possible optimisations in the full
version of our paper.

Timings. To the best of our knowledge, the MIRACL cryptography C library
[12] is the most established open-source library to support BN curves. Recent
timings taken on a 2.4 GHz Intel i5 520M processor [27] lead to the results
provided in Table 2 (second column). The fastest claimed results for pairings on
256-bit BN curves which we are aware of are from Beuchat et al. [28,29] who
compute a pairing in 0.39 ms, compared to 2.32 ms currently achievable with
MIRACL. However, times for multiplications using their implementation are
not available (ref. to Table 2 third column). As pairings are the most expensive
operation in the CKLM13 scheme, in the following, we hypothetically assume
Beuchat et al.’s pairing time of 0.39 ms, while all other costs are assumed to be
equal to MIRACL. The hypothetical timings for Beuchat et al.” implementation
are considered in parallel to the MIRACL timings.

To bring these numbers into relation to real-world elections, we consider
cryptographic voting as substitution for postal voting in the German case. In
the German federal election 2009, 62.2 millions citizens were eligible to vote
[30]. On average, electoral districts in Darmstadt, Germany have a size of 1100
voters, while for postal votes on average 3.5 electoral districts are aggregated.
In 2009, 21.4% of the eligible voters cast their vote via postal voting. Consid-
ering all eligible voters, this results in 13.3 millions postal votes, while for each
postal voting district in Darmstadt, Germany, this results in 824 postal votes.
Table 3 summarizes the expected running times for one mix node both for the
MIRACL library and the hypothetical Beuchat et al. implementation. It should
be noted that the running time for the voter’s verification is close to the run-
ning time of an individual mix node. These timings show that malleable proof
based cryptographic voting schemes are feasible for a moderate number of voters,
however their efficiency does not compare with Wikstrém’s work or Bayer and
Groth’s work that achieve mix proofs and their verification for 100.000 ElGamal
ciphertexts in around 2 minutes [3, 6].

5 Conclusion

In this work, we build upon the CKLM13 cryptographic voting scheme [10],
which is based on the concept of malleable proofs invented in [7]. As opposed
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Table 3. Expected running times for individual mix nodes in the CKLM13 scheme
with different numbers of voters.

lNumber of voters ‘ MIRACL ‘Beuchat et al.‘
10 172 s 3.9s

824 (Electoral District) A~ 22,5 min| = 5.1 min
1.000 ~~ 27,3 min| =~ 6.2 min
100.000 ~45h ~ 10 h
10.000.000 ~ 190 d ~43d
13.300.000 (German Federal Election)| =~ 252 d ~57d

to existing mix-based approaches, CKLM13 allows to generate verification data
which is independent of the number of mix nodes and the number of decryptors
involved in the tallying process. However, so far the theoretical innovations are
far from practical use. To bridge the gap between innovation and practice, in this
paper, we have addressed two crucial questions which remain open in CKLM13.
First, we propose a distributed key generation protocol for the DLIN encryption
scheme based upon a multi-party computation protocol due to Smart and Geisler
[11] and therefore succeed in ensuring security against up to n/3 misbehaving
participants. By construction of the protocol, we do not achieve security against
n/3 or more dishonest decryptors whatever happens in the decryption phase;
for fewer than n/3 dishonest decryptors however the correctness of the election
result is verifiable even without any proofs of correct decryption, allowing us
to omit them for the time being. Secondly, we investigate CKLM13 in detail
and identify elementary operations underlying their constructions. We count the
number of such operations used for a single mix node. Based on timings from
the MIRACL library, we calculate the running time for single mix nodes, which
is almost the same as the running time of a voter verifying the election result.

We base our conclusion upon data obtained from the German Federal election
in 2009. It turns out that the replacement of postal voting by cryptographic
voting based on malleable proofs would be feasible on an electoral district level.
Assuming that three mix nodes are in place with an average number of 824
absentee voters, tallying the election and the voter’s verification of the result can
be finalized in 90 minutes. This corresponds to the time needed to tally the postal
votes in Darmstadt, Germany [31]. However, the results obtained in this work
also show that the application of large-scale malleable proof based cryptographic
voting is not feasible today. The tallying process on a city level (100.000 eligible
voters) would require more mix nodes to be involved. Considering malleable
proof based cryptographic voting on city level with five mix nodes and the voter’s
verification would result in a running time close to two weeks.

We guide future research in several directions: The constructed distributed
key generation protocol for the DLIN encryption scheme is based on the as-
sumption that ¢ < n/3 participants are actively cheating (for both privacy and
verifiability). Privacy against up to ¢ < n/2 cheating administrators should be
possible with standard MPC techniques. According to Smart [32], implementing
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our key generation protocol on top of SPDZ [33], for which a practical implemen-
tation exists, should even give privacy and verifiability against up tot =n —1
cheaters [32]. For verifiability against even n out of n cheating decryptors, we
believe that this is achievable more cheaply than by using another round of mal-
leable proofs by exploiting the pairing operation directly, but leave this idea for
future work. Either way, the malleable proofs in the mixnet constitute the domi-
nating cost of the CKLM13 protocol (should one wish to use malleable proofs of
correct decryption, these can be based on a much simpler set of GS equations).
This justifies our choice to restrict our formal analysis of computational costs
in the CKLM13 protocol to the mixing phase. Even though carefully designed,
we leave the analysis and the correctness proof of the constructed protocol as a
task for future work.

The feasibility estimations of this work are an upper bound on the real cost
in a full implemented version of the modified CKLM13 scheme. For instance,
expressions of the form 22:1 v;X; in a group Gj,j € {1,2} we counted as !
products and [ — 1 sums, yet algorithms exist [22] to perform such operations
more efficiently. One might also consider applying batch techniques [34] because
proofs have large numbers of equations of very similar form. Thereby, the number
of pairings required to verify a proof might be significantly reduced. Finally, there
exist cryptographic libraries providing better performance than MIRACL. The
works of Beuchat et al. [28,29] show that pairing times can be reduced to 1/5 of
the MIRACL timings, which would speed up the mixing and verification process
by a factor 5. For the future, Beuchat et al.’s implementation should be extended
towards a full cryptographic library such that ultimately an cryptographic voting
scheme based on malleable proofs can be deployed.
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Abstract. The scheme of ABRTY (Aratjo et al., CANS 2010) is one of
the most promising solutions for internet voting nowadays. It fights re-
alistic coercive attacks and can be applied in large scale voting scenarios
as it has linear time complexity. However, this scheme has two intrinsic
drawbacks. As it does not allow revocation of credentials of ineligible vot-
ers, voters need to obtain fresh credentials before each new election. Also,
authorities could generate valid but illegitimate credentials unnoticed. In
this work, we present solutions for these drawbacks and show a modified
version of ABRTY’s scheme. In addition, we describe a weakness of a
receipt-free voting scheme proposed by Acquisti in 2004.

1 Introduction

A number of researchers consider internet voting as impracticable. The reason is
the risks inherent to its environment. Malwares, for instance, may infect voters’
computers to break the secrecy of the vote. Hackers, in turn, could compromise
voting systems around the world. In addition, due to its uncontrolled environ-
ment, internet voting is susceptible to coercion and vote-selling.

In order to deal with these problems, Juels, Catalano, and Jakobsson (JCJ)
[17] introduced the first coercion-resistant scheme that considers a powerful
adversary. This adversary cannot succeed in issuing receipts (receipt-freeness),
threatening voters to abstain from voting, revealing private data, or even casting
random votes.

The idea behind JCJ’s proposal is that a voter is able to deceive adver-
saries about her true vote intention. That is, the voter receives a valid credential
(e.g. an alphanumeric string) in a secure manner. When she wants to cast her
vote, she uses this credential. A voter under coercion, however, can make a fake
credential and give it to the coercer. Later on, she can vote again using her
valid credential. The coercer has no way to distinguish between the credentials
used. Unfortunately, the earliest implementation of this idea is inefficient for
large scale voting scenarios. This idea, though, inspired efficient solutions such
as Aratjo et al. [3], Spycher et al. [25], and Essex et al. [13].

One of the requisites of coercion-resistant voting schemes as JCJ is that
a voter has to receive her credential in a trustworthy way. As this takes into
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account a untappable channel between the registrars and the voter, this process
is supposed to be performed in a registration place. At this place, she obtains
her credential after proving to the registrars that she is eligible for voting in an
election.

A desirable property of credentials is to employ them in more than one elec-
tion. In other words, once the voter obtained her credential, she can use it in
several upcoming elections. This reduces costs and affords more convenience as
voters do not need to revisit the registration place. However, it is necessary to
prevent a voter from participating in an election for which she is not eligible for.
To this end, authorities must be able to revoke credentials of these voters.

In contrast, if credentials cannot be used in a second election or more, voters
need to visit the registration place again before each new election. This would
be impractical for large scale voting scenarios.

Based on JCJ’s proposal, ABRTY |[3] introduced one of the most promising
solutions for internet voting nowadays. The scheme is efficient for large scale sce-
narios as it has linear time complexity and was shown secure. ABRTY’s scheme,
though, has two intrinsic drawbacks that can discourage its use.

In ABRT'Y’s solution, authorities have no way to revoke credentials. That is,
they cannot disallow a voter in a specific election without performing this for
all voters. As a consequence, all voters need to revisit the registration place to
obtain fresh credentials.

Another drawback of ABRTY’s scheme is that a majority of malicious reg-
istrars could generate valid (but illegitimate) credentials without being noticed.
This means that votes cast using these credentials could appear in the final tally.
Schlépfer et al. [21] and Spycher et al. [25] pointed out this problem.

These are important drawbacks of ABRTY’s solution, but fortunately they
can be fixed. In this work, we introduce techniques to fix these drawbacks and
present a modified version of ABRTY’s scheme accordingly. We also show that
Acquisti’s protocol [1] is not coercion-resistant and that its credentials can only
be used once.

This text is organized as follows: the next section presents an overview
of ABRTY’s scheme and its drawbacks. Section 3 shows the improvements
to ABRTY’s solution and introduces an improved variant scheme. Finally, we
present our conclusions in Section 4. In Appendices, we briefly describe the
scheme of Acquisti and show its weaknesses.

Related Work on Coercion-resistance

Juels, Catalano, and Jakobsson (JCJ) presented the first coercion-resistant scheme
in 2005 at WPES [17]. Following JCJ’s work, several coercion-resistant schemes
were proposed. Acquisti [1] introduced a scheme in which the vote and the cre-
dential are combined, and which strongly relies on homomorphisms. Meng [18]
proposed a solution similar to Acquisti’s protocol. Clarkson et al. [11] presented
a variant of Prét-a-Voter [7] scheme suitable for internet voting and based on
decryption mix nets.
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Schweisgut [23] and more recently Clarkson et al. [10] proposed schemes
which mitigate the inefficiency problem of the JCJ’s solution. The former scheme
relies on decryption mix nets and a tamper-resistant hardware, whereas the latter
is a modified version of JCJ’s proposal. ABRTY [3] showed that the scheme of
Schweisgut is not coercion-resistant.

Smith [24] presented an efficient scheme with linear work factor. Weber et
al. [28], however, pointed out problems of Smith’s proposal and presented a
protocol that combines the ideas of JCJ with a variant of Smith’s mechanism.
Unfortunately, both solutions are not coercion-resistant as shown by Araijo et
al. [2]. The problem of Smith’s scheme was also noted independently by Clarkson
et al. [10].

Aranjo, Foulle, and Traoré [2] presented the first practical and secure coercion-
resistant scheme. Their proposal, different from the previous ones, employs cre-
dentials with a special structure that allows the scheme to achieve a linear work
factor. Based on [2], ABRTY [3] introduced a different scheme that uses new
anonymous credentials derived from the group signature scheme of Boneh et
al. [4] and formally proved that their scheme is coercion-resistant.

From Aratjo et al.’s proposals [2,3], other promising efficient schemes ap-
peared. Spycher et al. [25] introduced a protocol where voters indicate their cre-
dentials on an electoral roll. Spycher et al. [26] improved [25] later on. Clark et
al. [9] introduced a proposal that uses special passwords as credentials. Schléapfer
et al. [21] showed a scheme that links the votes to the voter roll.

However, the complexity of the schemes of Spycher et al. [25], Clark et al. [9],
and Schlépfer et al. [21] depends on a security parameter 3 to balance efficiency
against coercion-resistance: the complexity is in O(BN) for Clark et al. [9] and
Schlépfer et al. [21] and in O(N + fn) for Spycher et al. [25], where N is the
number of submitted ballots and n is the number of registered voters.

More recently, Essex at al. [13] introduced a promising scheme that authorizes
votes during the voting phase. Unfortunately, as pointed out by the authors, this
scheme is not efficient for real world elections as it “requires a registration process
that is quadratic in the number of eligible voters”.

As the schemes of Spycher et al. [25], Clark et al. [9], and Schlépfer et al. [21]
depend on a security parameter and the solution of Essex at al. [13] has an
inefficient registration phase, only the schemes of Aratjo et al. [2,3] are truly
linear in N (see Schlépfer et al. [21] for a detailed performance comparison
analysis of these schemes). In addition, the security of [2,25,9,21,13] are only
conjectured.

2 The ABRTY’s Scheme and its Drawbacks

In this section, we briefly introduce ABRTY’s scheme [3]. In addition, we recall
a drawback presented by Spycher et al. [25] and introduce another one.
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2.1 An Overview of ABRTY’s Proposal

The scheme of ABRTY follows the principle introduced by JCJ. The voter re-
ceives a credential in a secure manner. She uses it to cast her valid vote and
may generate fake credentials to deceive adversaries. However, the credential
employed in ABRTY’s solution, which is based on Boneh et al.’s group signa-
ture scheme (BBS for short) [4], has a mathematical structure that ensures its
security.

Cryptographic Building Blocks. ABRTY’s scheme requires a set of cryp-
tographic building blocks. It relies on a threshold El Gamal cryptosystem and
a universally verifiable mix net. In addition, the scheme requires several zero-
knowledge proof protocols. It prevents adversaries from using El Gamal mal-
leability by means of Schnorr signatures [22]. It uses a protocol to prove that a
ciphertext contains a vote for a valid candidate such as the proposal of Hirt and
Sako [14]. ABRTY’s solution also uses a protocol for proving the equality of dis-
crete logarithms relative to different bases owing to Chaum and Pedersen [6], a
protocol for proving knowledge of a representation as Okamoto [19] and a plain-
text equivalence test [15]. Also, it requires a Web Bulletin Board (WBB). The
security of its credentials depends on the g-Strong Diffie-Hellman (q-SDH) [4]
and the Strong Decisional Diffie-Hellman Inversion (SDDHI) assumptions [3].

The Scheme. It considers a set of voters, a set of registrars that make valid
credentials for the voters and help the talliers in the tallying phase, and a set
of talliers that compute the final tally. Let Ex(Y") be the encryption of ¥ with
the public key X. In the setup phase, a set of authorities generate the key mate-
rial and publish the corresponding public parameters on a WBB. In particular,
the authorities define a cyclic group G with prime order p and four generators
91,92, 93,0 € G. The Decision Diffie-Hellman problem (DDH) must be hard in
G. The talliers cooperate to generate a key pair by means of the threshold El
Gamal cryptosystem, i.e. the public key 7" and its corresponding private key
T'. The registrars also cooperate to generate a key pair, namely the public key
R = g and its corresponding private key R = y.

Registration Phase. After proving to the registrars that she is eligible, the
voter receives her credential securely, through a untappable channel. In order
to compute a credential, the registrars select two random numbers r, x € Z,

and compute: A = (glgg)ylﬁ, where g1, g3 are public generators and y is
the secret key of the registrars. The credential o is composed of three parts,
namely o = (A, r, ). The voter must keep the value x in secrecy. The parts
(A,r) can be stored in a device or be sent by email to the voter without
compromising the security of the scheme.

Voting Phase. The voter selects a random number s € Zj,, uses her creden-
tial 0 = (A4,r,z) to compute B = A® and makes a tuple containing: her
encrypted vote, her encrypted credential and a set of non-interactive zero-
knowledge proofs (NIZKPs). In other words, she makes the tuple (Er[v], B,
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1

Erp[Bs '], Ep[B™ '], Er[g%], 0%, P), where v is her vote intention, B = A*,
g3 and o are public generators and P is a set of NIZKPs. This set is com-
posed of a proof that Ep[v] contains a vote for a valid candidate, proofs
that the voter knows the plaintext underlying the ciphertexts, a proof that
the plaintext of Er[B™ | is different from 1 as well as a proof that the
discrete logarithm of o® in the basis o is equal to the discrete logarithm of
the plaintext of Ep[g3] in the basis gs. The voter then uses an anonymous
channel to send her tuple to the WBB and thereby casting her vote.
Tallying Phase. The tallying takes place after the voting phase. It comprises
5 steps. The talliers first read all tuples posted on the WBB and verify all
proofs on each tuple. They discard tuples with invalid proofs and then pro-
cess the tuples that passed the tests. A tuple now has the following format:
(Er[v), Er[B* '), Er[B" '], Er[g%], 0%). The talliers then eliminate tuples
posted using the same credential (i.e duplicates). For this, they compare all
0® by means of a hash table. If the talliers detect a duplicate, they use the
time of posting on the WBB to verify the last posted tuple. The talliers keep
the last posted tuple that now is composed of: (Er[v], Ex[B* |, Ep[B™ '],
Er[g%]). After that, they send all tuples (Er[v], Ep[B* |, Er[B™ ], Er[g2])
to a verifiable mix net. The mix net output a set of permuted and re-
encrypted tuples of the form: (Ep[v)/, Ep[B* |, Ep[B™ |, Ex[g%)'), where
Er[-] is the reencryption of Ep[].
The talliers now check the valid credentials. For this, they perform
the following steps: (1) they instruct the registrars to cooperatively compute
Er[B* 'Y = Er[B¥ ') and Ep[BY* - Er[B™ ') = Br[BYs 75 ] by
using the secret key y; (2) the talliers compute C' = Ep[Bvs +7s ' grlgr®)/
from Ep[BY +7s ') Ep[g%)', and the public parameter g;. (3) they now
cooperatively select a random number z € Z,,, compute C* and decrypt C*.
If they obtain 1 after decrypting C?, the credential is valid; otherwise, the
credential is invalid. In order to finish the tallying phase, the talliers discard
all tuples with invalid credentials, cooperatively decrypt Er[v]’ of the tuples
with valid credentials, and publish the voting results on the WBB.

2.2 The Drawbacks

The scheme of ABRTY was shown secure in the random oracle model, under
the g-Strong Diffie-Hellman and Strong Decisional Diffie-Hellman Inversion as-
sumptions. It can be used in large scale voting scenarios as it has a linear time
complexity. Unfortunately, this scheme has two intrinsic drawbacks.

As Spycher et al. [25] presented, “a majority of colluding registrars could
compute valid (but illegitimate) credentials unnoticed”. In other words, after
proving that she is eligible, each voter receives a valid credential from the reg-
istrars. Although an adversary cannot forge a credential after the registration
because this requires breaking the q-SDH assumption, a majority of registrars
could act as adversaries during this phase. These malicious registrars could make
valid (but illegitimate) credentials as the scheme does not verify whether they
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generated a credential to an eligible voter (i.e. a legitimate credential) or not.
Thus, a valid (but illegitimate) credential would pass the tests performed in the
tallying phase such that the corresponding vote would be counted.

Besides the drawback presented by Spycher et al., the scheme has another
one: it does not allow revocation of credentials. In any new election, the number
of eligible voters may change. Some voters may have their right to vote revoked
after participating in an election, for instance. Also, a voter may be allowed to
vote in several elections, but may not vote in others. In order to satisfy these
scenarios, authorities must be able to revoke credentials when necessary.

The credentials employed in ABRTY’s scheme may be used in several elec-
tions as long as the same key y is employed. However, in principle a credential
cannot be revoked. Because only the voters know their credentials, the authori-
ties are not able to revoke a credential. In addition, even if the authorities store
all credentials and put them in a black list, this would be of no help. There is no
way in the tallying phase to decide whether a revoked credential has been used
or not. Indeed the credentials are published on the WBB in an encrypted form.
Clark et al. [9] and Essex et al. [13] pointed out a similar drawback.

3 Improving ABRTY’s Scheme

As presented above, ABRTY’s scheme does not allow authorities to revoke cre-
dentials. In addition, a majority of colluding registrars could issue valid but
illegitimate credentials. Aiming at eliminating these drawbacks, we present here
new mechanisms that improve ABRTY’s solution. Also, we introduce a version
of ABRTY’s scheme that employs our mechanisms.

3.1 Revoking Credentials

Although the design of ABRTY’s scheme makes revocation difficult, it has some
properties that help accomplish this. Recall from ABRTY’s scheme that, upon
registering, a voter receives a credential o = (A, r,x). The element x must be
transmitted via an untappable channel. Conversely, the elements (A,r) can be
sent by post or even by email. This does not compromise the credential’s security
as long as the SDDHI assumption holds.

Based on this, it is possible to use a similar method as the technique employed
by Boneh et al. [4] to revoke membership certificates in their group signature
scheme. That is, in order to revoke credentials and perform new elections, the
authorities could execute the following steps:

Besides generating and issuing a credential to a voter, the registrars store
the public part (A,r) of the credential in a list Le. Suppose we wish to revoke
the credential of a voter V*. To perform this, the registrars first retrieves from
L¢ the public part of the credential of V* (i.e. (A*,7r*)) and then update their
public key. The new public key is (g1, g3, E) where g1 = gi/(y—w*)@S = g;/(yﬂ'*)
and R = g}. The secret key y remains unchanged. The registrars then publish

the values (g1, g3, R, r*) in a revocation list RL.
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Let us show now how unrevoked voters update their credentials. Consider an
unrevoked voter whose credential is (A, r, x). Given (g1, g3, R, r*) obtained from

~T o F ~T—p

RL, the voter computes A= g gf A7 and sets her new credential to
be (K, r,x). Notice that since the values r and r* are randomly chosen by the
registrars, then with high probability we have r £ r*mod p.

One can verify that (Z, r,x) is a valid credential for the new public key
(31,3, R) by computing:

~ ytr  (ytm)z 4y
y+r _ Sr—rF 5 r—r¥ S
A =091 U3 A
y+r  (ytr)z —1 —x
_ r—r* >~ p—r¥* r—r* r—r*
=01 U3 91 G3
ytr (y+1'lw *(y+7:) *(y+7':)1'
=91 93 91 93
= 0193

This process can be repeated several times if there are more than one creden-
tial to revoke. Using similar arguments as the ones given in [4], one can prove
that under the ¢-SDH assumption the revoked voter V* cannot construct a valid
credential for the new public key (g1, 93, R). However, if the revoked voter V*
was under coercion in a previous election, then the coercer can now check us-
ing the new public key (g1,gs, R) if V* previously revealed a fake credential
or a valid one. Indeed, if V* gave him (A*,r*, '), he just has to test whether
A L §1§§/ _ g}/(wr*)gg'(l/(yﬂ*))_

We therefore propose another method in order to avoid this problem. It allows
credentials of eligible voters to be used in more than one election as follows:

— In the setup phase, besides generating their key pair (namely R = g§ and
R= y) as usual, the registrars cooperatively make a new key pair: (R, 7%)
R is the public key and R is its corresponding shared private key. This key
pair will be used for the purpose of revocation later on.

— During the registration phase, the registrars cooperatively generate a creden-
tial o = (A, r, ) for each voter. After that, the registrars use the public key
R to cooperatively compute the encryption of g1¢35 (namely Er[g16%]) and
store this ciphertext in a list L. R

— For each new election, instead of using the same shared private key R = v,
the registrars generate a new shared private key y’ (i.e. now R = gé’/ and

~

1
R =1y’ ) and furnish the voters with new values (A" = (g1¢%) v+ ,r’). They
compute this from the values Er[g16%] stored in Ly and from a randomly
1
chosen value r’. That is, A" = (g193)v+" is cooperatively computed by
raising Er[g16%] to the power ﬁ using the technique of Wang et al. [27].

1
After that, Fr[(g19%)¥+7] is cooperatively decrypted to retrieve A’.
— The new credential is the tuple (A’ r’, x) where x is the secret value obtained
by the voter during her first registration. The others elements of the creden-
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tial (i.e. A’ and ') could be sent by mail to the voter or even published on
a dedicated website.

This novel method makes possible the revocation of credentials in ABRTY’s
scheme. For each new election, the authorities need a new shared private key
y and the eligible voters receive fresh values (A’,7’). Voters who belong to a
revocation list or are not allowed to vote will not receive an updated credential.
The voter does not have to revisit the registration place and register again in
order to obtain her new credential. She can download the new parts of her
credential (A’ ') from WBB, for instance. To complete her credential, the voter
employs the same z of the credential that she received when she registered for
the first time. Thus, the voter does not need to replace the whole credential
(i.e. 0 = (A, r,x)) before each new election.

Note that, if a malicious voter has a revoked credential (A, "m, Tm) and
obtains the new values (A’,r’) of another voter, she may use the credential
(A", v z,,) to vote. However, the vote tuple computed with this credential will
not pass the tests in the tallying phase. When the authorities use Eg[g193] to

generate the new parts (A’ = (glg:f)ﬁ,r’) of the credential to a voter, they
employ the same exponent x that the voter received in the registration phase.
As the malicious voter does not have the correct exponent x, her vote tuple will
be removed from the tally during the verification process. That is, to verify the
valid credentials, the authorities use the values Er[gS™], Bp[B* ], Ep[B™* ']
from the malicious voter’s tuple and compute C' = Ep [B?”'S_l”/s_1 gflggxm]’

next, where B = (A")* = ((919%) T )* for a random s. By performing this, the
authorities obtain the ciphertext C' that encrypts g5 “™ instead of the value
1. This will make the tuple invalid after the authorities apply the plaintext

equivalence test.

3.2 Defeating a Majority of Colluding Registrars

ABRTY'’s scheme allows the computation of valid (but illegitimate) credentials
by a majority of malicious registrars. These fraudulent credentials could be used
for ballot stuffing. Although this drawback reduces the security of the scheme,
fortunately it can be fixed. We present now a method that identifies any valid
(but illegitimate) credential and that allows removing these credentials from the
tallying. The method was inspired by the works of Smith [24] and Weber et
al. [28].

Comparison and Computation of Fingerprints. Before introducing our
solution, we briefly recall the method of comparison and computation of fin-
gerprints owing to Weber et al. This technique is used to blind and compare
plaintexts inside ciphertexts without leaking any information about the true
plaintexts. The method works as follows: in order to blind a plaintext of an El
Gamal ciphertext, a set of n authorities jointly generate a secret shared value z.
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These authorities then apply their shares of z to each ciphertext to blind the cor-
responding plaintext. The authorities now decrypt all ciphertexts to obtain the
blinded plaintexts (i.e. fingerprints). For example, from a ciphertext C' = Er[m)]
of a message m, the fingerprint will be equal in this case to m*. To compare the
fingerprints, the authorities can use a hashtable algorithm.

Taking into account Weber et al. technique as a building block, we introduce
our solution as follows:

— In the registration phase, after computing a credential o = (A,r,z) to the
voter, the registrars cooperatively compute: Er[A], where T is the public
key of the talliers. The registrars may issue a designated verifier proof [16]
to prove that Ep[A] encrypts the same A of the voter credential.

— Let IDyoter be a voter unique identification number (i.e. a number associated
to the voter’s name in the electoral roll) and Ly be a public list of legiti-
mate credentials. For each voter, the registrars store in Lo the pair (Ep[A4],
IDvotcr>~

— In order to check that only legitimate credentials have been used in the
tallying phase, the talliers proceed as follows:

e After eliminating duplicates and invalid ballots (i.e. those with invalid
proofs or invalid credentials), the talliers obtain the list LV containing
the remaining ballots.

e The talliers send the ciphertexts Ep[A] of Ly to a verifiable mix net and
obtain Lj;

e By means of Weber et al.’s technique, the talliers raise all the ciphertexts
in L} and LV (only the values Ep[A]) to a random secret exponent and
decrypt the resulting ciphertexts. Let LY and LV’ denote the new lists;

e The talliers use a hashtable to verify whether every element in LV’
belongs to LY. If there is an element in LV’ that does not match with
an element in LY, then this means that either someone has broken the
Boneh et al. [4] group signature scheme or that the registrars produced
valid but illegitimate credentials. In any case, the talliers remove ballots
corresponding to illegitimate credentials from the list Lf.

3.3 The Improved Variant of ABRTY’s Scheme

Based on the mechanisms introduced above, we describe now an improved ver-
sion of ABRTY’s scheme. This version eliminates the drawbacks of the original
proposal while keeping the same security properties of it.

The new version employs the same cryptographic primitives as the original
one (see Section 2.1). In addition, the new scheme requires the global blind
comparison mechanism due to Weber et al. [28] and the method of Wang et
al. [27]. It has four phases: setup, registration, voting, and tallying.

However, there are two ways to perform the setup and the registration phases.
For a first election, the authorities execute these phases for the first time. All
voters need to visit the registration place once to obtain their credentials.
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For a second election (or more), as there are previous election parameters
and registered voters, the authorities execute different setup and registration
phases. Voters that registered before do not need to visit the registration place
again. Authorities, in turn, can revoke credentials.

Therefore, there are two states for the scheme. It can be either used in a first
election or in several elections (i.e. a second election or more). The scheme is
described below.

For a first election, the scheme requires the following setup and registration
phases:

Setup phase for a first election. If the scheme is used for the first time, the
voters do not have any credential and need to obtain them to vote. In this
case, the authorities establish first a cyclic group G (the DDH must be hard
in G) with prime order p and five generators g1, g2, g3, g4, 0 € G. The talliers
now cooperate to compute the El Gamal key pair for which the public key is
denoted by T" and the private key is denoted by 7'. The registrars cooperate
to compute two pair of keys: a public key R = ¢g§ and its secret key R =y,
and an El Gamal public key R and its secret key R. The authorities publish
all public material on a WBB.

Registration phase for a first election. After authenticating a voter that
has an identification number IDyqter, the registrars select two random num-
bers r,x € Z, and cooperatively computes A = (g1 g?”;)#r Then, they issue
the credential o = (A,r, ) to the voter via an untappable channel 3. The
registrars now cooperate to encrypt g;¢g5 with their public key R and store
the pair (Er[916%], IDvoter) in a list L1 on the WBB. In addition, they en-
crypt A with the public key T and store the pair (E7[A], IDyoter) in a list
Lo on the WBB.

After receiving her credential, a voter can participate in several elections.
However, as the voter may not be allowed to vote in some elections, the au-
thorities have to update the credentials of the eligible voters before each new
election. It is not necessary for voters to revisit the registration place. Thus, if
the scheme is used in a second election (or more), it requires slightly different
setup and registration phases. These phases are presented next:

Setup phase for several elections. If the scheme is used a second time or
more, all voters (or some of them) already have their credentials. In this
case, the authorities (talliers and registrars) can either keep all credentials or
revoke some of them. If the authorities do not need to revoke credentials, they
can keep all but one parameter used in the last election. That is, they replace
the generator o € G used in the last election by a new one: o’ € G. The
authorities publish the new generator o’ € G as well as the other parameters

3 Although we do not consider the issue of “panic passwords” [8] in this paper, we
would like to emphasize that the technique introduced by Clark et al. [9] to generate
such passwords also applies to our scheme.
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of the last election, namely the cyclic group G with prime order p, the other
three generators g1, g2, 93 € G, and the key pairs (T, T), (R, R) and (R, R).
Conversely, if the authorities need to revoke credentials, they replace the
generator o € G as before and execute an extra step. The registrars replace
their key pair (R = g, R = y) used in the last election by a new one. For
this, they cooperatively generate the new key pair: (R = ggl, R= y'), where
R= ' is a secret key shared among the registrars. This new key pair is used
to update credentials of voters allowed to vote and to generate credentials

for new voters in the current election. All public material is published on the
WBB.

Updating the credentials of eligible voters. If some voters are not allowed
to vote in the new election, the authorities need to update the credentials
of the eligible voters. In order to perform this, the registrars read from L;
all tuples (Er(919%), IDyoter). They created this list in the first election (see
the setup phase of the first election above). By inspecting the values IDyoter,
the registrars identify tuples of voters that can vote in the new election. For
each of these tuples, the registrars cooperatively select a random ' € Z,,
compute ﬁ using their new secret key R = y' and power Er(q143) to
ﬁ 1 1
tively decrypt Er[(g19%)¥+7] to obtain A’ = (g1g3)v+ . Next, they pub-
lish (ID yoter; A’, ') on the WBB. The voters allowed to vote can now visit
the WBB to identify their IDs and read their new pair (A’ r’). Because each
eligible voter employs the same secret x generated for the first election, the
new credential is: (A’, 7, z). Finally, for each voter (IDyoter) allowed to vote,
the registrars replace Ep[A] by Ep[A’] in L.

by means of the method of Wang et al. [27]. Then, they coopera-

Observe that a voter without a credential can register to vote in any election
as long as she visits the registration place to obtain one. In order to issue this
credential, the registrars employ their secret key R = 4’ to generate the creden-
tial o0 = (A, r,x). In addition, they update the lists L1 and L2 with the values
<ER [glg?a;]vIDvotcr> and <ET [A]levotcr>7 respectively.

From the setup and registration phases presented above, the voting and tal-
lying phases are described as follows:

Voting Phase. The voter performs the same steps as in the original scheme
(see Section 2). That is, she makes the tuple (Er[v], B, Ex[B* |, Er[B" '],
Erlg3], 0", P) and sends it through an anonymous channel to the WBB. Note
that if the voter can vote in several elections, she uses her updated credential
(A’,r',x) and the new generator o.

Tallying Phase. The talliers first read all tuples from the WBB, verify all
proofs and discard tuples with invalid proofs. The remaining tuples are now
composed of (Er[v], Ex[B* |, Er[B™ '], Er[g%], o®). After that, they elimi-
nate tuples posted using the same credential (i.e. duplicates). In other words,
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the talliers use a hash table to compare all values o®. If a duplicate is de-
tected, they use the time of posting on the WBB to identify the last posted
tuple and keep only this last posted tuple. Then, the talliers exclude the
values 0® of the remaining tuples and send these new tuples to a mix net.
After permuting and reencrypting these tuples, the mix net outputs tuples of
the form <ET[’U]/,ET[B‘671]/ ,ET[B’"{I]’7ET[9§]’>, where Ep[-]’ is the reen-
cryption of Ep[-]. Now, the talliers check whether the credentials are valid or
not and verify whether they are legitimate. For this, they perform the next
steps.

— They use the remaining tuples to check the validity of the credentials.
This process is similar to the original scheme (see Section 2.1). In case
of several elections, however, the registrars have to use their new key
(R= gg/, R= y') generated for the current election;

— Let LV be a list containing the approved tuples (i.e. tuples with valid
credentials), the talliers send LV to a mix net and obtain LV’. They
also send the ciphertexts Ep[A] of Ly to a mix net and obtain L};

— By means of Weber et al.’s technique, they cooperate to compute a
random value r and raise all values Er[A] of LV’ to r as well as the
values of Lj;

— They decrypt the resulting lists and verify whether every plaintext in
LV’ belongs to an element in Lj. If a match does not exist, they remove
the corresponding tuple from the next step;

— In order to finish this phase, the talliers cooperatively decrypt Er[v]’ of
the tuples with legitimate credentials and publish the voting results on
the WBB.

4 Conclusion

The voting scheme of ABRTY is coercion-resistant and has linear time com-
plexity. As presented, this solution has drawbacks that can limit its use. In this
paper, we presented solutions for these drawbacks. In addition, we introduced
a new version of ABRTY’s scheme which uses these solutions. The new version
allows for the revocation of credentials, and identifies valid (but illegitimate) cre-
dentials. This improves the original scheme as a collusion of malicious registrars
cannot succeed when issuing illegitimate credentials and eligible voters do not
need to register again before each new election.
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A A Weakness of Acquisti’s Coercion-Resistant Scheme

A number of schemes proposed in the literature aim at satisfying the coercion-
resistant property. However, many of them do not accomplish this. In this ap-
pendix we show that Acquisti’s scheme [1] does not fulfills this property either.
In addition, we present another drawback of this scheme.

A.1 An Overview of the Scheme

The solution of Acquisti [1] employs an idea similar to the scheme of JCJ. A
voter obtains a valid credential from the authorities and use it when she want
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to cast a valid vote. A voter under coercion may deceive adversaries by giving
them fake credentials. However, in Acquisti’s scheme, the voter receives from
the authorities encrypted shares of her credential and later on combines her
credential along with her vote intention. In the next paragraphs we give a short
description of Acquisti’s scheme.

In a setup phase, the authorities compute two sets of keys of an asymmetric
cryptosystem with homomorphic property (e.g. Paillier cryptosystem [20]). One
set encrypts credentials and has a public key T=. The other set encrypts votes
and contains a public key Ty,. In addition, the authorities compute another set
of asymmetric keys of a non-homomorphic cryptosystem. Each authority also
generates a share v; of a vote such that the sum of the shares of all authorities is
equal to a vote v for a valid candidate. This is performed for all valid candidates.
After computing the shares, each authority generates two ciphertexts for each
candidate. He encrypts his share v; with T and Ty apart. Each authority then
publishes his two ciphertexts on a bulletin board. Let Er,[v;] and Er, [v;] be
the resulting ciphertexts of a share v;.

Registration Phase. For each voter, each authority generates random numbers
as shares of credentials. Let o; represents a share produced by an authority A;. A;
encrypts o; with the public key for credentials T, signs the resulting ciphertext,
and publishes the signed ciphertext on the bulletin board. After that, A; encrypts
the share ¢; with the public key for votes Ty, and adds a designated verifier
proof [16] that the ciphertext published on the bulletin board and the ciphertext
computed using Ty contain the same o;. A; then encrypts the ciphertext and
the proof with the voter’s public key and sends the resulting ciphertext to the
voter. The authority does not publish the encryption with the public key Ty .

Voting Phase. After decrypting the ciphertexts received from the authorities
and verifying that the proofs are correct, the voter multiplies all encrypted shares
of her credential (via the homomorphic property of the cryptosystem) and ob-
tains Ep, [o]. The voter then reads from the bulletin board the encrypted shares
Er, [v;] corresponding to the candidate she wants to vote for and multiplies
them to obtain Ep, [v]. Now, the voter multiplies the two resulting ciphertexts
(i.e. Epy,[o] and Ery, [v]) and obtains Er,, [0 4+ v]. To finish the process, the voter
encrypts B, [0 + v] with the public key of the non-homomorphic cryptosystem
and then publishes the resulting ciphertext on the bulletin board.

Tallying Phase. When the voting phase ends, the authorities multiply the
shares of all valid encrypted credentials published in the registration phase. As
before, this is performed via the homomorphic property of the cryptosystem.
The result is a list of entire encrypted credentials Er[o] that is sent to a mix
net. The mix net outputs a list of Ep,[o]’, where Er.[]" is the reencryption
of Er,.[-]. The authorities then remove the encryption layer of the ciphertexts
(this is performed using the private key of the non-homomorphic cryptosystem)
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posted by the voters and obtain a list of ciphertexts Ery, [0 + v]. The authorities
send this list to a mix net that outputs a new list containing Ery, [0 + v]'.

For each candidate v;, the authorities read from the bulletin board the cor-
responding encrypted shares Er,[v;] and multiply them. After processing the
encrypted shares of all candidates, the authorities obtain a list of ciphertexts
Er,[v] that contains an encrypted vote for each candidate. Now, for each en-
crypted credential Er.[o]’, the authorities choose an encrypted vote Er.[v].
The authorities then decrypt the resulting multiplication of E, [o]” and Er. [v)’
(i.e. Ex,[o+v]'), and decrypt all ciphertexts Ery, [0+ v]". If the resulting plain-
text of Er. [0+ v]’ matches one of the plaintexts of Egy, [0+ v]’, the credential is
valid and the vote is counted. Otherwise, the authorities combine Er[0]" with
another encrypted vote Er,[v]" and repeat the process. If no match is found, the
same process is performed with another encrypted credential.

A.2 The Weakness

We show now that the scheme of Acquisti is not coercion-resistant. In particular,
an adversary can force a voter to reveal a credential and use a strategy to check
later on whether the credential he received is valid or not.

Suppose the voter gives the coercer an encrypted credential Er,, [0’]. The
coercer then employs this ciphertext to compute a new ciphertext in such a
way that their underlying plaintexts satisfy a specific relation R. In order to
perform this, he first reads the encrypted shares of a vote Ery, [v;] corresponding
to a particular candidate and multiplies them to obtain Er, [v]. After that, he
multiplies Ery, [v] to B, [0'] and obtains Ep, [v + o']. Now, the coercer defines
the relation R. For example, he selects a value ¢ as before and computes Er,, [v+
o'l = Erq, [t-(v+0’)]. The adversary then encrypts Er,, [t-(v+0c')] and Er,, [v+0”]
apart with the public key of the non-homomorphic cryptosystem and publishes
the resulting ciphertexts on the bulletin board.

After the voting period, the coercer waits until the authorities compute the
voting results. As explained above, in this process, the authorities first mix the
ciphertexts Ery, [0 +v] posted by the voters after removing the outer encryption
layer. They then mix the valid credentials ciphertexts Er,[o] after multiply-
ing their encrypted shares Er,[o;]. After that, they multiply the mixed values
Er.[o] to Er.[v] after obtaining the entire encrypted votes from the shares
Ex,[v;]; let Er.[X]" be the mix net output of a ciphertext Er.[X], for a mes-
sage X.

The authorities then decrypt Er, [0 + v]" and Er.[o + v]’, and match their
plaintexts to verify whether a vote is valid or not. While processing all cipher-
texts, the authorities publish the ciphertexts related information on the bulletin
board. At the end of this phase, anyone can check which votes belong to the valid
credentials. Now, in order to verify the relation R, the adversary reads from the
bulletin board a plaintext o + v corresponding to a ciphertext Ery, [c + v]" and
computes t - (v + o) from it. After that, he searches on the bulletin board for a
plaintext ¢ - (v + o) of Er, [t- (v+ 0)]’ that matches the value ¢ - (v 4 o) he just
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has computed. If a match exist (which means that, with overwhelming proba-
bility, he has identified the ballot ¢’ 4+ v he submitted in an encrypted form),
the adversary verifies whether o + v of Er, [0 + v]’ has a corresponding valid
credential o +v of Eg,[o+v]" on the bulletin board. A match now indicates that
the credential received by the coercer is valid. If the value t - (v 4 o) generated
by the adversary does not match any plaintext on the bulletin board, he chooses
another credential and repeats the process.

A.3 Another Drawback of Acquisti’s Solution

In many election scenarios, voters do not need to register again before each new
election. That is, once registered, a voter can vote in many forthcoming elections.
The solution of Acquisti, however, does not provide this convenience to voters.
They have to register before each new election.

Recall that in his scheme, in order to verify whether a ciphertext Er [0 + v]
matches to a ciphertext Er, [0+ v], the authorities need to decrypt these cipher-
texts and publish their respective plaintexts on the bulletin board. Although the
credentials (o) as well as the votes (v) are unknown to the voters as they only
know these values in an encrypted form, an adversary could exploit plaintexts
0 + v to retrieve several arbitrary credentials.

Indeed, suppose that the adversary wants to retrieve the credential of an
arbitrary voter V. Let ¢’ be the credential of the adversary and v’ the candidate
he chooses. In order to identify his vote during the tallying phase, the adversary
first computes the ballot Er, [v' 4+ o] and publish it on the bulletin board.
Then, he uses the same technique as described in the previous section. That is,
he chooses a random value ¢, computes Er,, [t-(v'+0")], and sends this ciphertext
to the bulletin board. After the authorities decrypt all ciphertexts Ep, [0 + v],
the coercer can identify his ballot ¢’ + v’. Now, he just has to choose another
valid ballot for the same candidate v’. Let us denote this valid ballot by o + v'.
Then, by subtracting ¢’ + v’ from o + v’, he will obtain ¢ — ¢’. He can then
use the public key Ty to encrypt o — ¢’ in order to obtain Er, [c — o']. Since
he knows Ep,, [0'] (because this is his credential), he can retrieve Er, [o] via the
homorphic property of the cryptosystem. To do this, he just has to multiply
Erg, [0 — '] by Er,[0']. We tacitly assume here that the computation operator
on the underlying homomorphic encryption scheme is multiplication.
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