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Examples of Tor HS

Public Library of US Diplomacy: Kissinger Cables

In Wikile
20130408
The Kissinger Cables are part of today’s launch of the WikiLeaks Public UK. [ZIJIJB?
Library of US Diplomacy (PlusD), which holds the world's largest contacts li
searchable collection of United States confidential, or formerly confidential] kil eaks F
diplomatic communications. As of its launch on April 8, 2013 it holds 2 individuals
million records comprising approximately 1 billion words. whose men
number of ¢
Detainee Policies details of al
2012-10-24 individuals
fascists” wh
WikiLeaks has begun releasing the 'Detainee Policies': more than 100
classified or otherwise restricted files from the United States Department of
Defense covering the rules and procedures for detainees in U.5. military
S re e LN VLR i eeasein iono9ea | china (200
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Examples of Tor HS

Duck Duck Go

Duck Duck Go is a search engine based in Valley Forge, Pennsylvania that uses
information from crowd-sourced sites (like Wikipedia) with the aim of augmenting
traditional results and improving relevance.
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W| More at Wikipedia | Official site: duckduckgo.com DuckDuckGo

CE

Internet search engines

Duckduckgo | BEGIN-DOWNLOAD.com

Free Download flv app Fast & Simple.
begin-download.com Sponsored link

Duck Duck Go

duckduckgo.com  More from duckduckgo.com »

DuckDuckGo | CrunchBase Profile

DuckDuckGo is a search engine, like Google. Use it to get more Zero-click Info, more privacy, less spam,
Ibang syntax and lots of other goodies.

crunchbase.com/company/duck-duck-go  More from crunchbase.com w»

DuckDuckGo Challenges Google on Privacy (With a Billboard) | Wired

Business...

DuckDuckGo. a cne-man-band search engine based out of Valley Forge, Pennsylvania, is aiming at
Google's privacy practices with an unusual tactic: a billboa.
wired.com/business/2011/01/duckduckgo-google-privacy/  More from wired.com »



Examples of Tor HS

THE NEW YORKER

STRONGBOX

SECURELY SUBMIT FILES TO WRITERS AND
EDITORS

You can use this site to submit information, messages, and files to writers and editors at The New Yorker.

Load times may vary.




Examples of Tor HS

W Silk Rnad mossages 1 orders 0 acoount §0.00 } q“LE‘J

egon,
F“E"wmﬂﬁ_ L — Domestic ofly | uedss
Apparel 1t
3:_:!;5 : & Cocaine Energy Drink - Banned 2
Collectiblos & safior: namedecined(t D0} B0.74
Compubar aguspment 3 ghisel Friper Lt Snpnes of Asraricn add o cart

Custom Ondars 47
Digital goods 3

Drug paraghedmaka 174
Dvugs 4,217

Elacironics 37

Emndica

Forgeries 57

Hardware 3

Horbs & Supplamants 14
Home & Garden 3
Jerwalry

Lab Supplios 2 JJane Stealth Listing Feedback

Lotteries & gamas 3
SECURI (=2
My 1 e o Chnkss ndd Ao cart
EDITOR [EEie

Kefir grains - water kefir
selier etizolam(37] $[J-E-3

Ahieey Froame ot Sty o Armdiica oo o cart

Sorvices
Wesght loss 15
w:::g-,g - Kefir grains - milk kefir

r ; 3 L - r- atizola=ia7] $HW
1.‘ [”.] [Elﬂ USE th].‘ ¥ 1 :.::- ;1 :::-b;-:'ﬁ: St O Arriiics ndd o cart

Load times may vary.



Examples of Tor HS

Silk Road ™=t oo s

Baarch Ca n 0
ot H

LFF

ani-.:i::;gﬁ_- Bt DY | pantesting Domestic anly | upase
«OKYNet, a Tor-powered botnet straight from Reddit 507

Posted by Claudio Guarnieri in Information Security on Dec 6, 2012 2:51:13 PM

dering through the dark alleys of the Internet we encountered an unusual malware artifact, something that w 80.83
night. add 1o cart

we spent time looking at it, the more it started to look unusually familiar. As a matter of fact it tumed out be

rigin named “throwaway236236" described in a very popular I Am A thread you can read here.

B0.00
Is an overview of this malware labelled by the creator as Skynet: a Tor-powered trojan with DDoS, Bitcoin m i ¥ oot

$0.90

ndd o cart

bple download software from Usenet and install it in the offices or at friends pretty often. Also Usenet isn't th
& hoster. Most Providers have their own Usenet client for idiot proof downloads”

L.oad

a distributed discussion platform established around 1980 and still very popular worldwide.



Tor rendezvous protocol

Stepl: Bob picks some
introduction points and
builds circuits to them.
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Tor rendezvous protocol

Step2: Bob advertises
his hidden service —
<z>.onion —

at the database.
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Tor rendezvous protocol

Step3: Alice requests
introduction points from
the database.
She also sets up
a rendezvou
p(oif‘t;m
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Tor rendezvous protocol

Step4: Alice sends a
message to Bob listing
the rendezvous point
and asks the introduction
points from to deliver it.
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Stepb5: Alice and Bob
Connect at the Rendezvous

point

Tor rendezvous protocol
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Tor rendezvous protocol
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Responsible hidden service
directories
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Responsible hidden service
directories

i = HSDir = 25 hours of uptime

e,

;L’:;‘ : ,.,',f”fﬁ\:a
: "'i"%%}?

 IDs change every 24 hours at some time during the day

» Re-upload every hour »



Overview

Background

Measuring the popularity of hidden services

DoSing hidden services.
Harvesting onion addresses.

Revealing the guards.
Opportunistic deanonymisation.

27



Impersonating Hidden service

directory
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Impersonating Hidden service
directory
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Impersonating Hidden service
directory
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Impersonating Hidden service
directory

By impersonating 1 directory, we can track the popularity

By impersonating all 6 directories, we can DoS.
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Tracking popularity

* We tracked popularity of Skynet C&C,
Silkroad, and DuckDuckGo
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Collecting onion addresses
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Collecting onion addresses

e - Active _ | |
S * Naive approach will require
= - Shadow ~350 IP addresses.
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Collecting onion addresses

* Naive approach will require
~350 IP addresses.

« Descriptors don't relocate
within 24 hours.

* Prepare shadow HSDir

relays and gradually pull to
consensus.
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Collecting onion addresses
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Collecting onion addresses

A t - .
o * Naive approach will require
= ~350 IP addresses.

« Descriptors don't relocate
within 24 hours.

* Prepare shadow HSDir
relays and gradually pull to

consensus.

158.64.76.40 44



Harvest results

* We used 58 IP addresses from Amazon EC2
and spent 57 USD

* We collected 39824 unique onion addresses
in 49 hours (on hidden wikis one can find
~2500 addresses only)

 Some Interesting note: 12 onion addresses In
the form silkroad*****.onion.
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Revealing Guard Nodes
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Revealing Guard Nodes

Traffic Signature

Eve's Node

4

@ -=

RP
Eve \ Bob

~40 minutes to reveal the guard nodes for a 5Mb/s node
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Opportunistic deanonymisation
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Opportunistic deanonymisation

Traffic Signature
—»

v/

Guard

Bob

@  ‘w & e

Eve \ RP

How long does it take to become
a Guard of a hidden service?
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Opportunistic deanonymisation

 Rent a server for 60 USD per month => 0.6%
orobability to be chosen as a Guard.

 Deanonymisation ~150 hidden services per
month (for 60 USD per month)

* By running 23 such servers, the probabillity to
deanonymize any long-running hidden
service within 8 months is 99%. (~11 000
USD total).
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Side effect (flag assignment)

e Large number of shadow relays with bw <= 1 accelerated flag

assignment.
Number of relays with relay flags assigned

P Running

2500 I I - | - I_:aSt -
2000 NEE /\ Stable =
1500

. A Guard

21-]an 28-]an 04-Feb 11-Feb
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The Tor Project - https://metrics.torproject.org/



Conclusions

Tracking

Denial of Service
Collecting onion addresses
Revealing Guard Nodes

Deanonymisation 150 addresses per month (60
USD)

*Any HS (8 months+11000
USD)
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Support slide 1

* Triggered

- #8243: Getting the HSDir flag should require more
effort

- #8243: Getting the HSDir flag should require more
effort

 Related

- Changing of the Guards: A Framework for
Understanding and Improving Entry Guard Selection
In Tor", WPES 2012

- #8240: Raise our guard rotation period
(patch to raise it to 9.5 month still pending)
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Support slide 2

* Not included into the presentation

- Finding guard nodes using topological properties
- Bandwidth inflation

60
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