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Consensus

http://torstatus.blutmagie.de/
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Examples of Tor HS
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Tor rendezvous protocol
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Tor rendezvous protocol
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Responsible hidden service 
directories
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Impersonating Hidden service 
directory

● By impersonating 1 directory, we can track the popularity

● By impersonating all 6 directories, we can DoS.

1 second

~20 seconds
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Tracking popularity

● We tracked popularity of Skynet C&C, 
Silkroad, and DuckDuckGo
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Harvest results

● We used 58 IP addresses from Amazon EC2 
and spent 57 USD

● We collected 39824 unique onion addresses 
in 49 hours (on hidden wikis one can find 
~2500 addresses only)

● Some interesting note: 12 onion addresses in 
the form silkroad*****.onion.
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Revealing Guard Nodes
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Opportunistic deanonymisation
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How long does it take to become
a Guard of a hidden service?
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Opportunistic deanonymisation

● Rent a server for 60 USD per month => 0.6% 
probability to be chosen as a Guard.

● Deanonymisation ~150 hidden services per 
month (for 60 USD per month)

● By running 23 such servers, the probability to 
deanonymize any long-running hidden 
service within 8 months is 99%. (~11 000 
USD total).



57

Side effect (flag assignment)
● Large number of shadow relays with bw <= 1 accelerated flag 

assignment.

Running

Fast

Stable

Guard
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Conclusions

Tracking

Denial of Service

Collecting onion addresses

Revealing Guard Nodes

Deanonymisation ● 150 addresses per month (60  
 USD)
●Any HS (8 months+11000 
USD)
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Support slide 1

● Triggered
– #8243: Getting the HSDir flag should require more 

effort

– #8243: Getting the HSDir flag should require more 
effort

● Related
– Changing of the Guards: A Framework for 

Understanding and Improving Entry Guard Selection 
in Tor", WPES 2012

– #8240: Raise our guard rotation period 

(patch to raise it to 9.5 month still pending)
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Support slide 2

● Not included into the presentation
– Finding guard nodes using topological properties

– Bandwidth inflation
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