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1 Introduction

“But the problems he (the physicist) is studying are simple compared to
those of the risk manager, because the clouds do not react to what the

weatherman or physicist says about them.” (Adams, 2007, p. 10)

The above citation describes the key problem of modern risk management within the
petrochemical industry. Despite how sophisticated technical solutions and risk mitiga-
tion measures have become, the “human factor” remains as unpredictable as ever.' Rec-
ognising this irrevocable truth is therefore the first step in creating successful risk man-
agement strategies,” especially if one considers that the term “human factor” is not lim-
ited to the shortcomings of “misguided” individuals; it includes entire organisations

and, in particular, the managers in charge.’

With this consideration in mind, it is obvious why risk management in the petrochemi-
cal industry has been widely criticised in recent years. Several major accidents, such as
the “Deepwater Horizon” oil spill in 2010 and the “Texas City” refinery explosion in
2005, have caused severe consequences for people and the environment. In the case of
the “Deepwater Horizon” explosion and its subsequent oil spill, eleven offshore workers
lost their lives, and cleaning the coastal areas in the Gulf of Mexico will take decades
and require billions of dollars. Furthermore, independent accident investigations have
identified and disclosed various organisational shortcomings as the root causes of these

. 4
accidents.

Although the public debate about petrochemical risk management often lacks a sense of

objectivity and disregards the industry’s considerable safety achievements over the past

! See Hudson, van der Graaf, and Bryden (1998, p. 1) or Smith & Zijker (2005, p. 6).

: See Flin, O'Connor, and Bryden (2000, p. 177).

} See Celati (2004, p. xi), Hudson (1992, p. 52), Knegtering & Pasman (2009, p. 164) or Sneddon et
al. (2005, p. 2).

See, for example, Baker III et al. (2007, p. xii) or National Commission on the BP Deepwater Hori-
zon (2011, pp. 223-224).



few decades,” it must be acknowledged that petrochemical risk management offers
room for improvement, especially in the incorporation of human interactions into deci-
sion-making processes. Only the risk manager who is capable of understanding these
complex interactions will be able to lead an organisation towards a safer and more prof-

itable future.

“Modern safety research has shown that the interaction between ‘human’,
‘technical’ and ‘organisational’ factors determine the performance of a
company, not only in terms of quality, cost, and delivery time, but also in

terms of safety ... .” (Sonnemans & Korvers, 2006, p. 2)

It is exactly in this area, the incorporation of human interactions into management deci-
sion-making processes, that this thesis breaks new ground. For the first time, the com-
plex human interactions within the petrochemical industry were studied using game
theoretic methods. This approach allowed a considerable reduction of complexity and
led to the development of an easily understandable graphical management decision-
making tool, the “Petrochemical Organisation Risk Triangle" (PORT). The thesis draws
its uniqueness from the strong conceptual approach behind the PORT. The human inter-
actions in a petrochemical operation are defined in an easily understandable manner,
and, even more importantly, working mechanisms and improvement potential can be

identified in an analytical way.

In contrast to similar management tools, such as the “Balanced Scorecard”,’ the PORT
is based on a solid mathematical foundation, i.e., a game theoretic model. This model
was developed from a close observation of reality and specifically describes the interac-
tion between management and the workforce in an archetypal petrochemical operation.
In this sense, the thesis differs from many other game theoretic studies that emphasise
model mathematics rather than model applicability.” Hereafter, the journey towards de-

velopment of the PORT will be outlined.®

> Accident rates decreased by almost 90% from 1985 to 1999; see Hudson (2001).

6 See Kaplan & Norton (1992).

! See, for example, Berentsen, Briigger, and Lortscher (2008), Morris & Shin (2003) or Ting (2008).
To facilitate quick reading of this thesis, every chapter closes with concluding remarks.
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In the first chapter, the prevailing definitions, objectives and challenges of risk man-
agement, both generally and within the petrochemical industry, will be presented. Mod-
ern risk management within the petrochemical industry is mostly concerned with
Health, Safety and Environmental (HSE) risks. Furthermore, the petrochemical risk
management approach already involves a strong focus on human factors and behaviour-
al risks based on the key findings of accident research. The culminating point of this
research, and therefore one of the fundamental principles of petrochemical risk man-
agement, is the “safety culture” concept. This concept assumes that there are several
stages of organisational maturity in terms of safety and that an organisation evolves
over time, i.e., climbs the “safety ladder”, if it is properly managed.’ This assumption is
strongly motivated by the field of behavioural economics.'® Although the safety culture
concept itself will not be questioned in the course of this thesis, it will be shown that the
concept is not exempt from certain challenges and criticism. It is argued that the under-
lying behavioural economics are currently a “black box™ providing no clear analytical
guidelines for petrochemical managers on how to improve their risk management prac-

tices and organisational safety culture.

This obvious gap will be closed in the following chapter, which can be considered the
essential contribution of the thesis to petrochemical risk management research. The
black box of behavioural economics will be structured by means of an analytical math-
ematical language, i.e., game theory. This approach is unique in the petrochemical in-
dustry. It is motivated by game theory’s ability to reduce the complexity of interactive

behavioural situations and to visualise them in an easily understandable manner.

First, based on the interactions in case of rule violations between management and the
workforce in a petrochemical operation, a payoff structure will be derived from the au-
thor’s experience.'' This structure reduces the complex interaction between both “play-
ers” to simple costs and benefits. Based on the developed payoff structure, an initial

game theoretic model I'; is created. The model assumes that the interaction takes place

Briefly, an organisation with a weak safety culture will experience many accidents, whereas an or-
ganisation with a strong safety culture will experience few accidents. An excellent summary of the
safety culture concept is provided by Baram & Schoebel (2007). Also see Hudson (2001) or Wieg-
mann, Zhang, von Thaden, Sharma, and Mitchell Gibbons (2004). The idea of a safety culture was
first introduced by Reason (1990).

' See Battmann & Klumb (1993).

The author has spent more than five years working as an engineer in various roles in a petrochemical
refinery of a multinational oil company.



as a single-stage simultaneous game.'” It will be demonstrated that, interestingly, pre-
cise recommendations for the improvement of risk management practices and, there-
fore, the organisation’s safety culture can be derived from the analysis of this very sim-
ple game model I';. Nevertheless, the model is not exempt from criticism; several realis-
tic effects have been neglected. For example, neither accident risks nor the sequential

nature of the interaction between management and the workforce is incorporated.

Hence, a new and more sophisticated game model I'; is developed. This model includes
accident risks and, due to its sequential game structure, reflects the fact that manage-
ment reacts to the workforce’s behaviour and adapts its risk management practices ac-
cordingly."> The most innovative aspect of game model I'; is that the underlying equa-
tions can be transformed into an easily understandable graphical model of an organisa-
tion’s safety culture, the above-mentioned PORT decision-making tool. Based on
PORT, detailed recommendations for the improvement of an organisation’s safety cul-
ture can be made. Furthermore, different risk management practices can be evaluated in
terms of their effectiveness. In summary, the assumption that a higher-level safety cul-
ture results in various organisational benefits is largely supported. Risk management
costs can not only be reduced, but increased benefits will also be experienced by man-

agement and the workforce.

In the last chapter, the road towards industrial application of the PORT will be present-
ed. Thus far, the PORT and its underlying game theoretic model have exclusively relied
on a theoretic payoff structure. It is only logical that bringing the tool closer to industri-
al application requires using “real-life” data. Consequently, various petrochemical data
sources were investigated, and, by means of a simple yet tangible cost-benefit analysis,
a payoftf structure was developed that represents an archetypal petrochemical operation.
Together with the required human reliability data, the PORT is capable of evaluating
different risk management strategies in terms of their monetary outcomes. It will be
demonstrated that the practical results obtained from entering industrial data into the

PORT support the theoretical findings from the previous chapter.

In this game, both players (management and workforce) choose their strategies simultaneously
without knowing which strategy their “opponent” has chosen. For more information on the various
game theoretic models, see Aliprantis & Chakrabarti (2000), Fudenberg & Tirole (2005), Holler &
[lling (2009) or Rieck (2006).

In a sequential game, one player moves first, and the other can observe this move and then choose
his strategy. Examples of sequential games can be found in Aliprantis and Chakrabarti (2000),
Fudenberg and Tirole (2005), Holler and Illing (2009) or Rieck (2006).
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Despite this considerable achievement, it must be noted that both game models I'; and
I'; (and thus the PORT) are only an approximation of reality and offer room for future
research. For example, more sophisticated game theoretic methods such as repeated in-
teraction,'* inspector leadership'® and experimental methods'® have not been included in
the two game models. Furthermore, the game model’s cost and benefit structure is still

very basic and requires additional economic expertise for its future development.

Nevertheless, the PORT and its underlying game model I'; can be considered the cor-
nerstones of future game theoretic research on the subject of petrochemical risk man-
agement. To the best of the author’s knowledge, this thesis is the first of its type within
the petrochemical industry. Therefore, a strong conceptual approach has been taken. In
the author’s opinion, it was legitimate to apply only two basic game theoretic models.

The analysis focussed on the concept rather than its technical finesse.

At the moment, only the PORT is capable of presenting an integrated view of human
interaction and the associated behavioural risks in the petrochemical industry in an easi-
ly understandable manner while providing precise guidelines for managers on how to

improve their risk management practices.

The key finding of this research is that petrochemical managers should not be deceived
by declining accident numbers. The “Deepwater Horizon” incident has demonstrated
once again that, without a proper safety culture, disasters will occur. As a consequence,
there is a simple advice for petrochemical managers: “Know your organisation’s acci-
dent numbers, know its safety culture, and use the PORT to improve your risk manage-

ment practices.” Only such an integrated approach will lead to a safer and more profita-
ble future.

' See, for example, Andreozzi (2010), Franckx (2001b) or Rothenstein & Zamir (2002).

5 See, for example, Andreozzi (2004), Avenhaus, Okada, and Zamir (1991), Brams & Kilgour (1992)
or Rinderle (1996). A similar model can be found in Franckx (2001a).

' See, for example, Potters & van Winden (1996) or Rauhut (2009).
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2 Risk management
2.1 Definition, objectives and challenges

“This decision-making process, and nothing else, is the truest form of risk
management. In fact, the strict meaning of the word management involves a

decision.” (Celati, 2004, p. 165)

In the passage above, Celati provides an excellent starting point for the analysis of risk
management within the petrochemical industry. Although his argument that risk man-
agement is merely a decision-making process might seem to be oversimplifying at first,
it is in fact this stunning simplicity that allows for valuable insights into the various

challenges of modern risk management.

It will be pointed out in this thesis that every decision-making process across all indus-
tries involves human interaction. Thus, only the risk manager who understands this in-
teraction and the associated risks will be able to make an informed decision when

choosing the appropriate risk management strategy.

Before further defining the concept of risk management in this context, it is essential to
first develop a common understanding of the term “risk” itself. Developing this com-
mon understanding is essential because the definition of risk compromises multiple fac-
ets and strongly depends on the individual perspective.'” Furthermore, it is widely
acknowledged that risk can be conceptualised from many different perspectives, includ-
ing technical, economic and psychological points of view.'® The resulting risk catego-

ries in each of these disciplines are thus extraordinarily versatile, and interference be-

7 See, for example, Bieta, Kirchhoff, Milde, Siebe, and Walter (2004, p. 32) or Rejda (1998, p. 5).

' An extensive overview of the various concepts is provided by Glendon, Clarke, and McKenna

(2006, pp. 15-66). A short but very comprehensive summary can be found in Aven & Vinnem
(2007, pp. 20-23).



tween the different categories is not uncommon.'” The image of a “galaxy of risks” is

therefore often used to refer to this high degree of complexity.

Leaving these sophisticated risk definitions aside, an intuitive understanding of risk can

be demonstrated by means of a simple example:

Would you run a red light? If you decide to run a red light, it is uncertain whether an
accident will occur. An accident is therefore an event of coincidence. If an accident oc-
curs, the possible consequences are manifold, ranging from a simple “fender bender” to
multiple fatalities. However, if no accident occurs, you will reach your destination faster
and will benefit from the choice not to stop. With this information in mind, would you

now take the risk of running a red light?

In the author’s opinion, the example reveals the two decisive elements of risk. On one
hand, risk refers to the combination of the probability and consequence of an uncertain
future event.”! On the other hand, risk is equally associated with potential negative and

positive outcomes.

By including both downside and upside risks, the author adopts a broad risk definition
that differs from the prevailing public opinion and contrasts with the exclusive associa-
tion of risk with negative consequences.*” This broad definition of risk has gained in-
creasing interest in recent years across a broad range of industries and has been em-

ployed in several industry documents.*’

The nature of risk in the petrochemical industry and the fact that upside and downside
risks are intrinsically tied to each other can be seen from the following practical exam-

ple:

For risk categorisations in economics and finance, see, for example, Crouhy, Galai, and Mark (2001,
p- 35), Das (2006, p. 5) or Jorion (2007, p. 516). For risk categorisations in an industrial and tech-
nical context, see, for example, Brithwiler (2003, p. 44), Reason (1997, pp. 226-227) or Tweeddale
(2003, pp. 9-10). An extensive checklist for uncovering risks in an industrial organisation is provid-
ed by Hessian & Rubin (1991, pp. 33—46).

2 See Jorion (2007, p. 516).

> Tt must be mentioned that the author adopts the point of view of Aven and Vinnem (2007, p. 21) and

acknowledges that, in this context, the term “probability” is considered not only in a purely statisti-

cal sense but also as a measure of uncertainty.

** According to Milde (1992, p. 314), the public exclusively associates the term “risk” with loss, while

profits are neglected. In economics and finance, the predominance of loss in the context of risk is
stated, for example, in Einhaus (2002, p. 489) or Oechler & Unser (2002, p. 21). In the technical
field, the predominance becomes visible in Brithwiler (2003, p. 30) or Sutton (2007, p. 10).

* See International Organization for Standardization (2009b, p. 1-2) or AIRMIC, ALARM, and IRM
(2002, p. 2).



Assume that a pipe work flange within a process unit is leaking. The substance leaking
from a flange, e.g., liquefied petroleum gas, is highly flammable, and the unit manager
has two options: he could either shut down the unit and safely repair the flange after the
unit has been cleared of the flammable substance, or he could perform an online repair
while the unit remains in operation and the substance continues to leak. A possible
downside risk in both cases is that, after having shut down the unit or while performing
an online repair, the presence of an ignition source could cause the vapour cloud to ex-
plode and thus lead to severe damage, injuries and even death or the complete destruc-
tion of the unit. The upside risk, however, is that the leak could stop by itself in both
cases (e.g., due to ice formation on the leak when the liquefied petroleum gas is depres-

surised).

This example illustrates the typical dilemma of petrochemical risk management. Serious
downside and upside risks must be balanced, and the conflict between safety and pro-
duction must be resolved.>* The main constraints for achieving profitable and competi-
tive production are risks to health, safety and the environment (HSE).” Furthermore,
these HSE risks do not only need to be managed; to be competitive, sometimes calculat-
ed risks have to be taken. This idea is highlighted by the statement, “Risks do not simply

: . 26
exist, they are taken, run, or imposed ... ."

Due to the hazardousness and complexity of petrochemical production processes,”’ a
conscious risk management approach is required. Although there are numerous defini-
tions of risk management,*® (Aven & Vinnem, 2007) provide a very comprehensive def-

inition that is specifically tailored to the petrochemical industry:

* For information on the conflict of safety and production in the petrochemical industry, see Battmann

and Klumb (1993, p. 39), Lawton (1998, p. 89) or Hudson (1992, p. 55).
See Duijm, Fiévez, Gerbec, Hauptmanns, and Konstandinidou (2008, p. 909).
% Glendon, et al. (2006, p. 19).

7 See Sneddon, et al. (2005, p. 2) or Wolf (2002, p. 103). The extraction of gasoline and other chemi-
cal products (ethylene, benzene etc.) from crude oil is only made possible by high temperatures,
high pressures and chemical reactions. In addition, the production processes create dangerous by-
products (e.g., HyS - hydrogen sulphide). For more information on the production processes of a typ-
ical petroleum refinery, see Favennec & Baker (2001, pp. 117-133), Mineralolwirtschaftsverband
e.V. (2003, pp. 21-35) or United States Environmental Protection Agency (1996, pp. 5-8). For a de-
tailed risk analysis of chemical substances, see Martel (2004).

25

*  See, for example, Brithwiler (2003, p. 31), International Organization for Standardization (2009a,

p- 7-8), Rejda (1998, p. 40) or Thome & Pauli (2006, p. 1).
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“The purpose of risk management is to ensure that adequate measures are
taken to protect people, the environment and assets from harmful conse-
quences of the activities being undertaken, as well as balancing different
concerns, in particular HES (Health, Environment and Safety) and costs.
Risk management includes measures both to avoid occurrence of hazards

and reduce their potential harms.” (Aven & Vinnem, 2007, p. 1)

Besides its emphasis on risk prevention, this definition also introduces costs and bene-
fits to the risk management equation. However, risk management must not be designed
to prevent every imaginable risk. Rather, a balanced approach that allows for safe and
profitable operations should be taken. Such a risk management approach can best be
summarised by the acronym “ALARP”, which stands for “As Low As Reasonably Prac-
ticable”.” It implies that the risks should be compared with their corresponding mitiga-
tion costs and that, following this analysis, they should be reduced to a reasonably low

level.

In line with this concept, risk management must be a structured, continuous process of
managing risks.>® It should create value, be an integral part of the organisation, be a
management responsibility”' and take into account human factors.’” Its main objective

is “... to add maximum sustainable value to all the activities of the organisation.”™

The suggested core steps of such a structured, continuous risk management process
(RMP) are depicted in Figure 2.1. They consist of risk identification, risk analysis, risk

evaluation, risk treatment and risk monitoring.**

¥ For more information on ALARP, see Health and Safety Executive (2010), Kletz (2003, p. 63) or
Sutton (2007, pp. 34-36).

3% Also see Thome and Pauli (2006, p. 1).

1 See, for example, Brithwiler (2003, p. 19) or AIRMIC, et al. (2002, p. 2).

2 An integration of human factors into RMPs is, for example, postulated in Glendon, et al. (2006,

p. 356).
3 AIRMIC, et al. (2002, p. 2).
** Also see Andersen (2007, p. 37), Brithwiler (2003, p. 159) or AIRMIC, et al. (2002, p. 4).
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Figure 2.1: Risk Management Process (RMP)

1 |

<—-| Establishing the context |-—>
Risk assessment
I Risk identification I
Communication Monitoring
and I Risk analysis I and
consultation review
I Risk evaluation I—
]
<—-| Risk treatment |<—'

Adapted from (International Organization for Standardization, 2009a, p. 14)
These steps are essential to every modern RMP and have largely been implemented in
the petrochemical industry on an industry-wide basis.’> Although the RMP might ap-
pear to be a straightforward exercise, it is often tested by the people working in the or-
ganisation. They react to their environment, constantly adapt their decisions and are in-
fluenced by the human factor.”® Behavioural risks are thus present at all times,”’ and
they are very difficult to assess, manage and foresee.’® They pose a considerable chal-

lenge to petrochemical risk management.

Compared to other disciplines such as economics or finance,”” the petrochemical indus-
try recognised much earlier the pivotal importance of the human factor due to hard les-
sons learned from several major accidents in the past fifty years.*” Risk management in
the petrochemical industry has thus been strongly influenced by the findings of accident

research and has continually evolved over the past fifty years.

33 For similar RMPs within the petrochemical/process industry, see, for example, Myers, Cramer, and

Hessian (1991, pp. 1-6), Sutton (2007, p.42) or Tweeddale (2003, p. 12). In Aven and Vinnem
(2007, pp. 77-89), a detailed risk framework for decision support in the petrochemical industry is
described. The risk management approach of a large multinational oil company is described in Hud-
son (2001, p. 7).

% See Adams (2007, p. 10), Celati (2004, p. 5) or Morris & Shin (1999, p. 64).
7 See Bieta, Broll, and Siebe (2006, p. 16), Celati (2004, p. 34) or Milde (2004, p. 671).

% See Andersen (2007, p. 36), Bernard & Bieta (2007, p. 48) or Sutton (2007, p. 221).

39 . . ) ) )
In economics and finance, most RMPs are characterised by a strong preoccupation with event risks;

see, for example, Brealey, Myers, and Allen (2006, p. 180), Brithwiler (2003, p. 75) or Otto (2003).
Behavioural risks have long been neglected, and this neglect has been heavily criticised by authors
such as Bieta & Milde (2005), Erben (2004), Spremann (2002) and Stulz (1996). Due to the events
of the 2008-2010 world financial crises, the concept of behavioural risks now seems to have gained

increasing importance in the world of economics and finance.

% The importance of the human factor in the petrochemical industry is emphasised, for example, in

Hudson (1992, p. 55) and Smith and Zijker (2005, p. 6).
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2.2 Accident research

In the previous section, risks and risk management were discussed on a rather abstract
level, including upside and downside risks. It was pointed out that risk management in
the petrochemical industry has been influenced mainly by accident research over the
past fifty years. An accident is the materialisation of a downside risk.*' It is defined as a
“... short, sudden, and unexpected event or occurrence that results in an unwanted and
undesirable outcome. The short, sudden and unexpected event must directly or indirect-

142

ly be the result of human activity ... .”"" The following chapter will focus on the impact

that accident research has had on the RMP in the petrochemical industry.

Due to the complex nature of manufacturing processes in the petrochemical industry, in
most cases, accidents have led to serious, and sometimes even catastrophic, conse-
quences. Such consequences were observed recently during the 2010 “Deepwater Hori-
zon” explosion and the subsequent oil spill. The defining accidents that have occurred
in the petrochemical industry over the past fifty years, including “Deepwater Horizon”,
will be highlighted in this section. Furthermore, the central findings of accident research
on the main reasons for accidents and the critical role that the human factor usually
plays in the course of events will be presented. In particular, it will be demonstrated that
a systemic approach must be applied to create more robust risk management systems in

the petrochemical industry.

2.2.1 Historical perspective

It is widely acknowledged that several “ages” of petrochemical risk management can be
distinguished.”® The timeline in Figure 2.2 illustrates the three ages of petrochemical
risk management: “Technology and standards” from the late 1950s until the early
1980s; “HSE management systems” from the mid-1980s until the mid-1990s; and “im-

proved culture” from the late 1990s to the present. A continuous improvement in risk

1 See Kletz (2003, p. xii).
* Hollnagel (2004, p. 5).

# For an excellent historical overview, see Hollnagel (2004, pp. 29-34). The three-step model and the

road towards safety improvement are also described in Bryden, Hudson, van der Graaf, and Vuijk
(2004, p. 1) and Hudson (2007, p. 700). Knegtering and Pasman (2009, p. 165) uses a similar termi-
nology but distinguishes five “ages” of risk management.
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management processes has led to a significant reduction in incident rates over the past

44
five decades.

Figure 2.2: The industry’s defining accidents

Incident
rate

Technology and
standards

)?Oppau, Germany (1921)
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culture

Bhopal, India (1984)
;Chernobyl, Ukraine (1986)
;PiperAlpha, U.K. (1988)
Longford, Australia (1 998);
Texas City, USA (2005);
Deep Water Horizon, USA (2010)%

| | | | L+ vear
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and earlier

Adapted from (Zijker, 2004, p. 1). Similar graphical representations are provided by (Hollnagel, 2004,
p. 46), (Hudson, 2001, p. 15) and (Knegtering & Pasman, 2009, p. 165)

In the early days of the petrochemical industry at the beginning of the 20™ century, the
available technologies were not yet adapted to the specific needs of the industry, and
equipment design was often inadequate. Consequently, many accidents were caused by
failing equipment such as pressure vessels or rotating machinery.*> Numerous standards
were introduced to provide the industry with common design regulations that allowed
for the creation of interchangeable and safe equipment.*® The most widely accepted pet-
rochemical industry standards were developed by the American Petroleum Institute

(API), which has so far issued more than five hundred industry standards.*’

In addition to the constant drive for standardisation, the era of “technology and stand-

ards” was shaped by a number of accidents that contributed to the development of in-

* Note that the term “incident” refers to both accidents and near misses; see Organisation for Econom-

ic Cooperation and Development (2005, p. 26). The reduction of incident rates is documented, for

example, in Schouwenaars (2008, p. 6).

* One serious accident from this era was the BASF tank wagon explosion in 1948; see Landesarchiv-

verwaltung Rheinland-Pfalz (2011).

For a brief history of the development of a common industrial standard for pressure vessels, see, for
example, American Society of Mechanical Engineers (2011).

46

#7 Although the first standards were introduced in the mid-1920s, the real emergence of standardisation

began in the late 1950s with one of the most important standards, the API 610 for centrifugal pumps.
See Jones (2008).
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herently safer process design, including key events such as “Flixborough”* in 1974,
“Seveso™ in 1976 and “Bhopal™” in 1984. The “Seveso” accident led to a series of
directives issued by the European Commission to improve the handling and storage of

hazardous materials.’’

As technology progressed and standards improved, incident rates continuously dropped
from the 1960s until the 1980s. However, from the mid-1980s onwards, different types
of accidents began to occur that led to a rethinking of risk management practices and,

subsequently, to the age of “HSE management systems”.

Accidents such as “Chernobyl”** in 1986, “Herald of the Free Enterprise”> in 1987 and
especially “Piper Alpha™* in 1988 raised serious questions about the significance at-
tributed to safety within the petrochemical industry. Although standards and technolo-
gies were already widely available, they were not always applied consistently, and safe-
ty did not receive the priority it deserved. Hence, the next logical step of risk manage-
ment’s evolution was a more thorough and structured application of safety standards,
hazard identification and risk management processes. It was realised that this step could
only be taken by implementing integrated HSE management systems (HSE MS).”” Fur-
thermore, forced by increasing regulatory requirements,’® the first integrated HSE MS
were established in the early 1990s by the large multinational oil companies. Among the
first to introduce an integrated HSE MS was the Royal Dutch Shell Group with its

“Hazards and Effects Management Process”.”’

The purposes of such an HSE MS are manifold. Policies and standards describing the
handling of HSE risks are defined, and the commitment to safety is established as one
of the key goals of the organisation. As depicted in Figure 2.1, this HSE risk manage-

ment process is embedded in an organisational control loop to facilitate the continuous

* " For the official report, see Health and Safety Executive (1975). For a condensed summary, see Kletz

(1994, p. 83).
* See Marshall (1992) or Kletz (1994, p. 103).
% See Institution of Chemical Engineers (1985) or Kletz (1994, p. 110).
>l See European Commission (2011).
> See International Nuclear Safety Advisory Group (1992) or Kletz (1994, p. 135).
> See Kletz (1994, p. 226).
>* For the official report, see Cullen (1990). For a condensed summary, see Kletz (1994, p. 196).
> See Hudson (2001, pp. 5-6).
% For example, United Kingdom (1992).

7 See Hudson (2001, pp. 7-11).
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improvement of safety performance. Roles and responsibilities are defined to assure that

both higher-level risks as well as the risks on the “shop floor” are thoroughly managed

by competent people.”®

Figure 2.3: Risk Assessment Matrix (RAM)

Risk Assessment Matrix
CONSEQUENCES INCREASING LIKEUHOOD
C D
Has happened in  Has happened
heard of In nthe our Organisation  af the Location  more than once
the Indusiry Industry of more than o more than per yoor of

once perysor  once perysar in  the Location
In the Industry  our Orgoanisation

0 Noinjuryor Nodamage No effect No impact
health effect
1 Slight injury or Slight Slight effect Slight
2 Minor injury or Minor Minor effec  Minor impact
health effect domage
3 Mojorinjuryor  Modk ) d
health effect domage effect impact
4 PID'oruplo Major Major Major
3 fdal':i’;: domage effect impact
5 Morethan Massive Massive Massive
3 fatalities damoge effect impact

Source: (Energy Institute, 2011b)

There was another significant development within the petrochemical industry during

this era. Several tools supporting the different steps of the RMP were introduced in the
early 1990s. Methods such as Tripod BETA,” BowTie® and the Risk Assessment Ma-

trix (RAM)®' provided strong support for the decision-making process. In combination

with an integrated HSE MS, this support led to another significant reduction of incident

rates throughout the 1990s. As performance improvement levelled out in the late 1990s,

especially as regards more serious incidents,® the current stage of petrochemical risk

management began: the age of “improved culture”.

58

59

60

61

62

Management is responsible for controlling and managing the higher-level organisational risks by
attributing the right amount of resources in terms of people and money. Staff members are responsi-
ble for creating and implementing their own procedures to manage the risks of their daily work.

Tripod BETA is a reactive tool for accident investigation. The software is available online via
http://www.advisafe.com/software. For more information, see Gower-Jones, van der Graaf, and
Doran (1998).

BowTie is a proactive tool for hazard identification and risk mitigation. The software is available
online at http://www.bowtiepro.com. For more information, see Gower-Jones, et al. (1998) or Hud-
son (2001, p. 11).

The RAM is one of the most important tools of petrochemical risk management. Risks are identified
and managed based on the combination of consequences and probability of occurrence; see Energy
Institute (2011b), Hudson (2001, p. 9) or Sutton (2007, p. 41).

See Hudson (2001, p. 13) or International Association of Oil & Gas Producers (2006, p. 3).
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Although HSE standards, risk management systems and tools were in place, they were
not always employed in practice. Accidents such as “Longford”® in 1998, “Texas

City”®* in 2005 and “Deepwater Horizon®

in 2010 dramatically demonstrated that be-
havioural risks are part of a bigger picture and that compliant behaviour is not guaran-
teed simply by having an HSE MS in place. Consequently, since the beginning of the
21" century, research efforts in the petrochemical industry have been directed towards

the development of methods that foster an intrinsic motivation for safe behaviour.

These efforts acknowledge that bringing an HSE MS to life requires more than written
procedures; it requires a systemic approach — a “safety culture”. However, to provide an
environment in which employees behave safely and apply the available risk manage-
ment techniques, an organisation first has to understand the fundamentals of human be-
haviour. One of the most important developments in this respect is Royal Dutch Shell’s
“Hearts&Minds” programme, which is publicly available via the Energy Institute’s
website.® It offers a variety of tools to improve the safety culture within a petrochemi-
cal operation by approaching behavioural risks from various angles, such as supervi-

sion, risk assessment and management of non-compliance.

2.2.2 Multiple Causes

Accidents are never caused by a single event, but rather by a multitude of factors.®” On
average, seven unsafe acts occur in the petrochemical industry before an accident hap-
pens.®® When examined individually, these unsafe acts might each appear to be relative-
ly trivial events.®” However, when they occur in a combined way, they can form a chain

of events leading to a catastrophe.

6 See Hopkins (2000) or Kletz (1994, p. 267).

64 See Baker III, et al. (2007) or U.S. Chemical Safety and Hazard Investigation Board (2007).

65 It has to be noted that the company’s report, British Petroleum (2010), reveals little about the behav-

ioural aspects of the accident. In contrast, the transcripts of the hearings before the joint investiga-
tion board reveal serious deficiencies in the existing safety culture on “Deepwater Horizon”, espe-
cially in connection with the platform’s gas detection system. For further information, see Deep-
water Horizon Joint Investigation Team (2010) or National Commission on the BP Deepwater Hori-
zon (2011).

See http://www.eimicrosites.org/heartsandminds.

67" See Hudson, et al. (1998, p. 1) or Knegtering and Pasman (2009, p. 164).
8 See Sneddon, et al. (2005, p. 6).

% See Hudson, et al. (1998, p. 1).

66
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This correlation is best demonstrated by Reason’s “Swiss Cheese Model” (SCM).”
Figure 2.4 shows that a risk materialises or, in other words, an accident happens when

. . 1
several barriers of control are breached successively.’

Figure 2.4: Swiss Cheese Model (SCM) of accident causation
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Source: (Bryden, Hudson, van der Graaf, & Vuijk, 2004, p. 2)
The barriers compromise all available safety measures derived from the HSE MS, in-
cluding process and equipment design and operating procedures. The holes in the figure
above represent deficiencies within these barriers. In very rare cases, these holes align
to form an accident trajectory as shown in Figure 2.5, which is based on the example of

the “Deepwater Horizon” accident.

Figure 2.5: “Deepwater Horizon” accident
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" See Reason (1997, p. 12).
" An excellent source of information on barriers in accident prevention is Hollnagel (2004).
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It is argued that the holes within these barriers can stem from either active interventions
or latent conditions.”” An active intervention might consist of an operator disabling a
safety defence (such as the reactor minimum load override during the Chernobyl disas-
ter) or committing an error (for example, not inserting a spade into the plant’s main pipe
work before starting the water flushing procedure at Bhopal). Latent conditions, in con-
trast, are more difficult to detect because, for the most part, they are hidden deeply with-
in the organisation or equipment design (such as the defective sprinkler system at the
Piper Alpha or the poor design of the car deck of the Herald of the Free Enterprise). The
connection between active failures and latent conditions is best described as follows:
“The active failures are important in defining the exact form of the accident, but the

underlying causes determine whether an accident will happen at all.”’”

Although the employees on the “shop floor” are often responsible for the active failures,

management is usually responsible for the latent conditions in an organisation.

2.2.3 Human factor

As the SCM has clearly demonstrated, the human factor is a key element in the preven-
tion and causation of accidents’* because the people working in an organisation, includ-
ing employees and managers, are the weakest element in the HSE MS. While the petro-
chemical industry has obtained very good control of technical accident causes, unfortu-
nately, the same does not hold true for behavioural risks: “In the last decades, it has
been cleared that human actions constitute a major source of vulnerability to the integ-

. . . . 75
rity of interactive systems, complex as well as simple ones.”

Researchers estimate that 80-90% of all accidents are caused by human factors.”® How-
ever, this very high percentage is also quite misleading, and it can even be argued that it

represents one of the main obstacles to understanding the true underlying causes of ac-

> See Reason (1997, pp. 233-237).
" Hudson (1992, p. 21).

™ See Reason (1997, p. 61). For an excellent comparison of positive as well as negative human inter-

ventions, see Reason (2008). A detailed document on the role of the human factor in system reliabil-
ity is provided by Research and Technology Organization (2001). The complex interactions of hu-
man factors and safety management systems are also well described in Health and Safety Executive
(2007).

Nivolianitou, Konstandinidou, and Michalis (2006, p. 7).

The first researcher to issue this statement was Hoyos (1995, p. 234). Lawton (1998, p. 79) and
Sneddon, et al. (2005, p. 2) build upon these results, while Konstandinidou, Nivolianitou, Markatos,
and Kiranoudis (2006, p. 8) and Bevilacqua, Ciarapica, and Giacchetta (2008) provide empirical
proof with current accident data, although with slightly reduced percentages.
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cidents.”” Focussing solely on individual failures” most definitely will not lead to a re-
duction of accident rates.”” Instead, to improve safety performance, a systemic approach
is required that takes both the individual and the latent conditions in an organisation into

80
account.

2.2.4 Systemic approach

Today, the systemic approach is widely accepted within the petrochemical industry.®'
Most petrochemical risk managers are well aware that the root causes of faulty human
behaviour are often to be found outside the individual, i.e., within the latent conditions

of an organisation.

“In this, the present age, we recognise that the major residual safety prob-
lems do not belong exclusively to either the technical or the human domains.
Rather, they emerge from as yet little understood interactions between the

technical and social aspects of the system.” (Reason, 1990, p. 2)

This statement is especially supported by the “Longford” and “Texas City” accident in-
vestigation reports. Both reports clearly state that managerial and leadership failures
contributed greatly to the disasters.®® Furthermore, the preoccupation with lagging safe-
ty indicators such as the Lost Time Injury Frequency (LTIF), which were commonly
used in these cases and in the petrochemical industry in general until several years ago,
has also been criticised. It is argued that such lagging indicators neither reflect the real
safety climate within an organisation nor predict the probability of the next major acci-

dent.*’ This preoccupation with lagging indicators has been largely replaced by a sys-

77 See Glendon, et al. (2006, p. 153) or Kletz (2001, p. 2).

" The argument in favour of individual failures was also fostered by studies such as Bird & Germain

(1996).
7 See Reason (1997, p. 223).
% See Hoyos (1995, p. 248) and Reason (1997, p. 230).
1 See Lawton (1998, p. 93), Rauterberg (1998, p. 14) or Reason (1997, p. 239).
82 See, for example, Hopkins (2000, p. 75) or Baker III, et al. (2007, p. viii).

3 See Hopkins (2011, p. 9), Knegtering and Pasman (2009, p. 165), Reason (1997, p. 232) or Sonne-
mans & Korvers (2006, p. 8).
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temic point of view that also takes into account leading indicators. There are even re-

search efforts towards the development of accident forecasting methods.™

73

n recent years there has been a movement away from safety measures
purely based on retrospective data or ‘lagging indicators’ such as fatalities,
lost time accident rates and incidents, towards so called ‘leading indicators’
such as safety audits or measurements of safety climate. ... The shift of focus
has been driven by the awareness that organisational, managerial and hu-
man factors rather than purely technical failures are prime causes of acci-
dents in high reliability industries ... .” (Flin, O'Connor, & Bryden, 2000,
pp. 177-178)

The key to achieving sustainable safety performance is to bring the HSE MS to life
within an organisation. This requires that management, supervisors and staff members

are equally responsible for creating a safe working environment.*

However, the systemic approach also has its limits. Many systemic factors and latent
conditions (e.g., cultural background) are outside the control of management and the
individual.*® Consequently, modern accident research demands a concentration on the
core systemic and individual factors®’ so that risk management does not become too ab-

stract and too complex.

2.3 Human factor research

The previous section demonstrated that the fields of accident and human factor research

have influenced each other greatly over the past two decades. Each accident provided

% See, for example, Marofio, Pefia, and Santamaria (2006), Petroleum Safety Authority Norway

(2009) or Sonnemans and Korvers (2006). The idea behind these methods is to identify certain acci-
dent precursors, which are derived from historical data and can later be used in the form of a fore-
casting tool. Although research has just begun and first results cannot be expected for a long time,
these endeavours could also help organisations within the petrochemical industry to better learn
from past accidents.

% See Hoyos (1995, p. 236) and Hoyos (1995, p. 248).
% See Hudson, et al. (1998, p. 3).
7 See Reason (2006, p. 26).
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vital information on human behaviour in hazardous situations and contributed to the de-

velopment of sophisticated behavioural models.

In this section, the current understanding of the human factor within the petrochemical
industry will be further investigated. First, a detailed overview of the most common
human factors, errors and violations, will be given. It will be followed by a presentation

of'a commonly used behavioural model, namely, the concept of behavioural economics.

2.3.1 Error and violation

In principle, human factors can be divided into two major categories: errors and viola-
tions. As depicted in Figure 2.6, this categorisation follows a simple distinction between

action and behaviour.®®

The combination of both aspects determines the specific subcategory of the human fac-
tor. The colours in Figure 2.6 indicate the areas of increasing risk: while slips and lapses
are usually benign, mistakes are more dangerous, and violations are most dangerous of

189

all.”” A number of practical examples will serve to highlight these implications for each

of the described human factor subcategories.”

Figure 2.6: Categories of human factor
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Adapted from (Glendon, Clarke, & McKenna, 2006, p. 115)

% There is extensive literature on the different types of human error. Recommended further reading

includes Glendon, et al. (2006, pp. 113—127), Hudson, Verschuur, Parker, Lawton, and van der
Graaf (1998, p. 3), Kletz (2001), Salvendy (2006, pp. 708-710), Reason (1990), Reason & Hobbs
(2004), Redmill & Rajan (1997) and Wiegmann & Shappell (2001). The author’s categorisation of
errors and violations builds upon Energy Institute (2011a). Although it should be noted that there is
a fine line between errors and violations, the author follows the prevailing opinion that errors and

violations are distinct from each other. See hereto Lawton (1998, p. 78).

% The author follows Hudson, et al. (1998) and their definition of increasing risk.

% For more practical examples of the types of human error, see Kletz (2001).
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Errors: Per definition, an “... error is the failure of planned actions to achieve their
desired goal, where this occurs without some foreseeable or chance interven-

291

tion.””" Errors can take the form of slips, lapses or mistakes.

Slips are unintended actions that lead to an unintended behaviour. A simple exam-
ple is an operator pushing the wrong button on a control panel, resulting in the un-
intended shutdown of a machine. Lapses are very similar, but in this case, there is
an unintended inaction leading to an unintended behaviour. For example, an opera-
tor sees a high vibration alarm of a machine on the control screen. Because there
are many other alarms sounding at the same time, he forgets to shut down the ma-

chine, and as a consequence, the machine breaks down.

Mistakes are different. Although the action might be intended and an operator
thinks that he is doing the right thing, the behaviour is unintended. A typical exam-
ple is that an operator sees a machine’s high vibration alarm on the control screen.
To decrease the vibration level, he decides to decrease the machine’s product flow.

Unfortunately, this results in the unintended behaviour of increased vibrations.

13

Violations: Per definition, violations are “... deliberate departures from rules that

describe the safe or approved method of performing a particular task or job.””*

The definition also reveals a very interesting aspect of violations: in theory, there
could be no violations in the absence of rules or procedures. This theory leads to
the paradoxical situation in which, especially in organisations characterised by a
high degree of regulation, such as the military, the airline industry or the petro-
chemical industry, the possibilities of committing violations are manifold.”> Hence,
the less individual freedom the pilot or the operator is given, the more he is prone to
violating procedures. According to the classification of action and behaviour that is
already used to describe errors, the following types of violations can be distin-

guished: unintended, situational, optimising and reckless violations.

An unintended violation is very similar to a mistake. The action is intended, but the
behaviour is not. However, in contrast to a mistake, an unintended violation is not

in accordance with a certain rule or procedure. For example, consider the operator
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92

93

Reason and Hobbs (2004, p. 39).
Lawton (1998, p. 78).
See Reason (1997, p. 61).
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seeing a machine’s high vibration alarm on the control screen. There is a procedure
requiring the operator to increase the product flow in case of a high vibration alarm.
If the operator is not aware of this procedure, then he may decrease the product

flow, thinking that he acted correctly.

Situational violations arise when there is a gap between the rule or procedure and
the real situation on site, which means that the job cannot be performed without
committing a violation. In this case, both action and behaviour are intended. For
example, consider lifting a heavy piece of equipment. The lifting procedure clearly
states that equipment is only to be lifted in the vertical direction and that any simul-
taneous horizontal movement is prohibited. On site, the mechanics find that the
crane does not reach far enough to correctly lift the equipment - it can only be lifted
by simultaneously moving it in horizontal direction. If the mechanics lift the
equipment nevertheless, then they commit a situational violation, which can lead to

disastrous consequences.

Optimising violations also occur when an intended action is followed by an intend-
ed behaviour. They are characterised by the intention to seize opportunities to per-
form a task more efficiently. The optimisation can happen on either an organisa-
tional or a personal level. Organisational optimising violations are committed as a
result of outside pressure, e.g., to keep the production running or to reduce down-
time. Consider a unit that had to be shut down due to a leaking product line. The
production unit manager clearly communicates to his staff that the repair of the line
must be performed as quickly as possible to get the production up and running
again. If, in a situation like this one, staff members consciously did not implement
parts of the safety procedures because their implementation was considered too
time consuming, they would commit violations with the goal of benefitting the or-
ganisation. In contrast, personal optimising violations occur for reasons of personal
convenience. For example, a procedure requires an operator to check a certain pres-
sure reading once per hour. In the last hour before the shift change, the operator had
many other things to do, so he did not perform the check. Checking the pressure
reading now would result in being late for the shift change. Consequently, he de-

cides not to check the pressure reading in order to get home on time.

Finally, there are reckless violations. These violations are the worst type because

they imply that an individual performed an intended action in combination with an
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intended malevolent behaviour. An important characterisation of this type is that
people do not care about the consequences of their actions. For example, smoking
inside a production unit is prohibited. Nevertheless, a contractor walks by the unit

and recklessly throws away a burning cigarette.

Now that the different types of errors and violations have been defined, it is of great im-
portance to put both phenomena into perspective. The current focus of petrochemical
risk management and of this thesis is on the handling of violations, not of errors. Alt-
hough there have been several efforts to reduce human error (for example, in the aircraft
maintenance business),”* the petrochemical industry regards violations as the more criti-

cal human factor and has thus focussed on the human factor for several reasons.

Errors can never be fully eliminated because they are an integral part of human nature.”
Hence, the prevention of human error requires considerable effort with rather uncertain
chances of success. In contrast, violations are a part of human behaviour that can be in-
fluenced more easily by applying adequate techniques. In short, working on the reduc-
tion of violations offers more chances for success than working on the reduction of hu-

man error, at least in terms of the efforts required.

This is especially the case because the safety barriers of the HSE MS were designed
with human error in mind. Hence, the system consists of several redundant technical
and organisational barriers. Committing an error (i.e., breaching a safety barrier) will
therefore almost never lead to an undesirable event because other control barriers will
take over (see also Chapter 2.2.2). Consider an operator who wants to start a pump. As
it is critical for a pump to be started only after it has been fully filled with liquid, a tech-
nical barrier in the form of a level switch is implemented. This level switch monitors the
liquid level inside the pump. By means of a functional logic, the pump can only be
started when the level indicator shows a “good condition”. Now, even if the operator
committed an error (for example, did not fill the pump and tried to start the pump), it

would not start. The technical barrier would “intercept” the human error.

% See Reason and Hobbs (2004), Shappell et al. (2007) or Wiegmann and Shappell (2001).
% See Kletz (2001, p. 2).
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Figure 2.7: Dangerous effects of violation

The Edge

Normally
safe operation

Normally
safe operation

The Edge

Adapted from (Hudson, Verschuur, Parker, Lawton, & van der Graaf, 1998, p. 10)
In contrast, the HSE MS is not designed with human violation in mind. Because most
systems rely to a great extent on procedural controls, there is an implicit assumption that
people will follow the rules.”® However, what happens if people do not follow the rules?
In that case, the violation of a procedure takes the system from a safe state (see Figure
2.7, point A) to a state outside of the safe boundaries (see Figure 2.7, point B). If one
considers that procedures are often the last line of defence when all other technical
measures have been exhausted, then it becomes clear that the system will be pushed to

the edge in such a scenario.

On the edge, the probability of an accident rapidly increases’’ because people are con-
fronted with unusual or unpractised situations, leading to an increased error probability.
In addition, one line of defence has been deliberately circumvented, and the system it-
self becomes less forgiving of errors. In this context, consider the red light example
from the beginning of the thesis. The violation of “running a red light” puts the system

on the edge, and the accident risk increases dramatically.”®

Finally, if violations and errors collide, the result is usually catastrophic. Human factor

research within the petrochemical industry has therefore developed a simple, yet power-

ful equation: “error + violation = disaster”.”’

% See Hudson, et al. (1998, p. 1).
7 See Lawton (1998, p. 79).

% In this context, the study by Elliott, Baughan, and Sexton (2007) provides additional information on

errors and violations in motorcycle accidents. A similar study by Massaiu & Kaarstad (2006) inves-
tigated the reasons for non-compliance in road traffic centres.

% See Glendon, et al. (2006, p. 122) or Hudson, et al. (1998, p. 5).
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The significance of this equation becomes even more obvious when one takes into ac-
count that challenging working environments, such as those in the petrochemical indus-
try, usually foster violations.'” To provide a practical example of the equation, a pump-
starting scenario is presented. The level indicator on the pump is broken, and, as a con-
sequence of the functional logic, the pump cannot be started. The operators urgently
need the pump to be able to start the production process, and a replacement of the indi-
cator would take at least one additional shift. Because the operators assume that the
pump was correctly filled by the workers on the previous shift, they decide to disable
the functional logic and start the pump (violation). Unfortunately, the previous shift
filled the wrong pump, and the pump that is to be started is still empty (error). Once the
empty pump is started up with gas inside, the bearings immediately fail, the gas ignites

on the hot surface of the bearings and a large fire occurs (disaster).

In addition to this extensive overview of the most common human factors present in the
petrochemical industry, three other interesting aspects of violations should not be left
unaddressed. The quality of procedures usually has no influence on the violation proba-
bility — even good procedures will be violated.'”' Furthermore, not all violations lead to

] 102
bad outcomes, and some even have positive effects.

The most widely known example
of a violation that led to success is that of the survivors of the Piper Alpha accident. In
contrast to their colleagues who followed the safety procedure, went to the assembly
point inside the platform’s mess and died as a consequence, the survivors did not go the

assembly point and jumped directly into the water.'®

Finally, violations are also very
closely connected to the existing safety culture and management commitment in an or-

ganisation.'®* This aspect will be further explored in Chapter 2.4.

The following section will elaborate on the underlying causes of violations based on the

theory of behavioural economics.

1% See Lawton (1998, p. 87).
1 See Lawton (1998, p. 79).
192 See Reason (1997, p. 81).
15 See Reason (1997, p. 206).

1% This finding by Lawton (1998, p. 78) was proven in several empirical studies; see Fogarty & Worth

(2003) or Fogarty & Shaw (2010).
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2.3.2 Behavioural economics

Over the past two decades, risk management research within the petrochemical industry
has extended and adapted several psychological models to explain human behaviour and
to investigate the reasons for violations.'”> One of the core concepts of most modern

RMPs is that of behavioural economics. '

“The main assumption of behavioural economics is that human beings try to
optimize their behavioural efficiency within the limits defined by internal

and external constraints ... .” (Battmann & Klumb, 1993, p. 37)

Hence, it is argued'®’ that the choice to violate a procedure is determined not by moral
considerations but rather by a simple comparison of the perceived benefits and costs that
are connected to a certain action. According to the model, people thus strive to optimise
their behaviour by spending as little as possible of their limited human resources while
trying to achieve a maximum gain. These resources represent the “money” of behav-
ioural economics and “... can be either internal resources (knowledge, skills, ability,

1% Burthermore, it is

time, energy) or external ones (tools, fellow workers, plant, etc.).
assumed that all human actions are bound to certain internal (e.g., psychological) or ex-
ternal limitations (e.g., rules and procedures) and that a conflict can easily arise between

the individual optimising behaviour and these limitations.

1% For example, the Theory of Planned Behaviour, which was originally developed by Ajzen (1991),

can be considered as a key element of Royal Dutch Shell’s “Hearts&Minds”; see Energy Institute
(2008). Another behavioural model that was used in the same context is the Safe Behaviour Model;
see Sneddon, et al. (2005).

The concept was first brought into the safety context by Battmann and Klumb (1993). However, it
must be noted that the scientific community has not yet reached a commonly accepted definition of
behavioural economics. An excellent literature review of the current state of research is provided in
Health and Safety Executive (2009). According to this review, behavioural economics consists of
various theories that offer explanations for why people deviate from rationally expected behaviour
when faced with decisions under risk. Bounded rationality, strategic behaviour and learning effects
are identified as key themes. In this thesis, the author adopts the definition of behavioural economics
according to Battmann and Klumb (1993), which is further described in the following pages. The
author does not understand behavioural economics in the sense of bounded rationality that is caused
by a framing of decisions according to Kahneman & Tversky (1979) and Kahneman & Tversky
(1986).

The presentation of the main assumptions of behavioural economics is based on Battmann and
Klumb (1993, pp. 37-39) and Reason, Parker, and Free (1994, pp. 12—-15). Hence, there will be no
further quotes of these two authors on the following three pages except for graphical illustrations
and direct citations.

1% Reason, et al. (1994, p. 12).

106

107

27



In this context, the model of behavioural economics has contributed significantly to un-
derstanding the various mechanisms of violation. Violations usually emerge for one of
the following reasons: individual misperceptions of the risk involved with an action, the
conflict between individual optimising behaviour and organisational goals and, finally,

missing feedback or commitment in an organisation.

Figure 2.8: Behavioural economics

Percieved benefits
of violating

Percieved costs
of violating

Source: (Reason, Parker, & Free, 1994, p. 13)
According to the model, whenever the perceived benefits of a violation outweigh its
costs, the rule will be violated (see Figure 2.8). All actions in the grey area of Figure 2.8

are likely to be executed, whereas the ones in the white area will most likely be rejected.

Figure 2.9: Behavioural economics and “skewed” perception of risk

Percieved benefits
of violating

Percieved costs
of violating

Source: (Reason et al., 1994, p. 14)

However, especially in high-reliability industries such as the petrochemical industry, the
individual perceptions of the costs and benefits of a violation are often misleading. Be-
cause accidents happen very rarely, employees attribute a very low perceived probabil-
ity to the occurrence of an accident and consequently underestimate the underlying (ob-

jective) risk (see Figure 2.9).'”” This “skewed” perception of risk''” thus represents one

1% See Kletz (2003, p. xii), Lawton (1998, p. 83) or Sneddon, et al. (2005, p. 9).
"% See Health and Safety Executive (2009, p. 21).
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of the key factors in the emergence of violations and is a driver behind the erosion of

compliance in high-reliability industries.'"'

A typical example illustrating the conflict between individual optimising behaviour and
organisational goals has already been presented in the previous section. If a production
unit must be put back into operation as quickly as possible, then staff members might be
inclined not to implement parts of safety procedures that they consider too time-
consuming. There is a clear conflict between safety and production,''” which is best de-

¢

scribed by the following citation: “... Safety and productivity constrain each other.

There is no productivity without safety, but safety can become so expensive that produc-

tivity decreases below acceptable standards.”'"

When examining this example, it is clear that this conflict cannot be resolved by an in-
dividual. On the contrary, it is an imperative for the organisation and, more precisely, its
management to communicate clear priorities on safety and production to prevent con-

flicts.

The last factor contributing to the emergence of rule violations is also closely connected
with the organisation. Violations usually occur if the actions taken do not result in un-
wanted costs for the individual. Hence, as long as there are no consequences for the vio-
lation of a safety procedure, people will continue to violate it. This circle can only be
broken if the organisation demonstrates a strong commitment to safety and provides in-

stant feedback to its employees (e.g., in the form of fines).'*

In this respect, management plays a key role in both the prevention and emergence of
rule violations.'"” It is responsible for creating a cultural mindset in which safety is
highly valued and rule violations are not tolerated.''® The characteristics of such a

“safety culture” will be described in the following section.

"1 See hereto Gonzalez & Sawicka (2003).

"2 This conflict has been discussed extensively in several publications, such as Celati (2004, p. 236),

Lawton (1998, p. 89), Petroleum Safety Authority Norway (2006, p. 13) and Reason, et al. (1994,
p. 12).

'3 Battmann and Klumb (1993, p. 39).

14 See Battmann and Klumb (1993, p. 40).

"5 The coherence between management commitment and violations has also been proven empirically

in Fogarty and Shaw (2010, p. 1457).
¢ See Reason (1997, p. 212).
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2.4 Safety culture

It has been demonstrated in the previous sections that in order for risk management to
be effective, a systemic approach is required, and simply having HSE MS in place will

not be sufficient.

Bringing HSE risk management to life is the biggest challenge that the petrochemical
industry faces today. All efforts to create integrated HSE risk management programmes
that are capable of reducing behavioural risks can be summarised under the term “safety
culture”. However, why does one need such a “safety culture”, what does it stand for

and how can it be created? These questions will be answered in the following section.''”’

2.4.1 Why safety culture?

“The possession of a management system, no matter how thorough and sys-
tematic it may be, is not, however, sufficient to guarantee sustained perfor-
mance. What is also needed is an organisational culture that supports the

management system and allows it to flourish.” (Hudson, 2001, p. 3)

The above citation provides a strong argument for the “safety culture” concept. Alt-
hough accident numbers within the petrochemical industry have continuously dropped
over the past decades and HSE MS have matured, today’s accidents are often connected
to aspects of the broader organisation.''® The “Texas City” explosion in 2005 and the

3

“Deepwater Horizon™ oil spill are only two recent examples where the “... corporate

safety culture ... may have tolerated serious and longstanding deviations from good

safety practice.”'"’

"7 Note that there are several excellent publications on the subject of safety culture, and only a short

overview will be presented in this thesis. For further detail, see, for example, Baram and Schoebel
(2007), Health and Safety Executive (2005), Hudson (2001), Hudson (2007), Rauterberg (1998),
Reason (1997, pp. 191-220) and Reason and Hobbs (2004, pp. 145-157). The most exhaustive
overview of the different aspects of safety culture reflecting the current state of research is provided
by Glendon, et al. (2006, pp. 363—406). The safety culture concept has even travelled to other indus-
try segments. See, for example, Vredenburgh (2002), who studied safety culture in hospitals.

'8 See Knegtering and Pasman (2009, p. 168).
"9 Baker III, et al. (2007, p. viii).
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Furthermore, researchers argue that safety in itself is non-motivating.'*” This idea
means that, on one hand, when safety performance is good, there is rarely positive feed-
back from management to the employees working in the organisation. On the other
hand, when the safety performance is bad, serious pressure is often placed on employees

to “behave more safely”.

Thus, to prevent these organisational accidents, it is necessary to make safety more mo-

2I'To achieve this

tivating and to resolve the conflict between safety and production.
goal, the culture within the organisation must be shaped in such a way that safety is rec-
ognised as a positive aspect and as a key element in achieving operational excellence.
Several researchers have argued that organisations with a strong safety culture are not
only safer places'”* but also are much more effective organisations that deliver better
results.'” Frequently cited examples of such highly effective organisations are the

125 The main char-

chemical company DuPont'** and the U.S. Navy aircraft carrier fleet.
acteristics of such effective organisations are also at the root of the definition of a safety

culture.

2.4.2 Definition and characteristics

First, it must be noted that there is no definition of the term “safety culture” that would

be applicable universally.'*®

Nevertheless, there is a common understanding among
most researchers that the term “safety culture” refers to the following two aspects: the
behaviour of people within an organisation and the attitude and values towards safety

that are incorporated by the organisation.'*’

(Hudson, 2001, p. 16) opts for an even sim-
pler definition by saying that “a safety culture is ... one in which safety has a special

place in the concerns of those who work for the organisation.”

120 See Mearns & Reader (2008, pp. 388—389).

2l In his study of several chemical companies, Zimolong (1992, p. 86) argues that coordinated safety

management can resolve the conflict between safety and production.
122 See Baker III, et al. (2007, p. xii).

' See, for example, Baram and Schoebel (2007, p. 632) or Hudson (2001, p. 28).

'2* " DuPont is known as the industry leader in terms of safety. It has consistently worked on its safety

culture for over 200 years; see hereto Leinweber (2009). Today, DuPont even provides its safety so-
lutions to many other companies; see hereto DuPont (2007).

' See Reason (1997, pp. 214-215).

126 See hereto Baram and Schoebel (2007, p. 633), Hudson (2007), Reason (1997, p. 192) or Reason
and Hobbs (2004, p. 145).

127 See hereto Glendon, et al. (2006, pp. 364-369); Health and Safety Executive (2005, p. iv) or Reason
and Hobbs (2004, p. 145).
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In this understanding, the safety culture concept is far more than an explanation method
in accident analysis;'*® it is a holistic approach to dealing with behavioural risks in an

organisation and achieving a safer working environment.'*

Thus, instead of striving for
an overarching definition, several researchers define a safety culture as a combination of

certain key characteristics.'*’

A safety culture is characterised by strong leadership and managerial commitment to

safety,'”!

staff involvement and empowerment (especially in the reporting of safety
concerns), a high level of knowledge about the current safety state, a high degree of jus-
tice (especially when dealing with safety infractions)'** and a strong desire to learn from

mistakes.

Figure 2.10: Elements of a safety culture

Mission statement on safety

Commitment on Organisational structure

CEO level Resources

Audit and reviews
Definition of roles and responsibilities
Definition of checks and balances for

Commitment on safety measures

management level Qualification and training

Rewards and punishment
Supervision and internal auditing
Chronic unease

Commitment on Dedication to safety and

individual level < safety-conscious behaviour
Communication and reporting

Adapted from (Rauterberg, 1998)
The graphical representation in Figure 2.10 further details these characteristics and il-

lustrates that the elements of a safety culture are closely tied to each other. Hence, if

'8 The term “safety culture” was first used in an accident investigation by the International Atomic

Energy Agency (IAEA) in connection with the 1986 Chernobyl disaster; see hereto International
Nuclear Safety Advisory Group (1992, pp. 21-22).

See Diaz-Cabrera D., Hernandez-Fernaud, and Isla-Diaz (2007, p. 1202) or Rauterberg (1998,
p- 19).

See Health and Safety Executive (2005, pp.iv—v), Hudson (2001, pp. 17-19), Reason (1997,
pp- 193—194) or Reason and Hobbs (2004, pp. 145-146).

See hereto Reason (2008, p. 277) or Wiegmann, et al. (2004, p. 126). It is even argued that a safety
culture must be “CEO-proof”; see Reason (2008, p. 274).

In contrast to a blame culture, a just culture fairly balances reward and punishment; see Bond
(2008).
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there is a consistent commitment to safety on all company levels, from the Chief Execu-
tive Officer (CEO) to the local management and down to the shop floor employees, the
effort will succeed, and behavioural risks can be managed. In contrast, if even one ele-
ment is missing, operational excellence and good safety performance cannot be ex-

pected.

“Summarizing it can be noted that a holistic approach of leadership, em-
powerment and participation, with continual alertness of top management, a
dedicated reliability and safety attitude trickling down through the organi-
sation, with metrics and a potential ‘precursor’ analysis team in place are
essential requisites to enhance safety and with that profitability.” (Knegter-
ing & Pasman, 2009, p. 165)

It must be noted that the above characteristics draw a picture of an ideal safety culture.
If one or more characteristics of a safety culture are missing within a company, the cul-

133

ture will further depart from this ideal picture. It has therefore become very common

in the petrochemical industry to think of safety culture in an evolutionary way.

2.4.3 Evolutionary model

Safety cultures cannot simply be created overnight; they evolve over the course of
years, decades or, as the example of DuPont demonstrates, over centuries."”* To de-
scribe this evolution, the petrochemical industry adopts a five-stage model, which was

derived from the original three-stage model by (Westrum, 1993).

The corresponding “HSE culture ladder”, which is depicted in Figure 2.11, is at the
heart of Royal Dutch Shell’s “Hearts&Minds” programme'>® and has been the focus of

several empirical studies.'*® The ladder shows the path towards world-class safety per-

33 An excellent assembly of examples of positive as well as negative safety cultures is provided by

Tweeddale (2003, pp. 351-368).

See, for example, Hudson (1992, p. 46). The “long and winding road* towards safety is very well
described in Hudson (2001).

133 See Hudson (2007).
3¢ See Lawrie, Parker, and Hudson (2006) or Parker, Lawrie, and Hudson (2006).
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formance and describes the different stages an organisation must pass through to reach

the summit."’’

Figure 2.11: Safety culture ladder

GENERATIVE (HRO)
HSE is how we do business
round here

PROACTIVE
Safety leadership and values
drive continuous improvement

CALCULATIVE ‘
We have systems in place to

REACTIVE
Safety is important, we do a lot
every time we have an accident

PATHOLOGICAL
Who cares as long as
we're not caught

Source: (Hudson, 2007, p. 704)

The generative stage can be described as the ideal state of a safety culture, which pos-
sesses all of the attributes defined in Chapter 2.4.2. At this stage, people are intrinsically
motivated to behave safely, and safety is deeply embedded in the organisation. Unfortu-
nately, there are very few of these generative organisations. As previously mentioned,
the most popular examples of generative organisations include DuPont and the U.S.

Navy aircraft carrier fleet.

Figure 2.12: Safety culture of the petrochemical industry
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7 According to Hudson (2001, p. 21), an organisation cannot leap between the different cultural stag-

es. It can only progress stage by stage. A detailed description of the different stages can be found in
International Association of Oil & Gas Producers (2010b).

34



Most petrochemical companies find themselves in either a calculative or a proactive
stage or are currently in the transition process between the two stages. Hence, they have
HSE MS in place and are in the process of bringing them to life, as depicted in Figure
2.12. This figure shows the results of an annual survey that is part of DuPont’s global
benchmarking initiative. The petrochemical industry (oil and chemical) still has a con-
siderable way to go before achieving world-class safety performance.'*® The events of
the Deepwater Horizon crisis have clearly demonstrated that there are still operations

within the industry with safety cultures that can be rated reactive at best.

Fortunately, there are only very few organisations still caught in the reactive or, even
worse, the pathological stage, where safety is either only important in case of accidents
or is recklessly neglected. Of course, this progression towards a stronger safety culture

was also fostered by ever-stricter risk management regulations'*” and external auditing.

The remaining question is how can a company’s safety culture be improved? A short,

yet very comprehensive, answer to this question is provided by Hudson:

“What has to be done for an organisation to develop along the line towards
the generative or true safety cultures is a managed change process. The next

culture defines where we want to go to, the change model determines how

we get there.” (Hudson, 2001, p. 22)

Hence, an organisation first has to assess its current culture. Following this assessment,
a plan must be set up for reaching the next cultural step that incorporates the character-
istics described in Chapter 2.4.2. This plan must then be implemented and constantly

monitored (see Figure 2.13)."*

% Note that DuPont uses a slightly different four-stage safety culture model. When comparing the two

models, the term “dependent” can be put on a level with “calculative”, “independent” with “proac-

tive” and “interdependent” with “generative”.

39 Such as the ISO standards or European Directives, which have been translated into national laws.

See, for example, International Organization for Standardization (2009a) or Bundesministerium fiir
Arbeit und Soziales (2002).

Please note that this is only a very short outline of the cultural change process. A much more de-
tailed description can be found in either Hudson (2001, p. 22) or Hudson (2007).

140

35



Figure 2.13:  Culture change model

Preparation
Making plans

Contemplative Maintenance
Awareness Keep it alive

/ A

Improve on it!

Source: (Hudson, 2007, p. 704)

During this process, a large set of tools developed in the petrochemical industry over the
last decade can be used.'*' The recent developments in the petrochemical industry re-

flect the current cultural transition.

2.4.4 Recent developments

Along with the findings of petrochemical risk management research that were just de-
scribed, an industry-wide change process has taken place in recent years. This change
process was heavily influenced by the “Texas City” refinery explosion in 2005. After
this event, several petrochemical companies adopted an even more thorough approach

to the handling of HSE and behavioural risks.

The main developments were a strong increase in management commitment towards
safety, an increased focus on process safety, an increased importance of contractor safe-
ty, increased punishment for rule violations and a call for industry-wide data collection

and forecasting methods.

e  Management commitment. Major petrochemical companies define safety as their
“number one” business goal, and the message of “safety first” is communicated on
a company-wide level. Specific safety campaigns relying on a strong top-down ap-
proach were introduced to reach a broad audience of staff members and to achieve
the required credibility. From the CEO down to the local employees, the message is

constantly communicated. Examples of these campaigns include BP’s “Six-Point

1" These tools are available via the website http://www.eimicrosites.org/heartsandminds/tools.php and

include, for example, a questionnaire to assess the current state of the safety culture, “Understanding
Your Culture”, or a matrix defining appropriate measures in case of violation of safety rules, “Man-
aging Rule Breaking”. A detailed guide for selecting the appropriate tools for achieving a culture
improvement can also be found in International Association of Oil & Gas Producers (2010b).
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Plan”,'** ExxonMobil’s “Nobody gets hurt” initiative'” and Royal Dutch Shell’s
“Goal Zero” initiative.'** The increasing commitment towards safety at the highest
level of these companies is also demonstrated by a survey of company CEOs that
was conducted by the U.K. Health and Safety Executive. As shown in Figure 2.14,
there was a strong increase in the percentage of companies that direct HSE issues at

the board level between 2001 and 2005.'#

Figure 2.14: Percentage of companies that direct HSE issues at the board level
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Source: (Health and Safety Executive, 2006b, p. vi)

e  Process safety: The “Texas City” accident also resulted in an increased focus on
process safety. Specific programmes and workshops were set up in the different
petrochemical companies to review the safety standards of process plants and im-
plement industry best practices. This development was long overdue because com-
panies had overemphasised personal safety in the past, a decision that was criticised

by the Baker report:

“While BP has an aspirational goal of ‘no accidents, no harm to peo-
ple,” BP has not provided effective leadership in making certain its
management and U.S. refining workforce understand what is expected

of them regarding process safety performance.” (Baker 111 et al., 2007,
p. xii)

142 See British Petroleum (2006) or Warner (2006).
43 See Smith (2003b).
144 See Royal Dutch Shell Group (2010, p. 16).

145 Unfortunately, more recent numbers were not available. Nevertheless, the author strongly believes

that recent figures would also underline this trend.
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The investigation following the 1998 “Longford” accident was the first to reveal

. . .. . 146
certain weaknesses in the personal injury prevention approach. ™ These weakness-

es are highlighted by several more recent studies.'*’

Contractor safety: Over the past decade, the number of contract personnel within

the petrochemical industry has increased steadily (see Figure 2.15).

Figure 2.15:  Contractor personnel in the petrochemical industry
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Source: (International Association of Oil & Gas Producers, 2010a, pp. A-1)
Furthermore, safety-critical activities in petrochemical operations (e.g., mainte-
nance activities) are almost exclusively conducted by contractor personnel. This
development provides a difficult challenge for the petrochemical industry in terms
of safety because contractors usually do not have rigorous HSE programmes, and
they suffer the majority of fatal accidents.'*® As a result, petrochemical companies

have increased their efforts to achieve a sustainable safety culture among their con-

tract companies:'*’

“The final lesson learned for an Oil Major was that their contractors
also have to have Safety Management Systems and that it is in the inter-

ests of both parties to have them. ... It may seem surprising that a large

146
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It is demonstrated by Hopkins (2000, p. 68) and Hopkins (2011, p. 9) that a pure focus on lagging
personal safety indicators such as Lost Time Injuries (LTI) will not prevent such accidents from
happening.

See Anderson (2005) and Knegtering and Pasman (2009, p. 164).
See International Association of Oil & Gas Producers (2010a, pp. 1-1).

The first indications of the crucial importance of an integrated contractor and company HSE pro-
gramme were provided by, for example, Rebitzer (1995).
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company may even help pay for the development of its contractors, but

the experience has shown that it pays off.” (Hudson, 2001, p. 13)

Contractors are also audited more rigorously in terms of safety performance and
safety management systems. The HSE competence of contractor staff is fostered,
and regular on-site safety workshops with company and contractor personnel are

conducted.

Punishment: After years of fostering blame-free cultures with only moderate pun-
ishment for violation of safety regulations, several major petrochemical companies
started to drastically increase punishment for violations. Royal Dutch Shell, for ex-
ample, has set up a catalogue of so-called “Life-Saving Rules” (LSR)."*" Because a
violation of a LSR could have lethal consequences, the punishment for the “offend-

er” ranges from formal discipline to instant dismissal.

Industry-wide data collection and forecasting: Another important challenge that the
petrochemical industry faces is the availability and quality of the accident data that
serve as the basis for HSE risk assessment. Hence, there are currently increased ef-
forts to compile company- and even industry-wide near-miss and accident data-

151
bases.

The purposes of these databases are to improve quantitative risk assess-
ments through better probability and consequence estimation, to serve as a starting
point for the development of accident forecasting methods'** and to act as a source

of continuous learning.

These developments indicate that the idea of a safety culture (and with it, the concept of

behavioural economics) is much more deeply embedded in petrochemical organisations

today than it was at the beginning of the 21% century. Nevertheless, recent accidents

such as the “Deepwater Horizon” oil spill demonstrate that many companies remain far

from having generative safety cultures.
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See Royal Dutch Shell Group (2010, p. 16).

Industry-wide databases include, for example, the Failure and Accidents Technical Information Sys-
tem (FACTS), available at http://www.factsonline.nl, or the Major Accident Reporting System
(MARS), available at http://emars.jrc.ec.europa.eu. An example of a company-wide database is
Royal Dutch Shell’s Fountain Incident Management System, which is based on the Syntex IM-
PACTEnterprise® software; see Syntex Management Systems (2008).

See, for example, Marofio, et al. (2006), Meel et al. (2007), Petroleum Safety Authority Norway
(2009) or Sonnemans and Korvers (2006).
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In general, the author considers the behavioural approach to safety to be one of the most
important developments in the history of petrochemical risk management. However,

this approach is not exempt from criticism and faces several strong challenges.

2.4.5 Challenges and criticism

An excellent starting point for the discussion of the safety culture’s key challenges is

provided by the following passage:

“In conclusion, behavioural safety approaches have their place in the man-
agement of health and safety on major accident hazard installations and so

they are not merely a ‘shot in the dark’. However, there are no ‘magic bul-

lets’ in health and safety.” (Anderson, 2005, p. 115)

Although the idea of an evolutionary, company-wide safety culture has been widely
adopted within the petrochemical industry, it is argued that several important aspects of
the concept have neither been sufficiently explained in terms of theoretical foundations
nor proven empirically.'*® Thus, one of the key challenges for new research in this area
will be to address these weaknesses and to provide further theoretical and empirical

foundations for the concept.

Furthermore, the road towards a change in safety culture (and, with it, the change of
human behaviour in the organisation) often remains unclear. Although the literature
provides several tools and guidelines for a managed change process, these tend to be
very generic and complicated.™* For the managers of a petrochemical operation, it is
therefore very difficult to determine how the behavioural change process can best be
tackled and which influencing factors are within or outside their control. Thus, the con-
cept of behavioural economics in its current state only represents a “black box™; it might
be able to predict human behaviour with sufficient accuracy, but it does not reveal any
specifics about the working mechanisms of human interactions in a petrochemical oper-

ation.

'35 See Baram and Schoebel (2007, p. 634). The argument of lacking empirical support is seen very

differently in Hudson (2007, p. 703).

There is even an implementation guideline for the different HSE culture tools; see International As-
sociation of Oil & Gas Producers (2010b).
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It is in this field where this thesis breaks new ground. The call for further research on
the subject of safety culture'”> and the incorporation of human interactions into risk

management decisions is answered by means of an innovative game theoretic approach.

2.5 Concluding remarks

In the second chapter of this thesis, the prevailing definitions, objectives and challenges
in the field of petrochemical risk management have been presented. It has been demon-
strated that petrochemical risk management is mainly focussed on HSE risks. Further-
more, the human factor and the corresponding behavioural risks play important roles.
These facts can be explained by the industry’s long history of accident investigation and
research, which has shown that, in the majority of cases, human factors (on both the in-
dividual and organisational levels) have been the root cause of serious disasters. In this
context, deliberate deviations from safe working practices, i.e., violations, pose a con-
siderable challenge for petrochemical risk management and often push the safety system

to the edge.

The reasons for the emergence of violations have been investigated extensively, and the
concept of behavioural economics provides the most comprehensive explanatory
framework. In contrast to common belief, people do not commit violations out of moral
considerations but rather by simply balancing the perceived costs and benefits of the

action.

To address such behavioural risks, the petrochemical industry has widely acknowledged
that simply having an HSE MS in place is not sufficient. These systems or programs
must be brought to life by creating a positive organisational safety culture. The concept
of a safety culture has been developed within the industry over the past two decades. It
is at the core of most petrochemical companies’ risk management programmes today.
The concept assumes that a safety culture evolves over time and that five stages of or-
ganisational maturity need to be distinguished: the pathological, reactive, calculative,
proactive and generative stages. The ideal state is a generative culture, where people are
intrinsically motivated to behave safely and safety is deeply embedded in the organisa-
tion. Unfortunately, there are only very few organisations today that have attained a

generative culture.

135 See Baram and Schoebel (2007, p. 634).
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Hence, most petrochemical companies still strive to improve their safety culture, to re-
duce their accident numbers and, as a consequence, to increase their profitability. Alt-
hough there are guidelines on how organisations should undertake this change process,
these tools tend to be very generic and complicated. Furthermore, there is a strong call
among researchers for further theoretical and empirical foundations of the safety culture

concept.

In this thesis, a game theoretic model will be developed that is based on a dedicated
mathematical language and that captures the interaction between management and the
workforce in a petrochemical operation. This model will not only provide further theo-
retical foundations for safety culture concepts but also reduce the complexity of such
concepts. The complex human interactions will be reduced to their core behavioural
economic aspects and will be presented in an easily understandable manner. In addition,
a graphical management tool, called the Petrochemical Organisation Risk Triangle
(PORT), will be created, which will facilitate the evaluation of different risk manage-
ment practices, such as increased management commitment, increased severity of pun-
ishment and an increased focus on contractor safety. Furthermore, specific recommen-
dations for the improvement of an organisation’s safety culture will be provided (e.g.,
where to attribute resources or which punishment is appropriate). The following chapter

describes why a game theoretic approach was chosen and how it can be implemented.
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3 Game theoretic approach

3.1 Why game theory?

At first sight, introducing game theory'° to the context of petrochemical risk manage-
ment might seem unusual. However, it will be demonstrated in this section that petro-
chemical risk management indeed offers an ideal “playground” for the application of

game theoretic methods."”’

Simply speaking, game theory studies the interaction between several, i.e., at least two,

. e 158
decision makers.

These interactions are modelled in the form of games in which the
decision makers take the roles of players.">® In a game, each player chooses his respec-
tive strategy,'® and at the end of each round, the game results are revealed in the form
of payoffs. In the course of the interaction, the players’ behaviour and the interdepend-

ence of their decisions become visible.

By offering a standardised mathematical language, the complexity of human interac-
tions can thus be reduced to only a few constituent parts. Based on these parts, the be-
havioural risks associated with the interaction can be quantified, and, even more im-

portantly, adequate risk mitigation strategies can be developed. Considering that behav-

'3 John von Neumann and Oscar Morgenstern are considered the founding fathers of modern game

theory; see hereto von Neumann & Morgenstern (1953). Important extensions to the game theoretic
framework were later provided by the works of John F. Nash, Jr., John C. Harsanyi and Reinhard
Selten, who were all honoured with the Nobel Prize in Economics in 1994. See, for example, Nash
(1951), Harsanyi & Selten (1988) or Selten (1975).

In this section, only a very brief outline of game theory will be provided. For further detail, see, for
example, Aliprantis and Chakrabarti (2000), Gibbons (1992), Holler and Illing (2009) or Rieck
(2006). In terms of mathematical sophistication, Fudenberg and Tirole (2005) is considered the
benchmark of game theory literature.
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"% Note that decision makers need not necessarily be individuals. They can also be institutions or even

countries; see, for example, Avenhaus (2004) or Tsebelis (1990a).

'3 An often-cited example of a simple interaction between two players is the “prisoner’s dilemma”; see

Aliprantis and Chakrabarti (2000, p. 42) or Gibbons (1992, p. 3).
In a game theoretic sense, a “strategy” is a complete plan of actions for every situation the player

could confront in the course of the game. See hereto Aliprantis and Chakrabarti (2000, p. 99), Bieta,
et al. (2004, p. 234) or Rieck (2006, p. 113).
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ioural risks are present at all times and in all forms of human interactions,'®' it is obvi-

ous why game theory is such a powerful and almost universal tool.

173

any situations in society, from everyday life to high-level politics, are
characterized by what economists call strategic interactions. When there is
Strategic interaction, the outcome for one agent depends not only on what

that agent does, but also very largely on how other agents act or react.”

(Méler, 1994)

Especially when revisiting Celati’s statement that risk management equals decision-
making (see Chapter 2.1), one has to wonder why game theory, as a tool specifically
designed for the study of decision making processes, was not introduced to the petro-
chemical industry much earlier. Although several researchers have long demanded an

162 -

extension of game theoretic methods to practical applications outside of economics, - it

has only very recently been recognised that game theory could also provide useful in-
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sights to the field of HSE risk management. * Therefore, the pioneering work of this

thesis is considerably ahead of its time.

Although game theory does not provide a “magic formula”, it offers undisputed ad-
vantages when dealing with practical applications.'® Due to its rigorous mathematical
standardisation, a practitioner will be guided through the game theoretic labyrinth by
means of a strong “thread”.'®> When setting up a game model, he will immediately be
confronted with the underlying assumptions, facilitating the conceptualisation of a prac-
tical problem. Furthermore, game results need to satisfy several well-known solution
concepts, such as the Nash equilibrium, '® and thus offer further assistance in the course

of the investigation.

1" The interactivity of decisions is often missing in the psychological models also used in petrochemi-

cal risk management; see, for example, Cooper & Kagel (2008, p. 433).
192 See, for example, Avenhaus, von Stengel, and Zamir (2002, p. 1984).
' See Health and Safety Executive (2009, p. 8).
1% See hereto Bagwell & Wolinsky (2002), Bieta, et al. (2004) or Morris and Shin (1999).
This analogy is borrowed from Greek mythology and the saga of Theseus and Ariadne.

For further details on the Nash equilibrium, see, for example, Aliprantis and Chakrabarti (2000,
p. 47).
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The largest advantage of using game theory in the context of petrochemical risk man-
agement is that the concept of behavioural economics is already embedded in the game
structure. As has previously been mentioned, the players receive certain payoffs after
each round of play. The striking aspect of this seemingly trivial statement is that these
payoffs represent the costs and benefits of their actions. Thus, game theory is capable of
providing a mathematical structure to the “black box” of behavioural economics. By
identifying the key influencing factors of the interaction, game theory is capable of
leading the way towards an improved safety culture in quantitative terms. The psycho-
logical models that are currently used as the basis of safety culture research are not ca-
pable of providing specific recommendations to the decision makers, such as how many

resources should be attributed to certain HSE issues.

The following sections outline how an adequate game theoretic framework for the pet-
rochemical industry can be developed and integrated into current risk management prac-

tices.

First, a practical scenario taken from the daily operation of an archetypal petrochemical
refinery will be described. This scenario centres around the current practices on the
handling of rule violations. The issue of violations was chosen for investigation because
this form of human factor poses the most difficult challenge to petrochemical risk man-
agement (see Chapter 2.3.1). Furthermore, several recent developments in the context of
organisational safety culture will be investigated by means of this practical scenario: the
industry-wide introduction of increased punishment for the violation of safety proce-
dures, increased management commitment towards safety and the increased focus on

contractor safety."’

In an initial step, the interaction between the management and workforce of a petro-
chemical refinery in the case of rule violations will be analysed by means of a simulta-
neous inspection game with single interaction, game I';. Special reference will be made
to the extensive game theoretic literature on “law enforcement,” which serves as a
guideline for the investigation. The game model is based on (Pradiptyo, 2007) and does
not include accident risks. Nevertheless, the model will provide sound explanations for

the emergence of rule violations and will highlight several key influencing factors. A

17" Note that other recent developments, such as the increased focus on process safety as well as the

industry-wide data collection and forecasting methods, are also considered important but are not part
of this investigation because they are not connected to the issue of behavioural risks.
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comparative statics analysis will replicate the effects of increased punishment, increased
management commitment and contractor safety.

Because the initial model is not exempt from criticism, it will be extended to incorpo-
rate accident risks in a sequential-form inspection game with a single interaction, game

I',. The relation between the two game models is depicted in Figure 3.1.

Figure 3.1: Relation between game models I'; and I,

(r) (r)

Simultaneous inspection game Sequential inspection game
with single interaction without accidents with single interaction with accidents

By including both accident risks and a sequential structure in the new model I',, the
game theoretic analysis will be brought much closer to reality. Model I',, which is moti-
vated by research results from (Hipel, Kilgour, & Yin, 1995), acknowledges that a vio-
lation could lead to an accident and that management only enforces safety procedures
after it has witnessed the workforce’s actions. Furthermore, the PORT graphical risk

management tool will be developed based on I',.

Finally, game I'; will be subjected to the same comparative statics analysis as Iy, alt-
hough it should be kept in mind that the evaluation of different risk management prac-
tices is facilitated by the PORT’s graphical nature. The chapter will conclude with a
presentation of the game theoretic investigation’s findings and its impact on petrochem-

ical risk management.

3.2 Violation without accidents

’

“There is a fine line between showing initiative and breaking the rules.’

(Kletz, 2001, p. 98)

In hazardous environments, which are constantly present in the petrochemical industry
(see Chapter 2.2), it is critical that safety procedures are followed. Violations therefore
represent the most critical challenge to petrochemical risk management given the un-
predictability of human behaviour (see Chapter 2.3.1). The game theoretic analysis of

petrochemical risk management thus begins with a practical scenario illustrating the in-
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teraction between management and the workforce in case of a violation of safety proce-

dures.

Strong commitment to safe working behaviour and a reduction of accident numbers
within company operations are the top business goals of a Petrochemical Company

»168 49 transmitted down

(PC). The essential goal of “no accidents and no harm to people
from the head of the organisation to local operations, e.g., a reﬁnery.169 Thus, local
Management (M) is not only in charge of operating its refinery profitably, but it must
also generate and enforce the required safety performance among its Workforce (W).
The PC finances the enforcement and sets out the guidelines for the punishment of safe-
ty rule violations. Given this background, M can choose between enforcing and not en-
forcing safety procedures, while W can either violate or not violate those procedures. If
W is “caught” during a violation, it will suffer a punishment. Hence, if W expects M to
enforce safety procedures, W will prefer not to violate. However, enforcement will also
be costly for M. Hence, if M expects W not to violate, then M will prefer not to enforce
and not to spend any unnecessary effort on the enforcement. Similarly, if W knows that
M is not going to enforce the safety procedures, W will violate and profit from the asso-

ciated benefits.

Because this interaction is considered strategic, i.e., both players know about their op-
ponent’s possible choices and try to play the “best responses”, it can best be analysed by

means of a game theoretic model.

3.2.1 Model

The above scenario will be modelled as a standard two-player'”’ simultaneous inspec-
tion game I'; according to (Pradiptyo, 2007), featuring W as Player I and M as Player
2. This game, which represents a revised version of the original inspection game de-

scribed in (Tsebelis, 1990), was chosen for several reasons.

The strategic enforcement situation between two players, an inspector and an inspectee,

1% See, for example, British Petroleum (2008).

" In a refinery, petroleum products such as gasoline or fuel oil are produced by means of chemical

processes. For further information, see Favennec and Baker (2001, p. 134).

70" The PC is not incorporated into the game model because it does not participate directly in the inter-

action. Instead, it issues the guidelines for punishment and reward of both players, i.e., it defines the
rules of the game. Based on these rules, M and W interact on a regular basis in the local petrochemi-
cal operation. As a consequence, it seems reasonable to assume that a two-player game model cap-
tures the main ingredients of the risk management problem.
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exactly fits the scenario of safety procedure violations, i.e., that M, as the inspector,
wants the inspectee W to comply. Furthermore, inspection games have been successful-
ly implemented in a large array of different applications, ranging from arms control to
law enforcement and the enforcement of environmental regulations. These applications
are very well documented and show many similarities to the enforcement of safety pro-
cedures in the petrochemical industry.'”" This thesis argues that, in principle, enforcing
a law is no different from enforcing a safety procedure and it is therefore considered
worthwhile to extend the application of inspection games to the field of petrochemical

. 172
risk management.'’

In the “language” of game theory, the initial scenario can be “translated” into a simple
2x2 matrix, as shown in Table 3.1, or an identical game tree, as shown in Figure 3.2.'"
In both cases, the strategic interaction between M and W is defined by the following
assumptions and corresponding algebraic inequalities:

1. a,, >a,;;: W prefers not to violate if M enforces. More specifically, W’s

payoff for not violating in case of enforcement is considered to be posi-

tive, whereas its payoff from a detected violation is negative, i.e.,

a, >0>a,,.

2. a;,, >a,,: W prefers to violate if M does not enforce. Furthermore, W’s
payoff for not violating in case of no enforcement is considered to be

positive, i.e., a;, >a,, >0.

3. b;; >b,,: M prefers to enforce if W violates. In addition, M’s payoff of
not enforcing in case of violation is considered to be neutral at best but

is most likely negative, i.e., b;, >0>b,,.

""" For a short overview of typical applications, see Avenhaus, et al. (2002) or Avenhaus (2004). For

specific applications in law enforcement, see, for example, Andreozzi (2004), Friehe (2008),
Kirstein (2005), Pradiptyo (2007), Tsebelis (1990a), Tsebelis (1990b) or Rauhut (2009). For envi-
ronmental enforcement applications, see, for example, Brams and Kilgour (1992), Fang, Hipel, and
Kilgour (1997), Franckx (2001a), Franckx (2002) or Hipel, Kilgour, and Yin (1995).

The proximity between law enforcement and the enforcement of safety procedures is also underlined
by the literature on behavioural economics; see Battmann and Klumb (1993, p. 38). The search for
new practical applications is postulated by Avenhaus, et al. (2002, p. 1984).
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'3 For further information on “matrix” and “game tree” representations, see Aliprantis and Chakrabarti

(2000, pp. 42—49) and Aliprantis and Chakrabarti (2000, pp. 74—79). These representations are iden-
tical with regard to content. For reasons of conceptual completeness, both are presented.
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4.

b,, >b,,: M prefers not to enforce if W does not violate. Furthermore,
22 21 p

M’s payoff for not enforcing in case of no violation is considered to be
positive, i.e., b,, >0.

Table 3.1: Matrix representation of game I'y

Workforce (1) Management (2)
enforce (3) not enforce (1- pB)
violate (o) ai, by ai,bn
not violate (1- o) az, by az by

Note. a,, >0>a,,, a,,>a,,>0,b,,>0>b,, and b,, >b,,
o: W’s violation probability aiji: W’s payoff parameters
B: M’s enforcement probability bj: M’s payoff parameters

Figure 3.2: Game tree representation of game I’y

(@ry,bi1) (a12,b12) (a21,b21) (a22,b22)

By offering a standardised conceptual approach and compact representation formats, the

use of game theory immediately leads to a drastic reduction of complexity. However,

because there is always a trade-off between complexity, i.e., the “real-life” practical ap-

plication, and simplicity, i.e., the game theoretic model, a careful identification of the

model’s underlying assumptions is required:

L.

2.

The game is only played once by M and W, i.e., a single interaction.

M and W are both considered a homogeneous mass, i.e., there will be no

distinction between individual members of each group.

Both players choose their strategies simultaneously.
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4. The game is characterised by imperfect information,'™ i.e., the players
do not possess any knowledge about their opponent’s strategy until both
have made their choices and game results are revealed.'”” The dotted
line in Figure 3.2 indicates the simultaneous choice at the corresponding

information set.'”®

5. If a violation takes place when M enforces, it will be detected with cer-

tainty, i.e., the game is characterised by perfect detection.'”

6. A violation will not necessarily lead to an accident. Accident risks are

thus not incorporated, i.e., there are no accidents.

7. Enforcement of safety procedures will induce costs for M, i.e., the game

is characterised by costly inspections.

It is crucial that these assumptions and the corresponding model limitations are kept in
mind during the investigation. The simple structure of game I'; was chosen primarily
because it allows easy access to the field of game theory. Painting an accurate picture of
the practical application was a secondary consideration. However, the model will later
be extended, and several of the initial assumptions, i.e., model limitations, will be re-

laxed.

As the game model has now been sufficiently defined, the analysis will proceed to fur-
ther investigate the players’ behaviour and, more specifically, the key influencing fac-
tors regarding violations and enforcement. Unfortunately, the current payoff structure
with a single unified parameter a;; or b;; at each of the game tree’s end nodes (see Figure

3.2) does not allow any specific conclusions to be drawn in that respect.

At this point, this thesis breaks new ground for petrochemical risk management research
by creating a direct link between game theory and behavioural economics. To perform a
more detailed behavioural analysis, specific identities for the players’ payoff parameters

a;j and b will be developed and expressed as costs and beneffits.

7% For more details on the different types of information, see Fudenberg and Tirole (2005) or Holler

and Illing (2009, pp. 42-52). An excellent summary is provided by Rieck (2006, pp. 142—143).

However, according to Tsebelis (1990a, p. 11), this assumption might be irrelevant because different
states of information do not alter the inspection game’s results.
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176 For more details on the significance of information sets, see, for example, Aliprantis and Chakrabar-

ti (2000, pp. 96-99) or Sieg (2005, pp. 34-37).
For games with imperfect detection, see, for example, Brams and Kilgour (1992) or Rothenstein and
Zamir (2002). Imperfect detection is defined as a second-order statistical error; see Rinderle (1996,

p. 53).
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Although the theory of behavioural economics has been known for almost two decades
and it has been widely acknowledged that people weigh the perceived costs and benefits
of their actions before committing a violation (see Chapter 2.3.2), research has so far
only provided a very limited idea of the actual structure of these costs and benefits.'”®
Game theory provides an excellent tool to fill this research gap and to shed some light
on the “black box™ of behavioural economics because the underlying “mental econom-

ics” can be structured in a very simple and analytical way.

In a first step, the influencing factors of W’s strategic behaviour will be highlighted and
the corresponding payoff parameters will be labelled. The second step consists of per-
forming an identical analysis of M’s payoff parameters. During the analysis, both direct

and indirect effects on the payoff parameters will be considered.'”

o  Workforce’s payoff parameters: 1f W has so far not been caught violating a safety
procedure, i.e., W has a clean safety record, W receives a benefit B¢ This benefit
includes indirect components in the form of positive reputational effects, e.g., more
respect from supervisors as well as less work pressure and better chances on the job
market. Furthermore, having a clean safety record also results in a direct monetary

benefit due to a good performance appraisal.

This positive reputational effect and monetary benefit are increased even more if W
has demonstrated safe working behaviour on specific occasions. In this case, the

documented clean safety record results in a benefit Bp with Bp > Be.

If W has been caught violating a safety procedure, such positive effects can obvi-
ously not be expected. In case of violation, W will receive a punishment and will
suffer the corresponding cost Cp Besides a direct negative effect in the form of a
bad performance appraisal, fine, reprimand, demotion or even job loss, the detec-
tion will also result in significant indirect reputational losses as well as increased

work pressure and limited chances on the job market. Consider, for example, the

78 For example, Reason (2008, p. 58) shows a very good overview of the mental mechanisms of viola-

tion but does not elaborate on the hierarchy or correlation of the corresponding costs and benefits.
179

LT3

“Direct effects” are defined as having an immediate influence on the players’ “earnings”, e.g., a fine
or bonus. In contrast, “indirect effects” cannot be easily expressed in “monetary terms” but still in-
fluence the players’ payoff parameters, e.g., gain or loss of reputation. Although the author
acknowledges this important distinction, these influences will not be treated separately for reasons
of model simplicity and are instead combined in a single payoff parameter. For a detailed analysis of
the direct and indirect effects of punishment treated as separate payoff parameters, see, for example,
Pradiptyo (2007, p. 209).
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violation of a LSR as described in Chapter 2.4.4. The question arises of whether

and which other petrochemical company would employ a known safety offender.

Nevertheless, committing a violation will also result in certain benefits By. These
benefits range from various direct factors such as time savings or extra premiums to
indirect effects such as increased respect and less work pressure. A simple example
will illustrate these seemingly paradox benefits: consider a supervisor who puts
production issues before safety and expects his subordinates to perform quick trou-
bleshooting in the production unit. If the workforce manages to restart production
by committing a violation that does not result in an accident, it might be admired
for being very effective at troubleshooting. Hence, as long as this violation goes

undetected, there will be no negative consequences.

In summary, W’s behavioural economics can be characterised by the following pa-

rameters:' "

e Bc: Benefits of a clean safety record

¢ Bp: Benefits of a documented clean safety record
e By: Benefits of a violation

e Cp: Costs of a punishment

By applying the same logic, M’s payoff parameters can also be structured in the form of

costs and benefits.

Management’s payoff parameters: As mentioned in the underlying assumptions,
enforcing safety procedures will be costly. Enforcement costs are represented by
the parameter Cg. They include direct costs of a safety department that is in charge
of implementing and designing safety procedures as well as the costs of safety in-
spections and meetings. Furthermore, there is an indirect cost component, which re-
fers to the inefficiencies in daily operation caused by the enforcement. Consider,
for example, that all employees need to perform regular safety inspections. There
will not only be costs caused by the actual loss of productivity and the time re-
quired when performing the inspection, but certain inefficiencies will arise because

employees are distracted from their regular job activities.

Furthermore, if a violation has been detected, then M must deliver the punishment
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The parameters are assumed to be strictly positive. Hence, a negative sign will be applied to indicate
a negative value.
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and handle the violation. The handling results in costs Cy. On one hand, there will
be direct costs such as the time lost while attending safety council meetings, a pos-
sible indemnity after instant dismissal of an employee or legal expenses due to a la-
bour court trial. On the other hand, there will also be indirect effects, such as a dete-
riorating relationship with the local work council or trade unions. Consider the in-
stant dismissal of an employee after violation of a LSR. One can imagine that such
a dismissal could easily lead to a controversy between M and the local work coun-
cil.

Enforcement will nevertheless also result in certain benefits. If M enforces safety
procedures in case of a violation, then it will receive an enforcement benefit Bg.
This parameter once again includes both direct and indirect effects. In terms of indi-
rect effects, the delivered “sentence” results in deterrence. If M sends the message
that “violations are not tolerated”, it will gain credibility and respect among W and
PC as well as among external regulators. This credibility will lead to an overall re-
duction of the corporate risk. Direct benefits from the enforcement include a reduc-
tion in the number of production upsets and lower insurance premiums due to the

decreased number of violations.

With respect to the overall picture, PC’s main business goal is to achieve “no acci-
dents and no harm to people” in its local operations. Thus, M also has to meet these
objectives in its petrochemical refinery according to the rules of the game that are
defined by PC. If the objectives are met, which is generally the case if W complies,
then M receives a benefit Bg for having good safety performance. Indirectly, M
will be respected and recognised for its effort by W, PC and external regulators. Di-
rectly, M will profit from PC’s willingness to invest in a safe and thus profitable re-

finery. Finally, there will also be a positive effect on M’s performance appraisals.

If M does not enforce a punishment in case of a violation, it will lose its safety
commitment benefits Bs. The negative indirect effects from the message that “vio-
lations are tolerated” range from a deteriorating organisational safety culture to de-
teriorating relations with PC and external regulators. Furthermore, the increased
number of violations will lead to more accidents, i.e., direct negative effects. It is
argued in this thesis that Bg is contingent on the current state of the organisational
safety culture. Hence, if M has established a strong safety culture, then costs for not

enforcing a punishment will be high. In contrast, if the safety culture is weak, repu-
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tational losses will be small or even non-existent. In summary, M’s behavioural

economics can be characterised by the following parameters:

Bg: Benefits of enforcing safety procedures

Bg: Benefits of a good safety performance

Bs: Benefits of a safety commitment

Cg: Costs of enforcement

Cy: Costs for handling of a rule violation

Finally, W and M’s payoff parameters can be integrated into a new and more detailed
representation of game I'j, as depicted in Table 3.2 or Figure 3.3, which will serve as

the baseline for all further game theoretic analysis.

Table 3.2: Matrix representation of game I'; with explicit payoff parameters

Workforce (1) Management (2)
enforce () not enforce (1- B)
violate (o) Bvy-Cp Bg-Cg-Ch Bv+Bc¢ .-Bs
not violate (1- o) Bp . Bg-Ce Bc Bg

Figure 3.3: Game tree representation of game I'; with explicit payoff parameters

(By—Cp,Bg-Cp-Cy)  (By*tBc,-Byg) (Bp,Bs-Cg) Bc,Bg)

It should be noted that the author does not fully follow (Pradiptyo, 2007) in the identifi-
cation of payoff parameters. A slightly different notion is used in accordance with
(Brams & Kilgour, 1992), i.e., that not enforcing in case of a violation will send a
“wrong signal” to W, which is that “violations are tolerated”. Hence, instead of setting

bz to 0, it is set to a negative value -Bs.

As shown in Figure 3.4, the “black box” of behavioural economics has been structured

54



by means of game theory. Multiple influencing factors in the strategic interaction be-
tween W and M have been identified. In contrast to the psychological model, game the-
ory offers specific costs and benefits that will facilitate a quantitative analysis of the as-

sociated behavioural risks.

Figure 3.4: Black box of behavioural economics

Behavioural
Economics

Stimulation Behaviour

Stimulation Behaviour

‘
(By-Cp.Be-Ce-Cr)  (By#BesBs) (B BoCr) (B.Bg)

Payoff parameters:
costs and benefits

3.2.2 Solution
It can easily be demonstrated that the game’s solution is a single mixed strategy Nash

equilibrium'®" with the players’ optimum strategies denoted by o and B~ (see Appen-

dix A.1):

oS with o €(0,]) (3.1
B.+B; -C, ’

B __ B with B~ €(0,]) (3.2)
C,+B, e '

The corresponding equilibrium payoffs for both players are given by

« B,-B

n, =B, +BVD—C (3.3)
B, +C,

x B.+B

n, =B -CEg (3.4)
B; -C, +Bg

' For more information on “mixed strategy” Nash equilibria, see, for example, Aliprantis and

Chakrabarti (2000, pp. 69-70) or Rieck (2006, pp. 72—80).
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Because o, €(0,1), the following payoff parameter conditions'® can be deduced:

C, >0 (3.5)
B, >0 (3.6)
B.+B >C, +Cy (3.7)
Cp +B, >B, (3.8)
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The players’ equilibrium strategies ~~ (3.1) and (3.2) can be transferred into a proposi-

tion that reveals the behavioural economics of the interaction between M and W.

Proposition 1: In the simultaneous inspection game I, as specified in Table

3.2 or Figure 3.3, among equilibrium conditions:

1. M can never achieve perfect deterrence, and W will always violate to

some extent. Equally, M will always enforce safety procedures to some

extent, i.e., o ,p €(0,).

2. W’s violation probability o” is determined by the ratio of M’s enforce-
ment costs to enforcement benefits plus safety commitment benefits mi-
nus handling costs. Interestingly, the violation probability is not influ-
enced by any of W’s own payoff parameters, but exclusively by M’s

costs and benefits of the enforcement; see equation (3.1).

3. M’s enforcement probability B* is positively correlated with W’s viola-
tion benefits and negatively correlated with W’s costs of punishment as
well as benefits from a documented clean safety record. M’s enforce-

ment probability is also not influenced by any of its own payoff parame-

'82 Note that these parameter conditions are a result of the algebraic inequalities that were defined at the

beginning of Chapter 3.2.1 and the resulting mixed-strategy Nash equilibrium. If the game’s payoff
parameters do not satisfy these conditions, different equilibrium results will be obtained. However,
because different results would also signify a complete alteration of the game’s strategic interaction,

these cases will not be discussed further in this thesis.

' Not all authors fully agree with this equilibrium selection. Andreozzi (2004) argues that an alterna-

tive equilibrium defined by the players’ “maximin” strategies could also be imagined. However, this
point of view, which is adapted from Holler (1993), does not reflect the prevailing opinion of game
theoretic research on the inspection game; see Rieck (2006, pp. 290-293). This path is therefore not
pursued further in this thesis. For the interested reader, the author recommends a very compelling ar-
ticle on mixed-strategy equilibrium selection based on the example of penalty kicks in soccer by
Chiappori, Levitt, and Groseclose (2002).
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ters, but exclusively by W’s costs and benefits of violation; see equation
(3.2).
In summary, the game theoretic model provides explanations for the emergence of rule
violations, in direct contrast to the findings of behavioural economics. The violation of a
safety procedure is thus not determined by the violator’s (W) own perceived costs and
benefits, but by the costs and benefits of its opponent, i.e., the enforcer (M). The same
holds true for the enforcement of safety procedures, which is determined exclusively by

the violator’s (W) and not the enforcer’s (M) costs and benefits.

Although these results seem counterintuitive at first, they acknowledge that game theory
treats the problem of violations as an interaction between two rational players and not
just as a simple single-player decision problem.'® Game theory thus takes the oppo-
nent’s reaction into account and delivers new insights on human interaction and the un-
derlying behavioural risks. Therefore, in equilibrium, the reasons for violation are found
outside the individual. Whether a rule will be violated is exclusively determined by or-

ganisational factors, i.e., management.

It is worthwhile to illustrate the above proposition using a short numerical example.
Based on conditions (3.5), (3.6), (3.7) and (3.8), each payoff parameter will be assigned

a numerical value.

Table 3.3: Numerical parameter values of game I'y

Workforce (1) Management (2)
Parameter Range Value Parameter Range Value
Be [1..5] 2 Be [1..20] 14
Bp [1..5] 3 Bg [1..10] 5
By [1..10] 5 Bg [1..10] 6
Cr [1..20] 10 Ce [1..5] 3
Cu [1..5] 2

Assuming that parameter values and parameter ranges'® apply according to Table 3.3,
the payoff matrix in Table 3.4 can be developed. The corresponding game tree is de-

picted in Figure 3.5.

"% 1t is demonstrated in Tsebelis (1990a, pp. 12—-13) that the above propositions are justified despite

their counterintuitive nature. The phenomenon that Tsebelis termed the “Robinson Crusoe Fallacy”
is detailed in Tsebelis (1989).

'8 Parameter ranges have been assigned arbitrarily.
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Table 3.4: Matrix representation of game I'; with numerical payoffs

Workforce (1) Management (2)
enforce (3) not enforce (1- pB)
violate (o) -5.,9 7,-6
not violate (1- o) 3,2 2,5

Figure 3.5: Game tree representation of game I'; with numerical payoffs

(-5,9) (7,-6) (3,2) (2,5)

By inserting the above payoff parameters into equations (3.1), (3.2), (3.3) and (3.4), the

corresponding Nash equilibrium can be calculated. These calculations result in a viola-

tion probability o =0.167, a payoff =, =2.385, an enforcement probability

B" =0.385 and a payoff m, =3.167.

Among equilibrium conditions, W will thus violate in one out of six cases and will re-
ceive a positive expected payoff. M, however, will enforce with a higher probability in
approximately four out of ten cases and will receive a slightly higher positive expected
payoff. One can easily imagine that M does not consider W’s behavioural strategy, i.e.,
high violation probability, to be very attractive, especially in view of the hazardous en-
vironment of a petrochemical refinery. It will therefore be very interesting to investigate
which risk management strategies M can apply to reduce W’s violation probability and

thus the associated behavioural risks.

The investigation will be guided by the recent developments in petrochemical risk man-
agement. Comparative statics analyses will provide additional insights into the equilib-

rium conditions, the underlying rule violations and the enforcement mechanisms.
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3.2.3 Increased punishment

Until recently, the common belief within petrochemical risk management was that pun-
ishment is not the first best solution to reduce or prevent violations.'*® In accordance
with these research results, a systemic approach was favoured in dealing with behav-
ioural risks (see Chapter 2.2.4). Creating a strong organisational safety culture and thus
eliminating the root causes for violations were the predominant ideas within the indus-
try. However, as has been described in Chapter 2.4.4, this preoccupation with systemic
influencing factors also led to a certain negligence of individual responsibility and al-
most “blame-free” safety cultures with light to moderate punishment. This outcome
must be considered a surprise because risk management research stated long ago that
sanctioning violations and rewarding compliance are of key importance'®’ and that “a
no-blame’ culture is neither feasible nor desirable.”'™ Of course, a punishment must

be wisely chosen and contingent on the severity of the infraction.'®

The recent developments in petrochemical risk management underline that the industry
has reconsidered the importance of individual responsibility and direct consequences.
One of the most controversial recent developments in that respect is the introduction of
severe punishment for certain rule violations such as the LSR. Even though HSE tools
had acknowledged that formal discipline is an appropriate means of dealing with viola-
tors, HSE tools had never gone as far as instant dismissal of an employee until the LSR
and similar regulations were introduced. Consequently, it seems very compelling to in-
vestigate the effects of increased punishment on W’s violation behaviour from a game
theoretic point of view. The key question is whether M will be able to achieve a sustain-
able improvement of safety performance by employing such a risk management strate-
gy.

During the investigation of increased punishment, one of the central assumptions of
(Pradiptyo, 2007) will be upheld. Hence, there is a positive correlation between the se-

verity of a punishment Cp and the handling costs of a violation Cy. If Cp increases, Cy

'8¢ Hudson, et al. (1998) argue that incentives, i.e., punishment and bonus payments, only fall into the

category of less effective remedies against violations.
87 See Reason (1997, p. 73).
'8 Reason (1997, p. 195).

% See Lawton (1998, p. 91). Reason (1997, pp. 205-209) developed the first guidelines for delivering
“staged punishments”, which were also integrated into modern HSE tools; see, for example, Energy
Institute (201 1a).
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also increases. For example, a severe punishment in the form of an instant dismissal re-
quires careful consideration by M. For M to avoid the impression of a “blame culture”,
the punishment must be just and must be backed up by PC. Only then can the punish-

1."° Further-

ment be communicated and “fought through” with the local work counci
more, as punishment increases, several effects also lead to an increase of the benefits of
enforcement Bg. If M underlines a rigorous safety management with increased punish-
ment, it will gain credibility and reputation among PC as well as among external regula-

tors. In addition, positive deterrence effects will result from this increased credibility.

In game theoretic terms, the introduction of increased punishment is reduced to affect-
ing Cp, Cy and Bg with C, > Cp, C,, > Cy and B, > Bg. Therefore, it is assumed that
the level of safety commitment Bg, the benefit from violation By, the costs of enforce-
ment Cg and the benefits from good safety performance Bg remain unchanged. These

assumptions can be explained as follows.

Increased punishment does not necessarily decrease or increase the amount of incidents,
and as a consequence, the level of safety commitment benefits, Bs, will not be altered.
Because W’s violation mechanism is defined by two separate components, the benefits
of violation, By, and the costs of punishment, Cp, only the latter will be influenced. Due
to the fact that M still applies the same amount of enforcement, i.e., the same number of
inspections and safety department employees, the costs of enforcement, Cg, remain con-
stant. Although the demonstration of a more rigorous safety management increases M’s
reputation among PC, in the end, only the resulting safety performance matters. As a
consequence, an increased benefit for a good safety performance, Bg, cannot be ex-
pected a priori. These assumptions yield a revised version of the original game model,

termed T, , and the new payoff matrix'*' displayed in Table 3.5.

%0 This point of view is strongly influenced by the author’s insights into the restrictive German laws on

dismissal protection. In other countries, laws might be less restrictive. Nevertheless, handling costs
will also occur in these countries, so the general assumption still holds.

1" For reasons of simplicity, only the matrix representation of game I'; will be used in the remaining

pages of this section. The game tree representation will not be used as it does not provide additional
benefit.
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Table 3.5: Matrix of game I'; with increased punishment

Workforce (1) Management (2)
enforce () not enforce (1- B)
By-C, . B -Ce-
violate (ct) M B By+B, -Bs
Cy
not violate (1- o) B, Bg-Ce B. Bg

The new equilibrium conditions of game I, are denoted by & and p*:

a’ =% with & €(0,1) (3.9)
B.+B; -C ’

Ak B . A *
— with B € (0,1) (3.10)
C;+B, ‘

According to common belief, an introduction of increased punishment should result in
fewer rule violations by W.'”* Surprisingly, the comparative statics analysis demon-
strates that this cannot be guaranteed; see equations (3.11) and (3.12). It is not obvious

whether the net benefit of an increased punishment B, — C,, will be higher, lower or

equal to the initial benefit B, —C,,. Hence, as long as the cost/benefit ratio of the new

and more severe punishment remains undetermined, three cases need to be distin-

guished:
a'<a if (B, -C,)>(B,-Cy) (3.11)
> a’ if By —Cy)<(By-Cy) (3.12)

On the other hand, the introduction of a more severe punishment reduces M’s enforce-
ment probability with certainty (i.e., over the entire range of parameters), as demon-

strated by equation (3.13):
B <P since C,>Cp (3.13)

These results can be summarised by the following proposition:

192 The effects of punishment on violation behaviour have long been debated in the game theoretic lit-
erature. Despite the conventional wisdom that punishment affects violation, the initial research by
Tsebelis (1989), Tsebelis (1990a) and Tsebelis (1990b) indicated that punishment has no effect on
violation. Since then, the “Payoff Irrelevance Proposition” (PIP) has been challenged by several au-
thors, such as Andreozzi (2004), Fang, et al. (1997) and Hirshleifer & Rasmusen (1992). Their
works and the findings on correlated payoffs by Friehe (2008) and Pradiptyo (2007) indicate that
punishment can indeed have considerable effects on violation behaviour.
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Proposition 2: In equilibrium, an increased punishment reduces M’s en-
forcement with certainty and W’s violation probability as long as the net
benefits of the new type of punishment dominate those of the initial pun-

ishment.

Hence, if a risk management strategy of increased punishment is adopted, it is impera-
tive that the punishment is effective and that the handling costs are kept under control.
In practice, this can be achieved, for example, if a severe punishment with strong deter-
rence effects is applied according to a fair procedure and if it is introduced in close con-
nection with the local work council. In such a case, it is realistic to assume that handling
costs rise only marginally and that the new strategy will be successful. The following
numerical example highlights the effects of a risk management strategy where punish-
ment and deterrence effects rise drastically and where handling costs only rise marginal-
ly. It is assumed that the dominant parameter change among the new strategy is an in-

creased punishment C, . Accordingly, C, is set at the maximum of its range. The cor-

related payoff parameters are represented in Table 3.6.

Table 3.6: Numerical parameter values of game I'; with increased punishment

Workforce (1) Management (2)
Parameter Value Parameter Value
B, 2 B, 18
B, 3 Bg 5
By 5 Bg 6
C, 20 Ce 3
C, 4

This resulting game matrix of I', is depicted in Table 3.7.

Table 3.7: Matrix of game I'; with increased punishment and numerical payoffs

Workforce (1) Management (2)
enforce () not enforce (1- B)
violate (o) -15,11 7,-6
not violate (1- o) 3,2 2,5
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The calculation delivers the following equilibrium results: a violation probability

6" =0.150, an enforcement probability p* =0.217 and the corresponding payoffs
A =2.217 and 7, =3.350.

Faced with an increased (double) punishment, W will violate less, but compared with
the original violation probability, this only means a reduction by 1.7%. On the other
hand, M inspects significantly less, i.e., a reduction by 16.8%. In terms of payoffs, there
has been a “trade-off” between the players. Whereas M profits from this strategy and

receives a slightly increased payoff, W receives a slightly decreased payoff.

Briefly, the results of game I, indicate that one has to remain sceptical towards in-

creasing the severity of punishment. In addition, when deciding on new risk manage-
ment strategies, it is advisable to apply proven “best practices” and focus more on
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providing the positive incentives:

“The challenge here is not so much to increase the costs of violating (by
stiffer penalties and the like) but to increase the perceived benefits of com-

pliance.” (Reason, 2008, p. 57)

3.2.4 Increased management commitment

As discussed in Chapter 2.4.4, another recent development in petrochemical risk man-
agement is that companies nowadays define safety as their top business priority and
urge their local management to continuously improve the existing safety culture. This
change of mindset has long been demanded,'”* and it is a clear result of numerous re-
search activities that uniformly state that the conflict between safety and production as
well as the missing management commitment towards safety are key factors in the

emergence of rule violations; see Chapter 2.3.2.

%3 On the doubtful effects of punishment, see Reason (1997, p. 212). Recent experimental game theo-

retic research also indicates that although punishment might be able to deter violation, it will not al-
ways deliver effective results. See hereto Rauhut (2009) and Rauhut & Junker (2009).

See hereto Hudson (1992, p. 52). Some positive results of this new mindset have been documented,
for example, in Petroleum Safety Authority Norway (2006, p. 13).
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... workers do see managers as exerting control over the quality of their
work through the relative emphasis managers place on such things as quali-
ty versus production, working safe versus working quickly (the old saying:
‘Safety works until we are busy’), and the attitude of management to errors

and violations.” (Fogarty & Shaw, 2010, p. 1458)

Considering this argument, it is worthwhile to further investigate the risk management
strategy of increased management commitment. In game theoretic terms, increased

management commitment affects a multitude of parameters: B¢, Bp, Bg, Bg, Bs and By,
with B, > B¢, B, > Bp, B, > Bg, B, > Bg, B, > Bsand B, <By. At first sight,
this strong influence might seem unusual, but there is sufficient empirical and theoreti-

cal evidence to underline the subject’s pivotal importance.'” If M is truly committed to

safety, then it will increase W’s benefits for not violating safety procedures, for exam-
ple, by receiving higher safety bonus payments, i.e., B. > Bc and B, > Bp. Further-
more, W’s violation benefits will decrease because rule breaking to continue production
will not be tolerated, i.e., B, < By. By employing a credible commitment, M can also
increase the safety performance of its refinery. This will not only lead to fewer produc-
tion upsets, i.e., B, > Bg, but it will also lead to increased reputational benefits with

PC, ie., ]§G > Bg. Finally, in such an environment, M would be harshly criticised for

tolerance of rule violations and would suffer a considerable loss of reputation, i.e., ]§S >

Bs. Assuming that enforcement costs Cg, handling costs Cy and punishment levels Cp

remain unchanged, the corresponding matrix in Table 3.8 can be developed.

Table 3.8: Matrix of game I'; with increased management commitment

Workforce (1) Management (2)
enforce (P) not enforce (1- B)
violate (o) B,-C, B,-Ce-Cy B, +B. -B,
not violate (1- o) B, B,-Ck B. B,

195 See Fogarty (2003, p. 4), Mearns and Reader (2008, p. 389), Knegtering and Pasman (2009, p. 168),
Organisation for Economic Cooperation and Development (2008, p. 41) or Veltri, Pagell, Behm, and
Das (2007, pp. 16—-17).
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The new equilibrium conditions & and B* of the revised game T, can easily be de-

duced:

&.* = = with (7* S 0,1 3.14
B;+B; -C, ( )’ ©.19)
gt EV . ~ %
-2V with  B" e (0,]) (3.15)
C,+B, :
It follows that
a<a because (B, +By) > (B, +By) (3.16)
B <p because (B,-B,) < (B,-B,) (3.17)

These results can be summarised by the following proposition:

Proposition 3: In equilibrium, increased management commitment reduces

both W’s violation and M’s enforcement probability.

The comparative statics analysis shows that increased management commitment has
very positive effects: W will violate safety procedures less frequently if it observes that
M is truly committed to safety and that compliant behaviour will be rewarded. At the
same time, M’s enforcement probability also decreases because, in a strong safety cul-
ture such as a generative safety culture, W is intrinsically motivated to comply and work
safely. Accordingly, once M observes that it has reached a high-level safety culture, it

will reduce its enforcement efforts.

A numerical example will illustrate the positive effects of increased management com-

mitment. The dominating parameter changes in this case are a reduced benefit from vio-

lation B,, = 4 and an increased safety commitment benefit B = 8.

Table 3.9: Numerical parameter values of game I'; with increased management commitment

Workforce (1) Management (2)
Parameter Value Parameter Value
B. 3 B, 20
B, 4 B, 6
B, 4 B, 8
C, 10 Ce 3
Cy 2
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Together with the parameters in Table 3.9, the matrix representation of game T, depict-
ed in Table 3.10 can be deduced.

Table 3.10: Matrix of game I'; with increased management commitment and numerical payoffs

Workforce (1) Management (2)
enforce (3) not enforce (1- pB)
violate (o) -6,15 7,-8
not violate (1- o) 4,3 3,6

Calculating the new equilibrium results delivers a violation probability & =0.115, an

enforcement probability B* =0.286 and the corresponding payoffs T, =3.286 and
T, =4.385.

Obviously, increased management commitment causes W to violate less, i.e., a reduc-
tion of 5.2% compared with the original game. M’s enforcement probability also de-
creases by 9.9%, but the most striking result is that both players receive a considerably

higher expected payoff.

It thus seems that increased management commitment is an appropriate risk manage-
ment strategy that is even more effective than increased punishment. Nevertheless,
achieving a higher-level safety culture does not occur overnight. It is a continuous and

time-consuming process that has limits.'”

3.2.5 Contractor safety

Thus far, W has only been considered as a “homogenous mass”, which is rather unreal-
istic. As pointed out in Chapter 2.4.4, safety-critical activities (e.g., maintenance tasks)
within M’s petrochemical complex are almost exclusively performed by Contractors
(C), while Staff members (S) mainly execute supervisory tasks.'”’ Because the ratio of C
to S in daily operations is at least two to one, it is of key importance to find out whether
M’s enforcement strategy can effectively cope with C’s violation behaviour. Several
researchers argue that the extensive use of contractors within the petrochemical industry

may result in negative changes in safety performance.'”®

196 See Mearns and Reader (2008, p. 396).
7 See Hudson (1992, p. 43).
%8 See, for example, Mayhew, Quinlan, and Ferris (1997) and Rebitzer (1995).
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“The use of contractors has, in some cases, increased the risk of chemical
incidents. This may be due to the fact that the contractors do not have suffi-
cient knowledge or training in the enterprise’s safety policy and procedures,
or there is not sufficient co-ordination with regular staff.” (Organisation for

Economic Cooperation and Development, 2008, p. 65)

To determine whether the above statement holds true, the game theoretic analysis pro-

vided by I'; will be extended to incorporate C. The introduction of C results in the fol-

lowing parameter changes: B. < B¢, B, <Bp, By <Bg, C,, <Cyand C, < Cp.

H
Hence, C faces a less severe punishment C, in case of a violation compared to S. After

committing a serious violation, C would simply not be allowed to work in M’s petro-
chemical complex anymore but could still work at different locations for its contractor
company. Accordingly, there will most likely not be an immediate loss of earnings. Alt-
hough C might also face serious reputational losses when caught committing a viola-
tion, these would not be as severe as the losses faced by S. Furthermore, C are in gen-

eral more mobile, provide cheap labour and their safety record does not affect their

chances on the job market as strongly as in S’s case. As a consequence, B and B
will be smaller for C than for S. When it comes to M’s payoff parameters, its benefits
from deterrence B ¢ Will be much smaller among C. This difference can be explained by
the fact that C often change work locations, i.e., deterrence effects “erode”, and M does
not have the ability to take direct disciplinary actions. The handling costs C,, for deliv-
ering a punishment among C are also smaller because, in case of a serious infraction, M
simply has to advise the responsible contractor company to remove the violator from its
refinery. There will be no lengthy discussion with the local work council. Finally, the
benefit from violation By remains unchanged because it is irrelevant whether C or S vi-
olates, i.e., both will have an immediate benefit in the form of time savings and an im-
proved reputation. Taking all of these effects into account, the corresponding payoff

matrix depicted in Table 3.11 can be developed.
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Table 3.11:  Matrix of game I'; with contractor safety

Contractor (1) Management (2)
enforce ([3) not enforce (1- pB)
violate (o) By-C, . B £ -Ce-C, BvtB. -Bs
not violate (1- o) BD Bg-Cg B ¢ .Ba

The new equilibrium conditions &" and p° of the revised game f‘l can easily be de-

duced:

O ="t with & (01 3.18
B.+B; -C ( )’ ( )
B’ By ith B~ e (0,]) (3.19)
=—— w e (0, .
C;+B, :

Theoretically, and similar to Chapter 3.2.3, three cases need to be distinguished:

a'<a if (B =Cy)> (B —Cy) | (3.20)
a > a if By -Cy)<(B—Cy) (3.21)
On the other hand, M’s enforcement probability increases with certainty:

B> p because (Cp +B) < (C, +By) (3.22)

These results can be summarised by the following proposition:

Proposition 4: In equilibrium, increased violation and enforcement proba-
bilities are to be expected as long as the net benefits of the enforcement are

smaller with C than they are with S.

The fact that the petrochemical industry has seen a high number of accidents involving
contractors is considered an indication that equation (3.21) holds. This assumption is
also supported by the statement that “mercenaries are contractors. ... we cannot expect

: 199
the same commitment from them.”

A more detailed comparative statics analysis delivers the following interesting insights:
inserting B, =B, —AB; and C, =C, —-AC, with AB;, AC, eR" into equation

(3.21) delivers AC,; —AB;Z0 . Considering that M also needs a contractor manage-

19 Kletz (2001, p. 110).
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ment programme, which results in non-negligible handling costs, it does not seem far-
fetched to assume that AC,; <ABy and, consequently, AC,; —AB; <0. This delivers
a >ao , which supports the proposition that C will violate more often than S.

The following numerical example will highlight the difference between contractor and
staff member safety.

Table 3.12:  Numerical parameter values of game I'; with contractor safety

Contractor (1) Management (2)

Parameter Value Parameter Value
B 1 B, 10
B, 2 Bo 5
B, 5 B, 6
C, 6 Cg 3
C, 1

By inserting the numerical parameters from Table 3.12, the matrix representation of

game f‘l depicted in Table 3.13 is developed.

Table 3.13:  Matrix of game I'; with contractor safety and numerical payoffs

Contractor (1) Management (2)
enforce () not enforce (1- B)
violate (o) -1,6 6,-6
not violate (1- o) 2,2 1,5

Calculating the new equilibrium outcomes delivers a violation probability &~ = 0.200,

an enforcement probability p* = 0.625 and corresponding expected payoffs 7, =1.625

and 7, =2.800. Thus, C will violate more frequently than S, i.e., an increase of 3.3%
compared with the original game. Because enforcement instruments are less effective,
M must enforce significantly more often, i.e., an increase of 24%. In terms of payoffs, it
can be observed that both players receive a decreased expected payoff. In case of C, this
decrease is significant, and it underlines why C cannot produce the same safety perfor-

mance as S.

In summary, if M wants to improve safety performance in its refinery, it must employ a
risk management strategy that offers an adequate incentive structure to contract compa-

nies. For example, by setting up long-term contracts that include specific HSE targets
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and by integrating contractors into the refinery’s safety programme, such incentives can
be generated. However, as the game model demonstrates, one has to remain sceptical
whether a company can ever achieve the same safety performance with contractors as it

can with its own staff,

3.3 Violation with accidents

The analysis of the simple game model I'; and the corresponding comparative statics
analyses indicate several factors contributing to successful HSE risk management. Ac-
cording to the game model, punishment is less effective than management commitment,
and good safety performance among contractors can only be achieved if M offers ade-
quate incentives to the contract companies. Although M could use these insights to op-
timise its risk management strategy, it also has to be acknowledged that several realistic
effects of the interaction between M and W have thus far been neglected. It will be
compelling to investigate whether the propositions of game I'; also hold true under

more realistic circumstances.

The most important simplifications of game I'; are that accident risks were not incorpo-
rated and the interaction was considered simultaneous. To render the analysis more real-
istic, the interaction between W and M with accident risks will now be studied by
means of a new and more sophisticated game model I',. This game model is motivated

by the research results provided by (Hipel et al., 1995).

It must be kept in mind that when W commits a violation, it leaves the circle of “nor-
mally safe operation”, and, as a consequence, accident risks rise dramatically; see Chap-
ter 2.3.1. However, even if W complies with all safety procedures, it cannot be ruled out
that an accident might be caused by a “force majeure”. Of course, the risk of an accident

is much greater in case of violation than in case of compliance.

To proceed with the investigation, the original scenario known from I'; will be revisited.
The central parts of the scenario will remain unchanged, i.e., M is still part of a bigger
organisation PC, and its main goal is to achieve good safety performance in its petro-
chemical refinery. However, despite this common starting point, several of I';’s initial
assumptions will be relaxed on the road towards the new game model I',. The new and

more realistic game model I'; will also lead to an intuitive graphical representation of an
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organisation’s safety culture. This representation, called the PORT, is one of the central

innovations of this thesis.

3.3.1 Model
The new model I'; differs from the original game in the following important aspects:

1. Both players choose their strategies sequentially. At first, W decides
whether to violate or not to violate a safety procedure, knowing that his
choice might lead to an incident or no incident.*” Following this choice,
M observes the result and decides either to enforce or not to enforce.
Despite the model’s sequential nature, the game is still characterised by
imperfect information. Hence, M cannot determine whether W’s viola-

tion or compliance have led to an incident.
2. A newly introduced player, Nature (N), randomises between incident

and no incident based on exogenously determined incident probabili-

- 201 - . . . .
ties™ 1in case of violation r, or no violation r,.

The remaining assumptions of game model I'; also apply to game I';. By introducing
incident risks and eliminating imperfect detection, the environmental monitoring game
of (Hipel et al., 1995) is converted into the new game model I',, which is specifically

tailored to the requirements of petrochemical risk management.

Following this new set of assumptions, the interaction between M and W in case of vio-
lation under incident risks is best captured by the game tree*’” representation of I'; as

depicted in Figure 3.6.

2991t is important to note that the term “incident” will be used in connection with the new game model

I'; instead of the term “accident”. This change can be explained by the fact that both near misses and
accidents shall be included in the new game model. This is in line with the definition presented in

Organisation for Economic Cooperation and Development (2005, p. 26).

%1 The assumption of exogenous incident probabilities is a model simplification. However, it is a

standard assumption within a one-shot game. In a repeated game, endogenous incident probabilities
can also be generated by applying Bayesian learning; see, for example, Gibbons (1992, pp. 175—
244) or Jordan (1995).

In this case, the matrix representation would not provide a good understanding of game model I',’s
sequential nature. As a consequence, only the game tree will be used in the remainder of this section.
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Figure 3.6: Game tree representation of game I,

(a1, b11) (a2, b12) (a3, b13) (@14, b1s) (apy,byy) (a2, ba) (823,b23)  (azs, bag)

Note. a: W’s violation probability
B: M’s enforcement probability in case of an incident
y: M’s enforcement probability in case of no incident
r,: Incident probability in case of a violation
. Incident probability in case of no violation
aij: W’s payoff parameters
bjji: M’s payoff parameters

The strategic interaction between M and W is defined by the following assumptions and

corresponding algebraic inequalities:

1. a, >a; and a,; >a,;: W prefers not to violate if M enforces.
2. a;,>a, and a,, >a,,: W prefers to violate if M does not enforce.

3. a;;>a,, a,;>a,;, a,,>a,, and a,, >a,,: In all cases, suffering an

incident is not attractive for W.

4. a;,>a; and a,, >a;: In case of violation, W prefers that M does not

enforce.

5. a, >a,, and a,; >a,,: In case of no violation, W prefers that M en-

forces.

6. b, >b,, and b,; > b,,: M prefers to enforce if W violates.

7. b,, >b,, and b,, >b,,: M prefers not to enforce if W does not violate.
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8. b,>b,, by, >b,,, b,>b,, and b,, >b,,: In all cases, suffering an

incident is not attractive for M.

9. b,;>b,, and b,; >b,,: In case of violation, M prefers to enforce.

10. b,, >b,, and b,, >b,;: In case of no violation, M prefers not to en-

force.

To perform a more detailed behavioural analysis, specific identities for the players’

payoff parameters a;; and b;; are developed and are shown in Table 3.14.

Table 3.14:  Explicit payoff parameters of game I',

Workforce (1) Management (2)
a, =B, -C,-C, b,, =B, -C,-C,-C,
a, =B, -C, b, =-B;-C,,
a,;; =B, -C, b, =B, -C, -C,
a,, =B, +B, b,, =-Bg
a, =B,—-C, b, =-C,-C,
a,, =B.-C, b,, =—C,,
a,, =B, b,; =B, -C;
a,, =B b,, =Bg

Most parameters are already known from I'y; only C;; and Cp, have been newly intro-
duced. Cy; represents W’s incident costs, i.e., Player 1, while Cp, represents M’s incident
costs, i.e., Player 2. Once again, these costs can have both direct and indirect compo-
nents. In W’s case, for example, a direct cost would be suffering an injury, while an in-
direct cost would be the reputational loss due to having been involved in an incident. M
can suffer direct costs due to damaged infrastructure or equipment or indirect costs due
to loss of respect from neighbours or external regulatory bodies. By applying the explic-
it payoff parameters of Table 3.14, one finds the model’s essential assumptions shown

in Table 3.15. For more detail, a consultation of Appendix A.2 is recommended.
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Table 3.15:  Essential assumptions of game I,

B, -B,+C;, >0 B, -C,-C,+Bg>0
B, >B.>0 B, -C,;-B; >0

B, >B. B, +Bg >0

B.+C, >0 By >0

C,>0 C.>0

B.+C, >0 B, +C, >0

G, >0 C,>0

In addition, the incident probabilities can be characterised as follows:

O<r, <1 (3.23)
0O<r, <1 (3.24)
r. <r (3.25)

nv A\

As previously mentioned, both parameters r,, and r, are determined exogenously.

Equations (3.23), (3.24) and (3.25) signify that the probability of suffering an incident
can never be fully eliminated and, furthermore, that the incident probability in case of

violation is obviously higher than it is in case of non-violation.

3.3.2 Solution

Because all pieces of the new model I'; have now been sufficiently defined, it can be
demonstrated that the model possesses three non-transitional Nash equilibria, two in
mixed and one in pure strategies. Due to the extensive nature of the equilibrium calcula-
tion, only the essential results are presented in the thesis’ main text. The complete cal-

culation can be found in Appendix A.3.

The three non-transitional Nash equilibria developed from game I'; all differ in quality.
The first equilibrium, which is considered the “worst” of the three, is characterised by
“a lot” of enforcement and “a lot” of violation. The second equilibrium is considered
“mediocre” because it is characterised by “some” violations and “some” enforcement.
Finally, the third equilibrium can be considered an “ideal” state with no violation and no

enforcement.

By connecting these game theoretic results with the concept of organisational safety

culture, this thesis breaks new ground for petrochemical risk management research.
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Hence, in accordance with the evolutionary safety culture ladder described in Chapter
2.4.3, the worst equilibrium is termed reactive, the mediocre is termed calcula-

tive/proactive and the ideal state is termed generative.
1. Reactive equilibrium:

El _Bl

(a,B,7) =R, ) (3.26)

1

Bv _rnv(BD _BC _Cn)

if O0<r, <X with X = (3.27)
B.+C, +C,
I{2 _ (l_rnv)CE (328)
(I-1,)Cg +(=r,)Bg —C; —C,; +By)
E, -B, _ r,(Bo+C, +Cp)+r1,, (BD - B, _Cn)_Bv (3.29)

Fl rv(BC+CP)+rnv(BD_BC)_(BD+CP)

The parameter X represents the Reactive Equilibrium Threshold (RET), which can
be interpreted as a measure of W’s willingness to violate. X depends on W’s viola-
tion benefits, and the expected costs and benefits in case of an incident despite
compliant behaviour. This expression is divided by the sum of W’s benefits of

compliance, its punishment and its incident costs.

As demonstrated by equation (3.27), the reactive equilibrium applies if the incident
probability in case of violation r, is smaller or equal to the RET. In this case, W
violates with probability R,, whereas M always enforces in case of an incident, i.e.,

o . . . ... E —-B
probability 1, and to some extent in case of no incident with probability ——;
1

see equation (3.26).

It becomes obvious that R, is determined by M’s expected net enforcement and
safety commitment benefits in case of a violation but no incident. However,
El - Bl . . N . . . s
——— is determined by W’s violation benefits and a multitude of W’s expected

1

benefits and costs.
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Considering the different stages of the HSE culture ladder as depicted in Figure
2.11, the players’ strategies best correspond with a reactive mindset, i.e., “Safety is

: . . 203
important, we do a lot every time we have an accident.”

Although the reactive equilibrium represents the worst equilibrium, it cannot be
termed pathological because, in a pathological culture, there would be little or no
enforcement. This is clearly not the case in this equilibrium, and the term reactive

is therefore justified.
The expected payoffs for both players are denoted by the following equations:

D,(E, -B)

n, =A +C, + (3.30)

1
= Bc +rnv(BD _Bc _Cn)
r,(B.+C, +C,)+r, (B, -B.-C,)-B, (3.31)
r, (B +Cp)+1, (B, —Bo)—(B, +C})

b

+ (l_rnv)(BD - Bc)

m,=A,-C,+R,(B, +E,) (3.32)

= BG _rnv(BG +CE +C12)
r (B, +C,+C,)+r, (B, -C,-C,-C, +B)-(B; +Bjy)

+ (1 - rnv )CE
(1-r,,)Cg +(1-1,)(Bg -C¢ —Cy; +By)
(3.33)
2. Calculative/proactive equilibrium:
* * * Bl
(o ,B,y )=(Q2,E—,0) (3.34)
1
it X<r <Y with y=2yrmCu (3.35)
B. +C,
Q, = I Ce (3.36)
rnvCE +r, (BE - CE - CH + Bs)
5: Bv _rv(BC +C[1)+rnvcll (3.37)

El erP +rnv(BD _Bc)

The parameter Y represents the Generative Equilibrium Threshold (GET), which

can also be interpreted as a measure of W’s willingness to violate. Y depends on

2% Hudson (2007, p. 704).
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W’s violation benefits and the expected costs in case of an incident, despite com-
pliant behaviour. The main difference between the reactive threshold X and the
generative threshold Y is that, in the case of the generative threshold, the expres-
sion is only divided by the sum of W’s benefits of compliance and its incident

costs. The costs of punishment are not included in the equation.
As demonstrated by equation (3.35), the calculative/proactive equilibrium applies if
the incident probability in case of violation r, lies between the RET and GET. In

this mediocre equilibrium, W still violates with positive probability Q,. Further-
. .. B, . o .
more, M enforces with the probability I in case of an incident and it does not en-
1

force at all in case of no incident, i.e., probability of 0; see equation (3.34).
It becomes obvious that Q, is determined by M’s expected net enforcement and

safety commitment benefits in case of violation and incident. However, —- is de-

1
termined by W’s violation benefits and by a multitude of W’s expected benefits and

costs.

Because this equilibrium represents an intermediate region, it was not possible to
attribute a single safety culture. It was therefore decided to regard this equilibrium
as the missing link between the reactive and generative safety cultures. Conse-
quently, it was termed calculative/proactive. This mindset is characterised by the
statements, “We have systems in place to manage all hazards” and “Safety leader-
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ship and values drive continuous improvement.”

Although the game model does not allow an exact distinction between the two safe-
ty cultures, it can nevertheless be assumed that a stepwise movement from the cal-

culative towards the proactive stage results in a decreasing violation probability.

The corresponding expected payoffs are given by

n=A, +% (3.38)
1
— BC +rnv|:(BD —BC)BV _rV(BC +CII)+rnVCII _CH:| (339)
I.VCP +rnV(BD _BC)

b

204

Hudson (2007, p. 704).
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m, =A, +B,Q, (3.40)

r, (B +C,)-1r,C, —(Bg+Bg)
r,, Cp +rv(BE -Cp —-Cy +BS)

=B, +rn{CE -(Bg +C12)} (3.41)
Finally, in comparison to the reactive equilibrium, violation and enforcement fre-
quencies of the calculative/proactive equilibrium are reduced for all strategic pa-

rameters, as can easily be demonstrated by examining equations (3.26) and (3.34):

Q, <R,, 5<1 and 0<ﬂ .
El 1
Generative equilibrium:
(a',B,7")=(0,0,0) (3.42)
if Y<r, <I. (3.43)

If the incident probability r, exceeds the GET, the ideal safety culture is reached;

see equation (3.43). This ideal state without violation and enforcement, as shown in

equation (3.42), is termed generative and is characterised by the statement, “HSE is

) 205
how we do business round here”.

The corresponding expected payoffs are given by the following equations:

m =A; =Bc-1,Cy (3.44)

m,=A, =B —1,(Bg +Cp,) (3.45)

In a nutshell, the behavioural economics of the interaction between M and W can be de-

scribed by the following proposition.

Proposition 5: In a sequential inspection game I, as specified in Figure

3.6:

1. In equilibrium, the violation and enforcement mechanisms of M and W
depend on the type of organisational safety culture. The better the safety
culture, the less violation by W and the less enforcement by M are to be

expected. Reactive, calculative/proactive and generative interactions

need to be distinguished.
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Hudson (2007, p. 704).
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2. In a reactive equilibrium, W’s violation probability o is negatively
correlated with M’s expected net enforcement and safety commitment
benefits in case of a violation but no incident. Interestingly, W’s viola-
tion probability is not influenced by any of its own payoff parameters.
Incident costs also have no influence on W’s decision to violate; see
equation (3.28).

3. In a reactive equilibrium, M enforces with certainty in case of an inci-

dent with probability B ; see equation (3.26).

4. 1In a reactive equilibrium, M’s enforcement probability " in case of no

incident is determined by W’s benefits from violation as well as a multi-
tude of W’s expected benefits and costs. These expected costs and bene-
fits refer to the cases of violation and incident as well as no violation
and incident; see equation (3.29). Interestingly, W’s incident costs influ-

ence M’s enforcement decision.

5. 1In a calculative/proactive equilibrium, W’s violation probability o is
negatively correlated with M’s expected net enforcement and safety
commitment benefits in case of violation and incident. Interestingly,
W’s violation probability is not influenced by any of its own payoff pa-
rameters. Incident costs also have no influence on W’s decision to vio-

late; see equation (3.36).

6. 1In a calculative/proactive equilibrium, M’s enforcement probability B
in case of an incident is determined by W’s benefits from a violation as
well as by a multitude of W’s expected benefits and costs. These ex-
pected costs and benefits refer to the cases of violation and incident as
well as to the cases of no violation and incident; see equation (3.37). In-

terestingly, W’s incident costs influence M’s enforcement decision.

7. In a calculative/proactive equilibrium, M does not enforce in case of no

incident; see equation (3.35).

8. In a generative equilibrium, there is no violation by W and no enforce-

ment by M; see equation (3.42).

The above proposition offers a new perspective on behavioural economics. The findings

indicate that, in equilibrium, the reasons for violation are to be found outside of the in-
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dividual. Hence, whether a rule will be violated is determined exclusively by organisa-
tional factors in combination with exogenously determined incident probabilities. Fur-

thermore, there is a fundamental difference in W’s risk perception:

In a reactive safety culture, incident risks are blinded out, and only the chance that “eve-
rything will go well” is considered. In contrast, in a calculative/proactive safety culture,

95206

risk perception is characterised by a “chronic unease that something “could go

wrong” see equations (3.28) and (3.36).

This connection of the game theoretic framework and petrochemical risk management
research offers an unprecedented possibility to further extend the body of knowledge
about human interaction in hazardous environments. As will be demonstrated in the fol-
lowing section, the above equilibrium conditions can even be transformed into a graph-

ical risk management decision-making tool.

3.3.3 Petrochemical Organisation Risk Triangle (PORT)

The idea of developing a graphical risk management tool was developed in this thesis
because the significance of the equilibrium results of game I, will not immediately be
evident to an observer without game theoretic knowledge. Thus, to render the model
more attractive and accessible for the petrochemical industry, an easily understandable
graphical tool termed the “Petrochemical Organisation Risk Triangle” (PORT) was de-
veloped. The PORT, which is based on the solid mathematical foundation of game I,
joins the long history of graphical petrochemical risk management tools such as the
RAM and SCM; see Chapter 2.2.1.

The combination of a game theoretic model, petrochemical risk management and a
graphical tool is, to the best of the author’s knowledge, unique and is the central innova-
tion provided by this thesis. As will be demonstrated, this graphical tool even allows for

an evaluation of different risk management strategies.

The starting point for developing the PORT are I';’s equilibrium conditions (3.27),

(3.35) and (3.43), which represent simple linear equations of the type y = mx + b with
y =r1,, and X =r,. Together with the initial assumption (3.25) that defines the Equilib-

rium Envelope Threshold (EET), the following equations can be deduced:

2% See Reason (1997, p. 214).
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e EETline: 1, =t, (3.46)

_BC+CP+CH.r N By

e RETlne: r, = . (3.47)
B, -B.-C, BD_BC_CII_
B B
e GET line: 1, =LC“-rV - (3.48)
C, C,

The striking feature about these three equations is that they represent not only straight
lines but also the borders of the equilibrium existence regions. Thus, they allow an im-
mediate visualisation of the safety culture associated with the equilibrium, as depicted
in Figure 3.7.

Figure 3.7: Petrochemical Organisation Risk Triangle (PORT)
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The reactive region is determined by the triangle (P;P,Ps) without line (P,Ps), the calcu-
lative/proactive region by the pentagon (P,P;PsP;Ps) without line (PsP7) and the genera-
tive region by the triangle (P3P4Ps) without line (P3Pg). The equilibrium thresholds are
defined as follows: EET line (PP7), RET line (P,Ps) and GET line (P3Pg).

Figure 3.7 reveals that the type of equilibrium and thus the safety culture of a petro-
chemical organisation depends on the combination of incident probability and attitude
towards safety. The incident probability, represented by the exogenous parameters ry
and r,y, determines the x-y coordinates within the PORT. The attitude towards safety is
represented by the size and shape of the safety culture regions in the PORT. Size and
shape depend on the players’ payoff parameters and thus on the corresponding equilib-

rium thresholds.
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To understand how the PORT can assist a petrochemical organisation in improving its

safety culture by employing adequate risk management strategies, the working mecha-

nisms of the PORT will be explained briefly.

Figure 3.8: PORT with technological progress and organisational effectiveness
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In principle, three possible “movements” within the PORT can be imagined: a change

of x-y coordinates, a change of safety culture borders and a change of both. These

movements can be described in terms of several practical phenomena in the evolution of

petrochemical risk management:

1.

Technological progress: A change of the x-y coordinates in the PORT can only be
realised by a variation of the incident probabilities r, and r,,y. Because these parame-
ters are considered exogenous, M and W have no direct influence on them. Howev-
er, incident probabilities are directly connected to technological progress. Consider
the following practical example: until twenty years ago, it was not very common in
the petrochemical industry for operators to wear flame-retardant clothing. Today,
such special clothing is an integral part of the standard personal protective equip-
ment. The introduction of improved personal protective equipment as a part of tech-
nological progress thus led to a significant reduction of the incident probability.
Therefore, a change in x-y position can be caused by technological process. If M
and W had played game I'; twenty years ago, incident probabilities and thus the x-y

coordinates would have been different; see Figure 3.8.2"

207

Of course, equilibrium borders would also have been different twenty years ago, but for illustrative
reasons this effect was not considered.
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2.

Organisational effectiveness: Changes of the safety culture regions’ sizes and
shapes can only be realised if the corresponding equilibrium thresholds are “ma-
nipulated”. According to equations 3.47 and 3.48, this manipulation requires a
change in W’s incentive structure. Such a change is usually associated with organi-
sational effectiveness, which will be demonstrated by the following practical exam-
ple: Today, safety is regarded as the “number one” business goal. Hence, it is very
common that performance appraisals are directly connected to safety performance.
A good safety performance will thus lead to a higher bonus payment for W at the
end of the year. By implementing such a safety bonus scheme, M improves the or-
ganisational effectiveness, which will have a direct impact on the equilibrium bor-

ders; i.e., the generative safety culture will move closer. See Figure 3.8.

Safety culture improvement: A change in x-y coordinates and changes in the shapes
and sizes of the equilibrium regions can only be achieved by a combination of the
approaches described above. A practical example will be used to illustrate how such
a simultaneous movement can occur. Today, all companies within the petrochemical
industry have considerably more management commitment towards safety, which
leads to increased incentives for W and thus to increased organisational effective-
ness. In addition, this organisational effectiveness creates room for further techno-
logical progress. If there is a strong commitment towards safety, improvement will
certainly not stop at the individual safety level; process safety, which has a strong
technical component, will also be fostered.*”® For example, new technological inno-
vations such as electronic protective functions will be implemented. Consequently, a
safety culture improvement will cause a decrease in incident risks as well as a shift

in safety culture borders; see Figure 3.8.

Because technological progress and organisational effectiveness are slow-moving pro-

cesses, these improvements take years or even decades. A desirable movement within

the PORT can be described as follows:
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The point of view that management commitment favours both, personal and process safety, is also
supported by Hopkins (2011).
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Proposition 6: Assuming that incident probabilities decrease over time and
an organisation aims at improving its safety performance, it has to change
the safety culture borders within the PORT. The goal is to achieve a move-
ment that allows a generative safety culture to be reached, i.e., the green ar-

ca.

The following section discusses which risk management practices are appropriate to
achieve movement of the safety culture borders. Furthermore, by applying a compara-
tive statics analysis that is identical to the analysis that was used for game I';, additional
insights into the violation and enforcement mechanisms of M and W in case of incident

risks will be generated.

First, to clarify the PORT’s working mechanisms, a short numerical example will be
provided. Based on the numerical payoff parameters in Table 3.16, a game tree repre-
sentation of game I', can be developed, as depicted in Figure 3.9. The corresponding

PORT is shown in Figure 3.7.

Table 3.16: Numerical parameter values of game I,

Workforce (1) Management (2)
Parameter Range Value Parameter Range Value

Be [1..5] 2 Be [1..20] 14

Bp [1..5] 3 Bg [1..10] 5

By [1..10] 5 Bg [1..10] 6

Cr [1..20] 10 Ce [1..5] 3

Cu [1..10] 5 Cu [1..5] 2
Cn [1..10] 4

Incident probability
Iy (0..1) 0.5 Tny (0..1) 0.1

These numerical values are designed to represent an “average” petrochemical refinery.
It is assumed that this refinery has an existing enforcement system with medium pun-
ishment, Cp = 10, and a safety culture slightly above average, Bs = 6. Furthermore, it is

assumed that an incident will occur in one out of ten cases if W does not violate,

r,, =0.1, and in every second case, if W violates, r, =0.5.
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Figure 3.9: Game tree representation of game I', with numerical payoffs
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It can be demonstrated that, under these conditions, a calculative/proactive equilibrium

applies because the following values:

Bv _rnv(BD _BC _Cu) —-0318. Y= Bv +rnvcu
B.+C, +C, ’ B.+C,

X = =0.786 and 1, = 0.5

satisfy equation (3.35) with 0.318<0.5<0.786.

A calculation of the corresponding equilibrium parameters from equations (3.34), (3.38)
and (3.40) delivers a violation probability o = 0.038, an expected payoff m, =1.539,
an enforcement probability in case of an incident B~ = 0.392, an enforcement probabil-

ity in case of no incident Yy~ =0 and an expected payoff 7, = 3.635.

Interestingly, although most of the payoff parameters of game I, remain unchanged
compared with the initial game I';, W violates significantly less, whereas there is almost
no change in M’s enforcement probability. A possible explanation is that a rather high
incident probability in case of violation r, = 0.5 has been chosen. Thus, if W knows

that the risk of suffering an incident due to a violation is high, it will be inclined to vio-

late less, in line with the findings of behavioural economics.
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3.3.4 Increased punishment

As demonstrated in Chapter 3.2.3, introducing a more severe punishment affects Cp, Cy

and Bg with C, > Cp, C

209
d.

4 > Cy and B, > Bg. All other parameters remain un-

change

It is obvious that the comparative statics analysis for game ', becomes considerably
more complicated in comparison to the original game I'; without incident risks. Differ-
ent equilibrium cases need to be taken into account; e.g., increasing the severity of pun-
ishment in a reactive safety culture will have different effects than implementing the
same risk management strategy in a calculative/proactive or generative safety culture.
Table 3.17 summarises the effects of increased punishment on the violation and en-
forcement probabilities for all equilibrium cases of the revised game I',. A detailed
comparative statics analysis can be found in Appendix A.4.

Table 3.17:  Effects of increased punishment on equilibrium parameters of game I',

Increased punishment C, T.B E T, Cy T

Equilibrium parameters o [3* y* X Y
Reactive =1 = J J =
Calculative/proactive T={ J = \! -
Generative = = = J =

The following proposition summarises the effects of increased punishment.

Proposition 7: In a sequential inspection game I', with increased punish-

ment:

1. In a reactive equilibrium, W’s violation probability &" decreases as
long as the net benefits of the new type of punishment dominate those of
the initial punishment. M’s enforcement probability in case of an inci-

dent B* remains unaffected, and M still enforces with certainty. In case

of no incident, M’s enforcement probability 7~ decreases.

2. In a calculative/proactive equilibrium, W’s violation probability &" de-

creases as long as the net benefits of the new type of punishment domi-

%% 1t has to be noted that enforcement costs are assumed to be linear. Exponential costs leading to a

prohibitively expensive enforcement as, for example, in air pollution abatement - see Meadows,
Randers, and Meadows (2004, p. 18) - have not been considered.
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nate those of the initial punishment. M’s enforcement probability in case

of an incident B decreases. In case of no incident, M’s enforcement

probability ¥~ remains unaffected, and M still does not enforce.

3. Ina generative equilibrium, W’s violation probability ¢ remains unaf-
fected, and W still does not violate. Furthermore, M’s enforcement
probabilities §* and ¥~ also remain unaffected, and M still does not en-

force.

4. In equilibrium, the RET line moves further to the left and thus shrinks
the region in which the reactive equilibrium exists. The GET remains

unaffected.

Assuming that harsh punishment of safety violators produces very strong deterrence ef-
fects and high reputational losses for the offender and that, at the same time, handling
costs only rise marginally, an increase in the severity of punishment will result in fewer

rule violations.

Table 3.18: Numerical parameter values of game I'; with increased punishment

Workforce (1) Management (2)
Parameter  Value Parameter Value

Bc 2 B, 18

Bp 3 Bg 5

By 5 Bg 6

C . 20 Ce 3
Cn 5 C ; 4

Cn 4

Incident probability

Iy 0.5 Tny 0.1

A numerical example with payoff parameters according to Table 3.18 will illustrate the
results of this strategy. The results of the numerical calculations are shown in Table

3.19 and are displayed in the PORT in Figure 3.10.
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Figure 3.10: PORT with increased punishment
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Table 3.19: Numerical effects of increased punishment on game I',

Equilibrium parameters o [3* y* TET TE; X Y
Original game 0.038 0392 0 1.539  3.635 0.318 0.786

Increased punishment 0.034 0.198 0 1.520 3.688 0.200 0.786

Note that, for reasons of simplicity, this numerical test is only performed for a single
incident probability and thus for a calculative/proactive safety culture. An identical
analysis could be performed for different safety cultures, but it would not provide any

additional benefit to the investigation conducted in this thesis.

Studying the PORT of game I", depicted in Figure 3.10 reveals that, by increasing pun-

ishment, the RET moves further to the left, i.e., X < X . This corresponds to an in-
creased area of the calculative/proactive region and an improved safety culture because
incident probabilities remain unchanged. W will obviously be deterred by M’s effective
enforcement and will violate less. Equally, M can reduce its enforcement efforts and
thereby gain a higher expected payoff. Nevertheless, Table 3.19 also reveals that the
improvement of W’s violation probability and M’s expected payoff are only marginal

despite the significant increase in punishment, i.e., the doubling of C, = 20 .

Finally, the PORT allows the conclusion to be drawn that a risk management strategy of
increased punishment, in equilibrium, causes an organisation to move further away from
a reactive safety culture (to move closer to a calculative/proactive culture) but does not
bring it closer to the generative stage. This statement questions the effectiveness of in-
creased punishment as a successful HSE risk management strategy. Consequently, dif-

ferent risk management strategies will be explored in the following sections.
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3.3.5 Increased management commitment

As demonstrated in Chapter 3.2.4, increased management commitment results in the
following parameter changes: B. > B¢, B, > Bp, B, > Bg, B, > B, By > Bs and
B, < By. However, in comparison to the original game T';, an important simplification
is introduced. Increased management commitment increases the benefits of having a
clean safety record B¢ and of having a documented clean safety record Bp at least

equally or slightly in favour of Bp, which results in B, —B. > B, - B...

The effects of increased management commitment on all three equilibrium cases of the
revised game T, are summarised in Table 3.20. A detailed comparative statics analysis
can be found in Appendix A.5.

Table 3.20:  Effects of increased management commitment on equilibrium parameters of game I,

Increased management B, 1, B, T’ B, T’ B, r B, 1, B, !

commitment

Equilibrium parameters o B v X Y
Reactive J = = 1 1
Calculative/proactive N J = ) l
Generative = = = d )

An increased management commitment has very positive effects on the interaction of M
and W, which are summarised by the following proposition.
Proposition 8: In a sequential inspection game fz with increased manage-

ment commitment:

1. In a reactive equilibrium, W’s violation probability & decreases. M’s
enforcement probability in case of an incident B remains unaffected,
and M thus enforces with certainty. However, M’s enforcement proba-
bility in case of no incident ¥ decreases as long as the reduction of W’s
violation benefits dominates the weighted increase of its compliance

benefits.

2. In a calculative/proactive equilibrium, W’s violation probability &" de-

5

creases. M’s enforcement probability in case of an incident B* also de-

creases. In case of no incident, M’s enforcement probability Y remains

unaffected, and M still does not enforce.
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3. In a generative equilibrium, W’s violation probability ¢~ remains unaf-

fected, and W still does not violate. Furthermore, M’s enforcement

probabilities B° and ¥~ remain unaffected, and M still does not enforce.

4. In equilibrium, both RET and GET are affected. The RET line moves
further to the left and reduces the reactive equilibrium’s existence re-
gion. The GET line also moves further to the left, resulting in an in-

crease of the generative culture’s existence region.

These results can be interpreted as follows. If W observes that M is truly committed to
safety and that there is less tolerance for violation, then it will certainly violate less. At
the same time, once M observes that it has reached a high-level safety culture, it will

reduce its enforcement efforts.

Table 3.21: Numerical parameter values of game I'; with increased management commitment

Workforce (1) Management (2)
Parameter  Value Parameter Value
B . 3 B . 20
B, 4 B, 6
B, 4 B, 8
C, 10 Cg 3
Cu 5 Cqy 2
Cp 4
Incident probability
Ty 0.5 Iy 0.1

The implications of the above proposition will be illustrated by the following numerical
example. Table 3.21 reveals the payoff parameters of the interaction, while the equilib-

rium results are depicted in Table 3.22 and the corresponding PORT in Figure 3.11.
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Figure 3.11: PORT with increased management commitment

nv Pg ;?7

Pe

[ Reactive

Calculative/
Proactive

@ Generative

Incident
probability

0 A
o P P, Ps P, v
Table 3.22: Numerical effects of increased punishment on game I,
Equilibrium parameters o B* y* Tcr TE; X Y
Original game 0.038 0.392 0 1.539  3.635 0.318 0.786

Increased management 0.025 0.098 0 2510 4.619 0244 0.563
commitment

By looking at the PORT of game fz , it becomes obvious that increased management
commitment results in two very favourable effects. Both RET and GET move further to

the left, ie., X <X and Y <Y . Because incident probabilities remain constant, this
change in equilibrium thresholds signifies that a generative safety culture becomes more
“accessible”. Thus, the petrochemical refinery is now very close to the edge of the cal-
culative/proactive region, which results in a considerable improvement in violation be-
haviour. Table 3.22 also reveals that W will violate less and that M can drastically re-
duce its enforcement efforts. Furthermore, as the organisation climbs up the “safety lad-

der”, the players’ expected payoffs increase.

Finally, the PORT allows the conclusion to be drawn that a risk management strategy of
increased management commitment causes an organisation to move further away from a
reactive safety culture (and closer to a calculative/proactive culture) and, at the same
time, closer to a generative culture. It thus seems that increased management commit-
ment promises to be a more effective risk management strategy than increased punish-

ment.
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3.3.6 Contractor safety
As demonstrated in Chapter 3.2.5, safety measures do not show the same effect on con-

tractors as on staff members, as represented by the following parameters: B . < B¢, B,

< Bp, B s <Bg, C 4 <Cpqand C » < Cp. However, in comparison to the original game
I'1, an important simplification is introduced. Contractor safety causes the benefits of
having a clean safety record B¢ and of having a documented clean safety record Bp to
decrease equally or slightly in favour of Bp, which results in B, -B. < B, - B...
The effects of contractor safety on all three equilibrium cases of the revised game f‘z are

summarised in Table 3.23. A detailed comparative statics analysis can be found in Ap-
pendix A.6.

Table 3.23:  Effects of contractor safety on equilibrium parameters of game I',

Contractor safety B. ., B, 1, B, 3, Cy i, c, l

Equilibrium parameters a’ B’ v X Y
Reactive =1 = 1 0 2
Calculative/proactive =T 0 = 0 1
Generative = = = 2 2

The following proposition summarises the effects of contractor safety.
Proposition 9: In a sequential inspection game f‘z with contractor safety:

1. In a reactive equilibrium, C’s violation probability &" increases as long
as the net benefits of the enforcement are smaller for C than they are for
S. Considering that M also needs a contractor management programme
with significant handling costs, it is realistic to assume that C violates
more often than S does. On the on the hand, M’s enforcement probabil-

ity in case of an incident B remains unaffected; M thus enforces with

certainty, and M’s enforcement probability in case of no incident ¥ in-

Creascs.

2. In a calculative/proactive equilibrium, C’s violation probability & in-
creases as long as the net benefits of the enforcement are smaller for C

than they are for S. Furthermore, M’s enforcement probability in case of
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an incident B° also increases. In case of no incident, M’s enforcement

probability ¥~ remains unaffected, and M still does not enforce.

3. 1In a generative equilibrium, C’s violation probability &" remains unaf-
fected, and C still does not violate. Furthermore, M’s enforcement prob-
abilities p* and ¥~ also remain unaffected, and M still does not enforce.

4. In equilibrium, both RET and GET are affected. The RET line moves
further to the right, and the reactive equilibrium’s existence region thus

increases. The GET line also moves further to the right, resulting in a

reduction of the area of the generative culture’s existence region.

These results can be interpreted as follows. If M observes that it is dealing with C in-

stead of S, it increases its enforcement efforts, knowing that C violates more often.

Table 3.24: Numerical parameter values of game I'; with contractor safety

Contractor (1) Management (2)
Parameter  Value Parameter  Value
B 1 B, 10
B, 2 Bo 5
By 5 Bg 6
C, 6 Cg 3
Cy 5 c, 1
Cn 4
Incident probability
Iy 0.5 Tny 0.1

The implications of the above proposition will be illustrated by the following numerical
example. Table 3.24 reveals the payoff parameters of the interaction between M and C,
while the equilibrium results are depicted in Table 3.25 and the corresponding PORT in
Figure 3.12.
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Figure 3.12: PORT with contractor safety
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Table 3.25: Numerical effects of contractor safety on game I,
Equilibrium parameters o B* y* Tcr TE; X Y
Original game 0.038 0.392 0 1.539  3.635 0.318 0.786
Contractor safety 0.048 0.807 0 0.581 3.524 0.450 0.917

The PORT of game f‘z reveals that when dealing with contractors, M has to cope with

the undesirable effect that both RET and GET move further to the right, i.e., X >X and

Y > Y. Because incident probabilities remain constant, the change in equilibrium
thresholds signifies that compared with an identical group of S, C are less advanced on
the safety cultural ladder. They are closer to the reactive than to the generative stage and
consequently commit more violations. Furthermore, M needs to enforce punishments
more frequently to maintain the existing safety standard. Finally, Table 3.25 also reveals
that compared with the original game, both players will receive a reduced expected
payoff. In the case of C, this reduction is significant and explains why violations occur

more often.

The PORT thus supports the conclusion that a successful contractor safety risk man-
agement strategy must achieve similar incentives among C and S. Otherwise, M can
never expect the same type of safety performance from C. Furthermore, the use of C
moves an organisation towards a reactive safety culture and, at the same time, further

away from a generative culture.

Finally, the effects of an improved safety standard will be investigated in the following

section.
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3.3.7 Improved safety standard

An improved safety standard is closely connected to the two phenomena of fechnologi-
cal progress and organisational effectiveness described in Chapter 3.3.3. In game theo-
retic terms, these phenomena are equivalent to a reduction of the overall risk level, i.e.,
a reduction of incident probability and consequence. As part of technological progress,
the introduction of more advanced personal protective equipment or inherently safer
process design leads to a reduction of incident probability, i.e., t <r,_ and r, <r, . As
part of organisational effectiveness, a reduced number of incidents leads to a reduction
of incident costs, i.e., C,, <C, and C,, < C,,. A detailed comparative statics analysis
of both effects is presented in Appendix A.7.

The effects of an increased safety standard caused by technological progress are sum-

marised in Table 3.26 for all three equilibria of game fz .

Table 3.26:  Effects of technological progress on equilibrium parameters of game I';

Improved safety standard due to r o d.r 4
technological progress

Equilibrium parameters o [3* y* X Y
Reactive =1 = =7 = -
Calculative/proactive =T =7 = = =

Generative = = — - _

According to the initial assumptions, game model I'; is a “one-shot” game. However, an
improvement in incident probabilities over time can be simulated by inserting the new

(improved) probabilities r  and r, into the model for a new round of play. As incident
probability improves over time, one could imagine continuous rounds of a revised game
1:2 being played.”'® The results of reduced incident probabilities are summarised by the

following proposition.

191t should be noted that the repeated game itself is not part of this investigation, but it might be an

interesting starting point for future research.
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Proposition 10: In a sequential inspection game I, with improved safety

standard due to technological progress:

L.

In a reactive equilibrium, W’s violation probability a" depends on the
variation of incident probabilities. As long as both incident probabilities
decrease by the same amount, W’s violation probability is bound to de-
crease. M’s enforcement probability in case of an incident B* remains
unaffected, and M thus enforces with certainty. However, M’s enforce-
ment probability in case of no incident " increases as long as both inci-

dent probabilities decrease by the same amount.

In a calculative/proactive equilibrium, W’s violation probability o de-
pends on the variation of incident probabilities. As long as both incident
probabilities decrease by the same amount, W’s violation probability is
bound to decrease. M’s enforcement probability in case of an incident

B increases as long as both incident probabilities decrease by the same

amount. In case of no incident, M’s enforcement probability " remains
unaffected, and M still does not enforce.

In a generative equilibrium, W’s violation probability o.° remains unaf-
fected, and W still does not violate. Furthermore, M’s enforcement
probabilities B and y~ remain unaffected, and M still does not enforce.
Because the variation of incident probabilities is set to be exogenous,

there is no change in the equilibrium thresholds, i.e., RET and GET re-

main unaffected.

Considering that incident probabilities decrease by the same amount, i.e., that techno-
logical progress has an identical effect on both, there will be a reduction in violations
but an increase in enforcement. It is important to note that this proposition only applies
as long as the reduced incident probability does not lead to an unfavourable switch in

equilibrium.
The numerical example in Table 3.27 highlights such an undesirable effect. In this case,

all payoff parameters are identical to the initial game I, except for incident probabili-

ties r,, and t, , which are reduced by 50%.
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Table 3.27: Numerical parameter values of game I", with technological progress

Workforce (1) Management (2)
Parameter  Value Parameter Value
Bc 2 Be 14
Bp 3 Bg 5
Bv 5 Bg 6
Cr 10 Ce 3
Cu 5 Cu 2
Cn 4
Incident probability
T, 0.25 T, 0.05

The corresponding equilibrium results are depicted in Table 3.28 and the PORT in Fig-

ure 3.13.
Figure 3.13: PORT with technological progress
M Pg Py
1 N
B Reactive
Calculative/
Ps o — Proactive
° I Generative
Original Incident
probability
B —— >|<
¢ 1
0 . r
0 Py Improved incident Ps3 Ps 1 v
probability by 50%
Table 3.28: Numerical effects of technological progress on game I',
Equilibrium parameters o B* y* Tcr TE;

Original game 0.038 0.392 0 1.539 3.635

Improved incident probability 0.202 1 0.095 1.891 2.854
by 50%

The PORT demonstrates that violation and enforcement probabilities will rise drastical-

ly due to the switch in equilibrium from calculative/proactive to reactive.

Therefore, in light of technological progress, M must counteract the “erosion of compli-

ance” (see Chapter 2.3.2) by improving its organisational effectiveness. Thus, achieving
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good safety performance is a continuous process that does not allow for a standstill.

Otherwise, an organisation will “fall down” the safety culture ladder.
Finally, the effects of an increased safety standard caused by organisational effective-

ness will be discussed. The results of the analysis for all three equilibria of game 1:2 are

shown in Table 3.29.

Table 3.29: Effects of organisational effectiveness on equilibrium parameters of game I',

Improved safety standard due to clc. i
L. . nY, “n
organisational effectiveness

Equilibrium parameters o B

'Y*
T

Calculative/proactive = T =

Reactive =

- = | X
- o =

T

Generative =

The results of reduced incident costs are summarised by the following proposition.

Proposition 11: In a sequential inspection game fz with an improved safety

standard due to organisational effectiveness:

1. In a reactive equilibrium, W’s violation probability a." remains unaf-
fected. Thus, incident costs have no influence on W’s decision to vio-
late. M’s enforcement probability in case of an incident B* also remains
unaffected, and M thus enforces with certainty. However, M’s enforce-

eqe . . . ~%
ment probability in case of no incident ¥ increases.

2. In a calculative/proactive equilibrium, W’s violation probability o re-
mains unaffected, while M’s enforcement probability in case of an inci-

dent B” increases. In case of no incident, M’s enforcement probability

" remains unaffected, and M still does not enforce.

3. Ina generative equilibrium, W’s violation probability a." remains unaf-
fected, and W still does not violate. Furthermore, M’s enforcement
probabilities p* and ¥~ also remain unaffected, and M still does not en-
force.

4. In equilibrium, both RET and GET are affected. The RET line moves

further to the right, and the area of the reactive equilibrium’s existence

region thus increases. The GET line also moves further to the right, re-
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sulting in a reduction of the area of the generative culture’s existence re-

gion.

The above results can be interpreted as follows: the fact that M enforces more frequent-
ly can be considered an indication that M manages to capture the larger implications of
possible incident consequences, whereas W does not consider these consequences from

its own more limited perspective.

“... people are likely to downplay the potential negative consequences ... . It
is, of course, very different, seen from the vantage point of a corporate cen-
tre, when millions of man hours are aggregated, as opposed to the view-
point of an individual who will, in a well defended high risk industry, prob-
ably never personally experience a major accident such as a fatality.”

(Sneddon et al., 2005, p. 9)

These implications will again be illustrated by a numerical example, shown in Table

3.30.

Table 3.30: Numerical parameter values of game I'; with organisational effectiveness

Workforce (1) Management (2)
Parameter  Value Parameter  Value
B, 2 B, 14
B, 3 Bg 5
By 5 B 6
C, 10 Ce 3
C, 4 Cy 2
C, 3
Incident probability
Iy 0.5 Ty 0.1

The equilibrium results are depicted in Table 3.31 and the corresponding PORT in Fig-
ure 3.14.
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Figure 3.14: PORT with organisational effectiveness
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Table 3.31: Numerical effects of organisational effectiveness on game I,

Equilibrium parameters o [3* y* Tcr TE; X Y
Original game 0.038 0392 0 1.539 3.635 0318 0.786
Reduced incident costs 0038 0471 0 1.647 3.750 0331  0.900

The graphical representation indicates that a reduction of incident costs influences both
RET and GET with X > X and Y > Y. As the reactive region grows larger, the genera-
tive region grows smaller. Furthermore, despite M’s increased enforcement efforts,
there is a slight increase in both players’ expected payoffs.

In light of organisational effectiveness, both players thus benefit from the reduction of
incident costs, but this effect is marginal and has no influence on W’s violation behav-
iour. This result stands in direct contrast to the findings of behavioural economics,
which indicate that every variation of an individual’s cost structure has a direct conse-
quence on his violation behaviour.

It can therefore be deduced that a successful risk management strategy must combine
technological progress and organisational effectiveness to improve the company’s safe-

ty culture.

3.4 Concluding remarks

In the third chapter of this thesis, the interaction between management and the work-
force of a petrochemical refinery in case of rule violations has been analysed by means
of two game theoretic models. While the first model I'; assumes a simultaneous interac-

tion between both “players” without incident risks, the second model I'; is more ad-
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vanced and assumes both a sequential interaction and incident risks. Both models access
a dedicated payoff structure that was developed based on the author’s experience. This
payoff structure is capable of reducing the complex interaction between workforce and
management to simple costs and benefits and, even more importantly, allows structuring
the “black box™ of behavioural economics by means of an analytical mathematical lan-
guage. This combination of game theory and behavioural economics is unique in the

petrochemical industry.

Furthermore, based on the more sophisticated game model I';, an innovative and easily
understandable graphical model of an organisation’s safety culture, named the “Petro-
chemical Organisation Risk Triangle” (PORT), has been developed. This graphical tool
allows for an evaluation of the risk management practices that are used in the petro-
chemical industry and enables these practices to be classified in terms of effectiveness.

The analysis delivered several interesting results.

Although research on behavioural economics has stated that violations occur due to an
individual’s internal motivation, this finding is not supported by game theory. Both
game models indicate that in the interaction between two rational players, the reasons
for rule violations are to be found exclusively outside of the individual as organisational
factors. It has been demonstrated for the first time by means of an analytical mathemati-
cal model that the number of violations depends on a company’s safety culture. This is
the central finding of the conducted research. The finding thus supports the original

statement by Hudson (1992, p. 45) that “a culture allows or prevents violations.”

In general, the game theoretic analysis has demonstrated that a high-level safety culture
leads to increased compliance and profitability. However, reaching a high-level safety
culture also requires non-negligible investments in safety and, above all, perseverance.
Furthermore, there is a fundamental difference in risk perception between the different
types of safety cultures. Whereas in a reactive culture, incident risks are blinded out and
only the chance that “everything will go well” is considered, risk perception in a calcu-
lative/proactive culture is characterised by a “chronic unease” that something “could go
wrong”. In a generative safety culture, there is an ideal state of intrinsic motivation to

behave safely.

Each company or petrochemical operation thus has an individual “road map” towards a
generative safety culture, which can easily be visualised by the PORT. However, even

the PORT does not provide a magic formula for safety.
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As it progresses towards a generative safety culture, an organisation must cope with an
erosion of compliance caused by technological progress, i.e., with decreasing incident
probabilities. Such a phenomenon needs to be carefully monitored by safety-conscious
risk managers and counteracted with a strong safety culture approach and appropriate
risk management practices. These practices need to be adapted to the local require-
ments, tackle the right problems and adjust the adequate organisational parameters. In
this respect, the game theoretic framework and thus the PORT provide very important

guidelines for petrochemical managers.

A risk management strategy of increased punishment, for example, can only be consid-
ered weakly effective. Although it is capable of moving an organisation further away
from a reactive safety culture, it will not bring it any closer to a generative safety cul-
ture. Hence, there is a divergence between the recent developments in the petrochemical
industry, i.e., harsh punishment for rule violations, and the results of the game theoretic
analysis. However, the game theoretic framework also acknowledges that a safety cul-
ture will not persist if it is not supported by effective enforcement practices. Safety cul-

tures need to be generated that are just and fairly balance punishment and rewards.

A risk management strategy of increased management commitment is considered much
more effective than a strategy of increased punishment. As demonstrated by the PORT,
management commitment has very positive effects on the workforce’s violation behav-
iour and reduces management’s enforcement costs. The result is a favourable develop-
ment of an organisation moving closer to a generative and further away from a reactive

safety culture.

Finally, the game theoretic analysis has highlighted that in today’s petrochemical indus-
try, contractors are key players in achieving good safety performance. Because contrac-
tors will most likely never achieve the same safety performance as a company’s own
staff members, the management of a petrochemical operation must build strong rela-
tionships with contract companies and provide them with adequate incentive structures,

i.e., long-term, performance-oriented contracts.

In a nutshell, only if safety is the number one business goal, if strong management
commitment and effective safety culture enforcement are in place and if contractors are
integrated into risk management practices will an organisation eventually “climb” up

the safety culture ladder.
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4 Road towards industrial application

“The key is to adopt a balanced range of approaches, tailored to the specif-
ics of the site.” (Anderson, 2005, p. 115)

The above passage underlines that although game models I'; and I'; and, especially, the
PORT offer a wide variety of recommendations for successful HSE risk management
within the petrochemical industry, it has not yet been defined how these methods can be

implemented in an industrial environment.

Up to this point, the recommendations resulting from the game theoretic analysis have
been of a purely qualitative nature. However, in order for petrochemical risk managers
to make informed decisions on HSE issues, quantitative data are required. The next log-
ical step on the road towards industrial application thus lies in extending the developed
models to incorporate “real life” industrial data. On this road, several “obstacles” need
to be overcome. On one hand, the costs and benefits of safety need to be evaluated in
monetary terms, and on the other hand, the corresponding incident probabilities need to

be determined.

Consequently, a simple yet tangible economic cost and benefit analysis for an archetyp-
al refinery will be developed in this chapter. Together with the related safety perfor-
mance and human reliability data, all parameters will be inserted into game model I,
and the PORT, allowing a quantification and evaluation of current risk management
practices. The necessary data collection is performed with the help of various industrial

databases.

In the first section, the data of an archetypal refinery will be presented, including its
employee structure, economic data and safety performance. The first section also sets
the scene for a detailed representation of the game model’s payoff parameters. These
payoff parameters will be expressed in monetary terms as costs C; and benefits B; in the
second section. In the third section, the necessary risk and human reliability data will be

assembled, allowing a calculation of the incident probabilities r, and ry,. All of the
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above parameters will then be entered into game model I'; and the PORT. Finally, the
results of this quantitative calculation and its implications for petrochemical risk man-

agement will be discussed.

4.1 Setting the scene

To demonstrate the applicability of game theory in the context of petrochemical risk
management, all further calculations will be performed for an archetypal petroleum re-

finery.

This refinery is assumed to be a medium-sized, fully complex*'' refinery with one thou-
sand employees working a total of two million hours per year, i.e., forty hours per week
and fifty weeks per year.”'> Based on this data, the refinery’s employee structure, its

economic data and its safety performance will be specified.

4.1.1 Employee structure

As defined in the previous chapters, it is assumed that there are two interacting groups
within the refinery, i.e., M and W. Although this classification will be upheld, entering
“real-life” industrial data into the game model requires taking a closer look at these two
groups. While the first group, M, consists of the refinery’s management team, W con-
sists of line managers, first line supervisors, production/maintenance workers and oth-
ers. To better understand the refinery’s organisational structure and working mecha-

nism, it is worthwhile to discuss these subgroups in more detail.

o  Management: M consists of the general manager and his/her management team.
The general manager, who reports to PC, possesses the overall responsibility for all
refinery activities and thus for a safe and profitable operation. Because operation of
a refinery is complex and requires many specialised activities and functions, the
general manager delegates several of his/her responsibilities to a management team.

Hence, there is usually one management team member for each specialised func-

21 A fully complex refinery is characterised by its ability to process inferior crude oil while maximiz-

ing the amount of “white product” by means of several highly complex processes, such as hy-
drocracking and hydrodesulphurization. For further details on the refinery categorisation, types and
setup, see United States Environmental Protection Agency (1996, p.2) or Favennec and Baker
(2001, p. 134).

The assumption of one thousand employees is based on the author’s experience and is supported by
Favennec and Baker (2001, p. 152).

212
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tion, i.e., organisational entity. For example, the manufacturing manager possesses
the overall operational responsibility and ensures a safe and reliable production of
“on-spec” petroleum products by the refinery’s production units. In addition to the
manufacturing manager, there is also a manager at the head of each of the following
entities: communications, economics, engineering, finance, human resources,

maintenance, safety and technology.

Together, M sets out the operational objectives for the refinery, attributes the re-
quired resources and guides the refinery’s continuous risk management process. In
addition, M ensures that PC’s business values and principles as well as all applica-

ble industry standards are respected within the refinery.

Workforce: A closer look at W reveals that it consists of several subgroups, where
the first subgroup is considered the line managers. As the name indicates, line
managers possess direct line responsibilities and usually serve as department heads.
Typical jobs for line managers include production unit manager, maintenance
workshop manager or project department head, all of whom report to their relevant
entity managers; for example, the production unit manager reports to the manufac-
turing manager. It should be noted that department sizes vary greatly. Whereas a
safety department usually consists of a handful of employees, a maintenance de-

partment or production unit can easily have more than fifty employees.

Within these departments is also the second subgroup, namely the first line supervi-
sors. The first line supervisors ensure that the department’s goals and objectives are
transmitted from the line managers down to the “shop floor”. Furthermore, they or-
ganise daily operations such as permits to work, shift plans or maintenance work
orders. For example, a chief maintenance technician and his/her team ensure that all
maintenance tasks requested by the production units are executed within the de-

fined timeframe.

Another subgroup of W is the maintenance/production workers, who can be con-
sidered the refinery’s “front line” personnel. This group includes operators control-
ling production from a unit’s control room and maintenance technicians repairing
broken equipment such as pumps or control valves. This group works closest to the

refinery’s hazards and performs the most safety-critical activities.

Finally, there is the group of others, which includes several administrative and non-

technical positions such as clerks and warehouse employees.
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The above categorisation demonstrates that although most modern petrochemical refin-
eries possess relatively flat organisational structures, there is still a clear hierarchical
line. The further one moves down the hierarchy, or “ranks”, the closer one gets to the
high-risk activities of daily petrochemical operations. In that respect, a refinery is thus
not much different from a military organisation.

Because this organisational structure will be very similar throughout the industry,*" the
simple group model described above will be sufficient for the purpose of the following

analysis. In a first step, the group model will be used to determine the archetypal refin-

ery’s economic data.

4.1.2 Economic data

Based on the U.S. Bureau of Labour Statistics 2009 employment data for petroleum re-
fineries,”'* the average hourly salaries for each of the above employee groups were de-

duced and the corresponding annual salaries calculated.

Table 4.1: Payroll of archetypal refinery

Hourly wage [$]° Annual salary [$] Employeesb Payroll [$]

Management 60.00 120,000 10 1,200,000
Workforce
Line managers 45.00 90,000 50 4,500,000
First line supervisors 30.00 60,000 150 9,000,000
Production/maintenance workers 25.00 50,000 600 30,000,000
Other (administration etc.) 20.00 40,000 190 7,600,000
Average 26.15 Total 1000 52,300,000
Average (excl. Others) 27.59 Total (excl. Others) 810 44,700,000
Note.

aData based on U.S. Bureau of Labour Statistics May 2009 Occupational Employment Statistics (OES) for petroleum
refineries (NAICS code 324110)
®The employee numbers for each group were derived from the author’s experience

Table 4.1 shows the results of this calculation as well as the refinery’s average hourly
wage and total annual payroll. The refinery’s total annual payroll of $52.3 million indi-
cates that a large number of qualified personnel are required to run such a complex op-

eration. However, the annual payroll, i.e., the salary costs, is only the first pillar of the

1> For more detail on the organisational structure of a typical refinery, see Favennec and Baker (2001,

pp. 489-502).
1% See United States Bureau of Labour Statistics (2010).
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total annual labour costs. To present a complete picture of the refinery’s labour costs,
its annual insurance premiums and administrative costs also need to be taken into ac-

count.

The easiest method of calculating the respective insurance premiums consists of inves-
tigating the extensive data provided in (United States Census Bureau, 2008). Based on
the survey, it can be estimated that between 11% and 12% of the refinery’s total annual
payroll is required as insurance premiums. This delivers an average annual insurance
premium of approximately $6.1 million. The same statistical source was also used to
calculate the annual administrative costs per employee, which include all costs related
to IT infrastructure, office space and communications. These costs amount to approxi-
mately $34,000 per employee per year and thus a total of $34 million in annual admin-
istrative costs for the archetypal refinery. Combining all costs, the refinery’s total an-

nual labour costs equal $92.4 million.

However, the fact that a petrochemical operation is very cost intensive is not only un-
derlined by its labour costs but also by the archetypal refinery’s economic data, depicted
in Table 4.2 and Table 4.3. Although reliable publications on this subject are rare and
often require privileged access,””” the following publications nevertheless provide a so-
phisticated data source for calculation of the archetypal refinery’s revenue, profit, oper-
ating costs and capital expenditures: (United States Environmental Protection Agency,

2008), (United States Census Bureau, 2008) and (United States Census Bureau, 2004).

Table 4.2 shows that, despite a certain spread based on whether costs were calculated
per employee or per refinery, all figures possess the same order of magnitude and thus
allow calculating an average refinery annual revenue of approximately $3.2 billion, to-
tal annual operating costs of $2.9 billion and annual profit of $300 million. It should be
noted that these “Total Operating Costs” (TOC) include labour, capital and materials.

Labour costs have been calculated in Table 4.1.

15 Most industrial benchmarking studies are not publicly available, such as Solomon Associates

(2011).
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Table 4.2: Annual revenue, profit and total operating costs of archetypal refinery

EPA 2008" EPA 2008 Census 2008°  Census 2002 Average

Revenue [§] 4,000,000,000  1,040,000,000  5,196,655,489  2,691,378,468 3,232,008,489
Profit [$] 268,000,000 69,680,000 560,940,326 265,521,057 291,035,346

Total Operating Costs [$]° 3,732,000,000 970,320,000 4,635,715,163  2,425,857,411 2,940,973,144

Note.

“Data based on U.S. Environmental Protection Agency 2008 Regulatory Impact Analysis for the Petroleum Refineries NSPS
and mean refinery profit margin of 6.7% for refinery with 500-1000 employees

®Data based on U.S. Environmental Protection Agency 2008 Regulatory Impact Analysis for the Petroleum Refineries NSPS
and mean refinery profit margin of 6.7% for average refinery

‘Data based on U.S. Census Bureau 2008 Annual Survey of Manufactures (Petroleum Refineries NAICS code 324110) and 141
operable refineries

dData based on U.S. Census Bureau 2002 Economic Census for Petroleum Refineries and 31 refineries with 500-999
employees. Prices are adjusted to 2008 values

¢TOC include material, capital expenditure and salaries

According to (United States Environmental Protection Agency, 2008, pp. 3—10), mate-
rial costs in the petrochemical industry amount to more than 90% of TOC because they
include raw materials, such as crude oil, and all costs associated with energy consump-
tion. The refinery’s capital costs include both operational and capital expenditures.
Based on (United States Census Bureau, 2008) and (United States Census Bureau,
2004), it can be deduced that the average total capital expenditures per refinery amount

to approximately $200 million per year; see Table 4.3.

Table 4.3:  Annual capital expenditures of archetypal refinery

Census 2008 Census 2008 Census 2002 Census 2002
a a b b Average
per 1000 employees™ perrefinery. per 1000 employees  per refinery
Total Capital Expenditure
. 266,245,669 127,206,894 241,695,613 173,677,789 207,686,701
(new and used equipment) [$]
Total Capital Expenditure
53,249,134 25,441,379 48,339,123 34,735,558 41,537,340

(new equipment) [$]°

Note.
2Data based on U.S. Census Bureau 2008 Annual Survey of Manufacturers (Petroleum Refineries NAICS code 324110) and 141 operable
refineries

®Data based on U.S. Census Bureau 2002 Economic Census for Petroleum Refineries and 31 refineries with 500-999 employees. Prices are
adjusted to 2008 values

‘The author assumes that 20% of Total Capital Expenditure (new and used equipment) will be invested in new equipment. This assumption is
also supported by Favennec (2001)

According to the author’s experience, 80% of these capital expenditures are mainte-
nance and operating costs for the refinery’s production units, while the remaining 20%

are capital investments in new equipment and machinery.

108



These figures correspond very well with the economic data of a medium-sized refinery
with standard conversion processes.”'® They also indicate that a refinery usually oper-
ates in a challenging economic environment with extensive operating costs of several
hundred million dollars per year. To generate the required revenue and profit, the arche-
typal refinery must thus produce as many high-quality petroleum products, such as gas-
oline or jet fuel, as possible and sell them at the best possible margins. One could also
say that “... a chemical plant (or refinery) has been designed with one thing in mind: to

chum out its products as cheaply and efficiently as possible.”*"

As a consequence, M and W are constantly faced with the dilemma of safety versus
production described in Chapter 2.1. In this challenging environment, with economic
pressure and hazardous chemical processes, the archetypal refinery’s safety perfor-

mance is of pivotal importance.

4.1.3 Safety performance

Although the petrochemical industry has achieved significant success in reducing inci-
dent rates within its operations over the past two decades, as shown in Figure 4.1, acci-
dents still happen; see Chapter 2.2. Despite these setbacks, incident rates within the pet-
rochemical industry are still considerably lower than within general manufacturing; see

Figure 4.3.

Figure 4.1: Incident profile of major petrochemical companies
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Source: (Schouwenaars, 2008, p. 6)

216 See Favennec and Baker (2001, pp. 152-154).
217 Wolf (2002, p. 100).
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To provide an estimation of the archetypal refinery’s incident rate, several occupational
health and safety publications for the petrochemical industry, such as (International As-
sociation of Oil & Gas Producers, 2009), (American Petroleum Institute, 2009) and
(WorkSafeBC, 2008), were investigated.”'® Based on the archetypal refinery’s one thou-
sand employees working a total of two million hours per year, the corresponding inci-

dent rates were calculated.

The first well-respected publication on occupational health and safety within the petro-
chemical industry is the International Association of Oil and Gas Producers’ (OGP)
safety performance indicator series. Because all of the industry’s “big players,” such as
BP, ExxonMobil, and Royal Dutch Shell, participate in this annual survey, it represents
a very reliable and extensive data source. For the purpose of calculating the archetypal
refinery’s incident rate, the “Total Recordable Injury Rate” (TRIR), as shown in Figure
4.2, seemed to be the best fit because it comprises all fatalities, “Lost Work Day Cases”
(LWDC), “Restricted Work Day Cases” (RWDC) and “Medical Treatment Cases”
(MTC). For the archetypal refinery, which is an “onshore” installation, the correspond-
ing annual injury rate based on the 2008 data equals 3.5, i.e., 1.75 injuries per million

hours.

Figure 4.2: Injury rate in the petrochemical industry from 1999-2008

Total recordable injury rate - onshore & offshore
per million hours worked

10

Offshore
Onshore

oLl 1 1 1 1 1 1 1 1 1
1999 2000 2001 2002 2003 2004 2005 2006 2007 2008

Source: (International Association of Oil & Gas Producers, 2009, pp. 2-2)

The next well-known industry statistic is the API’s workplace safety publication; see

Figure 4.3. Very similar to the OGP statistic, it considers LWDC, RWDC and MTC.

I8 It is important to note that each publication uses a slightly different definition of the term “incident”.
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However, fatalities are not taken into account. Based on the 2007 data, the archetypal

refinery’s annual injury rate equals 16, i.e., 1.6 per 100 workers.

Figure 4.3: Job-related nonfatal injuries and illnesses in U.S. petroleum refining from 1998-2007
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Petroleum Refining
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In 2003, the Bureau of Labor Statistics (BLS) began using the North American Industry
Classification System (NAICS) to classify establishments. Prior to 2003, the Standard Industrial
Classification System (SIC) was used. Consequently, beginning with 2003, BLS has determined

that the estimates are not comparable to previous years.

Source: (American Petroleum Institute, 2009, p. 3)
Another data source is provided by the Workers' Compensation Board of British Co-
lumbia. The board regularly publishes various statistics on the safety performance of its
local petroleum industry. The best fit for the purpose of calculating an archetypal refin-
ery’s injury rate is the non-health care only injury statistic, as depicted in Figure 4.4.
Based on the 2008 data of 1.1 injuries per 100 workers, the archetypal refinery’s injury

rate equals 11.

Figure 4.4: Injury rate in upstream petroleum industry of British Columbia from 2004-2008
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Source: (WorkSafeBC, 2008)

Finally, all of the above results are summarised in Table 4.4, and an average annual in-
cident rate is calculated. In the case of the archetypal refinery, 10.2 incidents are ex-

pected in the course of one year, i.e., 0.2 incidents per week.
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Table 4.4: Annual and weekly incident rates of archetypal refinery

. b Work Safe A
c verage

OGP2008"  API2007 Lo g
Annual 35 16.0 11.0 10.2
frequency
Weekly 0.07 032 0.22 0.20
frequency
Note.

AT RIR (fatalities, LWDC, RWDC, MT C) on-shore data
"Nonfatal injury or illness (LWDC, RWDC, MTC) petroleum refining data
“Non-health care only (non-HCO) petroleum sector data

Now that the scene has been set and the refinery’s employee structure, economic data
and safety performance have been presented, the analysis proceeds by determining the

costs and benefits of safety.

4.2 Costs and benefits

There is a common understanding among most petrochemical companies that safety

220 This statement is underlined

generates profit’'” and can boost operating performance.
by the following quotation, which also provides a first definition of the costs and bene-

fits of safety:

“The benefit that has to be set against those costs is, generally, the benefit
from being allowed to operate (license withdrawal cost) plus the opportuni-
ty benefit of feeling capable of running a hazardous operation without in-
curring incidents that will stop or severely limit production.” (Hudson &

Stephens, 2000, p. 7)

But to what extent do these costs and benefits affect the game theoretic approach to pet-
rochemical risk management? The game theoretic models developed in this thesis are
based on a payoff structure that relies on the findings of behavioural economics. Thus,
the interaction between M and W is described in terms of costs and benefits. However,

the interaction has so far only been investigated in qualitative terms. An exclusively

219 See, for example, Arrow et al. (1996), ASSE Council on Practices & Standards (2009), Center for
Chemical Process Safety (2006), Hudson (2001, p. 28) or Knegtering and Pasman (2009, p. 167).

220 Veltri, et al. (2007) provides empirical proof of this statement.
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qualitative analysis is not sufficient to develop a game theoretic framework that is suita-
ble for industrial application. To make informed decisions, petrochemical risk managers
will demand “fact-based” data, and, consequently, the costs and benefits of safety also

need to be defined in quantitative terms.

The key problem is that although various quantification methods have already been de-
veloped,”' a high level of uncertainty remains concerning their accuracy. This is be-

cause incident costs can typically be compared to an iceberg.***

The iceberg analogy
demonstrates that only the tip of the iceberg, i.e., the direct costs, such as material dam-
age, can be determined with sufficient statistical accuracy. The rest of the iceberg, i.c.,
the indirect costs, such as production inefficiencies, is much harder to assess, and often

only very rough estimates of the actual costs can be generated.”*’

Therefore, a number of different cost and benefit studies that have been performed in
the petrochemical industry will be analysed in this chapter. However, it must be noted
that the goal of this analysis is not to attain new levels of accuracy. To demonstrate the
suitability of the developed game theoretic models for the petrochemical industry, a

simple and understandable method is favoured.

Thus, after a presentation of several cost and benefit studies, average costs and benefits
will be calculated. These average values, which represent the direct cost and benefit
components, will then be adjusted by a qualitative factor in order to also incorporate

indirect components.

4.2.1 Method

In a first step, all quantitative components, i.e., the direct costs (DC) and direct benefits
(DB), will be added, delivering the total direct costs (TDC) and total direct benefits
(TDB) for each of the players’ payoff parameters, as shown in equations (4.1) and (4.2):

TDC, = Y DC,, (4.1)

21 See, for example, Bergstrom (2005), Health and Safety Executive (2002), Hudson & Stephens

(2000), Lahiri, Gold, and Levenstein (2005), Meel, et al. (2007) or Oxenburgh & Marlow (2005).
An excellent literature review of various cost studies in an ergonomics context is provided by
Tompa, Dolinschi, and de Oliveira (2006).

For more information on the iceberg model, see Health and Safety Executive (2003b) or Sadhra &
Rampal (1999, pp. 232-243).

For an example of hidden costs, see International Association of Oil & Gas Producers (1996) or
Rockwell Automation (2007, p. 12).

222

223
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TDB, =) DB, (4.2)

In a second step, the idea of indirect costs and benefits is introduced by means of quali-
tative factors (QFs). These QFs, which represent the various indirect effects on each
player’s payoff parameters, will then be combined to yield a single “Total Qualitative
Factor” (TQF), as shown in equations (4.3) and (4.4). The TQF represents the simple
arithmetic mean of the respective QFs:

2 QF,

TQF, = (4.3)

Z QFjp
TQF, =-* . (4.4)

The final cost and benefit parameters C; and B; for both players, M and W, will be ob-
tained by multiplying the TDC and TDB with their corresponding TQFs, as demonstrat-
ed in equations (4.5) and (4.6):

C. =TDG - TQF (4.5)
B, =TDB ;- TQF; (4.6)

According to the defined method, the TDC, TDB, TQF and the players’ payoff parame-
ters C. and B, will be calculated in the following sections for the archetypal refinery.

To provide solid grounds for the calculation, several cost studies that have been per-
formed in the petrochemical industry will be presented. These studies reveal the com-

plex nature of incident cost estimation.

4.2.2 Cost studies

The following publications represent a cross-section of incident cost estimations in the
petrochemical industry. In game theoretic terms, these studies deliver an estimate of M
and W’s incident costs. It should be noted that whereas M suffers organisational inci-
dent costs, W suffers personal incident costs, i.e., injury costs. On the following pages,
these studies will be discussed in detail. A brief summary is provided in Table 4.5 and

Table 4.6.
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The presentation of cost studies starts with M’s incident costs:

Hudson study: A first estimate of the incident costs within a petrochemical envi-
ronment can be deduced from a study performed by Hudson, the “father” of Royal
Dutch Shell’s Health and Safety programme.”** The study used three different

methods to determine the annual incident costs for a typical offshore platform.

The first method consisted of assessing the actual incident costs of a random sam-
ple of 60 incidents by working up the corresponding incident reports. The incident
sample contained both personal injuries, e.g., LWDC, as well as process safety in-
cidents, e.g., loss of containment. The actual costs were then scaled up for a total of
730 incidents within all 16 participating offshore installations, delivering an actual
annual incident cost of GBP 0.62 million per platform. Converted from GBP into
U.S. dollars and adjusted to 2008 prices, the actual incident costs amount to ap-

proximately $1.1 million per year.

The second method calculated typical incident costs for each type of incident. A
fire/explosion was estimated at GBP 20,000, whereas a fall/trip incident would cost
GBP 29,000. By multiplying by the weighted incident frequency for one platform, a
value of GBP 1.06 million was obtained. After conversion to 2008 prices, this de-

livers approximately $1.84 million per platform.

The third and final method calculated the potential incident costs by means of a sta-
tistical approach. The total expected costs for a platform were calculated by multi-
plying an incident probability distribution for different levels of incidents, i.e.,
“level 1”” minor incident to “level 5 major incident, by the corresponding expected
incident costs. The resulting figure of GBP 2.1 million translates to $3.67 million in

2008 prices.

Although the study was set in an offshore environment, its findings can neverthe-
less be transferred to an onshore refinery. Of course, costs in an offshore environ-
ment are usually higher due to the difficult logistical situation; obtaining material,
spare parts and people can be a real challenge. However, if one compares the costs

of a small platform to those of a medium-sized refinery, one will most likely find

224

See Hudson and Stephens (2000). More information on Royal Dutch Shell’s “Hearts&Minds” pro-
gramme is available online at http://www.eimicrosites.org/heartsandminds.
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costs of the same order of magnitude. Hence, according to this study, annual inci-

dent costs in a petrochemical refinery range from $1.1 million to $3.7 million.

HSE study: In 1993, the U.K. Health and Safety Executive performed an incident
cost investigation for companies operating in five different industry segments.**
The most relevant case study for the purpose of this thesis was performed on a
North Sea oil platform. Over a period of thirteen weeks, all incidents were record-
ed, and the costs were assembled and extrapolated. In the end, the annual incident
costs were estimated at GBP 3.7 million, which equals $7.9 million after conver-

sion and adjustment to 2008 prices.

Based on this calculation method and its use in almost two decades of research on
accident costs, the U.K. Health and Safety Executive provides an online calculator

226 The calculator uses three different calculation methods.??’ In

for incident costs.
the case of the archetypal refinery, the annual insurance premium of approximately
$6.1 million serves as the main input parameter for the online calculator. Together
with the calculator’s standard accident costs per employee per year of approximate-

ly $4000, the refinery’s estimated annual incident costs vary between $6.2 million

and $60 million.

Because the value of $60 million, which is an indication of the refinery’s uninsured
costs (i.e., ten times the insurance premium), is not of the same order of magnitude
as in all other cost studies, the value was disregarded. Only the remaining two cal-
culation methods delivered plausible results, with annual incident costs of $6.2 mil-

lion and $6.4 million, respectively.

API study: Another report that enables conclusions to be drawn on a refinery’s an-
nual incident costs was issued by the API in 2007. Incident data and cost ranges for
69 refineries were assembled in the course of this study.**® By totalling all incident
costs and multiplying them by the relevant cost ranges, an estimate of the annual

incident costs per refinery of approximately $1.2 million can be obtained. It should

225

226

227

228

For further detail, see Health and Safety Executive (1993).
See Health and Safety Executive (2003a).

For a detailed description of the different calculation methods, see Health and Safety Executive
(2003b).

See American Petroleum Institute (2008).

117



be noted that this figure is probably low due to the high number of incidents involv-

ing no costs in the report.**’

WorkSafeBC study: The Worker’s Compensation Board of British Columbia regu-
larly provides an indication of the claim costs per employee, which can be consid-
ered a very important part of a company’s annual incident costs.*” Scaled up to the
one thousand employees for the archetypal refinery, the annual claim costs are es-
timated at $500,000. Once again, this value is probably low because the costs of

material damage are not included.

Meel study: Of all cost studies cited in this thesis, (Meel et al., 2007) provides the
most sophisticated method for calculating the annual refinery incident costs. Based

on the U.S. National Response Centre database,”"

the study calculates the capital at
risk for several U.S. petrochemical companies. The capital at risk is an indication of

the company’s operational risk and is determined via several statistical methods.

First, incident frequency distributions are determined by using a Gamma-Poisson-
Bayesian™~ approach. In a second step, a loss-severity distribution is calculated by
using extreme value theory, which provides a quantitative index for the loss as a
weighted sum of different incident consequences. The capital at risk is computed by
applying fast Fourier transforms™” to the product of frequency and loss-severity
distribution. Finally, one obtains a total loss distribution of approximately $3.8 mil-
lion for a petrochemical company, which provides a good indication of a refinery’s

annual incident costs.

Based on this data pool, the average annual incident costs of the archetypal refinery

equal approximately $3.6 million. This value equals 0.12% of the archetypal refinery’s
TOC, which is very well in line with findings from (Behm, Veltri, & Kleinsorge, 2004),
who estimated the costs of safety to equal between 0.07% and 0.25% of TOC.

In case of an incident, W also suffers costs, which can be estimated as follows:

229

230

231

232

233

The category of incidents with no associated costs is not supported by the author’s experience. Eve-
ry incident immediately causes costs, e.g., of reporting, investigation, and remediation.

See WorkSafeBC (2008).

Available online at http://www.nrc.uscg.mil.
See Carlin & Louis (2008).

See Smith (2003a).

118



e  Private industry study: An excellent study investigating personal incident costs in
all U.S. private industry is provided by (Waehrer, Dong, Miller, Haile, & Men,
2007). The study calculates the average injury costs based on a three-step approach.
Direct costs (salary), indirect costs (productivity and medical) and quality of life
costs (pain) are assembled and added. According to these calculations, the average
injury costs per “days away from work case” amount to $38,000 for all U.S. private
industry. Although there are no values for the petrochemical industry, this value
nevertheless seems to be a good indication of W’s injury costs. Together with the
annual incident frequency of 10.2, the total annual injury costs can be estimated at

approximately $400,000.

e  Risk Assessment Matrix study: An alternative method of determining W’s annual
injury costs consists of applying numerical values to the injury types used in the
standard RAM. A small injury such as an MTC, for example, costs between $1000
and $10,000. Due to its logarithmic scale, determining an average cost per MTC
requires using the geometric average, which yields a value of approximately $3200
per MTC. Accordingly, costs for all injury types can be calculated as depicted in
Table 4.6. Multiplying the overall geometric average by the annual incident fre-
quency of 10.2 yields a value for W’s annual injury costs of approximately $1 mil-

lion.

In further calculations, the average value of both of the above methods, i.e., $700,000,

will be used as an estimate of W’s injury costs.

4.2.3 Quantitative calculation

Together with the data provided by the different cost studies, the quantitative cost calcu-
lation proceeds by determining the TDC and TDB. These calculations are performed
separately for each of M and W’s payoff parameters. The corresponding results are de-
picted in Table 4.7 and Table 4.8, and a detailed explanation of each calculation is pre-

sented on the following pages.
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C; : M’s enforcement costs consist of several direct components. Being able to en-

force safety procedures requires a safety department. It is the purpose of this de-
partment to regularly interact with W and strengthen the existing safety culture, for
example, by means of safety workshops, incident investigations or safety proce-
dures. Based on the size of the archetypal refinery, it seems reasonable to assume
that the safety department consists of ten employees. The total salary of these em-
ployees equals the first direct cost component. Because safety department employ-
ees are usually senior and/or experienced staff members, they are considered first
line supervisors based on Table 4.1, yielding annual costs of $600,000. Further-
more, administrative costs also need to be taken into account, and they add another
$340,000 to the equation.

Because it has become very common in the petrochemical industry for not only the
safety department but also the rest of W to participate in regular safety meetings
and perform safety inspections, these costs also need to be calculated. The time de-
voted to safety meetings is estimated at half an hour per week. If all employees par-
ticipate in these weekly meetings, then the annual costs amount to approximately
$130,000 per year. Assuming that each safety inspection lasts approximately one
hour and each employee has to perform five inspections per year, another $520,000
is required. In summary, M’s annual TDC for the enforcement amounts to approx-
imately $1.6 million, which corresponds very well with the estimated costs of a
dedicated process safety programme according to (Bridges, 1994), i.e., $1.3 million

($1.96 million in 2008 prices).

Cy : M’s handling costs for delivering a punishment also consist of several compo-

nents. After a violation of a safety procedure is detected, the “case” will usually be
discussed in a safety council meeting before M decides on the type of punishment.
According to the author’s experience, M needs to devote approximately two hours

per week to these meetings. Based on M’s salary according to Table 4.1, an annual

cost of $60,000 is deduced.

Furthermore, the outcome of these meetings needs to be discussed with W, which
requires first line supervisors and line managers to devote a certain amount of their
time, i.e., one hour and one half hour per week, respectively, to safety discussions.

The costs for these safety discussions are estimated at $280,000 per year.
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As already mentioned, punishment can take the form of instant dismissal. This
sometimes results in trials before a labour court. The corresponding legal expenses
of approximately $110,000 also need to be added to the equation. These costs are
based on the estimate that there are approximately five litigation cases per year. For
each case, forty hours of attorney fees will be required.>* In one out of five cases,
there will be a settlement resulting in payment of one production worker’s annual
salary. In summary, the TDC for handling of violations amounts to approximately

$450,000 per year.

C,,: M’s incident costs consist of the refinery’s average annual incident costs, in-

cluding people, environmental and asset costs, as described in Chapter 4.2.2 and,
more specifically, in Table 4.5. This calculation delivers an annual TDC of $3.6

million.

C,,: W’s incident costs consist of two components. On one hand, there are the av-

erage injury costs, which were calculated in the previous section to be $700,000 per
year. On the other hand, if an incident occurs, W’s performance bonus will also be
affected. Almost all petrochemical companies have both fixed and variable salary
components. The variable portion of the salary, or performance bonus, is deter-
mined by the individual’s as well as the company’s performance. A consistent safe-
ty programme also requires that bonus payments be reduced if safety performance
is unsatisfactory. The author assumes that in case of an incident, there will be a
10% reduction of W’s bonus payment, i.e., $420,000. In summary, this results in an

annual TDC of $1.1 million.

C, : The last of W’s cost parameters is the cost of punishment. It is assumed that,

on average, one member of W will be dismissed per year. This dismissal will have
serious consequences for the “offender”, i.e., a loss of income of 25% over a period
of twenty years,”>> amounting to $250,000. This figure can be explained by the fact
that jobs in the petrochemical industry are much better paid than jobs in other in-
dustries and it will be virtually impossible for the offender to find a new job with

another petrochemical company.

234
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According to LexisNexis (2011), the average billing rate equals $284 per hour.

The period of twenty years was chosen because it represents the time until retirement for an average
U.S. production worker aged around 40; see Welch (2010).
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Furthermore, there will also be a performance bonus reduction for W. It is assumed
that in one year, 10% of all members of W will receive a formal warning resulting
from a safety infraction. A formal warning is connected to a bonus payment reduc-
tion of 50%. The overall reduction is thus estimated at $590,000. In summary, an

annual TDC for punishment of $840,000 is obtained.

B : Demonstrating commitment to safety and enforcing safety procedures results

in a number of benefits for M. These include decreased capital costs, reduced pro-
duction costs and lower insurance premiums. According to (Center for Chemical
Process Safety, 2006), these effects can reduce capital costs by 1%, production
costs by 3% and insurance premiums by 20%. Based on these percentages and the
archetypal refinery’s economic data depicted in Table 4.2 and Table 4.3, the annual

TDB for enforcement was calculated as $6.6 million.

B : Delivering a good safety performance will lead to a significant bonus payment

increase for M because safety is PC’s most important business goal. It is assumed
that such an increase can reach 20%. In addition, a company with a good safety
record is more likely to receive capital budgeting from PC. New projects pay off
faster in a refinery that operates safely and therefore reliably. The author assumes
the increase in capital budget to equal approximately 5% of the archetypal refin-
ery’s capital expenditures for new equipment; see Table 4.3. Altogether, a TDC for

good safety performance of $2.3 million was calculated.

Bg: If M does not enforce safety procedures, it will lose several benefits. As a re-

sult of the deteriorating safety culture, it is assumed that a performance bonus re-
duction of 20% and an increase in incident rates of 10% will occur. This leads to a

loss of the annual TDB for being committed to safety of $600,000.

B. and By : In case of a clean safety record, W will receive a performance bonus

increase of 10% or, in case of a documented clean safety record, even 20%. In addi-
tion, as safety has very high relevance within the refinery, it is not uncommon that
members of W receive extra premiums for exemplary safety leadership. The author
assumes that 10% of W will receive such a $1000 premium. As a result, one obtains
a TDB for a clean safety record of $420,000 and a TDB for a documented clean
safety record of $940,000.
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e B, : The last parameter is W’s benefits for a successful violation. The most obvi-

ous benefit component is time savings. It is assumed that W will save up to five
minutes per day per employee as a result of violations. As presented in Chapter
2.2.3, violations usually represent shortcuts around safety procedures that save time
but expose the offender to considerable risks. In the petrochemical industry, quick
decisions and actions are often required to keep an operation running. Hence,
members of W are sometimes drawn towards these optimising violations. If such a
violation is performed successfully, i.e., no incident happens, the plant stays in op-
eration and the offender does not get caught, W may be celebrated as the “saviour
of production” or as an outstanding “fire fighter”. As a result, performance bonus
increases of up to 10% and extra premiums might be attributed. The above compo-

nents deliver an overall annual TDB for violation of $1.3 million.

4.2.4 Qualitative adjustment

Although the direct costs and benefits can be determined with sufficient statistical accu-
racy, the indirect costs and benefits of safety remain very difficult to assess. Fortunate-
ly, several studies have been performed in the petrochemical and other industries that

can help to determine these indirect costs.

In a recent study, (Huang et al., 2009) questioned senior financial executives of several
U.S. companies on the indirect costs of workplace safety and found that costs are esti-
mated to range between two and five times the direct costs. This finding is also support-
ed by a study from (Hudson & Stephens, 2000), who used weighting factors between
two and five in a study of North Sea oil platform incidents. More elevated weighting
factors were calculated in another well-documented study of five U.K. industry seg-
ments by (Health and Safety Executive, 1993, p. 18). In this study, the indirect costs

were estimated between eight and eleven times the direct cost values.

Despite such empirical support, it must be acknowledged that attributing numerical val-
ues to indirect costs will always be a subjective exercise that can hardly be grasped with
conventional scientific methods. Thus, this thesis applies an approach that reveals the
author’s subjective assessment in a very transparent way.

The method used in this thesis has been described in Chapter 4.2.1. It attributes qualita-
tive weighting factors, i.e., the QFs, to the TDC and TDBs. For the purpose of the in-

vestigation, the QFs will be assigned values between 1 (weak influence) and 5 (strong
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influence). Furthermore, these weighting factors were not simply derived from the au-
thor’s experience; they were also based on the data gathered among a considerable
number of company board members and published in (Health and Safety Executive,
2006a). The results of the QF assessment for both players’ payoff parameters are re-
vealed in Table 4.9 and Table 4.10 and are further explained on the following pages.
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C;: The first TQF that needs to be discussed corresponds to M’s enforcement

costs. Besides the direct costs of the enforcement, additional safety requirements
will always result in additional indirect costs. This can easily be demonstrated by
the following practical example: consider a leaking flange on a cooling water pipe
in a pipe bridge at approximately three metres above the ground. While it might
have been possible to simply replace the gasket by using a ladder in the past,
stronger safety requirements now require that scaffolding be built. Not only is scaf-
folding more expensive, but it also takes more time to set up and therefore causes a
delay in the repair process. Considering these additional costs and inefficiencies, a

QF of 2 and therefore a TQF for the enforcement of 2 seem to be justified.

Cy : A similar logic applies to the handling costs for delivering a punishment. If M

punishes W, the current “case” will be discussed during work, and W might be in-
timidated. M must counteract this feeling of intimidation with additional communi-
cation efforts, i.e., it needs to credibly explain why a certain punishment has been
chosen and create an environment of trust. This can be very time consuming, and it
is even estimated by some researchers that members of M devote up to 50-60% of

their time to HSE issues.>*®

Even if HSE is the most important business goal, on the
bottom line, discussions about punishment cases distract M and prevent it from us-
ing its time more efficiently. When adding up these distractions and inefficiencies,
a rather cautious QF of 2 has been assigned. Furthermore, punishment cases can re-
sult in discussions with the local work council and trade unions and thus the deteri-
oration of relations between M and W. Hence, a QF of 3 is attributed to this effect,

which delivers a TQF for the handling of punishment of 2.5.

C,,: M’s incident costs are influenced by several components. On one hand, every

incident decreases the refinery’s business performance due to consecutive produc-
tion upsets and incident investigations. It usually takes hours or even days until the-
se upsets are compensated. For example, consider a fire due to a leaking line within
a crude oil distillation unit. In this case, the unit has to be put on “recycle” or even
shut down. Ramping up the process after repair involves draining the pipe work,
starting the furnaces, heating up the oil, and getting all machines running again be-

fore finally starting the distillation column. In the meantime, the refinery loses a

236

Health and Safety Executive (2006a, p. 204).
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considerable margin and manpower, i.e., a crude oil distillation unit that is shut
down for one day can easily cost several hundred thousand dollars. Because margin
and profitability are of very high importance to M, a QF of 4 is attributed. Produc-
tion upsets also do not remain undetected by PC, and infernal relations can be seri-
ously disturbed by such incidents. Although this influencing factor is not as strong
as the overall profitability, it is still attributed a QF of 3. In addition to internal rela-
tions, incidents such as fires or explosions rarely remain unnoticed by external reg-
ulatory bodies and/or the public. Deteriorating external relations caused by such
incidents can even endanger a refinery’s license to operate or result in heavy
fines.”’ Therefore, a strong influence with a QF of 5 is estimated, resulting in a

TQF of 4.

C,;: In case of the W’s incident costs, several effects need to be considered. As-

sume that a member of W needs to stay home for several days after an incident.
Other members of W must then take up the workload and work overtime. Because
incidents have a negative effect on the overall refinery performance, M will also put
additional pressure on W to perform well and make up for the lost production. This
results in increased workload and stress and even creates opportunities for further
mishaps. Because members of W, like all human beings, are very sensitive to ex-
ternal influencing factors, such as stress and increased workload,”® this factor has a
strong influence and is rated at a QF of 4. Less important, but nevertheless non-
negligible, is the effect of reputational loss within the company. Most people strive
to perform well at their jobs. If an incident occurs, many members of W consider
this a personal failure. This factor is not as strong as the workload effect but is still

rated at a QF of 2 and leads to a TQF of 3.0.

C, : In case of W’s punishment, the most significant indirect costs can be ob-

served. The first component is a strong reputational loss following a punishment.
Within W, the offenders will experience the most significant indirect costs, for ex-
ample, due to limited chances on the job market. However, the consequences of a

punishment do not only affect the offender; they also reflect on W’s overall per-

237
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For example, after the 2005 Texas City refinery explosion, BP was not allowed to operate the refin-
ery for several weeks and had to pay several hundred million dollars in fines.

For an extensive discussion of the effects of stress on workplace injuries and related safety risks, see
Glendon, et al. (2006, pp. 227-268).
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formance. A punishment thus reduces W’s reputation and therefore its job satisfac-
tion. For many people, work is the most important part of their life,””” and a high
QF of 4 is therefore attributed. In addition, following a punishment such as a dis-
missal, W will not only need to compensate with overtime but will also feel M’s
pressure to deliver the required HSE results. The stress level is even higher than af-
ter an incident without violation and is therefore attributed the highest possible QF

of 5. Finally, a TQF of 4.5 is reached.

B : M’s enforcement benefit can be assessed as follows: if M enforces safety pro-

cedures, there will not only be direct benefits such as lower insurance premiums but
also deterrence effects resulting in reduced corporate risk, which is of special im-
portance to M. A strong QF of 4 is therefore attributed to this parameter. Further-
more, demonstrating a commitment to safety also fulfils M’s obligations towards
PC. This internal relations effect is less important because having enforcement
strategies in place has become standard in most refineries and is thus only rated at a
QF of 2. Although enforcing safety procedures can be crucial in the external rela-
tions with regulatory bodies and especially the public, only “seeing is believing”.
Hence, the best enforcement is superfluous if it does not lead to a good safety rec-

ord. The component therefore has only a very week influence, with a QF of 1. The

overall TQF for By equals 2.3.

B : M’s benefits of a good safety performance are very similar to the benefit of

enforcement except that all QFs are higher for the following reason. As previously
mentioned, merely demonstrating enforcement practices and a commitment to safe-
ty is not enough. Improved internal relations with PC and external relations with
regulatory bodies and the public can only be achieved if the desired result, and thus
good safety performance, occurs. If this is the case, a QF of 3 is attributed in both
cases. In addition, improvement in business performance is a very important side
effect of safe operation and is thus attributed the highest possible QF of 5. Combin-
ing these effects yields a TQF of 3.7.

Bg: In the same line of argument, M’s reputational benefits arising from safety

commitment have to be considered. It has to be noted that this parameter possesses

239

See Harvard University John F. Kennedy School of Government (2001, p. 30).
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a negative sign in both game models and can thus be considered M’s reputational
loss for not reacting to violations. At first, there are the adverse deterrence effects
and the corresponding increase in corporate risk. If, through either action or inac-
tion, M sends the message to W that violations are tolerated, this has a very strong
indirect effect and is rated at a QF of 5. However, M’s reputation is rarely known
outside of the refinery, so there will be virtually no effect on the external relations
with regulators or the public. A QF of 1 thus seems to be justified. On the other
hand, M can hardly conceal the situation in its refinery from PC. By means of regu-
lar employee surveys, PC will be very well informed about the situation and will
not be satisfied if M suffers reputational losses from not reacting to violations. A

strong QF of 4 is therefore attributed, which finally leads to a TQF of 3.3.

B. and Bp: W’s reputational benefits for having a clean safety record or a docu-

mented clean safety record have similar qualitative influences with slightly differ-
ent weights. Whereas the reputational increase with supervisors and peers in case
of a clean safety record is rather important to W, with a QF of 3, its influence is
even stronger if the safety record is also documented, with a QF of 4. Another qual-
itative component is job security. Although working safely and “sticking to the
rules” helps to increase job security, it is no guarantee because economic considera-
tions always prevail in these situations. The component thus has limited influence,
with a QF of 2. In case of a documented clean safety record, a slightly higher
weight with a QF of 3 seems to be justified. The same QF distribution also holds
for the component of work pressure and stress. Although having a good safety rec-
ord sometimes helps W to experience less stress and pressure at work, the main
pressure from production remains unaltered. The resulting TQFs are 2.3 in case of a

clean safety record and 3.3 in case of a documented clean safety record.

By : W’s benefits from violations are also affected by the same qualitative compo-

nents as in the case of a clean safety record. Because violators who have not been
caught can unfortunately not be distinguished from members of W with clean safe-
ty records, an identical QF with a weight of 3 is attributed as a reputational in-
crease. Furthermore, although job security and work pressure are positively affect-
ed by the image of a successful “fire fighter”, production pressure still dominates,
and therefore a QF of 2 is justified in both cases. Overall, this leads to a TQF for

violation of 2.3.
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4.2.5 Payoff parameters

Now that all TQFs have been calculated, the final cost and benefit parameters C; and B;
for M and W can be deduced by multiplying the TDC and TDB by the corresponding
TQFs, as depicted in Table 4.11 and Table 4.12.

Table 4.11: TDC adjusted by TQF

Management (M) Workforce W
Payoff parameter Ce CH Cn Cn Cp
Annual Total Direct
1,588 448 3,615 1,120 836
Costs (TDC) [k$] ’ ’ ’
Total Qualitative 2.0 25 40 30 45
Factor (TQF)
Annual TDC
. 3,176 1,120 14,460 3,360 3,761
adjusted by TQF [k$]
Weekly TDC 64 22 289 67 75

adjusted by TQF [k$]

Table 4.12: TDB adjusted by TQF

Management (M) Workforce W
Payoft parameter Be Bag Bs Bc Bp Bv
gjﬁ;;ﬁ%ggf;; 6613 2317 602 418 937 1303
gg;f;?(‘;zh;me 23 37 33 23 33 23
aAdI;E;l;l dTb'; BT OF [15] 15431 8495 2,005 976 3,123 3,040
Weekly TDB 309 170 40 20 62 61

adjusted by TQF [k$]

Before the above payoff parameters can finally be merged into game model I'; and the

PORT, the incident probabilities remain to be determined.

4.3 Incident probabilities

As depicted by the original game tree in Figure 3.6, determining the incident probabili-

ties for game model I'; requires calculating the conditional probabilities that an incident
happens if W violates, r, =p(I|v), or does not violate, r,, =p(I|nv). Although this

calculation sounds straightforward, gathering the required data on incident causes and
human reliability is a challenge. The following equations reveal why this calculation is

non-trivial.
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4.3.1 Method

To determine the relevant conditional probabilities, the law of Bayes**" must be applied

for both events:

s p(v | D)-p(D) .
P T () + pCv | ND-p(ND @
f,, = (V) = pnv |- p(D) (48)

~ p(av|T)-p(D)+p(nv | NI)- p(NI)

The parameters are defined as follows:

p(D) a priori probability that an incident occurs

p(NI) a priori probability that no incident occurs

p(v|I)  probability of violation in case an incident has occurred
p(v|NI) probability of violation in case an incident has not occurred
p(nv|I) probability of compliance in case an incident has occurred

p(nv | NI) probability of compliance in case that an incident has not occurred

Inserting the following equations:

p(NI) =1-p(D) (4.9)
p(nv|)=1-p(v|]D (4.10)
p(nv | NI) =1-p(v|NI) (4.11)

into equations (4.7) and (4.8) delivers the final terms:

r =

\4

r, =p(|nv)=

V)= p(v]D-pd) 412
P = S T b +p(v I ND- (- p(D) ¢
(1=p(v | 1) p(D)

(1= p(v [1)-p(D + (1~ p(v | ND)-(—p(D)

(4.13)

To make this calculation more accessible, Figure 4.5 illustrates the underlying probabil-

ity distribution.

240

For further information, see Aliprantis and Chakrabarti (2000) or Sieg (2005, pp. 96-97)
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Figure 4.5: Probability distribution for game I,

Sum of all events
A

Sum of all Sum of all actions
incidents - p(I) without incident = p(NI)
A

[ Y 1

\' nv, v nvAnvAnv‘

WA T AT AN

Incident caused ° Violation in case an incident
by violation = p(v|) has not occurred - p(v|NI)

@ Incident despite Compliance in case an incident
compliance = p(nv|l) has not occurred - p(nv|NI)

The sum of all events is the sum of all individual incidents (red and green balls in the
left box) and the sum of all actions without incident (blue and purple balls in the right
box). Counting reveals the overall probability distribution for an event being an incident
p(D) or not an incident p(NI). Within these two boxes, another distinction can be made.
An incident (left box) can be caused by a violation (red ball) or can happen despite
compliance (green ball). Once again, counting delivers the probability distributions for
an incident caused by a violation, p(v|I), and for an incident that occurs despite no vio-
lation, p(nv|I). The same exercise can be performed for the right box by counting the
blue and purple balls, yielding the values for p(v | NI) and p(nv|NI).

When looking at Figure 4.5 and its differently coloured balls, it seems that the corre-
sponding probabilities can easily be obtained. Although this might be true in a laborato-
ry environment, in reality, many different industrial data sources**' have to be consulted
to determine the correct input parameters for equations (4.12) and (4.13). For example,
assigning a value to p(v|I) requires knowledge of the percentage of incidents caused

by rule violations within the petrochemical industry.

241 . . e . . . . . .
For a very good overview of existing petrochemical databases, see Nivolianitou, Konstandinidou,

Kiranoudis, and Markatos (2006).
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4.3.2 Incident and human reliability studies

Due to their sensitive nature, very few specific data on the actual number of rule viola-
tions within petrochemical refineries are published. Thus, besides petrochemical data
sources, data from other industries had to be consulted before proceeding with the cal-
culation. The aviation industry provides excellent publications on this type of sensitive
data, likely because of its long history of rigorous accident investigation. Of the many
studies on rule violations, (Wiegmann & Shappell, 2001) and (Shappell et al., 2007)
provide the most relevant data for the purpose of this analysis. As depicted in Figure
4.6, approximately 23% of commercial aviation incidents in the years 1999-2002 were

caused by rule violations.

Figure 4.6: Causes of commercial aviation incidents
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Source: (Shappell et al., 2007, p. 233)
Of course, the petrochemical industry also provides studies on the contribution of hu-

man factors to accident causation. Several researchers argue that the human contribution
can account for up to 80% of all accidents; see Chapter 2.3.1. Unfortunately, these stud-
ies do not explicitly address the subject of rule violations and the associated quantitative

data.

Nevertheless, the existing studies on human factors allow conclusions to be drawn on
the underlying violation frequencies. (Health and Safety Executive, 1999) investigated
the human contribution to pipe work failure and found that about 41% of failures were
caused by human error and/or violations. Using similar techniques as the European

242

Commission’s Major Accident Reporting System (MARS),”” (Konstandinidou, Nivo-

lianitou, Markatos, & Kiranoudis, 2006) found that the contribution of the human factor

2 Available online at http://emars.jrc.ec.europa.eu.

135



to incidents within the Greek petrochemical industry amounted to 46%; see Figure 4.7.

The resulting violation percentage is estimated at approximately 15%.

Figure 4.7: Human factor accident contribution in the Greek petrochemical industry
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Source: (Konstandinidou et al., 2006, p. 7)
There are further MARS-based studies by (Nivolianitou, Konstandinidou, & Michalis,
2006) and (Baranzini D. & Christou, 2010) that indicate that between 40% and 43% of
all accidents are caused by human factors. Furthermore, (Baranzini D. & Christou,
2010) provides a figure for the contribution of operator errors of 28%. (Meel et al.,
2007) estimated the operator error contribution to incidents within the petrochemical

industry to equal between 20% and 50%.>*

Table 4.13 summarises the results of the above studies and calculates an average Hu-
man Factor Incident Percentage (HFIP) of 33%.

Table 4.13: Human Factor Incident Percentage (HFIP)

HSE Konstandinidou Konstandinidou Nivolianitou Meel Shappell Baranzini Baranzini o

1989 etal. 2006 etal 2006 et.al2006  etal.2007  2001,2007 2010 2010  Average HFIP
(error +violation) (human factor) (violation)  (human factor) (operatorerror) (violation) (human factor) (operator error) pav)

0.41 0.46 0.15 04 0.2-0.5 0.23-0.27 0.43 0.28 0.33

Note.
“HFIP = Human factor incident percentage

Because there are obvious variations in the available data and, except for two cases, the
underlying violation percentages could not be determined directly, the author decided to
assign a discrete probability distribution to p(v |I) to allow a sensitivity analysis at a

later stage.

p(v|I) = {0.15; 0.20; 0.27; 0.33; 0.41; 0.46; 0.50} (4.14)

3 Please note that there are several other accident databases requiring privileged access, such as

CORE-DATA by Health and Safety Executive (1999) or FACTS, which could not be investigated.
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The next parameter, p(I), which is required for calculation of r, and r_,, has been de-

termined by the average weekly incident frequency (see Table 4.4) and is therefore set at

a value of

p() =0.20 (4.15)

The final parameter, p(v | NI), is the most difficult one to assess. How can one possibly
know the violation probability when there is no incident and therefore no record of the
infraction?

Due to the lack of accessible records and the fact that human reliability is extremely
hard to assess, one can only rely on very rough estimates of the corresponding violation
probability and the experience of several respected researchers. A very good overview
of human reliability data has been assembled by (Kletz, 2001, p. 136). (Kirwan, Kenne-
dy, Taylor-Adams, & Lambert, 1997), (Salvendy, 2006, pp. 738-739) and (Greenberg
& Cramer, 1991, p. 240) have gathered similar data. Finally, a very interesting experi-
ment on rule violations was recently performed by (Kluge, Urbas, Badura, Lippmann, &
Vogel, 2010).

In summary, these studies assume a violation probability in an industrial/petrochemical

environment of between 0.1% and 50%.

p(v|NI) ={0.001..0.5} (4.15)

4.3.3 Probability parameters

Finally, with all of the above data, the conditional incident probabilities r, and ry, for
game [, can be calculated according to equations (4.12) and (4.13). The resulting condi-
tional probability distribution is shown in Table 4.14 for the average incident probabil-
ity of p(I) =0.20. Table 4.14 reveals the huge spread of p(v | NI), which makes a reli-

able calculation of the associated risk level almost impossible.

Based on a thorough literature review and his own experience, the author decided to re-
duce the data spread by assuming a violation probability in case of no incident of be-
tween 1% and 10%, which is supported by findings from (Glendon et al., 2006,
pp. 125-127). Furthermore, the HFIP was also narrowed down by omitting its maxi-

mum and minimum values.
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Table 4.14:

Incident probabilities for game I', with p(I1)=0.20

rv=p(I}v) mv=p(Ijnv)

Estimates of p(v|NI) Mean Estimates of p(v|NI) Mean

= T on 0.1 0.5  value 0001 001 0.1 0.5  value
0.15 0.974 0.787 0.270 0.069 0.529 0.179 0.181 0.195 0.304 0.188
0.2 0.981 0.836 0.338 0.093 0.587 0.170 0.171 0.185 0.290 0.178
0.27 0.986 0.873 0.408 0.121 0.641 0.157 0.158 0.172 0.271 0.165
0.33 0.988 0894 0459 0.145 0.677 0.146 0.147  0.159 0.254 0.153
0.41 0.991 0.913 0.511 0.173 0.712 0.131 0.132 0.143 0.231 0.138
0.46 0.992 0.922 0.540 0.190 0.731 0.121 0.122 0.133 0.216 0.128
0.5 0.992 0.927 0.561 0.203 0.744 0.113 0.114 0.124 0.203 0.119

The remaining probability distribution for r, and r,y, which will serve as the final input

for game model I'; with mean values of r,=0.677 and r,,=0.153, is indicated by the dark

grey colour in Table 4.14.

4.4 Results

The final step on the road towards industrial application lies in entering the calculated

payoff and incident probability parameters into the game model I'».

4.4.1 PORT of archetypal refinery

The result of this calculation is the input for game model I';, as shown in Table 4.15.

The PORT of the archetypal refinery as well as the consequences of different risk man-

agement strategies can now be discussed based on “real-life” industrial data.

Table 4.15:  Weekly monetary payoff parameters of game I'; with industrial data
Workforce (1) Management (2)
Parameter  Payoff [k$] Parameter  Payoff [k$]
Bc 20 Be 309
Bp 62 Bg 170
By 61 Bg 40
Cr 75 Ce 64
Cu 67 Cu 22
Cn 289
Average conditional incident probability
Iy 0.677 Ty 0.153
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It has to be noted that the payoff parameters in Table 4.15 are expressed in thousands of
dollars per week and the conditional incident probabilities are given on a weekly basis.
The main reason for using a weekly basis instead of an annual basis is that the PORT, to
work properly, requires incident probabilities less than 1. An annual basis could not be
used because an incident would have happened with certainty. Only monthly, weekly or
daily calculations deliver probabilities in the required ranges. Besides this strictly math-
ematical requirement, there is another very practical and comprehensive reason why the

choice was made to use weekly figures.

In the archetypal refinery, the interaction between M and W is strongly determined by
the weekly safety meetings. M communicates its priorities on HSE matters or current
violations of safety procedures during these meetings. Hence, it seems reasonable to as-
sume that the interaction between M and W takes place on a weekly basis and the game
I'; is played once per week, i.e., fifty times per year. The corresponding game tree,

complete with monetary values, is depicted in Figure 4.8.

Figure 4.8: Game tree representation of game I', with monetary payoff parameters

(-81,-66)  (-6,-329) (-14223)  (81,-40) (-5-353) (-47,-289) (62,106)  (20,170)

The corresponding equilibrium results of game I', with monetary payoffs and incident
probabilities based on industrial data are depicted in Table 4.16 and the PORT in Figure
4.9.
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Figure 4.9: PORT with industrial data of archetypal refinery
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Table 4.16: Monetary results of game I'; with industrial data
Equilibrium parameters o B vy T, T, X Y
Game results 0.052 0.216 0 11.14 82.29 0.400 0.819

As indicated by Table 4.16, in equilibrium, W’s violation probability equals 5.2%,
while M enforces in 21.6% of all incident cases. These individual equilibrium strategies
yield an expected payoff of approximately $82,000 per week ($4.1 million per year) for
M and $11,100 per week ($560,000 per year) for W.

These game results emphasise that in the case of the archetypal refinery, enforcing safe-
ty procedures is worthwhile and profitable. Not surprisingly, the refinery possesses a
calculative/proactive safety culture that is common in today’s petrochemical industry;
see Chapter 2.4.3. In such a calculative/proactive safety culture, both players receive a
positive expected payoff in the order of several million dollars per year. It can thus be
concluded that the existing safety culture and the chosen enforcement are “fit for pur-

pose”.

However, the PORT does not only support conclusions about the refinery’s current po-
sition on the safety culture ladder. Its most innovative aspect is that it helps M to design
an individual roadmap towards an improved safety culture in quantitative terms. The
PORT thus assists M in finding the optimum balance between safety investment and
safety payoffs due to its strong mathematical foundation, i.e., the underlying Nash equi-

librium.
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But how can M increase its return on investment, i.e., its expected payoff, and which

risk management practices are appropriate?

4.4.2 Comparison of risk management strategies

To answer the above question, M must simply compare the numerical results, i.e., the
expected monetary benefits, of the different risk management strategies. Consider, for
example, that M can choose between a risk management strategy of increased punish-
ment and one of management commitment. These two alternatives served as the baseline

for the theoretical investigations performed in Chapter 3.

If M decides to opt for a strategy of increased punishment, it is assumed that there will
now be two formal dismissals per year (instead of one) and that deterrence effects as
well as the corresponding benefits will increase by 25%. However, in return, twice as
many litigation cases and safety council meetings will be required. If M decides to in-
crease its management commitment, then it is assumed that all benefits will be increased
by 10%. The corresponding payoff parameters for both risk management strategies are
shown in Table 4.17.

Table 4.17: Weekly monetary payoff parameters for game I'; with industrial data and different risk
management strategies

Increased punishment Increased management commitment
Workforce (1) Management (2) Workforce (1) Management (2)
Param-  Payoff Param-  Payoff Param-  Payoff Param-  Payoff
eter [k$] eter [k$] eter [k$] eter [k$]
Bc 20 B, 386 B . 22 B, 340
Bp 62 Bg 170 B, 68 B . 187
By 61 Bs 40 B v 55 B S 44
C , 98 Ce 64 C, 75 Ce 64
Cu 67 C ; 44 Cn 67 Cu 22
Cn 289 Cn 289

Average conditional incident probability

Iy 0.677 Tny 0.153

The equilibrium results for both risk management strategies are shown in Table 4.18,

and the corresponding PORTs are depicted in Figure 4.10 and Figure 4.11.
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Table 4.18: Monetary results for game I';, with industrial data and different risk management strategies

Equilibrium parameters o [3* y* TET TE; X Y

Original game 0.052 0216 O 11.14 8229 0.400 0.819
Increased punishment 0.044 0.170 0 10.84 8518 0350 0.819
Increased management 0.046 0.086 0 1236 97.79 0355 0.733

commitment

The numerical results in Table 4.18 clearly demonstrate that the theoretical findings of
Chapter 3 are supported and that a strategy of management commitment is more effec-

tive than a strategy of increased punishment.

Although increased punishment reduces W’s violation probability to a value of 4.4%
(&" =0.044), M must still enforce in 17% (" =0.170 ) of all cases. M’s main ad-
vantage in applying a strategy of increased management commitment thus lies in a sig-
nificantly reduced enforcement requirement. The new enforcement probability drops to
8.6% (B = 0.086 ), which equals a reduction of 13% compared with the original game.

Furthermore, Table 4.18 reveals that both M and W’s expected payoffs increase signifi-
cantly in case of increased management commitment. The annual payoffs amount to

T, = $620,000 for W and %, = $4.9 million for M. In case of increased punishment,

these numbers are lower, with annual payoffs of fc? = $540,000 for W and fc; =$43

million for M.

An increased commitment by M thus clearly offers more incentives for compliant be-
haviour to W. By reducing its enforcement efforts, M can save up to $15,500 per week
(%, —m,) compared with the original game and $12,600 (%, —#,) compared with the
game of increased punishment. W also profits from this risk management strategy with
an increased payoff of $1200 per week (7, — T, ).

The PORTSs of both strategies are shown in Figure 4.9 and Figure 4.10. They help to
explain the difference between the risk management strategies in an easily understanda-
ble manner and highlight the road towards an improved safety culture. It is important to

understand that incident probabilities will remain fixed during further analysis.
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Figure 4.10: PORT with industrial data and increased punishment

rnv Pg l:)7
1K 7 2
X<X
[ Reactive
{ = Calculative/
Ps . Proactive

Ps @ Generative

! Average conditional
/ incident probability

¥ - ——-—- e .. e .
0 < . S I
o P P Py Paq "

A Conditional incident probability distribution for p(v|NI)=0.1
o Conditional incident probability distribution for p(v|NI)=0.01

Figure 4.11: PORT with industrial data and increased management commitment
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In the original game, the archetypal refinery possesses a calculative/proactive safety
culture (yellow area). Hence, it already has a risk management system in place that

works well but offers room for improvement.

The PORT in Figure 4.10 shows that a strategy of increased punishment only alters the
left border of the calculative/proactive safety culture’s existence region. Consequently,
the refinery moves further away from a reactive safety culture. However, no progress
will be made towards a generative safety culture. It can thus be concluded that by adopt-
ing a strategy of increased punishment, there will never be a significant improvement in

violation behaviour and safety performance.
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Increased management commitment offers a very different picture, as shown in the
PORT in Figure 4.11. The border of the generative safety culture’s existence region is
altered, and it moves further towards the refinery’s current position within the PORT.
Hence, the refinery finds itself on a road towards a generative safety culture, which is

also reflected in the monetary payoffs of Table 4.18.

Thus, by simply comparing both PORTs, the developed game theoretic model allows a
quantification of the benefits of different risk management strategies. In addition, it al-
lows the optimum equilibrium point to be determined while maximising the refinery’s

expected payoff.

Although similar studies, such as (Behm et al., 2004), have tried to find the best balance
between safety investment and return on investment, the model presented in this thesis
offers a new quality of scientific systematisation. For the first time, an analytical math-
ematical language, i.e., game theory, was used to analyse the interaction between “safe-
ty actors” within a petrochemical environment. Furthermore, this thesis also developed
an easily understandable graphical tool, the PORT, which was tested with “real-life”

industrial data.

4.5 Concluding remarks

In the fourth chapter of this thesis, the road towards industrial application of the PORT
was presented. Whilst the game model in the previous chapters had relied only on theo-
retical input parameters, it was now tested with “real-life” data from the petrochemical

industry.

In a first step, new payoff parameters representing the costs and benefits within an ar-
chetypal petrochemical refinery were developed and expressed in monetary terms. This
process required not only an extensive investigation of various cost studies and industri-
al databases but also the definition of the archetypal refinery’s organisational and salary
structures as well as its economic and safety performance. Furthermore, both direct and

indirect cost components were included in the model.

In a second step, the incident and human reliability data required for the calculation of
the model’s incident probabilities were assembled. This step proved to be rather diffi-
cult because no quantitative data on violations was readily available within the petro-

chemical industry. However, with the help of several research reports and especially the
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extensive data on violations that have been compiled in the aeronautical industry, a suf-

ficiently accurate probability distribution could be defined.

In a final step, the quantitative data of the archetypal refinery, i.e., payoff parameters
and an incident probability distribution, were entered into the PORT, and the following

results could be observed.

The quantitative data yield a calculative/proactive safety culture for the archetypal re-
finery, which confirms that most modern petrochemical operations have arrived at this
safety cultural stage. Furthermore, both M and W receive a positive payoff amounting
to several million dollars and several hundred thousand dollars per year, respectively, at
the current stage. Thus, the PORT confirms that an investment in safety actually deliv-

ers profitable results.

The most innovative aspect of the PORT is that, for the first time in the petrochemical
industry, the effectiveness of different risk management strategies could be evaluated in
a quantitative way. As an example, the strategies of increased punishment and increased
management commitment were compared. For this purpose, the monetary payoff pa-
rameters were simply altered according to the requirements defined in Chapter 3. The
subsequent calculation that was based on these altered payoff parameters indicated that
increased management commitment is more effective than increased punishment be-
cause it yields a significantly improved monetary output. M’s payoff increased by sev-

eral hundred thousand dollars per year.

In a nutshell, the PORT offers a new tool for the evaluation of risk management strate-
gies in the petrochemical industry. Due to its solid game theoretic foundation, the PORT
further substantiates the findings of (Behm et al., 2004) and offers precise decision sup-
port to the managers in charge. Furthermore, the use of the PORT allows for a balanced

and targeted allocation of resources that are often limited in a petrochemical operation.
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5 Conclusion

The research that was conducted in this thesis sheds new light on the current risk man-
agement practices in the petrochemical industry. Game theoretic methods have been ap-
plied to risk management practices to render the complex human interactions in a petro-
chemical operation more accessible. This innovative approach, which is motivated by
the extensive game theoretic literature on the effects of crime and punishment and, more
specifically, by the models of (Hipel et al., 1995) and (Pradiptyo, 2007), allowed a con-

siderable enrichment of the existing framework on HSE risk management.

The game theoretic model developed in this thesis integrates the concepts of behaviour-
al economics discussed by (Battmann & Klumb, 1993) and the evolutionary safety cul-
ture discussed by (Westrum, 1993) and (Hudson, 2007). The model structures the
“black box” of behavioural economics in an analytical manner by attributing cost and
benefit parameters to the strategic decisions of the interacting parties, i.e., workforce
and management. In addition, these parameters reflect the current stage of the organisa-
tional safety culture. Based on this model, an easily understandable graphical manage-
ment decision-making tool, the Petrochemical Organisation Risk Triangle (PORT), was

developed.

The PORT, which is considered the essential contribution of this thesis to petrochemical
risk management research together with its underlying game model I';, offers a new
type of scientific systematisation. Not only does it integrate human interactions into the
decision-making process, but it also enables the user to apply a quantitative comparison
of different HSE risk management strategies and their effectiveness. To demonstrate the
model’s relevance to petrochemical applications, data sets on safety performance as
well as on human reliability were assembled in the course of this research and were en-
tered into the PORT. The results demonstrate that the PORT is a valid tool for improv-

ing the HSE performance and profitability of a petrochemical operation.
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The main findings of the research conducted can be summarised as follows:

Whether a rule will be violated depends strongly upon the type of safety culture
that is in place in an organisation. In this respect, the present research further sub-
stantiates the empirical findings of (Fogarty & Shaw, 2010). Even more important-
ly, it could be demonstrated that the effectiveness of risk management strategies al-
so depends upon the existing safety culture. For example, in a less advanced reac-
tive safety culture, punishment is more effective than in a more advanced calcula-
tive/proactive safety culture. The debate on the effectiveness of punishment as a
risk management strategy was enriched by further evidence indicating that in-
creased punishment cannot be considered the “first best solution” — a proposition
that is also supported by the recent empirical findings of (Rauhut, 2009). The ar-
gument by (Reason, 1997) that punishment and reward need to be fairly balanced
and that a “just” safety culture needs to be created is thus fully supported by the
game theoretic model developed in this thesis.

Another central conclusion of this thesis is that risk management practices must be
adapted to the local requirements and resource constraints of a petrochemical op-
eration. The PORT offers a unique tool that enables the user to evaluate different
risk management strategies in quantitative terms and to achieve exactly this adapta-
tion by altering the right payoff parameters. Management can thus lead the way to-
wards an improved safety culture based on a sound analytical foundation.

In addition to these findings, it has been demonstrated that contractors are key
players in the safety performance of a petrochemical operation. Although similar
statements have been postulated by authors such as (Hudson, 1992, pp. 43-44),
(Hudson, 2001), (Mayhew, Quinlan, & Ferris, 1997) and (Rebitzer, 1995), this the-
sis offers the first mathematical explanation for why contractors are likely to show
inferior safety performance compared to companies’ own staff members. Further-
more, the pivotal influencing factors for contractor safety were highlighted, and
possible ways of improving the incentive structure, e.g., long-term performance-
oriented contracts, were described.

Finally, the game theoretic model provides further proof that the phenomenon that
authors such as (Gonzalez & Sawicka, 2003) have described as the “erosion of
compliance” in fact exists. The PORT clearly demonstrates that although incident

probabilities drop due to technological progress, violation rates increase. Therefore,
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it is crucial that the management of a petrochemical operation counteracts this phe-
nomenon by improving the existing safety culture and by “pulling the right strings”.
The PORT is capable of offering precise recommendations on which “strings to

pull”.

By introducing game theory to risk management in the petrochemical industry, this the-

sis has opened up various areas of subsequent research.

The first area of subsequent research could include conducting game theoretic ex-
periments in a petrochemical environment. It would be very compelling to investi-
gate how management, the workforce and contractors would react when faced with
the strategic situations described in the developed game model. Such an experiment
could test whether learning effects and bounded rationality, as described by
(Cooper & Kagel, 2008), (Levitt & Miles, 2007), (Rauhut, 2009) and (Rauhut &
Junker, 2009), affect the propositions of this thesis. The PORT could thus be put to
a practical “stress test”.

By far the largest area of subsequent research could be the development of further
game theoretic models. Although this thesis only represents the first introduction of
game theory into petrochemical risk management and several model simplifications
were accepted, the PORT offers an excellent starting point for further model devel-
opment.

A first possibility for further model development would be relaxing the assumption
of perfect detection. In reality, one might very well think of situations where the vi-
olator, i.e., the workforce, tries to deceive the inspector, i.e. the management, and
conceal his actions. Game models featuring imperfect detection have been provided
by (Brams & Kilgour, 1992) and (Rinderle, 1996, p. 53). In the same way, one
could also imagine that the violator tries to bribe the inspector, and a corruption

stage, according to (Friehe, 2008), could be introduced.

A second interesting class of games is characterised by inspector leadership. Au-
thors such as (Andreozzi, 2004), (Avenhaus, Okada, & Zamir, 1991), (Brams
& Kilgour, 1992), (Franckx, 2001a) and (Rinderle, 1996) argue that rule violations
can be reduced only if the inspector credibly announces his inspection strategy be-
fore the start of the game. In a petrochemical operation, such a scenario could easily
be imagined when management announces that it will perform a certain number of

inspections per year.
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A third class of games could feature repeated interaction and long-run inspectors.
Such games, which are used by (Andreozzi, 2004), (Andreozzi, 2010), (Franckx,
2001b) and (Rothenstein & Zamir, 2002), demonstrate that if a game is played re-
peatedly, violation mechanisms may change. Because the interaction between man-
agement and the workforce takes place on a continuous basis, such models appear
to be very appealing. Furthermore, this class of games allows a conversion of the
currently used exogenous incident probabilities into endogenous incident probabili-
ties. In a repeated game, endogenous incident probabilities can be generated via
Bayesian learning according to the methods described by (Gibbons, 1992) or (Jor-
dan, 1995).

Finally, there is a class of games that completely alters the inspection strategy by
introducing a whistle-blowing stage. These games include an impartial third player
capable of retrieving private information from the violator. Authors such as (Ber-
entsen, Briigger, & Lortscher, 2008) and (Hipel, Kilgour, & Yin, 1994) argue that
by implementing such a whistle-blowing scheme, rule violations can be drastically
reduced and pareto-superior results compared with the original inspection game can
be achieved. There are even a number of highly sophisticated game models, such as
(Heyes & Kapur, 2007) or (Ting, 2008), that also take the organisational culture in-
to account. Adopting the idea of whistle blowing within the petrochemical industry
does not seem far-fetched, especially because there are already successful applica-
tions in the aeronautical industry, as described by (Hopkins, 2000). However, it
must be considered that this class of games requires considerable mathematical ex-

pertise and might therefore be too complex for immediate industrial application.

The third area of subsequent research could include further economic studies and
data analyses on the costs and benefits of safety. It is acknowledged by authors
such as (Tompa, Dolinschi, & de Oliveira, 2006) that the accuracy of the current
cost studies could be improved by applying further economic expertise. One possi-
ble way of achieving this improvement would be to perform a specific analysis of
the costs and benefits of safety incurred by a dedicated petrochemical operation. As
an alternative, the sophisticated statistical analyses presented in (Meel et al., 2007)
could be applied to the available petrochemical incident databases. Both approaches
could be complemented with the cost structure described in (Health and Safety Ex-

ecutive, 1993) and could further substantiate the PORT.
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In summary, the author recommends conducting game theoretic experiments and eco-
nomic field research in a set of dedicated petrochemical operations before further devel-
oping the underlying game model. This recommendation can be explained by the fact
that even sophisticated game models might not dramatically change the propositions of
this thesis. (Rauhut, 2009) has already shown that a basic inspection game similar to the
one used in this thesis can yield very compelling experimental results. It can thus be
stated that the research conducted in this thesis has considerably advanced the debate on
risk management in the petrochemical industry and has filled several research gaps
highlighted in (Health and Safety Executive, 2009). Not only does this thesis provide a
better understanding of the human interactions in HSE risk management, but it also

leads the way towards the industrial application of game theoretic methods.
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Appendix

A.1 Mixed strategy Nash equilibrium of game I';

To find the corresponding equilibrium conditions and the players’ optimum strategies,

the expected payoffs m; need to be calculated.

The payoff functions for W (Player 1) and M (Player 2) are defined as follows:

m,(a,B)=0aPa,, +o(l1-Pla,, +(1-a)Pa,, +(1-o)(1— 3)322, (A.1)
m, (0, ) = apb,, +a(l-P)b,, +(1-a)pb,, +(1-a)1-P)b,, (A.2)
Rearranging delivers:

m,(a,B)=A, +Blot+Cll3+D10tB, (A3)
m,(o,p)=A, +B,a+C,B+D,af} (A4)

With the corresponding identities from Table 3.2,

a,, =B, -C, b,, =B, -C.-C,
a, =By +B¢ b,, =-Bg

a, =B, b,, =B, -C;

a,, =B b,, =B

one finds that:

A =a,, =B A, =b,, =B,
B, =a;, —a, =B, B, =b,, —b,, =—(B; +By)
C, =a, —ay,=B,—-B C,=b, -b,,=—C;

Dl =a,,+a,, —a,-a, :_(BD +CP) Dz = b11 +b22 _b12_b21 = BE _CH +Bs,
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The players’ optimum equilibrium strategies " and B~ can be determined as follows:

% —0, (A.5)

(00

Rearranging delivers:

o =——22 = 22 21 (A.7)
D, b11 +b22 _blz _b21 ,

B* — _i _ dy —ayp (A.8)

D, a, +a,-a;-a, .

Substituting the elements of (A.7) and (A.8) with the corresponding payoff identities
from Table 3.2 finally leads to the following equations:

* C *
@ =—"> with o €(0,) (A.9)
B.+B -C, >
B’ By ith B <(0,) (A.10)
= w1 R .
C,+Bp :

Due to the requirements of a single mixed strategy Nash equilibrium, i.e., o €(0,1)
and B~ €(0,1), the following payoff parameter conditions can be deduced:
C. >0

B, >0

B.+Bg >C, +Cy
C, +B, > B,

If both players employ their equilibrium strategies, the corresponding payoffs are de-
fined by:

n =n,(a,B)=A,+Ba +Cp +DaB (A.11)
M, =m,(a’,B ) =A, +Ba’ +C,p" + Do’ B (A.12)

Inserting (A.7) and (A.8) into (A.11) and (A.12), provides the following intermediate

equations:
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. AD,-BC C

ikt B bt R N - S (A.13)
Dl Dl

. A,D,-B,C C

M, =22 272 A _B 2 (A.14)
D2 2

Finally, inserting the payoff identities from Table 3.2 into (A.13) and (A.14) delivers:

. B,-B

n, =B, +BVu (A.15)
B, +C,

. B. +B

n,=B,-C,—%~—3— (A.16)
B, -C,, +Bg

Both players’ Nash equilibrium strategies and payoffs have thus been calculated.
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A.2 Assumptions and algebraic inequalities of game I,

With parameter identities from Table 3.14 and inequalities presented at the beginning of

Chapter 3.3.1, the following conditions apply:

a, >a,;: B,-B,+C, >0
a,>a;: B, —B, +C, >0
a,, >a,,: By, >B.
a,>a,,: B, >0

a;>a;: G, >0

a,, >a,: C;>0

a,>a;,: B.+C,>0
a,,>a,,: ;>0
a,>a;: C, >0

a,>a; B.+C, >0

a,, >a,,: B, >B.

a, >a,,: By >B,

b,, >b,;: B.—C; >0

b,; >b,;: B, -C, -B; >0
b,,>b,,: B{>0
b,,>b,,: B, +B; >0
b,>b,: C, >0

b,; >b,,. B +C, >0
b,,>b,,: C, >0

b,, >b,,: B, +C,, >0

b, >b,,: B, -C,-C,, +B¢ >0
b,>b,: B -C,-C,+B; >0
b,,>b,: C, >0

by >byy: Cp >0,

Since several conditions occur repeatedly, a reduction to the model’s essential assump-

tions delivers:

B, -B, +C, >0

B, >B.>0
B, >B.
B.+C, >0
C,>0
B.+C, >0

G, >0

B, -C;-C,;+B; >0

B, -C,-B;>0
B, +Bg >0

By >0

C. >0

B, +C, >0
C,>0
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A.3 Payoff parameters and equilibrium solution of game I,

The players’ optimum strategies and the corresponding Nash equilibria for game I'; can
be determined by analysing the expected payoffs ;. The payoff functions for W (Player
1) and M (Player 2) are given by:

T (oB,y) =afra, +a(l-P)ra, +ay(l-r)a,; +ad-y)(1-r)a, +
(I-o)Br,a, +(1-a)d-P)r,a, +(A-a)y(d -1, )a,; + (A.17)
(1-a)I-y)1-1,)a,

T, (o,B,v) =afr,b,, + ol -P)r,b,, +ay(—r,)b,; +a(l-y)(1-r, )b, +
(I-o)Br, b,y +(1 =) =P)r,, by, + A —a)y(1 -1, )by + (A.18)
(1-o)(1-v)1-r, )b,

These equations can be rearranged:

m,(o,B,y)=A, +B,a+CpB+D,y—E,ap+Fay (A.19)
m,(o.B,7)=A, +B,0-C,p—-D,y+E,apf+Fay (A.20)

The corresponding parameter identities are defined by:

A =a,, +r (a,,—a,,)=B, —rnVCH’ (A.21)
B, =a,—a,, +r(a,—-a,)+r, (a,,—a,)=B, -r, (B.+C,) +rnVCn’ (A.22)
C, =1,,(a, ~ay) =1,,(By ~Be). (A23)
D, = (-1, )@y ~a5) = (1-1,,)(B, ~Bc) (A24)
E = —(rv(a11 —a,)+r1,(a,, —a21)) =r,C, +r,(B, —BC)’ (A.25)
F=a,+a, —a,—-a,+r(a,—a;)+r, (a,,—2a,,) (A26)
=1, (B +C)+1, (By ~B)—(By+Cp)
A, =b,, +r1,(b,, —b,,)=B; —r,.(Bg +C12)’ (A.27)

B, =b,, —by, +r,(b,-b,)+1,(by, —by)=1,,(B; +C,)—1,C, —(B; +Bg)(A.28)
C, =—{1,,(by =b,))=1,,Cy. (A.29)

D, =—((1-1,)(by; —b,,))=(1-T1,,)C; (A.30)
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E, =1,(b,, =by,)+r, (b, =b,))=1r,(By —C; —=C,; +Bg) +1,,Cy : (A.31)

F,=b,; +b, —b, —b,; +1,(b, —b;)+r, (by—b,)

(A.32)
=By —C, +By —1r,(By —C - Cy; +Bg) —r,,C;,
In order to further facilitate equilibrium calculation and analysis let
m,(a,B,7) =L, +M,B+N,y, (A.33)
with
L,=A,+B,a
(A.34)
=B -1, (B +Cp) + (rnv (Bg +Cp,) —1,Cp, —(Bg + Bs))a ,
M, =-C, +E,a
(A.35)
=1, Cp + (rv (Bg —C¢ —Cy +By) +1,,C;. )O‘
N, =-D, +F,a
(A.36)
=—(1-r,,)Cy +(BE —Cy+Bs—1,(By —C - Cy +BS)_rnvCE)a
In addition, the following equilibrium parameters are introduced:
r, C
Q, = o "E (A.37)
rnvCE +rv(BE _CE _CH +Bs)
-1 )C
( l‘lV) E (A.38)

R. =
' (1-r1,)C; +(1-1,)B, -C, -C, +By)

With the additional assumptions from (3.23), (3.24), (3.25) and B, -C, -C,; +B; >0

and C; >0 from Table 3.15, it becomes obvious that 0<Q, <1 and 0<R, <1.
Because r,, <r,, it follows that Q, <R, and one finally obtains:

0<Q, <R, <l (A.39)
By analysing equations (A.37) and (A.38), it follows that:

M, >0<Q,<a
M,=0<Q,=a
M, <0<Q,>a

N,>0<R, <a
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N,=0<R, =a
N, <0=R, >0

Hence, there are nine possible combinations of the signs of M, and N, but due to the

condition (A.39), only five cases can actually occur:

Case I: M, >0,N, >0 R, <a
Case II: M, >0,N, =0<=R, =a
Case III: M, >0,N, <0< Q, <a<R,
Case IV: M, =0,N, <0<Q,=a
Case V: M, <O,N, <0<Q, >a

These five cases will be the starting point for further equilibrium analysis and are repre-

sented graphically in Figure A.1.

Figure A.1: Equilibrium cases of game I'; in function of Q,, R, and o

0 Q, R, 1

Adapted from (Hipel et al., 1995, p. 241)
In a Nash equilibrium, both players maximize their expected payoft considering their

opponent’s “best move”. Hence, an equilibrium calculation must be conducted for cases

I to V by maximising 7, and 7,. While equation (A.33) and the values of M, and N,
reveal the maximum of T,, locating the maximum of T, requires a more detailed analy-
sis:

Case: M, >0,N, >0 =R, <a

Equation (A.39) shows that M chooses B =1 and y =1 which results in:

ml Bk 4E (A40)
oo Bet gt
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Because W’s violation behaviour o is determined by the value of %, which
a

can be = 0, three cases need to be distinguished:

(O If B, —=E,+FE >0, then %> 0 and consequently o =1. This forces
o

R, <1, which would be consistent with (A.39). But there is no equilibrium

in this case, since B, —E, +F >0 requires:
: (A41)

which is impossible considering assumptions (3.25) and a,; >a;, ie.,

B, -B, +C, >0.

@) If B,—E,+F =0, then % =0 and consequently o’ €[0,1]. Although
o

this would be consistent with (A.39), it is inconsistent with (3.25) since it

would require 1, <r,,. It follows that there is no equilibrium in this case.

(3) If B,—E,+FE <0, then %< 0 and consequently o =0. This forces
o

R, <0 which is inconsistent with (A.39) and, clearly, there can be no equi-

librium.
Case II: M, >0,N, =0 R, =a
It follows that " =1 and vy~ €[0,1] leading to:

M| _B _E +Fy (A.42)
oa |y,

() If B,—E,+Ey>0, then %> 0 and consequently o =1. This forces
R, =1 which is inconsistent with (A.39), i.e. R, <1. Hence, there can be

no equilibrium in this case.
(2) If B, —E, +Fy=0, then % = 0 and consequently o €[0,1]. This results
a

in R, =a and the corresponding equilibrium:
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El _Bl

(a",B",7) =R, ) (A.43)

1

. ep s . " El _Bl
This equilibrium exits among conditions 0 < <1 and F #0, or ex-
1

pressed in terms of ry:

Bv _rnv(BD _BC _Cn)

O<r, <
B.+C, +C,

(A.44)

(3) If B, —E,+Ey<0, then %< 0 and consequently o =0. This forces
o

R, <0, which is inconsistent with (A.39) and allows no equilibrium.
Case III: M, >0,N, <0< Q, <a<R,

It follows that " =1 and ¥~ =0 leading to:

om
oo

(A.45)

B=1,y=0

(H If B,—E,; >0, then % >0 and consequently o  =1. This leads to
o

R, >1, which is inconsistent with (A.39), i.e. R, <1 and there is no equi-

librium in this case.

(@) If B, —=E,; =0, then % =0 and consequently o’ €[0,1]. This results in
a

the equilibrium:
(a’,L,0) with o €(Q,,R,). (A.46)

The corresponding existence condition B, =E, can also be expressed in

terms of r,

B, -r (B,—-B.-
rv — \ rnv( D C CII) (A.47)
B.+C, +C,

(3) If B, —E, <0, then % < 0 and consequently o" = 0. This forces Q, <0
a

which is inconsistent with (A.39). Hence, there can be no equilibrium in this

casc.
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Case IV: M, =0,N, <0< Q, =a
It follows that B~ €[0,1] and ¥~ =0 leading to:

on

=B, -E}p (A.48)

oo |,

() If B,—E>0, then %> 0 and consequently o’ =1. This leads to
o
Q, =1, which is inconsistent with (A.39). It follows that there can be no

equilibrium in this case.

(2) If B,—E =0, then % =0 and consequently o €[0,1]. This results in
o

Q, =a’ and the equilibrium:

R B
(a’,B,y )=(Q2,E—1,0) (A.49)

1

B
Together with the existence condition 0 < —- <1 it follows that:
1

Bv _rnv(BD _BC _Cn) <r < Bv +rnvcll (A 50)
B.+C, +C, " B.+C, '

(3) If B,—E <0, then % < 0 and consequently o." = 0. This forces Q, =0
o

and leads to the following equilibrium:

OB0) with B e (%,1] (A5

1
In the light of Q, =0, such an equilibrium is only possible if:

r, =0 (A.52)

Case V: M, <ON, <0<=Q, >a

It follows that B~ =0 and y =0 leading to:

om
oo

=B

p=0,y=0

(A.53)

1
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() If B, >0, then % >0 and consequently o =1. This leads to Q, >1,
o

which is inconsistent with (A.39). Hence, there is no equilibrium in this case.
(2) If B, =0, then % =0 and consequently o €[0,1]. This leads to the fol-
o

lowing equilibrium:

(a’,0,0) with o’ €[0,Q,) (A.54)
It follows that:
B, +r. C

r,=—Y twon (A.55)
B.+C,

(3) If B, <0, then % <0 and consequently o" = 0. This forces Q, =0 and
o

leads to the following equilibrium:
(a',B",7")=(0,0,0) (A.56)
The corresponding existence conditions expressed in terms of r, equals:

BV + I.nv(jll <

r. <1 (A.57)
B.+C,

\%

In summary, there are six Nash equilibria with different existence conditions:

NEL1:

NE2:

NE3:

NE4:

NES

NE6

EI_BI) when 0<r, SBV_rnV(BD_BC_CIl)
F, B.+C, +C,

(a*aB*ay*) = (Rzala

: : B, -r, (B, —B.-C
(a',1,0)for o €(Q,,R,) when r, =— r (Bp c )
B.+C,+C,

Bv _rnv(BD _BC _Cn) <r < Bv +rnvcll

* * * B
(OL aB Y ):(Q ,_1,0) when .
*’E, B.+C, +C, B.+C,

¥ * B
(0,8,0) for B E(E—l,l] when r_ =0

nv
1

* * By +r,C
: (o ,0,0) for o €[0,Q,) when 1, =—V Ivn
BC + CH
* * * B + C
: ((X 9[3 Y ):(09090) when m< . <1
BC +CII
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The only non-transitional Nash equilibria are NE1, NE3 and NE6.

A.4 Increased punishment in game I',

In this chapter, the effects of an increased severity of punishment will be discussed for
all three equilibrium cases of game I';. Increasing the severity of punishment affects the
payoffs parameters such that C, >C,, C,, >C, and B, > B, . All further calculations

will be based on the game model’s assumptions already presented in Appendix A.2 and

A3.

1. Reactive Equilibrium: (¢",8",7") = (R 5oL, E, -8B

F

-)

a) o' T=l,because R, T={

(1 B rnv)(:E

With R, = - ;
(I-1,)C¢ +(1-1,)(Bg —C; —Cy +By)

it can be demonstrated that:

A

a <o’ if R,<R,, ie. (B,-Cy)>(B,-Cy)

a" >a if R,>R,, ie. (B,-C,)<B.-Cy)

Given the level of enforcement and safety commitment remain unchanged, the
same dependencies already known from game I'; apply. Hence, as long as the
net benefit of the increased punishment B, — C,, is greater than its original val-
ue, W’s violation probability decreases. Otherwise, it remains unchanged or de-
creases.

b) B =,since B =1
With B* =p”, it obvious that M’s enforcement probability remains unchanged

and safety procedures are thus always enforced in case of an incident.

* E, -B
¢) v ¥, because ——L 1
1

A

El _Bl _ rv(BC +C11 +CP)+rnv(BD _BC _Cll)_BV
1 rv(BC+CP)+rnv(BD_BC)_(BD+CP)

F
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By comparing this expression with its initial value and by substituting

¢, =C, +AC,, where AC, € R", it can be demonstrated that ¥ <7 .
P P P P y y

Proof:
EIA_BI < E, —B, because —(rva+(1—rv)bACP)<0
F, F, ’
i az(l_rnv)(BD_BC)+(1+rv)C[1
with
b=B, _rnv(BD —Bc¢ _CII)

The expression r,a+ (1 —T, )b cannot become negative since

rva+(1—rv) =

(rv _rnv)(BD _BC)+ (rv2 +rvrnv +rv _rnvkll + (l_rv)BV > O
where B, >B., B, >0, C,; >0 aswellas r, >r_,.

This implies that, in a reactive environment, a more severe punishment reduces

M’s enforcement probability in case of no incident with certainty.

ANk Ak

A K ~ B
Calculative/Proactive Equilibrium: (& ,3",7)=(Q,,—=,0)
E

a) o T=l,because Q, T={

) A C
With Q, = _mE
r,Cg +1,(Bg —C —Cy +By)

it follows that:
4" <a if Q,<Q,, ie. (B.-C,y)>(B,-Cy)

Ak

a" >a’ if Q,>Q,, ie.  (By-Cy)<B,-Cy)

Identical to the results of the reactive equilibrium, W’s violation probability in-
creases, decreases or remains unchanged depending on the effectiveness of the

new punishment.

* B
b) B, because —

1

With B, =r,C, +1,, (B, —B_)

b

it can easily be demonstrated that:
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5

because —<—

B <B
) E El

As a consequence, increased punishment leads to a reduced enforcement proba-

bility in case of an incident.
¢) Y =,because y =0

With 7" =7y, it follows that M’s enforcement probability in case of no incident

remains unchanged.

Ak Ak

Generative Equilibrium: (&,B",7") = (0,0,0)
In a generative environment, the changes in payoff parameters caused by an increased se-

M

verity of punishment have no effect on the equilibrium values which results in & = o,
p=p and ¥ =7y .
Equilibrium Thresholds:

Since the equilibrium thresholds generally apply to all equilibrium cases, only a single

comparative statics analysis needs to be conducted.
a) X4

Bv _rnv(BD _BC _Cu)

With X = D
B.+C, +C,

one obviously finds that X < X .

b

The described change of the RET results in a decreased surface area of the reac-

tive equilibrium’s existence region since the RET line moves further to the left.
b) Y=

BV + I.nv(jll
B.+C,

With Y= one finds that Y =Y .

b

The GET remains unaffected by an increase in the severity of punishment.
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A.S Increased management commitment in game I",

The effects of an increased management commitment will be discussed for all three

equilibrium cases of game T'>. The conditions B. > B.., B, >B,, B, >B,, B, > By,

B, > B, and B, < B, as well as the model’s essential assumptions from Appendix A.2

and A.3 apply. However, one important simplification is introduced. It is argued that

increased management commitment causes the benefits for having a clean safety record

B¢ and for having a documented clean safety record Bp to rise at least equally or slight-

ly in favour of Bp which delivers B, -B. > B, —B,..

L.

Reactive Equilibrium: (&",B",7") = (R 55, ﬁ)
Fl
a) o' {,because R,

~ 1—
With R, = (=5 )Ce _
(-1, )Cg +(1-1,)B; —C, —C} +By)

it follows that:

a <a because R, <R, due to B, + B, > B, + By

b

The new level of management commitment causes W’s violation probability to

decrease.

b) B =,since B =1
M’s enforcement probability remains unchanged, i.e. B* =p* and M always en-
forces in case of an incident.

C) y* T:J«, because {ﬂj 1=

1

El _]~31 _ rv(BC +C11 +CP)+rnv(BD _BC _Cll)_BV
Fl rv(BC+CP)+rnv(BD_BC)_(BD+CP)

By substituting B, = B. + AB., B, =B, + AB, and B, =B, — AB,,, while

AB., AB,, AB, € R ", the above expression can be compared to its original

value. This comparison delivers the following equations:
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- _ _ a b
7 <y if —B _E. =B Lo —(—ABC+—ABDj<ABV
C C

with

a= (rv2 _rnzv +2rvrnvkjll _rV(BD _BV +CP)+rnV(CP _BV)

b= (rnzv _rvrnvkjll +rv(Bc +CP +CII)_rnV(CP +C11 _BV)_BV
c= rV(BC +CP)+rnv(BD _BC)_(BD +CP)

The described inequality holds since ¢ < 0.

_ a b
1> BB e —[2AB.+-AB, |>AB,
F C C

¥ >y if !

F, |
Hence, whether M’s enforcement probability decreases, increases or remains
unchanged is not evident. Nevertheless, above equations allow concluding that

M’s enforcement probability is bound to decrease as long as the reduction in the

benefits of violation dominates the weighted increase in the benefits of compli-

ance.
2. Calculative/Proactive Equilibrium: (&",B",7")=(Q,,=",0)
El
a) o' {,because Q, ¥
. ~ r, C
With Q, = v E —
1, Cp +1,(B; —C; —Cy; +By)
it follows that:
a <a because Q, <Q, due to B, + B, > B, + By

b)

Hence, W’s violation probability decreases in case of increased management

commitment.

" B
B 4, because —J
El
]~3V _rv(ﬁc +Cll)+rnvcll
1 erP +rnv(]~3D _Ec)

mz|_tcz
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By substituting B, =B, + AB., B, =B, + AB, and B, =B, — AB,,, while
AB., AB,, AB, € R* the above expression can be compared to its original
value and it can be demonstrated that §* <B".

Proof:

11| T

< % because aAB. +bAB, +cAB, <0  with
1 b

1
]

a=r.C,—1.C, -1, (BD +C,, )+ r, By
b=rr, (Bc +Cy )_ rnCy -1, By
C=1, (Bc -B, )_ r,C,
Considering ABj, > AB., the inequality aAB.+bAB, +cAB, <0
holds, since a+b<0 dueto -r’C, -r,r,, (B, -B.)<0 and ¢<0 due
to B. <Bp.
Thus, M’s enforcement probability decreases in case of an incident.
¢) Y =, because y =0
Thus, ¥ =7 and M’s enforcement probability remains unchanged.
Generative Equilibrium: (&",B",7") = (0,0,0)
In a generative environment, the changes in parameters caused by an increased management

commitment towards safety have no effect on the equilibrium, i.e. &" =o', p* =B" and

Yy =v.
Equilibrium Thresholds:
a) X4

With )”(:Bv _Nrnv(BD_Bc_Cll) one finds that )~(<X_

B.+C, +C,
Proof:
B, _Nrnv(BD -B.-Cy) < B, -r,(B, -B.-C}) because
B.+C,+C,, B.+C,+C,,

aAB. —bAB, —cAB, <0  with
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b)

Considering ABj, > AB., the inequality aAB.—-bAB,—-cAB, <0

holds, because a—b <0 due to rnv(BD -B. —CH)—BV <0 and ¢>0.
The described change in the RET results in a decreased surface area of the reac-
tive equilibrium’s existence region. Hence, supposing that the incident probabil-

ity remains unchanged, a calculative organisation moves further away from a re-

active stage.

Y

oo

With Y = BXJr—r“VC“ one finds that Y <Y , because Y < By
BC

B.+C,

b

Tt

C

The described change in the GET results in a decreased surface area of the cal-
culative/proactive equilibrium’s existence region. Hence, supposing that the in-
cident probability remains constant, a calculative organisation moves towards a

generative safety culture.
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A.6 Contractor safety in game I',

The effects of contractor safety will be discussed for all three equilibrium cases of game
I',. The conditions B, < B,., B, <B,, B, <B,, C, <C, and C, <C, aswell as the

model’s essential assumptions from Appendix A.2 and A.3 apply. However, in compar-
ison to the original game I';, an important simplification is introduced. Contractor safety
causes the benefits for having a clean safety record B¢ and for having a documented
clean safety record Bp to decrease at least equally or slightly in favour of Bp, which re-

sultsin B, -B. <B, -B

c*

— %k m% %k = E _B
1. Reactive Equilibrium: (&",B",7") = (R,,,——+

)

1

a) o' {=T,because R, =T

(1 _rnv )CE
(1-1,)Cp +(1-1,)(B, —C, —C,, +By)

With R, =

the following results can be imagined:

a <a if R, <R,, ie, B,-C,>B,-C,

i >a if R,>R,, e, B,-C,<B,-C,

Hence, whether the violation probability decreases, increases or remains un-

changed is not evident.

Nevertheless it can be concluded that, as long as the net benefits of the enforce-
ment are smaller with C than they are with S, C will violate more often. This

proposition is supported by the following consideration. Inserting
B, =B, -AB; and C, =C, - AC,,, with AB;, AC,, e R", into above equa-
tion delivers AC; —AB.Z0 . Considering that M also needs a contractor man-

agement programme with significant handling costs, it is realistic to assume that

AC,; will be small and AC; <AB;. As a consequence, AC,; —AB; <0, i.e.,

It is thus very likely that contractors violate more often than staff members alt-

hough it cannot be determined with certainty.
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b) P =,since B =1

M’s enforcement probability remains unchanged, i.e. B~ =p".

C) y* J«:T, because (ﬂj =T

1

E -B, _ rv(]f%C +C, +CP)+rnv(]§D - B, —C“)—BV
Fl rv(BC+CP)+rnv(BD_BC)_(BD+CP)

By substituting B. =B.-AB., By =B, -AB, and C, =C, -AC,, with

AB., AB,, AC, € R", the above expression can be compared to its original

value. This comparison delivers:

v o<y if E -8B BB ,i.e., —(EABC +EABDj>ACP with
K F Cc c ’
a= (r\? _errnv +rnzv X:II + (rv _rnv )(BD + CP _BV)
b = (rvrnv _rnzv kll +(rnv _rv XBC + CP + CII)+(1_rnV )BV
Cc= (r\/2 _rvrnvkzll +(rv _rnv)(BD _Bc _Cn)_rv(Bv +CP)+BV
v 2y if BB BB , le., —(EABC +EABngAcp
K F Cc c _

Examining these equations in more detail reveals that even if M were able to

reach the same level of compliance benefits with C than with W, i.e.,

AB. = AB =0, it would still need to enforce more often. This result is due to

the fact that, per definition, AC, >0. Consequently, only ¥~ >y remains as the

possible equilibrium strategy.

—k Nk ok — B
Calculative/Proactive Equilibrium: (&, ,Y )=(Q2,E—1,O)
1

a) o =T, because Q, ¥=T

~ C
With Q, = _Tm B
r,Cg +1,(Bg —C —Cy +By)

the following results can be imagined:

a <a’ if Q, <Q,, ie, B,-C,>B,-C,

b
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b)

a >a’ if Q,>Q,, ie, By-C,<B,-Cy

Hence, as long as the net benefits of the enforcement are smaller with C than
they are with S, C will violate more often. This proposition is once again sup-
ported by the high likelihood of AC,; <ABy and consequently &" > a.".

* B
B" T, because E—l )

1

Bv _rv(P’c + Cn) +rnVCII
rvép +rnv(]§D —BC)

With S0 =
E1

-

it can easily be demonstrated that:

Soli

* * 1

B> because

el

1

B,
>_
E,
Proof:
Bv - rV(EC + Cn) + rnvcll > Bv - rv(Bc + Cn) + rnvcll >
because AB. >0, which delivers ]§1 > B,.
erP + rnv(BD _Bc) < erP + rnv(BD _Bc)a
because —(rVACP +1,,(AB, —ABC))< 0, which delivers E1 <E,.

It can thus be concluded that M’s enforcement probability in case of no incident

increases.

¢) Y =,because y =0

M’s enforcement probability remains unchanged, i.e. ¥ =7 .

Generative Equilibrium: (&*,B,7") = (0,0,0)

In a generative environment, there is no difference between contractor and staff member

safety with &" = o, " =p” and V=7,

Equilibrium Thresholds:
a) X7
o By-r.(B,-B.- v
With X =-—Y vr“V( Lt Cu) one finds that X > X.
B.+C,+C,

173



b)

Proof:
By —1,, (By =Bc =Cy)) > By —1,,(By ~Bc ~Cy))
since (AB, —AB.)=>0.
Furthermore, B +C, +C,, <B. +C, +C,, since —(ABC +ACP)<0.

The described change in the RET results in an increased surface area of the reac-
tive equilibrium’s existence region. Hence, supposing that the incident probabil-

ity remains constant, a calculative organisation moves further towards a reactive

stage.
YT
- B,+r C - g
With Y =—"—"""1  onefindsthat Y >Y  because B. <B_
B.+C, ’ :

The described change in the GET results in an increased surface area of the cal-
culative/proactive equilibrium’s existence region. Hence, supposing that the in-
cident probability remains constant, a calculative organisation moves further

away from a generative safety culture.
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A.7 Improved safety standard in game I,

An improvement in safety standard is equivalent to a reduction of the game’s risk level,

which is determined by incident probability, i.e., r, and 14y, and consequences, i.e. C

and C,. In a first part, the effects of reduced incident probabilities as a consequence of
technological progress will be investigated, i.e., r <r, and r, <r, . In a second part,
the effects of reduced incident costs as a consequence of organisational effectiveness

will be investigated with C,, < C,, and C,, < C,.

Technological progress:
. oqe . ~% ok~ - El _El
1. Reactive Equilibrium: (a0 ,B ,y )=(R,,l,———

)

a) o' {=T,because R, =T

D _ (1_fnv)CE

' (1-1,)C +(1-1,)(B, -C, -C, +By)

Comparing the expression with its original value by substituting r =1, —Ar,

nv nv

and 1, =1, —Ar, where Ar,,Ar,, € R yields the following results:

6 <o if li2<R2, ie., Arv>(11—1'v JArnv
_rnV

AR if ﬁZZRZ, ie., Arvg(ll—l'v JArnv
_rnV

In a reactive environment, the violation probability either increases, decreases or
remains unchanged depending on the variation of both incident probabilities.

However, if one assumes that both incident probabilities decrease by the same

amount, i.e., Ar, = Ar, , it follows that a.” < a.”.

b) P =,since B =1

M’s enforcement probability remains unchanged, i.e. B = p”. Thus, M enforces

every time an incident happens.
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B, t,(B.+C,+C

( Cn)_Bv

E, -
F, t,(B.+C,)+1, (B, -B ) (B +C,)

c) vy "=, because{ J
o)

By substituting 1, =1, —Ar_ and T, =1, —Ar

nv A\ A\ v

where Ar ,Ar,, eR", the

above expression can be compared with its original value. This comparison de-

livers:
C
E,-B, E -B [H“)
7<y if L2 S 2 e, A <—r—Z A,
F R b_
a nv
for E—rnV #0  with
a
a=C,(B,+C,)
b=(B. +CH+C XB, +C,)-B,(B. +C,)
c:(BD )(BD+CP)_BV(BD_BC)’
C
E,-B, _E -B [H“)
72y if L2 22 e, A 2L Ar
R R b_
a nv
for E—rnvqéO
a

Thus, M’s enforcement probability either increases, decreases or remains un-
changed depending on the variation of both incident probabilities. Considering

that both incident probabilities are likely decrease at the same amount, it can be

concluded that b+c + a(rv - rnv) >0 and consequently 7" >y’

—~k Sk o~k oy B
2. Calculative/Proactive Equilibrium: (o ,[3 ,y )=(Q2,E—1,O)

a) o I=T,because Q, +=T

N anCE
Qz == —
,Cp+1,(Bg —C, —C,; +By)
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b)

Comparing the expression with its original value by substituting r, =1, —Ar,,

and 1, =1, —Ar,, where Ar,,Ar,, e R, yields the following results:

: ~ , T,
a <a’ if Q,<Q,, ie, Ar,<—Ar for r,6#0
T ]
nv
—% 5 . ~ . rv
o >a if Q,>Q,, ie., Ar, 2—Ar, for r, #0
r .

nv

In a calculative environment, the violation probability either increases, decreases
or remains unchanged depending on the variation of both incident probabilities.

Once again, by assuming that both incident probabilities decrease by the same

amount, i.e. Ar, = Ar,_, it can be demonstrated that a." < o.”.
. B
B" 1=T, because E—l =1
1

Bv _?v (BC + Cn) + ?nvcn
,fVCP +,fnv (BD _Bc)

B,
E,

By substituting r, =1, —Ar, and I, =r, —Ar,, where Ar ,Ar_ €R", the

nv

above expression can be compared with its original value. This comparison de-

livers:

c
B, B [r“_a)

B" <P if —L<—L je, Ar, <—%Ar,, for r, +—#0
El 1 (r +E a s
a=C,C, +(BC +Cy )(BD _BC)

with  b=B,C,
C_BV(BD BC) ,
c
B, _B [r“_)
[ if ]::—12 L ie., Ar, > Ar.,  for r +—#0
1

In a calculative environment, the enforcement probability either increases, de-
creases or remains unchanged depending on the variation of both incident prob-

abilities. Once again, by assuming that both incident probabilities decrease by
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the same amount, i.e., Ar, = Ar,_, it can be concluded that b+c— a(rV - rnv) >0,

nv

because 1, —r,, <1 and thus B~ >p".
¢) Y =,because y =0

M’s enforcement probability remains unchanged, i.e. ¥ =7 .

N

3. Generative Equilibrium: (a”,B",y") = (0,0,0)
In a generative environment, a change in incident probabilities has no effect on the equilib-
rium strategies, i.e, a = o , p°=B" and ?* =y*.

4. Equilibrium Thresholds:

Since incident probabilities are set to be exogenous and constant during one round of play, a

change of incident probabilities does not affect the equilibrium thresholds.

Organisational effectiveness:
. ey . ~% % o~k El _ﬁl
1. Reactive Equilibrium: (a0, ,y ):(Rz,l,T)
1

— %
a) a =,because 0 =R,

Interestingly, a reduction in incident costs has no effect on W’s violation behav-

M

iour, ie., o =a’.
b) P =,since B* =1

M’s enforcement probability also remains unchanged, i.e., B~ =p".
¢) v T, because [%} 0
1

Y >y because E, —]§1 >E, -B,, dueto (r,-r )C, <(r, -r,)C

nv 11

It can be concluded that a reduction in incident costs leads to an increased en-

forcement probability for M.

=

1 ,0)

1

2. Calculative/Proactive Equilibrium: (a.°, 6* 7)) =(Q,,

™

a) o =,because o =Q,
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Once again, a reduction in incident costs has no effect on W’s violation behav-

M

. . —_
lour, 1.e., 0. =0 _

b) B T, because % )

1

B >p because B, >B,, dueto (r, —1,)C, <(r, —1,)C,

In a calculative environment, a reduction in incident costs thus leads to an in-

creased enforcement probability for M when there is an incident.
¢) Y =, because y =0

M’s enforcement probability remains unchanged with " =7v".

ok o~k

Generative Equilibrium: (a”,B",y") = (0,0,0)

A change in incident costs does obviously not affect the players’ strategies, resulting in
o =a,p =p andy =7 .

Equilibrium Thresholds:

a) X7

BV _rnv(BD _BC _611)
B.+C, +C,

With X = , one finds that X > X, as long as

aAC,, >0, with a=B, —r, (B, +C,).

Although this condition cannot always be guaranteed (e.g., if r,y becomes large),
the described change in the RET will always result in an increased surface area
of the reactive equilibrium’s existence region. The reason being that the RET’s
X-axis intercept increases with certainty due to

B, . B,
BC+CP+CII BC+CP+CII

Hence, supposing that the incident probability remains constant, a calculative
organisation moves further towards a reactive culture.

b) YT

With Y = B\/Jr—rnxcll , one finds that Y >Y,

B.+C,
because aAC,, >0 with a=B, —r, B..
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Due to B, > B, the described change in the GET always results in an in-

creased surface area of the calculative/proactive equilibrium’s existence region.
Thus, supposing that the incident probability remains constant, a calculative or-

ganisation moves further away from a generative safety culture.

180



References

Research sources

Adams, J. (2007). Risk Management: It’s Not Rocket Science - It’s Much More Com-
plicated: Magazine For Public Risk Management. (May), 9-12. Retrieved from
http://www.eirm.com/Knowledge%20Services/EIRM%20Risk%20Library/Risk%20
Leadership%?20Articles.aspx.

Ajzen, 1. (1991). The Theory of Planned Behavior. Organizational Behavior and Hu-
man Decision Processes, (50), 179-211. Retrieved from http://people.umass.edu/
aizen/obhdp.html

Aliprantis, C. D., & Chakrabarti, S. K. (2000). Games and decision making (1st ed.).
Oxford, U.K.: Oxford University Press.

Andersen, T. J. (2007). Strategic Risk Management (SRM) - Outlining the Contours of
the ‘New Risk Management’ Paradigm. Public Risk Forum, (May), 35-38. Retrieved
from http://www.eirm.com/Knowledge%20Services/EIRM%20Risk%20Library/
Risk%20Leadership%20Articles.aspx.

Anderson, M. (2005). Behavioural Safety and Major Accident Hazards: Magic Bullet or
Shot in the Dark? Process Safety and Environmental Protection, 83(2), 109-116.
doi: 10.1205/psep.04230.

Andreozzi, L. (2004). Rewarding Policemen Increases Crime. Another Surprising Re-
sult from the Inspection Game. Public Choice, 121(1-2), 69-82. doi:
10.1007/s11127-004-6166-x.

Andreozzi, L. (2010). Inspection games with long-run inspectors. European Journal of
Applied Mathematics, 21(4-5), 441-458. doi: 10.1017/S0956792510000136.

Arrow, K. J., Cropper, M. L., Eads, G. C., Hahn, R. W., Lave, L. B., Noll, R. G., ...
(1996). Benefit-cost analysis in environmental, health, and safety regulation: A
statement of principles. Washington, D.C.: AEI Press.

Aven, T., & Vinnem, J.-E. (2007). Risk management with applications from the offshore
petroleum industry (1st ed.). Springer Series in Reliability Engineering. London,
U.K.: Springer.

Avenhaus, R. (2004). Applications of inspection games. Mathematical Modelling and
Analysis, 9(3), 179-192. doi: 10.1080/13926292.2004.9637251.

Avenhaus, R., Okada, A., & Zamir, S. (1991). Inspector leadership with incomplete in-
formation. In R. Selten (Ed.), Game equilibrium models IV (1st ed., pp. 319-361).
Berlin, Germany: Springer.

181



Avenhaus, R., von Stengel, B., & Zamir, S. (2002). Chapter 51 Inspection games. In R.
J. Aumann (Ed.), Handbook of Game Theory with Economic Applications (1st ed.,
Vol. 3, pp. 1947-1987). Amsterdam, The Netherlands: North-Holland.

Bagwell, K., & Wolinsky, A. (2002). Game Theory and Industrial Organization. In R. J.
Aumann (Ed.), Handbook of Game Theory with Economic Applications (1st ed., Vol.
3, pp. 1851-1895). Amsterdam, The Netherlands: North-Holland.

Baker 111, J. A., Bowman, F. L., Glenn, E., Gorton, S., Hendershot, D., Leveson, N., ...
(2007). The report of the BP U.S. refineries independent safety review panel.
Retrieved from www.bp.com/bakerpanelreport.

Baram, M., & Schoebel, M. (2007). Safety culture and behavioral change at the work-
place. Safety Science, 45(6), 631-636. doi: 10.1016/j.ss¢i.2007.04.001.

Baranzini D., & Christou, M. D. (2010). Human factors data traceability and analysis in
the European Community’s Major Accident Reporting System. Cogn Tech Work,
12(1), 1-12. doi: 10.1007/s10111-009-0129-4.

Battmann, W., & Klumb, P. (1993). Behavioural economics and compliance with safety
regulations. Safety Science, 16(1), 35-46. doi: 10.1016/0925-7535(93)90005-X.

Behm, M., Veltri, A., & Kleinsorge, I. K. (2004). The Cost of Safety: Cost analysis
model helps build business case for safety. Professional Safety, (April), 22-29. Re-
trieved from http://www.asse.org/practicespecialties/bosc/docs/ps0404behm.pdf.

Berentsen, A., Briigger, E., & Lortscher, S. (2008). On cheating, doping and whistle-
blowing. FEuropean Journal of Political Economy, 24(2), 415-436. doi:
10.1016/j.ejpoleco.2007.12.002.

Bergstrom, M. (2005). The potential-method - an economic evaluation tool. Journal of
Safety Research, 36(3), 237-240. doi: 10.1016/j.jsr.2005.06.005.

Bernard, T., & Bieta, V. (2007). Betrugspriavention durch Frithwarnsystem. Die Bank,
(9), 46-52.

Bevilacqua, M., Ciarapica, F. E., & Giacchetta, G. (2008). Industrial and occupational
ergonomics in the petrochemical process industry: A regression trees approach. Ac-
cident Analysis and Prevention, 40(4), 1468—1479. doi: 10.1016/j.aap.2008.03.012.

Bieta, V., Broll, U., & Siebe, W. (2006). Zustandsrisiken und Verhaltensrisiken sind
nicht dasselbe. Risiko Manager, (11), 16—19. Retrieved from http://www.risiko-
manager.com/index.php?id=162&tx_ttnews[cat]=31&tx _ttnews[tt news]=8280&tx
ttnews[backPid]=161&cHash=e2e2a9f4e9.

Bieta, V., Kirchhoff, J., Milde, H., Siebe, W., & Walter, N. (2004). Szenarienplanung
im Risikomanagement: Mit der Spieltheorie die Risiken der Zukunft erfolgreich steu-
ern. Weinheim, Germany: Wiley-VCH.

Bieta, V., & Milde, H. (2005, October 14). Uber den naiven Umgang mit Risiken in den
Banken.  Frankfurter  Allgemeine  Zeitung, p. 29. Retrieved from
http://www.seiten.faz-archiv.de/faz/20051014/fd120051014404154.html.

Bird, F. E., & Germain, G. L. (1996). Practical loss control leadership (Rev.). Logan-
ville, GA: International Loss Control Institute.

Bond, J. (2008). The blame culture - an obstacle to improving safety. Journal of Chemi-
cal Health & Safety, 15(2), 6-9. doi: 10.1016/j.jchas.2007.07.002.

182



Brams, S. J., & Kilgour, D. M. (1992). Putting the Other Side "On Notice" Can Induce
Compliance in Arms Control. Journal of Conflict Resolution, 36(3), 395-414. doi:
10.1177/0022002792036003001.

Brealey, R. A., Myers, S. C., & Allen, F. (2006). Principles of corporate finance (8th
ed.). The McGraw-Hill/Irwin series in finance, insurance, and real estate. Boston,
MA: McGraw-Hill/Irwin.

Bridges, W. G. (1994). The Cost and Benefits of Process Safety Management: Industry
Survey Results. Process Safety Progress, 13(1), 23-29. doi: 10.1002/prs.680130115.

Brithwiler, B. (2003). Risk Management als Fiihrungsaufgabe. Methoden und Prozesse
der Risikobewiltigung fiir Unternehmen, Organisationen, Produkte und Projekte (1st
ed.). Bern, Switzerland: Haupt.

Bryden, R., Hudson, P. T. W., van der Graaf, G. C., & Vuijk, M. (2004). “Why did I do
that?”; From Unsafe Acts to Working Safely. In Society of Petroleum Engineers Inc.
(Ed.), Proceedings of the Seventh SPE International Conference on Health, Safety &
Environment in Oil and Gas Exploration and Production, Calgary, Alberta, Canada,
29-31 March 2004. Richardson, TX: Society of Petroleum Engineers Inc.

Carlin, B. P., & Louis, T. A. (2008). Bayesian methods for data analysis (3rd ed.). Boca
Raton, FL: Chapman & Hall/CRC.

Celati, L. (2004). The dark side of risk management: How people frame decisions in
financial markets (1st ed.). London, U.K.: Financial Times Prentice Hall.

Chiappori, P. A., Levitt, S., & Groseclose, T. (2002). Testing Mixed-Strategy Equilibria
When Players Are Heterogeneous: The Case of Penalty Kicks in Soccer. American
Economic Review, 92(4), 1138-1151.

Cooper, D. J., & Kagel, J. H. (2008). Learning and transfer in signaling games. Eco-
nomic Theory, 34(3), 415-439. doi: 10.1007/s00199-006-0192-5.

Crouhy, M., Galai, D., & Mark, R. (2001). Risk management (1st ed.). New York, NY:
McGraw-Hill.

Cullen, W. D. (1990). The public inquiry into the Piper Alpha disaster. London, U.K.:
The Stationery Office.

Das, S. (2006). Risk management (3rd ed.). The Das Swaps & Financial Derivatives
Library. Hoboken, NJ: Wiley.

Diaz-Cabrera D., Hernandez-Fernaud, E., & Isla-Diaz, R. (2007). An evaluation of a
new instrument to measure organisational safety culture values and practices. Acci-
dent Analysis and Prevention, 39(6), 1202—1211. doi: 10.1016/j.aap.2007.03.005.

Duijm, N. J., Fiévez, C., Gerbec, M., Hauptmanns, U., & Konstandinidou, M. (2008).
Management of health, safety and environment in process industry. Safety Science,
46(6), 908-920. doi: 10.1016/j.ss¢i.2007.11.003.

Einhaus, C. (2002). Operationelle Risiken — Grundlagen der aktuellen Diskussion.
Sparkasse, (11), 488—490.

Elliott, M. A., Baughan, C. J., & Sexton, B. F. (2007). Errors and violations in relation
to motorcyclists’ crash risk. Accident Analysis and Prevention, 39(3), 491-499. doi:
10.1016/j.2ap.2006.08.012.

Erben, R. (2004). Herdentrieb. Risknews, 1(3), 42—46. doi: 10.1002/risk.200490059.

183



Fang, L., Hipel, K. W., & Kilgour, D. M. (1997). How penalty affects enforcement of
environmental regulations. Applied Mathematics and Computation, 83(2-3), 281—
301. doi: 10.1016/S0096-3003(96)00189-0.

Favennec, J.-P., & Baker, R. (2001). Refinery operation and management. Petroleum
Refining: Vol. 5. Paris, France: Editions Technip.

Flin, R. M. K., O'Connor, P., & Bryden, R. (2000). Measuring safety climate: identify-
ing the common features. Safety Science, 34(1-3), 177-192. doi: 10.1016/S0925-
7535(00)00012-6.

Fogarty, G. J. (2003). Errors, Violations, and Reporting Behaviour in Aviation Mainte-
nance. Retrieved from http://www.usq.edu.au/users/fogarty/My%?20papers/Conpaper
%202003.pdf.

Fogarty, G. J., & Shaw, A. (2010). Safety climate and the Theory of Planned Behavior:
Towards the prediction of unsafe behavior. Accident Analysis and Prevention, 42(5),
1455-1459. doi: 10.1016/j.aap.2009.08.008.

Fogarty, G. J., & Worth, E. (2003). Modelling Errors and Violations in High-Risk In-
dustries. In M. Katsikitis (Ed.), Proceedings of 38th APS Annual Conference, 2-5
Octtober 2003 (pp. 65—69). Melbourne, Australia: Australian Psychological Society.
Retrieved from http://eprints.usq.edu.au/118/1/APS_Conference Proceedings Paper
_Fogarty%26Worth.pdf.

Franckx, L. (2001a). Ambient environmental monitoring, sequential firm inspections
and time-decreasing benefits of inspection. Economics Bulletin, 17(1), 1-10.
Retrieved from http://www.accessecon.com/pubs/EB/2001/Volumel7/EB-01Q20001
A.pdf.

Franckx, L. (2001b). Ambient environmental inspections in repeated enforcement
games: Working Paper Series n°2001-12. Retrieved from
http://www.econ.kuleuven.ac.be/ew/academic/energmil/downloads/ete-wp01-12.pdf.

Franckx, L. (2002). The Use of Ambient Inspections in Environmental Monitoring and
Enforcement When the Inspection Agency Cannot Commit Itself to Announced In-
spection Probabilities. Journal of Environmental Economics and Management, 43(1),
71-92. doi: 10.1006/jeem.2000.1167.

Friehe, T. (2008). Correlated payoffs in the inspection game: some theory and an appli-
cation to corruption. Public Choice, 137(1-2), 127-143. doi: 10.1007/s11127-008-
9317-7.

Fudenberg, D., & Tirole, J. (2005). Game theory (11th ed.). Cambridge, MA: MIT
Press.

Gibbons, R. (1992). 4 primer in game theory. Harlow, U.K.: Pearson Education.

Glendon, A. 1., Clarke, S., & McKenna, E. F. (2006). Human safety and risk manage-
ment (2nd ed.). Boca Raton, FL: CRC Taylor & Francis.

Gonzalez, J. J., & Sawicka, A. (2003). Modeling Compliance as Instrumental Condi-
tioning. In F. Detje (Ed.), The logic of cognitive systems. Proceeding of the fifth In-
ternational Conference on Cognitive Modeling, April 10 - 12, 2003 ; ICCM-5 2003 /-
International Conference on Cognitive Modeling. Bamberg, Germany: Universitéts-
Verlag Bamberg.

184



Gower-Jones, A. D., van der Graaf, G. C., & Doran, J. A. (1998). Experience With Tri-
pod BETA Incident Analysis: SPE 46659. In Society of Petroleum Engineers Inc.
(Ed.), Proceedings of the Fourth SPE International Conference on Health, Safety,
and Environment in Oil and Gas Exploration and Production, Caracas, Venezuela,
7-10 June 1998. Richardson, TX: Society of Petroleum Engineers Inc.

Greenberg, H. R., & Cramer, J. J. (Eds.) (1991). Risk assessment and risk management
for the chemical process industry. New York, NY: Wiley.

Harsanyi, J. C., & Selten, R. (1988). 4 General Theory of Equilibrium Selection in
Games. Cambridge, MA: MIT Press.

Hessian, R. T., & Rubin, J. N. (1991). Checklist Reviews. In H. R. Greenberg & J. J.
Cramer (Eds.), Risk assessment and risk management for the chemical process indus-
try (pp. 30—47). New York, NY: Wiley.

Heyes, A., & Kapur, S. (2007). An Economic Model of Whistle-Blower Policy. Journal
of Law, Economics, and Organization, 25(1), 157-182. doi: 10.1093/jleo/ewm049.

Hipel, K. W., Kilgour, D. M., & Yin, X. (1994). Whistle-blowing in enforcement of en-
vironmental regulations. In Humans, information and technology (Vol. 1, pp. 896—
901). New York, NY: IEEE.

Hipel, K. W., Kilgour, D. M., & Yin, X. (1995). The contribution of a reporting system
to environmental enforcement. Information and Systems Engineering, (1), 233-253.

Hirshleifer, J., & Rasmusen, E. (1992). Are Equilibrium Strategies Unaffected by Incen-
tives? Journal of  Theoretical  Politics, 4(3), 353-367. doi:
10.1177/0951692892004003007.

Holler, M. J. (1993). Fighting pollution when decisions are strategic. Public Choice,
76(4), 347-356. doi: 10.1007/BF01053304.

Holler, M. J., & Illing, G. (2009). Einfiihrung in die Spieltheorie (7th ed.). Springer-
Lehrbuch. Berlin, Germany: Springer.

Hollnagel, E. (2004). Barriers and accident prevention. Aldershot, U.K.: Ashgate.

Hopkins, A. (2000). Lessons from Longford: The Esso gas plant explosion. Sydney,
Australia: CCH Australia Limited.

Hopkins, A. (2011). Management Walk-Arounds: Lessons from the Gulf of Mexico Oil
Well Blowout: Working Paper 79. Retrieved from http://ohs.anu.edu.au/publications/
pdf/WP%2079%20Hopkins%20Gulf%200f%20Mexico.pdf.

Hoyos, C. (1995). Occupational Safety: Progress in Understanding the Basic Aspects of
Safe and Unsafe Behaviour. Applied Psychology, 44(3), 233-250. doi:
10.1111/5.1464-0597.1995.tb01078.x.

Huang, Y. H., Leamon, T. B., Courtney, T. K., DeArmond, S., Chen, P. Y., & Blair, M.
F. (2009). Financial Decision Makers’ Views on Safety: What SH&E professionals
should know. Professional  Safety, (April), 36-42. Retrieved from
http://www.asse.org/practicespecialties/bosc/docs/F2_Huangetal 0409.pdf.

Hudson, P. T. W. (1992). Prevention of Accidents involving Hazardous Substances:
The Role of the Human Factor in Plant Operation. In Organisation for Economic Co-
operation and Development (Ed.), OECD Environment Monographs. No. 44. Paris,
France: Organisation for Economic Cooperation and Development.

185



Hudson, P. T. W. (2001). Safety Management and Safety Culture The Long, Hard and
Winding Road. In W. Pearse, C. Gallagher, & L. Bluff (Eds.), Occupational Health
& Safety Management Systems. Proceedings of the First National Conference (pp. 3—
32). Melbourne, Australia: Crown Content.

Hudson, P. T. W. (2007). Implementing a safety culture in a major multi-national. Safe-
ty Science, 45(6), 697-722. doi: 10.1016/].ss¢1.2007.04.005.

Hudson, P. T. W. (2007). Safety Culture Models as the Basis for Improvement.
Retrieved from http://www.umweltbundesamt.de/nachhaltige-produktion-
anlagensicherheit/anlagen/dokumente/oecd-cca-workshop/ii_3 prae hudson
netherlands.pdf.

Hudson, P. T. W., & Stephens, D. (2000). Cost and Benefit in HSE: A Model for Calcu-
lation of Cost-Benefit using Incident Potential. In Society of Petroleum Engineers
Inc. (Ed.), Proceedings of the Fith SPE International Conference on Health, Safety,
and Environment in Oil and Gas Exploration and Production, Stavanger, Norway,
26-28 June 2000. Richardson, TX: Society of Petroleum Engineers Inc.

Hudson, P. T. W., van der Graaf, G. C., & Bryden, R. (1998). The Rule of Three: Situa-
tion Awareness in Hazardous Situations. In Society of Petroleum Engineers Inc.
(Ed.), Proceedings of the Fourth SPE International Conference on Health, Safety,
and Environment in Oil and Gas Exploration and Production, Caracas, Venezuela,
7-10 June 1998. Richardson, TX: Society of Petroleum Engineers Inc.

Hudson, P. T. W., Verschuur, W. L. G., Parker, D., Lawton, R., & van der Graaf, G. C.
(1998). Bending The Rules: Managing Violation in the Workplace. Retrieved from
http://www.energyinst.org.uk/heartsandminds/docs/bending.pdf.

Jordan, J. (1995). Bayesian Learning in Repeated Games. Games and Economic Behav-
ior, 9(1), 8-20. doi: 10.1006/game.1995.1002.

Jorion, P. (2007). Value at risk: The new benchmark for managing financial risk (3rd
ed.). New York, NY: McGraw-Hill.

Kahneman, D., & Tversky, A. (1979). Prospect Theory: An Analysis of Decision under
Risk. Econometrica, 47(2), 263-292. Retrieved from http://www.jstor.org/stable/
1914185

Kahneman, D., & Tversky, A. (1986). Rational Choice and the Framing of Decisions.
The Journal of Business, 59(4), S251-S278. Retrieved from http://www.jstor.org/
stable/ 2352759

Kaplan, R. S., & Norton, D. P. (1992). The Balanced Scorecard - Measures That Drive
Performance. Harvard Business Review, (January-February), 71-79. doi:
10.1225/92105.

Kirstein, R. (2005). Bayesian Monitoring. German Working Papers in Law and Eco-
nomics, 2005(Article 11). Retrieved from http://www.bepress.com/cgi/viewcontent.
cgi?article=1132&context=gwp.

Kirwan, B., Kennedy, R., Taylor-Adams, S., & Lambert, B. (1997). Validation of three
Human Reliability Quantification techniques - THERP, HEART and JHEDI: Part II -

Results of wvalidation exercise. Applied Ergonomics, 28(1), 17-25. doi:
10.1016/S0003-6870(96)00045-2.

Kletz, T. A. (1994). Learning from accidents (2nd ed.). Oxford, U.K.: Butterworth-
Heinemann.

186



Kletz, T. A. (2001). An engineer's view of human error (3rd ed.). New York, NY: Tay-
lor & Francis.

Kletz, T. A. (2003). Still going wrong: Case histories of process plant disasters and
how they could have been avoided (1st ed.). Amsterdam, The Netherlands: Elsevier.

Kluge, A., Urbas, L., Badura, B., Lippmann, D., & Vogel, M. (2010). Kognitive Prozes-
se bei der Verletzung sicherheitsgerichteter Vorschriften in der Prozessfiihrung. Re-
trieved  from  http://www.tu-berlin.de/fileadmin/f25/dokumente/SBWMMS/2.3-
Kluge.pdf.

Knegtering, B., & Pasman, H. J. (2009). Safety of the process industries in the 21st cen-
tury: A changing need of process safety management for a changing industry. Jour-
nal of Loss Prevention in the Process Industries, 22(2), 162-168. doi:
10.1016/;.j1p.2008.11.005.

Konstandinidou, M., Nivolianitou, Z., Markatos, N., & Kiranoudis, C. (2006). Statisti-
cal analysis of incidents reported in the Greek Petrochemical Industry for the period
1997-2003.  Journal of Hazardous  Materials, 135(1-3), 1-9. dot
10.1016/j.jhazmat.2005.10.059.

Lahiri, S., Gold, J., & Levenstein, C. (2005). Net-cost model for workplace interven-
tions. Journal of Safety Research, 36(3), 241-255. doi: 10.1016/].jsr.2005.06.006.

Lawrie, M., Parker, D., & Hudson, P. T. W. (2006). Investigating employee perceptions
of a framework of safety culture maturity. Safety Science, 44(3), 259-276. doi:
10.1016/j.5s¢1.2005.10.003.

Lawton, R. (1998). Not working to rule: Understanding procedural violations at work.
Safety Science, 28(2), 77-95. doi: 10.1016/50925-7535(97)00073-8.

Leinweber, M. (2009). Safety Culture and Sustainable World Class Safety Perfor-
mance: A presentation to the ORBSP Safety Forum. Retrieved from
http://www.eteba.org/DuPont%20Presentation2.18.09.pdf.

Levitt, S. D., & Miles, T. J. (2007). Empirical Study of Criminal Punishment. In A. M.
Polinsky & S. Shavell (Eds.), Handbooks in economics: Vol. 27. Handbook of law
and economics (pp. 455-495). Amsterdam: Elsevier.

Marofio, M., Pena, J. A., & Santamaria, J. (2006). The ‘PROCESO’ index: a new meth-
odology for the evaluation of operational safety in the chemical industry. Reliability
Engineering and System Safety, 91(3), 349-361. doi: 10.1016/j.ress.2005.01.014.

Marshall, V. C. (1992). The Seveso Disaster: An appraisal of its causes and circum-
stances.  Loss  Prevention  Bulletin,  (104), 1-8.  Retrieved from
http://www.icheme.org/~/media/Documents/icheme/Resources/LPB/LPB%20sample
s/SevesoDisasterAppraisal.ashx.

Martel, B. (2004). Chemical risk analysis: A practical handbook (rev). London, U.K.:
Kogan Page Science.

Massaiu, S. & Kaarstad, M. (2006). Safety rules non-compliance in two Norwegian
road  traffic  centres:  IFE/HR/E — —  2006/031. Retrieved  from
http://www.ife.no/publications/2006/mto/publication.2007-04-26.0248828519/fss
download/Attachmentfile.

187



Mayhew, C., Quinlan, M., & Ferris, R. (1997). The effects of subcontracting/ outsourc-
ing on occupational health and safety: Survey evidence from four australian indus-
tries. Safety Science, 25(1-3), 163—178. doi: 10.1016/S0925-7535(97)00014-3.

Meadows, D. H., Randers, J., & Meadows, D. L. (2004). The limits to growth: The 30-
year update. White River Junction, VT: Chelsea Green.

Mearns, K., & Reader, T. (2008). Organizational support and safety outcomes: An un-
investigated relationship? Organizational Behavior and Human Decision Processes,
46(3), 388-397. doi: 10.1016/5.ss¢i.2007.05.002.

Meel, A., O’Neill, L. M., Levin, H. J., Seider, W. D., Oktem, U., & Keren, N. (2007).
Operational risk assessment of chemical industries by exploiting accident databases.
Journal of Loss Prevention in the Process Industries, 20(2), 113-127. doi:
10.1016/;.j1p.2006.10.003.

Milde, H. (1992). Uber Risiko und Risikotheorie. Osterreichisches Bank Archiv (OBA),
1992(4), 314-319.

Milde, H. (2004). Uber Airbags, Stadtpline und Risikomanagement. Osterreichisches
Bank Archiv (OBA), 2004(9), 669—671.

Morris, S., & Shin, H. S. (1999). Risk Management with Interdependent Choice. Oxford
Review of Economic Policy, 15(3), 52—62. doi: 10.1093/oxrep/15.3.52.

Morris, S., & Shin, H. S. (2003). Global Games: Theory and Applications. In M. De-
watripont, L. P. Hansen, & S. J. Turnovsky (Eds.), Econometric Society mono-
graphs: Vol. 1. Advances in economics and econometrics. Theory and applications :
eighth World Congress (pp. 56—114). Cambridge, U.K.: Cambridge University Press.

Myers, R. W., Cramer, J. J., & Hessian, R. T. (1991). Risk Management Programs. In
H. R. Greenberg & J. J. Cramer (Eds.), Risk assessment and risk management for the
chemical process industry (pp. 1-14). New York, NY: Wiley.

Nash, J. (1951). Non-cooperative games. Annals of Mathematics, 54(2). Retrieved from
http://www.jstor.org/pss/1969529.

Neumann, J. von, & Morgenstern, O. (1953). Theory of games and economic behavior
(3rd ed.). Princeton, NJ: Princeton University Press.

Nivolianitou, Z., Konstandinidou, M., Kiranoudis, C., & Markatos, N. (2006). Devel-
opment of a database for accidents and incidents in the Greek petrochemical indus-
try. Journal of Loss Prevention in the Process Industries, 19(6), 630—-638. doi:
10.1016/.j1p.2006.03.004.

Nivolianitou, Z., Konstandinidou, M., & Michalis, C. (2006). Statistical analysis of ma-
jor accidents in petrochemical industry notified to the major accident reporting sys-
tem (MARS). Journal of Hazardous Materials, 137(1), 1-7. doi:
10.1016/j.jhazmat.2004.12.042.

Oehler, A., & Unser, M. (2002). Finanzwirtschaftliches Risikomanagement (2nd ed.).
Springer-Lehrbuch. Berlin, Germany: Springer.

Otto, M. (2003). Mut zum Risiko: Physik auf dem Borsenparkett. Physik Journal, 2(5),
43-49. Retrieved from http://www.dpg-physik.de/dpg/gliederung/fv/soe/Download/
otto.pdf.

Oxenburgh, M., & Marlow, P. (2005). The Productivity Assessment Tool: Computer-
based cost benefit analysis model for the economic assessment of occupational health

188



and safety interventions in the workplace. Journal of Safety Research, 36(3), 209—
214. doi: 10.1016/j.jsr.2005.06.002.

Parker, D., Lawrie, M., & Hudson, P. (2006). A framework for understanding the de-
velopment of organisational safety culture. Safety Science, 44(6), 551-562. doi:
10.1016/;.55¢1.2005.10.004.

Potters, J., & van Winden, F. (1996). Comparative statics of a signaling game: An ex-
perimental study. International Journal of Game Theory, 25(3), 329-353. doi:
10.1007/BF02425261.

Pradiptyo, R. (2007). Does Punishment Matter? A Refinement of the Inspection Game.
Review of Law and Economics, 3(2), 197-219. doi: 10.2202/1555-5879.1099.

Rauhut, H. (2009). Higher Punishment, Less Control?: Experimental Evidence On the
Inspection  Game.  Rationality —and  Society, 21(3), 359-392. doi:
10.1177/1043463109337876.

Rauhut, H., & Junker, M. (2009). Punishment Deters Crime Because Humans Are
Bounded in Their Strategic Decision-Making. Journal of Artificial Societies and
Social Simulation, 12(3).

Rauterberg, M. (1998). Menschliches Fehlverhalten und Sicherheitskultur. lllustrierte
Zeitschrift  fuer  Arbeitssicherheit, 45(2), 13-20.  Retrieved  from
http://www.idemployee.id.tue.nl/g.w.m.rauterberg/publications/ZfAs98paper.pdf.

Reason, J. T. (1990). Human error (1st ed.). Cambridge, U.K.: Cambridge University
Press.

Reason, J. T. (1997). Managing the risks of organizational accidents. Aldershot, U.K.:
Ashgate.

Reason, J. (2006). Human Factors: A Personal Perspective. Retrieved from
http://www.vtt.fi/liitetiedostot/muut/HFSO6Reason.pdf.

Reason, J. (2008). The Human Contribution: Unsafe Acts, Accidents and Heroic Recov-
eries. Aldershot, U.K.: Ashgate.

Reason, J., & Hobbs, A. (2004). Managing Maintenance Error: A practical Guide. Al-
dershot, U.K.: Ashgate.

Reason, J., Parker, D., & Free, R. (1994). Bending the Rules: The Varieties, Origins and
Management of Safety Violations. Leiden.

Rebitzer, J. B. (1995). Job Safety and Contract Workers in the Petrochemical Industry.
Industrial Relations, 34(1), 40-57. doi: 10.1111/j.1468-232X.1995.tb00359.x.

Redmill, F., & Rajan, J. (1997). Human factors in safety-critical systems. Boston, MA:
Butterworth-Heinemann.

Rejda, G. E. (1998). Principles of risk management and insurance (6th ed.). Reading,
MA: Addison Wesley.

Rieck, C. (2006). Spieltheorie: Eine Einfiihrung (6th ed.). Eschborn, Germany: Rieck.

Rinderle, K. (1996). Mehrstufige sequentielle Inspektionsspiele mit statistischen Feh-
lern erster und zweiter Art. Hamburg, Germany: Kovac.

Rothenstein, D., & Zamir, S. (2002). Imperfect Inspection Games Over Time. Annals of
Operations Research, 109(1-4), 175-192. doi: 10.1023/A:1016352202713.

189



Sadhra, S. S., & Rampal, K. G. (1999). Occupational health: Risk assessment and man-
agement (1st ed.). Malden, MA: Blackwell Science.

Salvendy, G. (2006). Handbook of human factors and ergonomics (3rd ed.). Hoboken,
NJ: Wiley.

Schouwenaars, E. (2008). The Risks Arising From Major Accident Hazards: Lessons
From The Past, Opportunities For The Future. Retrieved from
http://www.dnv.nl/binaries/paper%?20refining%20management%20forum%20copenh
agen _tcml41-311567.pdf.

Selten, R. (1975). Reexamination of the perfectness concept for equilibrium points in
extensive games. International Journal of Game Theory, 4(1), 25-55. doi:
10.1007/BF01766400.

Shappell, S., Detwiler, C., Holcomb, K., Hackworth, C., Boquet, A., & Wiegmann, D.
A. (2007). Human Error and Commercial Aviation Accidents: An Analysis Using the

Human Factors Analysis and Classification System. Human Factors, 49(2), 227—
242. doi: 10.1518/001872007X312469.

Sieg, G. (2005). Spieltheorie (2nd ed.). Miinchen, Germany: Oldenbourg.

Smith, D., & Zijker, V. (2005). Managing Major Incident Risks. In Society of Petrole-
um Engineers Inc. (Ed.), Proceedings of the SPE Asia Pacific Health, Safety and En-
vironment Conference and Exhibition, 19-21 September, Kuala Lumpur, Malaysia.
Richardson, TX: Society of Petroleum Engineers Inc.

Smith, S. W. (2003a). Digital signal processing: A practical guide for engineers and
scientists. Demystifying technology series. Amsterdam, The Netherlands: Newnes.

Sneddon, A., Hudson, P. T. W., Parker, D., Lawrie, M., Vuijk, M., & Bryden, R.
(2005). A4 Comprehensive Model for Human Behaviour in Industrial Environments.
Retrieved from http://www.abdn.ac.uk/iprc/documents/A Comprehensive Model
for Human Behaviour.pdf.

Sonnemans, P. J. M., & Korvers, P. M. W. (2006). Accidents in the chemical industry:
are they foreseeable? Journal of Loss Prevention in the Process Industries, 19(1), 1—
12. doi: 10.1016/j.j1p.2005.03.008.

Spremann, K. (2002). Analyse der Unsicherheit. In H.-U. Kiipper & A. Wagenhofer
(Eds.), Enzyklopddie der Betriebswirtschaftslehre: Vol. 3. Handwdrterbuch Unter-
nehmensrechnung und Controlling (4th ed., pp. 48-58). Stuttgart, Germany: Schéf-
fer-Poeschel.

Stulz, R. (1996). Rethinking Risk Management. Journal of Applied Corporate Finance,
9(3), 8-24.

Sutton, . S. (2007). Process Risk Management: EBook?2 (1st ed.). Houston, TX: Sutton
Technical Books.

Thome, R., & Pauli, M. (2006). Informationsgetriebenes Risikomanagement (Studien-
blatt). Wirtschaft und Studium, 35(7).

Ting, M. M. (2008). Whistleblowing. American Political Science Review, 102(2), 249—
267. doi: 10.1017/S0003055408080192.

Tompa, E., Dolinschi, R., & Oliveira, C. de (2006). Practice and potential of economic
evaluation of workplace-based interventions for occupational health and safety.

190



Journal of Occupational Rehabilitation, 16(3), 367-392. doi: 10.1007/s10926-006-
9035-2.

Tsebelis, G. (1989). The Abuse of Probability In Political Analysis: The Robinson Cru-
soe Fallacy. The American Political Science Review, 83(1), 77-91. Retrieved from
http://www.jstor.org/stable/1956435.

Tsebelis, G. (1990a). Are sanctions effective? A game theoretic analysis. Journal of
Conflict Resolution, 34(1), 3-28. Retrieved from http://www.jstor.org/stable/174132.

Tsebelis, G. (1990b). Penalty has no Impact on Crime:: A Game-Theoretic Analysis.
Rationality and Society, 2(3), 255-286. doi: 10.1177/1043463190002003002.

Tweeddale, M. (2003). Managing risk and reliability of process plants (1st ed.). Am-
sterdam, The Netherlands: Gulf Professional Publishing.

Veltri, A., Pagell, M., Behm, M., & Das, A. (2007). A Data-Based Evaluation of the
Relationship between Occupational Safety and Operating Performance. Journal of
Safety, Health and Environmental Research, 4(1), 3-22. Retrieved from
http://www.asse.org/academicsjournal/archive/vol4no1l/docs/spr07 feature02.pdf.

Vredenburgh, A. G. (2002). Organizational safety: Which management practices are
most effective in reducing employee injury rates? Journal of Safety Research, 33(2),
259-276. doi: 10.1016/S0022-4375(02)00016-6.

Waehrer, G. M., Dong, X. S., Miller, T., Haile, E., & Men, Y. (2007). Costs of Occupa-
tional Injuries in Construction in the United States. Accident Analysis and Preven-
tion, 39(6), 1258-1266. doi: 10.1016/j.aap.2007.03.012.

Westrum, R. (1993). Cultures with Requisite Imagination. In J. A. Wise (Ed.), NATO
ASI Series. Series F. Computer and Systems Sciences: Vol. 110. Verification and val-
idation of complex systems: human factor issues. Proceedings of the NATO Ad-
vanced Study Institute on Verification and Validation of Complex and Integrated
Human Machine Systems, held in Vimeiro, Portugal, July 6- 17, 1992 (pp. 401-416).
Berlin, Germany: Springer.

Wiegmann, D. A., & Shappell, S. A. (2001). Human Error Analysis of Commercial
Aviation Accidents: Application of the Human Factor Analysis and Classification
System (HFACS). Aviation, Space, and Environmental Medicine, 72(11), 1006—
1016.

Wiegmann, D. A., Zhang, H., Thaden, T. L. von, Sharma, G., & Mitchell Gibbons, A.
(2004). Safety Culture: An Integrative Review. The International Journal of Aviation
Psychology, 14(2), 117-134. doi: 10.1207/s153271081ijap1402_1.

Wolf, F. G. (2002). Normal Accident Theory Validated: Interactive Complexity and Re-
source Availability As Predictors of Reliability. In Institute of Electrical and Elec-
tronics Engineers (Ed.), Annual Reliability and Maintainability Symposium Proceed-
ings. 28-31 January, Seattle, USA. New York, NY: Institute of Electrical and Elec-
tronics Engineers.

Zijker, V. (2004). The role of HSE Management Systems: Historical perspective and
links with human behaviour. Retrieved from http://www.eimicrosites.org/
heartsandminds/userfiles/file/Homepage/HP%20PDF%20ro0le%200{%20HSE%20sy
stems.pdf.

Zimolong, B. (1992). Sicherheitsmanagement: Der Zusammenhang zwischen Sicher-
heitsorganisation, Schulung und Sicherheitsstandard. In B. Zimolong & R. Trimpop

191



(Eds.), Psychologie der Arbeitssicherheit. 6. Workshop 1991. Heidelberg, Germany:
R. Asanger.

Internet and other sources

AIRMIC, ALARM, & IRM (2002). A Risk Management Standard. Retrieved from
http://www.theirm.org/publications/documents/Risk Management Standard 030820
.pdf.

American Petroleum Institute (2008). 2007 Process Safety Performance Measurement
Report. Retrieved from http://www.api.org/statistics/accessapi/benchmarking/upload/
2007 PROCESS SAFETY PERFORMANCE REPORT.pdf.

American Petroleum Institute (2009). Workplace Safety (1998—2007). Retrieved from
http://www.api.org/statistics/accessapi/surveys/upload/2009-104 WORKPLACE _
SAFETY .pdf.

American Society of Mechanical Engineers (2011). Codes and Standards Chronology.
Retrieved from http://www.asme.org/Communities/History/ ASMEHistory/Codes_
Standards Chronology.cfm.

ASSE Council on Practices & Standards (2009). White Paper: ROI for SH&E Manage-
ment  Programs.  BoSC  Update,  2(2), 11-16.  Retrieved  from
http://www.asse.org/professionalaffairs-new/bosc/updates/BoSCUpdate V2N2.pdf.

British Petroleum (2006). BP's six point plan for safety. Retrieved from
http://www.bp.com/sectiongenericarticle.do?categoryld=9026488& contentld=70488
18.

British Petroleum (2008). BP's commitment to health, safety, security and environmen-
tal performance. Retrieved from http://www.bp.com/liveassets/bp internet/
globalbp/STAGING/global assets/downloads/A/abp wwd_alaska bp north americ
an_hsce policy.pdf.

British Petroleum (2010). Deepwater Horizon Accident Investigation Report. Retrieved
from http://www.bp.com/liveassets/bp _internet/globalbp/globalbp uk english/ inci-
dent_response/STAGING/local assets/downloads_pdfs/Deepwater Horizon Accide
nt_Investigation Report.pdf.

Bundesministerium fiir Arbeit und Soziales (2002). Betriebssicherheitsverordnung -
BetrSichV.

Center for Chemical Process Safety (2006). Business Case for Process Safety. Retrieved
from http://www.aiche.org/uploadedFiles/CCPS/CorporateMembership/CCPS
BusCase 2nd ed.pdf.

Deepwater Horizon Joint Investigation Team (2010). Transcripts. Retrieved from
http://www.wadisasternews.com/go/doctype/3043/56779/.

DuPont (2007). Safety Culture Change Yields Sustainable Improvements. Retrieved
from  http://www2.dupont.com/DuPont_Sustainable Solutions/en_US/assets/down
loads/MTA Metro North Railroad Case Study.pdf.

Energy Institute (2008). How to Win Hearts and Minds: The Theory Behind the Pro-
gram. Retrieved from http://www.eimicrosites.org/heartsandminds/userfiles/file/
Homepage/HOMEP AGE%20-%20PD1%20poster%20programme%?20theory.pdf.

192



Energy Institute (2011a). Hearts and Minds - The Tools - Managing Rule Breaking. Re-
trieved from http://www.eimicrosites.org/heartsandminds/rule.php.

Energy Institute (2011b). Hearts and Minds - The Tools - Risk Assessment Matrix. Re-
trieved from http://www.eimicrosites.org/heartsandminds/ram.php.

European Commission (2011). Chemical Accidents (Seveso II) - Prevention, Prepared-
ness and Response. Retrieved from http://ec.europa.eu/environment/seveso/index.
htm.

Harvard University John F. Kennedy School of Government (2001). BetterTogether:
The Report of the Saguaro Seminar: Civic Engagement in America. Reprint of 2000
Report, with new Introduction. Retrieved from http://www.bettertogether.org/
pdfs/bt 30 87.pdf.

Health and Safety Executive (1975). The Flixborough disaster: Report of the Court of
Inquiry. London, U.K.: The Stationery Office.

Health and Safety Executive (1993). The costs of accidents at work. Health and safety
series booklet. London, U.K.: The Stationery Office.

Health and Safety Executive (1999). The implementation of CORE-DATA, a computer-
ised human error probability database: Contract Research Report 245/1999. Re-
trieved from http://www.hse.gov.uk/research/crr_pdf/1999/crr99245.pdf.

Health and Safety Executive (2002). Application of QRA in operational safety issues:
Research Report 025. Retrieved from http://www.hse.gov.uk/research/rrpdf/
rr025.pdf.

Health and Safety Executive (2003a). HSE Ready Reckoner - Annual Accident Calcula-
tor. Retrieved from http://www.hse.gov.uk/costs/accidentcost calc/acccosts calc.
asp.

Health and Safety Executive (2003b). HSE Ready Reckoner - Costs Overview. Re-
trieved from http://www.hse.gov.uk/costs/costs_overview/costs_overview.asp.

Health and Safety Executive (2005). 4 review of safety culture and safety climate litera-
ture for the development of the safety culture inspection toolkit: Research Report
367. Retrieved from http://www.hse.gov.uk/research/rrpdf/rr367.pdf.

Health and Safety Executive (2006a). Case studies that identify and exemplify boards of
directors who provide leadership and direction on occupational health and safety:
Research Report 450. Retrieved from http://www.hse.gov.uk/research/rrpdf/
rr450.pdf.

Health and Safety Executive (2006b). Health and safety responsibilities of company di-
rectors and management board members: 2001, 2003 and 2005 surveys: Research
Report 414. Retrieved from http://www.hse.gov.uk/research/rrpdf/rr414.pdf.

Health and Safety Executive (2007). Development of a working model of how human
factors, safety management systems and wider organisational issues fit together: Re-
search Report 543. Retrieved from http://www.hse.gov.uk/research/rrpdf/rr543.pdf.

Health and Safety Executive (2009). Behavioural economics - A review of the literature
and proposals for further research in the context of workplace health and safety: Re-
search Report 752. Retrieved from http://www.hse.gov.uk/research/rrpdf/rr752.pdf.

Health and Safety Executive (2010). Risk management: ALARP at a glance. Retrieved
from http://www.hse.gov.uk/risk/theory/alarpglance.htm.

193



Institution of Chemical Engineers (1985). Bhopal — The company’s report: based on the
Union Carbide Corporation’s report — March 1985. Loss Prevention Bulletin, (063),
1-4. Retrieved from http://www.icheme.org/~/media/Documents/icheme/Resources/
LPB/ LPB%?20samples/063bhopal.ashx.

International Association of Oil & Gas Producers (1996). Loss Costing Guidelines: Re-
port No. 6.54/246. Retrieved from http://www.ogp.org.uk/pubs/246.pdf.

International Association of Oil & Gas Producers (2006). Human Factors. Retrieved
from http://www.ogp.org.uk/pubs/368.pdf.

International Association of Oil & Gas Producers (2009). OGP safety performance in-
dicators 2008: Report No. 419. Retrieved from http://www.ogp.org.uk/pubs/419.pdf.

International Association of Oil & Gas Producers (2010a). OGP safety performance in-
dicators 2009: Report No. 439. Retrieved from http://www.ogp.org.uk/pubs/439.pdf.

International Association of Oil & Gas Producers (2010b). A guide to selecting appro-
priate tools to improve HSE culture: Report No. 435. Retrieved from
http://www.ogp.org.uk/pubs/435.pdf.

International Nuclear Safety Advisory Group (1992). The Chernobyl Accident: Updat-
ing of INSAG-1. Safety Series, (75-INSAG-7). Retrieved from http://www-
pub.iaea.org/MTCD/publications/PDF/Pub913e_web.pdf.

International Organization for Standardization (2009a). ISO 31000: Risk management -
Principles and guidelines.

International Organization for Standardization (2009b). ISO Guide 73: Risk manage-
ment - Vocabulary.

Jones, R. (2008). Updates in Progress for ISO 13709/API 610, Centrifugal pumps for
petroleum, petrochemical and natural gas industries. Retrieved from
http://turbolab.tamu.edu/uploads/files/papers/p23/P23Tut08.pdf.

Landesarchivverwaltung Rheinland-Pfalz (2011). Der 28. Juli 1948. Explosionsungliick
bei BASF. Retrieved from http://www.landeshauptarchiv.de/index.php?id=399.

LexisNexis (2011). How and How Much Do Lawyers Charge? Retrieved from
http://research.lawyers.com/How-and-How-Much-Do-Lawyers-Charge.html.

Miler, K. G. (1994). The Sveriges Riksbank Prize in Economic Sciences in Memory of
Alfred  Nobel — 1994:  Award  Ceremony  Speech.  Retrieved  from
http://nobelprize.org/nobel prizes/economics/laureates/1994/presentation-
speech.html.

Mineral6lwirtschaftsverband e.V. (2003). Mineralol und Raffinerien. Retrieved from
http://www.mwv.de/cms/upload/pdf/broschueren/140_Oel Raff.pdf.

National Commission on the BP Deepwater Horizon (2011). Deep Water: The Gulf Oil
Disaster and the Future of Offshore Drilling. Report to the President. Retrieved from
https://s3.amazonaws.com/pdf fina/ DEEPWATER ReporttothePresident FINAL.
pdf.

Organisation for Economic Cooperation and Development (2005). Report of the OECD
Workshop on Lessons Learned from Chemical Accidents and Incidents: 21-23 Sep-
tember 2004, Karlskoga, Sweden. Series on Chemical Accidents No. 14. Paris,
France: Organisation for Economic Cooperation and Development. Retrieved from

194



http://www.oecd.org/officialdocuments/displaydocumentpdf?cote=env/jm/mono%28
2005%296&doclanguage=en.

Organisation for Economic Cooperation and Development (2008). Guidance on Devel-
oping Safety Performance Indicators related to Chemical Accident Prevention, Pre-
paredness and Response for Industry. Retrieved from http://www.oecd.org/dataoecd/
6/57/41269710.pdf.

Petroleum Safety Authority Norway (2006). Trends in Risk Levels on the Norwegian
Continental Shelf: Summary Report Phase 6 - 2005. Ptil-06-04. Retrieved from
http://www.ptil.no/getfile.php/PDF/Engelsk-2005-RNNP.pdf.

Petroleum Safety Authority Norway (2009). Trends in Risk Level in the Petroleum Ac-
tivity: Summary Report 2009 - Norwegian Continental Shelf. Retrieved from
http://www.ptil.no/getfile.php/PDF/RNNP%202009/Trends%20in%20risk%20levels
%20-%20Summary%20Report%202009.pdf.

Research and Technology Organization (2001). The Human Factor in System Reliability
— Is Human Performance Predictable? RTO-MP-032. Retrieved from
http://ftp.rta.nato.int/public//PubFulltext/RTO/MP/RTO-MP-032///MP-032-$$TOC.
pdf.

Rockwell Automation (2007). Proving the Value of Safety: Justification and ROI of
Safety  Programs and  Machine  Safety  Investments. Retrieved from

http://discover.rockwellautomation.com/Files/safety-wp004 Proving%20the%20
Value%?2001%20Safety.pdf.

Royal Dutch Shell Group (2010). Sustainability Report 2009. Retrieved from
http://sustainabilityreport.shell.com/2009/servicepages/downloads/files/all_shell sr0
9.pdf.

Smith, S. (2003b). ExxonMobil Chemical Co.: 'Nobody Gets Hurt'. Retrieved from
http://ehstoday.com/mag/ehs_imp 36584/.

Solomon Associates (2011). Benchmarking Performance - Refining. Retrieved from
http://solomononline.com.whsites.net/?page 1d=99.

Syntex Management Systems (2008). Fountain springs forth. Retrieved from
http://www.syntexsolutions.com/pdfs/pressroom/ar082804a.pdf.

U.S. Chemical Safety and Hazard Investigation Board (2007). Investigation Report -
Refinery Explosion and Fire - BP Texas City, Texas - 23 March, 2005: Report No.
2005-04-1-TX. Retrieved from http://www.csb.gov/assets/document/CSBFinalReport
BP.pdf.

United Kingdom (1992). The Offshore Installations (Safety Case) Regulations.

United States Bureau of Labour Statistics (2010). Occupational Employment Statistics.
Retrieved from http://www.bls.gov/oes/.

United States Census Bureau (2004). Petroleum Refineries: 2002 Economic Census.
Retrieved from http://www.census.gov/prod/ec02/ec0231i324110t.pdf.

United States Census Bureau (2008). Annual Survey of Manufacturers. Retrieved from
http://factfinder.census.gov/servlet/IBQTable? bm=y&-ds name=AMO0831GS101.

United States Environmental Protection Agency (1996). Preliminary Data Summary for
the Petroleum Refining Category. Retrieved from http:/www.epa.gov/guide/
petroleum/files/prelim-data-study.pdf.

195



United States Environmental Protection Agency (2008). Regulatory Impact Analysis for
the  Petroleum  Refineries NSPS: EPA-452/R-08-002. Retrieved from
http://www.epa.gov/ttn/ecas/regdata/RIAs/finalpetroleumrefineriesnspsria43008.pdf.

Warner, J. (2006). BP's new safety-first approach makes its mark with delays to Thun-
der Horse. Retrieved from http://www.independent.co.uk/news/business/comment/
jeremy-warners-outlook-bps-new-safetyfirst-approach-makes-its-mark-with-delays-
to-thunder-horse-416639.html.

Welch, L. (2010). The Aging Worker in the U.S. Construction Industry. Retrieved from
http://ohsonline.com/articles/2010/03/01/the-aging-worker.aspx.

WorkSafeBC (2008). Safety at work - Statistics for Oil & Gas Industry. Retrieved from
http://www?2.worksafebc.com/Portals/Petroleum/Statistics.asp.

196



