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Abstract. Nowadays, smartphones are widely adopted in people’s daily lives. With the increasing capability, phone charging has become a
basic requirement and a large number of public charging facilitates are
under construction for this purpose. However, public charging stations
may open a hole for cyber-criminals to launch various attacks, especially
charging attacks, to steal phone user’s private information. Juice filming
charging (JFC) attack is one such threat, which can refer users’ sensitive
information from both Android OS and iOS devices, through automatically monitoring and recording phone screen during the whole charging
period. Due to the potential damage of JFC attacks, there is a need to
investigate its influence in practical scenarios. Motivated by this, in this
work, we firstly conduct a large user survey with over 2500 participants
about their awareness and attitude towards charging attacks. We then
for the first time investigate the impact of JFC attack under three practical scenarios. Our work aims to complement the state-of-the-art and
stimulate more research in this area.
Key words: Smartphone Privacy, Android and iOS, Video Recording,
Charging Station, Juice Filming Charging Attack, Practical Evaluation

1 Introduction
Mobile devices are widely adopted by millions of people, in which the number of
smartphone users is forecast to grow from 1.5 billion in 2014 to around 2.5 billion
in 2019. International Data Corporation (IDS) reported that phone shipments
grew 5.3% from 344.7 million in the second quarter of 2016, and vendors shipped
a total of 362.9 million smartphones worldwide in the third quarter of 2016 [6].
Current smartphones are able to provide various tasks, so that more and more
users are likely to store their personal and private data on the phones. Due to the
increasing capability, people are often using smartphones in their daily lives (e.g.,
playing gaming app, video-chatting with friends), which may greatly increase the

2

–

demand of recharging their mobile devices. To meet this requirement, more and
more public charging stations are under construction.
For instance, Singapore Power (SP) promised to deploy up to 200 free mobile
charging stations for SG50 [24]. These stations will be launched progressively in
various busy locations including hospitals, tertiary institutions, libraries and
supermarkets, and will become available in one to two years. In particular, each
station will be equipped with 10 individual slots, which contain multiple charging
connectors such as mini and micro USBs that can fit most mobile phones and
tablets. These charging facilitates can greatly benefit smartphone users; however,
they may also expose a big threat on smartphone privacy and security, since
we are not sure that these charging facilities are not maliciously controlled by
cyber-criminals (e.g., charging station developers and managers, Government
agencies). For example, Lau et al. [8] in 2013 presented Mactans, a malicious
charger that can launch malware injection attacks using BeagleBoard after users
connect their phones to the charger. Spolaor et al. [23] proposed PowerSnitch, a
malicious application that can refer users’ data by analyzing power consumption
over a USB charging cable during the charging period. As a result, there is a
significant need to pay more attention to the defence of charging threats.
Mactans and PowerSnitch can work on either iOS or Android devices, while a
scalable charging attack was developed by Meng et al., called juice filming charging (JFC) attack, which can be effective on boh Android and iOS platforms [16].
This attack can steal users’ sensitive information through automatically monitoring and recording phone screen (including users’ input) during the period
of phone charging, as long as people keep charging and interacting with their
phones. Moreover, such attack can be launched automatically by integrating
OCR technology [16]. As JFC attack does not install any piece on phone’s side
or require any permission from users, it may have a large impact on users’ privacy and increase the difficulty of detection. Previous studies have verified that
current anti-virus software are unable to detect JFC attacks [15, 16].
Contributions. In literature, several simulated scenarios had been investigated regarding charging threat, but there is no real evaluation under practical
environments. Due to the potential damage of charging attacks, in this work, we
focus on JFC attack and conduct an empirical study to investigate its influence
in three practical environments for the first time. In particular, we conduct a
large survey to study users’ attitude towards charging attacks and investigate
the influence of JFC attack based on practical setup. The contributions of our
work can be summarized as below.
– We conduct a large survey with over 2500 participants to explore users’ attitude and awareness towards charging attacks. There are two ways to distribute
the questions: online form and paper form. The collected results describe a security concern that most phone users are not aware of charging threat.
– We then introduce how to launch JFC attack with a cloud and investigate its
practical impact on users’ privacy in three practical locations. To our knowledge, this is the first work that evaluates the influence of JFC attack in real
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Fig. 1. The high-level architecture of juice filming charging attack.

scenarios. We are particularly interesting in the number and the total size of
collected videos, which determine how much information can be extracted.
The remaining parts are organized as follows. Section 2 introduces the background of JFC attack. Section 3 describes our survey and analyzes the obtained
results. In Section 4, we describe how to setup JFC attack in real scenarios and
investigate its practical influence. We discuss related studies in Section 5 and
conclude this work in Section 6.

2 Background
JFC attack is able to steal users’ private information through automatically
video-capturing phone screens when users are playing their phones (or phone
screen awake) during the whole charging period [15]. This attack does not need to
install any additional parts or ask for any permissions on phone’s and user’s side.
By integrating with OCR technology, JFC attack can provide seven features:
1) can be easy to implement but quite efficient; 2) with less user awareness;
3) does not need to install any additional apps or components on phones; 4)
does not need to ask for any permissions; 5) be hard to be detected by current
anti-malware software; 6) can be scalable and effective on both Android OS
and iOS devices; and 7) can automatically handle collected videos and extract
information.
Threat model There are two basic assumptions: 1) phone charging is a basic
and common demand for smartphone users, and 2) most smartphone users would
not treat public chargers as highly sensitive or dangerous. It is not hard to
observe that many smartphone users charge their phones in public places such
as airports, subways, shops and so on. Generally, charging attacks can be divided
into either public or private. In particular, a public charging attack works mainly
based on a public charger like charging interfaces provided by airports, while a
private charging attack often utilizes a private charger from friends or other
familiar persons.
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Fig. 2. Real setup for juice filming charging attack using VGA2USB.

Basic idea The design of JFC attack is based on the observation that no permission would be asked when plugging iPhones or Android phones to a projector,
but the projector can automatically display the phone screen. In addition, there
are no compelling notification on the screen when the device is being plugged,
or the indicators are very small and last only few seconds. Taking advantage
of these, JFC attack can automatically video-record users’ inputs by using a
VGA/USB interface. This attack reveals that the phone display can be leaked
through a standard micro USB connector that uses the Mobile High-Definition
Link (MHL) standard. For iPhones, the lighting connector is used.
The high-level setup of JFC attack is depicted in Figure 1. When users connect their phones to JFC charger facilities, the phone screens can be videocaptured into video files in the back-end. These collected sensitive videos can be
stored and processed to extract private information.
Real setup To implement JFC attack, choosing an appropriate VGA/USB
interface is critical as there are many alternatives online. The previous studies
like [15, 16] employed a hardware interface called VGA2USB from Epiphan,
which is particularly a full-featured VGA/RGB frame grabber, and is responsible
for sending a digitized video signal from VGA to USB.1
1

http://www.epiphan.com/products/vga2usb/.
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Fig. 3. (a) The construction of JFC-based power bank and (b) A charger box.
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Fig. 4. Collected private information by JFC attack. (a) PIN Input, (b) Bank Login,
and (c) Line Chat.

The real setup is shown in Figure 2: the connected iPhone screen could
be captured in the computer end. It is easy to imagine that all phone screen
information would be captured by JFC attack including users’ inputs such as
typed passwords, PIN code, email address, used application types and so on. It
is worth noting that the hardware interface and other cables can be replaced
by smaller devices or hidden by a power bank, which only provides an external
charging cable as shown in Figure 3: Figure 3 (a) shows how to construct a
JFC-based power bank (e.g., [16]) and Figure 3 (b) describes a charger box that
can be used to launch JFC attack.2
2

http://www.coolthings.com/life-spot-smartphone-charging-station/
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Collected private information. In Figure 4, we present several images of
collected phone screen via JFC attack. In particular, Figure 4 (a) shows the
captured screen for inputting a 6-digit PIN on an iPhone, Figure 4 (b) presents
the captured screen of bank login, and Figure 4 (c) shows the captured screen
of Line chat. These examples indicate that various information can be extracted
by analyzing the recorded videos, and that JFC attack may become a big threat
for smartphone privacy and security.

3 User Awareness
User awareness is a critical factor that affects the impact of a security threat such
as malware spread, spam and charging threat. In this section, we conduct a large
survey including over 2500 participants, with the purpose of investigating users’
awareness and attitude towards malware, charging attacks and public charger
usage. The survey results aim to complement existing studies like [15, 16].
Table 1. Information of participants in the study.
Occupation
Students
Engineers
Professors/Teachers
Researchers
Business People
Senior People

Male
773
108
52
101
102
119

Female
801
115
68
130
91
110

Participants. We have two ways to distribute our questions through either
online form or paper form. A total of 2570 participants attended our study
and gave their feedback including students, engineers, professors, researchers,
teachers, business people and senior people. All participants are volunteers and
have no security background (i.e., without attending any security related courses
before). They are aged from 18 to 65 and the detailed information of participants
is summarized in Table 1. It is worth noting that up to 64.2% of them are
currently using Android phones and 1783 participants were distributed by an
online form.
Survey results. The main survey questions and users’ feedback are summarized
in Table 2. It is noticeable that 1253 (48.8%) of the participants had installed one
kind of anti-virus software on their smartphones. Encouragingly, there are 1082
(42.1%) participants can specify the name of at least one smartphone malware.
Similar to the previous study [16], these two questions present that common
smartphone users have paid more attention to defend against malware (i.e.,
nearly half of them had installed a security mechanism such as anti-virus to
protect their phones from malicious applications).
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Table 2. User feedback in the survey about malware, charging threat and charger
usage.
Questions
# of Yes # of No
Have you installed any anti-virus software on your smartphones? 1253
1317
Can you specify any kind of smartphone malware?
1082
1488
Do you have the need to charge your
1768
802
phone in public places like airport?
Are you willing to use a public charging
1455
1115
station (e.g., in airport, shops)?
Do you have the potential to interact with
1678
892
your phone during charging like chatting with friends?
Do you know any charging attack (i.e., attacks
582
1988
through a USB charging cable)?

For the questions regarding smartphone charging, it is found that 1768
(68.8%) of the participants had the need to recharge their phones in public
places. With the increase of phone usage, this number seems to continue increasing. Due to the demand of charging, 1455 (56.6%) of the participants adopt
the use of a public charging station in several places (e.g., in shops, airports).
During the charging period, up to 1678 (65.2%) participants reported that they
were likely to interact with the phone. For example, they may check their emails
and chat with their friends or family members. Unfortunately, 1988 (77.3%) of
them were not aware of charging attacks.
Overall, the survey results demonstrate that users would pay less attention
to smartphone charging threat as compared to malicious applications (malware);
thus, charging attacks have a large potential to cause more victims than malicious
applications due to the lack of user awareness in practice. These observations
are in line with the observations in former studies [15, 16].

4 Practical Impact
According to the above survey results, JFC attack has the potential to collect
users’ private information in large. In this section, different from the former
research [15, 16], our motivation is to investigate the impact of JFC attack in
practical environments. We have two particular interests:
– The number of videos that could be collected from JFC attacks each day.
– The total size of recorded video that could be extracted for private information
each day.
Deployment. To launch JFC attack in practical scenarios, we seek approval
and collaborated with three organizations: a company (with over 200 personnel),
a university and a business hall. In particular, we deployed five JFC chargers for
each environment, where the chargers can keep uploading the recorded videos
to a cloud in the back-end, as shown in Figure 5. After uploading the videos
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Fig. 5. The high-level deployment for JFC chargers.
Table 3. Extracted information in practical environments.
User Information
Android unlock pattern / PIN for iPhones

User Information
Gmail Account and content
Social Networking Account
Other Email Account and content (e.g., Sina, 163)
(e.g., Facebook, Twitter, Wechat, QQ)
Bank Account and Bank Message
Visited Website Content
Social Networking Chat History
Installed Mobile Applications
(e.g., Facebook, Twitter, Wechat, QQ)
Email Passwords (web-login)
Phone Number List
Smartphone Settings
Personal Photos

successfully, the chargers can delete the corresponding videos locally in order to
save space for new videos. The back-end was capable of 250G hardware space,
where one minute-video may need 30M space. The video processing with OCR
technology can be referred to [16]. The deployed location for each environment
is described as below.
– Company environment. Five chargers were deployed in one main dining room,
where most personnel would spend their time having breakfast, lunch and
even dinner.
– University environment. Five chargers were deployed at the ground floor of
two teaching buildings, so that students can use when they have a rest.
– Business hall environment. Five chargers were deployed around the hall, so
that visitors can use when queuing up (i.e., waiting for the number).
Data Collection and Results. To protect users’ privacy, we seek users’ approval and all data will be deleted after processing. At least one IT administrator
helped monitor the whole process and make sure all steps are correct.
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Fig. 7. The average size of collected videos
for each day.

We performed JFC attack in each environment for five days (i.e., from Monday to Friday). The average number of recorded videos is shown in Figure 6. The
opening hours for both the company and the business hall are from 8am to 8pm,
so that we mainly recorded the information from 7am to 10pm by considering
the university environment. The figure shows that JFC chargers can collect more
than 250, 500 and 350 videos each day for company environment, university environment and business hall environment, respectively. More specifically, it is
found that JFC chargers could collect the highest number of videos during the
time period of 12-17. This is because most of their phones were out of power
due to the usage in the morning, and there is a high possibility of charging their
phones during this period.
Intuitively, each video has a different length and size, in which a longer video
may provide more private information about a smartphone user. As a result, one
of our interests is to explore the total size of collected videos. Figure 7 depicts the
average total size of collected videos for each environment. It is noticeable that
JFC chargers could collect 8.5G, 20G and 13G data each day for company environment, university environment and business hall environment, respectively.
From these collected videos, we can extract a large amount of private information about users, as shown in Table 3, such as Android unlock pattern, PIN
for iPhones, Email account and content, social networking chat history, visited
website, personal photos and so on. On the whole, our results validate that JFC
attack can make a large impact on smartphone users’ privacy. There is a need
to increase users’ awareness towards such attack.

5 Related Work
In literature, physical side channel is believed to be an effective method to infer
users’ private information and data. Such attacks are often based on oily residues
left on the touchscreen. Aviv et al. [1] had explored the feasibility of smudge
attacks on touch screens. They considered different lighting angles and light
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sources and the results indicated that the pattern could be partially identifiable
in 92% and fully in 68% of the tested lighting and camera settings. Zhang et
al. [27] proposed a fingerprint attack against tapped passwords via a keypad
instead of graphical passwords. Their experiments on various platforms including
iPad, iPhone and Android phone demonstrated that the attack can reveal more
than 50% of the passwords in most cases. Raguram et al. [21] presented that
automated reconstruction of text typed on a mobile device’s virtual keyboard
is possible via compromising reflections such as those of the phone in the user’s
sunglasses. Their results showed that their approach could reconstruct fluent
translations of the recorded data.
Charging attacks are often ignored by phone users. To our knowledge, Lau
et al. [8] designed Mactans, an early malicious charger that used BeagleBoard
to conduct malware injection on iOS smartphones. However, a major drawback
is that their attack requires users to unlock the phone screen and install developer licenses in advance. Spolaor et al. [23] described PowerSnitch, a malicious
application that can refer personal data on smartphones by analyzing power
consumption over a USB charging cable. The scalability is a major limitations
for this charging attack. Juice filming charging (JFC) attack [15, 16] is a scalable charging attack, which works on both Android and iOS devices, and can
record screen information during the whole charing period, without the need
to request any permission or action to unlock phone screen. In this work, we
conduct an empirical study to investigate the impact of JFC attack in practical
environments. Some other related work can be referred to [17, 18, 19].

6 Conclusion
As compared to mobile malicious applications, charging threats are often ignored
by the literature. In this paper, we focus on juice filming charging (JFC) attack,
which has the capability of referring users’ private data from both Android OS
and iOS devices, through automatically monitoring and recording phone screen
during the charging period. The rationale is that screen information can be
leaked through a standard micro USB connector that employs the Mobile HighDefinition Link (MHL) standard.
Due to the potential damage of charging threat, we focus on JFC attack
and perform an empirical study for the first time to investigate the impact of
JFC attacks in practical environments. In particular, we conduct a user survey
with over 2500 participants about their awareness and attitude towards charging attacks, and then investigate the impact of JFC chargers in three practical
scenarios like company environment, university environment and business hall.
The results validate that JFC attack would have a large impact on smartphone
users’ privacy. Our work aims to stimulate more research in this area and raise
user awareness of such threat.
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